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Abstract

We describe the architecture and implementation of our comprehensive multi-platform collaboration
framework known as Columbia InterNet Extensible Multimedia Architecture (CINEMA). It provides a
distributed architecture for collaboration using synchronous communications like multimedia conferenc-
ing, instant messaging,shared web-browsing, and asynchronous communications lik e discussionforums,
shared les, voice and video mails. It allows seamlessintegration with various communication means
lik e telephones, IP phones,web and electronic mail. In addition, it provides value-added servicessuc as
call handling basedon location information and presencestatus. The paper discussesthe media services
neededfor collaborativ e environment, the componerts provided by CINEMA and the interaction among
those componerts.
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1 INTR ODUCTION

In many organizations, e-mail and tele-conferencingare the only meansof collaboration. More recertly,
instant messagingIM) is beingusedfor short interactive communication. Eventhough thesecommunication
meansare not designedfor collaborative work, the limited set of available options causesthem to put all
their data such as meeting notes, documerts, conferenceschedulesand remindersinto the email system.

We needa collaborative environment that seamlesslyintegrates with the existing communication means
of email and phone as well as newer methods like IP telephony and instant messaging. Consider an IP
telephony conferencewith someparticipants on phone, and someothers using desktop audio/video clients.
Late-arriving participants can browse through the past meeting proceedings,and non-participating group
members can be automatically notied of meeting minutes and other important documert locations via
email.

One reasonmany earlier collaboration systems have not succeededis that they were hard to use for
peoplewhen the teams and groups span organizational boundaries. Also, they often require installing a lot
of software, usually only available for limited set of platforms sud asWindows, or work for only onevendor
tools[69]. Collaboration tendsto the \least commonmultiple” con guration supporting all neededtools and
platforms, sincegroups can rarely say \sorry, sinceyou cannot run this software, we will not include you in
the committee”.

There are two modes of collaboration. A \synchronous" or tightly coupled collaboration is highly in-
teractive and requires the active presenceof the other menbers of the group. On the other hand, an
\asynchronous" or loosely coupled collaboration is part of some collective activity directed towards some
sharedgoal or common purpose,but doesnot require the active presenceof the other members of the group.
A comprehensie collaboration environment providesboth synchronousand asyndronouscollaboration tools
and integrates the two sothat userscan easily alternate betweenthe two.

Our system is dierent from other conferencing applications in that it integrates the two modes of
colloboration. For example, same group of people can be addressedby video conference,IM and email,
with appropriate archival of interactions. Secondly it provides device-transparencyby allowing accessand
interaction even if participants temporarily have only a phone or email. Although it is not new, we also
provide hybrid interaction such that one can use phone for audio and PC for IM and documert sharing in
the sameconference.

Multimedia conferenceson the Internet [56, 58] can be created using the Sessionlnitiation Protocol
(SIP). SIP [59 is a signaling protocol for Internet conferencing,telephony, presence,event noti cation and
IM. One advantage of SIP over PSTN (Public Switched Telephone Network) based tele-conferencingis
that it allows creating new exible servicesincluding traditional PSTN servicessuch as interactive voice
response (IVR), call transfer, music-on-hold as well as more Internet-speci ¢ serviceslike presence-enabled
calls and integration of voice-mailsand emails. Using SIP for instant messagingallows easyintegration with
other SIP-basedtelephony componerts. Various componerts sud as media streaming serer, call-routing
enginesand user location server can be combined in various ways to create new service architectures. One
such architecture, CINEMA (Columbia InterNet Extensible Multimedia Architecture [34, 35, 70]) promotes
collaboration using synchronous communications via multimedia conferencing, instant messaging,shared
web-browsing, and asyncdronous communications via le sharing, discussionforum, voice and video mails.

Our architecture provides building block tools for any type of multimedia collaboration, instead of focus-
ing on speci ¢ typessud as collaborativ e software developmert. We want to support three kinds of typical
interactions: long-lived distributed groups that alternate between synchronous and asyndironous interac-
tions, such as designteams, collegeclassescommittees and work teams, asymmetric events such as lecture
and lecture series,where interaction is mostly limited to asking questionsto the speaker, and short-lived
spontaneousinteraction among groups of people.

Our collaboration tools are basedon standard protocolssuch asSIP [59] and Real-Time Streaming Proto-
col (RTSP [69]) for signaling, Real-time Transport Protocol (RTP [66]) for media transport, VoiceXML [45]
for voice-basedinteraction, Call ProcessingLanguage (CPL [40Q]) for network-based service creation, Lan-
guage for End System Services(LESS [79]) for endpoint-based service creation and a web interface for



asyndronous collaboration.

In this paper, we describe the architecture and implementation of our comprehensie multi-platform
collaboration framework. While the previous work ([34, 35, 70]) focussedon the telephony aspects, this
article focuseson collaboration. We describe the requiremerts for comprehensiv multimedia communication
and collaboration environments in Section 2. Somerelated work is listed in Section 3. Section 4 provides
an overview of the architecture and the user interface. Section 5 describesthe synchronous collaboration
architecture whereasSection 6 details the asyndironous collaboration. Finally, we presert the conclusions
and future work in Section 9.



2 REQUIREMENTS

The basic requiremerts for the comprehensie collaboration system consist of a personalizedview of the
system, real-time or interactive multimedia collaboration (called synchonous and loosely tuned sharing of
information (called asynchionous. A web-baseduser interface provides a portable and personalizedway to
accesshe system.

2.1 Personalized view

People like personalizedview of the system such as per-user calendar with appointments and conferences.
However, the system should also allow sharing the view with other usersor in a group after ltering. For

example, Alice may not want to seethe events posted by Bob. She can schedule a conferenceor discussion
forum for her project group, and invite the membersto join.

2.2 Synchronous collab oration

The system should allow multi-part y audio, video and text conferencing. It may allow sharedwhite-board,
sharedapplications and screensharing. It should allow restricted conferenceswith only authorized members
as well as public unrestricted ones. The conferencesmay be pre-scheduled or created on the y. It may
support both dial-in and dial-out conferences,o or cortrol, and telephone-basedauthentication. It should
be possibleto record, and later, playback the proceedingsof a conference. It may allow time-positioned
playback (e.g., play after rst 30 min of recorded data), share les with other participants (e.g., agenda,
slidesor meeting minutes), play a media le in the conference mergetwo conferencesnto one, or split one
into two conferences.

2.3 Async hronous collab oration

Most basic form of sharing information is via various forms of messaging,e.g., E-mail, voice and video
mails. The system may allow recording and Itering of IM communications. It may allow storing messages
in various folders, accessingremote email clients or seners for multimedia messagesand listening to the
messagevia a telephone. The web-basedmessagéboard may be accessediia email or telephone. It should
be possibleto share les and other information within or acrossgroups.



3 RELA TED WORK

The computer-supported collaborative work (CSCW) has been studied even before the web [74, 21,
23, 24]. ACM's special interest group on supporting group work, SIGGROUP [12], explores topics re-
lated to computer-based systemsthat a ects team or group in workplace settings. However, the focus
remained mostly on web-baseddocumert sharing and concurrert editing in systemssuc as BSCW [11],
Lotus Domino [4], Hyperwave [3] or Livelink [6]. Many researters have explored speci ¢ typesof collabora-
tion such as collaborativ e software developmert [37], electronic classrooms[46], network gamesand sharing
health-care information.

Multimedia conferencing using audio, video, and data communication using IM and email, have in-
dependertly ewlved and becomepopular over the years [61, 61, 31, 50, 60]. Using audio and video for
collaborative work is not new [62, 33]. There are a number of audio/video collaboration systemssuc as
MBone tools [44, 38], MeetingPlace [5] and GnomeMeeting[1]. The ITU-T's H.323 [75, 48] provides video
conferencingsystemsalong with T.120 for data conferencingand T.128 for application sharing [13].

Most of the technologiesusedin our architecture, sud as shared web-browsing [30], conference o or
control [25], application sharing [7, 2] and web-basedcollaboration [9] have beeninvestigated extensively.
A number of web portals such as Yahoo! and MSN provide online calendaring, and sharing of information
to someextent. Howewer, the concept of group is rarely used. Our work is the rst demonstration of a
SIP-basedcomprehensiwe and extensible collaboration system. Our approach comesfrom a multimedia com-
munication badkground, that extendsthe previous CINEMA communication suite [70] to support dierent
kinds of collaboration acrossdi erent platforms. Our architecture integrates together the conferencingand
collaborative computing approaches.



4 CINEMA AR CHITECTURE
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Figure 1: SIP-basedcollaborative work environment

The architecture consistsof a set of distributed server componerts and user agerts as shown in Fig. 1.
The SIP registration and proxy server (sipd) is usedfor userlocation and forwading of signaling messages.
The multi-part y conferencesenwer, sipconf [71], forms the core of the synchronous collaboration infrastruc-
ture. The media sener, rtspd, allows streaming of multimedia content for playback and recording. The
uni ed messagingserver, sipum provides certralized answering machine, and multimedia mail service[73].
A web-basedinterface provides aynchronous collaboration support. Useragerts such asregular PSTN phone
via a SIP/PSTN gateway, IP-phone, or desktop based SIP user agerts like sipc are used for synchronous
collaboration. Interactive voice dialogue via the VoiceXML browser, sipvxml[72], allows easy accessto a



telephoneuser. The SIP serer and the SQL database[47] form the core of the infrastructure for basic call
ow (Fig. 2).

4.1 Basic call ow

The system identi es the user by her canonical user identi er of the form user@domain When a user,
Bob, starts the SIP client on his PC, IP-phone or hand-held device, the client registerswith the SIP server
indicating the IP addressof the device as shown in Fig. 2. The SIP sener storesthe mapping betweenthe
identi er bob@home@m and the addressin the database. When another user, Alice, makesa call or sends
instant messageto bob@home@m, the server of the home.om domain proxies the requestto the current
deviceof Bob. Various call-routing preferencessud as caller authentication can be con gured from the web
interface.

home.com
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Bob's PC
bob@home.con

Figure 2: SIP call ow using proxy servers

4.2 Web interface

The web-baseduserinterface allows managinguseraccourts, voice-mailsand conferences.The web pagesare
generatedusingthe HTTP CGI [55] scripts that accesghe SQL databasefor con guration and pro les. The
web pagesprovide intuitiv e user interface componerts and context-sensitive help. There are multiple levels
of details in di erent user expertise levels. For example, a beginnerlevel user accesse®nly basic features
to get started whereasan advancedevel user can con gure and managedetailed information. The interface
allows con gurable layout of the web pagessothat a particular installation of the systemcan be adapted as
per the serviceprovider.

There aretwo typesof users: regular usersand administrators. An administrator hasadditional privileges
compared to a regular user. The rst user created during installation becomesthe administrator. An
administrator can add additional usersas administrator or regular user, change the user type, or access
pro les of other users. New users can also \sign-up" for the service from the web. The web interface
functionality can be further classi ed as follows:

Call-routing prole: The user can manage pro le information, current contact locations, alternative
names for identi cation, on-line status of \buddies", accesscortrol as to who can call, and pro-
grammable call handling, e.g., basedon time-of-day or caller-id.

Unied messaging: This includesthe integrated interface for voice and video mails, emails and discussion
forum on various topics.

Event calendar and conferencing: This providesthe personalizedcalendarfor eadh user. It allows man-
aging various appointments, events and conferences.

Address book and access group managemen t: The user can maintain an addressbook of his friends'
pro le sud as name, email, department, birthday and postal address. The user can organize his
addressbook entries into groups with di erent accessprivileges. For example, peoplein \my family"
group can accesshis personal calendar whereasothers cannot.



Administration ~ and accounting: An administrator can managese\eral server con guration parameters,
user privileges, aswell asthe visual layout of the web pages.He can also assignvarious tari  rates for
the phone calls and con gure the gateway locations for the telephonedestinations.

The web interface is just a front-end to the user pro le and system con guration information stored in
the SQL database.

4.3 Personal calendar and address book
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Figure 3: Personalcalendar

When the userlogsin from the web, it shows the most recert appointments and voice-mails. A personal
calendar shows the various appointments or conferencesscheduled for the user or his group (Fig. 3). The
user can seethe day, week, month or year view for di erent levels of information.

The per-useraddressbook allows organizing the contacts into local or global accesgroups. A local group
is visible only to the owner, e.g.,\my friends", whereasa glokal group is visible to everyone, e.g., \net work
researd group”. An addressbook ertry can belongto zero or more accessgroups. An event, such as an
appointment or a class schedule, can have a group-name with given group-privileges. The read or write
accessprivilege for an event can be owner, group or everyne similar to Unix le permissions. The read
accessspeci es who can view the description and details of the evert. The write accesgells who can modify
the event attributes. A personal appointment typically has owner privileges for read and write, whereasa
seminar serieshas group read accessand owner write access.

The Windows registry (Fig. 4) can be con gured for click-to-dial from the addressbook, so that the
user can click on an HTML hyperlink, e.g., <a href="sip:alice@n yu. edu">Alic e</a>, from the Internet
Explorer web-browserto make a SIP call to Alice. On Unix systems,one can embed the data URL [43] of
the form <a href="data:appli cati on/sip,sip:alic e@yu.edu"> Alice </a> in web pages.



REGEDIT4

[HKEY_CLASSES_ROOT\sip]

@="URL:SIP Protocol"

"URL Protocol"="RFC 3261 SIP"
[HKEY_CLASSES_ROOT\sip\Defaitpn]
@="sipc.exe"
[HKEY_CLASSES_ROOT\sip\shell]
[HKEY_CLASSES_ROOT\sip\shell\zen]
[HKEY_CLASSES_ROOT\sip\shell\een\c ommiad]
@="sipc.exe %1"

Figure 4: Windows registry con guration for click-to-dial

4.4 Events and event-groups

An eventis an individual event or appointment. An eventgroupis a collection of related ewerts, e.g., an
university course for which individual classes,or events, happen weekly. Every eventcan belong to an
eventgroup An eventgroupcan have zero or more evens. An eventgroupcan optionally have a repeat
indicator, e.g., every month, every year. The repeat indicator is useful if one does not want to itemize
individual ewvens, e.g., yearly birthday reminders.

An evert-group may be assaiated with an optional conferencename, e.g.,on-line lecture series. While an
eventgroupde nes a group of everts usedin calendar, a conferenceis strictly a synchronouscollaboration with
additional attributes like supported media-types,dial-in number, recording formats, default audio sampling
rate, public or private conferencetype and public or private participant list. Various SQL tables for storing
the information are explained in CINEMA technical report [70].

4.5 Database tables

The userinformation neededfor call routing is stored in the Primary User Table (PUT), indexed by the user
identi er. Personal addressbook information such as full nhame, organization, department, email address
and biography, are stored in the persontable. The relationship among various tables is shovn in Fig. 5 and
6. The PUT and persontable entries (Fig. 5) are kept for ead user whereasother tables sudch as personnote
or aliasesare optional. For details see[70].
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5 SYNCHR ONOUS COLLABORA TION

A multi-part y multimedia conferenceis the simplest form of syndironous collaboration. In the absence
of real multicast, certralized conferenceserers provide an attractiv e solution for small to medium scale
conferenceg71]. Moreover, a certralized cortrol integrateseasilywith other collaboration requiremerts suc
as o or control. For example,the organizercan control who getsto speakat any instant if there are multiple
speakers, and enforcethe policy at the sener.

The participants dial the conferenceURL, e.g., sip:sta -meet@cs.olumbia.edu, to join the dial-in con-
ference. The conferencescan be pre-scheduled from the web interface, or created on the y, e.g., by dialing
sip:letsmest.adha@onference-server. For certralized conferencing,we needa certral conferenceserner suc
as sipconf and user agerts such as sipc as described below.
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Figure 7: Columbia SIP User Agent (sipc)
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5.1 User agent

Sipc is a SIP user agert that can be used for Internet telephony calls, multimedia conferences,presence,
instant messaging,and sharedweb browsing. It supports a range of media types, such as audio, video, text
and white board (Fig. 7), and can be easily extended to handle additional media types. It usesexternal
media tools such asvic [76], RAT [77] and wb [10]. We are currently dewveloping our own low-latency audio
tool. Beyond multimedia communication, it can also perform network appliance cortrol, or act as SIP-based
Internet radio or TV [32]. We are extending it to support emergencyservices[65].

The participants can also use other SIP-phonesor regular telephonesto join the conference. We are
implemerting another SIP user agen, sipz for handheld devicesto allow mobile multimedia participants.

The conferencecan have heterogeneousndpoints with di erent media capabilities. For example, some
useragerts connectedto low bandwidth links can have only low bit-rate audio codecwhereasothers on high
bandwidth links can support high-quality codecsalong with video. When a user agert joins a conference,it
indicates its capabilities to the server. The serer selectsa subsetof capabilities basedon the intersection
of useragert capabilities and the server capabilities on per-participant basis.

5.2 Audio mixing
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Figure 8: Audio mixing

When the participants join the conference,the server mixes and redistributes the audio such that a
participant hearseveryone elseexcept herselffrom the serer. The sener decadesthe incoming audio from
the participant, and puts it in a per-participant queue as shown in Fig. 8. On periodic interrupt, the
participant audio is mixed, and redistributed badk to the participant after encading. Optimizations reduce
the number of encadersand decaders[71]. The serer acts asan RTP mixer [66] for the audio. Each call leg
in the conferenceforms an RTP sessionwith the participant.

If the participants usedierent devices, it is possiblethat some usersare heard louder whereassome
others are hardly audible due to di erent speaker and microphone volumes. The serer can do automatic
gain control for both incoming and outgoing audio. However, this puts additional processingoverhead on
the serner and reducesscalability. Alternativ ely, the server can indicate the volume level if its too high or
too low to the participant, who can then adjust her microphone and speaker volume, or it can selectively
implement automatic gain control for participants who want it. For example, a participant can press6 to
increaseher microphone volume, or press7 to reduce her speaker volume.

5.3 Video forw arding

Unlike audio, mixing doesnot make sensefor video. Every participant may want video from everyone else
in the conference. The server implemernts transparent packet forwarding for video. A video padket from a
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participant is distributed to every other participant in the conferencewithout modi cation. In this case,the
sener doesnot implemen the RTP stack for video session.The lip syndhronization betweenthe audio and
video sessionss done at the participant's useragert on receiving the two streams.

Alternativ ely, the sener can sendonly one video stream of the active speaker to all the participants, or
the chair can decidewhosevideo stream needsto be distributed. We believe that organizing the participants'
video in NxN tile puts additional processingload on the server, degradesquality, and is undesirable.

The user agert indicates its receiving UDP port number for video when it joins the conference. In
response, the server returns its own receiving port. The serwer rst tries to allocate the same port as
the user agert, becausesomevideo tools such as vic [76] do not allow di erent transmit and receiwe port
numbers. However, if the desiredport is not available at the sener, the server selectsa di erent port causing
interoperability problems with such tools.

If the user agert does not indicate video capability, i.e., no video port, then video is disabled for this
call leg. The participant can dynamically changethe capability. For instance, she can start with audio, and
later, switch to audio and video session.

5.4 White-b oard sharing

The White-b oard is a conferenceapplication for shareddrawing. It allows synchronous collaboration using
graphic information. The ITU-T RecommendationT.126 de nes a protocol to managethe conference-wide
syndironization of multi-plane and multi-view graphical workspace. Howewer, In our system, we use a
existing simple white-board application developed at UCL [10] in sipc and are planning to support sharing
in sipconf. The serwer can forward the drawing commandsto all the participants exceptthe senderwithout
internally maintaining a sharedgraphical workspace. However, the new joiners will lose historical drawings.
To avoid this, the server can cade all the drawing commandsfor late-arriving participants.

5.5 Instan t messaging

The instant message(IM) handling in the conferencesener is similar to video forwarding. When al-
ice@o ce.net sendsan IM to bob@homeam, the SIP sener at home.@m domain proxies it to the current
location of Bob's phone. An IM sert to the conferenceURL sip:sta -meet@servers.om is intended for all
the conferenceparticipants. If the conferenceis not active or there is no other participant, then the server
indicates the error to the sender. If the senderis not already in the conference,then the sener can either
indicate an error to the sender,or still cortinue to distribute the IM to the participants. In a way, the serer
provides a group addressto sendIM to, similar to email-groups.

MESSAGE sip:alice@office.net SIP/2.0
From: <sip:staff-meet@servers.com>
To: <sip:alice@office.net>; tag=Uo18a
Content-Type: Message/CPIM

SIP headers
From: Bob Wilson <im:bob@home.com>
To: Alice <im:alice@office.net>
Content-Type: text/plain IMIneaders
Meet me at Tom's at 8:00.

IM text

Figure 9: Example SIP MESSAGE for instant messaging

An example SIP MESSAGE sert by the sener is shavn in Fig. 9 and has three parts: SIP headers,
IM headersand IM text. Our sipc displays one messagewindow for all the IM in the same conference.

14



Alternativ ely, a user agert can display one window per senderper conference.The server can also forward
indications [63] that allows Alice's useragert to display status such as\Bob is typing a message".

The sener should allow transitioning from an IM sessionto a full multimedia session,and vice-versa,
when the participant changesher media capabilities accordingly.

5.6 Shared web browsing

The SIP MESSAGE method can be usednot only for instant messagingput alsofor someadditional cortrol.
For example, sipc can capture the browserevent on navigation and indicate that HTTP URL to the remote
party. The serwer forwards the messagdike any other IM, thus, readily supports sharing among multiple
participants. The messages similar to Fig. 9 exceptthat the IM headerContent-Type is text/uri-list and
the IM text contains the HTTP URL. If the remote party understandsthis content, it can also invoke the
browser pointing to the given HTTP URL. In sipc, we have implemented an application to control Internet
Explorer and Netscape for shared browsing.

5.7 Screen sharing

We have added support for the open sourceVirtual Network Computing (VNC [51])-based screensharing
in both sipc and sipconf. VNC is a client sener protocol, where the server sharesits screento a viewer or
client. To avoid authenticating the client, we initiate the sessionfrom the VNC sener to the listening client.

If a participant sharesher screen,her user agert invokesthe VNC sener application whereasall the other
participants invoke the VNC client application. The conferencesener merely forwards packets similar to

video forwarding. The data packets cortaining the screenbu ers are forwarded from the VNC sener to all

the VNC client applications where as the control padets such as mouseand keyboard input are sert from

the VNC client to the VNC server application. The VNC protocol can be tunneled through SSHfor secure
sessions.

5.8 Conference control

In a hybrid conferenceusing phone for audio and PC for IM, it should be possibleto cortrol the conference
from either phone or IM. Simple IM to the server can be used as cortrol commands, e.g., if a participant
sendsIM text as\list”, the sererreturns the IM text containing list of all the active participants. Similarly,
when a new participant joins or one leaves, all the existing participants are noti ed by the server via IM.

Conference o or cortrol meanscortrolling who gets the exclusive accessof the shared media channels
or resources.For example, typically only one participant should speak in a conference.In caseof multiple
contenders, the conferencechair can decidewho getsto speak. There are many ways to do advanced o or
control sud asusing Simple Object AccessProtocol (SOAP) to run Remote ProcedureCalls (RPC) [78] on
the server, web interface, and via touch-tone phones. We are implemerting the SOAP-based o or cortrol in
our server and user agert.

SIP and SOAP: Conference o or control consistsof two parts: notifying the participants about who is the
holding the o or [54], and allowing the moderator and the participants to remotely control the o or.
For example, a moderator can grant or deny a o or requestand a participant can claim or releasea
o or. We use XML-based platform independert SOAP [16]) for encapsulatingand exchanging o or-
cortrol commandsinstead of creating a new RPC (remote procedurecall) protocol. We have de ned
a SIP and SOAP-based o or cortrol protocol [78].

Web interface: The corntrol messagesan be sert from the web via CGI scripts or Java applets. The
moderator can grant or reject o or to other participants from the web. For the web-based o or
cortrol, the web componerts communicate with the conferenceserer and indicate the appropriate
cortrol message.

Interactiv e voice response: This allows a telephoneuserto cortrol the conferencevia limited touch-tone
keys. For example, \press 1 to ask for o or". The DTMF (Dual-tone multiple frequency) digits are
typically detectedand translated to special RTP packets [67] at the telephony gateway.
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5.9 Dial-in vs dial-out conferences

Although most of our earlier discussionfocussedon dial-in conferencesgdial-out mode is equally important.
For example, if a participant wants to invite another userin the conference,or the server wants to sendout
call invitations to the intended participants at the scheduled time. Usually someform of audio and text
announcemei indicates the purposeof the call to the user. To avoid the dialed-out call going to answering
machine, the server may prompt the userto presscertain digits to actually join the conference.
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6 ASYNCHR ONOUS COLLABORA TION

There are a number of related events during or after the conferencethat needto be sharedwith others
even when the conferenceis not active. For example, the recorded conversation or meeting minutes may
be neededin subsequeh meetings, o -line discussionon the topics covered in the conferenceneedsto be
co-ordinated in the sameway as the conferencewas cortrolled or the notes may be edited remotely using
WebDAV [29]. The primary objectives of these collaboration medcanisms are to avoid duplicating shared
data and to provide someform of changecorntrol on shareddata.

Use of RTSP, instead of the traditional download-and-view web model, enablesthe recording of the
content onceand the useof the pointer or the URL when forwarding the content without actually forwarding
the multimedia le. This is desirablefor low bandwidth situations where downloading a whole media le is
very expensiwe, particularly if the recipient decidesthat shedoesn't want to listen to the audio after hearing
the rst few seconds.Moreover, the multimedia content can be accessedvith any RTSP basedmedia player,
e.g., Apple's QuickTime.

As merntioned earlier, every conferenceis assciated with some eventgroup An eventgroupcan be as-
saciated with various forms of asyndcronous collaboration medanisms, such as le sharing and discussion
forum. Conferenceparticipants can share meeting notes, agendaor other documerts via the web.

6.1 File sharing

Shared files for CNRC network seminars

Wiew events | Edit group | Add event | Discussions | Conference

guotes txt Kundan Singh SOIE mare vy Sep 17,2002 LEB

wector o Foundan Singh ;*mpiec -g Mo 28, 2001 2 KB @ g
code tar 7z heE0ifics cobumbia. a Mere 28, 2001 241;5@ E

cVertexl st javs  Kundan Singh & javva file. test. @ Sep 17, 2002 um@ E

Fow 28, 2001 2 kB @ ﬁ-

CotupCeorn hired Kundan Sirgh

Figure 10: File sharing

The web interface allows uploading shared les asshown in Fig. 10. The shared le attributes consist of
the creator's useridenti er, nameof the le, MIME-t ype [28] for display, a brief textual description, date of
creation and last modi cation, and the accessprivileges for read, write and delete. The read accesscan be
for the group or public, whereasthe write and delete accesscan be for the group or owner. The group name
of the le is inherited from the assiated eventgroup The userscan register to get noti ed via email when
the shared le is modied or deleted.
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6.2 Discussion forum

Messageboards and discussionforums facilitate asyndronous discussionon a particular topic. One advan-
tage over email-baseddiscussionis that it can systematically display the various discussionthreads, postings
and replies. The messagebard SQL table storesthe messagesubject, content, senderidenti er, date and
time, assaiated eventgroupidenti er, a unique messagedenti er and the messageidenti er of the parent
message.If there is no parent messagethen this messagds the start of somethread. If there is a parent
messagethen this messages a reply to that parent message.The assaiated eventgroupspeci es the read
and write accessattributes for the messageboard.

s | Admin | Billing { Help |4

Er|'|=_||i~:.

Dec02,  festing. Kurgdan Singh B
2002 kns

Sepls,  Testiguwother 0 Kmdnses B
2002 kns..

Jul03, 2002 e new conference 0 . ‘B
\Jul 03, 2002 pew conference 0 Canzs B
May 16,  Conference shoutrouters D Caway 5
2002 Ehandpur .
(May 15,  May 14th Lecture location 6 Cauray H
May 14, Routing algonithees-ceriner 0 Gaw &
o L1th Iay Ehandpur .,

\May 14, Presentation by Dy Henning 2 Cawray !
2002 Ehandpur .

rs10@columbia edu

Figure 11: Web-baseddiscussionforum
The userscan also register to receive new posts or repliesin their email. They can use email to post a

messageor reply to the discussionthread. Fig. 11 shovs an example web interface. Integrating email with
the systemis discussedin detail in Section7.7.
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6.3 Conference event recording

The systemallows recording of the audio, video and IM communications in a conference.The audio recording
at the conferencecan be done either when the media padckets (RTP) are received from the participant or
when the mixed stream is created asin Fig. 8. In the former case,the recording is done by dumping the
raw RTP (and RTCP) padkets along with padket sizeand time-stamp, in a le. This \rtp dump" format can
later be played out using our media server, rtspd. The server doesnot needto understand any speci ¢ media
le-formats, such as MPEG or \w av", but works aslongs as the playing client understandsthe codec used
by the recording client. On the other hand, a mixed audio stream can be recordedin standard Sun \snd"
or Microsoft \wav" le format. Only rtp dump recording format is neededfor video, since the sener does
not generateany mixed video stream. The systemallows recording in a local le or to remote media serer
using an RTSP URL. A per-conferencequota on maximum recorded le sizecan be imposed. The recorded
le or URI information is stored in the con nstancestable for ead conferenceinstance, whereasrecording
format preferenceis indicated in the conferencegable.

Conference timneline +

Total tirme 57 min: 143023 0 15:17: 48

Ay podmed
5 mon wterval 0030-0:35, starting at 14:50:23

1| design wdf - current design, please comment
@ Jeffrey: should we wait mote for A17 LRk Ay Mogrn

Figure 12: Web interface for conferencerecording

We are developing a web interfaceto display the conferenceproceedingsin a time-line asshown in Fig. 12.
The rst time-line indicates the complete conferenceduration with the important events, such as the new
user join, leave, le uploads and instant messagenteraction. The secondtime-line is the zoom-in view of
a part of the conferenceduration as selectedin the rst time-line. User can click on the appropriate icon
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to playback the recorded media (audio, video), instant messageor view the uploaded le. User can click
on the time axis to jump to that location. Dierent colors are usedto identify a small number of active
participants.

6.4 Unied messaging

Figure 13: Voice messages

The ability to sendmultimedia messageso other individuals or a group is an important feature of collab-
oration systems. Registereduserscan listen to their voice/video messagesrecorded conferenceproceedings
or view their emails from the web. An example web pageis showvn in Fig. 13.

The voice/video mail is recorded at the media serwer, rtspd, by the certralized answering machine and
voice mail sener, sipum[73]. The server noti es the user of new incoming messagese.g., using email, and
indicates the pointer or URL to listen to the message It should allow sendingthe media content instead of
the pointer in the email, if the userwants that way.

The system provides an integrated set of facilities to easeuser administration and to share common
resourcessuc as addressbooks, calendar and group messagesand can also be extendedto use other email
and calendaring tools if the user prefers. For example, it would be nice if we could embed conference
invitations in email that is automatically addedto user'spersonalcalendarif sheacceptsthe invitation. The
web interface can be extendedwith a simple IMAP-based client to fetch and display the email from her other
email accourts. Alternativ ely, she can use her own email client to read these messages.She should be able
to send multimedia messagego a group of people, such that the messageappearsin the group member's
\in box" folder. The usercan delete or move the messagepointer to another folder, and still sharethe media
content acrossthe group.

6.5 Notications and announcemen ts

The system can notify the user of various appointment reminders, conferencesschedules or changesin
shared les, messageboard or incoming multimedia message.The noti cation information is stored in the
eventgroupnotify table and can be assaiated with an eventand an eventgroup The table also contains the
destination for noti cation sucd as phone number, SIP URI, email addressor IM address,time relative to
the evert in seconds(e.g., notify 60sbeforethe evernt), and the identi er of the scheduled noti cation. The
noti cations are scheduled using the \at" command on the Unix platform. The user can schedule the same
noti cation to multiple destinations. It supports di erent kinds of noti cations:

Birthday, appointment or other evert reminders for which the noti cation is sert before the evert
occurs.
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Sdeduling any text or media as a noti cation (e.g., wake-up call) that automatically createsan asso-
ciated event The noti cation is sert when the event occurs.

Noti cation for the eventgroup in which casethe noti cation is sert for every individual eventin that
eventgroup

While an email or IM is an one-time event with no interaction, a phone-basednoti cation can prompt
the user with more options via IVR. For example, \press 1 to get noti ed again after 5 min, or press?2 to
listen to the details of the evert". The systemcan allow scheduling the noti cations from the web interface
or via telephoneusing the touch-tone input.

It is possibleto senda phone announcemen to an eventgroup in which caseall the group members get
the announcemerm, or to a set of SIP addressesr phone numbers. For example,an announcemen to 1-212-
93970??will be received by all the valid telephonesubscribersin the range 1-212-939700Q0 1-212-9397099.
The announcemei server makes SIP calls to all the numbers speci ed, and if successful,speaks out the
announcemei. It attempts multiple times on busy or no-answer. To avoid leaving the announcemer to an

answering machine, the server can prompt the recipient to presssomedigit to con rm user presence.Suc
announcemen systemwill also be usefulin the caseof an emergency

21



7 ADDITIONAL SERVICES

So far we have discussedthe synchronous and asyndironous collaboration tools in CINEMA. There are
other interesting servicesthat assist both kinds of collaboration. For example, a conferenceserver can
dial-out a scheduled meeting only when all the required participants are on-line. An IM user can join a
tele-conferenceand interact via speed-to-text and text-to-speed corversionbetweenthe IM text and other
participants' audio. The location information published by the user can determine her availability. We
describe someof these enabling technologiesin this section.

7.1 Presence

The presenceinformation gets used quite often in people's daily life. People are usedto chedcking online
status before starting a corversation with their IM \buddies".

In our system, we baseour presenceinformation handling on the SIP evert noti cation architecture [54].
Beyond the existing implemenrtations' presencestatus of onling oine or away, we consider both current
and future communication availabilit y via timed-status a number of place-types, such as\home", \o ce",
and \public" aswell as a privacy classi cation into \public", \priv ate" and \quiet" [64]. The user can also
indicate whether the communication is likely to be overheard or whether audio is consideredundesirable.

presentity
bob
macrosoft.com
presence server
PUA
REGISTER
alice@
example.com
SUBSC_R_I_I?E_ _____ -
UA | PUA
NOTIFY
registrar
PUA

\‘\""( PA )

NOTIFY
Figure 14: SIP-basedpresence

The presencenformation is maintained either on the SIP senersresiding in networks or on the presence-
enabled SIP user agerts as shown in Fig. 14. If a user Alice is interested in the presencestatus of another
user Bob, then she subscribesto his addresssip:lob@macosoft.com for the event package of \presence".
Our SIP senwer, sipd, proxiesthe SUBSCRIBEmessagdo the registereduser agens with presencecapability
of Bob. If the user agert wishesto handle the subscription, it sendsan accept(200-classSIP response)
to sipd. Therefore, sipd disablesthe internal presenceagert for this subscription. On the other hand, if
the user rejects (600-classresponse), then the sipd storesthe decisionin the SQL databaseso that future
subscription from Alice to Bob are alsorejected evenif Bob's useragert is o -line. For other responsessuch
asthe useragert is not presence-enabledthe sipd enablesthe built-in presenceagert for this subscription.
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Figure 15: IM and Presencesupport in sipc

However, beforethe actual presenceinformation can be conveyedto Alice, the subscribee Bob must approve
the subscription from the web.

The webinterface displays the list of subscribed users(buddies) aswell asall the otherswho are interested
in knowing the presencestatus of this userasshown in Fig. 16. Note that a subscription can be handled only
by the server or the useragert but not simultaneously by both [57]. It is possibleto transfer the subscription
from the useragert to the server and vice-versa.

The network-basedpresenceagert is usefulwhenthe end devicesare not presence-enableduc aslocation
sensorsor magnetic swipe-card reader. For example, Bob can use a passiwe device, such as a magnetic
swipe-card or an iButton [22] and the card or button reader deliversthe location information to the serer.
Alternativ ely, when Bob's wireless phone REGISTER with the serer, the serer can publish his on-line
status to the subscriber, Alice.

Pushing the presenceinformation to the end systemsalso has somebene ts. In Internet telephony, end
systemsare the only ertities where signaling and media o ws corverge whereasintermediate proxies only
handle signaling. The meansthat seweral servicescan only be performedin the end system. We have de ned
a scripting languagenamed Languagefor End System Services(LESS) [79] that includesa languagepadage
speci cally for presenceinformation handling. The examplescript in Fig. 17 placesa call to Bob when he is
on-line.

The SIP event noti cation can be applied to non-presenceeverts, e.g., the voice-mail sener can notify
the user's phone of any waiting message$42].

7.2 Interactiv e voice response (IVR)

We have discusseda number of examplesinvolving user interaction via touch-tone input from a telephone.
VoiceXML [45] is an XML-based languagedeveloped by the W3C to createvoicedialogsthat feature synthe-
sizedspeed, digitized audio, recognition of spokenand DTMF key input and recording of audio for telephony
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Figure 16: Web-basedpresence

applications. It enhanceshe traditional proprietary and closedIVR systemsto an open programmablearchi-
tecture. The badk-end programmable web CGI scripts can perform the application logic, such as voice-mail
accessor email accesshy phone. Our sipvxmlis a SIP-basedVoiceXML browser that allows a SIP-phone,
or a regular telephonevia a gateway, to interact with the badk-end application logic [72]. Fig. 18 shows an
examplescript that prompts the userfor her identi er and invokesthe next script login.cgi  with the user
input. The login.cgi  script can generatethe VoiceXML documert for the the next set of dialogues.

We have deweloped someCGl-basedapplications for voice-mail accessand conferenceparticipation. Each
registered user gets a unique telephone PIN (personalidenti cation number) for authentication. The voice-
mail script announcesthe number of new and old messagesand prompts the caller to listen to the messages.
The conferencingapplication prompts for the conferencenumber and transfers the call to that conference.

There are two ways to transfer a call from the browserto another phonein VoiceXML. The blind transfer
sendsthe SIP REFERmessageand terminates the original call leg betweenthe caller and the browser. The
caller user agert is then responsible for placing another call to the Refer-tolocation. The bridged transfer
causesthe browser to place another call to the destination, and join the media path betweenthe original
caller and the destination. The advantage of bridged transfer is that the browserremainsin the media path,
and can terminate the call, e.g., if the calling-time exceedsthe quota for the long-distance destination.

To allow PC-basedSIP phonesthat do not have touch-tone dial-pad, the browser may acceptsinput via
IM text. The prompts can be sert both in audio and IM for such phones. It will be interesting to explore
how IM can be usedfor accessingvoice-mailsfrom sipc.

Interaction between VoiceXML and LESS is for further study. For example, sipconf can include a
VoiceXML browser and invoke the LESS proceduresfor presence-enabledalls on voice-input.
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<LESS:LESS
xmlns:LESS="urn:ietf:params:x  ml:ns :LESS"
xmins:Generic="...:ns:LESS:ge  neric "
xmins:Presence="....ns:LESS:p resence"
xmlns:UI="...:ns:LESS:ui"
xmins:xsi="http://.../XMLSche ma-instan ce"
xsi:schemalocation="......"
name="bobOnlineCall" priority="0.8">
<subaction name="generalCall">
<Generic:call/>
<Ul:alert message="Calling %address%"/>
</subaction>
<Presence:natification
direction="incoming" package="presence">
<Presence:presence-switch>
<event package="presence" is="OPEN">
<LESS:address-switch field="origin">
<address is="sip:bob@macrosoft.com">
<sub ref="generalCall"/>
</address>
<otherwise>
<Ul:alert message="%address%nline"/>
</otherwise>
</LESS:address-switch>
</event>
</Presence:presence-switch>
</Presence:notification>
</LESS:LESS>

Figure 17: Example LESS script for presence-enabledall

<?xml version="1.0"?>
<vxml version="1.0">
<form>
<field name="userid">
<prompt>
Please enter your user identifier.
</prompt>
<filled>
<prompt>
You said <value expr="userid"/>.
</prompt>
</ffilled>
<[field>

<block>
<submit next="login.cgi"
namelist="userid"/>
</block>
</form>
</vxml>

Figure 18: Example VoiceXML page

In a distributed componert architecture it may be desirableto separatethe text-to-speed and speed-
to-text functions from a VoiceXML browser, asdi erent modules. For example,an RTSP sener can corvert
the text suppliedin URL to speed and stream to the client. Alternativ ely, a SIP \text-audio" converter can
convert betweenthe text in IM and the audio in the call session.Such external componerts can be invited
in the existing sessiondor applications suc as email by phone, as we describe next.
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7.3 Interaction among email, telephone and IM

Today, email is the most common form of electronic communication. However, the cornvenienceof email is
limited by the necessiy of an Internet connectedcomputer. A systemthat allows interworking of email with

other communication meanssuc astelephoneor IM, will enhanceuserexperience. Suc systemcan be used
to reach those userswho only have email accessvia IM, de ne certain incoming emails as important and
forward them to IM, get a virtual-IM accourt to interact with other IM usersvia email, accessemails via

phone, get noti ed of any important email on phone, and text-chat with other IM usersor in a conference
via phone. We describe the SIP-based architecture and on-going implementation of suc interactions in

CINEMA.

7.4 Email by phone

Assuming that wherewer you go there is a telephone, using a telephoneto ched email is a sensiblesolution.
Our email-by-phonesystem provides a way to ched and even send email from a touch-tone telephone [41].
The application runs as Java Servlet on a web sener, generating VoiceXML pagesfor telephony dialogues,
and interacting with badk-end IMAP or POP3 email-seners as showvn in Fig. 19.

Internet

IP-phone PSTN phone

SIP

VoiceXML
browser

. B
- Cobor

Figure 19: Email-by-phone architecture

sipvxml

Email
Servlet

The caller is prompted to listen to old or new messagescompose a new messagereply to an existing
messagedelete a messageforward a messageadvancethrough the messagesand switch betweennew and
old messagedor playback.

7.5 Email to phone

Unlike the email-by-phone system that needscaller-basedinitiation, the system can also asyndronously
notify the telephonewhen the userreceivesa new important email. The de nition of \imp ortant" email can
be programmed by the user. The architecture is shown in Fig. 20.

Incoming email ltering on Unix is relatively simple using procmail [8]. On other platforms, suc as
windows, one can periodically poll the IMAP-based email-sener for new emails. An example procmail script
shown in Fig. 21 that treats the subject with \imp ortant” or \Imp ortant" keyword, or senderas\Alice", as
important and forwards to the siptc script.

26



Internet

IP-phone PSTN phone

,,,,,,,,,,,,,,,,,,,,,,,, SIP A
convertor:
SIP
)1
Email to IM
siptc
Importantﬁ
. g @) emails
Incoming email. :
™| procmail ? ™ || Inbox
(2) ) SR ‘
Figure 20: Email noti cation to phone
:0c
* ASubject:.*[illmportant.*
| siptc
:0c
* AFrom:.*Alice.*
| siptc

Figure 21: Example procmail script

The siptc script extracts the email body and other information, e.g.,subject, priorit y and senderaddress,
createsa SIP instant messageand sendsit to the IM/call cornverter. The IM text is truncated if it is too
big. The forwarded-from replied-toor signature part in the email should be ignored as shown in Fig. 22.

The IM/call converter acts as a translator between the SIP-basedIM and audio call. In the reverse
direction, it can notify the IM over phone. In the absenceof session-basedM, it usesthe various headers
in the SIP MESSAGE to assaiate the IM sessionwith the audio call. This avoids making a new SIP call,
if IM is received for an existing session.The SIP call destination can be pre-con gured or derived from the
IM destination address,which can be an IP user or a telephone subscribe via a gateway. Separating the
converter from the email to IM translation allows running the email systemand speed systemon di erent
hostsin the network.

Once the call is establishedthe converted text is spoken out to the destination phone. After that, the
system may transfer the phone call to an IVR system, e.g., to prompt the userto repeat the messageor
connectto the email-by-phonesystem.

7.6 IM/call converter

The IM/call cornverter described in the previous section, can be extended to a generic translator to allow
a phone user to initiate an IM conversation. For example, Bob's IP telephony service provider allocatesa
telephone extension such as 7155for his IM address. When Alice dials the extension, the service provider
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emalil instant message

From: Alice <alice@of.. From: Alice <alice..
To: Bob <bob@home.c.. To: Bob <bob@ho..
Subject: RE: your server— Subject: regarding y..
Hi Bob, Hi Bob,
The server is down.
> you can use the SIP Kindly restart.

> server on home.com

The server is down.
Kindly restart.

Alice alice@office.net

Figure 22: Example translation usedin email to phone system

maps the destination to sip:Ym9iQGhvc3RC@server Our simvoicesener recognizesthe nal destination
Ym9iQGhvc3RC as Base64-encding [27] of bob@hostB It sendsan initial IM greeting to sip:lob@hostB It
maintains the assaiation betweenthe caller and the nal IM destination for the duration of the call.

When Alice speaks,the audio is converted to text using CMU Sphinx speedt recognition engine[20]. To
sendan IM, the usercan indicate the end of a speeth messageby pressinga DTMF key. Alternativ ely, the
converter can assumethe end of a speet messagewhen it receivessomeaudio followed by a few secondsof
silence.

In the reverse direction, when Bob sendsan IM text to simvoice it invokes the Flite text-to-speed
engine[14] to cornvert and sendit to Alice as voice.

If Alice hangsup, the assaiation is lost. If the simvoicecan not nd an assaiated call for an incoming
instant messageit replieswith another instant messageandicating the error. The IM usershould be allowed
to initiate the sessionusing session-basedM [18]

In a collaboration ervironment, the corverter allows the userswith dierent system capabilities suc
as telephoneand IM to interact. This helps the deaf, hard of hearing and speeh-impaired individuals to
collaborate easily in a multimedia conference[19].

Often we have found that the speed-recognition quality is poor. The converter should provide feedbad
to the speaker by sendingthe converted IM text alsoto the phone using text-to-speed.

7.7 Email to IM

In the email to IM direction, Alice can email to a special addresssud as myserver+bob@o ce.net' which is
received by Bob asIM. The procmail script of myserver@o ce.netreceivesthe email, nds the IM destination
as bob, translates the email's text content to IM and sendsit to bob@o ce.net Alternativ ely, Bob can
advertise his email addressas bob+im@o ¢ e.net to sendhim an IM. The di erence is that the procmail is
con gured at myserverin the former and at Bob's email in the latter case. A third approach is that Bob
de nes certain emails as important as described in Section 7.5 and automatically forward them to his IM
address.

7.8 IM to Emalil

In the reverse direction, Alice can also use the servicesfrom myserver such that Bob can send IM to
myserver+alice@homeam. The sener should put the appropriate email Reply-to header pointing to the
sendervia myserver, sothat the email replies can be sert back to the IM user correctly. Alternativ ely, Alice

INote that some email servers allow sending email to user+something@domain, which will be delivered to the inbox of
user@domain.
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can sign-up with her SIP-provider to run a programmable call-routing using SIP-CGI [39] that identi es
important IM and sendsher an email with the content when sheis not on-line, as shown in Fig. 23.

(2) MESSAGE

IM client offline

CaGil —

) (4) send email to alice@nyu.ec
Meet for lunch?

" home.com | Alice phone
: /alice@home.com
(UMESSAGE | (3) not handled
Meet for lunch? 1 SiPd |
Bob's PC | 1
bob@office.net 1 1
ob@office.ne : <P | Alice's PC and

Figure 23: SIP-CGI for IM to email translation
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8 SECURITY CONSIDERA TION

In an Internet-based collaborative environment, such as CINEMA, there are many security issuesthat
needsto be addressed. For example, secure web access,conferencecalls and emails, protection against
malicious emails and calls, and unauthorized accesgo gateways and seners. All the modulesin the system
including the web accessSIP senersand SIP/PSTN gateway needto be protected.

The system can use existing transport layer security (TLS [15]) protocols for web accessand conference
calls. Digest authentication [26] prevents unauthorized access.For browsersthat do not implement digest
authentication, someprotection can be provided using the Javascript-basedimplemertation [36]. We store
digest hash[53] of the password instead of clear-text.

Two security models are plausible. For userstrying to authenticate with their home domain sener, it's
desirablethat the usersand the SIP sener have shared secretor, use public-key-infrastructure if it exists.
This model requires manually enrolling and removing users. The secondmedcanism employs cross-domain
AAA. It's usually good for visitors temporarily using the resourcesin the visited domain. For example,
when the user alice@example.co mvisits visited.com , the visited domain queriesthe AAA senwer, using
RADIUS [52] or DIAMETER [17], in the example.comdomain and ascertainsthat Alice is a valid userin her
home domain. This approadc requiressomekind of roaming agreemei betweenthe collaborating domains.

Longer telephone PIN should be usedto prevent guessing. Gateway's accesscontrol list (ACL) can
further help is prevernting unauthorized phone calls. Various accessclassesallow di erential accessto the
gateway, e.g., restrict the studerts to only local calls, but allow the faculty to make long distance calls.

Various forms of programmable scripts such as CGI [39], CPL [40] and Servlet [49] can help reduce
unwanted phone calls or instant messagespamsto the user through the SIP serer. Moreover, userscan
con gure their pro le to authenticate all incoming calls. The primary limitation is that it requiresthe caller
to be registered with the system. It should allow the unsafe scripts (CGI and Servlet are unsafe whereas
CPL is safe)only to the trusted users.

The system can attempt to detect and report attacks by monitoring the frequency of denied access
attempts on web aswell as SIP seners.
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9 CONCLUSIONS AND FUTURE WORK

We have discussedseamlessintegration between two types of collaboration modes: synchronous and
asyndironous. The conferenceserver and user agert in our CINEMA infrastructure allow synchronous
multi-part y multimedia collaboration via audio, video, instant message,screensharing and shared web-
browsing. The personalized user pro le, calendaring, address book managemem, event and conference
managemen, and system con guration can be done from the web interface. It also facilitates documert
sharing and asyndronous discussionsamong the group members. Moderators can monitor and control
various synchronous and asyncironous activities. The messagingand noti cations are used to read the
userswhen they are o -line.

A SIP-basedarchitecture allows easily extending the infrastructure with new features, e.g., presence-
enabled calls and programmable call routing. Interactive voice responseprovide easyaccessto the system
from a telephone, whereasvarious text-to-speedt tools allow interaction via plain email. This facilitates
accesdgo the systemtransparent to the end user device. Hence,we claim CINEMA to be a comprehensie
multi-platform collaboration architecture. Moreover, the system allows hybrid interaction, e.g., phone for
audio, PC for IM and documert sharing in the sameconference.

We have described the various collaboration tools in CINEMA and how they interact to achieve new
services. Collaborative work is a vast researd areaincorporating numeroustechnologiessuc as networks,
multimedia, object oriented concepts, virtual reality and arti cial intelligence. Our aim is to complemen
these researt innovations by providing a framework over which other collaboration tools can be built or
integrated. Although, CINEMA's main focusis on real-time synchronous communication, we also correlate
the two modes of collaboration for an enhanced end-user experience. CINEMA can be used within an
organization as well asin portal mode by application service providers.

We have not implemented everything described in the paper. In particular, we are working on record-
ing of conferenceevents such as join or leave, programmable end system services,conference o or-control,
performance measuremet and improvemert of the multimedia conferenceserwver, load balancing and scal-
ing techniques for the seners, and optimizations for distributed multi-site collaboration. This paper is a
continuation of our earlier work [34, 35, 70].
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