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Abstract

Maximizing local autonomyhasled to a scalableInter-
net. Scalabilityandthe capacityfor distributedcontrol
have unfortunatelynot extendedwell to resourceaccess
control policies and mechanisms.Yet managementof
securityis becomingan increasinglychallengingprob-
lem, in no smallpartdueto scalingup of measuressuch
asnumberof users,protocols,applications,network el-
ements,topologicalconstraints,andfunctionalityexpec-
tations.

In this paperwe discussscalabilitychallengesfor tra-
ditional accesscontrol mechanismsandpresenta setof
fundamentalrequirementsfor authorizationservicesin
largescalenetworks.Weshow whyexistingmechanisms
fail to meettheserequirements,andinvestigatethecur-
rentdesignoptionsfor ascalableaccesscontrolarchitec-
ture.

We arguethatthekey designoptionsto achievescala-
bility arethechoiceof therepresentationof accesscon-
trol policy, thedistributionmechanismfor policy andthe
choiceof accessrightsrevocationscheme.

1 Intr oduction

Technology trends and rapid commercializationhave
resulted in the rapid deployment of many intercon-
nected, non-researchcomputernetworks, particularly
those basedon Internet technologies[19, 23]. So-
called“network effects” applystronglyhere,asincreas-
ing numbersof online servicesattractincreasingnum-
bersof users(includingcorporateentities),attractingfur-
theronlineavailability of informationandservices.The
resultingcommunicationssystemhaslarge scalein ev-
ery dimension,with large numbersof network-attached
devicesandusers,anda varietyof protocolsandmech-
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Figure1: A �r ewall'sbottleneck topology.

anisms1. While usersdesireaccessto as wide a va-
riety of dataand servicesas possible,someorganiza-
tions (e.g., �nancial, military, etc.) have networked re-
sourceswith morerestrictiveaccesscontrolpolicies,and
variousprotectionmechanismsin placeto enforcethese
policies. Sincethe sametypesof equipmentandproto-
cols/applicationsareusedin both“public” and“private”
networks (thosenot directly connectedto the Internet),
the same,or very similar, securitymechanismsareem-
ployed.

For example,IP �re walls offer a convenientmethod
for performingaccesscontrol on packets and connec-
tionsdueto therestrictionsthey imposeon thenetwork
topology, asseenin Figure1. Firewalls do not directly
enforceend-to-endsecurityproperties;they aresystems
dedicatedto examining network traf�c betweena pro-
tectednetwork andtherestof theworld. Thus,a �re wall
can permit or deny a particularpacket (or connection)

1An indicationof thenumberof new servicesandprotocolsbeing
deployed canbe found in the numberof new RequestFor Comment
documentsthat have beenissuedthe pastfew years[20]: 1992 - 92
RFCs,1993- 173, 1994- 184, 1995- 130, 1996- 171, 1997- 190,
1998- 235,1999- 260,2000- 278. Not all of thesedocumentsrefer
to distinct protocolsor services,but they extend or modify existing
protocolsin someway.
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to passthroughit basedon a policy, but cannotdirectly
protecttraf�c from eavesdroppingor modi�cation onceit
haspassed.Network-layerencryptionoffersend-to-end
secrecy and integrity guarantees,but doesnot directly
addresstheissueof accesscontrol.

Network structurehas becomesuf�ciently complex
that building blocks such as boundarycontrollersand
encryptionare increasinglychallenged. Consider, for
example,“intranets” and“extranets”,wherepartsof an
otherwiseprotectednetwork areexposedto anotheren-
tity for the purposesof collaboration,tele-commuting,
etc.Thesenetwork structuresneedaccesscontrolmech-
anismsthat canoperatethroughouta network, anden-
forceacoherentsecuritypolicy. If we reexaminetheuse
of centralized�re walls,we seeseveralproblems:

� Theassumptionthatall insidersaretrustedis false.

� It is easyfor anyone to establisha new, unautho-
rized entry point to the network using tunnelsor
poorly administeredaccesspoints, suchas the in-
creasinglypervasive802.11wirelessaccess.

� Someprotocols(FTP, RealAudio)requiresemantic
knowledgeanddemultiplexingwhichis hardto per-
form at a �re wall, while application-speci�cgate-
waysareclumsyandintroducenew sourcesof com-
plexity.

� End-to-endencryptioncanalsobe a threatto �re-
wall functionality [2], as it inhibits examining
packet �elds neededfor �ltering.

� Finally, �ner -grained (and even application-
speci�c) accesscontrol, which standard�re walls
cannoteasilyaccommodatewithin their processing
budget,is increasinglya requirement.

1.1 Middleboxesand endpoints

Theseproblemssuggestthataccesscontrolmustbecome
an end-to-endconsideration,similar to authentication
andcon�dentiality. This is not surprising,asthe IP ar-
chitectureusedthe end-to-endargument[22, 8] as the
basisfor many designdecisions.In thepresentcontext,
we might view the logical endpoint (for accesscontrol)
asmoving from a centralized�re wall to endnodes(e.g.,
hosts)whenanetwork mustsupportahighdegreeof de-
centralizedaccesscontrol.

To manageaccesscontrol in thesenetworks andde-
liver the requiredservices,new tools and architectures
are neededto copewith the increasedscaleand com-
plexity of thenetwork entities(devices,users,protocols,

securitypolicy enforcementpoints)andtheir respective
policiesfor interaction.Sincetheprimarymethodof ad-
dressingscalability issuesin networking (andother ar-
eas)hasbeenreplication,we might attempta “separa-
tion of duty” structure,wheredifferentindividualsman-
agedifferentaspectsof the network's operations. Un-
fortunately, currenttools either ignore,or do not suf�-
ciently addressseparationof duty concerns,aswe shall
seelater in Section2. Evenin smallnetworks,adminis-
tratorshavetroublehandlingthecon�gurationof asmall
numberof �re walls [29]. Theresultsof this canbeseen
in studiesof network intrusionsand their causes[13]:
an increasingnumberof vulnerabilitiescanbe directly
attributed to miscon�guration,with an even larger per-
centageof intrusionsindirectlycausedby administration
failures.

1.2 AccessControl Scalability

The situationis equivalently bad in simply scalingthe
policy enforcementmechanisms;most accesscontrol
mechanismsbecomea bottleneckasthelevel of replica-
tion increasesin an attemptto meetincreaseddemands
in network bandwidth,I/O andprocessing.To betteril-
lustratethis, let usconsidera simpleexample.

Imaginea building with � doors. Peoplewishing to
enterthebuilding show up at oneof thedoor; all doors
areequivalentfor thepurposeof accessingthebuilding.

In a simplecon�guration, eachdoor hasa guardthat
examinestheperson's identi�cation (authentication)and
checksthe list of peoplethat are allowed to enter the
building (accesscontrol). If thepersonis on the list, he
is allowedin thebuilding.

To scalefor many visitors, we have to increasethe
numberof doors. In the caseof the traditional access
control(usingguards),wehavetheproblemof distribut-
ing thelist to all theguardsandmaintainingthatlist. Fur-
thermore,if thenumberof potentialvisitors is large,the
list becomesverylargeandtheguardshaveto spendtime
andeffort looking up peoplein that list (let alonelifting
the book!). Although we have multiple doors,andwe
canhire many guards,the work of the guardsincreases
rapidly with thenumberof users,becausethatwork de-
pendson thesizeof thelist.

Now considerascenariowheretheguardsarereplaced
with lockson thedoors.Eachpersonhasa key andthat
key grantsaccessto thebuilding. Let usassumemomen-
tarily thatall visitorshave thesamekey (accesscontrol
policy); in that case,any visitor canenterthroughany
door. Thework in performinganaccesscontroldecision
doesnotdependonthenumberof doors.Also sinceeach
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visitor is supplyingthekey, thecomplexity of the locks
on eachdoor is independentof the total numberof visi-
torsor thenumberof otherdoors.As thecomplexity of
themechanismincreases(moresophisticatedlocks,tak-
ing moretime to operate)the throughputper door may
godown, but this canbe�x edby addingmoredoors.

Weshallseein a latersectionhow theproblemof giv-
ing all thevisitorsthesamekey canbeaddressed.

1.3 Organization

The rest of the paperis organizedas follows. Section
2 outlinesrequirementsfor modernnetworksandpoints
out wherecurrentsystemsareinadequateto meetthese
requirements.Section3 discussesthe variousoptions
availableto thedesignerof anaccesscontrolmechanism,
with particularemphasisto a credential-basedsystem.
Section4 concludesthe paperwith a brief summaryof
whatshouldbe“ideal” accesscontrolschemefor a large
multi-servicenetwork infrastructure.

2 New requirements and existing
architectures

Accesscontrolmanagementsystemsappropriatefor the
scaleandcomplexity of today'snetworksmustmeetsev-
eralrequirements:

1. Thesystemmustbeableto supportthesecuritypol-
icy requirementsof many diverseapplications,giventhe
large numberin use today. (The term “applications”
is usedto meanservicesandprotocolsthat requireac-
cesscontrol con�guration. Theseapplicationscan be
security-oriented,e.g., anetwork layersecurityprotocol,
or they may be consumersof securityservices,e.g., a
webserver.)

2. The increasingsize and complexity of networks
strainsthe ability of administratorsto effectively man-
agetheir systems.Thetraditionalway of handlingscale
at thehumanlevel hasbeendecentralizationof manage-
mentanddelegationof authority. This approachis evi-
dentthroughoutthe completerangeof humanactivities
(i.e., most,if notall, effectivelarge“systems”involvethe
creationand maintenanceof an administrationservice
whereresponsibilityfor differentaspectsof the system
is handledby differententities).Thus,anaccesscontrol
managementsystemfor large networks mustbe ableto
adaptto differentmanagementstructures(web of trust,
hierarchicalmanagement,etc.).

3. The systemshouldbe agnosticwith respectto the
con�gurationfront-endthatadministratorsuse.The�rst
reasonfor this is to allow a decouplingof the manage-
mentmechanism,whichcouldpotentiallybeusedfor the
whole lifetime of thenetwork, from themethodusedto
con�gure it, which maychangeasa resultof new devel-
opmentsin Human-ComputerInteractioninterfaces,or
becauseof a changein administrators.Secondly, such
a system,by allowing the useof differentmanagement
front-endsfor con�guring differentapplications'access
controlpolicies,encouragesthedevelopmentanduseof
front-ends(GUIs, languages,etc.) thataretailoredto the
speci�c applicationandits particularnuances.

We shouldnotethatthis requirementis not typical for
accesscontrolmanagementsystems;mostsuchsystems
promotethe useof a singlecon�guration front-endfor
all the applicationsin the system. Although more re-
searchis neededin thisarea,onecanseetheparallelsbe-
tweentheall-encompassinglanguagesdevelopedin the
1970sand the more recenttrend on “domain-speci�c”
languages(languagesspeci�cally designedto addressa
limited applicationdomain,e.g., activenetworks).

4. Thesystemmustbeableto handlelargenumbersof
users,applications,and policy evaluationand enforce-
ment points. As we saw above, corporate(and other)
networksarerapidlyincreasingin size;furthermore,new
protocolsarebeingdeployed(withoutnecessarilydepre-
catingold ones);�nally , thesesamenetworks areused
in increasinglymore complicatedways (intranets,ex-
tranets,etc.).

5. A corollaryof theaboveis thatthesystemshouldbe
able to handlethe commonoperations(suchasadding
or removing users)ef�ciently . This is important be-
cause,over the lifetime of the system,theseoverheads
will dominateothercostslike initial deployment.

6. Last but not least,the systemmustbe ef�cient. It
shouldnot imposesigni�cant overheadsonexistingpro-
tocolsandmechanisms;it shouldstriveto matchtheper-
formancecurve attainedby servicereplication. Ideally,
it shouldeven improve performanceby addressingany
inef�ciencies in existingmanagementsystems.

2.1 Systemsversusrequirements

2.1.1 ACLs and Taos

The work by Lampson[15, 16] establishedthe ground
rulesfor accesscontrolpolicy speci�cationby introduc-
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Multiple Multiple Decentralized Scalability Cheap
Languages Applications Management Updates

OASIS[11] x x
Hinrichs[12] x
Filtering Postures[9] x
Firmato [1]
Molitor[18] x
Haleet al.[10] x x
Bonattiet al.[3] x x
Napoleon[24] x x
SnareWorks[7]
COPS[4] x
RADIUS[21] x
Bull etal.[5] x x
Kerberos[17] x x x

Table1: Systemclassi�cation. Bold-facefont indicatesa systemname,otherwisethe author nameis used.

ing the accesscontrol matrix asa usefulgeneralization
for modelingaccesscontrol.A conceptderivedfrom the
accesscontrol matrix that is usedin many securitysys-
temis theAccessControlList (ACL); this is a list of 


Subject,Object,AccessRights � tuples,thatcollectively
encompassthe accesscontrol policy of the entire sys-
tem,in termsof users,andservicesor datato which ac-
cessmustbecontrolled.Thefocusin boththatwork and
in Taos[28] is on authentication.The latter depended
ona uni�ed policy speci�cationandenforcementframe-
work, althoughit identi�ed credentials(in the form of
digitally signedstatements)as a scalableauthorization
mechanism.

2.1.2 Policy algebras

In [3] theauthorsproposeanalgebraof securitypolicies
that allows combinationof authorizationpoliciesspec-
i�ed in different languagesand issuedby differentau-
thorities. The algebraicprimitivespresentedallow for
considerable�e xibility in policy combination.As theau-
thorsdiscuss,their algebracanbe directly translatedto
booleanpredicatesthatcombinetheauthorizationresults
of the differentpolicy engines.The main disadvantage
of this approachis that it assumesthat all policiesand
(moreimportantly)all necessarysupportinginformation
is availableat a singledecisionpoint, which is a dif�-
cult propositionevenwithin theboundsof anoperating
system.Our observationhereis that in fact thedecision
madeby apolicy enginecanbecachedandreusedhigher
in thestack.Althoughtheauthorsbrie�y discusspartial
evaluationof compositionpolicies,they dosoonly in the

context of their generationandnotonenforcement.

2.1.3 Domain speci�c languages

The approachtaken in Firmato[1] is that of use of a
“network grouping”languagethatis customizedfor each
managed�re wall at that �re wall. The languageusedis
independentof the�re walls androutersused,but is lim-
ited to packet �ltering. Furthermore,it doesnot han-
dledelegation,norwasit designedto coverdifferent,in-
teractingapplicationdomains(IPsec,web access,etc.).
Policy updatesareequivalentto policy initializationsin
that they requirea reloadingof all the ruleson the af-
fectedenforcementpoints. Finally, the entire relevant
policy rule-set has to be available at an enforcement
point,causingscaleproblemswith respectto thenumber
of users,peernodes,andpolicy entries. Othersimilar
work includes[12, 9, 18].

2.1.4 Namesand roledependencies

In the OASIS architecture[11], the designersidentify
thedependenciesbetweendifferentservicesandtheneed
to coordinatethese. They presenta role-basedsystem
whereeachprincipalmaybeissuedwith a nameby one
serviceon conditionthat it hasalreadybeenissuedwith
somespeci�ed nameof anotherservice. Their system
useseventnoti�cation to revokenameswhentheissuing
conditionsarenolongersatis�ed,thusrevokingaccessto
servicesthatdependedon thatname.Eachserviceis re-
sponsiblefor performingits own authenticationandpol-
icy enforcement.However, credentialsin thatsystemare
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limited to verifying membershipto a groupor role, thus
makingit necessaryto keeppolicy closelytied to theob-
jectsit appliesto. Furthermore,OASIS usesdelegation
in a very limited scope,thuslimiting administrative de-
centralization.

2.1.5 Policy mediation, proxying and delegation

The work describedin [10] proposesa ticket-basedar-
chitectureusingmediatorsto coordinatepolicy between
differentinformationenclaves.Policy relevantto anob-
ject is retrievedby acentralrepositoryby thecontrolling
mediator. Mediatorsalsomapforeignprincipalsto local
entities,assignlocal proxiesto act as trusteddelegates
of foreign principals,and perform other authorization-
relatedduties. Coordinationpolicy must be explicitly
de�ned by thesecurityadministratorof a system,andis
separatefrom (althoughis taken in considerationalong
with) accesspolicy.

2.1.6 Group-basedaccesscontrol

The Napoleonsystem[24, 25] de�nes a layeredgroup-
basedaccesscontrolschemethatis in somewayssimilar
to the distributed�re wall conceptpresentedin [14], al-
thoughit is mostly targetedto RMI environmentslike
CORBA. Policiesarecompiledto accesscontrollistsap-
propriatefor eachapplication(in ourcase,thatwouldbe
eachendhost)andpushedout to themat policy creation
or updatetime.

2.1.7 Specializingsecurity with wrappers

SnareWork [7] is a DCE-basedsystemthat canprovide
transparentsecurityservices(includingaccesscontrol)to
end-applications,throughuseof wrappermodulesthat
understandthe application-speci�cprotocols. Policies
arecompiledto ACLsanddistributedto thevarioushosts
in the securednetwork. Connectionsto protectedports
are reportedto a local securitymanagerwhich decides
whetherto drop, allow, or forward them (using DCE
RPC)to a remotehost,basedon theACLs.

2.1.8 Decentralizedenforcementand delegation

[5] describesanopen,scalablemechanismfor enforcing
security. It arguesfor ashift to amoredecentralizedpol-
icy speci�cationandenforcementparadigm,withoutdis-
cussingthespeci�csof policy expression.It emphasizes
theneedfor delegationasa mechanismto achieve scale
anddecentralization,but focuseson designof protocols

Client

(1)
(2)

(3)

(4)

(5)

(3): Client, Enforcement Point, TGT
(2): Ticket-Granting Ticket (TGT)

(4): Service-specific Ticket (TKT)
(5): TKT, request

(1): "Hi, I'm Client"

Enforcement
point

TGS

KDC

Figure2: The Kerberosauthentication protocol.

for accomplishingthisratherthanthemorehigh-level re-
quirementsonpolicy expression.

2.1.9 RAP, COPS,RADIUS and DIAMETER

In theIETF, theRAP(RSVPAdmissionPolicy) working
grouphasde�ned theCOPS[4] protocol,asa standard
mechanismfor moving policy to the devices. This pro-
tocolwasdevelopedfor usein thecontext of QoS,but is
generalenoughto beusedin otherapplicationdomains.

RADIUS [21] and its proposedsuccessor, DIAME-
TER[6], aresimilarin somewaysto COPS.They require
communicationwith a policy server, which is supplied
with all necessaryinformationandis dependeduponto
make a policy-baseddecision. Both protocolsare ori-
entedtowardproviding Accounting,Authentication,and
Authorizationservicesfor dial-upandroamingusers.

2.1.10 Kerberos

Kerberos[17] is anauthenticationsystemthatusesacen-
tral server anda setof secretkey protocols,asshown in
Figure2, to authenticateclientsandgivebothaclientand
an applicationserver a secretkey for usein protecting
further communications.Initially, the client authentica-
tion to theKey Distribution Center(KDC), which gives
it a Ticket GrantingTicket; this stepoccursinfrequently
(typically, once every 8 hours). For eachservicethe
client needsto contact,it must then contactthe Ticket
GrantingService(TGS), which respondswith a Ticket
(TKT) that is service-speci�c. The client thencontacts
theservice,providingTKT. Often,theKDC andtheTGS
areco-located.
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The two most important de�ciencies of Kerberos
are that it doesnot implementany kind of authoriza-
tion (applicationsare expectedto make their own ac-
cesscontrol decisions,basedon information they ac-
quire throughothermeans,e.g., Directory Services,lo-
calACLs,databasequeries),andit is expensive,in terms
of administrativeeffort, to docross-realmauthentication,
asthis requiresall clientsto havecompleteknowledgeof
thetrustrelationshipsbetweenrealms(a Kerberosrealm
is thecollectionof systemsandusersmanagedby a sin-
gleadministrativeentity). Althoughtherehasbeensome
recentwork towards addressingtheseissues[27, 26],
thereremainsigni�cant problemswith using Kerberos
in a truly largescaleenvironment.

A moreimportantde�ciency, however, lies in thena-
ture of the secretkey authenticationemployed by Ker-
beros: Referrals(usedfor cross-realmauthentication)
cansolve theproblemof securelydeterminingthe iden-
tity of the principalsand KDCs involved in a request,
but they cannotbeusedto convey hierarchicalpolicy in-
formation to the enforcementpoint, beyond any policy
includedin the ticket issuedby theenforcementpoint's
KDC. While accesspolicy could be encodedin the re-
ferrals themselves, thesewould not be veri�able to the
enforcementpoint (sinceit doesnot sharea secretkey
with any of the intermediateKDCs). The intermediate
KDCscannotmakeanaccesscontroldecisionat thetime
the referralmustbe issued,sincethey do not have any
informationaboutthe applicationrequestitself; even if
they did, however, thiswouldbeanextremelyinef�cient
approachto accesscontrol, sinceall suchKDCs would
haveto becontactedeachtimearequestis made— with
no possibility of ticket and referral caching,as is cur-
rentlypossible.

Similar inef�ciencies arise when the enforcement
point contactseachKDC for every requestmadeby the
client. Either of theseapproacheseffectively converts
a fairly decentralizedauthenticationmechanisminto an
extremely centralizedaccesscontrol mechanism. Fi-
nally, a referral-basedarchitecturethat supportspolicy
dissemination,requiresduplicationof client information
at both the client and the enforcementpoint's KDC.
This is necessarybecauseonly the enforcementpoint's
KDC canprovidepolicy informationto theenforcement
point (encodedinsidea ticket),andthereforehasto have
knowledgeof theclient'sprivileges.

2.2 Summary: Access Control System
Classi�cation

Table 1 classi�es the varioussystemsbasedon the re-
quirementswe enumerated.For therealsystemrequire-
mentsweenumeratedat thebeginningof thissection,no
singlesystemgetsright all of thepolicy andmechanism
interactionchallenges.Thenext sectionoutlinesdesign
choicesneededfor sucha system.

3 Designinga ScalableAccessCon-
tr ol Ar chitecture

Theconcernsoutlinedin Section2 mustguidethedesign
of anaccesscontrolarchitecture.Suchasystemmustef-
fectively scalein two different,but related,areas:system
andmanagementcomplexity (andsize).

Addressingsystemcomplexity requirespolicy speci-
�cation, distribution, andenforcementmechanismsthat
canhandlelarge numbersof users,enforcementpoints,
andapplications.Furthermore,thesystemmustbeable
to handlethe increasedcomplexity of mechanisminter-
actions.Wecancritiquethreeobviousmodelsrathereas-
ily.

Fully-centralized (Figure 3) approachesdemonstrate
poor scalingproperties. Here, the enforcementpoints
contactthe server with the userrequestdetails,andex-
pectan answer. Policy evaluationis doneat thecentral
repository, for eachrequest.Responsesmay be cached
at the enforcementpoints,as long as the detailsof the
requestdo not change,but systemsimplementingthis
approachmustthereforealsoaddresspolicy consistency
issues.Interactionsbetweenservicesandprotocolsare
easyto de�ne, sinceall theinformationis centrallyavail-
able.

Semi-centralized (Figure 4) approachesare those
wherepolicy is centrallyspeci�ed but distributed(syn-
chronously, or “simultaneously”) to all enforcement
points. Interactionsbetweenprotocolsandservicesare
easyto de�ne, sinceall theinformationis centrallyavail-
able. Changesto the running systemrequirecommu-
nication with the affected enforcementpoints. Such
approachesrequire the enforcementpoints to maintain
largeamountsof potentiallyunneededstate,andrequire
communicationfor common(andthusfrequent)security
operationssuchasadding/removing usersor modifying
their privileges.
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Enforcement Enforcement
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Figure3: Centralizedpolicy speci�cation andenforcement.

point
Enforcement

point
Enforcement Enforcement

point

User User User User

User service requests

specification

Central policy

Policy
distribution

Figure 4: Central policy speci�cation, decentralized en-
forcement.

Fully-decentralized (Figure5) approachesdo not eas-
ily allow for interactionbetweendifferentapplications.
Policy is speci�edby differentadministratorsfor thedif-
ferentapplications,users,andenforcementpoints. Pol-
icy maybedistributeddirectlyto theenforcementpoints,
or may be madeavailable to the usersin the form of
certi�cates or tickets. Interactionsbetweenprotocols
and servicesare dif�cult to express,unlessan addi-
tional “coordination”layeris added,whichre-introduces
a measureof centralizationto thesystem;thecoordina-
tion layermaybe explicit (in the form of a meta-policy
server), or implicit (in the form of a meta-policy lan-
guage).

No realsystemfollows any of thesethreeapproaches
(especiallythecentralizedones)in their pureform (e.g.,
cachesare employed at enforcementpoints), but they
outline the separationof policy from mechanismin ac-
cesscontrolarchitectures.

3.1 Useof �exible credentials

As a �rst designchoicethen,asystemshouldexhibit the
scalingpropertiesof adecentralizedpolicy speci�cation,
distribution,andenforcementsystem,while retainingthe
ability to let differentapplicationsandprotocolsinteract
asneeded.Therefore,policy shouldbe expressedin a
way that is easyto distribute to enforcementpoints“on
the �y”, and which is easyfor the enforcementpoints
to verify andprocessef�ciently . Oneway of expressing
low-level policy is in the form of public-key credentials
(roughly, public-key certi�cateswith authorizationinfor-
mationembeddedinsidethem);anadministratorcanis-
suesignedstatementsthatcontaintheprivilegesof users;
enforcementpointscanverify the validity of thesecre-
dentialsand enforcethe policies encodedtherein. An
additionalbene�t is that,sincecredentialsareintegrity-
protectedvia a digital signature,they neednot be pro-
tectedwhentransmittedover thenetwork (thusavoiding
a potentialsecuritybootstrapproblem). Thus,it is pos-
sible to distribute policies in any of the following three
ways:

1. Have the policies“pushed”directly to the enforce-
mentpoints. While this is the simplestapproach,it re-
quiresall policy information to be storedlocally at an
enforcementpoint,whichmaypresentproblemsfor em-
beddedsystemsor routers.For example,assumea sys-
tem that any of 100,000usersmay access;identifying
eachuserwould requireknowledgeof their public key,
for authenticationpurposes. Assuminga typical RSA
key of 128bytes(1024bits),simplystoringthis informa-
tion requiresabout13 MB, excludingany accesscontrol
information. Typical certi�cate encodingsmultiply this
by 3 or 4, andaccesscontrolinformationwill furtheradd
to this.

Furthermore,underthisscheme,changesin thepolicy
(e.g., addinga new user)requireall affectedsystemsto
becontactedandtheir local copy of thepolicy updated.
If suchchangesarefrequent,or the numberof affected
systemsis large,thecostcanproveprohibitive.

Finally, theenforcementpointwill alsohaveto incura
processingcostfor examiningpotentially“useless”pol-
icy entrieswhentrying to determinewhethera speci�c
userrequestshouldbe granted.Theexact costdepends
on the particularschemeusedto storeandprocessthis
information.

2. Havethepolicies“pulled” by theenforcementpoints
from a policy repositoryasneeded,andthenstoredlo-
cally. Thisexhibitsmuchbetterbehavior in termsof pro-
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Policy interaction

Enforcement
point

Enforcement Enforcement
point

User User User User

User service requests

point

specification

Policy
Policy

specification

Policy coordination

Policy distribution

Figure 5: Decentralized policy speci�cation and enforce-
ment.

cessingand storagerequirements,but requiresthat the
enforcementpoint perform someadditionalprocessing
(andincur somecommunicationoverhead)whenevalu-
ating a securityrequest.Systemavailability canbe ad-
dressedvia replicatedrepositories;anattacker thatcom-
promisesoneor moreof thesecandeny serviceto legiti-
mateusers,but cannototherwiseaffectapolicy decision.
This approachoffers two additionaladvantages:�rst, it
is relatively easyto deploy sinceit requiresmodi�cation
of only theenforcementpoints(asopposedto modifying
all theclientsandothernetwork elements).Secondly, it
effectively addressesprivilegerevocation(whichwedis-
cusslaterin this section).

3. Have thepoliciesdistributedto theclient (user)sys-
tems,andmake theseresponsiblefor deliveringthemto
the enforcementpoints. While this approachrequires
modi�cation of the client, most security protocolsal-
readyprovidecerti�cate exchangeaspartof theauthen-
ticationmechanism;it is oftenrelatively straightforward
to modify suchprotocolsto deliver the kind of creden-
tials usedin our systeminstead.Furthermore,sincethe
endsystemshold all the credentialsthat arerelevant to
them,it is possibleto determinein advanceunderwhat
conditionsa requestwill be grantedby an enforcement
point (e.g., how strongthe encryptionshouldbe to be
ableto seecon�dential informationonthecorporateweb
server).

Thethreeapproachesto policy distribution areshown
in Figure6. Theseapproachesare: (1) policy is pushed

request

Policy
repository

Enforcement
point

Enforcement Enforcement
point point

User User User

Service request Service request

Policy "push"

"pull"
Policy

Policy "push" or "pull"
 to the user

Policy "push"
from the user

Service

Figure6: Policy distrib ution models.

to the enforcementpoints; (2) policy is “pulled” by the
enforcementpointsfrom a repository;and(3) policy is
suppliedto theenduserswhichmustdeliver it to theen-
forcementpointsasneeded.A combinationof (2) and
(3) maybeusedin thesystem:if theclient systempro-
videscredentialsduring the authenticationphase,these
are usedto determinethe user's privileges; otherwise,
the systemmay contacta repositoryto retrieve the rel-
evantinformationor, if it is overloaded,deny therequest
andaskthat theuserprovide themissinginformationin
a subsequentrequest.Oneadvantageof this approachis
thatpolicy canbetreatedas“soft state,” andperiodically
bepurgedto handlenew usersandrequests(usingLRU,
or someotherreplacementmechanism).If thepolicy is
neededagain,it will bere-instantiated.This mechanism
is conceptuallysimilar to virtual memorypagereplace-
mentalgorithmsusedby modernoperatingsystems,and
thusmany suchalgorithmscanbe reusedherefor pur-
posesof policy state.We call this mechanism“lazy pol-
icy instantiation”in our context.

One bene�t of choosing to use credentialsas a
meansfor distributing policy is the fact that oneof the
frequently-doneoperations(addinga user, or giving ad-
ditional privilegesto anexisting user)is cheap:we sim-
ply have to issuethe necessarycredentialsfor the user
in question,andmake themavailable in the repository.
Underany of thedistributionschemesalreadydescribed,
thenew policy will takeeffectassoonasthenext request
thatrequiresis appears.

On the otherhand,oneother frequentoperation(re-
moving a user, or revoking someexisting user's privi-
leges)is morecomplicatedin anenvironmentwherepol-
icy is not centrallystoredandmaintained.We deferdis-
cussionof this issueuntil Section3.4.
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Policy enforcement points

decision point
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Policy enforcement points
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Policy evaluation and enforcement
points

Policy evaluation and enforcement
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Figure 7: Differ ent combinations of policy speci�cation
and decisionmaking with respectto (de)centralization.

3.2 Easeof administration

The secondscale-relatedproblemareaour systemmust
addressis administrative complexity; the increasedsys-
tem scalestretchesthe ability of humanadministrators
to handleits complexity. One well-known and widely
usedsolution is that of “separationof duty”: different
administratorsare maderesponsiblefor managingdif-
ferent aspectsof the larger system. In computernet-
works, this separationcan be implementedacrossnet-
work boundaries(e.g., LAN or WAN administrators)or
acrossapplicationboundaries(e.g., differentadministra-
tors for the �re walls, the web servers,the print servers,
etc.). Multiple layersof managementmay be used,to
handleincreasingscale.Thus,our systemmustsupport
this managementapproach.Onecommonly-usedmech-
anismthat implementshierarchicalmanagementin de-
centralizedsystemsis delegationof authority.

Note that the degree of (de)centralizationof policy
speci�cation and enforcementare independentof each
other:decentralizedpolicy speci�cationmaybebuilt on
top of a centralizedenforcementsystem,by providing
a suitableinterfaceto thedifferentadministrators;simi-
larly, acentralizedpolicy speci�cationsystemcaneasily
bebuilt ontopof decentralizedenforcementarchitecture,
asshown in Figure7. Althoughtheactualenforcementis
doneat the differentnetwork elements(markedas“en-
forcementpoints”), enforcementtypically refersto the
decisionmaking(policy evaluation).

information

Firewall

Global
Policy

Host
Router

Local
Enforcement

Compiler BCompiler A

High level policy
(Language A) (Language B)

High level policy
Network etc.

Low-level Policy System

Figure8: A multi-lay er accesscontrol architecture.

3.3 Layering considerations

Theseconsiderationsarguefor amulti-layerdesign,such
asshown in Figure8. Administratorscanuseany num-
ber of different interfacesin specifyingaccesscontrol
policy. Thus,administratorscanpick an interfacethey
arealreadyfamiliarwith or onethatis not verydifferent
from whatthey havebeenusing.Furthermore,it is possi-
ble to constructapplication-speci�cinterfaces,thatcap-
ture the particularnuancesof the applicationthey con-
trol. This architecturehasanintentionalresemblanceto
the IP “hourglass”,and resolvesheterogeneityin simi-
lar ways,e.g., the mappingof the interoperabilitylayer
ontoa particularenforcementdevice,or theservicingof
multiple applicationswith a policy lingua franca.

Is is importantto realizethat the designin Figure8
refers to the logical �o w of policy; the systemitself
follows the decentralizedpolicy speci�cation and en-
forcementapproach.High-level policy is speci�edsepa-
ratelyby eachadministrator. Thisinterfacetakesasinput
the statedpolicy and information from a network/user
database,andproducespolicy statementsin thecommon
languageof the low-level policy system.Thus,the low-
level policy system(thepolicy interoperabilitylayer, as
it were) must be powerful and �e xible enoughto han-
dle differentapplications.Theselow-level policy state-
mentsarethendistributedon-demandto theenforcement
points,wherepolicy evaluationandenforcementis per-
formedlocally.

To accommodatemanagementdelegation,oneof two
approachesmay be taken: delegation may be imple-
mentedaspartof the low-level policy mechanism,or as
a functionof thehigh-level policy speci�cationsystem,
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Admin 1

Admin 3
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Figure9: Delegationasa function of high-level policy spec-
i�cation.

asshown in Figures9 and10. We differentiatebetween
highandlow levelsin thefollowing way. High-levelpol-
icy statementsby differentadministratorsat level N of
themanagementhierarchyareimportedandcombinedat
level N-1, recursively. The top-level administratorpro-
ducesthe �nal low-level policy statement,asa resultof
thecompositionof all thepolicies.In contrast,low-level
policy statementsfrom all (relevant) administratorsare
combinedat thepolicy evaluationpoint.

The high-level approachoffers considerable�e xibil-
ity in expressingdelegationandrelatedrestrictions,but
causesthe higherechelonsof the administrative hierar-
chy to becomebottlenecks,since they have to be in-
volvedin all policy speci�cation. Oneadvantageof fol-
lowing the “low-level” approachis that administration
hierarchiescanbe built “on the �y”, simply by delegat-
ing to a new administrator.

To summarize,ourchoicefor alow-levelpolicy mech-
anismis dictatedby:

1. Flexibility in the typesof applicationsit can sup-
port.

2. Ef�ciency in evaluatingpolicy.

3. Ability to naturallyandef�ciently expressandhan-
dledelegationof authority.

4. Simplicity, asa desirablepropertyof any system2.
2To paraphraseAlbert Einstein,“every systemshouldbeassimple

Low level policy statements

Policy evaluation
and enforcement
point

User

Service request

Admin 1 Admin 2
Admin 3

Figure10: Delegationaspart of the low-level policy system.

3.4 Policy Updatesand Revocation

In acredential-basedaccesscontrolsystem,addinganew
useror grantingmoreprivilegesto anexisting userin a
credential-basedsystemis simply a matterof issuinga
new credential(notethatboth operationsareequivalent
in termsof sequenceof operationsin our system).

Theinverseoperation,removing auseror revoking is-
suedprivilege,meansnotifying entitiesthatmight try to
usetherelevantcredentialthatit is no longervalid, even
thoughthecredentialitself hasnotexpired.Potentialrea-
sonsfor therevocationincludetheftor lossof theadmin-
istratorkey usedto signthecredential(in whichcase,all
certi�catessignedby thatkey needto berevoked),theft
or lossof theuseror administratorkey authorityhasbeen
delegatedto, or discovery thattheinformationcontained
in thecerti�cate hasbecomeinaccurate.

Therearefour main mechanismsfor certi�cate revo-
cation:

1. Thevalidity periodof thecredentialitself; if it is set
to a suf�ciently small value, then the window of revo-
cationis effectively limited to that. On the otherhand,
a shortlifetime meansthat thea user's credentialhasto
be re-issuedmuchmoreoften,which implies increased
work for theadministrator(in termsof credentialgener-
ation anddistribution). In theextremecase,wherecre-
dentialsaremadevalid for a few minutesonly, the CA
is effectively involved in (almost)every authentication
protocolexchange.This approachworkswell whencre-
dentialsareusedin a transientmanner(e.g., to authorize
temporaryaccessto a resource).On the otherhand,if

aspossible,but nomore.”
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credentialrevocationis rarein a givendeployedsystem,
theamountof unnecessarywork doneby thesystem(re-
issuingshortlivedpolicy statements)canbequitehigh.

2. Certi�cate revocation lists (CRLs), and their vari-
ants. The idea is that the administratorcompilesa list
of credentialsthat mustbe revoked,anddistributesthis
to the enforcementpoints (or, as is more typical, the
enforcementpointsperiodically retrieve the list from a
repository).TheCRL is signedby theadministrator, and
containsa timestamp.An enforcementpoint canverify
that it hasreceived a valid and reasonablyrecentcopy
of theCRL by verifying thesignatureandexaminingthe
timestamp. Revoked credentialscan be removed from
the CRL assoonas their validity periodexpires. This
approachworkswell when,on theaverage,only a small
numberof credentialsarerevoked. Variousapproaches,
suchasDelta-CRLsor Windowed Revocation,attempt
to addressscalabilityissueswith thisapproach.

3. Refreshercredentials.In thisscheme,theownerof a
long-livedcredentialhasto periodicallyretrieve a short-
lived credentialthat must be usedin conjunctionwith
the long-lived one. They can do this by simply con-
tactingthe issuerof thecredential(or someotherentity
thathandlesrefreshercredentials).Theadvantageof this
approachover direct short-livedcredentialsis that a re-
freshercredentialis only issuedif theuseractuallyneeds
one.On theotherhand,it requiressomecommunication
on thepartof thecredentialowner (asdo all revocation
schemes,exceptlifetime-basedrevocation).

4. Online certi�cate-statusprotocols,such as OCSP,
have the credentialveri�er query the credentialissuer
(or other trustedentity) aboutthe validity of a creden-
tial. Onedrawbackis that it is theveri�er thatmustdo
this statuscheck;if the veri�er is a web server or other
(potentiallyoverloaded)service,thisapproachplacesad-
ditional burdenon it. On the otherhand,this approach
doesnot requireeven roughly synchronizedclocks, as
solutions(1), (2), and (3) do. However, sincethe ex-
changeneedsto be secured,the protocol can be fairly
expensive.

In cases(2), (3) and(4), thecredentialissuer(or other
trustedentity) mustissuestatementsasto thevalidity of
anissuedcredential.Sincesuchstatementsmustbever-
i�able, theseapproachesrequirethatthis issuer's private
key is availableonline(especiallyfor cases(3) and(4)).
However, separatekeys canbe usedfor issuingandre-
voking credentials;both keys canbe presentin the cre-

dential.In theeventthatthemachinewheretherevoking
key is storedis compromised,anattackercanextendthe
lifetime of any issuedcredentialthat usesthe compro-
misedkey for revocationto its maximumvalidity period;
but, the attacker cannotissuenew credentials,nor can
they affect the revocationof credentialsissuedafter the
intrusionhasbeendetected(at which point, a new revo-
cationkey is used).

Thedecisionasto whichrevocationmechanismto use
dependsonthespeci�csof thesystem;in particular, how
oftenarecredentialsrevoked(andfor whatreason),how
stringenttherevocationrequirementsare,whatthecom-
municationandprocessingcostsandcapabilitiesare,etc.
For environmentswherequick revocationis not neces-
sary, time-basedexpirationmaybesuf�cient; attheother
endof the spectrum,a certi�cate statuscheckprotocol
may be usedto provide near real-timerevocationser-
vices. (Notehowever thatevenKerberosusesan8-hour
window of revocation,by issuingticketsthatarevalid for
that long, asa tradeoff betweenef�ciency andsecurity.)
Luckily, theexactrevocationrequirementsfor any partic-
ular credentialcanbeencodedin thecredentialitself; so
anadministrator'scredentialsmayrequireanonlinesta-
tus checkfor every use,whereasa user's revocationre-
quirementsmaybeconsiderablymorelax. Furthermore,
theserequirementscanchangeover time(with eachnew
versionof thecredentialthatis issued).

4 Conclusions

The useof credentialshasmany attractive propertiesin
termsof �e xibility . Yet,asin othersystems,theschemes
for distributingthemareimportantto theoverallscalabil-
ity andcorrectnessof thesystem.Theuseof cachescre-
atessomechallengesfor credentialrevocation,yet these
appearto beaddressablewith a menuof techniques,the
choiceof which is dependenton particularsystemre-
quirementsfor credentialexpiry.

Wehaveoutlinedrequirementsfor scalability, andpro-
vide a survey of viable approachesto meetingthesere-
quirements. Our belief is that from this analysis,one
shouldde�nitely favor the�e xibility of credential-based
policy management,whileusingthelazyevaluationtech-
nique. Refreshercredentialshave themostappealto us
in termsof scalabilityandconsistency with respectto the
restof thesystem,but maynot be“safe” enoughfor all
securityapplications.
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