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Abstract

Maximizing local autonomyhasled to a scalablelnter-
net. Scalabilityandthe capacityfor distributed control
have unfortunatelynot extendedwell to resourceaccess
control policies and mechanisms. Yet managemenbf
securityis becomingan increasinglychallengingprob-
lem, in no smallpartdueto scalingup of measuresuch
asnumberof users protocols,applications network el-
ementstopologicalconstraintsandfunctionality expec-
tations.

In this papemwe discussscalabilitychallengesor tra-
ditional accessontrol mechanismsnd presenta setof
fundamentakrequirementdor authorizationservicesin
largescalenetworks. We shav why existingmechanisms
fail to meettheserequirementsandinvestigatethe cur-
rentdesignoptionsfor ascalableaccesgontrolarchitec-
ture.

We arguethatthe key designoptionsto achieve scala-
bility arethe choiceof therepresentatioof accesson-
trol policy, thedistributionmechanisnfor policy andthe
choiceof accessightsrevocationscheme.

1 Intr oduction

Technologytrends and rapid commercializationhave
resultedin the rapid deployment of mary intercon-
nected, non-researchcomputer networks, particularly
those basedon Internet technologies[19, 23]. So-
called“network effects” apply stronglyhere,asincreas-
ing numbersof online servicesattractincreasingnum-
bersof userqincludingcorporateentities) attractingfur-
theronline availability of informationandservices.The
resultingcommunicationsystemhaslarge scalein ev-
ery dimension,with large numbersof network-attached
devicesandusers,anda variety of protocolsandmech-
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Figurel: A r ewall'sbottlenecktopology.

anism$. While usersdesireaccessto as wide a va-
riety of dataand servicesas possible,someorganiza-
tions (e.g., nancial, military, etc) have networkedre-
sourcesvith morerestrictve accesgontrolpolicies,and
variousprotectionmechanism#n placeto enforcethese
policies. Sincethe sametypesof equipmentand proto-
cols/applicationgreusedin both“public” and“private”
networks (thosenot directly connectedo the Internet),
the same,or very similar, securitymechanismsre em-
ployed.

For example,IP re walls offer a corvenientmethod
for performingaccesscontrol on paclets and connec-
tions dueto the restrictionsthey imposeon the network
topology asseenin Figurel. Firewalls do not directly
enforceend-to-endsecuritypropertiesthey aresystems
dedicatedio examining network trafc betweena pro-
tectednetwork andtherestof theworld. Thus,a re wall
can permit or dery a particular paclet (or connection)

1An indicationof the numberof new servicesand protocolsbeing
deplo/ed canbe found in the numberof nev Request-or Comment
documentshat have beenissuedthe pastfew years[2(: 1992 - 92
RFCs,1993- 173,1994- 184,1995- 130, 1996- 171, 1997 - 190,
1998- 235,1999- 260, 2000- 278. Not all of thesedocumentgefer
to distinct protocolsor services,but they extend or modify existing
protocolsin someway.



to passthroughit basedon a policy, but cannotdirectly
protecttraf ¢ from eavesdroppingr modi cation onceit

haspassed Network-layerencryptionoffers end-to-end
secreg and integrity guaranteesbut doesnot directly
addresgheissueof accessontrol.

Network structurehas becomesufciently comple
that building blocks such as boundarycontrollersand
encryptionare increasinglychallenged. Considey for
example,“intranets” and“extranets”,wherepartsof an
otherwiseprotectednetwork are exposedto anotheren-
tity for the purposesof collaboration,tele-commuting,
etc. Thesenetwork structuresieedaccessontrolmech-
anismsthat can operatethroughouta network, and en-
forceacoherensecuritypolicy. If we reexaminetheuse
of centralizedre walls, we seeseveralproblems:

Theassumptionthatall insidersaretrustedis false.

It is easyfor anyoneto establisha new, unautho-
rized entry point to the network using tunnelsor
poorly administeredaccessoints, suchasthe in-
creasinglypenasive 802.11wirelessaccess.

Someprotocols(FTR, RealAudio)requiresemantic
knowledgeanddemultiplexing whichis hardto per
form ata rewall, while application-speci cgate-
waysareclumsyandintroducenew source®f com-
plexity.

End-to-endencryptioncanalsobe a threatto re-
wall functionality [2], as it inhibits examining
paclet elds neededor Itering.

Finally, ner-grained (and even application-
speci ¢) accesscontrol, which standard re walls

cannoteasilyaccommodatevithin their processing
budget,is increasinglya requirement.

1.1 Middleboxesand endpoints

Theseproblemssuggesthataccessontrolmustbecome
an end-to-endconsideration,similar to authentication
andcon dentiality. This is not surprising,asthe IP ar-
chitectureusedthe end-to-endargument[22, 8] asthe
basisfor mary designdecisions.In the presentontet,
we might view the logical endpoint (for accesontrol)
asmoving from a centralizedre wall to endnodes(e.g.,
hosts)whena network mustsupporta high degreeof de-
centralizedaccesgontrol.

To manageaccessontrol in thesenetworks and de-
liver the requiredservices,new tools and architectures
are neededto cope with the increasedscaleand com-
plexity of the network entities(devices,usersprotocols,

securitypolicy enforcemenpoints)andtheir respectre
policiesfor interaction.Sincethe primarymethodof ad-
dressingscalabilityissuesin networking (and other ar-
eas)hasbheenreplication,we might attempta “separa-
tion of duty” structure wheredifferentindividualsman-
agedifferentaspectsof the network's operations. Un-
fortunately currenttools eitherignore, or do not suf-
ciently addresseparatiorof duty concernsaswe shall
seelaterin Section2. Evenin smallnetworks,adminis-
tratorshave troublehandlingthe con guration of asmall
numberof re walls[29]. Theresultsof this canbeseen
in studiesof network intrusionsand their causeg13]:
an increasingnumberof vulnerabilitiescan be directly
attributed to miscon guration,with an even larger per
centageof intrusionsindirectly causedy administration
failures.

1.2 AccessControl Scalability

The situationis equialently badin simply scalingthe
policy enforcementmechanisms;most accesscontrol
mechanismb&ecomea bottleneckasthelevel of replica-
tion increasesn an attemptto meetincreasedlemands
in network bandwidth,I/O andprocessing.To betteril-
lustratethis, let usconsidera simpleexample.

Imaginea building with  doors. Peoplewishingto
enterthe building shav up at oneof the door; all doors
areequialentfor the purposeof accessinghe building.

In a simplecon guration, eachdoor hasa guardthat
examineghe personsidenti cation (authenticationand
checksthe list of peoplethat are allowed to enterthe
building (accessontrol). If the personis on thelist, he
is allowedin the building.

To scalefor mary visitors, we have to increasethe
numberof doors. In the caseof the traditional access
control(usingguards)we have the problemof distribut-
ing thelist to all theguardsandmaintainingthatlist. Fur-
thermorejf thenumberof potentialvisitorsis large,the
list becomewerylargeandtheguardshaveto spendime
andeffort looking up peoplein thatlist (let alonelifting
the book!). Although we have multiple doors,and we
canhire mary guards,the work of the guardsincreases
rapidly with the numberof users because¢hatwork de-
pendsonthesizeof thelist.

Now considemascenariovheretheguardsarereplaced
with locks on thedoors. Eachpersonhasa key andthat
key grantsaccesgo thebuilding. Let usassumenomen-
tarily thatall visitors have the samekey (accessontrol
policy); in that case,ary visitor canenterthroughary
door. Thework in performinganaccessontroldecision
doesnotdependnthenumberof doors.Also sinceeach



visitor is supplyingthe key, the compleity of the locks
on eachdooris independentf the total numberof visi-
tors or the numberof otherdoors. As the compleity of
the mechanisnincreasegmoresophisticatedocks, tak-
ing moretime to operate)the throughputper door may
godown, but thiscanbe x edby addingmoredoors.

We shallseein alatersectionhow the problemof giv-
ing all thevisitorsthe samekey canbeaddressed.

1.3 Organization

The restof the paperis organizedas follows. Section
2 outlinesrequirementgor modernnetworks andpoints
out wherecurrentsystemsareinadequatéo meetthese
requirements. Section3 discusseghe various options
availableto thedesigneof anaccesgontrolmechanism,
with particularemphasigo a credential-basedystem.
Section4 concludegshe paperwith a brief summaryof
whatshouldbe“ideal” accessontrolschemdor alarge
multi-servicenetwork infrastructure.

2 New requirements and existing
architectures

Accesscontrolmanagemergystemsappropriateor the
scaleandcomplexity of today's networksmustmeetser-
eralrequirements:

1. Thesystemmustbeableto supportthesecuritypol-
icy requirement®f mary diverseapplicationsgiventhe
large numberin usetoday (The term “applications”
is usedto meanservicesand protocolsthat requireac-
cesscontrol con guration. Theseapplicationscan be
security-orientede.g., anetwork layersecurityprotocol,
or they may be consumerf securityservices,e.g., a
websener)

2. The increasingsize and compleity of networks
strainsthe ability of administratorgo effectively man-
agetheir systems.Thetraditionalway of handlingscale
atthe humanlevel hasbeendecentralizatiorof manage-
mentanddelegationof authority This approachs evi-
dentthroughoutthe completerangeof humanactiities
(i.e., most,if notall, effectivelarge“systems’involvethe
creationand maintenanceof an administrationservice
whereresponsibilityfor differentaspectof the system
is handledby differententities). Thus,anaccesgontrol
managemensystemfor large networks mustbe ableto
adaptto differentmanagemenstructuregweb of trust,
hierarchicaimanagementgtc).

3. The systemshouldbe agnosticwith respectto the
con gurationfront-endthatadministratorsise.The rst
reasonfor this is to allow a decouplingof the manage-
mentmechanismwhich couldpotentiallybeusedfor the
whole lifetime of the network, from the methodusedto
con gure it, which maychangeasaresultof new devel-
opmentsin Human-Computeinteractioninterfaces,or
becauseof a changein administrators.Secondly such
a system,by allowing the useof differentmanagement
front-endsfor con guring differentapplications'access
control policies,encouragethe developmentanduseof
front-endgGUIs, languagesetc) thataretailoredto the
speci ¢ applicationandits particularnuances.

We shouldnotethatthis requirements not typical for
accesgontrolmanagemengystemsmostsuchsystems
promotethe useof a single con guration front-endfor
all the applicationsin the system. Although morere-
searclis neededn thisarea ponecanseetheparallelsbe-
tweenthe all-encompassintanguagesievelopedin the
1970sand the more recenttrend on “domain-speci c”
languageglanguagespeci cally designedo addressa
limited applicationdomain,e.g., active networks).

4. Thesystemmustbeableto handlelarge numbersof

users,applications,and policy evaluationand enforce-
ment points. As we saw above, corporate(and other)
networksarerapidlyincreasingn size;furthermorenew

protocolsarebeingdeployed (without necessarilylepre-
catingold ones); nally , thesesamenetworks are used
in increasinglymore complicatedways (intranets, ex-

tranetsgetc).

5. A corollaryof theaboveis thatthesystemshouldbe

ableto handlethe commonoperations(suchas adding

or removing users)efciently. This is important be-

cause over the lifetime of the system,theseoverheads
will dominateothercostslik einitial deployment.

6. Lastbut not least,the systemmustbe ef cient. It
shouldnotimposesigni cant overhead®n existing pro-
tocolsandmechanismsi shouldstrive to matchthe per
formancecurve attainedby servicereplication. Ideally,
it shouldeven improve performanceby addressingary
inef cienciesin existingmanagemergystems.

2.1 Systemsversusrequirements
2.1.1 ACLs and Taos

The work by Lampson[15, 16] establishedhe ground
rulesfor accessontrol policy speci cationby introduc-



Multiple Multiple Decentralized| Scalability | Cheap
Languages Applications| Management Updates
OASIS[1]] X X
Hinrichs[12 X
Filtering Postured9] X
Firmato[1]
Molitor[18] X
Haleetal.[10] X X
Bonattietal.[3] X X
Napoleor{24] X X
SnareWorks[7]
COPH4] X
RADIUS[21] X
Bull etal.[5] X X
Kerberoq17] X X X

Tablel: Systemclassi cation. Bold-facefont indicatesa systemname, otherwisethe author nameis used.

ing the accesgcontrol matrix asa usefulgeneralization
for modelingaccessontrol. A conceptderivedfrom the
accesgontrol matrix thatis usedin mary securitysys-
temis the AccessControlList (ACL); thisis alist of
SubjectObject,AccesRights tuples,thatcollectively
encompasshe accesscontrol policy of the entire sys-
tem,in termsof usersandservicesor datato which ac-
cessmustbe controlled. Thefocusin boththatwork and
in Taos[28] is on authentication. The latter depended
onauni ed policy speci cationandenforcemenframe-
work, althoughit identi ed credentials(in the form of
digitally signedstatementsps a scalableauthorization
mechanism.

2.1.2 Policy algebras

In [3] theauthorgproposeanalgebreaof securitypolicies
that allows combinationof authorizationpolicies spec-
i ed in differentlanguagesandissuedby differentau-
thorities. The algebraicprimitives presentedhllow for
considerablee xibility in policy combination As theau-
thorsdiscusstheir algebracanbe directly translatedo
boolearpredicateshatcombinetheauthorizatiorresults
of the differentpolicy engines. The main disadwantage
of this approachis thatit assumeshatall policiesand
(moreimportantly)all necessargupportinginformation
is available at a single decisionpoint, which is a dif -
cult propositioneven within the boundsof an operating
system.Our obsenation hereis thatin factthe decision
madeby apolicy enginecanbecachedandreusechigher
in the stack. Althoughthe authorsbrie y discussatrtial
evaluationof compositiorpolicies,they dosoonly in the

context of their generatiorandnot on enforcement.

2.1.3 Domain speci c languages

The approachtaken in Firmato[] is that of useof a
“network grouping”languagehatis customizedor each
managedre wall at that re wall. The languageusedis
independentf the re walls androutersused but is lim-
ited to paclet Itering. Furthermore,it doesnot han-
dle deleggation,norwasit designedo cover different,in-
teractingapplicationdomains(IPsec,web accessetc).
Policy updatesare equivalentto policy initializationsin
that they requirea reloadingof all the ruleson the af-
fected enforcementpoints. Finally, the entire relevant
policy rule-sethasto be available at an enforcement
point, causingscaleproblemswith respecto thenumber
of users,peernodes,and policy entries. Other similar
work includes[12, 9, 1§].

2.1.4 Namesand role dependencies

In the OASIS architecture[11], the designersdentify
thedependencigsetweerdifferentservicesandtheneed
to coordinatethese. They presenta role-basedsystem
whereeachprincipal may beissuedwith a nameby one
serviceon conditionthatit hasalreadybeenissuedwith

somespeci ed nameof anotherservice. Their system
useseventnoti cation to revoke namesvhentheissuing
conditionsarenolongersatis ed,thusrevokingaccess$o

serviceghatdependean thatname.Eachserviceis re-
sponsiblefor performingits own authenticatiorandpol-

icy enforcementHowever, credentialsn thatsystemare



limited to verifying membershigo a groupor role, thus
makingit necessaryo keeppolicy closelytied to theob-
jectsit appliesto. FurthermoreOASIS usesdelegation
in a very limited scope thuslimiting administratve de-
centralization.

2.1.5 Policy mediation, proxying and delegation

The work describedn [10] proposesa ticket-basedar-
chitectureusingmediatorsto coordinatepolicy between
differentinformationenclaves. Policy relevantto anob-
jectis retrievedby acentralrepositoryby thecontrolling
mediator Mediatorsalsomapforeign principalsto local
entities, assignlocal proxiesto act astrusteddelegates
of foreign principals, and perform other authorization-
relatedduties. Coordinationpolicy mustbe explicitly
de ned by the securityadministratorof a systemandis
separatdrom (althoughis takenin consideratioralong
with) accesgolicy.

2.1.6 Group-basedaccessontrol

The Napoleonsystem[24, 25| de nes a layeredgroup-
basedhaccesgontrolschemehatis in somewayssimilar
to the distributed re wall conceptpresentedn [14], al-
thoughit is mostly targetedto RMI environmentslike
CORBA. Policiesarecompiledto accesgontrollistsap-
propriatefor eachapplication(in our casethatwould be
eachendhost)andpushedutto themat policy creation
or updatetime.

2.1.7 Specializingsecurity with wrappers

SnareV@rk [7] is a DCE-basedsystemthat can provide

transparengecurityservicegincludingaccesgontrol)to

end-applicationsthroughuse of wrappermodulesthat
understandhe application-speci cprotocols. Policies
arecompiledto ACLsanddistributedto thevarioushosts
in the securechetwork. Connectiongo protectedports
arereportedto a local securitymanagemhich decides
whetherto drop, allow, or forward them (using DCE

RPC)to aremotehost,basedonthe ACLs.

2.1.8 Decentralizedenforcementand delegation

[5] describesanopen,scalablanechanisnior enforcing
security It arguesfor ashift to amoredecentralizegbol-
icy speci cationandenforcemenparadigmwithoutdis-
cussingthe speci cs of policy expressionlt emphasizes
the needfor delegationasa mechanismnto achieve scale
anddecentralizationbut focuseson designof protocols
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Figure2: The Kerberosauthentication protocol.

for accomplishinghisratherthanthemorehigh-level re-
quirementson policy expression.

2.1.9 RAP, COPS,RADIUS and DIAMETER

In thelETF, theRAP (RSVPAdmissionPolicy) working
grouphasde ned the COPSJ[4] protocol,asa standard
mechanisnfor moving policy to the devices. This pro-
tocolwasdevelopedfor usein the context of QoS,butis
generaknoughto be usedin otherapplicationdomains.
RADIUS [21] andits proposedsuccessorDIAME-
TER[6], aresimilarin somewaysto COPS They require
communicatiorwith a policy sener, which is supplied
with all necessarynformationandis dependediponto
make a policy-baseddecision. Both protocolsare ori-
entedtoward providing Accounting,Authenticationand
Authorizationservicedor dial-upandroamingusers.

2.1.10 Kerberos

Kerberog17] is anauthenticatiorsystenthatusesacen-
tral seneranda setof secretkey protocols,asshavn in
Figure2,to authenticatelientsandgive bothaclientand
an applicationsener a secretkey for usein protecting
further communications/nitially, the client authentica-
tion to the Key Distribution Center(KDC), which gives
it a Ticket GrantingTicket; this stepoccursinfrequently
(typically, once every 8 hours). For eachservicethe
client needsto contact,it mustthen contactthe Ticket
Granting Service(TGS), which respondswith a Ticket
(TKT) thatis service-speci c. The client then contacts
theservice providing TKT. Often,theKDC andthe TGS
areco-located.



The two most important de ciencies of Kerberos
are that it doesnot implementary kind of authoriza-
tion (applicationsare expectedto make their own ac-
cesscontrol decisions,basedon information they ac-
quire throughothermeans.e.g., Directory Services/o-
cal ACLs,databasegueries)andit is expensve,in terms
of administratve effort, to do cross-realnauthentication,
asthisrequiresall clientsto have completeknowledgeof
thetrustrelationshipdetweerrealms(a Kerberogealm
is the collectionof systemsandusersmanagedy a sin-
gle administratve entity). Althoughtherehasbeensome
recentwork towards addressingheseissues[27, 26],
thereremainsigni cant problemswith using Kerberos
in atruly largescaleervironment.

A moreimportantde ciency, however, lies in the na-
ture of the secretkey authenticatioremployed by Ker-
beros: Referrals(usedfor cross-realmauthentication)
cansolve the problemof securelydeterminingthe iden-
tity of the principalsand KDCs involved in a request,
but they cannotbe usedto corvey hierarchicalpolicy in-
formationto the enforcemenpoint, beyond ary policy
includedin the ticket issuedby the enforcemenpoint's
KDC. While accesgolicy could be encodedn the re-
ferralsthemseles, thesewould not be veri able to the
enforcemenpoint (sinceit doesnot sharea secretkey
with ary of the intermediateKDCs). The intermediate
KDCscannotmake anaccesgontroldecisionatthetime
the referralmustbe issued,sincethey do not have ary
informationaboutthe applicationrequesitself; evenif
they did, however, thiswould be anextremelyinef cient
approacho accessontrol, sinceall suchKDCs would
have to be contactedeachtime arequesis made— with
no possibility of ticket and referral caching,asis cur
rently possible.

Similar inefciencies arise when the enforcement
point contactseachKDC for every requestmadeby the
client. Either of theseapproacheffectively corverts
a fairly decentralizecauthenticatiormechanisninto an
extremely centralizedaccesscontrol mechanism. Fi-
nally, a referral-basedrchitecturethat supportspolicy
disseminationtequiresduplicationof clientinformation
at both the client and the enforcementpoint's KDC.
This is necessarypecauseanly the enforcemenpoint's
KDC canprovide policy informationto the enforcement
point (encodednsideaticket), andthereforehasto have
knowledgeof theclient's privileges.

2.2 Summary: Access Control System

Classi cation

Table 1 classi es the varioussystemshasedon the re-
quirementsve enumeratedror the real systemrequire-
mentswe enumerateatthebeginningof this sectionno
singlesystemgetsright all of the policy andmechanism
interactionchallenges.The next sectionoutlinesdesign
choicesneededor sucha system.

3 Designinga ScalableAccessCon-
trol Ar chitecture

Theconcern®utlinedin Section2 mustguidethedesign
of anaccesgontrolarchitecture Sucha systemmustef-
fectively scalein two different,but related areassystem
andmanagementompleity (andsize).
Addressingsystemcompleity requirespolicy speci-
cation, distribution, and enforcementedanismsthat
canhandlelarge numbersof users,enforcemenpoints,
andapplications.Furthermorethe systemmustbe able
to handlethe increaseccompleity of mechanisninter-
actions.We cancritiquethreeobviousmodelsrathereas-

ily.

Fully-centralized (Figure 3) approachesdiemonstrate
poor scaling properties. Here, the enforcementoints
contactthe sener with the userrequestdetails,and ex-
pectan answer Policy evaluationis doneat the central
repository for eachrequest. Responsemay be cached
at the enforcemenpoints, aslong asthe detailsof the
requestdo not change,but systemsimplementingthis
approachmustthereforealsoaddresgolicy consisteng
issues. Interactionsbetweenservicesand protocolsare
easyto de ne, sinceall theinformationis centrallyavail-
able.

Semi-centalized (Figure 4) approachesare those
wherepolicy is centrally speci ed but distributed (syn-
chronously or “simultaneously”) to all enforcement
points. Interactionsbetweenprotocolsand servicesare
easyto de ne, sinceall theinformationis centrallyavail-
able. Changedo the running systemrequire commu-
nication with the affected enforcementpoints. Such
approachesequire the enforcemenpointsto maintain
large amountsof potentiallyunneededtate andrequire
communicatiorfor common(andthusfrequent)security
operationssuchasadding/remwing usersor modifying
their privileges.
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Fully-decentelized (Figure5) approacheslo not eas-
ily allow for interactionbetweendifferentapplications.
Policy is speci ed by differentadministratorgor the dif-
ferentapplicationsusers,and enforcemenpoints. Pol-
icy maybedistributeddirectlyto theenforcemenpoints,
or may be madeavailable to the usersin the form of
certi cates or tickets. Interactionsbetweenprotocols
and servicesare dif cult to express,unlessan addi-
tional“coordination”layeris addedwhichre-introduces
a measuref centralizationto the system;the coordina-
tion layer may be explicit (in the form of a meta-poliy
sener), or implicit (in the form of a meta-poliy lan-
guage).

No real systemfollows ary of thesethreeapproaches
(especiallythe centralizedones)in their pureform (e.g.,
cachesare employed at enforcementpoints), but they
outline the separatiorof policy from mechanismnin ac-
cesscontrolarchitectures.

3.1 Useof exible credentials

As a rst designchoicethen,asystemshouldexhibit the
scalingpropertiesof adecentralizegholicy speci cation,
distribution,andenforcemensystemywhile retainingthe
ability to let differentapplicationsandprotocolsinteract
asneeded. Therefore,policy shouldbe expressedn a
way thatis easyto distribute to enforcemenpoints“on
the y”, andwhich is easyfor the enforcemenpoints
to verify andprocesf ciently. Oneway of expressing
low-level policy is in the form of public-key credentials
(roughly, public-key certi cateswith authorizatiorinfor-
mationembeddednsidethem);an administratorcanis-
suesignedstatementthatcontaintheprivilegesof users;
enforcemenpoints canverify the validity of thesecre-
dentialsand enforcethe policies encodecdtherein. An
additionalbene t is that, sincecredentialsareintegrity-
protectedvia a digital signature they neednot be pro-
tectedwhentransmittecover the network (thusavoiding
a potentialsecuritybootstrapproblem). Thus, it is pos-
sible to distribute policiesin arny of the following three
ways:

1. Have the policies“pushed”directly to the enforce-
mentpoints. While this is the simplestapproachit re-
quiresall policy informationto be storedlocally at an
enforcemenpoint, which may presenproblemsfor em-
beddedsystemsor routers. For example,assumea sys-
tem that ary of 100,000usersmay access;dentifying
eachuserwould requireknowledgeof their public key,
for authenticationpurposes. Assuminga typical RSA
key of 128bytes(1024bits), simply storingthisinforma-
tion requiresaboutl3 MB, excludingary accessontrol
information. Typical certi cate encodingsmultiply this
by 3 or 4, andaccessontrolinformationwill furtheradd
to this.

Furthermoreunderthis schemeghangesn thepolicy
(e.g., addinga new user)requireall affectedsystemso
be contactecandtheir local copy of the policy updated.
If suchchangesarefrequent,or the numberof affected
systemss large, the costcanprove prohibitive.

Finally, theenforcemenpointwill alsohavetoincura
processingostfor examiningpotentially“useless”pol-
icy entrieswhentrying to determinewhethera speci ¢
userrequesishouldbe granted. The exact costdepends
on the particularschemeusedto storeand processhis
information.

2. Havethepolicies“pulled” by theenforcemenpoints
from a policy repositoryas needed andthenstoredlo-
cally. Thisexhibits muchbetterbehaior in termsof pro-
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Figure 5: Decentralized policy speci cation and enforce-
ment.

cessingand storagerequirementshut requiresthat the
enforcementpoint perform someadditional processing
(andincur somecommunicatioroverhead)vhenevalu-
ating a securityrequest. Systemavailability canbe ad-
dressediia replicatedrepositoriesanattacler thatcom-
promisesoneor moreof thesecandery serviceto legiti-
mateusersput cannottherwiseaffectapolicy decision.
This approacthofferstwo additionaladvantages:rst, it
is relatively easyto deploy sinceit requiresmodi cation
of only theenforcemenpoints(asopposedo modifying
all the clientsandothernetwork elements).Secondlyit
effectively addresseprivilegerevocation(whichwe dis-
cusslaterin this section).

3. Havethepoliciesdistributedto the client (user)sys-
tems,andmake theseresponsibldor deliveringthemto
the enforcementpoints. While this approachrequires
modi cation of the client, most security protocolsal-
readyprovide certi cate exchangeaspartof the authen-
ticationmechanismit is oftenrelatively straightforvard
to modify suchprotocolsto deliver the kind of creden-
tials usedin our systeminstead.Furthermoresincethe
endsystemshold all the credentialghat arerelevantto
them, it is possibleto determinein advanceunderwhat
conditionsa requestwill be grantedby an enforcement
point (e.g., how strongthe encryptionshouldbe to be
ableto seecon dentialinformationonthe corporateveb
sener).

Thethreeapproacheto policy distribution areshovn
in Figure6. Theseapproachesare: (1) policy is pushed

Policy

repository

Policy "push”
Policy
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Enforcement
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Enforcement [Enforcement
point point

Service request X Service request from the user

Figure®6: Policy distrib ution models.

Policy "push”

to the enforcemenpoints; (2) policy is “pulled” by the
enforcemenpointsfrom a repository;and(3) policy is
suppliedto theenduserswhich mustdeliverit to theen-
forcementpointsas needed.A combinationof (2) and
(3) may be usedin the system:if the client systempro-
vides credentialsduring the authenticatiorphase these
are usedto determinethe users privileges; otherwise,
the systemmay contacta repositoryto retrieve the rel-
evantinformationor, if it is overloadeddery therequest
andaskthatthe userprovide the missinginformationin
a subsequentequest.Oneadvantageof this approachis
thatpolicy canbetreatedas“soft state’, andperiodically
be purgedto handlenew usersandrequestgusingLRU,
or someotherreplacemenimechanism)If the policy is
neededhgain,it will bere-instantiatedThis mechanism
is conceptuallysimilar to virtual memorypagereplace-
mentalgorithmsusedby modernoperatingsystemsand
thus mary suchalgorithmscan be reusedherefor pur-
posesof policy state.We call this mechanisntlazy pol-
icy instantiation”in our context.

One benet of choosingto use credentialsas a
meansfor distributing policy is the fact that one of the
frequently-doneperationgaddinga user or giving ad-
ditional privilegesto anexisting user)is cheap:we sim-
ply have to issuethe necessargredentialsfor the user
in question,and make them availablein the repository
Underary of thedistribution schemeslreadydescribed,
thenew policy will take effectassoonasthenext request
thatrequireds appears.

On the other hand, one other frequentoperation(re-
moving a user or revoking someexisting users privi-
leges)is morecomplicatedn anervironmentwherepol-
icy is not centrallystoredandmaintained We deferdis-
cussionof thisissueuntil Section3.4.
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and decisionmaking with respectto (de)centralization.

3.2 Easeof administration

The secondscale-relateghroblemareaour systemmust
addresss administratve compleity; the increasedsys-
tem scalestretcheghe ability of humanadministrators
to handleits compleity. One well-known and widely
usedsolutionis that of “separationof duty”: different
administratorsare maderesponsiblefor managingdif-
ferent aspectsof the larger system. In computernet-
works, this separationcan be implementedacrossnet-
work boundariege.g., LAN or WAN administratorspr
acrossapplicationboundariege.g., differentadministra-
torsfor the re walls, the web seners,the print seners,
etc). Multiple layersof managemeninay be used,to
handleincreasingscale. Thus,our systemmustsupport
this managemenrapproach.Onecommonly-usednech-
anismthat implementshierarchicalmanagemenin de-
centralizedsystemss delegationof authority

Note that the degree of (de)centralizatiorof policy
speci cation and enforcementare independenbf each
other: decentralizegbolicy speci cationmay be built on
top of a centralizedenforcemensystem,by providing
a suitableinterfaceto the differentadministratorssimi-
larly, acentralizedolicy speci cationsystemcaneasily
bebuilt ontop of decentralize@nforcemenarchitecture,
asshavnin Figure7. Althoughtheactualenforcements
doneat the differentnetwork elementdmarked as“en
forcementpoints”), enforcementypically refersto the
decisionmaking(policy evaluation).

N/

Low-level Policy System

Local
Enforcement

Figure8: A multi-lay er accessontrol architecture.
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3.3 Layering considerations

Theseconsiderationarguefor amulti-layerdesignsuch
asshawn in Figure8. Administratorscanuseary num-
ber of differentinterfacesin specifyingaccesscontrol
policy. Thus,administratorsan pick an interfacethey
arealreadyfamiliar with or onethatis notvery different
from whatthey have beenusing.Furthermoreit is possi-
ble to constructapplication-speci cinterfaces thatcap-
ture the particularnuancesof the applicationthey con-
trol. This architecturénhasanintentionalresemblancéo
the IP “hourglass”,and resohes heterogeneityn simi-
lar ways, e.g., the mappingof the interoperabilitylayer
ontoa particularenforcementievice, or the servicingof
multiple applicationswith a policy linguafranca

Is is importantto realizethat the designin Figure 8
refersto the logical ow of policy; the systemitself
follows the decentralizedpolicy speci cation and en-
forcementapproachHigh-level policy is speci ed sepa-
ratelyby eachadministrator Thisinterfacetakesasinput
the statedpolicy andinformation from a network/user
databaseandproducegolicy statementin thecommon
languageof the low-level policy system.Thus,the low-
level policy system(the policy interoperabilitylayer, as
it were) mustbe powerful and e xible enoughto han-
dle differentapplications. Theselow-level policy state-
mentsarethendistributedon-demando theenforcement
points,wherepolicy evaluationandenforcements per
formedlocally.

To accommodatenanagemendelegation,oneof two
approachesnay be taken: delggation may be imple-
mentedaspartof the low-level policy mechanismor as
a function of the high-level policy speci cation system,
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Figure9: Delegationasa function of high-level policy spec-
i cation.

asshawn in Figures9 and10. We differentiatebetween
highandlow levelsin thefollowing way. High-level pol-
icy statementdy differentadministratorsat level N of
themanagementierarchyareimportedandcombinedat
level N-1, recursiely. The top-level administratorpro-
ducesthe nal low-level policy statementasa resultof
thecompositiorof all thepolicies.In contrastJow-level
policy statementgrom all (relevant) administratorsare
combinedatthepolicy evaluationpoint.

The high-level approachoffers considerablee xibil-
ity in expressingdelegationandrelatedrestrictions,but
causeshe higher echelonsof the administratve hierar
chy to becomebottlenecks,since they have to be in-
volvedin all policy speci cation. Oneadwantageof fol-
lowing the “low-level” approachis that administration
hierarchiecanbe built “on the y”, simply by delegat-
ing to anew administrator

To summarizepur choicefor alow-level policy mech-
anismis dictatedby:

1. Flexibility in the typesof applicationsit can sup-

port.
. Ef ciency in evaluatingpolicy.

. Ability to naturallyandef ciently expressandhan-
dle delggationof authority

4. Simplicity, asa desirablepropertyof ary systen.

2To paraphrasdélbert Einstein,“every systemshouldbe assimple
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point
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Figurel0: Delegationaspart of the low-level policy system.

3.4 Policy Updatesand Revocation

In acredential-basegiccesgontrolsystemaddinganew
useror grantingmore privilegesto an existing userin a
credential-basedystemis simply a matterof issuinga
new credential(notethat both operationsare equivalent
in termsof sequencef operationsn our system).

Theinverseoperationfemoving auseror revoking is-
suedprivilege, meansotifying entitiesthatmighttry to
usetherelevantcredentiakhatit is nolongervalid, even
thoughthecredentialtself hasnotexpired. Potentiakea-
sonsfor therevocationincludetheftor lossof theadmin-
istratorkey usedto signthecredentialin which caseall
certi catessignedby thatkey needto be revoked), theft
orlossof theuseror administratokey authorityhasbeen
delegatedto, or discovery thattheinformationcontained
in thecerti cate hasbecomeanaccurate.

Thereare four main mechanismgor certi cate revo-
cation:

1. Thevalidity periodof thecredentiaitself; if it is set
to a sufciently small value, thenthe window of revo-
cationis effectively limited to that. On the otherhand,
a shortlifetime meanghatthe a users credentiahasto
be re-issuednuchmore often, which implies increased
work for theadministratoi(in termsof credentialgener
ation anddistribution). In the extremecase wherecre-
dentialsare madevalid for a few minutesonly, the CA
is effectively involved in (almost) every authentication
protocolexchange . This approachworkswell whencre-
dentialsareusedin atransientmanner(e.g., to authorize
temporaryaccesgo a resource).On the other hand, if

aspossible put no more”



credentialrevocationis rarein a givendeployedsystem,
theamountof unnecessarwork doneby the system(re-
issuingshortlivedpolicy statementsganbe quite high.

2. Certi cate revocationlists (CRLs), and their vari-
ants. The ideais that the administratorcompilesa list
of credentialghat mustbe revoked, anddistributesthis
to the enforcementpoints (or, asis more typical, the
enforcemenpoints periodically retrieve the list from a
repository).The CRL is signedoy theadministratorand
containsa timestamp.An enforcemenpoint canverify
thatit hasreceved a valid and reasonablyrecentcopy
of the CRL by verifying the sighatureandexaminingthe
timestamp. Revoked credentialscan be removed from
the CRL assoonastheir validity period expires. This
approachworkswell when,on the average pnly a small
numberof credentialsarerevoked. Variousapproaches,
suchas Delta-CRLsor Windowed Revocation, attempt
to addresscalabilityissueswith this approach.

3. Refreshecredentialsin thisschemetheownerof a
long-livedcredentiahasto periodicallyretrieve a short-
lived credentialthat must be usedin conjunctionwith
the long-lived one. They can do this by simply con-
tactingtheissuerof the credential(or someotherentity
thathandlegefreshercredentials) The advantageof this
approachover direct short-lived credentialss thata re-
freshercredentials only issuedf theuseractuallyneeds
one.Ontheotherhand,it requiressomecommunication
on the partof the credentialowner (asdo all revocation
schemesexceptlifetime-basedevocation).

4. Online certi cate-statusprotocols, such as OCSR
have the credentialveri er query the credentialissuer
(or othertrustedentity) aboutthe validity of a creden-
tial. Onedrawbackis thatit is the veri er thatmustdo
this statuscheck;if the veri er is aweb sener or other
(potentiallyoverloaded}ervice this approactplacesad-
ditional burdenonit. On the otherhand,this approach
doesnot require even roughly synchronizedclocks, as
solutions(1), (2), and (3) do. However, sincethe ex-
changeneedsto be securedthe protocol can be fairly
expensve.

In caseq2), (3) and(4), the credentiaissuer(or other
trustedentity) mustissuestatementasto the validity of
anissuedcredential.Sincesuchstatementsnustbe ver-

i able, theseapproachegequirethatthisissuers private
key is availableonline (especiallyfor caseq3) and(4)).
However, separatéeys canbe usedfor issuingandre-
voking credentialspoth keys canbe presentn the cre-
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dential.In theeventthatthe machinewheretherevoking
key is storedis compromisedanattacler canextendthe
lifetime of ary issuedcredentialthat usesthe compro-
misedkey for revocationto its maximumvalidity period;
but, the attacler cannotissuenew credentials,nor can
they affect the revocationof credentialdssuedafter the
intrusionhasbeendetectedat which point, a new revo-
cationkey is used).

Thedecisionasto whichrevocationmechanisnto use
depend®nthespeci csof thesystemijn particular how
oftenarecredentialgevoked (andfor whatreason)how
stringenttherevocationrequirementsre,whatthecom-
municationandprocessingostsandcapabilitiesare,etc.
For environmentswhere quick revocationis not neces-
sary time-based@xpirationmaybesufcient; attheother
end of the spectrum,a certi cate statuscheckprotocol
may be usedto provide nearreal-time revocation ser
vices. (Note however thateven Kerberosusesan 8-hour
window of revocation by issuingticketsthatarevalid for
thatlong, asa tradeof betweeref ciency andsecurity)
Luckily, theexactrevocationrequirement$or ary partic-
ular credentialcanbe encodedn the credentiaitself; so
anadministrators credentialsnay requireanonline sta-
tus checkfor every use,whereasa users revocationre-
quirementsnay be considerablymorelax. Furthermore,
theserequirementganchangeovertime (with eachnew
versionof thecredentiathatis issued).

4 Conclusions

The useof credentialshasmary attractve propertiesn
termsof e xibility. Yet,asin othersystemstheschemes
for distributingthemareimportantto the overall scalabil-
ity andcorrectnessf thesystem.Theuseof cachesre-
atessomechallengegor credentiarevocation,yetthese
appeatto be addressablaith a menuof techniquesthe
choice of which is dependenbn particular systemre-
quirementdor credentiakxpiry.

We haveoutlinedrequirement$or scalability andpro-
vide a suney of viable approacheso meetingthesere-
quirements. Our belief is that from this analysis,one
shouldde nitely favor the e xibility of credential-based
policy managementyhile usingthelazy evaluationtech-
nigue. Refreshercredentialshave the mostappealto us
in termsof scalabilityandconsisteng with respecto the
restof the system but may not be “safe” enoughfor all
securityapplications.
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