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Abstract 

 
Security vulnerabilities are increasingly due to 
software. While we focus much of our attention today 
on code-level vulnerabilities, such as buffer overflows, 
we should be paying more attention to design-level 
vulnerabilities.  Independently designed and 
implemented components may individually behave 
properly, but when put together, unanticipated 
interactions may occur.  An unanticipated interaction 
between two software components is an opportunity 
for an attacker to exploit. 
 
In this talk I will discuss two research topics related to 
software security: security metrics and security policy 
composition.  For security metrics, I will present a 
method for measuring a system’s attack surface [1, 2, 
3], which does not count vulnerabilities, but rather the 
ways in which an attacker can potentially enter a 
system and do damage.  For security composition, I 
will present an algebra for describing composing 
security policies [4].  For both topics, I will present 
examples drawn from real software systems. 
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