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Continue_
attacking,
0.5, 0

Attack_ftpd, 1.0, 10
Attack_httpd, 1.0, 10

Deface_website_
leave, 1, 99

Install_sniffer,
0.5, 10

Continue_
attacking,
0.5, 0

Continue_attacking, 0.5, 0

Normal_operation
<<(f,h),u,i>,<(f,n),u,i>,<(p),u,i>,
<1/3,1/3,1/3,1/3>>

Httpd_attacked
< <(f,h),u,i>, <(f,n),u,i>, <(p),u,i>,
<2/3, 1/3, 1/3, 1/3> >

Ftpd_attacked
< <(f,h),u,i>, <(f,n),u,i>, <(p),u,i>,
<2/3, 2/3, 1/3, 1/3> >

Ftpd_hacked
<<(h),c,i>,<(f,n),u,i>, <(p),u,i>,
<1/3, 1/3, 1/3, 1/3> >

Website_defaced
< <(f,h),c,c>, <(f,n),u,i>, <(p),u,i>,
<1/3, 1/3, 1/3, 1/3> >

Install_sniffer,
0.5, 10

Webserver_sniffer_detector
< <(f,h,s,d),c,i>, <(f,n),u,i>, <(p),u,i>,
<1/3, 1/3, 1/3, 1/3> >

Install_sniffer,
0.5, 10 Install_sniffer,

0.5, 10
φ, 0.9, 0

Run_DOS_virus, 1,
30

φ, 0.8, 30

φ, 0.8, 30

Crack_file_server_root
password, 0.9, 50

Crack_workstation_root_
password, 0.9, 50

Capture_data,
1, 999

Shutdown_network,
1, 60

Capture_data,
1, 999

Webserver_DOS_1
< <(f,h,s,v),c,i>, <(f,n),u,i>, <(p),u,i>,
<1/3, 2/3, 2/3, 2/3> >

Webserver_DOS_2
< <(f,h,s,v),c,i>, <(f,n),u,i>, <(p),u,i>,
<1/3, 1, 1, 1> >

Network_shut_down
< <(s,v),c,i>, <(),u,i>, <(),u,i>,
<0, 0, 0, 0> >

Shutdown_network, 1, 60

Workstation_hacked
< <(f,h,s),c,i>, <(f,n),u,i>, <(p),c,i>,
<1/3, 1/3, 1/3, 1/3> >

Continue_attacking, 0.5, 0

Webserver_sniffer
< <(f,h,s),c,i>, <(f,n),u,i>, <(p),u,i>,
<1/3, 1/3, 1/3, 1/3> >

Fileserver_hacked
< <(f,h,s),c,i>, <(f,n),c,i>, <(p),u,i>,
<1/3, 1/3, 1/3, 1/3> >

Httpd_hacked
< <(f),c,i>, <(f,n),u,i>, <(p),u,i>,
<1/3, 1/3, 1/3, 1/3> >

Fileserver_data_stolen_1
< <(f,h,s),c,i>, <(f,n),c,c>, <(p),u,i>,
<1/3, 1/3, 1/3, 1/3> >

Workstation_data_stolen_1
< <(f,h,s),c,i>, <(f,n),u,i>, <(p),c,c>,
<1/3, 1/3, 1/3, 1/3> >
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Restore_website_remove_
compromised_account, 1, -99

Normal_operation
< <(f,h),u,i>, <(f,n),u,i>, <(p),u,i>,
<1/3, 1/3, 1/3, 1/3> >

Ftpd_attacked
< <(f,h),u,i>, <(f,n),u,i>, <(p),u,i>,
<2/3, 2/3, 1/3, 1/3> >

Ftpd_hacked
< <(h),c,i>, <(f,n),u,i>, <(p),u,i>,
<1/3, 1/3, 1/3, 1/3> >

Webserver_sniffer_detector
< <(f,h,s,d),c,i>, <(f,n),u,i>, <(p),u,i>,
<1/3, 1/3, 1/3, 1/3> >

Install_sniffer
_detector,
0.5, -10

Remove_compromised_
account_restart_httpd, 1, -10

Remove_virus_and_
compromised_account, 1, -30

Remove_sniffer_
compromised_account, 1, -20

Remove_compromised_
account_restart_ftpd, 1, -10

Ftpd_attacked_detector
< <(f,h,d),u,i>, <(f,n),u,i>, <(p),u,i>,
<2/3, 2/3, 1/3, 1/3> >

Install_sniffer_
detector, 0.5, -10

Remove_sniffer_
detector, 0.5, -10

Remove_sniffer_
detector, 0.5, -10

Workstation_data_stolen_1
< <(f,h,s),c,i>, <(f,n),u,i>, <(p),c,c>,
<1/3, 1/3, 1/3, 1/3> >

Workstation_data_stolen_2
< <(f,h),c,i>, <(f,n),u,i>, <(p),c,c>,
<1/3, 1/3, 1/3, 1/3> >

Fileserver_data_stolen_2
< <(f,h),c,i>, <(f,n),c,c>, <(p),u,i>,
<1/3, 1/3, 1/3, 1/3> >

Remove_sniffer_
compromised_account, 1, -20

Remove_sniffer_
compromised_account, 1, -20

Webserver_DOS_2
< <(f,h,s,v),c,i>, <(f,n),u,i>, <(p),u,i>,
<1/3, 1, 1, 1> >

Fileserver_data_stolen_1
< <(f,h,s),c,i>, <(f,n),c,c>, <(p),u,i>,
<1/3, 1/3, 1/3, 1/3> >

Webserver_DOS_1
< <(f,h,s,v),c,i>, <(f,n),u,i>, <(p),u,i>,
<1/3, 2/3, 2/3, 2/3> >

Remove_virus_and_
compromised_account, 1, -60

Remove_virus_and_
compromised_account, 1, -90

Website_defaced
< <(f,h),c,c>, <(f,n),u,i>, <(p),u,i>,
<1/3, 1/3, 1/3, 1/3> >

Network_shut_down
< <(s,v),c,i>, <(),u,i>, <(),u,i>,
<0, 0, 0, 0> >

Httpd_hacked
< <(f),c,i>, <(f,n),u,i>, <(p),u,i>,
<1/3, 1/3, 1/3, 1/3> >

Install_sniffer
_detector,
0.5, -10
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