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ADVERSARIAL EXAMPLES: HOW NEURIFY SOLVES THIS PROBLEM?

Existing violations of NN safety

. : w Interval & Linear solver
Input intervals Safe
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Given: (1) Input ranges
(2) Targeted network and
(3) predefined safety property
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violations within bounded input ranges?

Symbolic linear| Constraints

My
s el t. O
: Y] -‘Jw‘“t@ vihw -'& # "':“'f'
; hay itk id WS _g.{ﬁi‘e?{j.p} {Esf{:il_.-b‘h‘\ﬁﬁt
AS [T - ! = ke A 1Y 3 R _??'fia,-.wrh"‘_“#,::w' B
: RS Il S T R
QO iss A IS R RS B TR J*',;.#:Ef‘ﬁ'.‘%’? I L
; N TR Bk FTVATRE . 2 L e o P e MR T e B e RN e
2 *.Ejl-qn .'f.'-‘i‘ ik ER e c”‘w'&?_{t- = Tﬁ} -r_'f-;‘" ey -*.j‘-H' N o i A
- e : ik it%}?s.;‘r}’ W‘Eﬁl‘j i% f‘?;.,"\'-'_jg .11' #I‘; -""r*'.l‘} j'..f" :l: \d ii."
2

Output nonconvexity => need tight approximation
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Neurify: (1) Locate overestimated
nodes with symolic intervals and
(2) Iteratively refine approximated
output ranges with linear solver
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Split \/ Safety Concrete
target DNN . property; sample
node AN g
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Check for
iolati Terminate: (1) Proved safe
\ overest. node False positive violation

. .~ (2) Proved unsafe with counter-

~ -~

Tighter interval analysis for RelLU propagations | ocate influential overestimated nodes Violate examples and (3) Timeout
Partial Input dependencies are preserved Split each nonlinear RelLU Iinto two linear cases , \ ‘ w

. . . . . _ Timeout Unsafe
Used to identify crucial overestimated nodes Solve each case with linear solver : ) k J

Overestimated nodes: the node performs nonlinearity
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1. SYMBOLIC LINEAR RELAXATION 2. DIRECTED CONSTRAINT RELAXATION
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Safety

low=2X-3
) Property:

z 4 Up=2x"5Y f<=5.5
2x-3y>0 loW=3X+Yy |

[-3.2] Up=3x-+y ACAS Xu: 5000 times faster than Reluplex and 20 times

0,1 | 2x9y>0 Obj: faster than ReluVal
o max(3x+y-5.5)
Constraints; > Safe DAVE: First system to scale to network over 10,000 Rel.Us.

RESULTS

0<x<I1
[0,1] 1 1 0<y<I Various safety properties (e.g., L;, L, lightening, contrast)

0.5] 2x-3y>0  UNSAT can be formally analyzed.
|OW=X+4y Linear
Up=x+4y Solver

(a) Naive concretizaion (b) Symbolic linear relaxation Constraints:

O<x<1
0<y<l1
2x-3y>0

Dependencies ignored Partial dependencies Code avallabe at https.//github.com/tcwangshiqgi-columbia/Neurify



