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An encryption scheme (Gen, Enc, Dec) with

LEMMA 2.4 . . Messqee
M is perfectly secret if and only if Equation (2.1) holds for every 5“.63“
and every ¢ € C.

PROOF  We show that if z_c. m:_w& .8_:.:35: holds, they, the 18
is perfectly secret; the converse ::E.ai.S: is left to Mxmuno.—mm 24, 3
distribution over M, a message M. and a ciphertext ¢ for which Pric <

If Pr[M = m] = 0 then we trivially have 3

Pr(M =m | C=c=0=PrM=m)]

So, assume Pr[M = m] > 0. Notice first that

PriC = ¢| M = m] = PrEnck (M) = ¢ | M = m] = Pr[Enc (m)

where the first equality is by definition of the random variable C,
second is because we condition on the event that M is equal to m, g
Pr[Ency (m) = ¢ = PrlC =¢| M = m). If the condition of the leyyy
then for every m' € M we have Pr(Enck (m’) = =PriC=c|M =m
Using Bayes’ Theorem (see Appendix A.3), we thus have
_ , ~ PrlC=c|M=m]-Pr[M = m]
PrM=m|C=c= PHC =
Pr[C =c| M =m]| Pr[M = m)
Y memPHC=c| M =m’] - Pr[M =m
b - Pr[M =m] ,
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where the summation is over m' € M with Pr[M = m/] # 0.

that for every m € M and ¢ € C for which Pr[C = ¢] > 0, ma.;
Pr[M =m|C = ¢/ = Pr[M = m], and so the scheme is perfectly se

Perfect (adversarial) indistinguishability. We conclude this |
presenting another equivalent definition of perfect secrecy. This
based on an ezperiment involving an adversary passively obse
text and then trying to guess which of two possible messages was
We introduce this notion since it will serve as our starting point
computational security in the next chapter. Indeed, throughout ¢
the book we will often use experiments of this sort to define sec

In the present context, we consider the following experim
sary A first specifies two arbitrary messages mg, m; € M. One ¢
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ages is chosen uniformly at random and encrypted using a random key;
B!ﬁ.,%___::n ciphertext is given to A. Finally, A outputs a “guess” as to
"—.__”_aw of the two messages was encrypted; A succeeds if it guesses correctly.
An encryption scheme is perfectly indistinguishable if no adversary A can suc-
ceed with probability better than 1/2. (Note that, for any encryption scheme,
A can succeed with probability 1/2 by outputting a uniform guess; the re-
quirement is simply that no attacker can do any better than this.) We stress
that no limitations are placed on the computational power of A.
Formally, let IT = (Gen, Enc, Dec) be an encryption scheme with message
gpace M. Let A be an adversary, which is formally just a (stateful) algorithm.
We define an experiment PrivK; as follows:

The adversarial indistinguishability experiment PrivK%';:

1. The adversary A outputs a pair of messages mg,m; € M.

2. A key k is generated using Gen, and a uniform bit b € {0,1}
is chosen. Ciphertert ¢ « Ency(my) is computed and given
to A. We refer to ¢ as the challenge ciphertext.

3. A outputs a bit /.

4. The output of the experiment is defined to be 1 if b’ = b,
and 0 otherwise. We write PrivKR'; = 1 if the output of the
experiment is 1 and in this case we say that A succeeds.

As noted earlier, it is trivial for A to succeed with probability 1/2 by out-
putting a random guess. Perfect indistinguishability requires that it is impos-
sible for any A to do better.

DEFINITION 2.5 Encryption scheme II = (Gen, Enc, Dec) with message
space M is perfectly indistinguishable if for every A it holds that

1

K- =) = =
Pr ?_‘EXL.: = 1] 3

The following lemma states that Definition 2.5 is equivalent to Defini-

 tion 2.3. We leave the proof of the lemma as Exercise 2.5.

LEMMA 2.6 Encryption scheme 11 is perfectly secret if and only if it is
perfectly indistinguishable.

Example 2.7

‘We show that the Vigenere cipher is not perfectly indistinguishable, at least
for certain parameters. Concretely, let IT denote the Vigenere cipher for the
message space of two-character strings, and where the period is chosen uni-
~ formly in {1,2}. To show that IT is not perfectly indistinguishable, we exhibit
- an adversary A for which Pr [PrivK$'; = 1] > 3.



