
Entropy-based Input-Output Traffic Mode Detection
Scheme for DoS/DDoS Attacks

Suratose Tritilanunt, Suphannee Sivakorn, Choochern Juengjincharoen, Ausanee Siripornpisan
Computer Engineering Department, Faculty of Engineering,

Mahidol University, Thailand
25/25, Salaya, Phuttamonthol, Nakornpathom, Thailand, 73170

E-mail: egstl@mahidol.ac.th, b-bow@live.com, rabu chan@hotmail.com, st dragon@hotmail.com

Abstract—Denial-of-service attacks (DoS) and distributed
denial-of-service attacks (DDoS) attempt to temporarily disrupt
users or computer resources to cause service unavailability to
legitimate users in the internetworking system. The most common
type of DoS attack occurs when adversaries flood a large amount
of bogus data to interfere or disrupt the service on the server.
By using a volume-based scheme to detect such attacks, this
technique would not be able to inspect short-term denial-of-
service attacks, as well as cannot distinguish between heavy load
from legitimate users and huge number of bogus messages from
attackers. As a result, this paper provides a detection mechanism
based on a technique of entropy-based input-output traffic mode
detection scheme. The experimental results demonstrate that
our approach is able to detect several kinds of denial-of-service
attacks, even small spike of such attacks.
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I. INTRODUCTION

As stated by Mirkovic and Reiher [9], denial-of-service
attacks (DoS) and distributed denial-of-service attacks (DDoS)
are a technique aiming to deny access from legitimate users
who share service or resources on a computer network. Be-
cause the Internet is an open and insecure internetworking
system, therefore, it could have some malicious users or adver-
saries attempting to perform illegal actions to gain benefit over
the others in some environments. In some cases DoS/DDoS
attacks might not cause permanent harm to the victim, because
a computer can restart and continually work again. However,
they are able to cause real damage to the victim, especially
when a computer is used in a corporate network such as
government, commercial websites, bank, or Internet Service
Provider (ISP). The growth of these attacks has been officially
reported and published by CERT coordination center [5].

Defending against DoS/DDoS attacks is very difficult. Many
defending schemes have been proposed to counteract such
attacks but all of them can only help to limit the impact,
not completely protect the network from denial-of-service dis-
ruption. One obvious example of denial-of-service defending
approach focuses on detecting the traffic volume and distin-
guishing between suspicious and legitimate packets. However,
this approach seems to be fail in detecting sophisticated
DoS/DDoS attacks today. Many short-term denial-of-service
attacks cause only minor change in traffic volume. Hence,
distinguishing this effect of such DoS/DDoS attacks from
legitimate traffic might be difficult or almost impossible when

using a volume-based detection approach in this situation.
Another approach, a feature-based detection [11] [8], mon-

itors header fields of every incoming packets for examining
any changes. This technique fulfills a requirement of detecting
DoS/DDoS attacks having a small number of traffic volume.
However, the performance of this approach is a major concern
because this technique requires real time examination on every
packets.

To date denial-of-service defending technique has moved
to another approach known as an entropy-based detection [6]
[10] [1]. Since many applications have their typical packet
sizes, for example, FTP can have 40 bytes for acknowledgment
packets and 1500 bytes for data packets, Du and Abe [6]
observe this fact and propose an IP packet size entropy for
detecting DoS/DDoS attacks. In this technique, the concept
is to investigate a similarity of IP packets and uses it as a
packet size entropy. By investigating time series of packet size
entropy, any changes to cause some spikes in observed time
slot will be identified as denial-of-service attacks. Although
this approach is able to detect both long-term and short-term
DoS/DDoS attacks, we have found from the experiment that
this technique, sometimes, might shows small number of false
positive on the DARPA/MIT Lincoln Laboratory data set [7].

To minimize this false positive, we introduce a tech-
nique called entropy-based input-output traffic mode detection
scheme. By combining packet content observation for identi-
fying DoS and DDoS attacks in the system, this will help our
approach not only to increase the accuracy for detecting DoS
attacks, but also to effectively discriminate legitimate users
from suspicious traffic.

In summary, the major purposes of this paper are
∙ to propose new entropy-based input-output traffic mode

detection scheme for DoS/DDoS attacks; and
∙ to show the performance of our technique for detecting

DoS/DDoS attacks from off-line intrusion detection eval-
uation data set of DARPA/MIT Lincoln Laboratory.

II. DENIAL-OF-SERVICE ATTACKS OVERVIEW

Denial-of-Service attacks (DoS) are a technique to attack
against computers connected to the Internet. DoS attacks ex-
ploit bugs in an operating system or vulnerabilities in TCP/IP
protocol. In a denial-of-service attack, an attacker attempts
to prevent legitimate users from accessing information or

804978-1-4244-7010-5/10/$26.00 c2010 IEEE ISCIT 2010



services. The infected computers may crash or disconnect from
the Internet. In some cases they do not cause permanent harm
to the victim, because a computer can restart and continually
work again. However, they can cause real damage to the
victim, especially when a computer is used in a corporate
network such as government or ISP.

The most common type of DoS attack occurs when an
attacker floods a network with a large amount of information.
When a client wants any services from a server, a client will
request to establish a connection to that server. The server can
only process a certain number of requests at once. Therefore,
if an attacker overloads the server with many requests, the
server cannot simultaneously process other requests from other
legitimate users. Examples of DoS attacks are discussed as
follow:

A. TCP SYN attack

Normally, when an Internet user wants to request a service
from the server, the user sends an establish-message to let
the server know his/her request. The server will send an
acknowledge-message back to the user and waits for the reply-
message from the user until the connection is established or
the timeout period is expired. In the third step, the server will
open a socket port waiting for a reply-message from that user.
This state is known as server half-open state. The TCP SYN
technique [2] uses this flaw of TCP/IP by sending request-
message with a large amount of data and source address from
a spoofed address that does not exist.

To achieve denial-of-service attack by using this technique,
the attacker establishes an uncompleted three-way handshake
by sending a large amount of bogus request messages to initi-
ate a connection and waits for a server to reply acknowledge
back to the attacker. Because of the non-existent address, the
server will not receive any messages back from the attacker.
Since the three-way handshake must complete three steps of
exchanging messages between a server and client, the server
will be waiting for a third message from the attacker for a
while. If the attacker sends many bogus requests to open a
connection by this method to a server, the server will waste
many resources to service these bogus messages and cannot
serve legitimate users.

B. ICMP flooding attack

ICMP flooding attack or Ping flooding attack [4], is a Denial
of Service attack that sends large amounts of ICMP packets
to a victim in order to crash the TCP/IP buffer on the victim’s
machine and cause it to stop responding to TCP/IP requests.
However, this technique does not cause more severe to a
victim nowadays. As a result, the attacker needs to magnify
the amplitude of attack by increasing a number of attacking
packets. This method is also known as Distributed Denial-of-
Service attacks (DDoS).

Distributed Denial-of-Service (DDoS) is a technique when
an attacker attacks a victim from multiple source systems.
An attacker uses a large number of compromised hosts to
send useless packets at the same time to crash a victim

or Internet connection. These packets are significant enough
to break down the system. By taking advantage of security
vulnerabilities or weaknesses, the attacker can automatically
control other compromised computers, known as zombies, by
installing exploit software such as Trojan Horses that contain
malicious code into legitimate users’ computers. When the
attacker decides to launch the DDoS attack to any servers,
they send the signal to trigger all compromised computers
to make simultaneous requests to the same server. As a
result, a large number of packets, which come from many
compromised computers could break down the victim system.
In this technique, the magnitude of attack is based on the
number of compromised computers.

C. Smurf Attack

In the Smurf attack [3], the attacker sends a large amount of
ICMP echo to a broadcast address of network (i.e. x.x.x.255
in class C of IPv4 type) and uses a victim’s IP address
as the source IP address. Therefore, the reply-message from
all computers in that network that respond to the broadcast
address will flood the victim. There are two parties affected
by this attack: the broadcast router known as amplifier and the
spoofed address target known as the victim. The victim is the
target of a large amount of traffic that the amplifiers generate.
The numbers of attack packets sent by the attacker depends on
the number of hosts behind the router that reply to the ICMP
echo packets. In order to summarize this, the following steps
of SMURF attack are;

1) The attacker sends ICMP Echo Request packets where
the source IP address has been forged to be the victim’s
IP address.

2) The attacker sends these ICMP Echo Request packets
to a broadcast address of the router. These packets are
broadcast to all computers that are connected to the
router.

3) All the computers which are alive on that network send
an ICMP Echo Reply packet back to the spoofed source
IP address of the victim. If many computers are alive on
that network, the amplification factor can be very large.

As this paper addresses the issue of developing entropy-
based detection for the server, we pay our attention to the
flooding attacks targeting only to the server; not covering at-
tacks that overwhelm network bandwidth or legitimate clients.
In addition, the result of DoS countermeasures from this work
is limited to the protection technique; not including a reaction
mechanism that traces back to a source of attacks. The final
outcome of our approach, at least, is capable to identify well-
known attacks discussed in this section.

III. ENTROPY-BASED DETECTION TECHNIQUE

Different from a volume-based detection technique that
focuses on a capacity of traffic or a number of resource
usage of the system, a feature-based detection approach ex-
amines a header field of every incoming packets in order
to detect denial-of-service and distributed denial-of-service
packets. Even though this technique can detect small volume
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of DoS/DDoS attack packets, it might lead to another suscep-
tibility since this technique requires high computation on the
defending machine.

From the observation proposed by Du and Abe [6], basi-
cally, the incoming traffic of normal events should not much
be identical within period of interest. However, many tradi-
tional DoS/DDoS attackers deploy techniques that frequently
generate a large number of bogus packets with identical packet
size. For example, TCP SYN flooding attack [2] has 40 bytes
in length for each packet, and ICMP flooding attack [4] has
1500 bytes in length for each packet. This situation sheds the
light on the idea of using Shannon’s function to calculate a
randomness (entropy) of such traffic for identifying denial-of-
service packets.

An example of developing an IP packet size entropy (IPSE)
to successfully detect DoS/DDoS attacks is proposed by Du
and Abe [6]. The concept of their scheme is to investigate
a similarity of IP packet size because most of attack traffic
contain identical packets. The developer team claims that their
technique is capable to detect both long-term; SYN flooding
attack at time 11:20, and short-term; ICMP flooding attack at
time 9:20 (this attack cannot be detected in a volume-based
detection technique), as illustrated in Figure 1.

Fig. 1. Du and Abe Entropy Detection Technique [6]

Another one deploys entropy technique to detect attackers
sending a large number of DNS query traffic in a campus
network [10]. From their experimental result, they are able
to identify spam bot as well as distributed denial-of-service
(DDoS) attacks in their campus network. The last example
goes to the application that uses an entropy detection approach
to identify suspicious packets that attempting to stop a firewall
[1]. Their goal is to improve the performance of a firewall
under DoS/DDoS attacks by removing attacks from a server
processing queue. Final outcome shows that a service through-
put, queue delay, and availability are improved.

In our entropy-based input-output traffic mode detection
scheme, we inspect packet content of traffic by using Shan-

non’s function to compute entropy 𝐻(𝑡) at time 𝑡, as

𝐻(𝑡) = −
∑

𝑙

(
𝑛𝑙

𝑆
) log(

𝑛𝑙

𝑆
) (1)

where 𝑛𝑙 is the number of packets having a similar size 𝑙 in
the inspection time frame having length 𝑆. In addition, packets
having a similar length will be grouped and carefully analyzed
the packet content for calculating the entropy. From the
experiment explained in [6], we select the duration of attacks
at least 200 packets similar to Du and Abe’s experiment.

The Shannon’s function is a useful tool for inspecting a
similarity and distribution of traffic in the inspection time
frame. When denial-of-service attacks occur in the observation
window, the entropy of that traffic will drop noticeably and we
can identify that situation as DoS/DDoS attacks. Not similar
to other proposed techniques, our detection scheme not only
focuses on the entropy of a packet size, but examines packet
content as well. The reason why we add this parameter into
our approach is that there is a small number of false positive
in which some legitimate packets are identified as suspicious
traffic in some situation. More details and discussion of this
problem, as well as the experimental results are shown in
Section IV.

IV. EXPERIMENT AND RESULT

Section IV provides the experiment and results of our
approach to detect denial-of-service attacks. In the experiment,
the detection first analyses a normal behaviour of a network
without any attacks. After that, it creates a network’s profile
for a normal event. Statistical data of such profile will be
stored and used later as a based line. The system can detect the
attack by using an entropy detection method because the value
drops significantly from the stored profile once the DoS/DDoS
attacks occur in the system. We observe that most denial-of-
service attacks immediately decrease the entropy of the overall
system.

From the data set extracted from Lincoln laboratory at
Massachusetts Institute of Technology (MIT) [7], we calculate
statistical output by using Equation 1 and separate them into
three periods according to the time frame that DoS/DDoS
attacks occur as shown in Table I. In a volume-based detection,
statistical quantities including mean, median, and standard
deviation (SD) of traffic bandwidth (BW) and packet rate
(PR) are calculated. Meanwhile, entropy (EN) of these data
set are computed as used in our entropy-based approach
for comparing with a volume-based detection scheme. To
make an important note that, our technique is different from
Du and Abe’s approach [6] since we incorporate with the
packet content in order to analyze a similarity of suspicious
packets for guaranteeing that the false positive in our detection
technique would be minimum.

To show a functionality and effectiveness of our approach,
we pick up a sample data captured by Lincoln laboratory at
1999. In that data set, it contains three kinds of DoS/DDoS
attacks including; 1) ICMP flood with 6,105 packets, 2) TCP
SYN flood with 111,713 packets, and 3) SMURF attacks with
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TABLE I
THE STATISTICAL EVALUATION OF SAMPLE TRAFFIC

Mean Median SD

ICMP

Packet Rate 8.0 105 16.448

Bandwidth 5786 11064 18873

Entropy 4.4397 4.3164 0.8991

TCP SYN Flood

Packet Rate 15 21 35

Bandwidth 20100 1440 127115

Entropy 3.1204 3.7529 1.5978

SMURF

Packet Rate 104 0 302.3012

Bandwidth 835031 0 2592598

Entropy 0.7399 0 1.5962

45,226 packets. In order to discriminate suspicious packets
from legitimate packets, Equation 2 and 3 are used for
calculating a cutting point for a volume-based detection, while
Equation 4 is used for a feature-based detection. The statistical
parameters including mean, median, and standard deviation
(SD) are used in this calculation for weighting and balancing
the final outcome. The output from these equations are shown
in Table II.

𝑃𝑎𝑐𝑘𝑒𝑡 𝑅𝑎𝑡𝑒 =
[𝑚𝑒𝑎𝑛𝑃𝑅 + 𝑆𝐷𝑃𝑅] + [𝑚𝑒𝑑𝑖𝑎𝑛𝑃𝑅 + 𝑆𝐷𝑃𝑅]

2
(2)

𝐵𝑎𝑛𝑑𝑤𝑖𝑑𝑡ℎ =
[𝑚𝑒𝑎𝑛𝐵𝑊 + 𝑆𝐷𝐵𝑊 ] + [𝑚𝑒𝑑𝑖𝑎𝑛𝐵𝑊 + 𝑆𝐷𝐵𝑊 ]

2
(3)

𝐸𝑛𝑡𝑟𝑜𝑝𝑦 =
∣𝑚𝑒𝑎𝑛𝐸𝑁 − 𝑆𝐷𝐸𝑁 ∣+ ∣𝑚𝑒𝑑𝑖𝑎𝑛𝐸𝑁 − 𝑆𝐷𝐸𝑁 ∣

2
(4)

TABLE II
DETECTING LINE TO ISOLATE DOS/DDOS AND LEGITIMATE PACKETS

ICMP Flooding TCP SYN Flooding SMURF

Packet Rate 73 53 354

Bandwidth 27,299 137,885 3,010,114

Entropy 3.479 1.8391 0.8563

In a volume-based detection technique when the packet
rate and bandwidth of incoming traffic are increasing above a
calculated value demonstrated in Table II, it considers those
traffic as harmful packets. The area above the cutting point will
be detected as DoS/DDoS attacks and the system will alert an

Fig. 2. ICMP flooding: Comparison among Packet Rate, Bandwidth, and
Entropy Detection

administrator. In contrast, an entropy-based approach detects
DoS/DDoS attacks by investigating a similarity of packet data.
Once an entropy decreases below a criteria point shown in
Table II, our scheme will consider this situation as DoS/DDoS
attacks. Figure 2, 3, and 4 compare the experimental results
between a volume-based and our entropy-based detection
scheme when using them to detect ICMP flooding, TCP SYN
flooding, and Smurf attacks, respectively.

Comparing both techniques in detection of ICMP flooding
attacks shown in Figure 2, measuring the packet rate and
bandwidth of traffic to identify suspicious packets discovers
more than five times approximately. Meanwhile, detecting
DoS/DDoS packets using entropy identifies only one situation
as DoS/DDoS attacks. When we compare these results with
ones available at the Lincoln laboratory website, our approach
correctly identifies DoS/DDoS attacks. Moreover, the time
frame detected as ICMP flooding attacks is not identified as
the attack by using a packet rate detection method. This is
because the attacker only sent small number of bogus packets
(6,105 packets) in a short period. Hence, this situation supports
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Fig. 3. TCP SYN flooding: Comparison among Packet Rate, Bandwidth, and
Entropy Detection

that short-term attacks are able to be successfully detected by
the entropy-based detection. This is a major key strength of
this approach over the others.

The different result between two approaches leads our atten-
tion to carefully investigate the experimental result. By using
packet analyzer software for analyzing other peaks detected
by a volume-based detection approach, we have found that
other remaining areas are not the attacks. An example, which
is recorded and illustrated at the last peak area in Figure 2
(Packet Rate), is Telnet data that were being sent back-and-
forth between legitimate users and a host computer with high
transfer rate. These packets seem to be similar, however, the
content inside are totally different. This is because a file size
that a legitimate user was exchanging with a host computer
are too long, so the protocol break down it to small segment.
The detail of these packets is illustrated in Figure 5.

Considering the second attack, TCP SYN flood (Fig 3),
a volume-based detection technique identifies almost half of
investigated data. In a meantime, our detection technique using
entropy of incoming data recognize only one attack. Similar

Fig. 4. SMURF: Comparison among Packet Rate, Bandwidth, and Entropy
Detection

Fig. 5. Details of Packets at the Last Peak of Figure 2 (Packet Rate)

to the previous attack, only one area as discussed on the
Lincoln laboratory website is TCP SYN flooding attack. When
we carefully analyze those sample data, these false alarms
identified by a volume-based detection technique are legitimate
users exchanging messages to a host computer. We use a
packet analyzer software to capture some samples of these
packets around the first peak area of Figure 3 (Packet Rate).
The sample result is illustrated in Figure 6.

In term of the accuracy, the successful rate of our technique
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Fig. 6. Details of Packets at the First Peak of Figure 3 (Packet Rate)

to detect ICMP flooding attacks is 99.48%, TCP SYN flooding
attacks is 99.40%, and SMURF attacks is 99.52%. On the other
hand, the accurary of legitimate traffic identification is 98.14%
in case of ICMP flooding attacks, 99.92% in case of TCP SYN
flooding attacks, and 99.71% in case of SMURF attacks. This
result ensures that our approach is able to correctly detect
DoS/DDoS attacks not only long-term attacks as similar as
other approaches, but also short-term attacks which are unable
to be discovered by volume-based detection schemes.

In summary, an entropy-based technique provides more
accurately denial-of-service detection than a volume-based
technique. Moreover, the detecting time to discover both long-
term and short-term denial-of-service attacks in our scheme is
another key strength over a feature-based detection approach.
These two major advantages are supported by the experimental
results as demonstrated in this section.

V. CONCLUSION

This paper introduces an alternative technique to detect
denial-of-service and distributed denial-of-service attacks by
using packet size and packet content entropy-based technique.
By combining with an IPSE-based DoS detection scheme,
the major strength over existing ones is that our approach
functions correctly and is able to successfully detect both long-
term and short-term denial-of-service attacks that might not
be able to detect at the same time with other approaches. To
support this, we set up the experiment and show the result
in Section IV. Definitely, only the experiment of DoS/DDoS
detection using the data set from DARPA/MIT Lincoln Labo-
ratory might not enough to cover all denial-of-service attacks
in the world, we plan to test our approach with other kinds of
DoS/DDoS attacks in the future work. Moreover as discussed
in [6], if sophisticated attackers completely understand our
detection mechanism, they might be able to modify their
attacking technique that cause vulnerability to our defending
approach.
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