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ro

tectin
g

S
C

T
P

w
ith

IP
sec

M
inor

issue
—

m
usthave

policy
rules

f or
S

C
T

P.

M
ajor

issue
—

m
ultihom

ed
connections

notproperly
supported.

IP
sec

proper
can

do
handle

it,butIK
E

cannot.
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S
ecu

rity
A

sso
ciatio

n
s

E
ach

security
association

(S
A

)
has

an
associated

ke y,cryptographic
algorithm

s,etc.

S
A

s
are

also
linked

to
a

security
policy

database
(S

P
D

)
that specifies

w
hatpackets

to
encrypt.

E
ach

IP
sec-protected

packetcontains
an

S
A

identifier
(the

security
param

eter
index

(S
P

I)).

N
ote

carefully:
S

A
s

are
unidirectional.
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IK
E

B
eh

avio
r

IK
E

(InternetK
ey

E
xchange)

negotiates
pairs

ofS
A

s.

E
ndpointidentifiers

in
IK

E
are

hostaddresses,subnets,or
r anges.

W
e

could
do

m
ultiple

IK
E

exchanges,but(a)
itw

ould
be

expensive;
(b)

w
e’d

get
S

A
s;and

(c)
w

e
don’treally

need
or

w
antdifferent

keys
for

the
differenthostaddresses.
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sed
S

o
lu

tio
n

M
odify

IK
E

to
perm

itlists
ofaddresses

as
endpointidentifiers.

M
ustalso

m
odify

certificates
to

handle
that.

U
ntilthatis

com
m

on,IK
E

im
plem

entations
should

fallback
to

setting
up

m
ultiple

S
A

s
w

hen
talking

to
older

versions
thatdon’t support

address
lists.
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