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P
rim
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m
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trace

back
denialofservice

attacks.

O
ther

uses:
path

characterization;asym
m

etric
route

detection;
incom

ing
traffic

m
atrix.

P
roductofinform

alresearch
group;m

em
bers

include
S

teven
M
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B

ellovin,M
attB

laze,B
illC

hesw
ick,C
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C
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D

avid,Jim
D
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E
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W
h

at
is

th
e

P
ro

blem
?

M
any

denialofservice
attacks

(i.e.,S
Y

N
floods, Trinoo)

use
forged

source
addresses.

H
ow

do
you

track
dow

n
the

source?

A
ssum

ption:
itonly

really
m

atters
ifa

lot
oftr affic

is
heading

your
w

ay.
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B
asic

S
ch

em
e

W
ith

low
probability

(about
),routers

should
send

an
IC

M
P

Traceback
m

essage
to

the
destination,along

w
ith

the
trigger ing

packet.

Traceback
packets

contain
forw

ard
and

bac kw
ards

router
links,the

traced
packet,and

an
authentication

field.

T
T

L
alw

ays
setto

255
by

sending
system

,thus
providing

distance
to

recipient.
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L
in

k
F

ield
C

o
n

ten
ts

F
ields

alw
ays

in
”forw

ard
order”,even

on
backw

ards
links.

S
ubfields:

–
Interface

nam
e.

–
S

ource/destIP
addresses

(ifavailable)
for

this
hop .

–
Linking

blob,preferably
form

ed
from

source/destM
A

C
addresses.
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O
p

eratio
n

E
nd

system
(or

outboard
m

onitor)
collects

IT
R

A
C

E
packets.

O
ptionally,selectonly

those
for

“interesting”
packets.

Link
fields

used
to

m
atch

up
routers

along
the

path.
(For

distr ibuted
D

oS
attacks,this

w
illlikely

be
a

tree
structure .)

E
ventually

points
back

to
(or

near)
originating

system
.
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A
u

th
en

ticatio
n

M
ustguard

againstattacker
sending

spoofed
IT

R
A

C
E

pack ets.

Idealw
ould

be
per-m

essage
digitalsignature,butthat’s

too
expensive

today.

C
hoices

are
nullauthentication,cleartextrandom

strings ,and
H

M
A

C
s.
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N
u

llA
u

th
en

ticatio
n

D
o

w
e

really
need

authentication?

T
he

T
T

L
definition

provides
an

unspoofable
m

inim
um

distance
m

easure.

Is
thatgood

enough?
Itcertainly

determ
ines

a
path,w

ith
corr uption

at
som

e
pointbeyond

the
end.
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C
leartext

R
an

d
o

m
S

trin
g

Include
per-outputinterface

authenticator
string

in
each

pac ket.

S
trings

lastfor
severalm

inutes.

P
ossible

version:
interfacenam

e,N
T

P
tim

e
,digitally

signed.

Traceback
packets

w
ould

also
include

digitally-signed
listoflast

severalstrings.

H
ard

for
attacker

to
spoof,since

to
eav esdrop

they
w

ould
need

to
be

closer
to

you
than

the
em

itting
router.
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H
M

A
C

S
hort-lived

secretused
to

generate
H

M
A

C
oftracebac k

packet.

A
fter

the
secrethas

expired,digitally-signed,tim
estam

ped
copy

is
added

to
listofprevious

secrets.

In
other

w
ords,you

need
to

see
tw

o
IT

R
A

C
E

packets
from

each
router,separated

by
severalm

inutes .
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P
K

IIssu
es

H
ow

does
the

recipientvalidate
the

signature?
T

hatis,w
ho

has
the

rightto
sign

a
m

essage
from

a
given

router?

Ideally,need
P

K
Ibased

on
assigned

IP
addresses.

(A
lso

need
global

addresses
for

allrouters...)

U
ntilthen,each

IS
P

needs
its

ow
n

IT
R

A
C

E
P

K
I,w

ith
a

published
root

certificate.
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R
elated

W
o

rk

P
acket-m

arking
by

S
avage

etal
—

encodes
path

inform
ation

in
packet’s

IP
ID

field.
S

ee
their

paper
for

details:
http://w

w
w

.cs.w
ashington.edu/hom

es/savage/traceback.htm
l

ID
IP

(Intrusion
D

etection
and

Isolation
P

rotocol),by
S

chnackenberg
etal:

ftp://ftp.tislabs.com
/pub/ID

IP
/D

IS
C

E
X

ID
R

-Infrastructure.pdf
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r
O

p
en

Issu
es

D
oes

this
help

enough
w

ith
enough

D
oS

attacks
to

be
w

or thw
hile?

W
illIS

P
s

perm
ita

m
echanism

thatexposes
so

m
uch

oftheir
netw

ork
structure?

A
re

there
privacy

im
plications?

W
hatauthentication

m
echanism

is
best?

W
hatshould

the
P

K
Ilook

like?
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