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C

T
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p

le
C

o
n

tro
lTran

sm
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n
P

ro
to

co
l

P
roductofS

IG
T

R
A

N
S

w
orking

group.

O
riginally

intended
to

carry
P

S
T

N
signaling

m
essages,butm

uch
broader.

(For
exam

ple,itperm
its

m
ultiple

stream
s

to
be

m
ultiplexed

in
a

single
connection.)

R
esists

S
Y

N
flooding-style

attacks
via

cookies.

E
ither

or
both

ends
ofconnection

can
be

m
ultihom

ed.
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H
ow

C
an

IP
sec

S
u

p
p

o
rt

M
u

ltih
o

m
in

g
?

C
urrentD

O
Isupports

single
addresses

and
address

ranges.

Italso
supports

F
Q

D
N

s,butis
silenton

handling
m

ulti-hom
ed

hosts.

M
ustextend

this
to

have
a

“list”
type.

M
ustadd

thattype
to

certificates,too,or
be

able
to

send
m

ultiple
certificates

in
the

negotiation.
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S
A

s?

T
hese

endpoints
w

ill
be

m
ultihom

ed.

S
w

itch-over
m

ust
be

rapid.

M
ustnegotiate

S
A

s
up

front.
E

xpensive...
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W
h

at
A

b
o

u
t

M
u

ltip
le

Q
u

ick
M

o
d

es?

In
principle,w

e
can,butit’s

stille xpensive.

E
ach

ofthe
S

A
s

w
illrequire

three
m

essages.

IfP
F

S
is

desired,itbecom
es

very
expensive .

B
esides,this

is
a

single
connection;w

e
don’t need

m
ultiple

keys.
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r

Issu
e

M
usthave

S
P

D
entries

for
S

C
T

P
protocol.

F
ortunately,portnum

ber
syntax/sem

antics
m

atch
T

C
P

and
U

D
P

’s.
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R
eco

m
m

en
d

atio
n

A
new

R
F

C
should

add
address

lists
to

the
D

O
I,and

clar ify
behavior

for
F

Q
D

N
s.

In
the

interim
,IK

E
im

plem
entations

should
provide

a
convenient U

I
and

A
P

Ito
perm

itm
ultiple

Q
uick

M
odes

for
each

address
pair.

Im
plem

entations
thatsupportaddress

lists
should

autom
atically

f all
back

to
m

ultiple
Q

uick
M

odes
ifthe

other
side

doesn’t supportlists.
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