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THE WHITE HOUSE
WASHINGTON

June 6, 1962
NATIONAL SECURITY ACTION MEMORANDUM NO. 160

) TO: The Secretary of State '
- The Secretary of Defense

\ The Chairman, Atomic Energy Commission .

l The Director, Bureau of the Budget

SUBJECT: Permissive Links for Nuclear Weapons in NATO

1. After an examination of the problem uf installing permissive links in nuclear weapons dispersed in NATO
commands, | have decided we should now make the commitment to procure appropriate devices for all nuclear
weapons, now dispersed and to be dispersed to NATO commands, for both non-U.S. and U.S. forces. (See attached
memorandum to me from Dr. Wiesner dated May 29. This decision corresponds to Alternative 5 of that
memorandum.)

2. This will require a snpplementary appropriation for the Atomic Energy Commission budget. The Secretary
of Defense, the Chairman, Atomic Energy Commission, and the Director, Bureau of the Budget will work out the
Y details of the budget presentation.

3. Atthe earliest feasible time, the Secretary of Defense will submit for my approval a schedule for installstion
of these devices in NATO weapons. In making this schedule, the Secretary should consult with the Secretary of
State on the political problems arising from the existence of weapons assigned to U.S. forces and weapons assigned
G vur Aliles.

4. The Chairman, Atomic Energy Commission, in consuitation with the Secretary of Defense, will carry out »
research program on an urgent basis directed toward an examination of the feasibility and desirability of more ad-
vanced permissive link devices with a wider range of capabilities.

/s/ John F. Kennedy
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MEMORANDUM FOR

THE PRESIDENT

At your request, I have reviewed, in consultation with the AEC and the DOD, the technical and cost aspects of
equipping nuclear weapons dispersed overseas with permissive link hardware. The object. of this review was to es-
tablish the program options that were technically available to implement such a program as rapidly as possible,
and to determine the amount of supplemental funds that would have to be requested in the AEC FY "63 Budget to
accomplish these options.

A decision on this problem involves the following basic policy issues which, while not technical in themselves,
are affected by the availability of equipment and the program timing and cost:

(1) Should a permissive link be incorporated at this time in all dispersed nuclear weapons or
just in those critical weapon systems with quick reaction, high vield and long range (e.g., Jupiter
missiles and quick reaction aircraft)?

(2) Should a permissive link be incorporated at this time in all weapons dispersed to NATO
(U.S. as well as non-U.S.) or just to non-U.S. weapons?

(3) Should a permissive link be incorporated at this time in weapons committed to NATO but |
hawed in the U.K. as well as weapons based on the European Continent?

These policy issues raised the more basic question as to what objective one is attempting to accomplish by in-
corporating a permissive link. A permissive link can attempt to meet any of the following objectives, each of which
imposes increasingly difficult techniral problems:

mpeRet s qiiiicult techi !

purpose of this review, I havenot attempted to meet a specific objective but rather have analyzed the operational
value of the best available equipment and attempted to determine how rapidly it could be incorporated in
dispersed nuclear weapons.

While the permissive link equipment presently recommended by the AEC ieaves something to be desired and
can clearly be much improved with time, ! believe that this equipment can be: used as the basis for a crash program
since development quality hardware exists and initial production and installstion could begin in the immediate fu-
ture.

Specifically the AEC recommends that, if a permissive link program is undertaken on a crash basis, bombs for
aircraft and warhends for longer range missiles be equipped with an electro-mechanical lock which would have to
receive a prenrm numerical code in order to make the weapon operabie. In the case of certain homhs which cannot
be ensily retrofitted with thixequipment, as an interim measure pending the development of improved compatible
permissive link hardware, mechanical combination locks would be installed to cover a socket into which an arming
plug must be ingerted, In the care of those bombs as well as short range missiles, such as Honest John and Mike
Horcules, and the B-inch shell, the arming plugs would be stored in self-destruct safes. The proposed program does
not. include specific hardware for the Davy Crockett missile which presents a purticularly difficult problem

because of its amall rize and possible forward deployment. T -~
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The numbers which would operate both the electro-mechanical and the combination lock could be held at any
echelon or command. If circumstances required, the combination could be held by the U.S. custodial officer
himself. This procedure could therefore give the weapons the same state of readiness that they now possess.

In evaluating the utility of this equipment, it must be recognized that it is simply intended to buy time. A spe-
cialist with proper equipment might be able to crack the electro-mechanical lock in a few hours time. If he were
able to circumvent the self-destruct feature of a safe, a skilled locksmith could open a combiration lock relatively
quickly. In any event, it would also be possible for skilled technicians familiar with weapons to make these
weapons operate in a period of from several hours to weeks, depending on the extent of thier knowledge, by open-
ing the weapons and bypassing the electric circuits. Despite the limitations of this equipment, I believe it would .
give further (and probably decisive) protection against individual psychotics and would certainly cover unautho-
rized use by military forces holding the weapons during periods of high tension or military combat. While it would
not assure that the weapons could not be used if they were forceably seized by an organized group or a foreign pow-
er with technically capable individuals, it would provide in the case of the more important weapon systems
equipped with electro-mechanical lock a period of time, varying from hours to days, in which decisions could be
made as to what our proper response to the seizure should be The question of the legal and political requirements
of control were beyond the scope of my review.

The question has been raised whether the installation of this development qualitv hardware on a crash basis
might reduce the reliahility of the nuclear weapons. However, in view of the simple nature of this equipment and
the method of installation, I believe that it is now generally agreed that it would not reduce the inherent reliability
of the weapons. The weapons would, of course, not be operable if the combination number were not received from a
higher headquarters. This is a communication and management problem, which can be very simple or a very com-
plex, depending on the level of command at which the combination number is held and the degree of control main-
tained through coding procedures or the use of different combination numbers for different weapons. In its
simplest form, it should be possible to handle this procedure wherever a “go code” can be transmitted which is
presently a requirement if any control is to exist. In any event, 1 wish tc emphasize that. if circumstances demand,
a decision can be made to release the combination number to the U.S. custodian with the field unit and thereby re-
vert to the state of readiness and control that exists today.

At my request, the AEC has estimated the cost and time for completion of the following five alternative pro-
grams, which I believe represent the full range of possible application of the permissive link on a crash basis to nu-
clear weapons dispersed to the European Theater:

The estimated completion date, Wotal cost, and FY 63 for each of these programs is as follows:

Estimated Date Total Cost _ FY '63 Cost
Alternative Completed Installation (& Millions) ($ Millions)
l ' June 1963 3.2 3.2
1 Oct. 1963 11.3 10.6
11 Dec. 1963 13.6 11.7
v Mar, 1964 18.6 3.8
\ Aug, 1964 26.9 14.0

LASSIFIED




UNCLASSIFIED

A supplemental to the AEC FY '63 Budget would call for obligation of the total cost of the program but expen-
diture of only the FY '63 cost of the program.

On the basis of this review, I have concluded that it is technically possible to equip on a crash basis all nuclear-
weapons dispersed to the European Theater with reasonably effective permissive link equipment at relatively
small cost. Therefore, the decision as to the extent to which permissive link equipment should in fact be
incorporated in dispersed weapons can be made solely in terms of broad policy considerations as to the desired ob-
jective. : '

Whatever decision is made on the crash program to install permissive link equipment on dispersed nuclear
weapons equipment, I would recommend that a vigorous program be undertaken to develop an improved
electronic lock which would be incorporated directly in the electronic package associated with all future weapons
so that the option of a permissive link would always exist. This program should also include work to develop im-
proved devices to retrofit the bombs and medium range missiles which were equipped with combination locks only
as an interim measure in the above crash program. I would also recommend that there be an agressive research
program to develop more advanced concepts of the permissive link including mechanics to assure the self-
destruction of a weapon if efforts were made to by-pass the permissive link. It is my understanding that the AEC
has funds available to cover the R&D necessary for these advanced programs.

Jerome B. Wiesner
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GENERAL CHARACTERISTICS FOR PREMISSIVE DEVICES
FOR USE WITH NUCLEAR WEAPONS (U)

General Characteristics
Approved by the OSD:
13 September 1962

1. PurEose. These General Characteristics define an arming control device for use with designated nuclear

weapons which is intended to provide some additional physical means for preventing unauthorized use of nuclear
weapons.

2. General Characteristics. The device shall conform to the general characteristics and provide the capabili-
ties listed below:

a. The device shall be capable of repeated enabling, disenabling, and recoding. Further, the device shall be ca-
pable of being maintained in either the enabled or disenabled mode.

b. When the device is enabled, a positive indication of enabled condition shall be provided. It is highly
desirable that this indication provide no usable information to an unauthorized operator.

¢. The time required for authorized enabling of the device shall not add to the weapon system reaction time
under any readir-as condition. Capability for inflight operation of this device is required for certain aircraft
applications.

not disclose the combination or code.

f. The combination or code shall be transmitable by all standard communications means, and shall be capable
of(lj)eing changed rapidly and accurately by persons having the appropriate equipment and the old combination or
code.

e. The device and associated equipment shall be designed so that inspection or disassembly of thé weapon will

g. The device shall be so located and shall function in such a manner that it will permit performance of the re-
quired weapon maintenance, retrofit, and test operation throughout the stockpile-to-target sequence. without
enabling the device.

h. The device and associated equipment shall be of such quality as not to decrease sigriicantly the weapon re-
liahility. .

i. The device and its associated eguipment shall be designed so as to permit installation and use of the device
in bombs or warheads without degrading weapon safety.

j. The device installed in the weapon itself should not degrade the delivery capability or alter the ballistics of
the weapon system.

k. Meters, dials, and switches on device components which are used in the open without blackout protection
shall be illuminated in such a manner that blackout will not be violated. .

l. The device and its related equipment shall withstand, without functional impairment or reduction of
operational reliability, the environmental criteria specified in the applicable stockpile-to-target sequence of
authorized weapon applications and in assoicated environmental specifications.
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Item 2

: GENERAL CHARACTERISTICS FOR
PERMISSIVE ACTION LINK SYSTEMS USED WITH NUCLEAR WEAPONS (U)
(Attachment to DDR&F Letter to Chun, AEC, Same Subject, 27 October 1969)
(Original Document Secret)

1. Purpore. To provide general characteristics for permissive action link systems incorporated in weapon
systems to prevent unauthorized nuclear detonation. This document is not intended to in any way inhibit de-
velopment of improvements beyond the characteristics set forth.

2. General.

AL
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“'he system vhall provide for two modes; enable (unlock)-and disenable (lock), of the warhead by in-
sertion of one 4-digit decimal code.

i ) S , .
' . The system shall not significantly degrade weapon reliability, nor shall it degrade safety, or delivery

capability. The time required for enabling (unlocking) of the device shall not unduly add to the weapon sys-
tem reaction time under any readiness condition. ‘

3. System Operation.

a. The control equipment must provide visual indications of the satus of the system. As a minimum, the
equipment must indicate when (a) the number of unsuccessful enabling (unlocking) attempts is-zero, (b) the
number of unsuccessful enabling (unlocking) attempts is greater than zero but less than that required for
lockout, and (c) the device is locked out.

ls);rg‘he system shall be capable of recoding, enabling (unlocking) or disenabling (locking) at any point in
the :

(1) in the case of aircraft weapon systems, up to the time of taxi and/or aircraft launch; and
enabling (unlocking) or disenabling (locking) after aircraft iaunch.

(2) in the case of projectiles, at any time up to the time of loading into the weapon breech.
(3) in the case of missile systems, up to the time of final; prefire operations.

c. The code shall be capable of being changed rapidly and accurately by persons using the appropriate
equipment. Changing of the code will be dependent upon possession of the old (existing) code.

d. Atanytime prior to permanent lockout the feature which counts the number of incorrect tries shall reset to
zero whenever the proper code is inserted. :

e. The system shall be capable of a code check operation which will allow verification of the ser code without
changing the mode of the device. :

4. System Compatibility and Reliabilivy.

a. The system shall be compatible with the weapon operational concepts to include the readiness require-
ments stated in the STS.

h. The system will be compatible with normal logistical movement in either selected mode.

¢. The system shall be electricnlly compatible with other weapons system circuitry. In the case of aircraft sys-
tems it will be compatible with circuitry during all phases of circuit operation, both ground and air.

d. The design of control equipment shall preclude permanent disenabling (locking) if a permissive action link
operation is interrupted hy power failure.

e, The system shall incorporate n means of determining electrically, by a T-304 or similar service continuity
test equipment, whether the permissive action link device is in the enabled (unlocked) condition.

\{ N Adb L 5 i»:}k.).ée
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5. Inspection & Maintenance.

_a. Thesystem shall be designed so that inspection or disassembly of any component external to the warhead
will not disclose the codes.

b. The permissive action link shall be so located and the system shall furction in such a manner that it will
permit perormance of the required warhead maintenance, retrofit (including internal and external components
exclusive of the permissive action link system), and test operations throughout the STS without changing the
mode of the device.

¢. The system shall be capable of having maintenance performed on it in either the enabled (unlocked) or dis-
enabled (locked) mode.

"d. The operational storage life of that portion of the system installed in the warhead shall be no less than that
of other warhead components.

6. Control Equipment.

a. Control equipment with the exception of decoders installed in aircraft shall be designed to permit
disenabling (locking) and enabling (unlocking) using the “two-man” concept, and recoding using the “two-team”™
concept.

b. Control equipment shall provide a positive indication of the mode of the permissive action link device. This
indication should provide no information regarding the set code.

¢. Decoders shall be capable of enabling (unlocking), disenabling (locking), and code checking.

d. Recoders shall be capable of recoding and code checking the system without enabling (unlocking) the
device.

e. Design alternatives which combine decoders and recoders are acceptable.
7. Environmental Considerations.

a. Meters, dials, and switches on componenets which are used in the open without blackout protection shall be
illuminated in such a manner that blackout will not be violated.

b. The system and its related equipment shall withstand. without functional impairment or reduction of
operational reliability, the evironmental criteria specified in the applicable stockpile-to-target sequence of
authorized weapon applications and in associated environmental specifications.
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Item 3

GENERAL CHARACTERISTICS FOR
PERMISSIVE ACTION LINK SYSTEMS USED WITH NUCLEAR WEAPONS (U)
(Attachment to DDR&E Letter to Chmn, AEC, same subject, 31 Dec 1970.)
(Original Document Secret)

1. Purpose. To provide general characteristics for permissive action links incorporated in weapon systems to
prevent an unauthorized nuclear detonation. This document is not intended to inhibit in any way development of
improvements beyond the characteristics set forth.

2. General,

e
e

b. The system shall provide for two modes, unlock and lo~ckotjtho‘e \\arheadb\ ‘insertion of one 6-digit dé‘évi‘ﬁ;gi.
code. - : S
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-~—""d. " The system shall not sig_ﬁiﬁcantly degr;de Vweaponmréliébilivt'j\;.' nor shall it degrade s:;ﬁ‘!y. or delivery
I capability. The time required for unlocking the device shall not unduly add to the weapon system reaction time

under any readiness condition.
3. System Operation.

a. The control equipment must provide visual indications of the status of the system. As a minimum, the
equipment must indicate when (a) the number of unsuccessful unlocking attempts is zero, (b) the number of un-
successful unlocking attempts is greater than zero but less than that regquired for lockout, and (c) the device is
locked out.

b. The system shall be capable of recoding, unlocking or lacking at any point in the STS:

(1) in the case of aircraft weapon systems, up to the time of taxi and/or aircraft launch; and
enabling (unlocking) or disenabling (locking) after aircraft launch.

(2) in the case of projectiles, at any time up to the time of loading into the weapon breech.

(3) in the case of missile systems, up to the time of final prefire operations.

c. The code shall be capable of being changed rapidly and accurately by persons using the appropriate
equipment. Changing of the code will be dependent upon possession of the old (existing) code.

d. Atanytime prior ¢:: permanent lockout the feature which counts the number of incorrect tries shall reset to
zero whenever the proper code is inserted.

e. The system shall be capable of a code check operation which will allow verification of the set code without
changing the mode of the device.

4. System Compatibility and Reliability.

a. The system shall be compatisle with the weapon operational concepts to include the readiness require-
ments stated in the STS.

b, The rystem will be compatible with normal logistical movement in either selected mode.

c. The system shall be electrically compatible with other weapons system circuitry. In the case of aircraft sys-
tems it will be compatible with aircraft circuitry during all phases of circuit operation, both ground and air.

d. The design of control equipment shall preclude permanent locking if a permissive action link operation is
interrupted hy power failure,

¢. The system shall incorporate a means of determining electrically, by a T-304 or similar service continuity
test equipment, whether the permissive action link device in the unlocked condition.




5. Inspection & Maintenance.

__a. The system shall be designed so that inspection or disesszmbly of any component external to the warhead
will not disclose the codes.

b. The permissive action link shall be so located and the system shall function in such a manner that it will
permit performance of the required warhead maintenance, retrofit (including internal and external components
exclusive of the permissive action link system), and test operations throughout the STS without changing the
mode of the device.

c. The system shall be capable of having maintenance performed on it in either the unlocked or locked mode.

d. The operational storage life of that portion of the system installed in the warhead shall be no less than that
of other warhead components.

6. Control Equipment.

a. Control equipment with the exception of decoders installed in aircraft shall be designed to permit
disenabling (locking) and enabling (unlocking) using the “two-man” concept, and recoding using the “two-team”
concept.

b. Control equipment shall provide a positive indication of the mode of the permissive action link device. This
indication should provide no information regarding the set code.

c. Decoders shall be capable of unlocking, locking, and code checking.
d. Recoders shall be capable of recoding and code checking the system without unlorking the device.
e. Design alternatives which combine decoders and recoders are acceptable.

7. Environmental Considerations.

a. Meters, dials, and switches on componenets which are used in the open without blackout protectio.. shall be
illuminated in such a manner that blackout will not bhe violated.

b. The system and its related equipment shall withstand, without functional impairment or reduction of
operational reliability, the evironmental criteria specified in the applicable stockpile-to-target sequence of
authorized weapon applications and in associated environmental specifications.
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item 4

GENERAL CHARACTERISTICS FOR -

PERMISSIVE ACTION LINK SYSTEMS USED WITH NUCLEAR WEAPONS A
(Attachment to DDR&F Letter to Chun, AEC, Same Subject, 26 July 1972) 4
(Original Document Secret) :

1. Purpose To provide general characteristics for AEC-produced electromechanical/electronic permissive action
link ip%l:i systems used with nuclear weapons to prevent an unauthorized nuclear detonation. This document is
not intended to inhibit in any way development of improvements beyvond the characteristics set forth.

2. Nomemclature
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3. Definitions . '
Permissive Action Link (PAL) - A family of devices and subsystems designed to reduce the possibility of obtaining

a nuclear detonation from a nuclear wa}rhead without the use (insertion) of a controlled numerical code, thus re-
ducing the probability of an unauthorized nuclear detonation.

Passive Protection — Precludes operation of weapon arming circuits.
Active Protection - Senses attempts to gain unauthorized access to weapon arming circuits, with option to respond

by imitiating weapon disablement.

Mode - Refers to the protected condition (LOCK) or the unprotected condition {UNLOCK) of the PAL.
State - Refers to the condition of the active protection feature (OFF/TEST/ON).

Unlock Code ~ A preset code used to unlock the PAL.

Off Code - A preset code used to change state of OFF.

Code Check - Confirms stored code(s) in PAL without affecting weapon PAL mode.

Recode — Allows changing of stored code(s) in PAL.

Code Inhibit — Precludes a second unlock of a PAL with a given code until recode.

Limited-Try - Counts conse~utive incorrect, code trials and resets to zero on a correct code trial.

Temporary NO-GO - Precludes additional code trial operations without special field equipment after a number of
incorrect code trials.

Permanent NO-GO - Precludes additional code trial operations with field equipment after additional incorrect
code trials.

4. General Characteristics
A. Category A and Catezorv B , - "

Jo#
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2" Thes. .\ystems‘;ﬁz—lll provide for tw:o -modos. UNL.OCK and 1.OCK of the PAL by insertion of one 4-digit

decimal code.
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. B. Category B’

e —— i i s
3. The system shall pr0v1de for two modes, UN OCK and LOCK of the PAL bv tha msemon of one 4- dxgll
decimal code.

C. Category C ~ The characteristics stated above (Category B’) apply wnth the following modifications:

1. ;ll‘he system shall provide for two modes, UNLOCK and LOCI of the FAL by insertion of one 6-digit deci-
mal code.

D. Categorv D i
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A. All Categories b (Z-)

1. The system shall not significantly degrade weapon reliability, safety, or delivery capability. The time
reqtéx‘red for unlocking the device shall not unduly add to the weapon system reaction time under any readiness
condition. )

2. The design shall preclude permanent locking if a PAL operation in interrupted by power failure.
B. Category A
1. The control equipment must provide visual indications of the mode of the system.

2. The system shall be capable of recoding, unlocking or locking at any point in the STS up to the time of final
prefire operations.

3. The system shall be capable of being recoded rapidly und accurately by persons using the appropriate
equipment. Recoding will be dependent upon possession of the old (existing) code.

C. Category B
1. The control equipment must provide visual indications of the mode of the system.

2. The system shall.be capable of recoding, code checking, unlocking, or locking at any point in the STS up e
the time of aircraft taxi and/or launch; and unlocking or locking after aircraft launch.

3. The system shall be capable of heing recoded rapidly and accurately by persons using the appropriate
equipment. Recoding will be dependent upon possession of the old (existing) code.

D. Category B'and C

1. The control equipment must provide visual indications of the mode of the system. The control equipment
must also indicate when (a) the number of unsuccessful code trial attempts is zero, (b) the number of unsuccessful
code trial attempts is greater than zero but less than that required for NO-GO, and (c) the device is NO-GO,

2. The system shall be capable of recoding. code checking, unlocking or locking at any point in the STS.

a. In the case of aircraft weapon systems, up to the time of taxi and/or aircraft launch; and unlocking or
locking after aircraft launch. .

b. Iii the casc of missile systems, up to the time of final pre-fire operations.

3. Atany time prior to permanent NO-GO the feature which counts the number of incorrect tries shall reset to
zero whenever the correct code is inserted.

4. The svstem shali be capable of heing recoded rapidly and accurately by persons using the appropriate
equipment.

E. Category D
The characteristics stated for Category B' and C above apply with the following addition:

1. The system shall contain a Master Recode fenture to allow recoding of all six stored codes using any one of
the old not inhibited (existing) codes.

2. Atany time prior to permanent NO-GO, the feature which counts the number of incorrect tries shall reset
to 7ero whenever n correct, not inhibited code is inserted.




F. Category E and F
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A. Category A

1. The svstem shall be compatible with the weapon operational concepts to include the readiness require-
ments stated in the STS.

2. The svstem shall be compatible with normal logistical movement in either selected mode.
3. The system shall be electrically compatible with other weapon system circuitry.
B. Category B.B.C. D, E,and F

I. The system shall be compatible with the weapon operational concepts to include the readiness require-
ments stated in the STS, - :

2. The svstem shall be compatible with normal logistical movement in any selected mode.

1. The system shall be electrically compatible with other weapon system circuitry. In the case of aircraft
svstems., it will be compatible with aircraft circuitry during all phases of aircraft operation. both ground and air.

1. The svstem shall incorporate a means of determining electrically, by a T-304 or similar service continuity
test equipment, whether the PAL is in the unlocked mode.

7. Control 'Equipment

A. Category A

1. Control equipment shall be designed to permit locking and unlocking using the “two-man” concept. and re-
coding using the “two-team” concept.

2. Control equipment shall provide a positive indication of the mode of the permissive a~tion link. This
indiention should provide no information regarding the set code.

3. Decoders shall be capable of unlocking and locking.
B. Category B, B, and C

1. Control equipment shall be designed to permit locking and unlocking using the “two-man” concept, and re-
coding using the “two-team”™ concept.

9. Control equipmeni shall provide a positive indication of the mode of the PAL. This indication should
provide no information regarding the set code.

1. Recoders shall he capahle of recoding and code checking the system without unlocking the device,
4. Decoders shatl be capable of unlocking, locking, and code checking.

n. Airernft decoders shall be capable of unlocking.
5. Deecoders installed in aireraft shall be designed for single man operation.
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C. Category D, E,and F
1. The system shall be electrically compaiible with other weapon system circuitry. In the case of aircraft sys-
tems, it will be compatible with aircraft circuitry during all phases of aircraft operation, both ground and air.

2. The system shall incorporate a means of determining electricelly, by a T-304 or similar service continuity
test equipment, whether the PAL is in the unlocked condition.

3. Recoders shall be capable of recoding and code checking the system without unlocking the PAL.
4. Decoders shall be capable of unlocking and locking.

5. Aircraft decoders shall be capable of unlocking and locking

6. Decoders installed in aircraft shall be designed for single man operation.

7. Recoders shall be capable of recoding all six uniock codes ahd the off code using any one of the old not in-
hibited stored unlock codes, or recoding any one new code using dne of the old not inhibited stored codes.

8. Recoders shall be capable of code checking all seven stored codes in one operation or code checking any
one of the stored codes.

9. Air Force recoders shall also be capable of recoding and code checking Category B and B’ systems.
10. Army recoders shall also be capable of recoding and code checking Category C PAL sv.tems.
11. Air Force aircraft decoders shall also be capable of unlocking Category B and B’ systems.

12. Air Force ground decoders shall also be capable of unlocking, locking, and code checking Category B and
B’ systems.

13. Army decoders shall also be capable of unlocking, locking, and code checkiny Category C PAL cystems.
8. Inspection and Maintenance
A. All Categories

1. The system shall be designed so that inspection or disassembly of any component external to the warhead
will not disclose the codes. ,

(ot
b(Z)

cezsmnmn oo e

B. Category E
1. The system shall be capable of extended storage in the environments specified in the weapon STS in any

functional state for a period of eight years.

9. Environmental Considerations

A. All Categories

1. Meters, dials, and switches on components which are used in the open without blackout protect jon shall be
illuminated in such a manner that blackout will not be violatad.

9. The system and its rclated equipment shali withstand, without functional imp{airmcm or reduction of
operational reliability, the environmental criteria specified in the upphchhlo stockpile-to-target sequence of
authorized weapon applications and in associated environmeantal specilications.
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item 5

GENERAL CHARACTERISTICS FOR
?ERMISSIVE ACTION LINK SYSTEMS USED WITH NUCLEAR WEAPONS
(Attachment to Director, DMA Letter, Same Subject, 18 April 1980)

1. (U) INTRODUCTION. These general characteristics describe permissive action link (PAL) systems used
with nuclear weapons to prevent unauthorized nuclear detonations. Early PAL categories currently in stockpile
weapons, but no longer being acquired, are not addressed in these characteristics. This document is not intended
to irhibit in any way research and development of improvements beyorid the characteristics set forth. These
general characteristics will be maintained as a continuously current document and therefore will require
amending, at appropriate future dates, to reflect changes of employment policy or improvements in PAL
technology.

2. (U) DEFINITIONS.

(U) Permissive Action Link (PAL) - A family of devices and subsystems designed to reduce the possibility of
obtaining a nuclear detonation from a nuclear warhead without the use (insertion) of a controlled numerical code.

(U) Passive Protection - Precludes normal operation of weapon arming and/or firing circuits.
(U) Active Protection - Senses attempts to gain unauthorized access to critical weapon components, and

responds by initiating weapon disablement.
(U) Mode - Refers to the protected condition {LOCK) or the unprotected condition (UNLOCK) of the PAL.
(U) State - Refers to the condition of the active protection feature (OFF/TEST/ON).
(U) Unlock Code - A preset code used to unlock the PAL. .
(U) Off Code -~ A preset code used to change state to OFF.
(U) Code Check — Confirms stored code(s) in PAL without affecting weapon PAL mode or state.
{U) Recode - Procedure for changing stored code(s) in PAL.

(U) Code Inhibit - Precludes vse of a given code, for any PAL operation other than code check, once that code
has been used (lock or unlock).

(U) Limited Try - Counts consecutive incorrect code trials, resets to zero on a correct code trial, and is capable
of invoKing temporary or permanent NO-GO options.

(U) Temnorary NO-GO - Precludes PAL operations without special field equipment after a given number of
incorrect code trials, :

{U) Permanent NO-GO - Precludes PAL operations.
3. (U) GENERAL PAL CHARACTERISTICS
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A. (U) Category D, o et T ‘\\j poE
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(U) 2. This sv<tem shall have two modes, UNLOCK and LOCK of the PAL. PAL UNLOCK or
LOCK shalt yecur upon insertion of any one of multiple preset unlock codes.
(U) 3. The system shall contain a “Code Inhibit” feature to allow a subset of the preset unlock codes

Lo he inhibited. Once a code is inhibited, access for recoding that code and removing the inhibit may
only occur using a different preset unlock code which itself has not been inhibited.

(U) 4. The system shall contain a “limited-try” feature to deter successful unlocking by trial and

error.
B. ({1) Category E and F. The characteristics stsied in Category D 2pply with the {pllowing modifications,
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“TT{UV All Categories ' ’ - >

(U) 1. The system shall be compatible with the weapon operational concepts to include the readiness
requirements stated in the STS. :
(U) 2. The system shall be compatible with normal logistical movement in any selected mode.

(U) 3. The system shall not significantly degrade weapon reliability, éafety or delivery capability. The time re-
quired for unlocking the device shall not unduly add to the weapon system reaction time under any readiness con-
dition. o

(U) 4. The system shall be capable of being recoded, code checked, unlocked or locked at any point in the STS
up to:

a, (U) In the ca~e of missile systems, up to the time of final pre-fire operations.

b. (U) In the case of aircraft weapon systems, up to the time of taxi and/or aircraft launch, with unlocking
or locking after aircraft launch. However, recode is not required after weapon loading on aircraft.

(U) 5. The system shall contain a Master Recode feature to allow recoding of all stored codes using any one of
the old codes which has not been inhibited.

(U) 6. The system shall be capable of being recoded rapidly and accurately by persons using the appropriate
equipment.
4. (U) CONTROL EQUIPMENT

A. (U) All Categories
(U) 1. The system shall be electrically and mechanically compatible with the weapon system. In the case of
aircraft systems, any equipment installed in the aircraft or associated with the weapon will be compatible with air-
craft circuitry during all phases of aircraft operation, both ground and air.

(U) 2. The system shall incorporate a means of determining electrically, by service continuity test
equipment, whether the PAL is in the unlocked condition.

(U) 3. The control equipment must indicate when (a) the number of unsuccessful trial attempts is zero; (h)
the number unsuccessful code trial attempts is greater than zero but less than that required for NO-GO; and (¢)
the device is NO-GO.
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(U) 4. Control equipment shall be provided that will;
a. (U) Allow recoding and code checking without unlocking the PAL.
b. (U) Allow recoding any one or all unlock and off codes usmg one not inhibited stored code. -
c. (U) Allow code checking all stored codes in one operatloﬁ or code checking any one of the stored -
cndes. » 4
d. (U) Allow unlocking and locking the PAL.

e. (U) Allow PAL unlocking and locking operations in an aircraft to be performed by a single
individual.

(U) 5. New control equipment shall minimize potential TEMPEST, tampering, and bugging vulnerabilities,

R/ off
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5. (U) INSPECTION AND MAINTENANCE T T e e
A. (U) All Categories

I3 BAY

{U) 1. The system shal! be designed so that inspection or disassembly of any component external to the
warhead will not disclose the codes.

(U) 2. The PAL system shall function in such a manner that with the active protection OFF, warhead
maintenance and test operations can be performed wittout changing the mode of the passive protection.

6. (U) ENVIRONMENTAL CONSIDERATIONS

A. (U) All Categories
{U) 1. The system and its related equipment shall withstand, without functional impairment or reduction
\of operational reliability, the environmental criteria specified in the applicable weapon stockpile-to-targe!
sequence.

{U) 2. Meters, dials, and switches on components which are used in the open without blackout protection
shall be illuminated in such a manner that biackout will not be violated.
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DEPARTMENT OF DEFENSE
MILITARY LIAISON COMMITTEE
TO THE i
DEPARTMENT OF ENERGY
WASHINGTON, D.C. 20301

April 18, 1980

Honorable Duane C. Sewell
Assistant Secretary for
Defense Programs
Department of Energy
Washington, D.C. 20585

Dear Mr. Sewell:

(U) Over the past several months a great deal of concern and discussion has surfaced involving the policy for non-
violent disablement and what role it should play in nuclear weapon security matters. Specific controversy has cen-
tered on questions of: which weapons should have a disable capability?: what level of sophistication should be
credited to the threat?; and how long should disablement render the weapon useless against this threat?
Department of Defense guidance to the Department of Energy in this area has been presented in systems Military
Characteristics and POG meetings, as well as in the Nuclear Weapon Development Guidance. Unfortunately, in
many cases it has been less than specific or subject to interpretation in application.

(U) Iwould like to clarify the existing situation and toward that goal, two transmittals are enclosed. The first is a
DoD statement of policy addressing the goals and current assessment needs associated with nuclear weapon
disablement systems. The second is a revision of the July 1972 “General Characteristics for Permissive Action
Link Systems Used with Nuclear Weapons.”
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(U) The paper “General Characteristics for Permissive Action Link Systems Used with. Nuclear Weapons” should
be viewed as the basic DvD definitions for PAL systems in acquisition of weapon systems incerporating DoE pro-
duced PALs. This paper, that supersedes the original 1972 document and amendments, will be forwarded to DNA
for handling in a manner similar to weapon military characteristics, that is DNA will be responsible for publication
and maintenance of an up-to-date file including amendments that may occur in the future. Consistent with ourin-
tention to work toward standardization of PAL devices and associatad control equipment, only three PAL
systems, Category D, E, and F are addressed in this update of the paper. Earlier PAL devices continue to remain in
the stockpile: however, their acquisition cycle has been completed and thezefore they have not been included in
this update of the characteristics document.

Sincerely,

/s/ James P. Wade, Jr.
Chairman

Attachments
a/s (SFRD)




Nuclear Weapon Non-Violent Disablement Svstems
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APPENDIX E

JCS Pub 13, Volume i
(Excerpt From Chapter 7)
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APPENDIX F

Excerpt From Amendment 3 to the Military
Characteristics for a Nuclear Warhead
for the 155 mm Howitzer Projectile
(Approved by the MLC 27 April, 1971)
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3. Control Devices

3.1 Security Container System (SCS)

An SCS, compatible with projectile and warhead designs, will be used with the M517 on an optional basis. The
SCS will be developed under a program separate from the XM517 development program. The SCS shall be
designed and function as specified in the SCS Characteristics attached as an Appendix.’

3.2. Permissive Action Link (PAL)

The PAL shall conform to the general characteristics outlined in the letter from the Director of Defense
Research and Engineering to the Chairman of the Atomic Energy Commission, “General Characteristics for
Permissive Action Link Systems Used with Nuclear Weapons,” dated 31 December 1970.

3.2.1. The PAL control equipment shall also oper-
ate and be capable of recoding the SCS six-digit, limited-try coded switch.

3.2.2. 1t is desired that the control equipment be
compatible with Category B, six-digit single code PAL devices.

3.2.3. The system shall provide for two modes,

unlock and lock for the warhead by insertion of one six-digit decimal code. Unlock shall occur upon the insertion of
any one correct code of six preset unlock codes. These unlock codes may ve preset so that each is unique, or so that
redundancies occur among them.
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