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18.6.13 (U) INVESTIGATIVEMETHOD: UNDERCOVER OPERATIONS
18.6.131 (U) SUMMARY

(U//'F6'b‘6§ Undercover operations must be conducted in conformity With The Attorney
General’5Guidelines onFederalBureau oflnvesligalion Undercover Operations (A061
UCQ) in investigations relating to activities in Violation of federal criminal law that do not
concern threats to the national security or foreign intelligence. In investigations that concern
threats to the national security or foreign intelligence, undercover operations involving
religious or political organizations must be reviewed and approved by F B IHeadquarters, With
participation by the NSD in the review process. (AGG‐Dom, Part V.A.7) Other undercover
operations involving threats to the national security or foreign intelligence are reviewed and
approved pursuant to F B Ipolicy asdescribed herein.

i u u i j : I I '

18.6.132 (U) LEGAL AUTHORITY

A) (U) AGG-Dom, Part V.A.7
B) (U) AGG-UCO

18.6.133 (U) DEFINITION OFINVESTIGATIVE METHOD

A) (U//FGHG) UndercoverActivi .

B )  U / / F e u a  ‐

C) U/fFO‘UO Undercover 0 eration:
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18.6.13.3.1 (U) DISTINCTIONBETWEENSENSITIVE CIRCUMSTANCEAND SENSITIVE
INVESTIGATIVE MA TTER

b 7 E

‐ The detailed policy for undercover operations is described in this section of
the DIOG, the USOPG, the NgUCGPG, and the FBIHQ operational division PGs.

18.6.134 (U/ILF'QU'Q') STANDARDS FOR USE AND APPROVAL REQUIREMENTS FOR
INVESTIGATIVE METHOD

18.6.13.4.1 (U) STANDARDS FOR USEOFINVESTIGATIVEMETHOD

(U//FGHG&An official considering approval or authorization of aproposed undercover
application must weigh the risks and benefits of the operation, giving careful consideration to
the following:

A) (U//F-QQQ) The risks of personal injury to individuals, property damage, financial loss to
persons or business, damage to reputation, or other harmto persons;

B) (U//‘F'GHG) The risk of civil liability or other loss to the government;

C) (U/LEOJJ-O) The risk of invasion of privacy or interference with privileged or confidential
relationships and any potential constitutional concerns or other legal concerns;

D) (U//‘F'GHG) The risk that individuals engaged in undercover operations may become involved
in illegal conduct; and

E) (U/fFOUO) The suitability of government participation in the type of activity that is expected
to occur during the operation. See AGG-UCO, Part IV.A.

18‐164 Version Dated:
UNCLASSIFIED ‐ W March 3,2016



UNCLASSIFIED ‐ FGR-GFFTCTKE‘USE’ONL‘Y
Domestic Investigations and Operations Guide §18

F )U / / _ b 7 E‑
18.6.1342 (U/flfi'fi'b‘e)APPROVAL REQUIREMENTSFOR UCOS (INVESTIGATIONS0F

VIOLATIONS 0F FEDERAL CRIMINAL LA W THAT DO NOT CONCERN
THREATST0 NATIONAL SECURITY 0R FOREIGNINTELLIGENCE)
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B)
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0g
(U/fFQHQ)APPROVAL REQUIREMENTS FOR UCOS b 7 E18.6.13.4.3

‐\ f the matter involves religious or political
organlzatlons, t e r e V 1 e w must 1 n c uce articipation by a representative of the DOJ NSD. See
AGG-Dom, Section V; and|:p‐|
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18.6.13.6 (U) DURATIONOFAPPROVAL

U / / F 6 f } 6  ‐  “ E

18.6.13.7 (U) ADDITIONAL GUIDANCE

A )( U m )I : l

B )  fl a n ;  ‐

C) (U/fF’Ob‘G')

18.6.13.8 (U) COMPLIANCE AND MONITORING,AND REPORTINGREQUIREMENTS

U//F6'H-Q) A11UCOs must rovide an sing the
t0 appropriat
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18.7 (U)AUTHORIZED INVESTIGATIVEMETHODS IN FULL INVESTIGATIONS
(U) See AGG‐Dom, Part V.A.11‐13.
(U) In Full Investigations, to include Enterprise Investigations, the authorized investigative
methods include:

A) (U) The investigative methods authorized for Assessments.
1) ( L ) Public information. (See Section 18.5.1)

2) ( L ) Records or information - FB I and D O ] . (See Section 18.5.2)
3) ( L ) Records or information - Other federal, state, local, tribal, or foreign government

4) ( L ) On-line services and resources. (See Section 18.5.4)

5) ( L ) CHS use and recruitment. (See Section 18.5.5)

6) ( L ) Interview or request information from the public or private entities. (See Section
18.5.6)

7) ( L ) Information voluntarily providedby governmental or private entities. (See Section

8) ( L ) Physical Surveillance (not requiring a court order). (See Section 18.5.8)

B) (U) The investigative methods authorized for Preliminary Investigations.
1) ( L ) Consensual monitoring of communications, including electronic communications. (See

Section 18.6.1)

2) ( L ) Intercepting the communications of a computer trespasser. (See Section 18.6.2)

3) ( L ) Closed-circuit television/Video surveillance, direction finders, and other monitoring
devices. (See Section 18.6.3)

4) ( L ) Administrative subpoenas. (See Section _}__8_.§3_._{§)

5) ( L ) Grandjury subpoenas. (See Section 18.6.5)

6) ( L ) National Security Letters. (See Section 18.6.6)
7) ( L ) FISA Order for business records. (See Section 18.6.7)

8) ( L ) Storedwire and electronic communications and transactional records. (See Section
18.5.8)“

9) ( L ) Pen registers and trap/trace devices. (See Section 18.6.9)

10) (U) Mai l covers. (See Section 18.6.10)

12) (U) Trash Covers (Searches that do not require awarrant or court order). (See Section
18.6.12)

48(U/fFe-b‘e) The use of SearchWarrants to obtain this information in Preliminary Investigations is
prohibited. (See DIOGSection 18.6.8423)

18'168 Version Dated:
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C) (U) Searches ‐ with a warrant or court order (reasonable expectation of privacy). (See Section
1 8 . 7 } below)

E) (U) Electronic surveillance ‐ FISA and FISA Title V I I (acquisition of foreign intelligence
information). (See Section 118.3".3 below)

(U//FGU-Q) Not all investigative methods are authorized While collecting foreign intelligence as
part of a Full Investigation. See DIOG Section 9 for more information.

18‐169 Version Dated:
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18.7.1 (U) INVESTIGATIVEMETHOD: SEARCHES ‐ WITHA WARRANT 0R COURT
ORDER (REASONABLEEXPECTATION OFPRIVACY)

(U) See AGG‐Dom, Part V.A.12 and the Attorney General's Guidelines On Methods Of
Obtaining Documentary Materials Held By Third Parties, Pursuant to Title 11, Privacy Protection
Act of 1980 (Pub. L. 96‐440, Sec. 201 et seq.; 42 U.S.C. § 2000aa‐11, et seq.).

18.7.1.1 (U) SUMMARY

(U) The Fourth Amendment to the United States Constitution governs all searches and
seizures by government agents. The Fourth Amendment contains two clauses. The first
establishes the prohibition against unreasonable searches and seizures. The second provides
that no warrant (authorizing a search or seizure) Will be issued unless based on probable
cause. Although anunlawful search may not preclude aprosecution, it can have serious
consequences for the government. These include adverse publicity, civil liability against the
employee or the government and the suppression of evidence from the illegal seizure.

< U / # E 9 U 9 > A 2 2 1 i c _ a t i o n : l : l  W E

(U) A search is a government invasion of a person’s privacy. To qualify asreasonable
expectation of privacy, the individual must have an actual subjective expectation of privacy
and society must be prepared to recognize that expectation asobjectively reasonable. See
Katz V. United States, 389 U S . at 361. The ability to conduct aphysical search in an area or
situation Where an individual has areasonable expectation of privacy requires a warrant or
order issued by acourt of competent jurisdiction or anexception to the requirement for such a
warrant or order. The warrant or order must bebased on probable cause. The United States
Supreme Court defines probable cause to search asa “fair probability that contraband or
evidence of a crime Will be found in aparticular place.” Illinois V. Gates, 462 U S . 213, 238
(1983). A government agent mayconduct a search without awarrant based on anindividual’s
voluntary consent. A search based on exigent circumstances may also be conducted Without a
warrant, but the requirement for probable cause remains.
(U//FGGQ) There are special rules that must be followed prior to obtaining a search warrant
that might intrude upon professional, confidential relationships.
18.7.1.2 (U) LEGAL AUTHORITY

(U) Searches conducted by the FBI must be in conformity With FRCP Rule 41' FISA, 50
U.S.C. §§ 1821-1829; or E 0 . 12333 §2.5.

18‐170 V . .
e r s 1 0 n Dated.
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18.7.1.3 (U)DEFINITIONOFINVESTIGATIVEMETHOD

(U) PhysicalSearch defined: A physical search constitutes any physical intrusionWithin the
United States into premises or property (including examination of the interior of property by
technical means) that is intended to result in the seizure, reproduction, inspection, or alteration
of information, material, or property, under circumstances in Which aperson has a reasonable
expectation of privacy.
(U) A physical search requiring awarrant does not include: (i) electronic surveillance as
defined in FISA or Title I I I ; or (i i) the acquisition by the United States Government of foreign
intelligence information from international foreign communications, or foreign intelligence
activities conducted according to otherwise applicable federal law involving a foreign
electronic communications system, using ameans other than electronic surveillance as
defined in FISA.

18.7.1.3.1 (U) REQUIREMENTFORREASONABLENESS

(U) By the terms of the FourthAmendment, a search must be reasonable at its ince tion and
reasonable in its execution.

18.7.1.3.2 (U) REASONABLEEXPECTATION0F PRIVACY

(U) The right of privacy is apersonal right, not aproperty concept. It safeguards Whatever an
individual reasonably expects to beprivate. The protection normally includes persons,
residences, vehicles, other personal property, private conversations, private papers and
records. The Supreme Court has determined that there is no reasonable expectation of privacy
in certain areas or information. As a result, government intrusions into those areas do not
constitute a search and, thus, do not have to meet the requirements of the FourthAmendment.
These areas include: ( i) open fields; ( i i ) prison cells; (i i i) public access areas; and (iv) vehicle
identification numbers. The Supreme Court has also determined that certain governmental
practices do not involve an intrusion into areasonable expectation of privacy and, therefore,
do not amount to a search. These practices include: ( i) aerial surveillance conducted from
navigable airspace; (i i ) field test of suspected controlled substance; and (ii i) odor detection. A
reasonable expectation of privacy may be terminated by an individual taking steps to
voluntarily relinquish the expectation of privacy, such asabandoning property or setting trash
at the edge of the curtilage or beyond for collection.

18.7.1.3.3 (U) ISSUANCEOFSEARCHWARRANT

(U) Under FRCPRule 41, upon the request of a federal law enforcement officer or an attorney
for the government, a search warrant may be issued by:

A) (U) a federal magistrate judge, or if none is reasonably available, ajudge of a state court of
recordwithin the federal district, for a search of property or for aperson within the district;

B) (U) a federal magistrate judge for a search of property or for aperson either within or outside
the district if the property or person is within the district when the warrant is sought but might
move outside the district before the warrant is executed;

18‐171 V . .
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C) (U) a federal magistrate judge in any district in Which activities related to the terrorism may
have occurred, for a search of property or for aperson within or outside the district, in an
investigation of domestic terrorism or international terrorism (as defined in 18U.S.C. § 2331);
and

D) (U) a magistrate with authority in the district to issue a warrant to install a tracking device.
The warrant may authorize use of the device to track the movement of a person or property
located within the district, outside, or both.

(U) Physical searches related to a national security purpose may be authorized by the FISC.
(50 U.S.C. §§ 1821-1829)

18.7.1.3.4 (U) PROPERTYORPERSONS THATMAYBE SEIZED WITHA WARRANT

(U) A warrant may be issued to search for and seize any: (i) property that constitutes evidence
of the commission of a criminal offense; (i i) contraband, the fruits of crime, or things
otherwise criminally possessed; or (i i i ) property designed or intended for use or that is or has
been used asthe means of committing a criminal offense. In addition to aconventional search
conducted following issuance of a warrant, examples of search warrants include:

18.7 .1 .3 .4 . ] (U) ANTICIPATORY WARRANTS

(U) As the name suggests, ananticipatory warrant differs from other search warrants in
that it is not supported by probable cause to believe that contraband exists at the premises
to be searched at the time the warrant is issued. Instead, ananticipatory search warrant is
validly issued Where there is probable cause to believe that a crime has been or is being
committed, and that evidence of such crime Will be found at the described location at the
time of the search, but only after certain specified events transpire. These conditions
precedent to the execution of an anticipatory warrant, sometimes referred to as
"triggering events," are integral to its validity. Because probable cause for ananticipatory
warrant is contingent on the occurrence of certain expected or "triggering" events,
typically the future delivery, sale, or purchase of contraband, the judge making the
probable cause determination must take into account the likelihood that the triggering
event Will occur on schedule and aspredicted. Should these triggering events fail to
materialize, the anticipatory warrant is void.

18.7.1.3.4.2 (U) SNEAK AND PEEK SEARCH WARRANTS

(U) A sneak and peek search warrant allows law enforcement agents to surreptitiously
enter a location such asa building, an apartment, garage, storage shed, etc., for the
nnurose of lookin_ for and documentin; evidence of criminal actiVit ‐ b 7 E

I8 .7.1.3.4.3 (U) MAIL OPENINGS

(U) Mai l in United States postal channels may be searched only pursuant to court order,
or presidential authorization. United States Postal Service regulations governing such

18‐172 V . .
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activities must be followed. A search of items that are being handled by individual
couriers, or commercial courier companies, under circumstances in Which there is a
reasonable expectation of privacy, or have been sealed for deposit into postal channels,
and that are discovered within properties or premises being searched, must be carried out
according to unconsented FISA or FRCPRule 41 physical search procedures.

18.7.1.3.4.4 (U) COMPELLEDDISCLOSUREOFTHE CONTENTS OFSTOREDWIRE
ORELECTRONIC COMMUNICATIONS

(U) Contents in “electronic storage” (e.g., unopened e‐mai1/voice mail) require a search
warrant.See 18U.S.C. § 2703(a). A distinction is made between the contentsof
communications that are in electronic storage (e.g., unopened e‐mail) for less than 180
days and those in "electronic storage" for longer than 180 days, or those that are no
longer in "electronic storage" (e.g., opened e‐mai1). In enacting the ECPA,Congress
concluded that customers may not retain a "reasonable expectation of privacy" in
information sent to network providers. However, the contents of an e‐mail message that
is unopened should nonethe1ess be protected by FourthAmendment standards, similar to
the contents of aregularly mailed letter. On the other hand, if the contents of anunopened
message are kept beyond six months or stored on behalf of the customer after the e‐mail
has been received or opened, it should be treated the same asabusiness record in the
hands of a third party, such as an accountant or attorney. In that case, the government
may subpoena the records from the third party Without running afoul of either the Fourth
or Fifth Amendment. If a search warrant is used, it may be served on the providerWithout
notice to the customer or subscriber.
18.7.1.3.4.4.1 (U) SEARCHWARRANT

(U/fFSU-Q.) Investigators can obtain the full contents of anetwork account With a search
warrant. ECPA does not require the government to notify the customer or subscriber
When it obtains information from aprovider using a search warrant. Warrants issued
under 18U.S.C. §2703 must either comply With FRCPRule 41 or be anequivalent state
warrant. Warrants issued pursuant to 18U.S.C. § 2703 do not require personal service on
the customer; the warrants are only be served on the electronic communication service or
a remote computing service. FRCPRule 41 requires acopy of the warrant be leftWith the
provider, and areturn and inventory bemade. Federal courts have nationwidejurisdiction
to issue these search warrants (see below).
(U)With a search warrant issued based on probable cause pursuant to FRCPRule 41 or
anequivalent state warrant, the government may obtain:
A) (U) The contents of a wire or electronic communication that has been in electronic storage in

an electronic communications system for one hundred and eighty days or less, and
B) (U) Everything that can beobtained using a 18U.S.C. § 2703(d) court order with notice.

(U) In other words, every record and all of the stored contents of anaccount‐including
opened and unopened e‐mai1/voice ma i 1 ‐ can be obtained With a search warrant based
on probable cause pursuant to FRCPRule 41. Moreover, because the warrant is issued by
aneutralmagistrate based on a finding of probable cause, obtaining a search warrant
effectively insulates the process from challenge under the FourthAmendment.

18‐173 V . .
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18.7.1.3.4.4.2 (U)NAT10NWIDESC0PE

(U) Search warrants under 18 U.S.C. § 2703(a) may be issued by a federal "court With
jurisdiction over the offense under investigation," and may be executed outside the
district of the issuing court for material responsive to the warrant. State courts may also
issue warrants under 18 U.S.C. § 2703(a), but the statute does not give these warrants
effect outside the issuing court’s territorial jurisdiction. As with any other FRCP Rule 41
warrant, investigators must draft an affidavit and aproposed warrant that complies With
FRCP Rule 41.

18.7.1.3.4.4.3 (U) SERVICE OFPROCESS

(U) 18 U.S.C. § 2703(a) search warrants are obtained just like any other FRCP Rule 41
search warrant but are typically served on the provider and compel the provider to find
and produce the information described in the warrant. ECPA expressly states that the
presence of an officer is not required for service or execution of a search warrant issued
pursuant to 18 U.S.C. § 2703(a).

18.7.1.3 .4.4.4 (U) COURT ORDER WITHPRIORNOTICETO THE SUBSCRIBER 0R CUSTOMER

(U/fFGHGé‐Investigators can obtain everything in a network account except for
unopened e‐mail or voice‐mail stored With aprovider for 180 days or less using a 18
U.S.C. § 2703(d) court order With prior notice to the subscriber unless they have obtained
authority for delayed notice pursuant to 18U.S.C. § 2705. ECPA distinguishes between
the contents of communications that are in "electronic storage" (e.g., unopened e‐mail)
for less than 180 days, and those that have been in "electronic storage" for longer or that
are no longer in "electronic storage" (e.g., opened e‐mail).

(U) FB I employees Who obtain a court order under 18 U.S.C. § 2703(d), and either give
prior notice to the subscriber or comply With the delayed notice provisions of 18 U.S.C. §
2705(a), may obtain:
A) (U) “The contents of aWire or electronic communication that has been in electronic storage in

an electronic communications system for more than one hundred and eighty days.” 18U.S.C.
§ 2703(a).

B) (U) "The contents of any wire or electronic communication" held by a provider of remote
computing service "on behalf of . . . a subscriber or customer of such remote computing
service," 18U.S.C. §§ 2703(b)(1)(B)(ii), 2703 (b)(2); and

C) (U) Everything that can beobtained using a 18U.S.C. § 2703(d) court order without notice.

U

(U)

18‐174 V . .
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18.7.1.3.4.4.5 (U)LEGAL STANDARD

(U) To order delayed notice, the court must find that "there is reason to believe that
notification of the existence of the court order may... endanger the life or physical safety
of an individual; [lead to] flight from prosecution; [lead to] destruction 0f 0r tampering
With evidence; [lead to] intimidation of potentialWitnesses; 0r . . . otherwise seriously
jeopardiz[e] an investigation or unduly delay[ ] a trial." 18U.S.C. §§2705(a)(1)(A) and
2705(a)(2). The applicant must satisfy this standard anew each time an extension of the
delayed notice is sought.
18.7.1.3.4.4.6 (U)NAT10NWIDESC0PE

(U) Federal court orders under 18U.S.C. § 2703(d) have effect outside the district of the
issuing court. Orders issued pursuant t018 U.S.C. § 2703(d) may compel providers to
disclose information even if the information is stored outside the district of the issuing
court. See 18U.S.C. §2703(d) ("any court that is a court of competent jurisdiction" may
issue a 18U.S.C. §2703[d] order); 18U.S.C. § 2711(3) (court of competentjurisdiction
includes any federal court havingjurisdiction over the offense being investigatedWithout
geographic limitation).
(U) 18U.S.C. § 2703(d) orders may also be issuedby state courts. See 18U.S.C. §§
2711(3), 3127(2)(B). Such orders issuedby state courts, however, do not have effect
outside the jurisdiction of the issuing state. See 18U.S.C. §§2711(3).
18.7.1.3 .4.4.7 (U) COURTORDERWITHOUTPRIORNOTICETO THE SUBSCRIBER 0R

CUSTOMER

(U) A court order under 18U.S.C. § 2703(d) may compel disclosure of:
A) (U) A11 "record(s) or other information pertaining to a subscriber to or customer of

such service (not including the contents of communications [held by providers of
electronic communications service and remote computing service])," and

B) (U) Basic subscriber information that can be obtained using a subpoena Without
notice. 18U.S.C. § 2703(c)(1).

18.7.1.4 (U)APPROVAL REQUIREMENTSFOR INVESTIGATIVEMETHOD

A) (U//FQU-Q-) Search warrants issuedunder authority of FRCPRule 41: A warrant
to search is issued by a federal magistrate (or a state court judge if a federal
magistrate is not reasonably available). CoordinationWith the USAO or D C ] is
required to obtain the warrant.

B) (U//FQUO) FISA: In national security investigations, field office requests for FISA
authorized physical searches must be submitted to FBIHQusing the FB IFISA
Request Form. Field office requests for FISA approval are tracked throug1:|
This form should be completed by the case agent.

C) (U/AFQU-Q) Sensitive InvestigativeMatters (SIM): Notice to the appropriate FBIHQ
operational Unit Chief and Section Chief is required if the matter under investigation

18‐175 V . .
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is a sensitive investigative matter. Notice to D 0 ] is also required, asdescribed in
DIOGSection 10.

1)) IJHF£NJ€LIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII b 7 E

(U) 28 C.F.R. § 50.10(b)(1)(ii) provides guidance on categories of individuals and entities not
by, and therefore not entitled to the protections of the DOJpolicy set out above.

18.7.1.5 (U)DURATIONOFAPPROVAL

(U) The duration for the execution of a warrant is established by the court order or warrant.

18.7.1.6 (U)SPECIFIC PROCEDURES

18.7.1.6.1 (U) OBTAININGA WARRANT UNDERFRCPRULE41

18.7.1 .6 .1 . ] (U) PROBABLECAUSE

(U//-F~G-HG) After receiving an affidavit or other information, amagistrate judge or a
judge of a state court of recordmust issue the warrant if there is probable cause to search
for and seize aperson or property under FRCPRule 41(0). Probable cause exists Where
“the facts and circumstances within the FB I employee’s knowledge, and of which they
had reasonably trustworthy information are sufficient in themselves to warrant aperson
of reasonable caution in the beliefthat. ..” a crime has been or is being committed, and
that sizable property can be found at the place or on the person to be searched. Probable
cause is a reasonable belief grounded on facts. In judging whether a reasonable belief
exists, the test is whether such abelief would be engendered in aprudent personWith the
officer’s training and experience. To establish probable cause, the affiant must
demonstrate abasis for knowledge and belief that the facts are true and that there is
probable cause to believe the items listed in the affidavit Will be found at the place to be
searched.

18.7.1.6.1.2 (U)REQUESTINGAWARRANT IN THE PRESENCEOFAJUDGE

A) (U) Warrant on an Affidavit: When a federal law enforcement officer or an attorney for the
government presents an affidavit in support of a warrant, the judge may require the affiant to
appear personally and may examine under oath the affiant and any witness the affiant
produces.

B) (U) Warrant 0n Sworn Testimony: The judge may wholly or partially dispense with awritten
affidavit and base a warrant on sworn testimony if doing so is reasonable under the
circumstances.

C) (U) Recording Testimony: Testimony taken in support of awarrant must berecordedby a
court reporter or by a suitable recording device, and the judge must file the transcript or
recordingwith the clerk, along with any affidavit.
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I8 .7.1.6.1.3 (U)REQUESTINGAWARRANT BYTELEPHONIC OROTHERMEANS
A) (U) In General: A magistrate judge may issue a warrant based on information

communicated by telephone or other appropriate means, including facsimile transmission.
B) (U) Recording Testimony: Upon learning that anapplicant is requesting awarrant, a

magistratejudge must: ( i ) place under oath the applicant and any person on whose testimony
the application is based; and (i i ) make a verbatim recordof the conversation with a suitable
recording device, if available, or by a court reporter, or in writing.

C) (U) Certifying Testimony: The magistrate judge must have any recording or court reporter's
notes transcribed, certify the transcription's accuracy, and file acopy of the record and the
transcription with the clerk. Any written verbatim recordmust be signed by the magistrate
judge and filed with the clerk.

D) (U) Suggression Limited: Absent a finding of bad faith, evidence obtained from awarrant
issuedunder FRCPRule 41(d)(3)(A) is not subject to suppression 0n the ground that issuing
the warrant in that manner was unreasonable under the circumstances.

I 8 .7.1.6.1.4 (U) ISSUINGTHE WARRANT

(U) In general, the magistrate judge or ajudge of a state court of record must issue the
warrant to an officer authorized to execute it. The warrant must identify the person or
property to be searched, identify any person or property to be seized, and designate the
magistratejudge to Whom it must be returned. The warrant must command the officer to:
( i ) execute the warrant within a specified time no longer than 14days; (i i) execute the
warrant during the daytime, unless the judge for good cause expressly authorizes
execution at another time; and (ii i) return the warrant to the magistrate judge designated
in the warrant.

I 8 .7.1.6.1.5 (U)WARRANT BYTELEPHONIC OROTHERMEANS

(U) If amagistratejudge decides to proceed under FRCPRule 41(d)(3)(A), the following
additional procedures apply:
A) (U) Pregaringa ProgosedDquicate Original Warrant: The applicant must prepare a

"proposed duplicate original warrant" and must read or otherwise transmit the contents of that
document verbatim t0 the magistratejudge.

B) (U) Pregaringan Original Warrant: The magistratejudge must enter the contents of the
proposed duplicate original warrant into anoriginal warrant.

C) (U)Modifications:The magistrate judge may direct the applicant tomodify the proposed
duplicate original warrant. In that case, the judge must also modify the original warrant.

D) (U) Signing the Original Warrant andthe Dquicate Original Warrant: Upondetermining to
issue the warrant, the magistratejudge must immediately sign the original warrant, enter on its
face the exact time it is issued, and direct the applicant to sign the judge's name on the
duplicate original warrant.

I 8 .7.1.6.1.6 (U)WRITTENOPERATIONORDERS FORSEARCHOPERATIONS

(U) The ADIC/SAC is responsible to ensure that careful and thorough planning is
conducted for the successful execution of a high risk search operation involving a
potentially dangerous situation or subject. The planmust be adapted to each situation and
must include relevant details to enhance the safety and effectiveness of the agents and
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officers involved in the search operation. The planning and execution of arrests, raids,
and searches should be assigned to experienced Agents. A l l plans must be approved by
ASACs or their designees.
(U) Prior to conducting a search operation deemed ahigh risk, the agent must prepare a
written operation order (OPORDER) to include the five critical categories: Situation,
Mission, Execution, Administration and Equipment, and Control and Communication
(SMEAC), and must utilize the Law Ei’zi‘onieimzm 0 mmfions Order {OPORDER} F?.?‑
888'. In situations Where an F B ISWAT Team(s) or the Critical Incident Response
Group’s (CIRG), Tactical Section is involved, the Operations Order Template must be
usedinneuofthe FD-sss. S e e t h _ m
an ‐ or more on the use of the SWAT
Teams and CIRG, Tactical Section in high risk operations.
(U) The written OPORDER must be presented in an oral briefing to all personnel
involved in the execution of the search warrant prior to the operation. During the briefing,
the briefing agent should stress to the participants of the operation that the search has the
potential to become dangerous. At the discretion of the field office approving official, the
CDC/ADC may review the OPORDER (FD-SSE) and/or participate in providing the FBI
deadly force briefing to the search operation participants.
(U) Exigent circumstances (i.e., emergency, pressing necessity requiring immediate
action) may necessitate an oral briefing in lieu of the written OPORDER. The ASAC or
designee must approve the use of an oral briefing in lieu of awritten and approved
OPORDER in exigent circumstances. An oral briefing must follow the requirements of a
written OPORDER to address the SMEAC categories identified above. Documentation of
the oral briefing must occur assoon aspossible following the operation by preparing and
filing the FD‐BSS or the Operations Order Template, Whichever is appropriate for the
situation.
(U) The agent may consider utilizing, and/or alerting local authorities to the planned
search, if appropriate under the circumstances. Although the time of notification is left to
the discretion of the agent, he/she must consider the jurisdiction of local law
enforcement, its responsibility to its community and its need to be aware of law
enforcement actions in its jurisdiction.

18.7 .1 .6 . ] .7 (U) EXECUTINGAND RETURNINGT H E WARRANT
A) (U) Noting the Time: The officer executing the warrant must enter on its face the exact date

and time it is executed.

B) (U) Invenmfl:An officer present during the execution of the warrant must prepare and verify
an inventory of any property seized. The officer must do so in the presence of another officer
and the person from whom, or from whose premises, the property was taken. If either one is
not present, the officer must prepare and verify the inventory in the presence of at least one
other credible person.

C) (U) Receigt: The officer executing the warrant must: ( i ) give a copy of the warrant and a
receipt for the property taken to the person from whom, or from whose premises, the property
was taken; or ( i i ) leave a copy of the warrant and receipt at the place Where the officer took the
property.
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D) (U) Return: The officer executing the warrant must promptly return it ‐ together with acopy
of the inventory ‐ to the magistratejudge designated on the warrant. The judge must, on
request, give a copy of the inventory to the person from whom, or from whose premises, the
property was taken and to the applicant for the warrant.

I 8 .7.1.6.1.8 (U) FORWARDINGPAPERS TO T H E CLERK

(U) The magistratejudge to whom the warrant is returned must attach to the warrant a
copy of the return, the inventory, and all other related papers and must deliver them to the
clerk in the district where the property was seized. (FRCP Rule 41)

I8 .7.1.6.1.9 (U) WARRANT FOR A TRACKING DEVICE

A) (U) Noting the Time: The officer executing a tracking device warrant must enter on it the
exact date and time the device was installed and the period during which it was used.

B) (U) Return: Within 10 calendar days after the use of the tracking device has ended, the officer
executing the warrant must return it to the judge designated in the warrant.

C) (U) Service: Within 10 calendar days after use of the tracking device has ended, the officer
executing the warrant must serve a copy of the warrant on the person who was tracked.
Service may be accomplished by delivering a copy to the person who, or whose property was
tracked; or by leaving a copy at the person’s residence or usual place of abode with an
individual of suitable age and discretion who resides at that location and by mailing a copy to
the person’s last known address. Upon request of the government, the judge may delay notice
asprovided in FRCP Rule 41(f)(3).

I 8 .7.1.6.1.10 (U) DELAYEDNOTICE

(U) Uponthe government’s request, a magistratejudge‐or if authorized by FRCP Rule
41(b), ajudge of a state court of record‐may delay any notice requiredby FRCP Rule
41 if the delay is authorized by statute.

18.7.1.6.2 (U) OBTAININGA FISA WARRANT

(U) Applications for court‐authorized physical search pursuant to FISA must be made by a
federal officer in writing upon oath or affirmation and with the specific approval of the
Attorney General. (See 50 U.S.C. § 1823).

18.7 .1 .6 .2 . ] (U) CERTIFICATE BY THE DIRECTOR OFT H E F B I

(U) Each FISA application must be accompanied by a Certification by the Director of the
F B Ior one of nine other individuals authorized by Congress or the President to provide
such certifications that: the information being sought is foreign intelligence information;
that a significant purpose of the search is to obtain foreign intelligence information; that
such information cannot reasonably be obtained by normal investigative techniques; that
the information sought is "foreign intelligence information" asdefined by FISA. The
certification must include a statement explaining the certifier's basis for the certification.
(U) 50 U.S.C. § 1823 specifies the Assistant to the President for National Security
Affairs; E.O. 12139 asamended by E D . 13383 specifies the Director of the FBI, Deputy
Director of the FB1,the Director of National Intelligence, the PrincipalDeputy Director
of National Intelligence, the Director of the Central Intelligence Agency, the Secretary of
State, the Deputy Secretary of State, the Secretary of Defense, and the Deputy Secretary
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of Defense asappropriate officials to make certifications required by FISA. The F B I
Director has represented to Congress that the FBIdeputy Director wil l only certify
FISA’s when the F B IDirector is not available to do so.

18.7.1.6.2.2 (U) LENGTHOFPERIOD OFAUTHORIZATION FOR FISC ORDERS

(U) Generally, a FISC Order approving an unconsented physical search wil l specify the
period of time during which physical searches are approved and provide that the
government wil l be permitted the period of time necessary to achieve the purpose, or for
90 days, whichever is less, except that authority may be:
A) (U) For no more than one year for "Foreign Power" targets (establishments); or

B) (U) For no more than 120 days for a non-USPER agent of a foreign power, with renewals for
up to one.

18.7.1.6.2.3 (U) EXTENSIONOFPHYSICAL SEARCH AUTHORITY

(U//F6'UG) An extension of physical search authority may be granted on the same basis
asthe original order upon a separate application for anextension and upon new findings
made in the same manner asthe original order.

18.7.1.6.2.4 (U) EMERGENCY FISA AUTHORITY

A) (U) The Attorney General may authorize an emergency physical search under FISA when he
reasonably makes a determination that an emergency situation exists that precludes advance
FISA court review and approval, and there exists a factual predication for the issuance of a
FISA Court Order. In such instances, a FISCjudge must be informed by the Attorney General
or his designee at the time of the authorization and an application according to FISA
requirements is submitted to the judge assoon asis practicable but not more than seven (7)
days after the emergency authority has been approved by the Attorney General.

B) (U) If a court order is denied after an emergency authorization has been initiated, no
information gathered asa result of the search may be used in any manner except if with the
approval of the Attorney General, the information indicates a threat of death or serious bodily
harm to any person.

C) (U//FeU-Q} For anemergency FISA for physical s e a r c h , | : |

I8 .7.1.6.2.5 (U) SPECIAL CIRCUMSTANCES

(U) The President through the Attorney General may also authorize aphysical search
under FISA without a court order for periods of up to one year, if the Attorney General
certifies that the search wil l be solely directed atpremises, information, material, or
property that is used exclusively by or under the open and exclusive control of a foreign
power; there is no substantial likelihood that the physical search will involve the
premises, information, material, or propertyof a United States person (USPER); and
there are minimization procedures that have been reported to the court and Congress. The
FBI's involvement in such approvals is usually in furtherance of activities pursued
according to E 0 . 12333. Copies of such certifications are to be transmitted to the FISA
Court. See 50 U.S.C. § 1822[a].
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(U) Information concerning USPERs acquired through unconsented physical searches
may only be used according to minimization procedures. See: 50 U.S.C. §§ 1824(d)(4)
and 1825(a).

I 8 .7.1.6.2.6 (U) REQUIREDNOTICE

(U) If an authorized search involves the premises of an USPER, and the Attorney General
determines that there is no national security interest in continuing the secrecy of the
search, the Attorney General must provide notice to the USPER that the premises was
searched and the identification of any property seized, altered, or reproduced during the
search.

18.7.1.6.2.7 (U/IFUU-e}FISA VERIFICATION 0F ACCURACY PROCEDURES

U / / E Q I : } 8

U / / ' F 9 U ' 9 §  ‐

A) (U/7FU‘U'6)
submission to t 6 F1 must me u 6 ISFISA| : | m u s tbe used for coples 0 a 0 t 6 sun n0rt1n_ ocumentat lon relied unon
when making the certifications contained on the _

me 1106 :
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I8 .7.1.6.2.8 (U) USE OFFISA DERIVED INFORMATIONIN OTHER PROCEEDINGS

(Ufi‘FGU-Q) There are statutory (50 U.S.C. Sections 1806, 1825, and 1845) and Attorney
General (AG) policy restrictions on the use of information derived from a FISA ELSUR,
physical search, or PR/TT. These restrictions apply to and must be followed by anyone
“who may seek to use or disclose FISA information in any trial, hearing, or other
proceeding in or before any court, department, officer, agency, regulatory body, or other
authority of the United States. . . .” See DIOGAppendix E for the AG Memo, Revised
Policy on the Use or Disclosure of FISA Information, dated 01‐10‐2008. The guidance in
the AG’s Memo establishes notification/approval procedures which must be strictl
followed. Thou h not contained in the AG Memo F B I 0110 re uires that

(U//FSHS) The United States must, prior to the trial, hearing, or other proceeding or at a
reasonable time prior to an effort to disclose or usethat information or submit it into
evidence, notify the “aggrieved person” [as defined in 50 U.S.C. Sections 1801(k),
1821(2), or 1841(2)], and the court or other authority in Which the information is to be
disclosed or used, that the United States intends to disclose or use such information. See
50 U.S.C. Sections 1806(0), 1825(d), and 1845(C).

(U/z‘FG-HG) Each investigative file for Which an application is or has been re ared for
submission to the FISC Will include a sub‐file to be labele
‐ T h i sub-meistocomcopies
of all applications to and orders issued by the FISC for the conduct of physical searches
in the investigation. The following data must be included in t h i s :
A >  < w _and

13> < w _| : |
18.7.1.6210 (U/fF-G-H'G'TFISA RENEWALS

<U#Feee> _

( U / / _
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(U//FGH€) ‐ NE

18.7.1.6.2.10.1 (U) APPEALING THEDECISIONOFTHEREVIEWBOARD

U / f F G H G  ‐

18.7.1 .6 .2 . ]I (U) COMPLIANCE AND MONITORINGFOR FISA

contact NSLB for further guidance regarding the handling of any
FISA overcollection.
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18.7.2 (U) INVESTIGATIVEMETHOD:ELECTRONICSURVEILLANCE‐ TITLE I I I
18.7.2.1 (U) SUMMARY

(U//F‘GHG-) Electronic Surveillance (ELSUR) under Title I I I is a valuable investigative
method. It is, also, a very intrusive means of acquiring information relevant to the effective
execution of the FBI’s law enforcement. To ensure that due consideration is given to the
competing interests between law enforcement and the effect on privacy and civil liberties, this
section contains various administrative and management controls beyond those imposed by
statute and D O ] guidelines. Unless otherwise noted, it is the responsibilit 0f the case a ent
and his/her supervisor toensure compliance With these instructions.|:g‐I b 7 E

I : | T i t l eH IELSUR
requires: (i) administrative or judicial authorization prior to its use; (i i) contact With the field
office ELSUR Technician to coordinate all necessary recordkeeping; and (i i i ) consultation
With the Technical Advisor (TA) or adesignated T TA to determine feasibility, applicability,
and use of the appropriate equipment.

18.7.2.2 (U) LEGAL AUTHORITY

(U) Title I I IELSUR is authorized by chapter 119, 18 U.S.C. §§ 2510‐2522 (Title I I Iof the
Omnibus and Safe Streets Act of 1968).

18.7.2.3 (U) DEFINITION OFINVESTIGATIVE METHOD

(U) Title I I IELSUR is the non‐consensual electronic collection of information (usually
communications) under circumstances in Which the parties have a reasonable expectation of
privacy and court orders or warrants are required.
18.7.2.4 (U) TITLE I I IGENERALLY

(U) With the prior approval of the Attorney General, or Attorney General’s designee, the
United States Attorney, by and through anAUSA, or the Strike Force Attorney, may apply to
a federal judge for a court order authorizing the interception of Wire, oral, or electronic
communications relating to one or more of the offenses listed in Title I I I (18 U.S.C. § 2516).
Judicial oversight continues throughout the operational phase of the electronic surveillance
including the installation, monitoring, and handling of recording media.
(U) For purposes of obtaining review and approval for use of the method, Title 111
applications are considered to be either “sensitive” or “non‐sensitive.” The requirements for
each are set forth below.
18.7.2.5 (U) STANDARDS FOR USE AND APPROVAL REQUIREMENTS FOR NON‑

SENSITIVE TITLE I I I s

(U//FGHG) An SAC is the authorizing official to approve all requests for “non‐sensitive”
Title I I Iorders, including original, extension, and renewal applications. SAC approval of all
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extensions and renewals is required to ensure that field office managers Will allocate the
resources necessary to use this method. Any delegation of SAC approval authority to an
ASAC under this section must be in writing (See DIOG Section 3.4.3).

(U//-F8'H6')'Prior to SAC approval referred to above, CDC or OGC review is required for the
initial “non‐sensitive” Title I I Iorder. Extensions and renewals sought within 30 days after the
expiration of the original Title I I Iorder in non‐sensitive Title I l l s do not require CDC review,
unless requestedby the SAC or designee. The CDC must review renewals sought more than
30 days after the expiration of the original Title I I Iorder.
(U/TFGB‘G) There may be situations or unusual circumstances requiring the FBI to adopt an
already existing Title 111from another federal law enforcement agency. Such adoptions may
only be done on a case‐by‐case basis, in exceptional circumstances, and subject to the
requirements set forth herein relating to CDC review and SAC approval. Should the Title I I I
proposed for adoption involve sensitive circumstances, it must also be handled in accordance
With the approval and review requirements set forth below.
18.7.2.6 (U) STANDARDS FOR USE AND APPROVAL REQUIREMENTS FOR SENSITIVE

TITLE I I I s

(U//FGHG) All Title 111applications involving one of the seven “sensitive circumstances,”
listed below, including all extensions and renewals, must be reviewed by OGC and approved
by FBIHQ. The SAC, With the recommendation of the CDC, must determine whether the
request involves sensitive circumstances. The term “sensitive circumstances” asused in this
section relating to electronic surveillance under Title I I I is different from the term “sensitive
investigative matters,” asused in conjunction with approval requirements for opening
Assessments and Predicated Investigations, and is different from the term “sensitive
monitoring circumstances” asused in conjunction with the approval requirements for
consensual monitoring.
(U/7‘FQU-99 The field office must include a copy of the completed CDC checklist (FD‐926)
When forwarding the initial sensitive Title 111applications to OGC and FBIHQ for review.
After the initial submission, the CDC checklist must be completed by the appropriate OGC
unit for all subsequent extensions or renewals of sensitive Title I l ls.

(U/fFS-b‘e) Although ultimate approval for sensitive Title I l l s is at the FBIHQ level, the SAC
or ASAC must continue to review and approve the use of the method for all sensitive Title 111
applications asit relates to the allocation of resources Within their field office.
(U//FG-b‘6) The following five sensitive circumstances require the approval of a Deputy
Assistant Director (DAD) or ahigher level official from the Criminal Investigative Division
(CID), Cyber Division, Counterterrorism Division (CTD), Weapons of Mass Destruction
Directorate (WMDD), or Counterintelligence Division (CD), asappropriate, and such
approvals must be documented in an EC:

A) (U/H-T-efiej'Significant privilege issues or First Amendment concerns (e.g., attorney-client
privilege or other privileged conversations or interception of news media representatives);

B) (U/fF'GfiO) Significant privacy concerns are anticipated (e.g., placing a microphone in a
bedroom or bathroom);
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C) (U/LF-GHG‘) Application is based on “relaxed specificity” (1.6., “roving” interception) under 18
U.S.C. § 2518(11)(a) and (b);

D) (U//FOUO') Application concerns aDomestic Terrorism (DT), International Terrorism, 0r
Espionage investigation; or

E) (U/LEOU-Q)Any situation deemed appropriate by the AD 0f CID 0r OGC.

(U//FGH6) The following two sensitive circumstances require the approval of the Director,
the Acting Director, Deputy Director, or the Executive Assistant Director (EAD) for the
Criminal Cyber Response and Services Branch or National Security Branch, or the respective
Assistant Director for Criminal InvestigativeDivision (C1D), Cyber Division,
CounterterrorismDivision (CTD),Weapons of Mass DestructionDirectorate (WMDD), 0r
Counterintelligence Division (CD), and such approvals must be documented in anEC:

A) (U/I‘FGU-O) "Emergency" Title I I I interceptions (i.e., interceptions conducted prior to judicial
approval under 18U.S.C. § 2518(7)); or

B) (U//F'GHQ) It is anticipated that conversations of members of Congress, federal judges, high‑
1eve1federal officials, high-level state executives, or members of a state judiciary 0r
legislature wil l be intercepted.

(U//FO‘U6) “Sensitive circumstances” may develop at any point in time during the course of a
Title I I I . For example, While aninitial application for interceptions might not be considered
sensitive, conversations intercepted thereafter of ahigh‐level state executive would render any
subsequent spinoffs, extensions, or renewals “sensitive” Title 111requests.
18.7.2.7 (U) PROCEDURESFOREMERGENCY TITLE I I I INTERCEPTIONS

(U/f'FU‘U‘G‘) 18U.S.C. § 2518(7) provides that any investigative or law enforcement officer,
specially designated by the Attorney General, Deputy Attorney General, or the Associate
Attorney General, Who reasonably determines that an emergency situation exists that requires
communications to be interceptedbefore an order authorizing such interception can, With due
diligence, beobtained, and there are grounds uponWhich anorder could be entered
authorizing interception,may intercept such communications.
(U/fFC'Ufij'Section 2518(7) postpones, rather than eliminates the need for judicial
authorization. If the Attorney General, Deputy Attorney General, or the Associate Attorney
General authorizes anappropriate FB Iofficial to approve anemergency Title I I I interception,
an after‐the‐fact application for anorder approving the interceptionmust be made in
accordance With Title I I I to the appropriate Court, and anorder obtained, within 48 hours after
the interception has occurred or begins to occur.
U/fFO'U‘O
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(U) 18U.S.C. § 2518(7) defines anemergency situation asone involving:
A) (U) immediate danger of death or serious physical injury to any person,

B) (U) conspiratorial activities threatening the national security interest, or
C) (U) conspiratorial activities characteristic of organized crime.

(U//FGHG) In all but the most unusual circumstances, the only situations likely to constitute
an emergency by the Department of Justice (DOJ) are those involving an imminent threat to
life, e.g., akidnapping, hostage taking, or imminent terrorist activity.

18.7.2.7.1 (U) 0B TAINING EMERGENCYAUTHORIZATION

U/ =-= ‐ b 7 E

A )  U / A a e g e  ‐
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18.7.2.7.2 (U) POST-EMERGENCYAUTHORIZATION

(U/AEQU-Q) Once the AG or his designee has authorized the Director, or his designee to make
the determination whether to proceedwith the emergency Title I I I , the government has 48
hours (including weekends and holidays) from the time the AG granted authorization to apply
for acourt order approving the interception. The field office, in coordination with the AUSA,
must immediately begin preparing anaffidavit, application and proposed order for court
authorization.
(U/+FQHQ-) The affidavit in support of the after‐the‐fact application to the court for anorder
approving the emergency interceptionmust contain only those facts known to the AG or his
designee at the time the emer enc interce tion was a royed . The a lication must be
accompaniedby t h e l i w
which must reflect the date and time of the emergency authorization.
(U/fFO'UG') The government may also request, at the time it files for court‐authorization for
the emergency, court‐authorization to continue the interception beyond the initial 48 hour
period. If continued authorization is sought at the same time, one affidavit may be submitted
in support of both requests. However, the affidavit must clearly indicate what informationwas
communicated to the AG or his designee at the time the emergency interception was approved
and what informationwas developed thereafter. Two separate applications and proposed
orders should be submitted to the court in this situation ‐ one set for the emergency and one
set for the extension. If continued interceptions are not being sought, no further authorization
is needed from CEO. The AUSA should, however, still submit the application, affidavit, and
order to CEO for review. If continued interceptions are sought, that application, affidavit, and
order must be reviewedby CEO and approvedby D C ] like any other Title 111request. In
either situation, the affidavit must also be submitted through the operational unit for OGC
review, when time allows.

( w m o ‑

(U//FOU6) Pursuant to 18U.S.C. §2518(7), in the absence of a court order, interception
shall immediately terminate when the communication sought is obtained or when the
application for the order is denied, whichever is earlier. In the event anapplication for
approval is denied, or in any other case where the interception is terminated without anorder
having been issued, the contents of any wire, oral, or electronic communication intercepted
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shall be treated ashaving been obtained in Violation of Title I I I , and an inventory shall be
served on the person named in the application.

( U / _
I : |

A) (U//FO'UO)

B) (U//-Feb‘®)

C) (U7953989)

U / / : - = 1 ‑

AF
B )  ( U / A a g e m  ‐‑
C )  U / / F S H G  _‑

18.7.2.8 (U) PRE-TITLE I I IELECTRONIC SURVEILLANCE (ELSUR) SEARCH POLICY

(U//F9£-l-Q-) 18 U.S.C § 2518(l)(e) requires that each application for an order to intercept
wire, oral, or electronic communications (hereinafter “Title I I I ” ) contain a statement
describing all previous applications for Title I I I surveillance of the same nersons facilities 0
places named in the current application

(U) For specific details on how to conduct and document such ELSUR searches, see DIOG
Appendix H.
18.7.2.9 (U) DURATIONOFAPPROVAL FOR TITLE 111

(U) Court orders issued pursuant to Title I I I are for a period not to exceed 30 days. An
“extension” order may be sought to continue monitoring beyond the initial 30‐day period
without alapse in time. When abreak in coverage has occurred, a“renewal” order may be
sought to continue monitoring the same interceptees and facilities identified in the original
order. The affidavit and application in support of anextension or renewal must comply With
all of the Title I I I requirements, including approval of the Attorney General or designee.
18.7.2.10 (U) SPECIFIC PROCEDURES FOR TITLE I I IAFFIDAVITS

(U//FG'U6') The requirements in 18U.S.C. § 2518 must be followed in the preparation of a
Title I I I affidavit. The employee drafting the Title I I I affidavit and approving officials must
consider the following requirements:

A) (U/ILF-GHG) The identity and qualifications of the affiant must be articulated;
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B) (U/v‘FefiG) For the interception of wire or oral communications, the affidavit must establish
probable cause to believe a Violation of at least one of the offenses enumerated in 18 U.S.C. §
2516(1) has been, is being, or wi l l be committed. For the interception of electronic
communications, the affidavit must establish probable cause to believe that some federal
felony has been, is being, or wi l l be committed;

C) (U/fiF-QHQ) The affidavit must set forth the identities of those persons, if known, for whom
there is probable cause to believe they are committing the alleged offenses, even if it is not
believed they wi l l be intercepted over the target facility. This group of individuals is often
referred to asthe “Subjects.” “Interceptees” may be listed separately; “interceptee” are those
Subjects who are expected to be intercepted;

D) (U//‘F‘OUO) Probable cause must be current and relevant to the use of the particular facilities
for Which interception is sought;

E) (U//FUUO) The necessity for the Title 111must be articulated. There must be a factual basis
for concluding that alternative investigative procedures have been tried and failed or a
demonstration why these procedures appear to be unlikely to succeed or would be too
dangerous if tried ("boilerplate" statements in this respect are unacceptable);

F) (U//F®HO) Interceptions must beminimized, asstatutorily required;
G) (U//EQHO) The facility or premises to be intercepted must be described fully, including a

diagram, if possible, if microphone installation is contemplated (surreptitious entries may not
be conducted for the purpose of preparing a diagram); and

H) (U//FGHQ) A statement describing all previous applications for Title I I I surveillance of the
same persons (both subjects and interceptees), facilities or places named in the current
affid ' ent, a "search," e.g., an automated indices search of theF B I ' s W s y s t e mand the systems o fother appropriate agencies,
must be conducted prior to submitting the Title I I I affidavit to the DOJ OEO (non-sensitive
circumstances) or to the responsible FBIHQ operational unit (sensitive circumstances). The
squad SSA is responsible for verifying that pre-Title I I IELSUR checks have been completed
before the affidavit is sent to the court. The ELSUR Operations Technician (EDT) and the
ELSUR supervisor are responsible for confirming that ELSUR searches were properly
conducted asset forth in the final application submitted to the court.

(U//‘FG£-IQ) Note: When drafting the Title I I IAffidavit, the agent must determine Whether the
proposed Title I I I intercept involves any of the DOJ‐designated seven "sensitive
circumstances" listed in DIOG Section 18.7.2.6. If the proposed Title I I IWill involve one or
more of the seven "sensitive circumstances," the agent must consult With the assigned AUSA
to determine how the "sensitive circumstance(s)" Will be addressed and how/When the federal
judge Will be notified.
(U//FOU‘O) Note: It is also recommended that the application include how the F B IWill
address any sensitive circumstances as listed in DIOG Section 18.7.2.6, if they exist.
(U/fFGU’O) At least 10 calendar days prior to submitting the original Title 111request to D O ]
OEO, the field office must forward an electronic communication to FBIHQ setting forth by
separate subheading: a synopsis of the investigation; the priority of the investigation Within
the office; the anticipated manpower and/or linguistic requirements and outside support, if
any, that Will be needed; a synopsis of the probable cause supporting the Title I I I application;
the prosecutive opinion of the USAO; and description of the interceptees. If a field office is
unable to submit the EC 10calendar days prior to submitting the request to D O ] OEO, the
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field office must advise the operational unit immediately and note the circumstances that
prevent timely notification.

( W W ) Case agents must use t h e l : | “E
I : l

18.7.2.11 (U) DISPUTE RESOLUTIONFOR TITLE I I IAPPLICATIONS

(U//'F9H-O) When there are legal questions/concerns that cannot be resolved through
discussions With reviewing officials at D C ] , the responsible FBIHQ operational division
supervisors or executives must forward the application to OGC for its review, advice, and
recommendation.

18.7.2.12 (U) REPORTINGAND NOTICE REQUIREMENTS ‐ TITLE I I I

(Uh‘FG'UG' b 7 E

( m m ) :

U//F6'b ‘€ )

U / r F e H e  ‐
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( U fi f f fi f e b 7 E

(U//F6'U'6-) b 7 E

U//-FGHO

18.7.2.12.1 (U//FU'U0)NOTICEREQUIREMENTSFOR SENSITIVEINVESTIGATIVE
MATTERS (SIM) THAT INVOLVETITLE I I IINTERCEPTIONS

(U//FGUG') The anticipated interception of conversations related to a “Sensitive Investigative
Matter” (SHVI) asdefined in DIOG Section 10requires notice to the appropriate FBIHQ Unit
Chief and Section Chief, and D O ] Criminal Division. Note: A sensitive investigative matter
(SIM) is not the same as a sensitive circumstance described in DIOG Section 18.7.2.6.
18.7.2.13 (U)J01NT TITLE I I IOPERATIONS W I T H OTHER LAW ENFORCEMENT

AGENCIES

18.7.2.13.1 (U) FEDERALLAWENFORCEMENTAGENCIES

(U//-FQUQ§ In joint FB Ioperations With other federal law enforcement agencies wherein
electronic surveillance is conducted through a Title I I I installation, the federal agency
administering the electronic surveillance Will assume overall responsibility for ELSUR
indexing and recordkeeping. The fact that the investigation is ajoint operation With another
federal law enforcement agency must be stated in the affidavit and application for the court
order. The joint federal agency must provide the FBIcase agent With a copy of the court order
and application.

( U / / _  “ E

18.7.2.13.2 (U) STATEAND LOCAL LAWENFORCEMENTAGENCIES

(U/AFQUQ) In joint FB Ioperations involving state and local law enforcement agencies
wherein electronic surveillance is conducted through a federal Title I I I installation, any state
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officer being used asanaffiant must be federally deputized. The FBIWill be the administering
agency responsible for the indexing and recordkeeping.
(U/ILFG-He) In joint FB Ioperations involving state and local law enforcement agencies
wherein electronic surveillance is conducted pursuant to the authorization of a state court 1e.
21Wiretap authorized by a state court, asopposed to a federal court) ‑

18.7.2.14 (U)EVIDENCEHANDLING

(U//F6-b‘6) A11ELSURdownloading, processing, and handling of original, derivative, and
copies of original or derivative ELSUR evidence must be conducted by anELSURoperations
technician (EOT) or other designated employee (e.g. an agent Who has successfully completed
ELSUR training in Virtual Academy). ELSUR evidence must not be uploaded i n t 0 | : |
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18.7.3 (U) INVESTIGATIVEMETHOD:ELECTRONICSURVEILLANCE‐ FISA AND
FISA TITLE V I I (ACQUISITIONOF FOREIGNINTELLIGENCE

INFORMATION)
18.7.3.1 (U) SUMMARY

(U//F6U-Q.).ELSUR conducted pursuant to the Foreign Intelligence Surveillance Act (FISA)
is a valuable investigative method. It is, also, avery intrusive means of acquiring information
relevant to the effective execution of the FBI’s national security and intelligence missions. To
ensure that due consideration is given to the competing interests between national security and
the effect on privacy and civil liberties, this section contains various administrative and
management controls beyond those imposed by statute and D O ] guidelines. Unless otherwise
noted, it is the responsibility of the case agent and his/her supervisor to ensure compliance
With these instructions. FISA ELSUR is only authorized asan investigative method in the
conduct of Full Investigations. FISA ELSUR requires administrative or judicial authorization
prior to its use.

b 7 E(U//FOU8) Coordination:

<U//F9b‘67 A _ e L c a t i o m l : l “ E

(U) This section is divided below into FISA (18.7.3.2) and FISA Title V I I (18.7.3.3).

18.7.3.2 (U) FOREIGNINTELLIGENCE SURVEILLANCE ACT (FISA)

18.73 2 . 1 (U) LEGALAUTHORITY

(U) 50 U.S.C. §§ 1801-1811(FISA) and E D . 12333 § 2.5.
(U) FISA Amendments Act of 2008 (P.L.N0. 110‐261).
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18.7.32.2 (U) DEFINITIONOFINVESTIGATIVE METHOD

(U) FISA is the non‐consensual electronic collection of information (usually communications)
under circumstances in Which the parties have a reasonable expectation of privacy and court
orders or warrants are required.

18.7.32.3 (U) STANDARDS FOR USEAND APPROVAL REQUIREMENTSFOR FISA

18.7.3 .2 .3 . ] (U) FISA REQUEST FORM

(U/AFQU-Q) FBIHQ and field office requests for FISC ELSUR orders must use the FISA
Re uest Form. Field office requests for FISA orders are submitted and tracked throughI‐q‐‐|TheFISA request forms, inaquestion and answer format, have been designed b 7 E
to ensure that all information needed for the preparation of a FISC application is provided
to FBIHQ and t0 the DOJ.

(U//FGBQ-) S e ‑
for additional guidance.

18.7.3.2.32 (U) CERTIFICATE BYT H E DIRECTOR OFT H E F B I

(U) Each FISA application must be accompanied by a Certification by the Director of the
F B Ior one of nine other individuals authorized by Congress or the President to provide
such certifications that: the information being sought is foreign intelligence information;
that a significant purpose of the electronic surveillance is to obtain foreign intelligence
information; that such information cannot reasonably be obtained by normal investigative
techniques; that the information sought is "foreign intelligence information" asdefined
by FISA. The certification must include a statement explaining the certifier's basis for the
certification.

(U) Title 50 0f the United States Code Section 1804 specifies the Assistant to the
President for National Security Affairs; E.O. 12139 asamended by E D . 13383 specifies
the Director of the FBI, Deputy Director of the FBI, the Director of National Intelligence,
the Principal Deputy Director of National Intelligence, the Director of the Central
Intelligence Agency, the Secretary of State, the Deputy Secretary of State, the Secretary
of Defense, and the Deputy Secretary of Defense asappropriate officials to make
certifications required by FISA. The FBIDirector has represented to Congress that the
F B IDeputy Director will only certify FISA’s when the F B IDirector is not available to
do so.

18.7.3233 (U) EMERGENCY FISA AUTHORITY (50 U.S.C. § 1805[F])

(U) The Attorney General, on request from the Director of the FBIor his/her designee,
may authorize an emergency FISA for electronic surveillance When it is reasonably
determined that an emergency situation exists that precludes advance FISC review and
approval and that a factual predication for the issuance of a FISA Order exists. A FISC
judge must be informed by D C ] at the time of the emergency authorization and an
application must be submitted to that judge assoon asis practicable but not more than
seven (7) days after the emergency authority has been approved by the Attorney General.
If a court order is denied after an emergency surveillance has been opened, no
information gathered asa result of the surveillance may be used asevidence or disclosed

18‐195 V . .
e r 5 1 o n Dated.

UNCLASSIFIED ‐ W March 3,2016



UNCLASSIFIED ‐-EQR‐QFF-IG-I:°r-I:H-SE-GNI:Y
Domestic Investigations and Operations Guide §18

in any trial or other proceeding, and no information concerning any USPER acquired
from such surveillance may be used or disclosed in any manner, except With the approval
of the Attorney General if the information indicates a threat of death or serious bodily
harm to any person.

U / / F e H e  ‐  N E

18.73.2.4 (U) DURATIONOFAPPROVAL FOR FISA

18.7.32.5 (U//F-96199 SPECIFICPROCEDURESFOR FISA

(U//F8'U'6) FISA related initiation and renewal rocedures are contained within the FISA
Initiation Form Which can befound WithinI‐_Lbr 0nthe Forms section ofthe NSLB
Ei£?.ta.r.';v:.‑

18.7.3 .2 .5 . ] (U/fF-e-HG) FISA VERIFICATION 0F ACCURACY PROCEDURES
U / / b 7 E

U//F0‘U‘O

(U//-EQHE) ‑

A >  w m a ‐
1‑‑
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3 ) U / b 7 E

B )  ( U / / F U U 0  ‐

18.73.2.5.2 (U) USE OFFISA DERIVED INFORMATIONIN OTHER PROCEEDINGS

(U//FGHQ) There are statutory (50 U.S.C. Sections 1806, 1825, and 1845) and Attorney
General (AG) policy restrictions on the use of information derived from a FISA ELSUR,
physical search, or PR/TT. These restrictions apply to and must be followed by anyone
“who may seek to use or disclose FISA information in any trial, hearing, or other
proceeding in or before any court, department, officer, agency, regulatory body, or other
authority of the United States. . . .” See DIOGAppendix E for the AG Memo, Revised
Policy on the Use or Disclosure of FISA Information, dated 01‐10‐2008. The guidance in
the AG’s Memo establishes notification/approval procedures which must be strictly
followed. Thou h not contained in the AG Memo, F B I 0110 re uires tha b 7 E

(U//FGGG) The United States must, prior to the trial, hearing, or other proceeding or at a
reasonable time prior to an effort to disclose or usethat information or submit it into
evidence, notify the “aggrieved person” [as defined in 50 U.S.C. Sections 1801(k),
1821(2), or 1841(2)], and the court or other authority in Which the information is to be
disclosed or used, that the United States intends to disclose or use such information. See
50 U.S.C. Sections 1806(0), 1825(d), and 1845(0).

18.73.2.5.3 (U/fF-Q-UQ) FISA ELECTRONIC SURVEILLANCE ADMINISTRATIVE
(FISA ELSUR) SUB-FILE

18‐197
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‐  b 7 E
18.73.2.5.4 (U/IFUU'U) FISA REVIEW BOARD

U//F-GHB ‐ b V E

U/fFO‘U‘O ‑

m y w a s ‑:
18.7.3.25.4.1 (U) APPEALING THEDECISIONOFTHEREVIEWBOARD

U / / F Q U - Q  ‐

18.7.32.6 (U) NOTICEAND REPORTINGREQUIREMENTSFOR FISA

U / / E Q U 9  ‐

18.7.3.2.7 (U) COMPLIANCEAND MONITORINGFOR FISA

( m m )  ‐

18.7.32.8 (U) SPECIAL CIRCUMSTANCES FOR FISA

(U) Under 50 U.S.C. § 1802, the President, through the Attorney General, may authorize
electronic surveillance under FISA Without a court order for periods of up to one year, if the
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Attorney General certifies in writing under oath that the surveillance Will be solely directed at
acquiring communications that are transmitted by means that are exclusively between or
among foreign powers and there is no substantial likelihood of the surveillance acquiring the
contents of communications to Which USPERs are parties.

18.73.2.9 (U) FISA OVERCOLLECTION
b 7 E

or g u l ance regar m g t e an mg 0 any overco CCthIl.

18.7.3.2.10 (U) OTHERAPPLICABLEPOLICIES

[ 8 . 7 . 3 . 2 1 0 1 (U) FISA

A) (U//F-QU-Q) Cbzmrerimezliigence Divisian Palicy Guide. 5’717,5396

C) (U/fF'GUU) in‘v'estivative Law Unit Library"

D) (U//FGHQ) ForeEm Inte i i igence Surveillance Act ”FISA": Limit

18.7.32.11 (U)COLLECTIONHANDLING

(U//FQU«Q§ A11ELSUR downloading, processing, and handling of original, derivative, and
copies of original or derivative ELSUR evidence must be conducted by anELSUR operations
technician (EOT) or other designated official (e.g. an agent Who has successfully completed 1°73
ELSUR training in Virtual Academy). ELSUR evidence must not be uploaded i n t q : |

18.7 .3 .2 .1 ] .I (U) DOWNLOADING,HANDLING,AND STORAGE 0F FISA
INTERCEPTMEDIA FOR USEASORIGINAL E VIDENCE

b 7 E

U//
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( U / / F 6 b ‘ 6 )  ‐

1) U/fFG'UG

2 ) U

3) (U//-FQUQ)
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18.7.3.3 (U) FISA TITLE V I I (ACQUISITIONOFFOREIGN INTELLIGENCE INFORMATION)

18.7.3.3.1 (U)SUMMARY

(U) Titles I and I I Iof the FISA (codified as50 U.S.C. §§ 1801, et seq.) provide the standard,
traditional methods of collection against agents of foreign powers (includingUSPERs and
non‐USPERs) and foreign establishments inside the UnitedStates. Title V I I of FISA,
“Additional ProceduresRegardingCertain Persons Outside the United States,” provides the
means to target non‐USPERs reasonably believed to be located outside the UnitedStates.

18.7.3.3.2 (U)LEGALAUTHORITY

A) (U) FISA Amendments Act of 2008 (122 Stat 2436)
B) (U) AGG-Dom, Part V.A. l3

18.7.3.3.3 (U) DEFINITIONOFINVESTIGATIVEMETHOD

(U) Title V I Imay beused for conducting FISAs on certain persons located outside the United
States.

18.7.3.3.4 (U//F-6«UG)STANDARDS FOR USEANDAPPROVAL REQUIREMENTSFOR
INVESTIGATIVEMETHOD

(U//F6'UG) See requirements under DIOGSections 1871, 18.7.2, and 18.7.3 and
requirements specified above.

18.7.3.3.5 (U)DURATIONOFAPPROVAL

(U//F6H-E)) See requirements under DIOGSections 18.7.1, 18.7.2, and 18.7.3 above.
18.7.336 (U//FQ-U0)SPECIFICCOLLECTIONPROCEDURESFOR TITLE V I I

(U) The relevant procedures (or collections) under Title V I I are:
18.7 .3 .3 .6 . ] (U) SECTION702 - PROCEDURESFOR TARGETINGNON-U.S.

PERSONS (NON-USPERS)WHO ARE OUTSIDE THE UNITEDSTATES

(U/AFQEG) Under Section 702, the Government has the authority to target non‐USPERs
Who are located outside the United States if the collection is effected With the assistance
of an electronic communication service provider, asthat term is defined in FISA. This
section does not require a traditional FISA request. Rather, under this section, the
Attorney General and the Director of National Intelligencemay authorize, for periods of
up to one year, the targeting of non‐United States persons reasonably believed to be
located outside the United States to acquire foreign intelligence information, provided
they execute aCertification that is submitted to and approved by the FISC. The
Certifications are accompanied by an affidavit signed by the FB IDirector. In addition,
the FBI is required to file "Targeting Procedures" that ensure that only n0n‐U.S. persons
(non‐USPERs) reasonably believed to be located outside the UnitedStates Will be
targeted for collection and "to prevent the intentional acquisition of any communications
asto Which the sender and all intended recipients are known at the time of the acquisition
to be located in the UnitedStates." Additionally, the statute prohibits targeting any person
reasonably believed to be located outside the United States for the purpose of obtaining
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the communications of aparticular, known person reasonably believed to be in the United
States. Finally, the F B I is also required to follow 702‐specific minimization procedures.

18.73.3.6.2 (U) SECTION703 - CERTAIN ACQUISITIONS INSIDET H E UNITED
STATES TARGETING UNITED STATES PERSONS OUTSIDE T H E

UNITED STATES

(U/7‘FGHQé‐Under Section 703, the Government has the authority to target USPERs Who
are reasonably believed to be located outside the United States if the collection is effected
With the assistance of a United States provider and if the collection occurs inside the
United States. This section only authorizes electronic surveillance or the acquisition of
stored electronic communications or stored electronic data that requires a court order,
e.g., non‐consensual collection. FISA 703 is an alternative to traditional FISA electronic
surveillance (Title I) or physical search (Title I I I ) authority When the facts meet the 703
criteria. There are two notable differences between Section 703 and traditional FISA
authorities. First, although the application must identify any electronic communication
service provider necessary to effect the acquisition, the application is not required to
identify the specific facilities, places, premises, or property at Which the acquisition Will
be directed. Second, Section 703 allows for the targeting of a USPERWho is “an officer
or employee of a foreign power,” even if the target is not knowingly engaging in
clandestine intelligence gathering activities, sabotage, or international terrorism. To
obtain authority to collect information under this section, the FBI must submit a FISA
request and obtain aFISC order and secondary orders, asneeded. The process to obtain
that order is the same as the standard FISA process. Refer to the FISA Unit's website for
further information. Section 703 also allows for emergency authorization. Unlike
traditional FISA orders, however, surveillance authorized pursuant to this section must
cease immediately if the target enters the United States. If the F B IWishes to continue
surveillance of the USPER While he or she is in the United States, the F B I must obtain a
separate court order under Title I (electronic surveillance) and/or Title I I I (physical
search) of FISA in order to conduct electronic surveillance or aphysical search of that
USPER While the person is located in the United States. The use of any information
collected using FISA 703 authority must comply With the applicable minimization
procedures.

18.73.3.6.3 (U) SECTION704 - OTHER ACQUISITIONS TARGETING UNITED
STATES PERSONS OUTSIDE T H E UNITED STATES

(U/r‘FGU-Q) Under Section 704, the Government has the authority to target USPERs Who
are reasonably believed to be located outside the United States if the collection occurs
outside the United States (i.e. without the assistance of aUnited States’ electronic
communication service provider). The statute requires that the FISA court issue an order
finding probable cause to believe that the USPER target is a foreign power, an agent of a
foreign power, or anofficer or employee of a foreign power and is reasonably believed to
be located outside the United States "under circumstances in Which the targeted United
States person has areasonable expectation of privacy and awarrant would be required if
the acquisition were conducted in the United States for law enforcement purposes." To
obtain authority to collect information under this section, the FBI must submit a FISA
request and obtain aFISC order (the order Will not include secondary orders). The
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process to obtain a FISA 704 order is similar to, but more streamlined than, that for
obtaining a traditional FISA under the standard FISA process. There aretwo notable
differences between Section 704 and traditional FISA authorities. First, the application is
not required to identify the specific facilities, places, premises, or property at Which the
acquisition wil l be directed. Second, Section 704 allows for the targeting of “an officer or
employee of a foreign power” even if the target is not knowingly engaging in clandestine
intelligence gathering activities, sabotage, or international terrorism. Refer to the FISA
Unit's intranet website for further information. Section 704 also allows for emergency
authorization. Unlike traditional FISA orders, however, surveillance authorized pursuant
to this section must cease if the USPER enters the United States but may be re‐started if
the person is again reasonably believed to be outside the United States during the
authorized period of surveillance. If there is a need to continue surveillance While the
target is located inside the United States a separate court order must be obtained. The use
of any information collected using FISA 704 authority must comply With the applicable
minimization procedures.

(U/fFO‘U‘O ‑

18.73.3.6.4 (U) SECTION705 - JOINT APPLICATIONS AND CONCURRENT
AUTHORIZATIONS

(U//-FOUO) Section 705(a) “j oint applications” allow the FISC, upon request of the FBI,
to approve ajoint application targeting anUSPER under both Sections 703 and 704
(authority to collect both When the facilities are located inside and outside the United
States).

(U//-FQU«Q) Section 705(b) provides that if an order has been obtained under Section 105
(electronic surveillance under Title I of FISA) or 304 (physical search under Title I I Iof
FISA), the Attorney General may authorize the targeting of the USPER target While such
person is reasonably believed to be located outside the United States. The Attorney
General has this authority under E.O. 12333 § 2.5. In other words, When the FISA Court
authorizes surveillance of anUSPER target, the Attorney General, under Section 705(b)
and ED 12333 § 2.5, can simultaneously authorize surveillance to continue if the target
travels outside the United States during the authorized period of the surveillance.
According to Section 705(b), there is no need for a separate order pursuant to Section 703
or 704. During the FISA drafting process, an F B Iemployee should determine whether
surveillance or physical search may occur for purpose of acquiring foreign intelligence
While the person is reasonably believed to be outside the United States. If so, the FBI
employee should consult With an OGC 0r DOJ‐NSD attorney to ensure that appropriate
language is added to the application.
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18.73.3.6.5 (U) FISA OVERCOLLECTION

U / f F S H - e  ‐  “ E
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19 (U) ARREST PROCEDUREPOLICY

19.1 (U)ARREST WARRANTS

19.1.1 (U) COMPLAINTS
(U) A complaint is awritten statement of the facts necessary to establish probable cause to
believe that anoffense has been committed and that the defendant committed it. A complaint is
presented under oath before amagistratejudge, Who may issue an arrest warrant or a summons
for the defendant if he/she finds the complaint establishes probable cause to believe the
defendant committed the charged offense.

19.1.2 (U) ARREST WARRANTS
(U) Any justice, judge or magistrate judge of the United States has the authority to issue arrest
warrants for any offense against the United States. In addition, if a federal magistrate judge is not
reasonably available a state or local judicial officer Where the offender may be found can issue
the warrant. Copies of warrants issued under this authority are returned to the court of the United
States that has jurisdiction over the offense.

19.1.3 (U) J URISDICTION

(U) Federal rules do not l imit the application for anarrest warrant to any specified district.
Usually, anapplication for awarrant Will bemade in the district Where the offense was
committed, but it may also be issued by amagistrate judge in the district Where the offender is
located.

19.1.4 (U) PERSONTOBEARRESTED
(U) An arrest warrant must contain the name of the defendant or, if his/her name is unknown,
any name or description by Which the defendant can be identifiedWith reasonable certainty.
There is no requirement to determine the defendant’s true name before awarrant can be issued. It
is sufficient to develop facts Which provide a reasonable belief that a particular individual is the
offender. A warrant can bebased on facts that provide adistinguishing physical description or
describe the particular circumstances in Which the defendant can be found.

19.2 (U)ARREST WITHWARRANT

19.2.1 (U)POLICY
(U)Whenever possible, an arrest warrant must be obtained prior to anarrest. SSAs may
authorize agents49 to execute arrest warrants and, in extraordinary circumstances, FBIHQ should
be notified in advance of the arrest. For example, SSAs should notify FBIHQWhen the arrest
may have a significant impact on an investigation in another field office or When the arrest is

49(U) The te rm “agent" in the context of this section includes FBI special agents and other federal, state, tribal,
or local law enforcement officers who have been deputized under either Title 18 or 21 of the UnitedStates
Code and are working on behalf of or at the direction of the FBI, e.g. task force officer, ITTF,etc.
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likely to cause Widespread publicity due to the identity or status of the arrestee or the nature of
the crime.
(U) Upon the execution of anarrest warrant, the apprehending field office/division must
promptly enter a“locate” within NCIC. The Office of Origin ( 0 0 ) of the warrant must enter a
“clear” Within NCIC within 24 hours of the “locate.” See the National Crime inferimziian Center
:NCJC) Field ()fice Guide. {3145236 for detailed NCIC policy. Also see DIOG subsection 19.4.4
(Initial Processing) below.

19.2.2 (U) PROMPTEXECUTION
(U)While there is no time limit on the execution of arrestwarrants (unlike search warrants), as a
general rule agents should make the arrest Without prolonged delay after obtaining the warrant.

19.2.3 (U) ARRESTPLANS
(U) The ADIC/SAC is responsible to ensure that careful and thorough planning is conducted for
the successful execution of any high risk arrest operation involving apotentially dangerous
situation or subject. The arrest planmust be adapted to each situation With relevant details for the
safety and effectiveness of all agents and officers involved. The planning and execution of
arrests, raids, and searches should be assigned to experienced agents. A l l arrest plans must be
approvedby ASACs or their designees.
(U) Prior to conducting an arrest operation deemed ahigh risk, the agent must prepare awritten
operation order (OPORDER) to include the five critical categories: Situation, Mission,
Execution, Administration and Equipment, and Control and Communication (SMEAC), and
must utilize the Law Enforcement Operations Order (OPORDER), FD-888 in situations Where an
FB I SWAT Team(s) or the Critical IncidentResponse Group’s (CTRG), Tactical Section is
involved the Onerations Order Tem-late must be used in lieu of the FD‐888. See t h e ‑
‐ and‑
for more on the use of the SWAT Teams and CTRG’s Tactical Section in high risk operations.
(U) The written OPORDER must be presented in anoral briefing to all personnel involved in the
execution of the arrest warrant(s) prior to the operation. During the briefing, the briefing agent
should stress to the participants of the operation that the arrest(s) has the potential to become
dangerous. At the discretion of the field office approving official, the CDC/ADC may review the

operation participants.
(U) Exigent circumstances (i.e., emergency, pressing necessity requiring immediate action) may
necessitate an oral briefing in lieu of the written OPORDER. The ASAC or designee must
approve the use of anoral briefing in lieu of awritten and approved OPORDER in exigent
circumstances. An oral briefing must follow the requirements of awritten OPORDER and
include the SMEAC categories identified above. Documentation of the oral briefing must occur

Order Template, Whichever is appropriate for the situation.
(U) The SSA may consider utilizing, and/or alerting local authorities to the planned arrest, if
appropriate under the circumstances. Although the time of notification is left to the discretion of
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the SSA, he/she must consider the jurisdiction of local law enforcement, its responsibility to its
community and its need to be aware of law enforcement actions in its jurisdiction.
(U) The squad supervisor must be notified of the presence in F B Ioffice space of any person(s)
under arrest 0r 0f the presence of any suspect(s) for Whom arrest is contemplated.

19.2.4 (U) ARREST TECHNIQUES ‐ GENERAL

< U i : l

19.2.4.1 (U) INITIAL APPROACH DURINGANARREST OPERATION

( U ‑
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19.2.4.2 (U) POSSESSIONAND DISPLAY OF WARRANT

(U) If time permits, the arresting agent should have the arrest warrant in his/her possession
and show it to the defendant at the time of arrest. If the agent does not have the warrant With
him/her at the time of arrest, the agent must inform the defendant of the 0ffense(s) charged
and that awarrant has been issued. The agent must, at the defendant’s request, obtain the
warrant and show it to the defendant assoon aspracticable.

19.2.4.3 (U) HANDCUFFING

(U) b 7 E

19.2.4.4 (U) SEARCH OFT H E PERSONINCIDENT T0 ARREST

19.2.4.4.1 (U) HIGH-RISKSEARCH/FULL-BODY SEARCH

< U ‑

< U ‑
I : I
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19.2.4.4.2 (U) FINAL SEARCHAND COLLECTIONOFEVIDENCE_

19.2.4.5 (U) TRANSPORTATION 0F ARRESTED PERSONS

< U ‑

(U)
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U‑

19.2.4.6 (U)J01NT ARRESTS

(U) An SSA may authorize ajoint arrest With state and local authorities, United States
Marshals Service (USMS), or other federal law enforcement agencies. In circumstances of
joint arrests, the SAC remains responsible to ensure that there is a well‐considered arrest plan.

19.2.4.7 (U) EYEWITNESS IDENTIFICATIONS

(U) s e ‐ f o r
guidance on gathering eyewitness identifications of suspects during an investigation.

19.3 (U) ARREST WITHOUT WARRANT

19.3.1 (U) FEDERAL CRIMES
(U) Whenever possible, SAC and USAO authority must be obtained before making a warrantless
arrest. Agents are authorized to make warrantless arrests for any federal crime (felony or
misdemeanor) committed in their presence. Agents also have authority to make warrantless
felony arrests for a crime not committed in the presence of the agent if there is probable cause to
believe the person to be arrested committed a federal felony. A warrantless arrest must only be
made When sound judgment indicates obtaining a warrant would unduly burden the investigation
or substantially increase the potential for danger or escape. See DIOG subsection 19.3.3. (Non‑
Federal Crimes below.)

19.3.2 (U) NOTIFICATIONTOUS.ATTORNEY
(U) When a warrantless arrest has been made, the USAO must be contacted immediately for
authorization to prosecute.
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19.3.3 (U) NON-FEDERAL CRIMES
(U) There is no federal statutory authority for agents to intervene in non‐federal (state) crimes.
However, FB Ipolicy permits certain types of non‐federal arrests in exigent circumstances.
(U) As ageneral rule, an agent should only make an arrest for a state crime if a serious offense
(felony or Violent misdemeanor) has been committed in his or her presence and immediate action
by the agent is necessary to prevent escape, serious bodily injury, or destruction of property.
(U) Agents are also authorized to arrest apersonWho is the subject of anFB IPredicated
InvestigationWhen a state or local arrest warrant for that person is outstanding, and the person is
encountered during the investigation and would likely escape if not arrested. Similarly, anagent
working With state or local law enforcement officers Who request assistance to apprehend a non‑
federal fugitive Who has been encountered during the course of a federal investigation is
authorized to provide the requested assistance When intervention is otherwise permitted for a
state crime asdescribed in the preceding paragraph.
(U) In some states, there is legislative authority for anagent to intervene in certain types of state
crimes asapeace officer rather than asaprivate citizen. Deputation or statutory recognition asa
state peace officer allows a federal agent to make arrests for state offenses With the authority and
immunities of a law enforcement officer of the state or one of its subdivisions. Of greater
significance is Whether interventionby anagent in aparticular non‐federal crime falls Within the
scope of employment. Agents Who intervene in serious nonfederal crimes committed in their
presence or Who arrest a state fugitive under the circumstances previously describedWill
normally be considered to be actingWithin the scope of their employment. While the
determination to provide legal representation depends on the facts and circumstances of each
circumstance, the DC ] , asageneral rule,Will provide legal representation to agents Who act in
accordance With this policy.
(U) It is important to note that the D C ] has indicated that efforts to enforce minor infractions of
the law, such asshoplifting or traffic Violations, are not generally considered to beWithin the
scope of employment. Civi l actions against federal personnel concerning acts Which fall outside
the scope of employment Will not be removed to federal courts, and employees in such
circumstances Will not be eligible for legal representationprovided for by the DOJ. An agent's
status With respect to civil liability in such circumstances Will depend on aparticular state's law,
Which may require anemployee to defend himself/herself asanordinary citizen.

19.3.4 (U) ADHERENCE T0 F B IPOLICY
(U) If any official in the USAO instructs an agent to arrest or detain a subject in any manner
contrary to FB Irules and regulations, the agent must not comply With such instructions and must
immediately inform the SSA. (See the special rules in DIOG 19.12below for the arrest of
juveniles.)

19.4 (U)PROMPTAPPEARANCE BEFOREMAGISTRATE

(U)When a federal arrest is made, the arrestee must be taken before a federal magistratejudge
Without unnecessary delay. If a federal magistrate judge is not available, the arrestee may be
brought before a state or localjudicial officer authorized by 18U.S.C. § 3041 after consultation
with the USAO.

19'7 Version Dated:
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(U) Special Considerations for Unlawful Flight to Avoid Prosecution gUFAP) Arrests: If the
arrestee was arrested on awarrant charging only aViolation of UFAP, the arrestee can be
transferred without unnecessary delay to the custody of the appropriate state or local authorities
in the district of arrest. The USAO in the originating district wil l move promptly to dismiss the
UFAPwarrant. It is not necessary to wait until the UFAPwarrant has been dismissed to release
the subject to state or local authorities, but it is important for the agent to ensure that the USAO
dismisses the UFAPwarrant promptly after the arrest.
(U) If an agent makes awarrantless arrest, a complaint must be filed setting forth the probable
cause. The complaint is generally submitted when the arrestee is brought before the magistrate.
A personal, telephonic, or electronic presentation to the magistrate of the facts setting forth the
probable cause must occur within 48 hours of awarrantless arrest if the arrestee is detained and
an initial appearance cannot be held within that 48‐hour period.

19.4.1 (U)DEFINIT10N0F UNNECESSARYDELAY
(U) Rule 5 of the Federal Rules of Criminal Procedure requires the arresting agent to bring the
accused before a federal magistratejudge without unnecessary delay. What constitutes
“unnecessary delay” is determined in light of all the facts and circumstances. Confessions
obtained from defendants during periods of unnecessary delay prior to initial appearance are
generally inadmissible at trial. As a general rule, a voluntary confession within six (6) hours of
arrest is not considered a product of unnecessary delay. The six‐hour period begins when the
accused is arrested or taken into custody by federal law enforcement authorities on a federal
charge and runs continuously. The six (6) hour safe harbor can be extended to include delays
found by the trial judge to be reasonable considering the means of transportation and the distance
to be traveled to the nearest available magistrate judge. Delay solely for the purpose of
conducting interrogation is not permitted. Delays for many other reasons may bejustified and
wil l not result in suppression of a statement, particularly when there is no indication that the
purpose of the delay was to extract a confession (See DIOG subsections 19.4.2 and 19.4.3). For
example, courts have found delays beyond six hours to be justified when attributable to the
defendant’s need for medical treatment, his intoxication, the agents’ need to remain atthe scene,
the unavailability of amagistrate, and booking or other legitimate law enforcement procedures
unrelated to interrogation.
(U) To avoid the risk that a court wil l determine that delay beyond the safe‐harbor period was
“unnecessary” and suppress a confession elicited more than six (6) hours after arrest, agents who
want to continue or resume an interrogation after six (6) hours must seek awaiver of the right to
prompt presentment from the accused. To continue aninterrogation after six hours have elapsed,
agents must advise the suspect of his Rule 5 rights, and seek anaffirmative waiver of those rights
from him. The warning and waiver must be substantially in accord with this approved waiver
language:

(U) “You have a right to be taken without unnecessary delay to court, where a
judge will advise you of the charges against you andprovide you with a copy of
any afiidavit the government hasfiled in support of these charges. The judge will
also advise you of the rights I advised you of previously, namely, that you have a
right to an attorney and to have an attorney appointedfor you; that you have a
right to remain silent and that any statement you make may be used against you.
The judge will also tell you if you have a right to a preliminary hearing, and that
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if you do, the government will have to establish that the charges in the complaint
are supported by probable cause. The judge will also tell you about the factors
that will determine whether you can be releasedfrom custody prior to trial. Do
you understand this right and are you willing to waive it and continue to talk to
us?”

(U) It is prudent to obtain a waiver of the right to prompt presentment in any circumstance When
interrogation extends beyond the six‐hour safe‐harbor period.

19.4.2 (U) EFFECTOF UNNECESSARYDELAY
(U) lncriminating statements obtained during any period of unnecessary delay after arrest and
prior to the initial appearance before aMagistrate Judge are subject to suppression.

19.4.3 (U)NECESSARYDELAY
(U) If the delay in bringing an arrested person before the magistrate judge is greater than six
hours and a confession is obtained after six hours, the government has the burden of proving the
delay was reasonable. Some factors Which could contribute to a finding that a delay beyond six
hours were reasonable are the means of transportation, the distance to the nearest available
magistratejudge and the time and day of the week of the arrest.

19.4.4 (U) INITIALPROCESSING

(U) Following anarrest, the defendant should bebrought to the nearest FB Ioffice for
fingerprinting, photographing, and aninterview, Where appropriate. Additionally, arresting
agents and TFOs must be cognizant of the custodial recording policy. See DIOG subsection
18.5.6.4.17 for guidance on recording custodial interviews. Other law enforcement agency
offices may be used for this purpose if FB I facilities are not reasonably available. This process
generally should not exceed six hours, measured from the time of arrest to the time of arrival
before the magistrate judge.

19.4.4.1 (U) REQUESTS 0F SUBJECTS IN CUSTODY

(U) In all cases in Which a Bureau subject is incarcerated either prior to or after initial
appearance and plea, if the subject makes known to an agent during the course of an interview
or otherwise his/her desire to be brought before the district court judge or to see a U S .
Marshal, immediate steps must be taken by the agent to advise the United States Attorney’ s
Office (USAO) or U S . Marshals Service of the desires of the subject.

19.4.5 (U) COLLECTIONOFDNA AFTER ARREST 0R DETENTION
(U) The Attorney General has directed the F B I to collect DNA samples from all arrestees, other
than juveniles, and all n0n‐U.S. persons (non‐USPER) lawfully detained. A DNA sample should
ordinarily be obtained during initial processing. FB IDNA collection kits should be used to
collect a saliva sample from inside the person’s mouth.
(U) There is no requirement to obtain a DNA sample from an individual Who is arrested on an
UFAP warrant When that individual Will be turned over to the appropriate state/local agency With
the expectation that the UFAP charge Will be dismissed. A DNA sample should not be obtained
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from an individual arrested on a UFAP warrant When there is no expectation of federal
prosecution. For example, When it is anticipated that the UFAP charge Will be dismissed and the
individual turned over to the appropriate state/local agency, no DNA sample should be obtained.
(U) A DNA sample may not be taken from a juvenile arrestee. A DNA sample may only be
taken from ajuvenile after he/she has been convicted of certain drug or Violent offenses.

(U) Federal law requires covered individuals to provide a DNA sample asa condition of pre‐trial
release and imposes criminal liability for failing to cooperate in the collection of the sample.
(U) The law also authorizes “such means asare reasonably necessary to detain, restrain, and
collect a DNA sample from anindividual Who refuses to cooperate in the collection of the
sample.” If resistance is encountered, agents must seek to elicit the cooperation of the individual
to collect the sample. If the individual continues to resist, agents must advise the USAO or the
judge and seek ajudicial order requiring the individual to cooperate. If the individual still
continues to resist after the court order, agents may use reasonable force to overcome resistance
and safely obtain the DNA sample.
(U) For additional information on the process of collecting DNA samples from arrestees, see EC

19.5 (U) USE OFFORCE

19.5.1 (U) IDENTIFICATION

(U) An arresting agent should identify himself/herselfbefore effecting the arrest, in a clear,
audible voice, asa special agent of the F B I and state his/her intention to arrest the subject.

19.5.2 (U) PHYSICAL FORCE
(U) Agents are permitted to use the amount of physical force reasonable and necessary to take
custody and overcome all resistance of the arrestee, and to ensure the safety of the arresting
agents, the arrestee and others in the Vicinity of the arrest.

(U) See F B IDeadly Force Policy ‐ .Agpena’fxF: {U} {Jflj Pain;on Use qffi'arce.

(U) See Less Lesihai Devices Poiicv G i d d y. {)5 i ?DPG.

19.5.3 (U) RESTRAININGDEVICES
(U) Temporary restraining devices, such ashandcuffs, shackles and/or belts may be used to
secure an arrestee. Use of such devices is lawful and proper, and agents are expected to employ
reasonable judgment under the circumstances in the use of these devices and to resolve any
doubt in favor of their use.

19.5.4 (U) PREGNANTARRESTEES

(U) Within the standard operational procedures designed to ensure the successful completion of
anoperation and its immediate objectives, and While also guarding the safety of all involved,
reasonable precautions and techniques should be employed When dealing With an arrestee
reasonably believed to be pregnant to avoid harm to the fetus. This caution includes actions
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involving confrontation, apprehension, employing restraints, transporting and confining the
individual, and respondingpromptly to needed or requestedmedical care. In particular,
reasonable care or precautions should be considered and used, if appropriate under the
circumstances, when employing physical restraints that directly constrict the area of the fetus.

19.6 (U)MANNEROFENTRY

19.6.1 (U) KNOCKANDANNOUNCE
(U) Pursuant to 18U.S.C. section 3109 and court decisions, agents are generally required to
"knock and announce" their identity, authority and purpose, and demand to enter before entry is
made to execute an arrest warrant in aprivate dwelling. This is part of the "reasonableness"
requirement of the FourthAmendment. The announcement can be given by one agent and need
not be lengthy or elaborate but must convey to the person behind the door what is occurring. A
loud announcement is essential and electronic devices designed to amplify the voice should be
usedwhere communication is anticipated to be difficult.
(U) the "knock and announce" requirement need not be complied with when the agent executing
the warrant has a reasonable suspicion of one or more of the following:
(U) to "knock and announce" would cause the agent and/or another to be placed in imminent
peril of bodily harm;
(U) to "knock and announce" would be a useless or futile gesture asthe persons within the
premises already know of the agent's identity, authority, and purpose;
(U) to "knock and announce" would cause the evidence sought under the warrant to be destroyed
or removed; or
(U) to "knock and announce" would be reasonably likely to trigger anattempted escape of the
person agents seek to arrest.

19.6.2 (U) SUSPECT'SDWELLING
(U) In order to lawfully enter a suspect's dwelling to effect an arrest, agents must have either: ( i )
consent to enter, (i i) an emergency ("hot pursuit") justifying awarrantless entry, or (i i i ) an arrest
warrant and probable cause to believe the suspect is in the dwelling. In determining whether a
location is the suspect's dwelling, an apartment, hotel, motel or boardinghouse roombecomes the
dwelling of the person renting or leasing it. If the suspect is not named on the lease or rental
agreement, the dwelling may still be considered the suspect's dwelling if the suspect occupies the
dwelling jointly with another.

19.6.3 (U) THIRDPARTYDWELLING
(U) In order to lawfully enter a thirdparty's dwelling to arrest a suspect, agents must have either:
( i ) consent to enter, (i i) an emergency ("hot pursuit") justifying awarrantless entry, or (i i i) a
search warrant for the third party dwelling describing the person to be arrested. For these
purposes, “third party dwelling” is any private dwelling other than the principal dwelling of the
person to be arrested. For example, a search warrant would be necessary if the arrestee is a
casual Visitor, or temporary caller at the dwelling of the third party. In order to enter aprivate
dwelling to effect anarrest, whether pursuant to anarrest warrant, search warrant, or exigent
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circumstances, the agent must have probable cause to believe the suspect to be arrested is Within
the dwelling to be entered.

19.6.4 (U) EXIGENT CIRCUMSTANCES
(U) If an agent has a reasonable belief that the subject Will flee before a warrant can be obtained,
or there is a substantial likelihood that the subject Will dispose of evidence before a warrant can
be obtained or there is increased danger to agents or others if entry is delayed to obtain a warrant,
exigent circumstances exist Which may justify entry into a dwelling to make a warrantless arrest
or entry into a third party dwelling Without a search warrant to make an arrest.

19.7 (U) SEARCH INCIDENT TOARREST

(U) The authority to search incident to an arrest is anexception to the warrant requirement.
Under this exception, an agent may conduct a full and complete search of the person of the
arrestee and the area within the arrestee’s “immediate control.” Immediate control means “the
area from Within Which an arrestee might gain possession of a weapon or destructible evidence.
The purpose for the exception is to protect the arresting agent, prevent escape, and preserve any
evidence in possession of the arrestee. The right to search flows from the fact of arrest, not the
nature of the crime for Which the arresthas been made. A search incident to arrest must be made
without delay and “roughly contemporaneous” with the arrest itself.

19.7.1 (U) PREREQUISITE:LA WFUL ARREST
(U) A search incident to arrest first requires a lawful custodial arrest based upon probable cause.
A warranted arrest is presumptively lawful. As discussed below, authority to enter a subject’s
dwelling to arrest is limited.
(U) Entry into Suspect's Dwelling: If entering the defendant's dwelling to effect an arrest, agents
must have either (i) consent to enter, (i i) anemergency ("hot pursuit"), or (i i i ) anarrest warrant
and probable cause to believe that the defendant is inside the premises.

19.7.2 (U) SCOPEAND TIMINGREQUIREMENT

19.7.2.1 (U) SCOPE OFSEARCH

(U) The agent is entitled to search the person of the arrestee and the area Within the arrestee's
immediate control for weapons, to prevent concealment or destruction of evidence, and to
prevent concealment of any means of escape. The search may extend to any portable personal
property in the arrestee's actual possession, such asclothing, purses, briefcases, grocery bags,
etc. Items of personal property accessible to the arrestee, such as an unlocked desk drawer 0r
unlocked suitcase, may be searched. Absent exigent circumstances or valid consent,
inaccessible or locked items of personal property may not be searched incident to arrest.

(U) In order to search the contents of a cell phone, Agents must obtain a warrant, valid
consent or otherwise have exigent circumstances. As such, the search incident to arrest
exception to the warrant requirement does not extend to data in a cell phone or other personal
electronic device carried on or about the arrestee.

19'12 Version Dated:
UNCLASSIFIED ‐ m March 3,2016



UNCLASSIFIED ‐ FGR-SF'F'IefirIrH-S-E-GNH
Domestic Investigations and Operations Guide § l 9

(U) If there is probable cause to believe a cell phone or other personal electronic device
contains evidence, it may be seized, but the agent must obtain a search warrant or otherwise
rely upon anexception to warrant requirement, e.g. valid consent, exigency, etc. prior to
actually searching the cell phone or other electronic device. That electronic evidence may be
destroyed remotely does not constitute exigent circumstances unless there is probable cause
that remote destruction is actually imminent in the specific situation asto the particular
device.

19.7.2.2 (U)VEHICLES

(U) The interior passenger compartment of a vehicle may be searched incident to a recent
occupant’s arrest only if the arrestee is within reaching distance of the passenger compartment
at the time of search or if it is reasonable to believe the vehicle contains evidence of the
offense for which the person was arrested. A search incident to arrest of an arrestee’s vehicle
may not otherwise occur. For example, a search of the vehicle incident to an arrest would not
bepermitted after the occupant has been removed, handcuffed, and placed in anearby FBI
vehicle if the arrest was based on anoutstanding arrest warrant for failure to appear. If a
search of avehicle incident to arrest can be done under the described circumstances, the
permissible scope can include unlocked or otherwise accessible containers, such asglove
compartments, luggage, bags, clothing, etc.

19.7.2.3 (U) CELL PHONES

(U) The contents of acell phone have areasonable expectation of privacy, and therefore,
Agents must obtain a warrant to search the cell phone unless they obtain lawful consent or
exigent circumstances exist.
(U) In addition, Agents may not search the contents of acell phone in the possession of the
arrestee incident to an arrest. This also includes a search incident to arrest of the contents of a
cell phone found in a vehicle occupied by the arrestee. The automobile search exception to the
warrant requirement does not apply for awarrantless search of acell phone in avehicle.

19.7.2.4 (U) PROTECTIVESWEEP

(U) Agents may conduct aprotective sweep of the areas immediately adjacent to the site of
the arrest for the purpose of locating persons that may pose a threat to the safety of the agents
or others. Additionally, aprotective sweep of other areas beyond those immediately adjacent
to the site of the arrest may be conducted if the agents have a reasonable suspicion, based on
specific and articulable facts, that an individualwho poses adanger to those present is in the
area to be swept. Reasonable suspicion must be based on facts known to the agents, such as
noises in an attic or the at‐large status of a dangerous associate. A protective sweep must be
limited to abrief inspection of those areas within the premises in which aperson could hide. If
anagent observes evidence in plain View while conducting aprotective sweep, the evidence
may be seized under the plain View doctrine.

19.7.2.5 (U) TIMING

(U) A search incident to arrest must be made contemporaneous to the time and place of arrest
and before the arrestee is removed from the area. A more thorough search of the arrestee at the

19'13 Version Dated:
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FBIoffice or some other place to Which the arrestee is transported is also permitted asa
search incidentto arrest. Additionally, agents mayconduct protective sweeps asdescribed
above at the time of arrest.

19.7.3 (U) INVENTORYOFPERSONALPROPERTY

(U)

U ) ‑
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(U) The following is an example to illustrate a circumstance under Which an inventory search
cannot not be conducted:

A

198 (U) MEDICAL ATTENTION FOR ARRESTEES

(U) If aperson in F B Icustody complains of sickness or i l l health or if it is reasonably apparent to
agents that such a condition exists, arrangements should be made to afford such persons
reasonable medical attention Without delay. Agents must also be mindful of the health and well‑
being of any pregnant subject and make arrangements for medical attention When asked or when
it is reasonably apparent that the subject or fetus needs medical attention. If the time required to
obtain medical care may result in the passing of more than six hours between arrest and
presentment, agents must document the basis for and the receipt of any medical attention given
to the arrestee.

19.9 (U) ARREST OF FOREIGNN ATIONALS

19.9.1 (U) REQUIREMENTSPERTAININGT0 FOREIGNNATIONALS

(U) When a foreign national is arrested or detained, the arresting agent must advise him/her 0f
the right to have his/her consular officials notified.

(U) In some situations, the nearest consular officials must be notified of the arrest or detention of
a foreign national, regardless of the national's Wishes.
(U) Consular officials are entitled to access to their nationals in detention and are entitled to
provide consular assistance.
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19.9.2 (U) STEPS TOFOLLOW WHENA FOREIGNNATIONALISARRESTED 0R
DETAINED

(U) The arresting agent must determine the foreign national's country of citizenship. In the
absence of other information, the arresting agent must assume that the country of citizenship is
the country on Whose passport or other travel documents the foreign national travels.
(U) If the foreign national's country is not on the mandatory notification 1istbe10w:
(U) The arresting agent must promptly offer to notify the foreign national's consular officials of
the arrest/detention. For a suggested statement to the foreign national, see Statement 1below.
(U) If the foreign national asks that consular notification be given, the arresting agent must
promptly notify the nearest appropriate consular official of the foreign national's arrest.

(U) If the foreign national's country is on the list of mandatory notification countries:
(U) The arresting agent must promptly notify the nearest appropriate consular official of the
arrest/detention.
(U) The arresting agent must tell the foreign national that this notification Will be made. A
suggested statement to the foreign national is found at Statement 2 below.
(U) The arresting agent must keep awritten record (EC 0r FD‐302) in the investigative file that
he/she provided appropriate notification to the arrestee and 0f the actions taken.

(U) Mandatory Notification Countries or Jurisdictions

Algeria Guyana Saint Lucia

Antigua and Barbuda Hong Kong50 Saint Vincent and theGrenadines

Armenia Hungary Seychelles

Azerbaijan Jamaica Sierra Leone

Bahamas Kazakhstan Singapore

Barbados Kiribati Slovakia

Belarus Kuwait Tajikistan

50(U) Hong Kong reverted to Chinese sovereignty on July 1, 1997, and is n o w officially referred to asthe Hong
Kong Special Administrative Region. Under paragraph 3(i) (2) 0f the March 25, 1997, U.S.-China Agreement on the
Maintenance of the U.S. Consulate General in the Hong Kong Special Administrative Region, U.S. officials are
required to notify Chinese officials of the arrest or detention of persons bearing Hong Kong passports in the same
manner as is required for persons bearing Chinese passports-- i.e., immediately and, in any event, within four days
of the arrest or detention.
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(U) Mandatory Notification Countries or Jurisdictions

Belize Kyrgyzstan Tanzania

Brunei Malaysia Tonga

Bulgaria Malta Trinidad and Tobago

China51 Mauritius Tunisia

Costa Rica Moldova Turkmenistan

Cyprus Mongolia Tuvalu

Czech Republic Nigeria Ukraine

Dominica Philippines United Kingdom52

Fij i Poland (non‐perrnanent residents
only)

Gambia Romania Uzbekistan

Georgia Russia Zambia

Ghana Saint Kitts and Nevis Zimbabwe

Grenada

19.9.3 ( U) S UGGESTED S TATEMENTS T0 ARRESTED 0R DETAINEDFOREIGN
NA TIONALS

19.9.3.1 (U) STATEMENT 1: WHEN CONSULAR NOTIFICATIONISAT T H E FOREIGN
NATIONAL'S OPTION

(U) Yo u are entitled to have us notify your country's consular representatives here in the
United States that you have been arrested or detained. A consular official from your country
may be able to help you obtain legal counsel and may contact your family and Visit you in

51(U) Notification is not mandatory in the case of persons who carry "Republic of China" passports issued by
Taiwan. Such persons must be informed without delay, that the nearest office of the Taipei Economic and Cultural
Representative Office ("TECRO"), the unofficial entity representing Taiwan's interests in the United States, can be
notified at their request.
52(U) Mandatory notification is required for nationals of the British dependencies Anguilla, British Virgin Islands,
Bermuda, Montserrat, and the Turks and Caicos Islands. Their nationals carry United Kingdompassports.
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detention, among other things. If you want us to notify your country's consular officials, you
can request notification now or at any time in the future. After your consular officials are
notified, they may call or Visit you. Do you want us to notify your country's consular officials?

19.9.3.2 (U) STATEMENT 2: WHEN CONSULAR NOTIFICATION1sMANDATORY

(U) Because of your nationality, we are required to notify your country's consular
representatives here in the United States that you have been arrested or detained. After your
consular officials are notified, they may call or Visit you. Yo u are not required to accept their
assistance, but they may be able to help you obtain legal counsel and may contact your family
and Visit you in detention, among other things. We Will notify your country's consular officials
assoon aspossible.

19.9.4 (U) DIPLOMATIC IMMUNITY
(U) Agents may not knowingly or intentionally enter the office or dwelling of adiplomat or a
person With diplomatic immunity for the purpose of making anarrest, search, or seizure.

19.9.4.1 (U) TERRITORIAL IMMUNITY

(U) A11embassies, legations, and consulates have territorial immunity. Consequently, no
agent may attempt to enter any embassy, legation, or consulate for the purpose of making an
arrest, search or seizure. This territorial immunity extends to both the offices and residences
of ambassadors and ministers, but only to the office of a consul. A consul’s residence does not
enjoy territorial immunity.

19.9.4.2 (U) PERSONAL IMMUNITY

(U) Ambassadors and ministers, members of their staffs and domestic servants, and the
immediate family members of a diplomatic officer have personal immunity, asdo the
immediate family members of the administrative and technical staff of a diplomatic mission.
Consequently, no agent should attempt to arrest or detain any such person. The personal
immunity applies to the staffs, domestic servants and immediate family members, regardless
of citizenship. Ordinarily, consuls do not have personal immunity from arrest on misdemeanor
charges. If the arrest of a consul is contemplated, immediately notify FBIHQby telephone or
electronic communication before any action is taken so that an appropriate check can be made
With the Department of State to determine whether the consul involved has any special
immunity.

19.10 (U) ARREST OFMEMBERS OFT H E NEWS MEDIA

(U) Attorney General authorization is requiredprior to arresting, or charging a member of the
news media regarding criminal conduct he/she is suspected of having committed in the course of,
or arising out of, the coverage or investigation of the news or While engaged in the performance
of official duties.(U) Requests for the approval must be submitted to the AD of the operational
FBIHQ division that is responsible for the investigative classification and the AD of the Office
or Public Affairs (OPA) by an EC. The requesting EC must be reviewed by the CDC and
approved by the SAC after coordination With the local USAO. The EC must set forth the facts
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believed to establish probable cause and the investigative justification for the arrest, consistent
With the DOJ regulations set forth in 28 C.F.R. § 50.10.
(U) Note: 28 C.F.R. § 50.10(b)(1)(ii) provides guidance on categories of individuals and entities
not covered by, and therefore not entitled to the protections of the DOJpolicy set out in 28
C.F.R. § 50.10 .

19.10.1 (U) EXIGENT CIRCUMSTANCES
(U) A Deputy Assistant Attorney General (DAAG) for the Criminal Division may authorize the

above if he/she determines that ex1_

(U) The requesting field office seeking exigent authority must set out the circumstances that

assoon aspracticable, e m 1mg the
era request. s r e s p o n s 1 e 0 prepare e appropr1ate written
documentation to DO] , including documenting the receipt of AG approval. This documentation
must be electronically placed into the case file.

( U )  ‐‑
19.11 (U) ARREST OF ARMED FORCES PERSONNEL

(U) The Uniform Code of Military Justice authorizes any commanding officer exercising general
court‐rnartial jurisdiction to surrender military personnel under the officer's command to civil
authority When the person has been charged With acivil offense. A request for surrender must be
accompanied by:
(U) A copy of the indictment, presentment, information, or warrant;

(U) Sufficient information to identify the person sought asthe person Who allegedly committed
the offense; and
(U) A statement of the maximum sentence Which may be imposed upon conviction.
(U) Receipts for persons surrendered for civil prosecution should be signed by an official in the
USAO, not by anF B I employee.
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19.12 (U) ARREST OF J UVENILES

19.12.1 (U)DEFINIT10N
(U) A Violation of 18U.S.C. § 922(x)(2) or Violation of a federal law which would have been a
crime, if committed by an adult, by a person who has not attained his/her 18thbirthday is an act
of juvenile delinquency. For the purpose of juvenile delinquency proceedings, ajuvenile is a
person who committed a crime before his/her 18thbirthday who has not attained his/her 21St
birthday at the time charges are commenced.

19.12.2 (U)ARRESTPROCEDURES
(U) Pre‐arrest procedures applicable to adults (discussion with USAO, filing of complaint,
issuance of warrant) also govern arrests of juveniles. After arrest, however, the Federal Juvenile
Delinquency Act requires strict compliance with the following procedures:

A) (U) Advice of Rights ‐ The arresting agent must immediately advise the arrested
juvenile of his/her "legal rights" in language comprehensible to the juvenile. The
rights found on the standard FormFD‐395 meet this requirement. The arresting agent
may obtain a signature waiving his/her rights only if the Chief Division Counsel
(CDC) or the USAO, based on the law of the circuit, has approved interrogation of the
juvenile.

B) (U) Notification t0 U.S. Attorney’s Office and Juvenile's Parents ‐ The arresting
agent must immediately notify the USAO and the juvenile's parents, guardian, or
custodian, that the juvenile has been arrested. The juvenile’s parents, guardian, or
custodian must also be notified of the juvenile's rights (use the FD‐395 for this
purpose) and the nature of the alleged offense for which the juvenile was arrested.

C) (U) Init ial Appearance before Magistrate Judge - Subsequent to his/her arrest, the
juvenile must be taken to a magistrate judge forthwith.

D) (U) Record of Notification and Appearance ‐ Because proofof timely notification to
the juvenile’s parents and prompt appearance before the magistratejudge is essential,
agents must promptly prepare FD‐302(s) documenting the time the following events
occurred:
1) (U) The juvenile was arrested;
2) (U) The juvenile was advised of his/her rights;
3) (U) The USAO was notified;
4) (U) The juvenile’s parents, guardian, or custodian were notified of the arrest and of

the juvenile’s rights; and
5) (U) The juvenile was taken before a magistrate judge.

E) (U) Interrogation and Interviews ‐ Whether ajuvenile may be interrogated between
arrest for a federal offense and initial appearance before the magistrate judge depends
on the law of the circuit in which the arrest occurs. When anagent interviews a
juvenile in custody, after arrest and prior to initial appearance while in a place of
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detention With suitable recording equipment, the statement must be recorded in
accordance With DIOG subsection 18.5.6.4.173. If interrogation is not permitted in
the circuit of arrest, information volunteered by the arrestedjuvenile concerning
his/her guilt must be recorded in the agent's FD‐302. Clarifying questions may be
asked if necessary to be certain What the juvenile intended to convey. The volunteered
statement may be reduced to writing if such action does not delay the juvenile's
appearance before the magistratejudge. A juvenile may always be questioned
concerning the guilt of someone else, if such questioning does not delay bringing
him/her before the magistratejudge. These rules apply only When the juvenile has
been arrested for a federal offense. They do not apply When the juvenile is suspected
of having committed a federal offense but is under arrest by state or local officers on a
state or local charge.

F) (U) Fingerprinting and Photographing ‐ Agents may not fingerprint or photograph a
juvenile unless he/she is to be prosecuted asan adult. Because it is not known at the
time of arrest Whether the juvenile Will be prosecuted asan adult or ajuvenile, agents
may not fingerprint or photograph ajuvenile Without permission of the magistrate
judge. Following anadjudication of delinquency based on anoffense Which, if
committed by an adult, would be a felony that is a crime of Violence or a Violation of
21 U.S.C. § 841 (manufacturing, distributing, dispensing of a controlled substance or
possession With the intent to do same), § 955 (possession of controlled substances on
board vessels arriving in or departing the United States) or § 959 (manufacture or
distribution of controlled substances for purpose of unlawful importation), the juvenile
must be fingerprinted and photographed. Agents should coordinate fingerprinting and
photographing With the USMS.

G) (U) DNA Collection ‐ Agents must not take DNA samples fromjuveniles at the time
of arrest.

H) (U) Press Releases ‐ Neither the name nor picture of an arrestedjuvenile may be
made public. Accordingly, the arrest of ajuvenile may only be announced by apress
release that does not contain identifying information
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(U) Other investigative resources described below are available asspecified in Assessments and
Predicated Investigations. The investigative resources include:

(U) See Section 20.2 below.

(U) See Section 20.3 below.

b 7 E

b 7 E

20.1.3 (U/AF‐QUQ)BEHAVIORAL ANALYSIS ‐ OPERATIONAL BEHAVIORAL
SUPPORTPROGRAM

(U) See Section 20.4 below.

20.1.4 (U/fF-QUQ) SENSITIVE TECHNICAL EQUIPMENT
(U) See Section 20.5 below.
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20.3.1 ( U) A UTHORIZEDINVESTIGATIVE A CTIVITY
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20.4 (U/fF-OHO) OPERATIONAL BEHAVIORAL SUPPORT PROGRAM‐ CIRG’S
BEHAVIORAL ANALYSIS UNITS (BAUs) AND/OR CD’S BEHAVIORAL
ANALYSIS PROGRAM

20.4.1 ( U) A UTHORIZEDINVESTIGATIVE A CTIVITY

(U) The National Center for the Analysis of Violent Crime (NCAVC) manages and directs the
FBI’s operational behavioral support across all investigative programs. In addition, the
NCAVC's units provide operational and analytical support, Without charge, to federal, state,
local, tribal, foreign law enforcement, intelligence and security agencies involved in the
investigation of unusual or repetitive Violent crimes, communicated threats, terrorism, and other
matters. The NCAVC also provides support through expertise and consultation in non‐Violent
matters, such asnational security, corruption, and White‐collar crime investigations. See DIOG
Section 12 for FD‐999 documentation and other requirements for Assistance to Other Agencies.
(U) Requests for NCAVC operational assistance should be made to the NCAVC Coordinator in
the field office or to the NCAVC unit at Quantico. Requests for service can be coordinated
through direct contact, telephone, email or Electronic Communication t0 the NCAVC. A l l F B I
operational behavioral support requests must be coordinated and approved by the NCAVC.
(U) The appropriate Legal Attache office (LEGAT) or the International Operations Division
(IOD) must coordinate all requests from foreign law enforcement, intelligence and security
agencies With NCAVC staff. NCAVC staff wil l assist the LEGAT 0r IOD preparation of an
appropriate request for service and Will facilitate the delivery of the service requested from the
foreign agency.

(U) See the NCAVC website for additional information.

20.5 (U/flFOU-G) SENSITIVE TECHNICAL EQUIPMENTiU/fi- 5 Deinition: Sensitive Technical Equipment (STE) isdefined int h e : b 7 E

20.5.1 ( U) A UTHORIZEDINVESTIGATIVE A CTIVITY
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21 (U) INTELLIGENCE COLLECTION

21.1 (U) INCIDENTAL COLLECTION
(U/fFO'U‘Gj-Incidental collection is information derived during the course of a pending
investigation assessment 0 - t h a t is res-onsive to a PFI FB I or IC collection

(U//FSHG) Incidentally collected information, resnonsive t0 the above‐mentioned collection
requirements, may also be derived fro ‑‑
< w _

b 7 E

U _  m

21.2 (U) F B INATIONAL COLLECTION REQUIREMENTS
(U/I‘FGHG) The FBIHQ DI establishes F B Inational collection requirements after coordination
With OGC, other FBIHQ operational divisions, and field offices. An FBInational collection
requirement describes information needed by the FBI to: (1) identify or obtain information about
potential targets 0f, 0r vulnerabilities to, Federal criminal activities or threats to the national
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security; or (i i) inform or facilitate intelligence analysis and planning pertinent to the FBI’s law
enforcement or national security missions.

b 7 E

(U) For example:
A )  ( U / / F 0 U O  ‐

B) (U//F'6HO

o w e ‑

(U/AFGHC) Before any investigative activity is conducted in order to respond to anF B Inational
collection requirement, anAssessment 0r Predicated Investigation must be opened or already
open. An Assessment cannot be opened solely based upon an FBInational collection
requirement. An authorized purpose (national security or criminal threat) and clearly defined
0bjective(s) must exist prior to opening an Assessment. During anAssessment, the F B I is
authorized to collect against any F B Inational collection requirement that is relevant to the
A s s e s s m e n _ b 7 E
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21.3 (U/lF-GUO) F B IFIELD OFFICE COLLECTIONREQUIREMENTS
(Ufi‘FG-HG) An F B Ifield office collection requirement describes information needed by the field
to: (1) identify or obtain information about potential targets 0f 0r vulnerabilities to Federal
criminal activities or threats to the national security; or (i i) inform or facilitate intelligence
analysis and planning pertinent to the FBI’s law enforcement or national security missions.
(U//F6'HGj-Bef0re any investigative activity may be conducted to respond to anF B Ifield office
collection requirement, anAssessment 0r Predicated Investigation must be opened or already
open. An Assessment cannot be opened solely based upon an F B I field office collection
requirement
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[Including subsequent revisions by the Attorney General Orders]
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PREAMBLE

These Guidelines are issued under the authority of the Attorney General asprovided in
sections 509, 510, 533, and 534 ofTit le 28, United States Code, and Executive Order 12333. They
apply to domestic investigative activities of the Federal Bureau of Investigation (FBI) and other
activities asprovided herein.
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I N T R O D U C T I O N

As the primary investigative agency of the federal government, the Federal Bureau of
Investigation (FBI)has the authority and responsibility to investigate all Violations of federal law
that are not exclusively assigned to another federal agency. The F B I is further vested by law and
by Presidential directives with the primary role in carrying out investigations within the United
States of threats to the national security. This includes the lead domestic role in investigating
international terrorist threats to the United States, and in conducting counterintelligence activities
to meet foreign entities‘ espionage and intelligence efforts directed against the United States.

The FBI is also vested with important functions in collecting foreign intelligence asa
member agency of the U.S. Intelligence Community. The F B I accordingly plays crucial roles in
the enforcement of federal law and the proper administration of justice in the United States, in the
protection of the national security, and in obtaining information neededby the United States for
the conduct of its foreign affairs. These roles reflect the wide range of the FBI’s current
responsibilities and obligations, which require the F B Ito be both anagency that effectively
detects, investigates, andprevents crimes, and an agency that effectively protects the national
security and collects intelligence.

The general objective of these Guidelines is the full utilization of all authorities and
investigative methods, consistent with the Constitution and laws of the United States, to protect
the United States and its people from terrorism and other threats to the national security, to protect
the United States and its people from Victimization by all crimes in Violation of federal law, and
to further the foreign intelligence objectives of the United States. At the same time, it is axiomatic
that the FBImust conduct its investigations and other activities in a lawful and reasonable manner
that respects liberty and privacy and avoids unnecessary intrusions into the lives of law-abiding
people. The purpose of these Guidelines, therefore, is to establish consistent policy in such
matters. They wil l enable the F B I to perform its duties with effectiveness, certainty, and
confidence, and wil l provide the American people with afirm assurance that the F B I is acting
properly under the law.

The issuance of these Guidelines represents the culmination of the historical evolution of
the FBI and the policies governing its domestic operations subsequent to the September 11, 2001,
terrorist attacks on the United States. Reflectingdecisions and directives of the President and the
Attorney General, inquiries and enactments of Congress, and the conclusions of national
commissions, it was recognized that the FBI’s functions needed to be expanded and better
integrated to meet contemporary realities:

[C]ontinuing coordination. ..is necessary to optimize the FBI’s performance in both national
security and criminal investigations... [The] n e w reality requires first that the F B I and other
agencies do abetter job of gathering intelligence inside the United States, and second that
we eliminate the remnants of the old "wall" between foreign intelligence and domestic law
enforcement. Both tasks must be accomplished without sacrificing our domestic liberties
and the rule of law, and both depend on building a very different F B I from the one we had
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on September 10, 2001. (Report of the Commission on the Intelligence Capabilities of the
United States Regarding Weapons of Mass Destruction 466, 452 (2005).)

In line with these objectives, the F B Ihas reorganized and reoriented its programs and
missions, and the guidelines issued by the Attorney General for F B Ioperations have been
extensively revised over the past several years. Nevertheless, the principal directives of the
Attorney General goveming the FBI’s conduct of criminal investigations, national security
investigations, and foreign intelligence collection have persisted asseparate documents involving
different standards and procedures for comparable activities. These Guidelines effect a more
complete integration and harmonization of standards, thereby providing the F B Iand other affected
Justice Department components with clearer, more consistent, and more accessible guidance for
their activities, and making available to the public in a single document the basic body of rules for
the FBI’s domestic operations.

These Guidelines also incorporate effective oversight measures involving many Department
of Justice and FBIcomponents, which have been adopted to ensure that all FBI activities are
conducted in a manner consistent with law and policy.

The broad operational areas addressed by these Guidelines are the FBI’s conduct of
investigative and intelligence gathering activities, including cooperation and coordination with
other components and agencies in such activities, and the intelligence analysis and planning
functions of the FBI.

A. F B I RESPONSIBIL IT IES - FEDERAL CRIMES, T H R E AT S TO T H E
N AT I O N A L SECURITY,F O R E I G NI N T E L L I G E N C E

Part II of these Guidelines authorizes the FBI to carry out investigations to detect, obtain
information about, or prevent or protect against federal crimes or threats to the national security or
to collect foreign intelligence. The major subject areas of information gathering activities under
these Guidelines - federal crimes, threats to the national security, and foreign intelligence - are not
distinct, but rather overlap extensively. For example, an investigation relating to international
terrorism will invariably crosscut these areas because international terrorism is included under
these Guidelines‘ definition of "threat to the national security," because international terrorism
subject to investigation within the United States usually involves criminal acts that Violate federal
law, and because information relating to international terrorism also falls within the definition of
”foreign intelligence." Likewise, counterintelligence activities relating to espionage are likely to
concern matters that constitute threats to the national security, that implicate Violations or potential
violations of federal espionage laws, and that involve information falling under the definition of
”foreign intelligence."

While some distinctions in the requirements andprocedures for investigations are necessary
in different subject areas, the general design of these Guidelines is to take a uniform approach
Wherever possible, thereby promoting certainty and consistency regarding the applicable standards
and facilitating compliance with those standards. Hence, these Guidelines do not require that the
FBI’s information gathering activities bedifferentially labeled as”criminal investigations,”
”national security investigations," or "foreign intelligence collections,” or that the categories of
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F B Ipersonnel who carry out investigations be segregated from each other based on the subject
areas in Which they operate. Rather, all of the FBI’s legal authorities are available for deployment
in all cases to which they apply to protect the public from crimes and threats to the national
security and to further the United States' foreign intelligence objectives. In many cases, a single
investigation Will be supportable asan exercise of a number of these authorities - i.e., asan
investigation of afederal crime or crimes, asan investigation of a threat to the national security,
and/or asa collection of foreign intelligence.

1. Federal Crimes

The F B Ihas the authority to investigate all federal crimes that are not exclusively
assigned to other agencies. In most ordinary criminal investigations, the immediate objectives
include such matters as: determining whether a federal crime has occurred or is occurring, or if
planning or preparation for such a crime is taking place; identifying, locating, and apprehending
the perpetrators; and obtaining the evidence needed for prosecution. Hence, close cooperation and
coordination with federal proseeutors in the United States Attorneys' Offices and the Justice
Department litigating divisions are essential both to ensure that agents have the investigative tools
and legal advice at their disposal for Which prosecutorial assistance or approval is needed, and to
ensure that investigations are conducted in a manner that wil l lead to successful prosecution.
Provisions in many parts of these Guidelines establish procedures and requirements for such
coordination.

2. Threats to the National Security

The FBI’S authority to investigate threats to the national security derives from the executive
order concerning U.S. intelligence activities, from delegations of functions by the Attorney
General, and from various statutory sources. See, e.g., E.O. 12333; 50 U.S.C. 401 et seq.; 50
U.S.C. 1801 et seq. These Guidelines (Part VILS) specifically define threats to the national security
to mean: international terrorism; espionage and other intelligence activities, sabotage, and
assassination, conducted by, for, or on behalf of foreign powers, organizations, or persons; foreign
computer intrusion; and other matters determined by the Attorney General, consistent with
Executive Order 12333 or any successor order.

Activities Within the definition of ‘1hreat to the national security” that are subject to
investigation under these Guidelines commonly involve Violations (or potential Violations) of
federal criminal laws. Hence, investigations of such threats may constitute an exercise both of the
FBI’s criminal investigation authority and of the FBI’s authority to investigate threats to the
national security. As With criminal investigations generally, detecting and solving the crimes, and
eventually arresting and prosecuting the perpetrators, are likely to be among the objectives of
investigations relating to threats to the national security. But these investigations also often serve
important purposes outside the ambit of normal criminal investigation and prosecution, by
providing the basis for, and informing decisions concerning, other measures needed to protect the
national security. These measures may include, for example: excluding or removing persons
involved in terrorism or espionage from the United States; recruitment of double agents; freezing

A‐7
UNCLASSIFIED ‐ FO'R'C'J'l?’FI'C'DirL‐U'S'E'GN-IfiL Version Dated:

March 3,2016



UNCLASSIFIED ‐ m o m
Domestic Investigations and Operations Guide

assets of organizations that engage in or support terrorism; securing targets of terrorism or
espionage; providing threat information andwarning to other federal, state, local, andprivate
agencies and entities; diplomatic ormilitary actions; and actions by other intelligence agencies to
counter international terrorism or other national security threats.

In lineWith this broad range of purposes, investigations 0fthreats to the national security
present specialneeds to coordinatewith other Justice Department components, including
particularly the Justice Department‘s National Security Division, and to share information and
cooperate with other agencies With national securityresponsibilities, includingother agencies of
the U.S. Intelligence Community, the Department ofHomeland Security, andrelevantWhite
House (includingNational Security Council andHomelandSecurity Council) agencies and
entities. Various provisions in these Guidelines establishprocedures andrequirements to facilitate
such coordination.

3. ForeignIntelligence

As with the investigationof threats to the national security, the FBI’s authority to collect
foreign intelligence derives from amixture of administrative and statutory sources. See, e.g.,
E.O. 12333; 50U.S.C. 401 et seq.', 50U.S.C. 1801et seq.; 28 U.S.C. 532 note (incorporating
P L . 108-458 §§2001-2003). These Guidelines (Part V ILE) define foreign intelligence to mean
”information relating to the capabilities, intentions, or activities of foreign governments or
elements thereof, foreign organizations or foreign persons, or international terrorists."

The FBI’s foreign intelligence collection activities have been expandedby legislative and
administrative reforms subsequent to the September 11, 2001, terrorist attacks, reflecting the FBFS
role asthe primary collector of foreign intelligenceWithin the UnitedStates, and the recognized
imperative that the United States’ foreign intelligence collection activities becomemore flexible,
more proactive, andmo re efficient in order to protect the homeland andadequately inform the
United States” crucial decisions in its dealings with the rest of the world:

The collection of information is the foundation of everything that the Intelligence
Community does. While successful collection cannot ensure a good analytical product, the
failure to collect information...turnsanalysis into guesswork. And asour review
demonstrates, the Intelligence Community’s human and technical intelligence collection
agencies have collected far too little information onmany of the issues we care about most.
(Report of the Commission on the Intelligence Capabilities of the United States Regarding
Weapons of Mass Destruction 351 (2005).)

These Guidelines accordingly provide standards andprocedures for the FBI’S foreign intelligence
collection activities that meet current needs and realities and optimize the FBI’s ability to discharge
its foreign intelligence collection functions.

The authority to collect foreign intelligence extends the sphere of the FBI’s information
gathering activities beyond federal crimes and threats to the national security, andpermits the FB I
to seek information regarding abroader range of matters relating to foreign powers, organizations,
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or persons that may be of interest to the conduct of the United States‘ foreign affairs. The FBI’s role
is central to the effective collection of foreign intelligencewithin the United States because the
authorized domestic activities of other intelligence agencies are mo re constrained than those of the
FB Iunder applicable statutes andExecutive Order 12333. In collecting foreign intelligence, the FB I
wi l l generally be guidedby nationally-determined intelligence requirements, including the National
IntelligencePriorities Framework and the National HUMINT Collection Directives, or any
successor directives issuedunder the authority of the Director of National Intelligence (DNI). As
provided in Part VILF of these Guidelines, foreign intelligence requirements may also be
establishedby the President or Intelligence Community officials designated by the President, and
by the Attorney General, the Deputy Attorney General, or an official designated by the Attorney
General.

The general guidance of the FBI’s foreign intelligence collection activities by DNI ‑
authorized requirements does not, however, limit the FBI’s authority to conduct investigations
supportable on the basis of its other authorities -to investigate federal crimes and threats to the
national security - in areas in which the information sought also falls under the definition of foreign
intelligence. The FB Iconducts investigations of federal crimes and threats to the national security
based onpriorities and strategic objectives set by the Department of Justice and the FB1,
independent of DNI‐establishedforeign intelligence collection requirements.

Since the authority to collect foreign intelligence enables the FBIto obtain information
pertinent to the United States' conduct of its foreign affairs, even if that information is not related to
criminal activity or threats to the national security, the information sogatheredmay concern lawful
activities. The FB I should accordingly operate openly and consensually with U.S. persons to the
extent practicable when collecting foreign intelligence that does not concern criminal activities or
threats to the national security.

B . THE FB IAS AN INTELL IGENCEAGENCY

The FBI is an intelligence agency aswell asa lawenforcement agency. Its basic functions
accordingly extendbeyond limited investigations of discrete matters, and include broader analytic
andplanning functions. The FBI’s responsibilities in this area derive from various administrative
and statutory sources. See, e.g., E.O. 12333; 28U.S.C. 532 note (incorporatingP.L. 108-458 §§
2001-2003) and 534 note (incorporatingP.L. 109-162 § 1107). Enhancement ofthe FBI’s
intelligence analysis capabilities and functions has consistently been recognizedasakey priority in
the legislative and administrative refonn efforts following the September 11, 2001, terrorist attacks:

[Counterterrorism] strategy should . . . encompass specific efforts to . . . enhance the depth
and quality of domestic intelligence collection and analysis . . . . [T]he FB Ishould
strengthen and improve its domestic [intelligence] capability asfully and expeditiously as
possible by immediately institutingmeasures to . . . significantly improve strategic analytical
capabilities ...(J0 t h Inquiry into Intelligence Community Activities Before and After the
Terrorist Attacks of September 11, 2001, S.Rep. No. 351 & H.R. Rep. No. 792, 107th
Cong, 2d Sess. 4-7 (2002) (errata print).)
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A ”sma ” government would integrateall sources of information to see the enemy asa
whole. Integratedall-source analysis should also inform and shape strategies to collect more
intelligence. . . . The importance of integrated, all-source analysis cannot be overstated.
Without it, it is not possible to "connect the dots.” (Final Report of the National Commission
on Terrorist Attacks Upon the United States 401, 408 (2004).)

Part IV of these Guidelines accordingly authorizes the F B I to engage in intelligence analysis
and planning, drawing on all lawful sources of information. The functions authorized under that
Part include: ( i ) development of overviews and analyses concerning threats to and vulnerabilities of
the United States and its interests, ( i i ) research and analysis to produce reports and assessments
concerning matters relevant to investigative activities or other authorized F B Iactivities, and (i i i ) the
operation of intelligence systems that facilitate and support investigations through the compilation
and analysis of data and information on an ongoing basis.

C. OVERSIG H T

The activities authorized by these Guidelines must be conducted in a m a n n e r consistent
With all applicable laws, regulations, andpolicies, includingthose protectingprivacy and civi l
liberties. The Justice Department’s National Security Division and the FBI ’s Inspection
Division, Office of General Counsel, and Office oflntegrity and Compliance, alongWith other
components, share the responsibility to ensure that the Department meets these goals With
respect to national security and foreign intelligence matters. In particular, the National Security
Division’s Oversight Section, in conjunction With the FBI ’s Office of General Counsel, is
responsible for conducting regular reviews of all aspects of F B Inational security and foreign
intelligence activities. These reviews conducted at F B Ifie ld offices andheadquarter units,
broadly examine such activities for compliance With these Guidelines and other applicable
requirements.

Various features 0fthese Guidelines facilitate the National Security Division’s oversight
functions. Relevant requirements and provisions include: ( i ) required notificationby the F B Ito
the National Security Division concerning ful l investigations that involve foreign intelligence
collection or investigation ofUnited States persons in relation to threats of the national security,
( i i ) annual reports by the F B Ito the National Security Division concerning the FBI‘s foreign
intelligence collection program, including information onthe scope andnature offoreign
intelligence collection activities in each F B Ifie ld office, and ( i i i ) access by the National Security
Division to information obtained by the F B Ithrough national security or foreign intelligence
activities and general authority for the Assistant Attorney General for National Security to obtain
reports from the F B Iconcerning these activities.

Pursuant to these Guidelines, other Attorney General guidelines, and institutional
assignments of responsibility Within the Justice Department, additional Department components
- including the Criminal Division, the United States Attorneys' Offices, and the Office of
Privacy and Civ i l Liberties - are involved in the c o m m o n endeavor with the F B I of ensuring that
the activities of all Department components are lawful, appropriate, and ethical aswell as
effective. Examples include the involvement of both FBI and prosecutorial personnel in the
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review of undercover operations involving sensitive circumstances, notice requirements for
investigations involving sensitive investigative matters (as defined in PaIt V I LN 0fthese
Guidelines), and notice and oversight provisions for enterprise investigations, Which may
involve abroad examination of groups implicated in the gravest criminal and national security
threats. These requirements and procedures help to ensure that the rule of law is respected in the
Depaltment‘s activities and that public confidence is maintained in these activities.
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I . G E N E R A L A U T H O R I T I E S A N D P R I N C I P L E S

A. SCOPE

These Guidelines apply to investigative activities conductedby the F B IWithin the United
States or outside the territories of all countries. They do not apply to investigative
activities of the F B I in foreign countries, Which are governed by the Attorney General's
Guidelines for Extraterritorial F B IOperations.

B . G E N E R A L A U T H O R IT I E S

1. The F B I is authorized to conduct investigations to detect, obtain information
about, andprevent andprotect against federal crimes andthreats to the national
security and to collect foreign intelligence, asprovided in Palt II 0fthese
Guidelines.

2. The F B I is authorized to provide investigative assistance to other federal agencies,
state, local, or tribal agencies, and foreign agencies asprovided in PaIt H of
these Guide l ines

3. The F B I is authorized to conduct intelligence analysis andplanning asprovided in
Part VI 0fthese Guidelines.

4. The F B I is authorized to retain and share information obtained pursuant to these
Guidelines asprovided in Pan VI 0fthese Guidelines.

C . USE O F A U T H O R I T I E S A N D M E T H O D S

1. Protect ion of the Un i ted States a n d I t s People

The F B I shall fully utilize the authorities provided and the methods authorized by
these Guidelines to protect the United States and its people from crimes in
Violation of federal law and threats to the national security, and t0 fuIther the
foreign intelligence objectives of the United States.

2 .  C h o i c e  o f  M e t h o d s

21. The conduct of investigations and other activities authorized by these
Guidelines may present choices between the use of different investigative
methods that are each operationally sound and effective, but that are m o r e
or less intrusive, considering such factors asthe effect on the privacy and
civi l liberties ofindiViduals andpotential damage to reputation. The least
intrusive method feasible is to be used in such situations. It is recognized,
however, that the choice ofmethods is amatter ofjudgment. The F B I shall
not hesitate to use any lawful method consistent With these Guidelines,
even if intrusive, Where the degree ofintrusiveness is warranted in light of
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the seriousness of a criminal or national security threat or the strength of
the information indicating its existence, or in light of the importance of
foreign intelligence sought to the United States' interests. This point isto
beparticularly observed in investigations relatingto terrorism.

b. United States persons shall be dealt With openly and consensually t0 the
extent practicable when collecting foreign intelligence that does no t
concern criminal activities or threats to the national security.

Respect f o r Legal Rights

A l l activities under these Guidelines must have a valid purpose consistent with
these Guidelines, and must be carried out in conformity With the Constitution
and all applicable statutes, executive orders, Department of Justice regulations
and policies, and Attorney General guidelines. These Guidelines do not
authorize investigating or collecting or maintaining information on United States
persons solely for the purpose of monitoring activities protected by the First
Amendment or the lawful exercise of other rights secured by the Constitution or
laws of the United States. These Guidelines also do not authorize any conduct
prohibited by the Guidance Regardingthe Use of Race by Federal Law
Enforcement Agencies.

Undisclosed Participation in Organizations

Undisclosed participation in organizations in activities under these Guidelines
shall be conducted in accordance With F B I policy approved by the Attorney
General.

Maintenance of Records unde r the Privacy A c t

The Privacy Act restricts the maintenance of records relating to certain activities
of individuals Who are United States persons, With exceptions for circumstances
in Which the collection of such information is pertinent to and Within the scope
of an authorized law enforcement activity or is otherwise authorized by statute. 5
U.S.C. 552a(e)(7). Activities authorized by these Guidelines are authorized law
enforcement activities or activities for which there is otherwise statutory
authority for purposes of the Privacy Act. These Guidelines, however, do no t
provide an exhaustive enumeration of authorized F B I law enforcement activities
or F B I activities for Which there is otherwise statutory authority, and no
restriction is implied With respect to such activities carried out by the F B I
pursuant to other authorities. Further questions about the application of the
Privacy Act to authorized activities of the F B I should be addressed to the F B I
Office of the General Counsel, the F B I Privacy and Civ i l Liberties Unit, or the
Department of Justice Office of Privacy and Civ i l Liberties.

12
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N AT U R E A N D A P P L I C AT I O N O F T H E GUIDEL INES

1 .  R e p e a l e r s

These Guidelines supersede the following guidelines, which are hereby repealed:

a. The Attorney General's Guidelines on General Crimes, Racketeering
Enterprise and Terrorism Enterprise Investigations (May 30, 2002) and
all predecessor guidelines thereto.

b. The Attorney General's Guidelines for F B I National Security
Investigations and Foreign Intelligence Collection (October 31, 2003) and
all predecessor guidelines thereto.

c. The Attorney General's Supplemental Guidelines for Collection,
Retention, and Dissemination of Foreign Intelligence (November 29,
2006).

d. The Attorney General Procedure for Repotting and Use of Information
Concerning Violations of L a w and Authorization for Palticipation in
Otherwise Illegal Activity in F B I Foreign Intelligence,
Counterintelligence or International Terrorism Intelligence Investigations
(August 8, 1988).

e. The Attorney General's Guidelines for Repotting on Civ i l Disorders and
Demonstrations Involving a Federal Interest (April 5, 1976).

2 . Status as In te rna l Guidance

These Guidelines are set forth solely for the purpose of internal Department of
Justice guidance. They are not intended to, do not, and may not be relied upon
to create any rights, substantive 0r procedural; enforceable by law by any party
in any matter, civi l or criminal, n o r do they place any limitation on otherwise
lawful investigative and litigative prerogatives of the Depattment of Justice.

3. Departures f r o m the Guidel ines

Depaltures from these Guidelines must be approved by the Director of the FBI,
by the Deputy Director of the FBI, or by an Executive Assistant Director
designated by the Director. If a departure is necessary Without such prior
approval because of the immediacy or gravity of a threat to the safety of persons
or propeIty or to the national security, the Director, the Deputy Director, or a
designated Executive Assistant Director shall be notified as soon thereafter as
practicable. The F B I shall provide timely written notice of departures from these
Guidelines to the Criminal Division and the National Security Division, and
those divisions shall notify the Attorney General and the Deputy Attorney
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General. Notwithstandingthis paragraph, all activities in all circumstances must
be carried out in a manner consistent With the Constitution and laws of the
United States.

4. O t h e r Activit ies N o t L i In i ted

These Guidelines apply to F B I activities asprovided herein and do no t l imit
other authorized activities of the FBI, such asthe FBI’S responsibilities to
conduct background checks and inquiries concerning applicants and employees
under federal personnel security programs, the FBI’S maintenance and operation
of national criminal records systems and preparation of national crime statistics,
and the forensic assistance and administration functions of the F B I Laboratory.

14
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I I . I N V E S T I G AT I O N S A N D I N T E L L I G E N C E G A T H E R I N G

This Part of the Guidelines authorizes the F B Ito conduct investigations to detect, obtain
information about, and prevent and protect against federal crimes and threats to the national security
and to collect foreign intelligence.

When an authorized purpose exists, the focus of activities authorized by this Part may be
whatever the circumstances warrant. The subject of such an activity may be, for example, a particular
crime or threatened crime; conduct constituting a threat to the national security; an individual, group,
or organization that may be involved in criminal or national security- threatening conduct; or a
topical matter of foreign intelligence interest.

Investigations may also beundertaken for protective purposes in relation to individuals,
groups, or other entities that may be targeted for criminal Victimization or acquisition, or for terrorist
attack or other depredations by the enemies of the United States. For example, the participation of the
F B I in special events management, in relation to public events or other activities whose character
may make them attractive targets for terrorist attack is an authorized exercise of the authorities
conveyed by these Guidelines. Likewise, FBI counterintelligence activities directed to identifying
and securing facilities, personnel, or information that may be targeted for infiltration, recruitment, or
acquisition by foreign intelligence services are authorized exercises of the authorities conveyed by
these Guidelines.

The identification and recruitment of human sources -who may be able to provide or obtain
information relating to criminal activities, information relating to terrorism, espionage, or other
threats to the national security, or information relating to matters of foreign intelligence interest - is
also critical to the effectiveness of the FBI' s law enforcement, national security, and intelligence
programs, and activities undertaken for this purpose are authorized and encouraged.

The scope of authorized activities under this Part is not limited to ”investigation” in anar row
sense, such assolving particular cases or obtaining evidence for use in particular criminal
prosecutions. Rather, these activities also provide critical information needed for broader analytic
and intelligence purposes to facilitate the solution and prevention of crime, protect the national
security, and further foreign intelligence objectives. These purposes include use of the information in
intelligence analysis and planning under Part I V, and dissemination of the information to other law
enforcement, Intelligence Community, and White House agencies under Part VI. Information
obtained at all stages of investigative activity is accordingly to beretained and disseminated for these
purposes asprovided in these Guidelines, or in F B Ipolicy consistent with these Guidelines,
regardless of whether it furthers investigative objectives in a narrower or more immediate sense.

In the course of activities under these Guidelines, the FBImay incidentally obtain
information relating to matters outside of its areas of primary investigative responsibility. For
example, information relating to Violations of state or local law or foreign law may be incidentally
obtained in the course of investigating federal crimes or threats to the national security or in
collecting foreign intelligence. These Guidelines do not bar the acquisition of such information in
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the course of authorized investigative activities, the retention of such information, or its
dissemination asappropriate to the responsible authorities in other agencies or jurisdictions. Part VI
of these Guidelines includes specific authorizations and requirements for sharing such information
with relevant agencies and officials.

This Part authorizes different levels of information gathering activity, Which afford the F B I
flexibility, under appropriate standards and procedures, to adapt the methods utilized and the
information sought to the nature of the matter under investigation and the character of the
information supporting the need for investigation.

Assessments, authorized by Subpart A of this Part, require an authorized purpose but not any
particular factual predication. For example, to carry out its central mission of preventing the
commission of terrorist acts against the United States and its people, the F B Imust proactively draw
on available sources of information to identify terrorist threats and activities. It cannot be content to
wait for leads to come in through the actions of others, but rather must bevigilant in detecting
terrorist activities to the ful l extent permittedby law, with an eye towards early intervention and
prevention of acts of terrorism before they occur. Likewise, in the exercise of its protective
functions, the F B I is not constrained to wait until information is received indicating that a particular
event, activity, or facility has drawn the attention of those who would threaten the national security.
Rather, the F B I must take the initiative to secure and protect activities and entities whose character
may make them attractive targets for terrorism or espionage. The proactive investigative authority
conveyed in assessments is designed for, and may be utilizedby, the F B I in the discharge of these
responsibilities. For example, assessments may be conducted aspart of the FBI's special events
management activities.

More broadly, detecting and interruptng criminal activities at their early stages, and
preventing crimes from occurring in the first place, is preferable to allowing criminal plots and
activities to come to fruition. Hence, assessments may be undertaken proactively with such
objectives asdetecting criminal activities; obtaining information on individuals, groups, or
organizations of possible investigative interest, either because they may be involved in criminal or
national security-threatening activities or because they may be targeted for attack or Victimization by
such activities; and identifying and assessing individuals Who may have value ashuman sources.
For example, assessment activities may involve proactively surfing the Internet to find publicly
accessible websites and services through which recruitment by terrorist organizations and promotion
of terrorist crimes is openly taking place; through which child pornography is advertised and traded;
through which efforts are made by sexual predators to lure children for the purpose of sexual abuse;
or through which fraudulent schemes are perpetrated against the public.

The methods authorized in assessments are generally those of relatively low intrusiveness,
such asobtaining publicly available information, checking government records, and requesting
information from members of the public. These Guidelines do not impose supervisory approval
requirements in assessments, given the types of techniques that are authorized at this stage (e.g.,
perusing the Internet for publicly available information). However, F B Ipolicy wi l l prescribe
supervisory approval requirements for certain assessments, considering such matters asthe purpose
of the assessment and the methods being utilized.
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Beyondthe proactive information gathering functions described above, assessments may be
usedWhen allegations or other information concerning crimes or threats to the national security is
received or obtained, and the matter can bechecked out or resolved through the relatively non‑
intrusive methods authorized in assessments. The checking of investigative leads in this manner
can avoid the need to proceed to more formal levels of investigative activity, if the results of an
assessment indicate that further investigation is not warranted.

Subpart B of this Part authorizes asecond level of investigative activity, predicated
investigations. The purposes or objectives ofpredicated investigations are essentially the same as
those of assessments, but predication asprovided in these Guidelines is needed - generally,
allegations, reports, facts or circumstances indicative of possible criminal or national security‑
threatening activity, or the potential for acquiring information responsive to foreign intelligence
requirements - and supervisory approval must beobtained, to initiate predicated investigations.
Corresponding to the stronger predication and approval requirements, all lawful methods may be
used in predicated investigations. A classified directive provides further specification concerning
circumstances supporting certain predicated investigations.

Predicated investigations that concern federal crimes or threats to the national security are
subdivided into preliminary investigations and ful l investigations. Preliminary investigations may be
initiated on the basis of any allegation or information indicative of possible criminal or national
security-threatening activity, but more substantial factual predication is required for ful l
investigations. While time limits are set for the completion of preliminary investigations, ful l
investigations may bepursued without preset limits on their duration.

The final investigative category under this Part of the Guidelines is enterprise investigations,
authorized by Subpart C, which permit a general examination of the structure, scope, and nature of
certain groups and organizations. Enterprise investigations are a type of ful l investigations. Hence,
they are subject to the purpose, approval, and predication requirements that apply to fu l l
investigations, and all lawful methods may beused in carrying them out. The distinctive
characteristic of enterprise investigations is that they concern groups or organizations that may be
involved in the most serious criminal or national security threats to the public - generally, patterns of
racketeering activity, terrorism or other threats to the national security, or the commission of
offenses characteristically involved in terrorism asdescribed in 18U.S.C. 2332b(g)(5)(B). A broad
examination of the characteristics of groups satisfying these criteria is authorized in enterprise
investigations, including any relationship of the group to aforeign power, its size and composition,
its geographic dimensions and finances, its past acts and goals, and its capacity for harm.
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ASSESSMENTS

1 .  P u r p o s e s

Assessments may be carried out to detect, obtain information about, or prevent or
protect against federal crimes or threats to the national security or to collect
foreign intelligence.

2 .  A p p r o v a l

The conduct of assessments is subject to any supervisory approval requirements
prescribed by F B Ipolicy.

3 . Author ized Activi t ies

Activities that maybe carried out for the purposes described in paragraph 1.in an
assessment include:

a. seeking information, proactively or in response to investigative leads,
relating to:

i. activities constituting violations offederal criminal law orthreats t0
the national security,

ii. the involvement or role of individuals, groups, or organizations in
such activities; or

i i i . matters of foreign intelligence interest responsive to foreign
intelligence requirements;

b. identifying and obtaining information about potential targets o fo r
vulnerabilities to criminal activities in Violation of federal law or threats to
the national security;

c. seeking information to identify potential human sources, assess the
suitability, credibility, or value of individuals ashuman sources, validate
humansources, or maintain the cover or credibility of human sources, Who
may be able to provide or obtain information relating to criminal activities
in Violation of federal law, threats to the national security, or matters of
foreign intelligence interest; and

d. obtaining information to inform or facilitate intelligence analysis and
planning as described in Part IV 0fthese Guidelines.
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4. Author ized Methods

Only the following methods may be used in assessments:

a. Obtain publicly available information.

b. Access and examine F B I and other Department of Justice records, and
obtain information from any F B I or other Department of Justice personnel.

c. Access and examine records maintained by, and request information from,
other federal, state, local, or tribal, or foreign governmental entities or
agencies.

d. Use online services and resources (Whether nonprofit or commercial).

6. Use and recruit human sources in conformity With the Attorney General‘s
Guidelines Regardingthe Use of F B I Confidential Human Sources.

f. Interview or request information from members of the public and private
entities.

g. Accept information voluntarily provided by governmental or private
entities.

h. Engage in observation or surveillance not requiring a court order.

i. Grand jury subpoenas to providers of electronic communication services or
remote computing services (including telephone or electronic mail
providers) for the subscriber or customer information listed in 18 U.S.C.
2703(c)(2).

B .  P R E D I C T E D  I N V E S T I G AT I O N S

1. Purposes

Predicated investigations may be carried out to detect, obtain information about,
or prevent or protect against federal crimes or threats to the national security or
to collect foreign intelligence.

2 .  A p p r o v a l

The initiation of apredicated investigation requires supervisory approval at a
level or levels specified by F B Ipolicy. A predicated investigation based on
paragraph 3.0. (relating to foreign intelligence) must be approved by a Special
Agent in Charge or by an F B I Headquarters official asprovided in such policy.
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3. Circumstances Warrant ing Investigation

A predicated investigationmay be initiated on the basis of any of the following
circumstances:

a. An activity constituting a federal crime or a threat to the national security
has or may have occurred, is or may be occurring, or Will or may occur and
the investigationmay obtain information relating to the activity or the
involvement or role of an individual, group, or organization in such
activity.

b. An individual, group, organization, entity, information, property, or
activity is or may be atarget of attack, Victimization, acquisition,
infiltration, 0r recruitment in connection With criminal activity in Violation
of federal law or a threat to the national security andthe investigationmay
obtain information that would help to protect against such activity or
threat.

0. The investigation may obtain foreign intelligence that is responsive to a
foreign intelligence requirement.

4. Preliminary and Fu l l Investigations

A predicated investigation relating to a federal crime or threat to the national seculity
may be conducted asapreliminary investigation or a full investigation. A predicated
investigation that is based solely on the authority to collect foreign intelligencemay
be conducted only asa full investigation.

a. Preliminary investigations

i. PredicationRequired fo r Preliminary Investigations

A preliminary investigationmaybe initiated onthe basis of
information or an allegation indicatingthe existence of a circumstance
described in paragraph 3.a.-.b.

ii. Duration ofPreliminary Investigations

A preliminary investigationmust be concludedWithin six months of its
initiation, Which may be extended by up to six months by the Special
Agent in Chargel. Extensions ofpreliminary investigations beyond a

b 7 E
See Deputy Attorney

GeneralVS Memorandum for the Heads of Department Components captioned, “Delegation ofCerminSpecialAgent
in ChargeFmotions under the Attorney General’3GuidelinesforDomesticF B IOperan'ons datedNovember 24,
2008.
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year must be approved by F B IHeadquarters.

i i i . Methods Allowed in Preliminary Investigations

A l l lawful methods may be used in a preliminary investigation except
for methods Within the scope of PaIt V.A. l l . - l 3 . 0fthese Guidelines.

b. Ful l Investigations

i. Predication Required fo r Fu l l Investigations

A fu l l investigation may be initiated if there is an atticulable factual
basis for the investigation that reasonably indicates that a circumstance
described in paragraph 3.a.-.b. exists or if a circumstance described in
paragraph 3.0. exists.

ii. MethodsAllowed in Ful l Investigations

A l l lawful methods may be used in a full investigation.

Notice Requirements

21. An F B I field office shall notify F B IHeadquarters and the United States
Attorney or other appropriate Depattment of Justice official of the initiation
by the field office ofapredicated investigation involving a sensitive
investigative matter. If the investigation is initiated by F B I Headqualters,
F B IHeadqualters shall notify the United States Attorney or other
appropriate Department ofJustice official of the initiation of such an
investigation. If the investigation concerns athreat t0 the national security,
an official of the National Security Divisionmust benotified. The notice
shall identify all sensitiveinvestigative matters involved in the
investigation.

b. The FBI shall notify the National Security Division of:

i. the initiationof any fu l l investigationofaUni ted Statesperson
relatingto athreatto the national security; and

ii. the initiation of any ful l investigation that isbased onparagraph
3.0. (relatingto foreign intelligence).

c. The notifications under subparagraphs a. and b. shall be made assoon as
practicable, but no later than 30 days after the initiation of an investigation.

(1. The FBIshallnotify the Deputy Attorney General if FBIHeadquaIters disapproves
afield office‘s initiation of apredicated investigation relatingto athreat to the
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national security onthe ground that the predication for the investigation is
insufficient.

C . ENTERPRISE I N V E S T I G AT I O N S

l  .  D e fi n i t i o n

A ful l investigation of a group or organization may be initiated asanenterprise
investigation if there is anarticulable factual basis for the investigation that
reasonably indicates that the group or organization may have engaged ormay be
engaged in, or may have or maybe engaged in planning or preparation or provision
of support for:

a. apattern of racketeering activity asdefined in 18U.S.C. 1961(5);

b. international terron'sm or other threat to the national security;

0. domestic terrorism asdefined in 18 U.S.C. 2331(5) involving a Violation of
federal criminal law;

d. furthering political or social goals wholly or in part through activities that
involve force or violence and a violation of federal criminal law; or

e. an offense described in 18U.S.C. 2332b(g)(5)(B) or 18U.S.C. 43.

2. Scope

The information sought in anenterprise investigation may include a general
examination of the structure, scope, and nature of the group or organization
including: its relationship, if any, to a foreign power; the identity and relationship
of its members, employees, or other persons who may be acting in furtherance of its
Objectives; its finances and resources; its geographical dimensions; and its past and
future activities and goals.

3. Notice and ReportingRequirements

3.. The responsible Depattment of Justice component for the purpose of
notification andreports in enterprise investigations is the National Security
Division, except that, for the purpose ofnotifieations andreports in an
enterpn'se investigation relating to apattem ofracketeering activity that does
not involve anoffense or offenses described in 18U.S.C. 2332b(g)(5)(B), the
responsible Depaltment of Justice component is the Organized Crime and
Racketeering Section of the CriminalDivision.

b. An F B I fie ld office shall notify F B IHeadquarters of the initiation by the
field Office of an enterprise investigation.
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c. The F B I shall notify the National Security Division or the Organized
Crime and Racketeering Section of the initiation of an enterprise
investigation, Whether by a field office or by FB I Headquarters, and the
component s0 notified shall notify the Attorney General and the Deputy
Attorney General. The F B I shall also notify any relevant United States
Attorney‘s Office, except that any investigation Within the scope of PaIt
VLD. 1.d of these Guidelines (relatingto counterintelligenee
investigations) is to betreated asprovided in that provision. Notifications
by the F B Iunder this subparagraph shall be provided as soon as
practicable, but no later than 30 days after the initiation of the
investigation.

d. The Assistant Attorney General for National Security or the Chief of the
Organized Crime and Raeketeering Section, as appropriate, may at any
time request the F B I to provide a report on the status of an enterprise
investigation and the F B I Will provide such reports asrequested.
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111. A S S I S TA N C E TO O T H E R A G E N C I E S

The F B I is authorized to provide investigative assistance to other federal, state, local,
or tribal, or foreign agencies asprovided in this Part.

The investigative assistance authorized by this Part is often concerned With the same
objectives asthose identified inPart II 0fthese Guidelines -investigating federal crimes and
threats to the national security, and collecting foreign intelligence. fu some cases, however,
investigative assistance to other agencies is legally authorized for purposes other than those
identified in Part H, such as assistance in certain contexts to state or local agencies in the
investigation ofcrimes under state or local law, see 28 U.S.C. 540, 540A, 540B, and
assistance to foreign agencies in the investigation offoreign law Violations pursuant to
international agreements. Investigative assistance for such legally authorized purposes is
permitted under this Palt, even if it is not for purposes identified asgrounds for investigation
under Part I I .

The authorities provided by this Part are cumulative to Part II and do no t l imit the
FBI‘s investigative activities under Part I I . For example, Subpart B2 in this Part authorizes
investigative activities by the F B I in certain circumstances to inform decisions by the
President concerning the deployment 0ftr00ps to deal With civi l disorders, and Subpart B.3
authorizes investigative activities to facilitate demonstrations andrelatedpublic health and
safety measures. The requirements and limitations in these provisions for conducting
investigations for the specified purposes do n o t l imit the FBI‘sauthority under Part II to
investigate federal crimes or threats to the national security that occur in the context 0f or in
connection With civi l disorders or demonstrations.

A . T H E I N T E L L I G E N C E C O M M U N I T Y

The F B Imay provide investigative assistance (including operational support) to
authorized intelligence activities of other Intelligence Community agencies.

B . FEDERAL AGENCIES G E N E R A L LY

1 .  I n  G e n e r a l

The F B I may provide assistance to any federal agency in the investigation of
federal crimes or threats to the national security or in the collection of foreign
intelligence, and investigative assistance to any federal agency for any other
purpose that may be legally authorized, including investigative assistance to the
Secret Service in support of its protective responsibilities.

2. The President in Relat ion to C i v i l Disorders

a. At the direction of the Attorney General, the Deputy Attorney General, or
the Assistant Attorney General for the Criminal Division, the F B I shall
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collect information relating to actual or threatened civi l disorders to assist
the President in determining (pursuant to the authority of the President
under 10 U.S.C. 331-33) Whether use 0fthe armed forces or militia is
required and how a decision to commit troops should be implemented. The
information sought shall concern such matters as:

i. The size of the actual or threatened disorder, both in number of people
involved or affected and in geographic area.

ii. The potential for violence.

iii. The potential for expansion of the disorder in light of community conditions
and underlying causes of the disorder.

iv. The relationship of the actual or threatened disorder to the enforcement of
federal law or couIt orders and the likelihoodthat state or local authorities
wil l assist in enforcing those laws or orders.

v. The extent of state or local resources available to handle the disorder.

b. Investigations under this paragraph Will be authorized only for a period of
30 days, but the authorization may be renewed for subsequent 30 day
periods.

0. Notwithstanding Subpart E.2 of this Part, the methods that may be used in
an investigation under this paragraph are those described in subparagraphs
a.-.d., subparagraph f. (other than pretext interviews or requests), or
subparagraph g. of PaIt Il.A.4 of these Guidelines. The Attorney General,
the Deputy Attorney General, or the Assistant Attorney General for the
Criminal Division may also authorize the use of other methods described in
Part II.A.4.

3. Publ ic Hea l th and Safety Author i t ies in Relat ion to Demonstrations

a. At the direction of the Attorney General, the Deputy Attorney General, or
the Assistant Attorney General for the Criminal Division, the F B I shall
collect information relating to demonstration activities that are likely to
require the federal government to take action to facilitate the activities and
provide public health and safety measures With respect to those activities.
The information sought in such an investigation shall be that needed to
facilitate an adequate federal response to ensure public health and safety
and to protect the exercise of First Amendment rights, such as:

i. The time, place, and type of activities planned.

ii. The number of persons expected to participate.

25

A‐26
U N C L A S S I F I E D  ‐  m Version Dated:

March 3,2016



D.

U N C L A S S I F I E D  ‐  W
Domestic Investigations and Operations Guide

iii. The expected means and routes of travel for participants and expected time
of arrival.

iv. Any plans for lodging or housing of participants in connection with the
demonstration.

b. Notwithstanding Subpart E.2 of this Pait, the methods that may be used in
an investigation under this paragraph are those described in subparagraphs
a.-.d., subparagraph f. (other than pretext interviews or requests), or
subparagraph g. of Part I I .A.4 ofthese Guidelines. The Attorney General,
the Deputy Attorney General, or the Assistant Attorney General for the
Criminal Division may also authorize the use of other methods described in
Part II.A.4.

STATE, L O C A L , OR TRIBAL AGENCIES

The FBI may provide investigative assistance to state, local, or tribal agencies in the
investigation of matters that may involve federal crimes or threats to the national
security or for such other purposes as may be legally authorized.

F O R E I G N AGENCIES

1. At the request of foreign law enforcement, intelligence, or security agencies, the F B I
may conduct investigations or provide assistance to investigations by such agencies,
consistent with the interests of the United States (includingnational security
interests) andwith due consideration of the effect on anyUnited States person.
Investigations or assistance under this paragraph must be approved asprovidedby
F B Ipolicy. The F B I shall notify the National Security Division concerning
investigation or assistance under this paragraph where: ( i )FB IHeadquarters
approval for the activity is required pursuant to the approval policy adoptedby the
F B I for purposes of this paragraph, and (i i) the activity relates to a threat to the
national security. Notification t0 the National Security Division shall bemade as
soon aspracticable but no later than 30 days after the approval. Provisions regarding
notification to or coordination with the Central Intelligence Agency by the F B I in
memoranda of understanding or agreements with the Central Intelligence Agency
may also apply to activities under this paragraph.

2. The F B Imay not provide assistance to foreign law enforcement, intelligence, or
security officers conducting investigations within the United States unless such
officers have providedprior notification to the Attorney General asrequired by 18
U.S.C. 951
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The FB Imay conduct background inquiries concerning consenting individuals when
requestedby foreign government agencies.

The FB Imay provide other material and technical assistance to foreign governments
to the extent not otherwise prohibitedby law.

E . APPL ICABLE STANDARDS AND PROCEDURES

1. Authorized investigative assistance by the FBIto other agencies under this Part
includes joint operations and activities with such agencies.

A l l lawful methods may be used in investigative assistance activities under this Part.

Where the methods used in investigative assistance activities under this Part go
beyond the methods authorized in assessments underPait II.A.4 of these Guidelines,
the following apply:

a. Supervisory approval must be obtained for the activity at a level or levels
specified in FB Ipolicy.

b. Notice mus t be provided concerning sensitive investigative matters in the
manner described in Part H.B.S.

c. A database or records systemmust be maintained that permits, With
respect to each such activity, the prompt retrievalof the status of the
activity (open or closed), the dates of opening and closing, and the basis
for the activity. This database or records system may be combinedWith the
database or records system for predicated investigations requiredby Pa t
VI.A.2.
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I V . I N T E L L I G E N C E A N A LY S I S A N D P L A N N I N G

The F B I is authorized to engage in analysis and planning. The FBI‘s analytic activities
enable the F B Ito identify andunderstand trends, causes, andpotential indicia of criminal
activity and other threats to the United States that would not be apparent fromthe investigation
of discrete matters alone. By means ofintelligence analysis and strategic planning, the F B I c a n
m o r e effectively discover crimes, threats to the national security, and other matters of national
intelligence interest and can provide the critical support needed for the effective discharge of its
investigative responsibilities and other authorized activities. For example, analysis of threats in
the context of special events management, concerning public events or activities that may be
targeted for terrorist attack, is anauthorized activity under this Part.

In carrying out its intelligence functions under this Part, the F B I is authorized to draw on
all lawful sources ofinformation, including but not limited to the results ofinvestigative
activities under these Guidelines. Investigative activities under these Guidelines and other
legally authorized activities through Which the FB Iacquires information, data, or intelligence
may properly beutilized, structured, and prioritized so asto support and effectuate the FBI‘s
intelligence mission. The remainder of this Part provides further specification concerning
activities and functions authorized aspart of that mission.

A . STRATEGIC INTELL IGENCE ANALYSIS

The F B I is authorized to develop overviews and analyses of threats to andvulnerabilities
of the United States and its interests in areas related to the FBI‘s responsibilities,
including domestic and international criminal threats and activities; domestic and
international activities, circumstances, and developments affectingthe national security;
andmatters relevant to the conduct of the United States‘ foreign affairs. The overviews
and analyses prepared under this Subpart may encompass present, emergent, and
potential threats andvulnerabilities, their contexts and causes, and identification and
analysis of means of responding to them.

B. REPORTS A N D ASSESSMENTS G E N E R A L LY

The F B I is authorizedto conduct research, analyze information, andprepare reports and
assessments concerning matters relevant to authorized F B Iactivities, such asreports and
assessments concerning: types of criminals or criminal activities; organized crime
groups; terrorism, espionage, or other threats to the national security; foreign
intelligence matters; or the scope and nature of criminal activity in particular geographic
areas or sectors of the economy.

C . I N T E L L I G E N C E SYSTEMS

The F B I is authorized to operate intelligence, identification, tracking, and information
systems in support of authorized investigative activities, or for such other or additional
purposes asmay be legally authorized, such asintelligence and tracking systems
relating to terrorists, gangs, or organized crime groups.
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V .  A U T H O R I Z E D  M E T H O D S

A .  P A R T I C U L A R  M E T H O D S

A l l lawful investigative methods may be usedin activities under these Guidelines as
authorized by these Guidelines. Authorized methods include, but are no t limited to,
those identified in the following list. The methods identified in the list are in some
instances subject to special restrictions or review or approval requirements asnoted:

1. The methods described in Pait II.A.4 of these Guidelines.

2. Mai l covers.

3. Physical searches of personal or real property where awarrant or court order is not
legally requiredbecause there is no reasonable expectation of privacy (e.g., trash
covers).

4. Consensual monitoring of communications, including consensual computer
monitoring, subject to legal review by the ChiefDivision Counsel or the F B I Office
of the General Counsel. Where a sensitive monitoring circumstance is involved, the
monitoring must be approved by the Criminal Division or, if the investigation
concerns a threat to the national security or foreign intelligence, by the National
Security Division.

5. Use of closed-circuit television, direction finders, and other monitoring devices,
subject to legal review by the ChiefDivision Counsel or the F B I Office of the
General Counsel. (The methods described in this paragraph usually do not require
court orders or warrants unless they involve physical trespass 0r non-consensual
monitoring of communications, but legal review is necessary to ensure compliance
with all applicable legal requirements.)

6. Polygraph examinations.

7. Undercover operations. In investigations relating to activities in violation of federal
criminal law that do not concern threats to the national security or foreign
intelligence, undercover operations must be carried out in conformity with the
Attorney General's Guidelines on Federal Bureau of InvestigationUndercover
Operations. In investigations that are not subject t0 the preceding sentence because
they concern threats to the national security or foreign intelligence, undercover
operations involvingreligious or political organizations must be reviewed and
approved by F B IHeadquarters, with participation by the National Security Division
in the review process.

8. Compulsory process asauthorized by law, including grandjury subpoenas and other
subpoenas, National Security Letters (15 U.S.C. 1681u, 1681V; 18 U.S.C. 2709; 12
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U.S.C. 3414(a)(5)(A); 50 U.S.C. 436), and Foreign Intelligence Surveillance Act
orders for the production of tangible things (50 U.S.C. 1861-63).

9. Accessing stored wire and electronic communications and transactional records in
conformity With chapter 121 0ftit1e 18, United States Code (18 U.S.C. 2701- 2712).

10. Use of pen registers and trap and trace devices in confonnity with chapter 206 0ftit1e
18,United States Code (18 U.S.C. 3121-3127), or the Foreign Intelligence
Surveillance Act (50 U.S.C. 1841-1846).

11. Electronic surveillance in conformity with chapter 119 0ftit1e 18, United States
Code (18 U.S.C. 2510-2522), the Foreign Intelligence Surveillance Act, or Executive
Order12333 §2.5.

12. Physical searches, including mail openings, in conformity with Rule 41 of the
Federal Rules of Criminal Procedure, the Foreign Intelligence Surveillance Act, 01'

Executive Order 12333 § 2.5. A classified directive provides additional limitation on
certain searches.

13. Acquisition of foreign intelligence information in conformity with title V I I of the
Foreign Intelligence Surveillance Act.

SPECIAL REQUIREMENTS

Beyondthe limitations noted in the' list above relatingto particular investigative
methods, the following requirements are to be observed:

1. Contacts w i th Represented Persons

Contact With represented persons may implicate 1egal restrictions and affect the
admissibility Ofresulting evidence. Hence, if an individual is knownto be
represented by counsel in apaIticular matter, the F B IWill fol low applicable law
and Depaltment procedure concerning contact With represented individuals inthe
absence ofprior notice to counsel. The Special Agent in Charge and the United
States Attorney or their designees shall consult periodically on applicable law and
Department procedure. Where issues arise concerning the consistency of
contacts with represented persons with applicable attorney conduct rules, the
United States Attorney‘s Office should consult With the Professional
Responsibility Advisory Office.

2. Use of Classified Investigative Technologies

Inappropriate use of classified investigative technologies may risk the
compromise of such technologies. Hence, in an investigation relatingto activities
in Violation of federal criminal law that does n o t concern a threat to the national
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security or foreign intelligence, the use of such technologies must be in
conformity With the Procedures for the Use of Classified Investigative
technologies in Criminal Cases.

C . O T H E RW I S E I L L E G A L A C T I V I T Y

1. Otherwise illegal activity by anF B Iagent or employee in an undercover operation
relating to activity in Violation of federal criminal law that does not concern a threat
to the national security or foreign intelligence must be approved in conformity with
the Attorney General's Guidelines onFederalBureau of InvestigationUndercover
Operations. Approval of otherwise illegal activity in conformity with those
guidelines is sufficient and satisfies any approval requirement that would otherwise
apply under these Guidelines.

2. Otherwise illegal activity by ahuman source must be approved in conformity with
the Attorney General's Guidelines Regardingthe Use of F B IConfidential Human
Sources.

3. Otherwise illegal activity by an F B Iagent or employee that is not within the scope of
paragraph 1. must be approved by a United States Attorney‘s Office or a Department
of Justice Division, except that ( i ) anFBI agent or employee may engage in the
consensual monitoring of communications in accordance with F B Ipolicy, even if a
crime under state, local, territorial, 0r tribal law, and (i i) a Special Agent in Charge
may authorize the followingz:

a. otherwise illegal activity that would not be a felony under federal, state,
local, territorial, 0r tribal law;

b. the controlled3 purchase, receipt, delivery, or sale of drugs, firearms,
stolen property, contraband, or other items that are subject to legal or
regulatory restrictions on transfer, such asprescription medication or
medical devices;

0. the delivery or sale of stolen property Whose ownership cannot be
determined, provided that the property does not pose a significant risk of
death or serious injury to any person;

(1. the payment of bribes 0r kickbacks;

e. the making of false representations in concealment of personal identity or

2  _  b 7 E
_e Deputy Attorney General’s Memorandum for the Heads of Department
Components captioned, “Delegation afCertainSpecialAgent in Charge Funcrions under the Attorney General’3
Guidelines or DomesticF B IOlerafions” datedNovember 24 2008.
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the true ownership of a proprietary, but not including s w o r n testimony;

f. conducting money launderingtransactions (including acting as an
unlicensed money transmitter 01' using other methods to conduct the
transactions) involving an aggregate amount not exceeding $1 million;

g. the advertising or soliciting of unlawful goods or services; and

h. gambling activities.

However, a Special Agent in Charge may not authorize an activity that may constitute a
Violation of expott control laws, economic sanctions, or laws that concern the
proliferation of weapons of mass destruction, In an investigation relatingto a threat to
the national security or foreign intelligence collection, a Special Agent in Charge may
authorizean activity that may otherwise Violate prohibitions of material support to
terrorism only in accordance With standards established by the Director of the F B I and
agreed to by the Assistant Attorney General for National Security.

4. The following activities may not be authorized:

21. Acts of Violence.

b. Activities Whose authorization is prohibited by law, including unlawful
investigative methods, such asillegal electronic surveillance or illegal
searches.

Subparagraph a., however, does no t l imit the right of F B I agents or employees to engage
in any lawful use of force, including the use Of force in self‐defense or defense of others
or otherwise in the lawful discharge of their duties.

5. An agent or employee may engage in otherwise illegal activity that could be
authorized under this SubpaIt without the authon'zation requiredby paragraph 3. if
necessary to meet an immediate threat to the safety of persons or property or to the
national security, or to prevent the compromise of aninvestigation or the loss of a
significant investigative opportunity. In such a case, prior to engaging in the
otherwise illegal activity, every effort should be made by the agent or employee to
consult with the Special Agent in Charge, andby the Special Agent in Charge to
consult with the United States Attomey’s Office or appropriate Department of
Justice Division where the authorization of that office or division would berequired
under paragraph 3., unless the circumstances preclude such consultation. Cases in
which otherwise illegal activity occurs pursuant to this paragraph without the
authorization requiredby paragraph 3. shall be reported assoon aspossible to the
Special Agent in Charge, and by the Special Agent in Charge to F B IHeadqualters
and t0 the United States Attorney's Office or appropriate Department of Justice
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Division.

In an investigation relating to athreat to the national security or foreign intelligence
collection, the National Security Division is the approving component for otherwise
illegal activity for which paragraph 3. requires approval beyond internal F B I
approval. However, officials in other components may approve otherwise illegal
activity in such investigations asauthorized by the Assistant Attorney General for
National Security.
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V I . R E T E N T I O NA N D S H A R I N G O F I N F O R M A T I O N

A . R E T E N T I O N O F I N F O R M AT I O N

1. The F B Ishall retain records relating to activities under these Guidelines in
accordance with a records retention plan approved by the National Archives and
Records Administration.

2. The F B Ishall maintain a database or records system that permits, with respect to
each predicated investigation, the prompt retrieval of the status of the investigation
(open or closed), the dates of opening and closing, and the basis for the investigation.

B . I N F O R M AT I O N S H A R I N G G E N E R A L LY

1. Permissive Sharing

Consistent with law andwith any applicable agreements or understandings with other
agencies concerning the dissemination of information they haveprovided, the F B I
may disseminate information obtained or produced through activities under these
Guidelines:
a. within the F B Iand to other components of the Department of Justice;

b. to other federal, state, local, or tribal agencies if related to their
responsibilities and, in relation to other Intelligence Community agencies,
the determination Whether the information is related to the recipient‘s
responsibilities may be left to the recipient;

c. to congressional committees asauthorized by the Department of Justice
Office of Legislative Affairs;

(1. to foreign agencies if the information is related to their responsibilities and
the dissemination is consistent With the interests of the United States
(including national security interests) and the F B I has considered the effect
such dissemination may reasonably be expected to have on any
identifiable United States person;

e. if the information is publicly available, does no t identify United States
persons, or is disseminated With the consent of the person whom it
concerns;

f. if the dissemination is necessary to protect the safety or security of persons
or property, to protect against or prevent a crime or threat to the national
security, or to obtain information for the conduct of an authorized F B I
investigation; or
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g. if dissemination of the information is otherwise permitted by the Privacy
Act (5 U.S.C. 5523.).

2 .  R e q u i r e d  S h a r i n g

The F B I shall share and disseminate information asrequired by statutes, treaties,
Executive Orders, Presidential directives, National Security Council directives,
Homeland Security Council directives, and Attorney General-approved policies,
memoranda of understanding, or agreements.

C . I N F O R M AT I O N R E L AT I N G T O C R I M I N A L M AT T E R S

1. Coordination wi th Prosecutors

In an investigation relating to possible criminal activity in Violation offederal law,
the agent conducting the investigation shall maintain periodic Wlitten or oral contact
with the appropriate federal prosecutor, as circumstances warrant and asrequested
by the prosecutor. When, during such an investigation, amatter appears arguably to
warrant prosecution, the agent shall present the relevant facts to the appropriate
federal prosecutor. Information on investigations that have been closed shall be
available on request to a United States Attorney or his or her designee or an
appropriate Department of Justice official.

2. Cr im ina l Matters Outside F B I Jurisdiction

When credible information is receivedby an F B Ifield office concerning serious
criminal activity not within the FBI’s investigativejurisdiction, the field office shall
promptly transmit the information or refer the complainant to a law enforcement
agency havingjurisdiction, except Where disclosure wouldjeopardize anongoing
investigation, endanger the safety of an individual, disclose the identity of ahuman
source, interfere with ahuman source's cooperation, 0r reveal legally privileged
information. If fu l l disclosure is not made for the reasons indicated, then, whenever
feasible, the F B Ifield office shall make at least limited disclosure to a law
enforcement agency or agencies havingjurisdiction, and full disclosure shall be
made assoon asthe need for restricting disclosure is no longer present. Where full
disclosure is not made to the appropriate law enforcement agencies within 180 days,
the F B Ifield office shall promptly notify F B IHeadquarters in writing of the facts
and circumstances concerning the criminal activity. The FBI shall make periodic
reports to the Deputy Attorney General on such nondisclosures and incomplete
disclosures, in a form suitable to protect the identity ofhuman sources.
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3. Reporting of Cr imina l Activity

a. When it appears that an F B I agent or employee has engaged in criminal
activity in the course of an investigation under these Guidelines, the F B I
shall notify the United States Attorney’s Office or an appropriate
Department of Justice Division. When it appears that a human source has
engaged in criminal activity in the course of an investigation under these
Guidelines, the F B I shall proceed asprovided in the Attorney General’s
Guidelines Regardingthe Use of F B I Confidential Human Sources. When
information concerning possible criminal activity by any other person
appears in the course of an investigation under these Guidelines, the F B I
shall initiate an investigation of the criminal activity if warranted, and shall
proceed asprovided in paragraph 1. or 2.

b. The reporting requirements under this paragraph relating to criminal activity
by F B I agents or employees or human sources do not apply to otherwise
illegal activity that is authorized in conformity With these Guidelines or
other Attorney General guidelines or to minor traffic offenses.

I N F O R M AT I O N R E L AT I N G T O N AT I O N A L S E C U R I T Y A N D F O R E I G N
I N T E L L I G E N C E  M AT T E R S

The general principle reflected in current laws and policies is that there is a responsibility
to provide information asconsistently and fully aspossible to agencies With relevant
responsibilities to protect the United States and its people from terrorism and other threats
to the national security, except as limited by specific constraints on such sharing. The
FBI's responsibilities in this area include carrying out the requirements of the
Memorandum of Understanding Between the Intelligence Community, Federal L a w
Enforcement Agencies, and the Department of Homeland Security Concerning
Information Sharing (March 4, 2003), or any successor memorandum of understanding or
agreement. Specific requirements also exist for internal coordination and consultation
With other Department of Justice components, and for provision of national security and
foreign intelligence information to White House agencies, asprovided in the ensuing
paragraphs.

1. Department of Justice

a. The National Security Division shall have access to all information obtained
by the F B I through activities relating to threats to the national security or
foreign intelligence. The Director of the F B I and the Assistant Attorney
General for National Security shall consult concerning these activities
whenever requested by either of them, and the F B I shall provide such
reports and information concerning these activities asthe Assistant Attorney
General for National Security may request. In addition to any reports or
information the Assistant Attorney General for National Security may
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specially request under this subparagraph, the FB I shall provide annual
reports to the National Security Division concerning its foreign intelligence
collection program, including information concerning the scope and nature
offoreign intelligence collection activities in each FB I field office.

b. The FBI shall keep the National Security Division apprised of all
information obtained through activities under these Guidelines that is
necessary to the ability of the United States to investigate or protect against
threats to the national security, Which shall include regular consultations
between the FB I and the National Security Division to exchange advice and
information relevant to addressing such threats through criminal prosecution
or other means.

c. Subject to subparagraphs d. and e., relevant United States Attorneys‘ Offices
shall have access to and shall receive information from the FB I relating to
threats to the national security, and may engage in consultations With the
FB I relating to such threats, to the same extent asthe National Security
Division. The relevant United States Attorneys‘ Offices shall receive such
access and information from the FBI fie ld offices.

(1. In a counterintelligence investigation - i.e., an investigation relating to a
matter described in Part VII.S.2 ofthese Guidelines - the FBI‘s provision of
information to and consultationWith a United States Attorney's Office are
subject to authorization by the National Security Division. In consultation
With the Executive Office for United States Attorneys and the FBI, the
National Security Division shall establish policies setting forth
circumstances in which the FB IWill consult With the National Security
Divisionprior to informing relevant United States Attorneys‘ Offices about
such an investigation. The policies established by the National Security
Divisionunder this subparagraph shall (among other things) provide that:

i. The National Security Divisionwill, within 30 days, authorize the FB Ito
share with the United States Attorneys' Offices information relating to
certain espionage investigations, asdefined by the policies, unless such
information is withheld because of substantial national security
considerations; and

i i . the FBImay consult freely with United States Attorneys‘ Offices
concerning investigations within the scope of this subparagraph during an
emergency, so long asthe National Security Division is notified of such
consultation assoon aspractical after the consultation.

e. Information shared With a United States Attorney's Office pursuant to
subparagraph 0. or d. shall be disclosed only to the United States Attorney
or any Assistant United States Attorneys designated by the United States
Attorney aspoints of contact to receive such information. The United
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States Attorneys and designated Assistant United States Attorneys shall
have appropriate security clearances and shall receive training in the
handling of classified information and information derived from the Foreign
Intelligence Surveillance Act, including training concerning the secure
handling and storage of such information and training concerning
requirements and limitations relating to the use, retention, and dissemination
of such information.

f. The disclosure and sharing of information by the FB Iunder this paragraph
is subject to any limitations required in orders issued by the Foreign
Intelligence Surveillance Court, controls imposed by the originators of
sensitive material, and restrictions established by the Attorney General or
the Deputy Attorney General in particular cases. The disclosureand sharing
of information by the FB I under this paragraph that may disclose the
identity of human sources is governed by the relevant provisions of the
Attorney General‘s Guidelines Regardingthe Use of FB I Confidential
Human Sources.

White House

In order to carry out their responsibilities, the President, the Vice President, the
Assistant to the President for National Security Affairs, the Assistant to the President
for HomelandSecurity Affairs, the National Security Council and its staff, the
HomelandSecurity Council and its staff, and other White House officials and offices
require information from all federal agencies, including foreign intelligence, and
information relating to international terrorism and other threats to the national
security. The FB I accordingly may disseminate to the White House foreign
intelligence andnational security information obtained through activities under these
Guidelines, subject to the following standards andprocedures:

a. Requests to the FB I for such information from the White House shall be
made through the National Security Council staff or Homeland Security
Council stafi‘ including, but not limited to, the National Security Council
Legal and Intelligence Directorates and Office of Combating Terrorism, or
through the President‘s Intelligence Advisory Board or the Counsel to the
President.

b. Compromising information concerning domestic officials or political
organizations, or information concerning activities of United States persons
intended to affectthe political process in the United States, may be
disseminated to the White House only With the approval of the Attorney
General, based on a determination that such dissemination is needed for
foreign intelligence purposes, for the purpose of protecting against
international terrorism or other threats to the national security, or for the
conduct of foreign affairs. However, such approval is no t required for
dissemination to the White House of information concerning efforts of

38

A‐39
UNCLASSIFIED ‐‘FU'R'OFFTC'I7¥I:‘U'S-E-6NI:¥ Version Dated:

March 3,2016



U N C L A S S I F I E D  ‐  W
Domestic Investigations and Operations Guide

foreign intelligence services to penetrate the White House, or concerning
contacts by White House personnel with foreign intelligence service
personnel.

0. Examples of types of information that are suitable for dissemination to the
White House on a routine basis include, but not limited to:

i. InfOImationconcerning international terrorism;

i i . information concerning activities of foreign intelligence services in the
United States;

i i i . information indicative of imminent hostilities involving any foreign power;

iV. information concerning potential cyber threats to the United States or its
allies;

V. information indicative of policy positions adopted by foreign officials,
governments, or powers, or their reactions to United States foreign policy
initiatives;

Vi. information relating to possible changes in leadership positions of foreign
governments, parties, factions, or powers;

Vii. information concerning foreign economic or foreign political matters that
might have national security ramifications; and

Viii. information set fOIth in regularly publishednational intelligence
requirements .

d. Communications by the F B Ito the White House that relate to a national
security matter and concern a litigation issue for a specific pending case
must be made known to the Office Ofthe Attorney General, the Office of
the Deputy Attorney General, or the Office of the Associate Attorney
General. White House policy may specially l imit or prescribe the White
House personnel Who may request information concerning such issues from
the FBI.

e. The limitations on dissemination of information by the F B I to the White
House under these Guidelines do n o t apply to dissemination to the White
House of information acquired in the course of an F B I investigation
requested by the White House into the background of a potential employee
or appointee, or responses to requests from the White House under
Executive Order 10450.
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Special Statutory Requirements

3. Dissemination of information acquired under the Foreign Intelligence
Surveillance Act is, to the extent provided in that Act, subject to
minimization procedures and other requirements specified in that Act.

b. Information obtained through the use of National Security Letters under 15
U.S.C. 1681V may be disseminated in conformity With the general standards
of this Part. Information obtained through the use of National Security
Letters under other statutes may be disseminated in conformity With the
general standards of this Part, subject to any applicable limitations in their
governing statutory provisions: 12 U.S.C. 3414(a)(5)(B); 15 U.S.C.
1681u(f); 18 U.S.C. 2709(d); 50 U.S.C. 436(e).
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V I I .  D E F I N I T I O N S

A. CONSENSUAL MONITORING: monitoring of communications for which a court order or
warrant is not legally requiredbecause of the consent of a party to the communication.

B. EMPLOYEE: an FBI employee or an employee of another agency working under the
direction and control of the FBI.

C. FOR OR ON BEHALF OF A FOREIGNPOWER: the determination that activities are for or
on behalf of a foreign power shall be based on consideration of the extent to which the foreign
power is involved in:

1. control or policy direction;

2. financial or material support; or

3. leadership, assignments, or discipline.

D. FOREIGN CONIPUTER INTRUSION: the use or attempted use of any cyber-activity or
other means, by, for, or on behalfof a foreign power to scan, probe, or gain unauthorized
access into one or more U.S.-based computers.

E. FOREIGN INTELLIGENCE: infomation relating to the capabilities, intentions, or activities
of foreign governments or elements thereof, foreign organizations or foreign persons, or
international terrorists.

F. FOREIGN INTELLIGENCEREQUIREMENTS:

1. national intelligence requirements issuedpursuant to authorization by the Director of
National Intelligence, including the National Intelligence Priorities Framework and the
National H U M I N T Collection Directives, or any successor directives thereto;

2. requests to collect foreign intelligence by the President or by Intelligence Community
officials designated by the President; and

3. directions to collect foreign intelligence by the Attorney General, the Deputy Attomey
General, or an official designated by the Attorney General.

G. FOREIGNPOWER:

1. a foreign government or any component thereof, whether or not recognizedby the
United States;

2. a faction of aforeign nation or nations, not substantially composed of United States
pemons;

3. an entity that is openly acknowledged by a foreign government or governments to be
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directed and controlled by such a foreign government or governments;

4. a group engaged in international terrorism or activities in preparation therefor;

5. a foreign-based political organization, not substantially composed of United States
persons; or

6. an entity that is directed or controlled by a foreign government or governments;

H U M A N SOURCE: 3 Confidential Human Source asdefined in the Attorney General's
Guidelines Regardingthe Use of F B IConfidential Human Sources.

INTELLIGENCE ACTIVITIES: any activity conducted for intelligence purposes or to affect
political or governmental processes by, for, or on behalfof a foreign power.

INTERNATIONAL TERRORISM:

Activities that:

1. involve Violent acts or acts dangerous to human life that Violate federal, state, local,
or tribal criminal law or would Violate such law if committed within the United States
or a state, local, or tribal jurisdiction;

2. appear to be intended:

i. to intimidate or coerce a civilian population;

i i . to influence the policy of a government by intimidation or coercion; or

i i i . to affect the conduct of a government by assassination 0r kidnapping; and

3. occur totally outside the United States, or transcend national boundaries in terms of
the means by which they are accomplished, the persons they appear to be intended to
coerce or intimidate, or the locale in which their perpetrators operate or seek asylum.

PROPRIETARY: a sole proprietorship, partnership, corporation, or other business entity
operated on a commercial basis, Which is owned, controlled, or operated wholly or in part on
behalf of the FBI, and whose relationship with the F B I is concealed from third parties.

PUBLICLY AVAILABLE: information that has been published or broadcast for public
consumption, is available on request to the public, is accessible on-line or otherwise to the
public, is available to the public by subscription or purchase, could be seen or heard by any
casual observer, is made available at ameeting open to the public, or is obtained by Visiting
any place or attending any event that is open to the public.

RECORDS: any records, databases, files, indices, information systems, or other retained
information.
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SENSITIVE INVESTIGATIVEMATTER: an investigativematter involving the activities of
a domestic public official or political candidate (involving corruption or a threat to the
national security), religious or political organization or individual prominent in such an
organization, or news media, or any other matterwhich, in the judgment of the official
authorizing an investigation, should bebrought to the attention of F B IHeadquarters and other
Department of Justice officials.

SENSITIVE MONITORING CIRCUMSTANCE:

1. investigation of amember of Congress, a federal judge, amember of the Executive
Branch at Executive Level IV or above, or a personwho has served in such capacity
within the previous two years;

2. investigation of the Govemor, Lieutenant Governor, or Attorney General of any state
or territory, or ajudge orjustice of the highest court of any state or territory,
concerning anoffense involvingbribery, conflict of interest, or extortion related to
the performance of official duties;

3. a party to the communication is in the custody of the Bureau of Prisons or the United
States Marshals Service or is being or has been affordedprotection in the Witness
Security Program; or

4. the Attorney General, the Deputy Attorney General, or anAssistant Attorney General
has requested that the FBI obtain prior approval for the use of consensual monitoring
in a specific investigation.

SPECIAL AGENT IN CHARGE: the Special Agent in Charge of anFB Ifield office
(including anActing Special Agent in Charge), except that the functions authorized for
Special Agents in Charge by these Guidelines may also be exercised by the Assistant Director
in Charge or by any Special Agent in Charge designatedby the Assistant Director in Charge
in anFBIfield office headedby anAssistant Director, andby FBIHeadquarters officials
designated by the Director of the FBI.

SPECIAL EVENTSMANAGENIENT: planning and conduct of public events or activities
whose character maymake them attractive targets for terrorist attack.

STATE, LOCAL, ORTRIBAL: any state or territory of the United States or political
subdivision thereof, the District of Columbia, or Indian tribe.

THREAT TO THE NAT IONAL SECURITY:

1. international terrorism;

2. espionage and other intelligence activities, sabotage, and assassination, conducted by,
for, or on behalf of foreign powers, organizations or persons;

3. foreign computer intrusion; and
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4, other matters determinedby the Attorney General, consistent with Executive Order
12333 or a successor order.

T‘ UNITED STATES: when used in ageographic sense, means all areas under the territorial
sovereignty of the United States

U. UNITED STATES PERSON:

Any 0fthe Following, but no t including any association or corporation that is a foreign
power asdefined in Subpart G.1.-.3.:

1. anindividual who is aUnited States citizen or analien lawfully admitted for
permanent residence;

2. an unincorporated association substantially composed of individuals who are United
States persons; or

3, acorporation incorporated in the United States.

In applying paragraph 2‘, if a group or organization in the United States that is affiliated
with a foreign-based international organization operates directly under the control of the
international organization and has no independent program or activities in the United
States, the membership of the entire international organization shallbe considered in
determining whether it is substantially composed of United States personst If; however,
the U.S.-based group or organization has programs or activities separate from, or in
addition to, those directed by the international organization, only its membership in the
United States shall be considered in determining whether it is substantially composed of
United States persons. A classified directive provides further guidance concerning the
determination of United States person status.

V. USE: when used with respect to human sources, means obtaining information from, tasking,
or otherwise operating such sources,

Date: 09/29/08
MichaelB. ukasey
Attorney General
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¢mw£wy ¢ ¢ £ . o r a p p i i c g u t g fi b x H u n k amp imymanv fi x c on t r a s t i n g :

3f? i n f a r m a t i m n r ‘ nnezn ina r fi tg m fi fi wfio 3 5 % r&fiwwnahiy
fi fi l i k v e fi E a b u p m t w n t i a l $ $ U f ¢ w a -§£ cwnfikfihm i Q n k h a fl u r k fi w a G E

fl $ t fi r m i n i fi q §8§3£~m¢mL t351:3.hv fi r g r n d fi b i a fi C Y i

{ q } i n imymar ian a r i fi i n g Q U C §fi a l a w f u i p e s s n n n w l ,

wmunivmkiuux nmwu r i s y E n v e fi z i g m h i m m ;

a h } {n fUXM§Eimfi afiquixfid b y ' fi v fi fi h fi h fi r w c w n n a i $ a a n w a n u t

fl i x e a x a a a : s § a ¢ § fi a H u i r a d v s r a n g a p g r a w n § g

i i } 3n333§utalir w b t fi i :ed : n t n r w s t i v n t h a t may i n fl i w a c g

1ncm§¥eem»n : Ln aa t i vapfixfi t h a n may v t L i a n a F&dfiEQE, $ t a t E .

§ § ¢ n § . w ? { ? K W i g n i g u a ; a n fi

i p r n m r i é n fi fi c a g a a r y f m f fi dm i u fi a t r a t i v a p u r p a $ u 3 3

£ 3 a fi d i t i m n g v $ i a m fi n t $ a fi h h e ' : n t a i t i q a n e a fi fimmufl l t y may

d i w w a m i fi a t fi :nLLrnm*kv3 t n 93mm “ p p ¢ 9 _ g i i t Q i g m fi n t w ‘ nhim t h fi

3 h t fi § 3 i § fi u fi § Cfimmunfl x y Sax p u r p m s fi a S f r & iww i n g a h v r & w i g i w n t

v § w m ¢ fi t Kw dfikwxminfi mhwnhar t h n inflmrmfik ifin 3a : S i m v n n t tn i t m

f e h fi v n £ § § i 1 § $ $ fl fi a fi d $ 3 3 b fi r e t a i n m d m y 3 t . ammap: t h a t

Snxmxmaa ian dac i v&fl zrcm s i g m a i x i n t g i l i q a a m a . m & y m n l y g h a v

“353:7:femiawkwd 2.11:: 27:13:13 avaihmfim ta." Enitfi‘llmqarwa :‘ITs‘J-L‘miirsity

fi l fimfifififi L n $ “ ~ Y i § fi $ % “ L L1 p r u a a d u r e $h t q b 1 x ~ h fl d g g t h y
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S&R fi fi t w t i fi a w a r d i n m t i a n wflth t h w fiwm r u t a n y c f maffinae a n d

apprmwad h y ‘ t h Q A t t fi r u fi y fimn fl x a i .

¢ . # L u j i w a i j n _ f ¢ ¢ b H J Q fi w $ y Efiwmenfiw v : aha Im te j x l qence_

?ammunitfi s hwE i u s a { h a E&Rs: i a t r u fi i v a ' a n i i fi c n i o n a a c h m i q u a fi

r w w a i w k a w i t h i n t h e fi fi i t fi fi Sha t v s e r d g r a c t s d n fi a i n fl t

fi n i c w d k . g t é a p a r $ a n s a b r w a d . R i w m a n t $ , a £ c h » E fi t g i l i g g n fl §

cemmunziy a r e nma w n t h fl fi } $ $ fl a w use $ a s h i fi fl h fi ‘

$ § G m a x m m i a s w r v w i l § a n c § , u n s e n fi w n t fi d p h y s i m a i g a g r w h v $ . 3 & 1 :

s u fi v fi l i & § fi a ¢ , p fi y w l fl m l fimgng i lmnwfi , fi r mm a g t w r é fi g fiavimas
R u 1 a $ fl fifiay E r a in acwmsflanfiv w i t h prwuéfluxmy th8b1 i&h§d b y ‘ g h fi

hemfi w? t h y I n t v l i l g e a s e E&mfiunitv'aiamenm ¢$ n c é rm am ar t h e h a a d

mfi s dwpa r §mana «da t a i n fing Such ek$mwnt 3nd aggrmvafi ky t hw

A t t m r n e y G & n w y a i , v a f t & r w a n a u l t a t t fi fl H a t h h u e b i c e u t a r , 5 3 n

p r u a v d q u 8 ‘ & fi $ i i p s a t § ¢ t C Q R fi i i t U Lmnal a n d " r i g h t x

a n d 1 3 m g : a x e gf-aSah i n f m x m a t i a h t a i a w f u i ,

H fi ® $ . Tba£® p rm c a d u rm s x h a R L - n w t fi u t hm z l x fi a

f fi } T h fl m fi n x x a a I h u & 111 g e n a a n g a n c y ‘ § fi i fi i r ¢ # u q a q w i n

§ § a c r r w n § m s g y w % ; i i m n m a w i t h i n aka H m $ t w d fi n a t w $ G 8 $ 6 § E i v : k h s

p u s p w fi a n : a s y m n i n q , a m a z i n g : u r ' c a n a n a a i n q Q a w n r fi n m a 5 g n £ ¢ $ { a

{ b } S n g a n s w n t e w p h y $ a c a § . $ § a r n h & 3 i n t h e u n i fi e d g r a n g b y

w i emwn t fi w fi a h a £ fl :@ i l $ § a n cw. ‘ §mmu n j t y mther. than r h fl gay,

m i k i x a fi y ' x fi r v i e e fi fi i r a c t fi d a g a i n fi t mii&§ag§ § § r s 6 n n § i w i t h i fi nhw

wax E r a t g m e r afirsaa f g c En t g i l i fi é hué . fi u r §oaéa , whan

am ihu r imad by a m i i x t a s y m m fi n d a g em g g w fi r g d t é a§§fi5

. haswd a g fi n a K ind inq w?g w s r c h fi g ' f m r l aw $fiih§¢fim¢nt.pfi£fip§%a
\p r fi h a : 9 & 8 c w EQE L é ¢ § t h a t sufih p e f s u n fi ¢ r ¢ a fi t i n g a s agafi t s

‘mfi f fi r g fi q n p s w g f w r a nd

{ fi g S&nrmhéfi b y 32A m§ p e rmmna b v p r é p § r t y a f nwnm

u n i t § fi $ t a § w g p e r fi m fi a k a w f u l l y in fi t x pmxawamgan;
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{ Q } Phygxma§ m u s v fi i l i fi n c a ¢ § a m n l u w u $ t a t ¢ n p n g Q H i n £23

w a i t v d S a n a b y a l w w £ n § a S f a h a I n t a i i i g 3 5 6 $ . C m m m u n i x y m t h a r

Khan.zxxe $ 8 1 , e x 2 & § t I fl r ;

E l i E h y w i q a i a u r v fi i i i a n c a u fi p r a a w n t m u E mmm:

fi x fa“m&x i n t# i i i q a n 2 é fi i fi m fl fi t c 3 n : n & q t m § a w :

sha i : p f fi fi fi n t a x fmrm$r e m y l a y w a n . 0 : a p § l & c a u t s Eflr a n y 3 2 2

empimymenx $ 3 a m m t s a t t i n g : amd

Ft; 3m 1. , 1 m u r V w i l i a n c v m t A m i i i t a r y fi fi f fi fi fi

v m y i w y g d . h y a HOHWLhtfl .ki.wak m& Q i a m a fi t m i 2 m L ‘ é t3 r y £ £ r v i ¢ g g

3}11d

§d§_Phy§£ua§ $ u r w e ‘ l i a m c a :f a u n l z é d finafiefi § § £ $ n n abraafi
nu 2 m i i é £ t fi é r w i q fi imté i§1§mfica, é y w e p t tfi 3 3 Lq x n $ i g n i f j e a n z

1 n § ¢ r mmahi.mn t h a n manna: r a a fi a m a h i y h a g r q a i r a fi b y m n h e r fi m fi h fi ‘

-zua a t :m r n a ;S fi n m r a l h 2 r § b y ‘ 1 2

da i fifianxd v h a gwwar t 0 apyrwva ahw fi fi fi i fi x - i n t e l l i g a n c a

ms 1:?pmsehzx . w i t ; 9: .1n s.i: t? 133111331 :5 m i t e m v; :: a‘sqa 3.85321: 3 U311tesji £3115:E m s

p w r a n a b K Q Q fl , Q f a n y t a ;h n i q u e £ 0 3 w h x $ h fi M a r r § n & w m u i d h a

r fl q u g x fi d 1 f ' u n u a r t a k e a § fi r 33w a n fi b n a a m e m t ' p u x p m a a fi g p r m v t § 3 d

t h 3 t muwh K e rhmiqmnw s h e } : nwt bn.undwrtak«n unxawa t h w $ t n m z n w y

S e n fi r a i h a s d é t a r fi i fi fi d i n Q&Gh 3 3 3 $ t h a t t h a n » i s grmbfibia sauna
.hu b x i i v v w t h a t Vhfi { W fi h fi fi fl fi fi i fi Wxiextwfi a g a i n a t a f w r a i g fi

p m w fi m m : 3 3 ‘ 3 @ § n t a t a §$£QLQW p a w 2 r ‘ ? fi e $ u t h a r a a y d e i a g a r 3 fi

nurwuan i t n t h i g v fi a r 2 3 5 2 2 fi . immlud inv t h v a fi fi h n r i t ' fi a 3 p w r w v w
V ‘ \

fi ba u x a m: $ u r w s i s l § n c é a fi fl a fi i n e fl 1 n t h é Fare }gn

£ 8 t § 3 1 £ g w a a $ 3 U § V n 3 § i a n m 3 fi x i » { lfiQS, 5 8 §mendfifl{ s h a l l h a

e m fi y m é s a fi 3n fisanrdanma u§ n t h fi r A 3 5 2

R . fi 3 3 3 3 3 3 3 5 3 2 $ 3 L a w * x : \ r a v:2mént aha 3 $ 3 3 E1v£3 A u fi h a r x t i w x .

t h m i n r w: 1 3q 2 n n & S a m r m ni t y a x fi Q u k h v r i z a fl t 2 :

{ : 3 H & J p fi n fi i fi w i t h apps¢ p : ‘ a t & Law 'anxmxc w a n t a g w n u i w 2 f a n

t h fi p u s § $ 3 2 n : p 1 0 ’ w i t 3 n g t h e @mnz“?“flfi i m f w r m a t i w n y p r fi p s r t y ,

a n d fi a fl l l i t l a m m i a n y fi l fi m fi n t w t aha i h n fi i l i: q a n c e m \ m m u s naw;
5 @ t h g c w i x e p w a c i u fi w fi m y i d » Q ! s h i m $ r d 2 r .
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p a r t h i fi x x a 3 n l a w ‘ a n o r m w m e n r u fl k x v i fi i e a - t fi i n v a a t i g a r fi fi r

p r fl v % h t c l a n fi g s g i n w i n h w l i i q a u c a $ m c i v i n i a a ' h y fim r e i g n v p uw e r a ,

‘4) t : i .WI: 033:er { 11 {3n Gui “11%?av 3‘i :3'S (b1%23:1r i m ;1?. inns :315:14.W. 1:3.535;;

{C3 ? nm v fi d a v x pw u i s i i x e d e q u i pm a n c . t a n h n i w a i k n gw lwflqw : e r

a s x i a t a n p m u : a x p a n t p a r s é fi fi fi i t a r n a e m y a n y ~ d a p a p t m a u n @ r

a Q fi R C y , $ r t h fi i i v e s nxv u n d a n gw r n d . t n § u m p a r t Amwai 19w

a n $ w r e a m a n r a g e n c i e fi . F r o v i aewn g r 3&a za t &nm& b § ' a x p & x t

fi flfifidhnfi } § h ¢ § l ha fi fi p r w $ § d kn R&fih c a s e by tum g fl n g c fi i

o f C h fi p r o v i d i n g a l a n fih t en dapa r tmfin t : a n i

i d : R & u d fl r 3 3 y w c h e r axsixtauue and ac $ e r m h g m m 3 % § n w

anfarcamenK Gr atfifis e i y i l auxhan i t igs n w t prgcludefi h?

a p p i i e s t l & 1&w.

2 . 5 E a u t r a c t X fi § u £ i $ w & 8 t a $ § Che f n t fi fi l fi q w n d fi a fi m m u n i r y fi r a

g u a h a r l x a d tn g n a w : 1ms& w o n n r a a r fi m: a r rahgem&ntx r a g t fi é

p r s v i S i a n m i g r o é s o r g a r v i c $ & w i t h p r i v a t e a$m@ani@s e r

i n w k i t u t i e n m 5 n t h e m n i r a fi fi t m u a x a n fi n & e u n m k : e q fi a i fi h a

' $ § $ fi $ o r $ h t p m i fiuch m v n m a a s t g m : fl r fi a fi g fi M fi fi fi fi { fi x a u t h e r i z e fi

i N fiQ l i i fl é fiw fi fi fl t fi fi fi fi s . : a n x a a fi fi fi r hrxanflemanta w i t h auadamkm

i n z h i t u fi i fi u s m a y ' h v u n d e y t a k a n a n l y w i t h t h e amnaanc m i

a g p r a g r i a c w m fi fi a i a i fi @ E t h é i u w t } x u t i ¢ u .

3 . 8 fifinsiwtfifiar ‘fi ififi Oa&&§ £§w§. Ngthing in { h i m fi t fi q r mha iA kg
man§£suQfi tm . a u a h ¢ £ & : & 3 3 y 3 & g t v i n y { a v g n k g t i fi n c : a h g

Q M m fi n j t u fi i u n w t @ fi n t u t a g w : t h e flu;tfifi s n a t g q .

2F; . :3 andig m :fcrssm ma3,- : 2‘:23"gmci m: hi EtirgaI: §gas a£11m: w: 13%;“ 5 m g

fi n e g e w S x a aw s . Hm an : a c t i n g fin n e h fi i § as u lamenkfi Q2 aha

a r c a n i x a n i a n En a h a u n i t g fi S c a t a a fi n fi éna l fi a t any m§ em § n t m :

8 a _ w r t h q § n ¢ h p $ t §mm * §

i n t fl i l i q n h a w ‘ fi fi i i l i a t i m n a m a p p t fl p x i a n u a f fi a i a l a s f mfia

w fi g $ fl i fi § i i § n . é x é a p t i n § c h r d a fi w a w i t h ' p s a w a d u r é fi ESXfih l i fi h é é

b y t h w ' h a x d 0 5 t h u K n : & l l i g e n e e Q emm u w i t y a ;am%nk c m n c a x n a fi u :

a h a h % $ d fi fi a d e $ £ t M fi n t wdnca£n£ng a u m h ‘ a l ¢ m w n t a n d : a p g x a v g d b y
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t h é fi ? t fi r n § y Gmav f fi fi , 3 E h v r c m n fi u i x a t i é n w i%h t h s S i r w c h fi t .

Such p a r t i c i g a t i w n s h a i i k w fi u t h fi fi fi fi d a n fl y i f 3 : 1 g u g a a n t i a :

k w a fi h i e v i fi g R&Nfu l p u r p m fi u fi a 3 d e h n sm i fi a d b y t h e K h t fl l i i fl $ n c w

¢0mmun1§$ «Efimmut h fi a d e r d e fi i q n fi m . N a g u m » p x r i i c i p a c fi u n may

ma a u fi fi r t a h s a Sm: she fi u x p fl S Q § § i n fi i n e n s i u q $ h e aun i v imy Q5 t h s

o r g a n i x a t ‘ w n Q 5 i t fi m a m h é r g a x g g g t i n R a g g a w h fi fl e :

{ a } The w a i t ; € i § a t i w n i 5 uaawxigkwn m mb e h a l f o f thw E3? i n

t h a wwurs%m¢£ a i a w fi k l xm v e g t i q a c i c n ; o r ‘

i b fi ? h fi m r§an l x x fi i nm q w n r g r n e d 13 avxmwsafi p r i m a r i § y m i

i n d i v i dm a i x R h » atw nun U n i t e d E c a t e a § § f 3 h n$ a n d i s r é a fi a n am ; y

_ h & l i fi v a d t ? h fi fi fi t i h g Q 8 b w h a l f Q f & fi fi r a i q n p e w e r .

$ . 1 6 §uman-£xpax im$a ta t§wn . Na y l a m a n t u : xha Xnua i i i g fingfi

Cfimmunity $ h a § 1 w p ¢ n $ a r , cénzraai f a t , mr~mmnduat £§$R$£¢h en

h uman §ub§wu t s « x fi fi p t 1 n $ £ c n r a a n ¢ a . w i t h q u i d a i i n e fi { R fi a fi d b y

t b s aaperfiment ‘fifi Rwa l kh s a g Human Swrwimfififi Th fi $Uh§¢£§¥g‘ ‘
i n i m r m ¢ fl é ¢ n $ & n t a h a i i h § d $ w u m fi n r w d B a r w q u i r a d h y cnahm

$ . 1 1 Frmhihfcifin m n - fl $ $ a fi s é n a t i fl n . H Q fi fi f fi fi h gmp im y a fi ' h y m r

a d n i n t fl n ' b fi h fi l i a : a n fi n i t fi fl - B t a t e a c h e r m m fi n t fi n a i l v n v g g $ i n

s i n a s i a n .

$ . 1 2 I n d i r w m ; Pgrx£wip¢r icn. Nu § i a m § fi fi mi t h w i n s a l l i g a n a e

Rfimmmajfiy fi h a fi l p a r t i c i w a t e i n a s ruqugas a n y p a r s e “ t w

amdfix tflkfl a g t i v i t i & m f fi g fi i d fl fi fi b y t h i s Q r d e r ;

£ w § ¢ $ $ m ¢ $ a t j m s m a Sm V § t t $ ¢ t § $ n ~ 3 w ¢mvm£fi acéiqn m a y h a

fi fi fi flu fi t fi d wh£ch 3 a § n t g n d a d . n $ k n f § u e n e é u n i t g d fi g g t e fi g n i i t i w a i

p r & m a & n w x r p u b $ i fi fip ififimug wfiiimlwfi. fir‘mmdfifi.
'PARR 3' §§nwral ?:wvisiwas
3 - 1 Cmngrw§$ i$fia i -fiv¢rs igh$¢ Thw du t K v a a n d £ § RP § d $ i b x i i Q i fl fi ax

a h a Qirwfitwr a n d an? fi § § d £ wi $ t h é r dwaaxammnfiw, a gan fl i éw.

$E¢ménn$. éfid'smtitiws wngwqafl §fi i n t w i l t w w fi c w a c h i v x fi i Q S av
fl a a p w r a t fi w i n k CHE fimng r fi fi a i n t b g ' r u n fi s a t @ ! t t fi

r w a pw n x k h i i i u i fi s f a r $ V § r $ i g x t p f k n t fi l l i § fi n a e § ¢ t i v i t £ § $ ' s h a i l
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b $ i m s l e m s n c w fi i ” a c fl a r fl a n a fi w i t h fi g fi i i w a h 1 § l a » , includimQ
R & I X e V fi f t n ? A m t . Thfi $ ® fi u i f fi n & n fl k m i a p fi i i a a r i w l a w ;

i n g i u d i a q t i l e V w f r h a A c t . a n a l : a y p i y n 0 a l l c a v fi x c a c n i a n

N w t i v i t i u s a w dmfi inmd i n C h i fi fl a d a r ;

3 . 2 E m fi E V x fi n t a fi j $ fl . S h v fi 3 d e n t . £ w § § w r i e d » M E - K h e u s e ;

$ m d Qha Q&rfiutfix a h a i l § § $ M fi $ H $ h u fi § p r a fi r i a t fi d i r g u t g v e x ,

wacsduswfl, a fi fi - q u i d a n g w m s a r m N $ ¢ § $ $ S r f t 9 immiwm¢m§ nhfix

mrda r. H&Rdfi o f e x fi m a n r $ w i t h i n a h a S n t fl l fi i g m fl c fi S a m m u n i r y

s p r i a t a g r o m fi d u r a a a n fi B n p p i a m fi n t fl fi y fi i r g m t i v ¢ s

d u n g i s t a n n w i t h t h i fi a r d e r . N m - p r u e é fi u r a fi n u i m p i a m e n : F a r ; E

as n a g ; w m f a : fi n a ; 1 bw issuea 'w£th¢uc t h e A n t a r n g y fi fi n e r a i ' s

a p p r Q V § i , 3 § t § n mofi$u l§§§ i5n wfihh k h a fi l r a c fi n w. Th§ R t t u r n w y

5&n&r&i $ h 8 1 § p r fi v i fl fi a $ R § r e m e n t w : { s a x m h s { a s man m y g r fi fi i fi g

3 5 y p:nc&dua§§'astah®i3hfifi by a h a ;aad mi $5 Q i fi m fi fl t in t h w
‘Tu t ® £ § i 9 § n a ¢ fi fi m m u n i i y i fi fi aha d$&d mfi §h«.dupafiumwnh a w n r a i n i n g

fififih Q l fi m fl fi t $ a t h a x t h a n fi h e E S E ; 3 n K n fi t fl n fl fi fi - H h fi fi fi ~ t h fi

agmmnnr h@éd mmfi a p a r t m e m fi h e a d a n d t h e AttnrnQy-Gfimfifai a r m

u n a h k a {a r & a v h a g r a e m fl n t s fin mthwr t h a n fianfltltmt'fififii w?w t k a r

i u g a i g r fl u n d a , Eha fixnmrney GQHKVRi} t h a h § a fi oi déparnmant

a u n c fi r n s d , $ § $ h fi B i fi w v t m : w n a & § r e f e r t h ¢ wksuwv 1 w zfla‘fififi;
-fl.3 F r fi é fi fi fi r e s - T h e a c n i v l r fi a s h e r m i n a u t h m f t z g d t h a t

r m q u i r a p r a c e fl u s e w § h 5 3 1 m a a u n fi u e a m j i n a ‘ ssdanwe w i n k

n £ § 3 t i n § . p r a c m d u r w fi - e £ ” r ¢ fl u t r w m e n t $ \ fi fi fi fl l i fi h h d u n d fi r - E x a c u t c h

fi x fi fi s l $ 3 § fi 4 H a w p r u a fi d u r m s , a x r a q u § § ® fi " y E x e n u x i e v

fi fi fl fi r $ 3 3 3 E . a s f u x g u g r a m $ n d e d . s a a l } m g $ s t a § 1 i s h a d a 3
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C APPENDIX C: (U/IFOUO) USE AND TARGETING OF A
FEDERAL PRISONER H E L D IN T H E CUSTODY OF T H E
BOP OR USMS DURING AN F B I PREDICATED
INVESTIGATION; INTERVIEW OF A FEDERAL
PRISONER H E L D IN T H E CUSTODY OF T H E BOP OR
USMS DURING AN F B I ASSESSMENT OR PREDICATED
INVESTIGATION

C.1 (U) OVERVIEW/SUMMARY
(U/TFSHQ) Use and Targeting a Federal Prisoner: During anF B IPredicated Investigation, it
may be necessary and appropriate to: 1) use a cooperating federal prisoner to gather and obtain
evidence and intelligence; or 2) target a federal prisoner. This policy sets forth the approval
process for the use of and targeting of a federal prisoner held in the custody of the Bureau of
Prisons (BOP) or the United States Marshals Service (USMS).
(U/TF‘GUO.) Interview a Federal Prisoner: During an FBI Assessment 0r Predicated
Investigation, it may be necessary and appropriate to interview a federal prisoner in the custody
of the BOP 0r USMS. This policy sets forth the approval process for the interview of a federal
prisoner held in the custody of the BOP or the USMS during an FBI Assessment 0r Predicated
Investigation.
(UflFSHQLEXClusions from this Policy: This policy does not apply to:

A )  ( U / / F O U O  ‐‑
C.2 (U) LEGAL AUTHORITY
(U) The FBI is authorized by the Department of Justice (DOJ) to use and target a federal prisoner
for investigative purposes and interview aFederal Prisoner (DOJ Memorandum “Use and
'i‘ai“reti,nfi 03’ Federal Prisrmers in hwestioatit‘ms ” January 22, 2009).7

C3 (U) DEFINITIONS
(U) Federal Prisoner: For purposes Within this section, a federal prisoner is one Who is held in
the custody of either the BOP or the USMS pursuant to an order of a court in connection With a
criminal matter, regardless of Where the person is housed.

(U) Use of a Federal Prisoner: Use of a federal prisoner means to employ a federal prisoner
during an investigation in such a manner that the prisoner Will interact With others Who are not
members of law enforcement (e.g., the prisoner Will engage in a consensually monitored
telephone call With a target) or the prisoner Will be taken out of the custody of BOP 0r USMS
(e.g., the prisoner is removed from the prison to assist the FBI in locating a hide‐out) or law
enforcement Will interact covertly With the prisoner (e.g., an undercover agent engages With the
prisoner in the Visiting r o o m of the prison).
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(U) Targeting a Federal Prisoner: “Targeting” a federal prisoner means that the federal
prisoner is the target of the investigation and that investigative activity Will directly interact With
either the prisoner or the federal facility (e.g., aspart of amoney laundering investigation
targeting aprisoner, the F B Iwishes to engage in a consensually monitored conversation With the
prisoner).
(U) Interview of a Federal Prisoner: Interview of a federal prisoner means to interact With a
federal prisoner, overtly representing oneself asan F B Iemployee, in order to gather information.

C3 .1 (U) USEAND TARGETINGA FEDERALPRISONER

(U// etin_ of a federal nrisoner in anFUUD) An F B Iemployee ma re-uest the use 0f or the tar

C3 .2 (U) INTERVIEWA FEDERALPRISONER

(U/x‘FGUrQ) An F B Iemplo ee ma r e u e s t to interview a federal nrisoner in an FBI Assessment
or Predicated Investi- ‘ ‑

C.4 (U) APPROVAL REQUIREMENTS

C.4.1 (U) APPROVAL - USEAND TARGETING OFA FEDERALPRISONER

A) ( U / m w e a The FBI field office employee must:

nmuse ‑‑
2 )  W W  ‐_3g
4 )  w a t ‐
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C.4.2 (U) APPROVAL - INTERVIEWA FEDERALPRISONER

(U//‘F6'HG§-The FBI employee must:

U// 5 . 0 . ‑B)

C) < U / m > :
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C.5

C)

B)

C)

D)

C.6
(U//FGHQ) A ents ma re uest extensions of the authorit to use or tar et a risoner in an F B I

A)

B)
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(U) EXEMPTIONS TOD O JAPPROVAL REQUIREMENT

2 >  m m ; ‐
3) (U

4>mm =
( U / fi F e H e  ‐

(U) EXTENSIONREQUESTS

(U/fF'GHQ)

(U/AFGHG)

C‐4
UNCLASSIFIED ‐ F e R - G F H W Y Version Dated:

March 3, 2016

b 7 E

b 7 E

b 7 E

b 7 E
b 7 E

b'7E

b 7 E

b 7 E

b 7 E

b 7 E

b 7 E

b 7 E

b 7 E

b'7E

b 7 E

b 7 E

b 7 E

b 7 E



C)

D)

E)

C.7
(U//-FGHG) If it is necessary to remove the federal

B)

C)

D)

E)

F)

G)

H)

U N C L A S S I F I E D  ‐  W
Domestic Investigations and Operations Guide

(U) TRANSPORTATION OFFEDERAL PRISONER

C‐5
UNCLASSIFIED SFUR'OFFTC'DSYITUS'E'GN'E

nrisoner from the detention facilit in Which

Version Dated:
March 3, 2016

b 7 E

b 7 E

b 7 E

b 7 E

b 7 E

b 7 E

b 7 E

b 7 E

b 7 E

b 7 E

b'7E

b 7 E



UNCLASSIFIED ‐ FGR-GFF-IGLAeL-US-E-QNLY
Domestic Investigations and Operations Guide

This Page is Intentionally Blank

U N C L A S S I F I E D  ‐  W



SELL I W ‘ I ’ E I M W A I R III:
HEEEIIH I3 W W 5 Hmmufimnamzma ml:|rrs:rmb6

UNCLASSIFIED ‐ FGR-GF-F-Iehérer-S-E-S'PH 1070
Domestic Investigations and Operations Guide

D APPENDIX D: (U) DEPARTMENT OF JUSTICE
MEMORANDUMON COMMUNICATIONS W ITH THE
WHITE HOUSE AND CONGRESS,DATEDM AY 11,2009

D1
UNCLASSIFIED ‐ W Version Dated:

March 3,2016



U N C L A S S I F I E D  W
Domestic Investigations and Operations Guide

38.1.11; 3:3]: I I ‘ I W [ t i l m 1 " fi l l } ;
El 3 TI“? 3 mm EEEEIE‘T 1:}
1:13am Damnawzme a w l : l H a m s ;

QPffire of the Attorney (fientral
Nashingtunfi.m.2115311

May 11 , 2009

MEMORANDUM FOR HEADS OFDEPARTMENT COMPONENTS
ALL UNITED STATES ATTORNEYS

FROM: QM};ATTORNEY GENERAL

SUBJECT: Communications with the White House and Con ess

The rule of law depends upon the evenhanded administration of justice. The legal
judgments of the Department of Justice must be impartial and insulated from political influence.
It is imperative that the Department’s investigatory and prosecutorial powers beexercised free
from panisan consideration. It is a fundamental duty of every employee of the Department to
ensure that these principles are upheld in all of the Department’s legal endeavors.

In order to promote the rule of law, therefore, this memorandum sets out guidelines to
govern all communications between representatives of the Department, on the one hand, and
representatives of the White House and Congress, on the other, and procedures intended to
implement those guidelines. (The “White House,” for the purposes of this Memorandum, means
all components within the Executive Office of the President.) These guidelines have been
developed in consultation with, and have the full support of, the Counsel to the President.

1. Pendingor Contemplated Criminal or Civil Investigations and Cases

The Assistant Attorneys General, the United States Attorneys, and the heads of the
investigative agencies in the Department have the primary responsibility to initiate and supervise
investigations and cases. These officials, like their superiors and their subordinates, must be
insulated from influences that should not affect decisions in particular criminal or civil cases. As
the Supreme Court said long ago with respect to United States Attorneys, so it is true of all those
who exercise the Department’s investigatory and prosecutorial powers: they are representatives
“not of an ordinary party to a controversy, but of a sovereignty whose obligation to govern
impartially is ascompelling asits obligation to govern atall; and whose interest, therefore, in a
criminal prosecution is not that it shall win a case, but that justice shall be done.” Berger v.
UnitedStates,295 U S . 78, 88 (1935).

a. In order to ensure the President’s ability to perform his constitutional obligation to
“take care that the laws befaithfully executed,” the Justice Department will advise the White
House concerning pending or contemplated criminal or civil investigations or cases when‐‐‐but
only when‐ i t is important for the performance of the President’s duties and appropriate from a
law enforcement perspective.
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Memorandum for Head of Depamnent Components Page 2
Al l United States Attorneys

Subject: Commtmicaiions with the ‘Mlite House anti Congress

h. Initialcommunications between the Bepartment and the White House concerning
pendingor contemplated c r i m i m } investigations or cases will involveonly the Attorney General
or the Deputy Attorney General, from the side of the Department, and the Counsel to the
President, the Princ§palDeputy Counsel to the President,the Presidenter the Vice President,
from the side of the White House. If the communications concern apending or contemplated
civil investigationor case, the Associate Attorney General may also be invoived. If continuing
centaet between the Department and the White Houseor: aearticular matter is required, the
officials who participated in the initial communication may designate subdrdinates from each
side to carry on such contact. The designating officiais must monitor subsequent contacts, and
the designated subordinates must keep their superiors regulariy infomeé of any such contacts.
Communications about Justice Department personnel in referenceto their handing of specific
criminal or civi! investigations or cases are expressly fineluded within the requirements of this
paragraph. This policy does not, however,prevent officiais in the communications, pubiic
affairs, or press offices of the White House anti the Department of Justice from communicatihg
with each other to coordinate efforts.

e. in order to ensure that Congress may carry out its legitimate investigatory and
oversight functions, the Depm‘tment will respond asappropfiate to inquiries from Congressional
Committees consistent With pohcies, laws, regulations,or professional ethical obligatiens that
may require confidentiality and consistent with the need to avoid publicity that may undermine a
particuiar investigation or litigation. Outside the context of Congressional hearings o:
investigations,ah inquiries from individual Senators and Members of Congress or their staffs
concerning particular contemplated or pending criminal investigations or cases shouldbe
directed to the Attorney Generalor the Deputy Attorney Genera}. in the case of particular civil
investigations or cases, inquiries may also bedirected to the Associate Attorney General.

d. These procedures are not intendedta interfere with the normai communications
betweenthe Department and itsclient depanments and agencies {including agencies within the
Executive Office of the President when they are the Department’s clients) and any meetings or
communications necessary to the proper confiuct of an investigation or litigation.

2. National Security: Matters

It iscritically important to have frequent and expeditious cemenications reiating to
national security matters, imludingcounter-terrm'ism and ceunter-espioeage issues. Therefore
cemmunications from (or to) the Deputy Counsel to the President for National Security Affairs,
the staffof the National Security Ceuncii and the staffof the Homeland Security Council that
relate to a national security matter are not subject to the limitations set out above. However, this
exception for national security matters does not extend to pendingadversary cases in litigation
that may have national security implicaziens. Communications related to such cases are subject
to the guidelines for pending cases describeci above.
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Memorandum for Headof Department Components Page 3
All United States Attorneys

Subject: Communications with the White House and Congress

3. White House geguests for Legal Advice

A l l requests from the White House for formal legal opinions shall come from the
President,the Counsel to the President, or one of the Deputy Counsels to the President, and shall
bedirected to the Attorney General and the Assistant Attorney General for the Office of Legal
Counsel. The Assistant Attorney General for the Office of Legal Counsel shall report to the
Attorney General and the Deputy Attorney General any communications that, in his ‘or her view,
constitute improper attempts to influence the Office of Legal Counsel’s legaljudgment.

4. Communications Involvingthe Solicitor General’s Office.

Matters in which the Solicitor General’s Office is involved often raisequestions about
which contact with the Office of the Counsel to the President is appropriate. Accordingly, the
Attorney General and Deputy Attorney General may establish distinctive arrangements with the
Office of the Counsel to govern such contacts.

5. PresidentialPardonMatters

The Office of the PardonAttorney may communicate directly with the Counsel to the
Presidentand the Deputy Counsels to the President,concerning pardonmatters. The Counsel to
the President and the Deputy Counsels to the Presidentmay designate subordinates to carry on
contactwith the Office of the PardonAttorney after the initial contact is made.

6. PersonnelDecisions ConcerningPositions in the Civil Service

Al l personnel decisions regarding career positions in the Department must bemade
without regard to the applicant’s or occupant’s partisanaffiliation. Thus, while the Department
regulme receives communications from the White Houseand from Senators,Members of
Congress, and their staffs concerningpolitical appointments, suchcommunications regarding
positions in the career service are not proper when they concern ajob applicant’s or ajob
holder’s partisanaffiliation. Efforts to influencepersonnel decisions concerning career positions
on partisan grounds should be reported to the Deputy Attorney General.

7. Other Communications Not Relating to PendingInvestigations
or Criminal or Civil Cases

Al l Communications between the Department and the White House or Congress that are
limited to policy, legislation,budgeting,political appointments, public affairs, intergovernmental
relations, or administrative matters that do not relate to aparticular contemplated or pending
investigationor case may behandleddirectly by the parties concerned. Such communications
should take placewith the knowledge of the Department’s lead contact regarding the subject
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Memorandum for Headof DepartmentComponents Page4
All UnitedStates Attorneys

Subject: Communicationswith the White House andCongress

under discussion. In the case of communications with Congress, the Office of the Deputy
Attorney General andOffice of the Assistant Attorney General for LegislativeAffairs should be
kept informedof all communications oonceming legislationand the Office of the Associate
Attorney General should bekept informed about important policy communications in its areas of
responsibility.

As Attorney General BenjaminCiviletti noted in issuingasimilar memorandumduring
the Carter Administration, these guidelines and procedures are not intended to wall o f f the
Department from legitimate communication. Wewelcome criticism and advice. What these
procedures are intended to do is route communications to the proper officials sothey can be
adequately reviewedand considered, free from either the reality or the appearance of improper
influence.

Decisions to initiate investigations and enforcement actions are frequently discretionary.
That discretion must beexercised to the extent humanly possible without regard to partisanship
or the social, political, or interest group position of either the individuals involved in the
particular cases or those who may seek to intervene against them or on their behalf.

This memorandumsupersedes the memorandum issuedby Attorney General Mukasey on
December 19,2007, titled Communicationswith the White House.
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E APPENDIX E: (U/fF'G'UO’) ATTORNEY GENERAL
MEMORANDUM ‐ REVISED POLICY ON THE USE OR
DISCLOSURE OF FISA INFORMATION,DATED
JANUARY 10,2008
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U S . Department of Justice

National Security Division

Office of the Assistant Attorney General Washington. DC. 20530

January 10,2008

TO: Al l United States Attorneys
All National Security DivisionAttorneys
A l l Anti‐Tertorism Coordinators

CC: Assistant Attorney General, Criminal Division
Assistant Attorney General, Civil Division
Director,Federal Bureauof Investigation

FROM: Kenneth L. Wainstein ‘Lb
Assistant Attorney General for National Security

SUBJECT: RevisedFISA Use Polity asApproved bythe Attorney General

We are pleased to provide the Department of Justice’s revisedpolicy on the use or
disclosure of information obtained or derived from collections under the Foreign Intelligence
Surveillance Act of 1978 (FISA), asapproved by the Attorney General today. Also attached is a
form for use with respect to notifications that are requiredunder Section I of the revisedpolicy.

This revisedpolicy includes significant changes from current practice that will streamline
the process for using FISA information in certain basic investigative processes, while still
ensuring that important intelligence and law enforcement interests are protected.

You will note that the revisedpolicy authorizes the use or disclosure of FISA
infomiation, under the specific circumstances described in the policy,with notification to NSD
and after consultation with the FBI (or other Intelligence Community agencies) for the following
investigative processes:

. b 7 E
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As described in the revisedpolicy, the Depanment continues to require prior
authorization from the Assistant Attorney General for National Secun‘ty (AAG/NSD) for the use
or disclosure of FISA information in order to file criminal charges or in post‐charge criminal
proceedings,aswell asin connectionwith certain investigativeprocesses (e.g., criminal search
warrants under Rule41 of the FederalRules of Criminal Procedure). The revisedpolicy also
requires the prior authorization of the AAG/NSD or his designee for the use or disclosure of
FISA information in non‐criminal proceedings.

The revisedpolicywas drafted by aJustice Departmentworking group that included
representatives from the Attorney General’s Advisory Committee of United States Attorneys
(AGAC),National Security Division (NSD), FederalBureauof Investigation(FBI), andOffice of
Legal Policy (OLP). Theworking group also consultedwith the Office of the Director of
National Intelligence (ODNI) in the course of the development of this policy.

The revisedpolicy requires that it be reviewedone year from its effective date and
requiresNSD to issue guidance onwhat constitutes information“derived from” FISA collections
byMarch31, 2008.

As noted in the policy,prosecutors are encouraged to contact the National Security
Divisionat any time in order to obtain guidance regarding this policy and to expedite resolution
of any issues.
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US.Department of Sustice

Office of the Attorney General Washington. 0.1: 20530

January 10,2008

TO: Al l Federal ?rosecutors

CC: Assismm Attorney General,National Secufity Division
Assistant Attomey General, Criminal Division
Assistant Attorney General, CivilBivision
Director,Federal BureauOfInvestigation2 //

SUBIECT: RevisedPolicy 012 the Useor Disclosure of FISA Information

FROM: MichaelB.Mukasey”
Attorney General ‘

As a general matter, it is ihe policy of the Department of Justice to use all lawful
processes in the investigation andprosecution of cases invoiving terrorism, intelligence, and
national security, ané to undertake ail efferts necessary to protect the American people from the
threat posedby foreign powers and their agents, while also exercisingdue regard for the
protecfien of intelligence sources, methods,and collections, 3:16 the privacy and civil liberties of
United States persons.

There are important purposes to beserveé by consultation and coordinationwith respect
to the use or disclosure of PISA informatitzm1ix: investigations, criminal prosecutiens, and other
proceedings. First,because FISA infan‘nation is almost always classified, the use or disclosure
of such infermafionwill normafly require declasséficaflon by the originating agency in
accordance with the originating agency’s poiicies am!procedures. Second, the use of such
informationcouidéirectly or indirectiy compmmise inteiligence sources,methods,er
eoliections, or disclose the existence 0: nature of or otherwise Dompromisean investigatien.
Third, FISA requires the Government to notify the court and an “aggrieveé person” of its inten‘i

' The hem; “FISA information," asused in this policy,means any informationacquired,obtained,0: derived from
coiiection authorized pm'suant to FISA. Whether specific informationqualifies as“derived from” FISA eoliection
mxy beafam-bound question that depends, at least in part, on the attenuationof the information to beused fiomthe
originai FESA acquired or obtained information and whether the infomation was also obtained from anindependent
source, aswe}! asother faczors. Where such aquestionarises, the application ofthis poiiey should bediscussed
among the USAO,FBI, and NSD, and if consensus is not reached,a determination wilt be made by the Assfistam
Attorney Generai for National Security, Separate guidance regardingwhat constitutes information “écrived from”
FISA collection will be issuedby theNational Security Divisioahe later than March31, 2008.

W
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to use or disclose any FISA informationbefore it is usedagainst such person in abroadrange of
proceedings. Fourth,the Govemment is requiredto ensure that complete and accurate filings are
made with the ForeignIntelligence Surveiilance Court (FISC),ant! that the Govemment
complies withall of FISA’S Statutory requirements. Fifth, it is important to ensure that tifigation
risks, if any, are properly assessed. Finally, in certaincases, it may be appropriate to make
tiisclosures to aUnitedStates District Court regardingclassified facts before Iegai grocess is
obtained.

Given these purposes, it is essezatial that coordination take place in connection with the
use or disciosure of FISA information. Such coordination should bestreamlined in order to
promote efficient, nimbie, ané useful investigative activittes. The risk of comgromiséng the
purposes describeci above varies depending on the st -e of the investi ation cnmmal

mic or other :oceeéin_. As a .-eneral matter _

approaches for taking action.

Prosecutorsare encouragedto contact the National Security Divisionat any time in order
to obtain guidance regaxdingthis pohcy ant} to expedite resoiution of any issues.

The followéng policy is therefore adopted and supersedes any existingAttorney Gamma}
policies with respect to the use and discicsure of PISA informationto the extent that they are
inconsistent with this policy:

(a) the Assistant Attorney General for National Security may act asthe Attorney
General,asprovided for under FISA,see 50U.S.C. § 1801(g), for the purpose of
authorizingthe use or disclosure of FISA infomationpursuant to this policy;2 ané

(b) federal prosecutors and all others who may seek to use or disclose FISA
information it: any trial, hearing, or other proceedingin or before any court,
department, officer, agency, regulatory body,or other authority of the United
States, in coordination with NSD and FBI, amauthorized to do so ursuant to the
terms of this olic shall coordinate withNS

(1shall comply wtth the
following procedures in matters that involve the use or éisclosure of FISA
informat'mn:3

2 Such authorization may also be provideci by the Attorney Generai, Acting Attorney General, and the Deputy
Attemey General. See 50 0.5.0. § 180113;).
3 Nothing in this poiicy is intended to supersede or mpiaca existingpolicies for prosecutors regardingnotification,
consuitation, and approval for certain investigative and prosacutive steps, includingconsultation with other districts
where rotatedmatters may beunder investigation. Forexampie, the Uniteti States Atiomeys’ Manual sets forth
when aprosecutor must obtain prior approval for various court actions in nationalsecurity prosecutions. See, e.g.,
United States Attomeys‘ Manna; (USAM) §§9-2.131 (“Matters Assumed by Criminal Divisionor Higher

2

m
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I. Useor Disclosme of PISA InformationRam”‘ngConsultationwithFBIor other
IntelligenceEE_ommunimAgencies andNotificationto N S ! )

A‘ Certain investigative processespresent oniy moderate risks. As a result,where
FISA information is useé or disclosed in connection with the processes describad
below, consultation with FBI(or other InteiligenceCommunity agencies, as
ap;:a'()p1‘ia£e}4 and notice to N 3 1 ) is required:

1 -  _  b 7 E
2 ‘  _  b 7 E
4 . b 7 E

B. Where PISA information is usedor discloseé in connectionwith the processes
described above, £he foflowiug notification process shall befeliowed:

1. b'7E

Authority"); 9-2.136 (“Investigative and Prosecutive ?olicy for InternationalTerrorism Matters"); 9-1155
(“Sensitive Matters"); 9-2400 (”Prior Approvals Chart").
‘ For the purposes of this document, the term “Intelligence Community agendas” refersto the appropriate agencies
within the InteiligenceCommunity, includingthe Office ofthc Director ofNational Intelligence. Consultazionwith
IntelzigenceCommunity agencies other than the FBI is typically appmpriaic when the sources, methods, or
coikctians involve InteiligenceCommunity agenciesother than the FBI. ?msecumrs are encouraged to contact the
National Security Division, asneeded, to assist with the consultation process with the FBIor other intelligence
Community agencies.

b 7 E

hedisclosure as
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2.

above‐to ensure that NSD comp 165 w: potent: o. xg mas o no
the ForeignIntelligence Surveiliance Court.

Where consultations with the FBI or other Inteili enoe Commmai a encies, as

seek specific, separate use authority fromthe Assmtant Attorney General for
National Security prior to initiatingany criminalproceedings

Use or Qisclggne of PISAifionnationRequiringthe Advance Authorization of the
Assi t ttome General at' nalSec

A. The advance authorization of the Assistant Attorney General for National Security

E‐7
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l. InvestigativeProcessesRequiringAdvance Authorization

- ' ' , a u i O r l Z a I O D O i e ‘ - S S l S ‘ omey ener. 01'
National Security is required before FISA information is used or
disclosed in connection with the processes described below:

119,United States Code;

itle 18,Chapter 121,United
tates 0 e ;

iv. I : l { u l e4 1o fthe FederalRuleso f
Criminal Procedm'e;

v -  | : | 1 8 U . s . c . § 3 1 4 4 ;

vii.

2. CriminalIndictmentsandPost-IndictmeniProceedings

a. The use or discl

a v a r i c e au onzation of the Assistant Attorney General for
National Security is requimd before such use or disclosure.

b.

E‐8
UNCLASSIFIED ‐ FGR-GF-F-IGHi‐U‐S-E‐QNH Version Dated:

March 3, 2016

b 7 E

b 7 E

b 7 E

b 7 E

b'7E

b 7 E

b 7 E

b 7 E

b 7 E

b 7 E



U N C L A S S I F I E D  ‐  m
Domestic Investigations and Operations Guide

3. Among the factors that will beconsidered with rese a t to -rantin use
authon are: ‑

4. Because the process of obtaining advance authorization will require NSD
to coordinate with Intelligence Community agencies, federal prosecutors
should seek such advance authorization at the earliest juncture possible.
In addition because the use of such informationwill normal] r uire

a. Prosecutors are encouraged to contact NSD at any time in order to
obtain guidance regarding this policy and to expedite resolution of
any issues.

b. Where advance authorization involvin
SD shall provide

notice of such request to ODNI.

III. Use orDisclosure of FISA InformationIn Non‐QriminalProceedings

A. l I
ere ore, au orization o e Asmstant Attorney

enera or anon county or his designee is required before such use or
disclosure.

1.

6

W
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2. Among the factors that will beconsidered with rane a t to antin use

3. Because the process of obtaining advance authorization wil l requireNSD
to coordinate with Intelligence Community agencies, the attorney for the
government should seek such advance authorization at the earliestjuncture
possible. In addition because the use of such information will normall
r e u - u l r ‑

a. Prosecutors are encouraged to contact NSD at any time in order to
obtain guidance regardingthis policy and to expedite reSolutionof
any issues.

b. Where advance authorization involvingparticularly sensitive
sources, methods, or collections is requested,NSD shall provide
notice of such request to ODNI.

This policy shall bereviewed one year from its effective date to evaluate its
effectiveness.
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F APPENDIX F: (U) D O J POLICY ON USE OF FORCE

F.1 (U)USE OF LESS-THAN-LETHAL DEVICES
(U) Deputy Attorney General’s Memorandum on Use of Less‐than‐Lethal Devices dated
4/21/2011.

F2 (U) USE OFDEADLY FORCE
(U) Deadly Force Policy, dated 7/1/2004.

F.3 (U) TRAINING
A) (U) Deadly Force Policy Training Material, dated 7/29/2004.

B) (U) Instructional Outline and Use of Force Scenarios
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F.1 (U)USEOF LESS-THAN-LETHALDEVICES
(U)Deputy Attorney General’3Memorandum onUse of Less‐than‐Lethal Devices dated
4/21/2011.
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F.2 (U)USEOFDEADLYFORCE
(U) Deadly ForcePolicy, dated 7/1/2004.
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POLICY STATEMENT USE OF DEADLY FORCE
Approved by the Attorney General July 1I 2004

GENERAL PRINCIPLES

|. Law enforcement officers and correctional officers ofthe Department ofJustioe
may use deadly force only when necessary, that is, when the officer has a
reasonable beliefthat the subject of such force poses an imminent danger of
death or serious physical injury to the officer or to another person.

A. Deadly force may not be used solely to prevent the escape of a fleeing
suspect.

B. Firearms may not be fired solely to disable moving vehicles.

C. If feasible and if to do so would not increase the danger to the officer or
others, a verbal warning to submit to the authority ofthe officer shall be
given prior to the use of deadly force.

D. Warning shots are not permitted outside ofthe prison context.

E. Officers will be trained in alternative methods and tactics for handling
resisting subjects, which must be used when the use of deadly force is not
authorized by this policy.

CUSTODIAL SITUATIONS

||. Unless force other than deadly force appears to be sufficient, deadly force may
be used to prevent the escape o f a prisoner committed to the custody of the
Attorney General orthe Bureau of Prisons

A. ifthe prisoner is effecting his or her escape in a mannerthat poses an
imminent danger to the safety of the officer or another person; or

B. ifthe prisoner is escaping from a secure facility or is escaping while in
transit to or from a secure facility.

|||. Ifthe subject is in a non-secure facility, deadly force may be used only when the
subject poses an imminent danger of death or serious physical injury to the
officer or another person.

IV. I f the subject is in transit to or from a non-seoure facility and is not accompanied
by a person who is in transit to or from a secure facility, deadly force may be
used only when the subject poses an imminent danger of death or serious
physical injury to the officer or to another person.
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V. After an escape from a facility or vehicle and its immediate environs has been
effected, officers attempting to apprehend the escaped prisoner may use deadly
force only when the escaped prisoner poses an imminent danger ofdeath or
serious physical injury to the officer or another person.

VI. Deadly force may be used to maintain or restore control o f a prison or correctional
facility when the officer reasonably believes that the intended subject ofthe
deadly force is participating in a disturbance in a manner that threatens the
safety ofthe officer or another person.

VII. In the prison context, warning shots may be fired within or in the immediate environs
o f a secure facility if there is no apparent danger to innocent persons: (A) If
reasonably necessary to deter or prevent the subject from escaping from a
secure facility; or (B) if reasonably necessary to deter or prevent the subject’s
use of deadly force or force likely to cause serious physical injury.

APPLICATION OF THE POLICY

VIII. This policy is not intented to, and does not, create any right or benefit,
substantive or procedural, enforceable at law or equity, against the United States, its
departments, agencies, or other entities, its officer or employees, or any other
person.

F‐S Version Dated:
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F.3 (U) TRAINING
A) (U) Deadly Force Policy Training Material, dated 7/29/2004.
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F E D E R A L B U R E A U O F I N V E S T I G A T I O N

P r e c e d e n c e : R O U T I N E D a t e : 07/29/2004
T o : A l l D i v i s i o n s A t t n :

B I H Q ,  M a n u a l s  D e s k
F B I H Q ,  M a n u a l s  D e s k

F r o m : G e n e r a l C o u n s e l
L e g a l I n ' '
C o n t a c t : b 6

. . b 7 C

C a s e I D # : 6 6 F ‐H Q ‐ l 3 1 2 2 5 3
66F‐HQ‐C1384970
66F‐HQ‐C138497O

T i t l e : R E V I S I O N S TO THE DEPARTMENT OF
J U S " I C E DEADLY FORCE P O L I C Y ‑
D I S S E M I N AT I O N  O F  T R A I N I N G  M AT E R I A L S

S y n o p s i s : T h i s E l e c t r o n i c C o m m u n i c a t i o n (EC) p r o v i d e s r e c i p i e n t s
w i t h t r a i n i n g m a t e r i a l s i n c o r p o r a t i n g t h e r e v i s i o n s a p p r o v e d o n
J u l y 1 , 2 0 0 4 t o t h e D e p a r t m e n t o f J u s t i c e (DOJ) D e a d l y F o r c e
P o l i c y .

R e f e r e n c e : 66F ‐HQ ‐13 l2253 S e r i a l 8

E n c l o s u r e ( s ) : O n e c o p y o f a n i n s t r u c t i o n a l o u t l i n e a n d o n e c o p y
o f u s e o f f o r c e s c e n a r i o s p r o v i d e d t o a l l r e c i p i e n t s f o r t r a i n i n g
p u r p o s e s .

D e t a i l s : A s d i s c u s s e d i n t h e r e f e r e n c e d E C , d a t e d 7 / 7 / 2 0 0 4 , o n
J u l y 1 , 2 0 0 4 , t h e A : t o r n e y G e n e r a l a p p r o v e d a r e v i s e d P o l i c y
S t a t e m e n t o n t h e u s e o f D e a d l y F o r c e . I n o r d e r t o a s s i s t F i e l d
O f fi c e s i n p r o v i d i n g t r a i n i n g a n d g u i d a n c e o n t h e p r a c t i c a l
a p p l i c a t i o n o f t h e D e a d l y F o r c e P o l i c y i n l i g h t o f t h e r e v i s e d
l a n g u a g e , t h e L e g a l I n s t r u c t i o n U n i t ( L I U ) , O f fi c e o f t h e G e n e r a l
C o u n s e l , r e v i s e d t r a i n i n g m a t e r i a l s u s e d w i t h t h e p r i o r P o l i c y
S t a t e m e n t t o r e fl e c : t h e c h a n g e s a p p r o v e d b y t h e A t t o r n e y
G e n e r a l .
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T o : A l l D i v i s i o n s F r o m : G e n e r a l C o u n s e l
R e : 6 6 F ‐ H Q ‐ l 3 l 2 2 5 3 , 07/29/2004

T h e t r a i n i n g m a t e r i a l s c o n s i s t o f a n I n s t r u c t i o n a l
O u t l i n e a n d a s e t o f 1 3 f a c t u a l s c e n a r i o s w i t h a d i s c u s s i o n o f
t h e u s e o f f o r c e w i t h i n t h e s c e n a r i o a n d w h e t h e r i t s u s e v i o l a t e s
t h e p o l i c y . T h i s m a t e r i a l i s s i m i l a r t o w h a t w a s u s e d f o r
i n s t r u c t i o n a l p u r p o s e s s i n c e 12/1/1995. T h e r e v i s e d m a t e r i a l
r e fl e c t s w h a t w a s n o t e d i n t h e E C , t h a t t h e r e v i s e d p o l i c y d o e s
n o t e x p a n d o r c o n t r a c t t h e c u r r e n t j u s t i fi c a t i o n f o r t h e u s e o f
d e a d l y f o r c e . N o n e t h e l e s s , r e v i s i o n s t o t h e t r a i n i n g m a t e r i a l s
w e r e n e c e s s a r y i n o r d e r t o d e s c r i b e t h e a p p l i c a t i o n o f d e a d l y
f o r c e c o n s i s t e n t w i t h t h e n e w m o r e s u c c i n c t p o l i c y s t a t e m e n t .

T h e r e v i s i o n s t o t h e t r a i n i n g m a t e r i a l s p r i m a r i l y
r e l a t e t o t h e e l i m i n a t i o n o f t h e " s a f e a l t e r n a t i v e " l a n g u a g e a s a
f u n c t i o n o f t h e " n e c e s s i t y " f o r u s ‑
e l i m i n a t i o n o f l a n o u a o e a d d r e s s i n q b 7 E

o l S C U S S l O D o e r e V i s e o P o l i c y S t a t e m e n t a n d t h e
b a s i s f o r t h e s e r e v i s i o n s , r e f e r t o t h e r e f e r e n c e d E C .
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To : A l l D i v i s i o n s F r o m : G e n e r a l C o u n s e l
R e : 6 6 F ‐ H Q ‐ l 3 l 2 2 5 3 , 07/29/2004

L E A D ( S ) :

S e t L e a d 1 : ( A c t i o n )

A L L RECE I V I NG OFF ICES

I t i s r e q u e s t e d t h a t t h i s c ommun i c a t i o n b e d i s t r i b u t e d
t o a l l a p p r o p r i a t e p e r s o n n e l .

0.
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DEADLY FORCE POLICY
TRAININGMATERIAL - 7/29/2004

DEPARTMENT OF JUSTICEDEADLY FORCE POL ICY 1

Law enforcement officers of the Department of Justice may use deadly force only
when necessary, that is,when the officer has a reasonable belief that the subject of such
force poses an imminent danger of death or serious physical in jury to the officer or to
another person.

A. Deadly force may not beusedsolely to prevent the escape of a fleeing
suspect.

B. Firearmsmay not be fi red solely to disable moving vehicles.

C. If feasible and to do sowould not increase the danger to the officer or
others, a verbalwarning to submit to the authority of the officer shallbe
given pr ior to the use of deadly force.

D. Warning shots a r e not permitted2

E. Officers w i l l be trained in alternative methods and tactics f o r handling
resisting subjects which must be usedwhen the use Ofdeadly force is not
authorized by this policy.

This policy is not intended to, and does not, create any right or benefit, substantive
0r procedural, enforceable at law or in equity, against the United States, i ts departments,
agencies, or other entities, i ts officers or employees, or any other person.

1Departmentof Justice Policy Statement Use of Deadly Force (07/01/2004) in pertinent part (Language
relating to Custocial Situations has been intentionally omitted pursuant to FBI policy. E, 66F‐HQ‐1312253, EC
from the Director’s Office to Al l Divisions, titled ”REVISIONS TO TH 4D 4PART 4NT OF JUSTICE
DEADLY FORCEPOLICY”, dated 07/07/2004).

2Not included in the above description is the policy relating to the use of deac1yforce to prevent the escape
of aprisoner committed to the custody of the Attorney General or the Bureau of Prisons. Because Agents Will
seldom find themselves in aposition to apply the custodial aspect of the policy, the FBIWill adhere to the policy
decision set forth in the Airtel from the Director to Al l FieldOffices, titled ”Deadly ForcePolicyMatters," dated
1/5/95,Which states ”A policy decision has beenmade that except in cases of prison unrest whichwould principally
involveHRT and/or SWAT, FBIAgents should adhere to the policy and training principles goveming the use of
deadly force in non‐custodial situations.

F‐13 Version Dated:
UNCLASSIFIED ‐ WY March 3,2016
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F.4 (U)TRAINING
B) (U) Instructional Outline andUse of Force Scenarios.
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07/29/2004

INSTRUCTIONAL OUTLINE

I .  I N T R O D U C T I O N

The following general principles shall guide the interpretation and application of this
policy:

A. This policy shall not be construed to require Agents to assume
unreasonable risks to themselves.

B. The reasonableness of an Agent's decision to use deadly force must be
Viewed from the perspective of the Agent on the scene Without the
benefit of 20/20 hindsight.

C. Allowance must be made for the fact that Agents are often forced to
make split‐second decisions in circumstances that are tense, uncertain,
and rapidly evolving.

H.. DEFINITIONS

A. ”DEADLY FORCE”: Is force that is reasonably likely to cause death or
serious physical injury.

B. ”REASONABLE BELIEF”: Is synonymous With "Probable Cause". I t is
determined by a totality of the facts and Circumstances knownto Agents
at the time, and the logical inferences that may be drawn from them.

C. ”NECESSARY": The necessity to use deadly force based on the
existence of a reasonable beliefthat the person against Whom
such force is used poses an imminent danger of death or serious physical
injury to the Agent or other persons.

D. ”IMMINENT DANGER": "Imminent" does not mean "immediate” or
”instantaneous", but that an action is pending. Thus, a subject may pose
an imminent danger even if he is not at that very moment pointing a
weapon at the Agent. For example, imminent danger may exist if

Agents have probable cause to believe any of the following:

F‐15 V . .
e r 5 1 o n Dated.
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1. The subject possess a weapon, or is attempting to gain access
to aweapon, under circumstances indicating an intentionto
use it against the Agents or others; g,

2. The subject is armed and runningto gain the tactical
advantage of cover; g,

3. A subject With the capability of inflicting death or serious
physical injury--or otherwise incapacitating agents--With0ut a
deadly weapon, is demonstrating an intention to do so; g,

4. The subject is attempting to escape from the vicinity of a.
Violent confrontation in Which the suspect inflicted or
attempted the infliction of death or serious physical injury.

I I I APPLICATION OF DEADLY FORCE

In assessing the necessity to use deadly force, the following practical considerations are
relevant to its proper application:

A. Inherent Limitation onAbilities to Assess the Threat and Respond.

1. Limited Time (ActionV. Reaction) - there Will always be an interval 0ftime
between a subject‘s action and anAgent's ability to perceive that action, to
assess its nature, and to formulate and initiate anappropriate response.
The inherent disadvantage posedby the action/reaction factor places a
significant constraint on the time frame Within Which Agents must perceive,
assess and react to a threat.

2. LimitedMeans (WoundBallistics) - When the decision ismade to use deadly
force, Agents have noguaranteedmeans ofmstamaneously stopping the
threat. The humanbody can sustain grievous - even ultimately fatal - injury
and continue to function for aperiod 0ft ime (from several seconds to several
minutes) depending on the location, number, and severity of the wounds. The
lack of a reliable means of instantaneously stopping the threat, may extend the
time that imminent danger can persist. This factor further constrains the time
frame WithinWhich Agents must respond to aperceived threat.

B. Achieving IntendedPurpose.

1 b 7 E
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If the subject does not surrender, the only reliable means of achieving that
goal is to cause physiological incapacitation 0f the subject(s) asquickly as
possible. Attempts to do anything else - such asshooting to cause minor
injury - are unrealistic and can risk exposing Agents or others to continued
danger of death or serious physical injury.

2 b 7 E

Consideration of Risk to Other Panties.

Even When deadly force is permissible, Agents should assess Whether its
use creates a danger to third parties that outweighs the likely benefits of
its use.

F‐17 V - .
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G.1 (U)LIMITATION0N CERTAINSEARCHES
G.1.1 U CLASSIFIEDAGG‐DOMPROVISION

G.1.2 (U)D IOGCLASSIFIEDPROVISION
(U)Refer to the Domestic Investigations and Operations Guide (DIOG) Section 18.7.1for
procedures to obtain aFISA search warrant.
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G.2 (U)CIRCUMSTANCESWARRANTINGA PRELIMINARY0R FULL
INVESTIGATION

G.2.1 U CLASSIFIEDAGG-DOMPROVISION

G2 .2 (U)D IOGCLASSIFIEDPROVISION
(U) The provisions of DIOGSections 6 (Preliminary Investigations) or 7 (Full Investigations)
with regard to the purpose, approval and notification requirements apply fully to investigations
predicated under this provision.
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G3 (U)DETERMINATIONOFUNITEDSTATESPERSON(USPER)STATUS
G.3.1 (U) CLASSIFIEDAGG-DOMPROVISION
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G.4.2 (U)D IOGCLASSIFIEDPROVISION
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G.5 (U)ASSISTANCE TOAND/ORFROMFOREIGNAGENCIES IN THE UNITED
STATES

G5 .1 (U)D IOGCLASSIFIEDPROVISION

m
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G.6 (U)CONSENSUAL MONITORING
G.6.1 U DIOGCLASSIFIEDPROVISION
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(U)SENSITIVE INVESTIGATIVEMATTERS (SIM)
G7 .1 U DIOGCLASSIFIEDPROVISION

G.7.1.1 (U/FFQUO.)MEMBEROFTHE NEWSMEDIAORANEWSORGANIZATION

(U//FGUO)DIOGSection 10.1.2.2.5 defines amember of the news media or anews
organization asa SHVI. It further defines amember of the news media or anews organization
as:

(Uh‘F-QUQ) ”News media” includes persons and organizations that gather, report or
publish news, whether through traditional means (e.g., newspapers, radio, magazines,
news service) or the on-line or wireless equivalent. A ”member of the media” is aperson
who gathers, reports, or publishes r i e w s through the news media.
(U//FGHQ).The term ”NewsMedia” also includes an entity organized and operatedfor
thepurpose of gathering, reporting or publishingnews. The definition does not, however,
include aperson or entity who posts information or opinion onthe Internet in blogs, chat
rooms or social networking sites, such as YouTube, Facebook, or MySpace, unless that
person or entity falls within the definition of a member of the media or a news
organization under the otherprovisions within this section (e.g., a national news reporter
whoposts onhis/herpersonal blog).
(U//F-Q-LLQ)_ Examples of news media entities include television or radio stations
broadcasting to the public at large and publishers of newspapers or periodicals that
make their products available to the public at large in printform or through an Internet
distribution. A freelance journalist may be considered to workfor a news organization if
the journalist has a contract with the news entity or has a history ofpublishing content.
Publishinga newsletter or operating a website does no t by itselfqualifi/ an individual as
a member of the news media. Businesses, law firms, and trade associations ofler
newsletters or have websites; these are no t considerednews media. As the term is usedin
the DIOG, ”news media ” is no t intended to includepersons andentities that simply make
information available. Instead, it is intended to apply to aperson or entity that gathers
informationofpotential interest to a segment of the generalpublic, uses editorial skills to
turn raw materials into a distinct work, and distributes that work to an audience, as
journalism professional. If there is doubt about whether a particular person or entity
should beconsideredpart of the ”news media, ” the doubt should be resolved infavor of
considerin the I e r s o n or eriti tobethe ”news media. ”

§G
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G.7.1.2 (U)ACADEMIC NEXUS

(U/fF-GHQ;DIOGSection 10122.6 states:
(U//F6'U6)Academic NexusiAs a matter ofFBIpolicy, an investigative activity having
an ”academic nexus ” is a S IMif:

(i) (U/fi‘EQ-HQ;L the investigative activity involves matters related to the
responsibilities of an administrator orfaculty member employed by any college
or university that is located inside the UnitedStates, provided the matter under
Assessment/investigation is related to the individual ’sposition at the institution;
or

(ii) (U//FQ-UQ) the matter involves any student association recognized and
approved by a college or university at which the student association at issue is
located, and the college or university is locatedinside the UnitedStates.

(U/FS-SZU The sensitivity related to an academic institution arises from the American
tradition of ”academicfreea’om” (i.e., an atmosphere in which students ana’faculty are
free to express unorthodox ideas and views and to challenge conventional thought
withoutfear afrepercussion). Academicfreea’om does no t mean, however, that academic
institutions are ofllimits t0 FB I investigators in pursuit ofinformation or individuals of
legitimate investigative interest.
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G.8 (U)DATAANALYSIS
G.8.1 (U)D IOGCLASSIFIEDPROVISION
. Data anal sis conducted b the FBIHO Counterintelligence Division

, r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r ust b e coordinated with the FBIHQ
ounse , Prlvacy an

Branch regarding the proper documentation and disposition of such analysis.

G123
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G9 (U)NOTICEREQUIREMENTSFORTHE DOJNATIONAL SECURITY DIVISION
(NSD)

G.9.1 (U)D IOGCLASSIFIEDPROVISION
{ { { { { { {A)E&iSensitive InvestigativeMatter: For anational security investigation or “assistance to

fl y !" " " " other agencies” involving a sensitive investigative matter that is classified “Secret,” the
a ro riate FBIH sectionmust send electronic notice to DOJNSD at

or anational secuiity investigation or “assistance to other
agencies” involving a sensitive investigative matter that is classified “Top Secret,” the
a ro riate FBIH section must send electronic notice to DOJNSD at

Notices to DOJNSDmust contain only the LetterheadMemorandum
(LHM); the electronic communication (EC) should not be sent to DOJNSD.

Investigationof aUSPERrelating to athreat to the national secuiity (this repOIting
requirement does not apply to fil l l positive foreign intelligence investigations) that is classified
“Secret ” the a ro riate FBIHQ section must send electronic notice to DOJNSDatl:|l i r aaFull Investigationof aUSPERrelating to athreat to t e
national secuiity that is classified “To Secret ” the a ro Iiate FBIHQ sectionmust send
electronic noticetoDOJNSDatlfllNoticestoDOJNSDmust only
contain the LHM; the EC should not be sent to DOJNSD.

EH3rr r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r r C ) 7 ) Assistance to a ForeignAgency: When FBIHQ approval is required to provide assistance
0 a foreign agency in amatter involving athreat to the national secuiity, notice must be
providedto DOJNSD. For a foreign assistance matter that is classified “Secret,” the
appropriate FBIH division a rovin the investigative methodmust send electronic notice to
DOJNSD at For a foreign assistance matter that is classified
“Top Secret,” the appropiiate FBIHQ division a rovin the investigative methodmust send
electronic notice to DOJNSDa t I ‐ ‐ U INotices to DOJNSDmust only
contain the LHM; the EC should not be sent to DOJNSD.

G-12
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< U ‑
G.10.1 (U)D IOGCLASSIFIEDPROVISION
U Note: T h ‑

‐ see Appendix G.10.1.3.A below) conducted under DIOGSection 5.
G.10.1.1 (U)DEFINITION

G‐13
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(U)DISPUTERESOLUTION

G‐15
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G.11 ( U ‑

G.11.1 (U) D IOGCLASSIFIEDPROVISION

' * * * * * * * * * * * * * * * * * * * h _* * * & P m d for conducting a l : |

w?"r r r r r r r r r r r r r r r rGrglrrlslrrrl7 7 7 7 7 7 7 7 7 7VVKCENTRAL INTELLIGENCEAGENCY HEADQUARTERS (CIAHQ)

G‐16
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G. 12 (U)NATIONAL SECURITY LETTERS FOR TELEPHONE TOLL RECORDS OF
MEMBERS OFTHE NEWS MEDIA 0R NEWS ORGANIZATIONS

W?" " " " " " " "G121WNQMEMBERSOF THENEWSMEDIA 0R NEWSORGANIZATIONS
M) An investigation of members of the news media or news organizations is a sensitive

investigative matter (SHVI). A member of the news media or anews oranization is defined in
DIOG Section10.1.2.2.5 and A. oendix G . 7 . 1 . 1 ‑

G. 12.2 (U)LA WENFORCEMENT TOOLS OTHER THANNA TIONAL SECURITY
LETTERS

( U  ‐

G. 12.3 (U)APPROVAL REQUIREMENTSFORANNSL SEEKINGRECORDSO F A

MEMBEROFTHENEWSMEDIA

(U//F'GHG-) In addition to the approval requirements for NSLs set out in DIOG Section

( m e w E _ p _z e2 :I : I

G‐17
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G.12.4 (U/Ffi'UQ)APPROVALREQUIREMENTSFORANNSLSEEKING
RECORDSRELATED TOTHENEWSMEDIA 0RNEWSORGANIZATION

UHFGHQ WE

G. 12.5M ( mAPPROVALREQUIREMENTSFORAN NSLSEEKINGRECORDS
O FAMEMBEROFTHENEWSMEDIA ‑

b1
b3
b 7 E
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G.12.1 (U)SPECIFICPROCEDURESFORREQUESTINGANNSL
(U) The procedures for creating anN S L I : | ”E
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G.13 (U)OTHER INVESTIGATIVERESOURCES

G.13.1 (U)D IOGCLASSIFIEDPROVISION
G.13.1.1 (U/EGUG)SENSITIVE TECHNICAL EQUIPMENT

has beenjointly developed with or developed by another US . Government (USG) agency
such that the FB I is not the sole owner and onwhich originator controls havebeen placed.
The Assistant Director of the OTD after consultationwith the relevant operational division is
authorized to determine whether particular equipment is (or is not) STE.

G‐20
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G.14 U RECRUITMENT-IN-PLACETYPE 5ASSESSMENTS “RIP TYPE5”)|: |

Assessmeats (links to am document).(U) See ( nick Reference {Eiuide fer R15) TV e S
(U/PE-GUG) Summary: A Type 5 Assessment provides the authority and process for identifying,
evaluating, and recruiting apotential confidential human source (CHS). The following
provisions integrate guidance from relevant subsections of the DIOG, the (L’omiei may[ i e r ‘me
DiucfimPa lm (Euidc {éTWO ) 0.717196 and the i m: idena‘z‘FaiM i m i } ; 50mm Pain1((512536

' here noted

G.14.1 U R IPTYPE5ASSESSMENTS

G‐21
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G.14.2 (U)STANDARDSFOROPENING0R APPROVINGA R IPTYPE5
ASSESSSMENT

G.14.3 (U)FILEREVIEW
(U) The frequency of the supervisory file review must be in accordance with DIOG3.4.4.3.
Additionally, the RIP Type 5Assessment review standards (ARS) are asfollows and must be
d o c u m e n t e d m a n E c :

o (U//F-9U9)Whether authorized investigativemethods havebeenusedproperly.
0 (U//F-9UO)Whether reimbursable expenses incurredby anSA, if any, were reasonable

and properly authorized.
0 (UACE-OUO)Whether the potential RIP can or should be recruited.

1(U//1‘GUG)

G‐22m
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o (U/fF‘GHG)Whether the RIP Type 5Assessment should continue for anadditional 90
days (60 days for probationary employees). If continuation is deemedjustified, the
supervisory special agent (SSA) must document the rationale for keeping the RIP Type 5
Assessment open.

(U/I‘F'SHG)Because the ARS EC must bemade part of the case file and documented‑

e EC must on y ocumen t t a t t eRIP Type 5 asme t t e ARS lstec
above.

G.14.4 (U)AUTHORIZEDINVESTIGATIVEMETHODSPERMITTED
I NR I PTYPE5ASSESSMENTS

G‐23W
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(U)ADDITIONAL APPROVAL REQUIREMENTFORUNITED STATES PERSONS

U RECRUITMENTFROMTHE COVERTAPPROACH

G‐25
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G.14.5.3.1 (U)RECRUITMENTHAND-OFFTOANOTHERA GENT

G. 14.5.3.2 (U)RECRUITMENTFROMTHE COVERTAPPROACHW0 HAND-OFF)

G‐26 E
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G.14.6 ( U ) _NRIPTYPE5

G.14.7 (U) CLOSINGAR IPTYPE5
(U//F-GU93 A RIP Type 5must be closed, Via EC to the subfile, with SSA approval.

G‐27
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(U)DECONFLICTIONGUIDANCE

(U)STATUSASA POLICYEXCEPTION

G‐28
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H APPENDIX H: (U) PRE-TITLE I I I ELECTRONIC
SURVEILLANCE (ELSUR) SEARCH POLICY

H.1 (U) SCOPE

(U) 18U.S.C. § 2518(1) (e) requires that each application for anorder to intercept wire, oral, or
electronic communications (hereinafter “Title I I I ” ) contain a statement describing all previous
applications for Title I I I surveillance of the same persons, facilities, or places named in the
current application. The below policy is designed to conform with this statutory requirement,
clarify any past confusion, and address the effects on the previous search policy resulting from
the recent elimination of the requirement for an agency Action Memorandumby the Office of
Enforcement Operations (OEO).

H. 1.1 (U) COMPLIANCE WITH THEPREVIOUSAPPLICATIONPROVISION
(U) 18U.S.C. § 2518(1) (e) requires that each application for anorder to intercept wire, oral, or
electronic communications (hereinafter “Title I I I ” ) contain a statement describing all previous
applications for Title I I I surveillance of the same persons, facilities, or places named in the
current application. Although a failure to comply with § 2518(1) (e) wil l not always result in
suppression of evidence, deliberate noncompliance likely will.
(U) To comply with this requirement, earch,” i.e., an
automated indices search, of the FBI’s system be conducted
prior to filing aTitle I I I affidavit and application with the court. To assist field offices in
conducting appropriate searches, the following guidelines are provided.

H.1.1.1 (U) WHEN To SEARCH

A) (U) ELSUR SEARCHES: ELSUR searches for both sensitive and nonsensitive Title IIIs,
including all original, extension, and renewal applications53, must beconducted not more
than 45 calendar days prior to the date the application and affidavit are filed with the court.

B) (U) Any of the persons, facilities, and/or places named in an extension or renewal
application and affidavit which have been the subject of aprevious search conducted not
more than 45 calendar days prior to the date the application and affidavit are filed with the
court need not be searched again.

(U) If an individual named by a partial name, nickname, street name, and/or code name in a
previous application is subsequently identified by at least a first initial and a last name, a
search must be conducted for the now-identified individual prior to seeking any new
application naming that person.

H.1.1.2 (U) H o w To SEARCH

(U) The|:|n1ust be searched for previously submitted Title 111applications to intercept
communications involving any of the persons, facilities, and/or places specified in the current
Title I I I application.

53This requirement also applies to what is sometimes referred to asa “spin-off" Title 111which is actually a
n e w application to begin surveillance at or of additional facilities arising from an existing investigation in
which one or more Title I l ls have already been authorized. As such “spin-off” Title I l ls are considered to be
an “original" request, even though some or all of the named persons are also namedin the prior Title 111(5).

H-1
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A) (U) PRIORAPPLICATIONS: Searches are requiredonly for previously submitted
applications. There is no obligation to search for prior interceptions. The ELSUR search
wi l l provide records of the persons, facilities, and/or places named in prior applications filed
by the FBI and other federal law enforcement agencies named in the request. Any prior
applications identified must be set forth in the affidavit in support of the new application._

H.1.1.2.1 (U)PERSONS

(U) In submitting aPrefi t le 1HELSURSearch 1?! Lies: FD‐Qfl? , list the true
names or best known names of individuals for whom there is probable cause to believe that:
(1) they are involved in the specified criminal activity, or (2) their criminal communications
are expected to be intercepted over the target facility or within the target premises.54 These
individuals are often identified in the application and affidavit asthe “Target Subjects,”
“Target Violators,” and/or “Target Interceptees.”
A) (U)Aminimumofafirst initial and last name isrequired for an|:|search.Biographical b 7 E

data such asdate of birth, FB INumber, and/or Social Security Account Number, if known,
must be included in the search request, even if not listed in the affidavit. Aliases, partial
names, nicknames, street names, and/or code names may also be included as further
identifying information on the FD-940. However, they wi l l only be searched if they
otherwise meet minimumELSUR search requirements. For example, if an alias is a ful l
name alias, it M be included andwill be searched (i.e., John Smith a/k/a “William
Johnson” orWilliam Smith a/k/a “Liam Smith”). However, if the subject is identified as
John Smith a/k/a “Big Buddy,” “Big Buddy” may be included asfurther identifying
information, but wi l l no t be the subject of a separate ELSUR search.

B) (U) Persons not fully identified by at least a first initial and a last name who are identified in
the application and affidavit as“JohnDoe,” “Jane Doe,” or “FNULNU” neednot bethe
subject of apre-Title I I IELSURsearch. For example, FNULNUa/k/a “El Jefe” neednot
be included in anELSUR search, or listed in the FD-940 search request.

C) (U)Asearch ofthe|:|must beconducted for the subscriber orserVice provider ofthe
target facility only if the subscriber or serVice provider is believed to be involved in the
specified criminal offense(s).

D) (U) Any additional persons, facilities, and/or places mentioned in the affidavit, bu t not also
specified in the application asa person,facilityz and/or place for which authorization
to intercept is being sought, need not be searched or listed in the FD-940 (Pre-Title I I I
ELSUR Search Request).

H.1.1.2.2 (U)FACILITY

(U) List available numeric and/or alphanumeric values directly associated with the targeted
device, equipment, or instrument over or from which the subjects are communicating (e.g., a
telephone, pager, computer, etc.), and over or from which interceptions are being sought.
Such values may include, but are not limited to, the telephone number of a land line phone,
cell phone, or pager, Personal IdentificationNumber (PIN), Cap Code, Electronic Serial
Number (ESN), InternationalMobile Subscriber Identity (IMSI) Number, International
Mobile Equipment Identifier (IMEI) Number, and/or Internet account information (including
but not limited to screen name, online identity, ICQnumber, and/or IP address).

54(U)All individuals listed in the application and affidavit asbeinginvolved in the specified criminal activity
should be searched i n :

H'2 Version Dated:
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A) (U) Names of businesses, organizations, or agencies must be searched only if there is
probable cause to believe the business, organization, or agency is culpable in the specified
criminal offense(s).

B) (U) Searches need not be conducted for telephone numbers or other facilities subscribed to,
leased, or owned by the FBI for use in the investigation for Which the ELSUR is being
sought.

C) (U) Any additional facilities mentioned in the affidavit, but not also specified in the
application asa person, facility, and/or place for Which authorization to intercept is being
sought, need not be searched or listed in the FD-940 (Pre-Title I I IELSUR Search Request).
For example, telephone numbers identified ascalling or being called by the Target
Telephone, and set out in the pen register section of a Title I I I affidavit need not be the
subject of apre-Title I I I ELSUR search.

H.1.1.2.3 (U)PLACES

(U) List: (1) each address of a targeted landline hone or com uter terminal Which Will be
sub'ect to the Title I I Iorder, and/or 2) b 7 E

Do not include addresses
0 su s c r 1 ers or proprietors 0 mo 1e 1nsta ations sue as ce p ones, pagers, vehicles,
boats or planes, etc.

H.1.1.2.4 (U)ADDITIONS

(U) Persons, facilities, and/or places added to an application and affidavit during the course of
the review process and afterthe initial pre‐Title 111search request must be searched prior to
submitting the affidavit to the court.55
H. 1.1.3 (U) WHERE To SEARCH

(U)Asearch ofthe FBI’s|:|mustbeconducted for each item named inthe search request.
DOJ policy requires a search of the Drug Enforcement Administration (DEA) and
Immigration and Customs Enforcement (ICE) for all Title 21 predicate offenses. As a
matter of F B Ipolic , a DEA and ICE ELSUR searc is automatically conducted by FBIHQ
for allI:|and nvestigative classifications, and any other application involving a Title 21 b 7 E
offense.

A) (U)Thel:|of any other federal, state, or local law enforcement agency that is actively
participating in ajoint investigation (as opposed to mere task force participation) or asto
Which there is reason to believe may have previously sought to intercept wire, oral, or
electronic communications involving any of the persons, facilities, and/or places specified
in the instant application, should be searched. Where a search of state and/or local law
enforcement ELSUR records is requested, the request should include a point of contact
from the outside agency, if known.

55Occasionally, during the course of their review, DOJ's Office of Enforcement Operations, wil l suggest that an
additional name be added asa “Target Subject" (or similar) in a Title I I I a lication and affidavit prior to the
grant ofDO] approval. If that name isadded, it mus t besearched throughIE:|3rior tosubmitting the affidavit
t0 the court.

H‐3 Version Dated:
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B) (U) If there is reason to believe that any of the persons, facilities, and/or places specified in
the current application have been the target of Title I I I electronic surveillance by another
federal agency, that agency must be requested to conduct an ELSUR search of its records.

H.1.1.4 (U) H o w To INITIATEA SEARCH REQUEST

(U) The 1313-946 (Pre‐Title I I IELSUR Search Request) is used for requesting pre‐Title I I I
ELSUR searches of the|:|of the F B Iand any other federal, state, or local law enforcement
agency. The form is designed to assist personnel requesting a search by guiding them through
the process. Use of the form will ensure search requirements are met.

(U) If an emergency situation exists, asdefined by 18 U.S.C. § 2518(7), an ELSUR search
may be requested telephonically to the field office EOT.

H.1.1.4.1 (U) SEARCHPROCEDURE

(U) The EOT will conduct a search of themor records of “previous applications only” or
“all records” asspecified in the FD‐940. Records retrieved asa result of the search wil l be
furnished to the requesting Agent. If intercept records are requested for any or all of the
persons, facilities, and/or places named in the FD‐940, intercept records which relate to
unclassified criminal matters wil l be provided in their entirety to the requesting Agent and
documented in the appropriate case file location(s).
(U) It is the responsibility of the requesting Agent to use reasonable efforts to determine
whether the persons, facilities, and/or places identified in the search are the same persons,
facilities, and/or places specified in the current application. If there is reason to believe they
are, offices identified ashaving filed previous applications must be contacted and the EOT in
that office must be asked to review the pertinent investigative file(s) to determine whether the
persons, facilities, and/or places identified in the search are, in fact, the same asthose
specified in the current application.
(U) It is not necessary to contact other offices regarding common names for which no special
identifying data is available unless there is reason to believe there is a nexus between the
current investigation and the investigation conducted by the other field offices.
(U) Documentation confirming the conduct of all pre‐Title I I IELSUR searches must be
electronically placed in the appropriate investigative file.

H.1.1.5 (U) WHAT To SAY

A) (U) NO PREVIOUS APPLICATIONS: Sample proposed affidavit language when no
previous applications have been filed:

1) (U) “Based upon a search of the records of the Federal Bureau of Investigation (and any
other agency requested), no previous applications have been filed for anorder authorizing
the interception of wire, oral, or electronic communications involving any of the persons,
facilities, and/or places specified herein for which authorization to intercept is being
sought.”

B) (U) PREVIOUS APPLICATIONS:

l) (U) If there was aprevious application, include all relevant information concerning such
application in the affidavit in support of the current application. Identify the persons,
facilities, and/or places named, the method(s) of interception sought, the date the order was
granted or denied, the court that issued or denied the order, the name of the authorizing or

H‐4
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denying judge ( i f known), and the relevance, if any, of the previous application to the
current investigation.

2) (U) Sample proposed affidavit language when previous applications have been filed: “John
Doe was named in aprevious application for anorder authorizing the interception of wire
and electronic communications. The order was signed on (date), by U S . District Judge
(name), of the District of (State), authorizing the interceptions for aperiod of thirty (30)
days. An extension of the order was signed by Judge (name) on (date), authorizing the
continued interception for anadditional 30-day period.” (Include relevance, if any, of the
previous applications to the current investigation).

H. 1.1.6 (U) DOCUMENTATION

A) (U) Agents must provide a copy of the following to the field office’s ELSUR Operations
Technician (EDT):

1) (U) executed affidavit, application, and order;
2) (U) completed CDC Checklist (ED-926b;
3) (U) EC signed by the appropriate approving official (SAC or designee or appropriate HQ

official) documenting approval to seek court authorization for the Title I I I application; and

4) (U) DOJ Memorandum directed to the AUSA entitled “Authorization for Interception
Order Application.”

B) (U) The EDT and the ELSUR supervisor are responsible for confirming that ELSUR
searches were properly conducted asset forth in the final applications submitted to the
court. Because this reView is not conducted until after the application and order have been
submitted to the court, the SA and SSA are responsible for verifying that all required
ELSUR searches have been conducted prior to submission of the application and affidavit
t0 the court. Within 10calendar days of obtaining court authority for the original and all
extensions/renewals 0f the Title I I I intercept, the case agent must also submit to the EOT a
signed copy of the: ( i) affidavit, ( i i ) application, (i i i) order, (iV) copy of the CDC Title I I I
Checklist (FD-926); (V) SAC approval EC; and (Vi) a copy of the DOJ Authorizing Memo.
The EOT wil l beresponsible for transmitting a copy of these documents to the Order
Management Group in OTD. The Order Management Grou wi l l be res onsible for
indexing and uploading these documents into t h e I : I T h e s e
requirements also apply to the joint Title I I I operations discussed in section 18.7.2.13.

C) (U) Form FD-940 (Pre Title I I I ELSUR Search Request) must '
search of any federal, state, or local law enforcement agency’s

including the FBI’S.
D) (U) A l l requests for ELSUR searches must be electronically placed in the corresponding

investigative file and submitted with adequate time for the EDT to conduct the search and
document the results. It is the responsibility of the affiant and the affiant’s supervisor to
ensure that all ELSUR checks have been properly completed prior to submission of the
application and affidavit t0 the court.

H. 1.1.7 ROLE OFSPECIAL OPERATIONS DIVISIONA N D | : |
m m :
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H.1.1.8 (U) ADDITIONAL GUIDANCE AND EXAMPLES

(U) Additional guidance regarding the conduct of pre‐Title I I IELSUR searches, including
examples applying the policy set forth above, can be found at the [ H O G Resaurees Site.
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I APPENDIX 1: (U) ACCESSING STUDENT RECORDS
MAINTAINED BY AN EDUCATIONAL INSTITUTION
(“BUCKLEY AMENDMENT” )

1.1 (U)SUMMARY
(U) The Family EducationalRights and Privacy Act (FERPA) of 1974 (20 U.S.C. § 1232g, as
amended by Public Law 107‐56 (USAPatriot Act)), commonly referred to asthe “Buckley
Amendment,” restricts the ability of educational agencies or institutions (collectively “schools”)
to release educational records or personally identifiable information contained in such records
without the consent of the student or the student’s parent.
(U)FERPA defines “education records” asthose records, files, documents and other materials
Which:

A) (U) contain information directly related to a student; and
B) (U) are maintained by an educational agency or institution or by aperson acting for such

agency or institution. (20 U.S.C. § 1232g(a)(4)(A)(i)).

(U/r‘FQU-Q)1foperationally feasible, FB Iemployees should request the consent of the student or
parent, asappropriate, in order to obtain covered records. During anAssessment, the FBImay
ask school officials to provide certain informationWithout the consent of the student or parent
(see Section 18.5.6); during aPredicated Investigation, the FBImay comp_e1production of
education records, as set forth below.

1.2 (U/IFGUO.)ACCESSING STUDENT INFORMATIONORRECORDSDURING
AN ASSESSMENT

(U//FGHG) During an Assessment, FB I employees may seek voluntary disclosure of certain
student records and information about students from schools Without the consent of the student
or parent.

1.2.1 (U) DIRECTORYINFORMATION
(U//FOHQ-) “Directory information” is information contained in aneducation record of a student
“that would not generally be considered harmful or an invasion of privacy.” (34 CPR . § 99.3)
Specifically, “directory information” includes, but is not limited to: the student’s name, address,
telephone listing, electronic mail address, photograph, date and place of birth, major field of
study, dates of attendance, grade level, enrollment status (e.g., undergraduate or graduate, full‑
time or part‐time), participation in officially recognized activities or sports, weight and height of
members of athletic teams, degrees, honors and awards received, and the most recent educational
agency or institution attended. A school may disclose “directory information” from its records
Without prior consent i f : (1) it has a directory informationpolicy to disclose such information
and (2) it has provided its students notice of the policy and the opportunity to opt out of having
“directory information” disclosed. (See 34C.F.R. § 99.37)
(U//FQQQ-) The scope of information that can be released asdirectory informationmay be
narrowedby the school. For instance, if a college chooses not to categorize students' names and
addresses asdirectory information, it must not voluntarily disclose such information to the FBI

1‐1
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(Krauss v. Nassau Community College, 469 N.Y.S. 2d 553 ( N Y. Sup. 1983)). Schools are also
required to afford students (or parents, if the student is under 18) the opportunity to prohibit the
release of directory informationWithout their prior consent (or a court order). M: the Buckley
Amendment permits schools to release directory information (absent anobjection from the
student); it does not require them to do so. Directory informationmay be sought orally or in
writing.

1.2.2 (U) OBSERVATIONS
(U//F6'UG) FERPA governs the release of educational records. It does not govern the release of
information gathered by a school official, based on his or her own observations. Accordingly,
notwithstanding Buckley, a school official may disclose activity or behaVior observed by the
official.

1.2.3 (U) LAWENFORCEMENTUNITRECORDS
(U//EOUO)UnderFERPA, schools may disclose information from “law enforcement unit
records” without the consent of the parent or student. This exemption is limited to records that a
law enforcement unit of a school creates andmaintains for a law enforcement purpose. “Law
enforcement record” is narrowly defined asarecord that is: (i) created by the law enforcement
unit; ( i i ) created for a law enforcement purpose; and (ii i) maintained by the law enforcement
unit. (34 C.F.R. § 99.8(b)) If another component of the school discloses a student education
record to the school’s law enforcement unit, that record is not a “law enforcement unit record”
because it was not createdby the law enforcement unit. Thus, a1aw enforcement unit cannot
disclose, Without student consent, information obtained from education records created by other
component of the school, even if the record has been shared With the law enforcement unit.

1.2.4 (U) HEALTH0R SAFETYEMERGENCY
(U//'F9U-Q)-FERPA does not restrict the disclosure of educational records in connectionWith a
health or safety emergency. The regulations provide that schools may disclose information from
aneducation record “to appropriate parties in connectionwith anemergency if knowledge of the
information is necessary to protect the health or safety of the student or other individuals” and
that the exception is to be “strictly construed.” As is the case with other emergency disclosure
provisions (see 18U.S.C. § 2702), it is up to the school to determine in the first instance whether
disclosure is necessary to protect the health or safety of the student or another individual. If it
makes that determination, it is permitted to disclose educational records voluntarily andWithout
the consent of the student or parent.

1.2.5 (U) NON-STUDENTS
(U/fFGUQ)FERPA governs records of “students.” A “student” is defined asaperson onwhom a
school maintains educational records or personally identifiable information but does not include
someone Who has not attended that school. Files retained on rejected applicants may beprovided
Without prior permission or notification. (Tarka v. Franklin, 891F.2d 102 (5thCir. 1989))

1‐2 Version Dated:UNCLASSIFIED ‐W March 3’2016



U N C L A S S I F I E D  ‐ m
Domestic Investigations and Operations Guide

1.3 (U/IFGHG) ACCESSING STUDENT INFORMATIONORRECORDS IN
PREDICATED INVESTIGATIONS

(U/#F€'UU) In addition to seeking voluntary production of records that can bevoluntarily
produced (see 1.2 above), in aPredicated Investigation, FB I employees may compel production
of education records without notice to the student or the student’s parents asfollows:

1.3.1 (U) FEDERAL GRAND J URY SUBPOENA

(U//F'GHQ) Schools shall disclose education records in response to a federal grand jury
subpoena. In addition, the court may order the institution not to disclose to anyone the existence
or contents of the subpoena or the institution’s response. If the court soorders, then neither the
prior notification requirements of 34 C.F.R. § 99.31(a)(9) nor the recordation requirements at 34
C.F.R. § 99.32 would apply (see DIOG Section 18.6.5).

1.3.2 ( U) ADMINISTRATIVE S UBPOENAS

(U//'F6-HG) Schools may disclose education records in response to an administrative subpoena.
Administrative subpoenas may be issued in narcotics investigations (see DIOG Section
18.6.4.3.2.1), sexual exploitation or abuse of children investigations (see DIOG Section
18.6.4.3.2.2), and health care fraud investigations (see DIOG Section 18.6.4.3.2.3). As With
federal grand jury subpoenas, the issuing agency may, for good cause shown, direct the school
not to disclose the existence or contents of the subpoena or the institution’s response. If the
subpoena includes a nondisclosure directive, the school is permitted to request a copy of the
good cause determination.

1.3.3 (U) FISA ORDER FOR BUSINESSRECORDS

(U//FQU-Q-) See DIOG Section 18.6.7.

1.3.4 (U) EX PARTE ORDERS

(U/j‘FGU-Q) The USA Patriot Act amended FERPA to permit schools to disclose personally
identifiable information from the student’s education records to the Attorney General or his
designee Without the consent or knowledge of the student or parent in response to an exparte
order issued in connection With a terrorism investigation. Such disclosures are also exempt from
the Buckley Act requirements that disclosure of information from a student’s records be
documented in the student’s file.
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APPENDIX J: (U) CASE F I L E MANAGEMENT AND
INDEXING

(U) INVESTIGATIVEFILEMANAGEMENT

(U) OFFICE OFORIGIN ( 0 0 )
(U/fFGHG) Generally, the Office of Origin ( 0 0 ) is determined by:

A)

B)

C)

D)

E)

F)

G)

H)

1)

J)

K)

L)

M)

N)

O)

P)

(U/fiF-QHG) The residence, location or destination of the subject of the investigation;
(U/FGHQ) The office in Which a complaint is first received;
(U//FOUO) The office designated by FBIHQ as00 in any investigation;
(U//F®H-O) The office in Which the Foreign Police Cooperation investigation is opened

(163 classification);

(U//F9U-Q) The office in Which the Domestic Police Cooperation investigation is opened
(343 classification);

(U//EOUQ) The office in Which the recovery of the vehicle occurred in an Interstate
Transportation of Stolen Motor Vehicles (ITSMV) investigations;
(U//EOUO) The office in Which the contempt of court occurred;

(U//F-QUQ) The office in Which there is a Violation of an order, judgment, or decree issued
from any judicial district in an FBI ciVil Racketeer Influenced and Corrupt Organizations
(RICO) investigation;
(U//F'8U-O) The office in Which the subject was convicted in investigations involving
parole, probation, and mandatory release Violators;

(U//-F-QUQ) The office in Which the escape occurred, in EscapedFederal Prisoner and
escaped deserter investigations;
(U/FGHO) The New York Field Office in courier investigations;
(U//F-QU-Q9 FBIHQ in all applicant, Background Investigation - Pardon Attorney's Office

(73 classification) investigations;
(U//FOUO) FBIHQ in OPM security referral (140A and 140C classification) investigations;
(U//F9-HG) FBIHQ, Counterterrorism Division (CTD), Counterterrorism Watch Unit in all
Counterterrorism Major Cases (900 classification);

(U/ILF-GHefi FBIHQ, Critical Incident Response Group (CIRG) in all National Center for the
Analysis of Violent Crime (NCAVC) cases (252A through 252E classifications); and

(U//FOHQ.) FBIHQ, Office of Professional Responsibility (OPR) in OPR investigations
(263 classification).

(U//FO'b‘99 When special circumstances exist, however, the origin may be assumed by the field
office Which has the most compelling interest. Uncertainties and disagreements must be resolved
by the appropriate FBIHQ operational division.
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J.1.2 (U) INVESTIGATIVELEADSAND LEAD OFFICE ( L 0 )
(U / /F6fi6 j Leads are sent by EC, o r a Lead Request document, t o offices and assigned to
individuals/organizations in order to aid investigations. When the 00 sets a lead to another
office, that office is considered a Lead Office (LO).

(U//F-GUG-) There are only two types of investigative leads: “Action Required” and “Information
Only.”

J.1.2.1 (U) ACTION REQUIREDLEAD

(U//-FQU.O) An action required lead must be used if the sending office reguires the receiving
L0 to take some type of investigative action.

(U/I‘FQ-UD) An action required lead may only be set by EC out of anopen investigative file,
including an:

A) (U) Assessment file, including a zero sub-assessment file;

B) (U) Predicated Investigation file;

C) (U) pending inactive investigation file; or
D) (U) unaddressed work file.

(U//FQU.O.) An action required lead cannot be set out of a closed investigative file, a zero (0)
or double zero (00) file.

(U//F®HG) An action required lead must be assigned, and it must be covered before the
underlying investigation has been completed/closed.
J.1.2.2 (U) INFORMATIONONLY LEAD

(U/AFG-UG) An information only lead must be used When no specific action is required or
necessary from the receiving LO.
(U/FGHQ.) An information only lead may be set by EC out of anopened or closed
investigative file, including a:

A) (U) zero (0) file;

B) (U) double zero (00) file;

C) (U) Assessment file, including a zero sub-assessment file;

D) (U) Predicated Investigation file;

E) (U) pending inactive investigation file; or
F) (U) unaddressed work file.

(U//F6H6') An information only lead does not have to be assigned in order to be covered, and
they can be covered While they are in the "Set" status.

J. 1.3 ( U) OFFICE OF ORIGIN’S S UPERVISION0F CASES

(U/fFQ-UO.) The 00 is responsible for proper supervision of Assessments and investigations in
its own territory and being conducted in a L 0 . The FBI employee, usually anFBI Special Agent,
to whom an investigation is assigned, is often referred to asthe “Case Agent.” An F B I employee

J ‐2
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is personally responsible for ensuring all logical investigation is initiatedWithout undue dela ,
whether the employee is assigned in the 00 or in anL 0 ; this includes setting for th l j

leads asappropriate for other offices or other FB I employees in
his/her own office. The 00 Case Agent has overall responsibility for supervision of the
investigation.When anL0 has adelayed or delinquent investigation, it is the responsibility of
the 00 Case Agent to notify the LO (orally or in writing by email or EC, depending on the
urgency of the situation) of its delinquency.

b 7 E

(U) Investigative information that may bewithin another field office’s AOR can generally be
obtained by setting an investigative lead to that field office. However, investigative
circumstances may require employees to travel to another office’s AOR to conduct investigative
activity. In such circumstances an em-lo ee With the annrovalo f fi n dthep r i o r W o n h e fi m a y e n ma mlce=sA0Rand
conduct the necessary investigative activity (e.g. interview). However, if unplanned b 7 E
investigative activities or exi ent circumstances prevent anemployee from obtaining advance
I:|approvaland advance concurrence before entering another field o f f ’
notification should bemade assoon aspracticable to t h e l : | a n d n
the other office’s AOR, including the type of investigative activity(s) that occurred and the
circumstances that made obtaining prior approval and concurrence unfeasible.

J.1.4 (U) INVESTIGATIONAND OTHERFILES
(U//FGHQ§ There are several types of non‐investigative files used in the FBI, including zero
files, double zero files, administrative files, and control files. Additionall , there are several
types o finvestigative files used i nthe FBI, includingI : | P r e l im i n a r y b7 E
Investigation files, Full Investigation files, Full Enterprise Investigation files, positive foreign
intelligence Full Investigation files, and unaddressedwork files. Additionally, investigative files
may have sub‐files, named asspecified in the DIOG and RMDpolicy. FB I files may be opened,
closed, or placed in pending inactive status asspecified below. Note that in each of these files, all
communications related to previous communication must note the existing communication’s
FBI’s central recordkeeping system serial numbers in the reference fields.
(U//F6-HG) Certain records may be restrictedbased on the classification of the records, e.g., on
the sensitivity of the investigation. See the Autmimiie‘: Restriction r'fi‘Acr’z'za's i0 Dam in F8? Case
.S’ugpm'? System»: Basedm:Standard Fife Classification Designation? P&Zi‘cv Directive. {3243i},
dated October 13, 2009.
(U//'FGEQ) The types of files are:
1.1.4.1 (U) ZERO “ O ” FILES ME
(U//'F6'H8‑

J‐3
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J.1.4.2 (U) DOUBLE ZERO “ 0 0 ” FILES

(U/fFGIJ‐Q) Double Zero files may be opened in all file classifications. Double Zero files may
contain documentation, such asinstructions, statutes, and decisions applicable to the
classification, that do n_ot require investigation. The documents contained Within a double zero
file must be electronicall nlaced into the file.

J.1.4.3 (U) ADMINISTRATIVE “ A ” FILES

(U//‘FGGQ) Administrative files may be used only for administrative purposes; they cannot be
used for investigative purposes. Administrative files may be used for documenting non‑
investigative matters, such astraining matters (1 classification), administrative matters (319
classification), personnel files (67 classification), etc. Note: Investigative activity must n_0t
be conducted out of an administrative file. Administrative files are designated with the
letter "A" before the case number, e.g., 3l9X‐HQ‐A12345.
(U// ' tfi l e s l : | a n dcivil litigationo rclaim
matter are permitted to retain investigative information related to a
BUCAR accident or CiVil matter asanexception to the general rule prohibiting the use of
investigative activity in administrative files. The basis for permitting this exception is the
investigative document, generally a Witness interview on anFD‐302 for the car accident, or
taking a Witness statement on an FD‐302 in the civil matter, is intended to support the
administrative functions of the organization and is not obtained in support of a law
enforcement investigation or anintelligence collection function.
(U/l‘FSU-Q) Information Only (non‐investigative) Leads may be assigned out of
administrative files. When referring to an administrative file in communications, the file
number must include the letter "A" before the case number to indicate the file is an
administrative file.

1.1.4.4 (U) CONTROL “ C ” FILES

(U//FGHG§ Control files are separate files established for the purpose of managing programs.
Control files may be opened in all file classifications.
(U//F6'HG& Control files may be used only for documenting program management functions
and communications, technical or expert assistance to another law enforcement or intelligence
agency, or other managerial functions. Programmanagement functions may include liaison
contacts, training exercises, training received/provided, written intelligence products56 that are
prepared for programmanagement purposes, etc. Note: Investigative activity must n_0t be

J‐4
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conducted57 out of a control file. Control files are designated with the letter “C” before the
case number, e.g., 29B‐NF‐C4456.
(U//FGHQ;Information Only (non‐investigative) Leads can be assigned out of control files.
When referring to the file number of a control file in communications, the file number must
include the letter "C" before the case number to indicate the file is a control file. T h e :
control file must follow th _ i d a n c e
on setting leads.

J.1.4.5 (U) INVESTIGATIVE FILES

J. 1.4.5.1 (U) ASSESSMENT FILES

1-1-4-5-1-1 ( U ‑

ssessments
hen completing the FD‐7l, Guardian 0r Assessment file

lead for anAssessment involving a sensitive investigative m a t t e r , | : |

(U/fFGHe) Guardian may be used onl for documentin; those Assessments described in

oocument 21 0t er ‘ ssessments, 1 n c uomg cnmmal, counterintelli ence, and non‑
terrorism WMD and Cyber. Guardian, the FD‐7l, the ECand|:|LeadRequest
form provide the ability to set action leads.

J.1.4.5.1.2 (U) INVESTIGATIVE CLASSIFICATION ASSESSMENT FILES
(FOR TYPE 3, 4 AND 6 ASSESSMENTS) AND POTENTIAL CHS
FILES (FOR TYPE 5 ASSESSMENTS)

(U/fFSHG) See DIOG Section 5 for the appropriate investigative file classification to be
used When opening a Type 3, 4, 5, 0r 6 Assessment file.

(U/fFG-HG) Because these Assessments require prior supervisory approval, the file must
begin With an opening EC (DIOG Section 5.6.3.2 thr0u_h 5.6.3.5 t neAssessments and
DIOG Section 5.7 asdiscussed above).

5 7  < U ‐
J ‐5
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b 7 E

J.1.4.5.2 (U) PRELIMINARYANDF ULL INVESTIGATION(PREDICATED) FILES

(U/fFS-U-Q9 A Preliminary Investigation, Full Investigation, Full Enterprise Investigation, and
Full Positive Foreign Intelligence Investigation must be opened asdiscussed in DIOG
Sections 6, 7, 8, and 9, respectively. Investigative information related to these investigations
must be placed in the investigative main file or sub‐file, spun‐off, or referred to another
agency asauthorized.

J.1.4.5.3 (U) PENDING/INACTIVEF ULL INVESTIGATIONFILES

(U//F6699 A Full Investigation may be placed in apending‐inactive status When all
investigation has been completed and only prosecutive action or other disposition remains to

b 7 E

inactive Full Investigationmay be assigned to investigative personnel or a squad/unit.
J. 1.4.5.4 (U) UNADDRESSED WORK FILES

b 7 E
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(U//FO‘b‘6-)'The FD‐7l and an Assessment file provide a mechanism to assign an Assessment
to an Unaddressed Work file. In the FD‐7l, the Supervisor must select a reason for assigning
the matter to the UnaddressedWork file and choose the appropriate classification. Upon
serializing the FD‐7l, a new Unaddressed Work file Will be opened. Guardian (FD‐7la) does
not have an “Unaddressed Work” option because Guardian leads cannot be placed in an
Unaddressed Work status.

J.1.4.5.5 (U) SPINOFFINVESTIGATIONFILES

(U/+FQUO.)_A spin‐off investigation originates from an existing investigation. The spin‐off
investigation must have all the elements required to establish it asa separate investigation
Within the appropriate investigative classification.

J.1.5 (U) SUB-FILES
(U) The below standardized sub‐file names must be used When creating sub‐files to document
the investigative or administrative activity described. However, other sub‐file names may be
utilized to document relevant investigative or administrative activities not specifically
addressed by the following standardized sub‐file list:

Analytical [not includingWri t ten Intelligence
Products ‐ see DIOG required INTELPRODS
sub-file below]

BC Background InformationReSubject [FD-160;
FD-125; FD-809]

‐ ‐ ‑

‐ ‐ ‑

‐ ‐ ‑

‐ ‐ ‑

‐ ‐ ‑

‐ ‐ ‑

‐ ‐ ‑

J‐7
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FinancialAnalysis

F orfeiture

b 7 E

Physical Surveillance Logs

Federal Taxpayer Information

Fugitives

Federal Grand l u r y Subpoenas and
Materials

J ‐8
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‐ ‐ ‑

‐ ‐ ‑

‐ ‐ ‑

‐ ‐ ‑

‐ ‐ ‑

‐ ‐ ‑

‐ ‐ ‑
MISC Miscellaneous

NC Newspaper Clippings and Press Releases
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Pen Register / Trap And Trace

Photographs [paper copies only]

Police Reports

RECORDS Bank/ TaX/ Financial Records

REPORTS Reports

Suspects / Subjects

Administrative Subpoenas

SURV

- ‐ ‑
TEL Telephone Subscriber / T011Information/

Trap & Trace Calls
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‐ ‐ ‑

‐ ‐ ‑

‐ ‐ ‑

‐ ‐ ‑
UCO Undercover Operations [Group I and Group II

UCOs]

- ‐ ‑

18 Evidence Chain of Custody [FD-1925 or
successor form]

1C Bulky. Non-Evidence [FD-1925 or successor
form]

FDS15 Accomplishments [FD-SlSs or successor
documents]

FD542 Accomplishments [FD-5425 or successor
documents]

(U)When more than one sub‐file is needed for a specific category, sequential numbers are to
be used adjacent to the described sub‐file name. For example, three forfeiture sub‐files would
be named: FFl , FF2, FF3, etc.

J.2 (U) INDEXING- THE ROLEOFINDEXINGIN THE MANAGEMENTOFFB I
INFORMATION

(U//'FGGQ) The text of FBI‐generated records (including but not limited to FD‐65, FD‐786, and
non‐transitory electronic mail (e‐mail) records)must be imported into the FBI’s central
recordkeeping system to be searchable, retrievable, and sharable through automated means. A
full text search of the FBI’s central recordkeeping system identifies only information that is
available electronically and does not search for information that may be contained in the FBI’s
paper records. Regardless of whether arecord is imported or created in the FBI’s central
recordkeeping system, it must be indexed.
(U/fF‘GHQ.)The purpose of indexing is to record individual’s names; non‐individual’s names,
such ascorporations; and property Which are relevant to FBI investigations sothat this
information can be retrieved, if necessary. The most common useof indexed information is to
respond to executive branch agencies’ request name searches aspart of their investigations to
determine suitability for employment, trustworthiness for access to classified information and
eligibility for certain government benefits. If employees do not properly index names and places

J‐10
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that arise in F B I investigations, the F B Icould provide erroneous information to other federal
agencies. Further advice about how to index and What should be indexed can be found on the
RMD Imrmiet site.
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K APPENDIX K: (U) REPORTINGOF SUSPECTED CHILD
ABUSE, NEGLECT AND/OR SEXUAL EXPLOITAT ION

K.1 (U)REPORTINGOFSUSPECTED CHILDABUSE,NEGLECT AND/OR SEXUAL
EXPLOITATION

K.1.1 (U) PURPOSE

(U) In October 2011, the Department of Justice (DOJ) released the updated 2011Attorney
General Guidelinesfor Victim andWitness Assistance (the “Guidelines”); and in May 2012,
released revised Guidelines. Among other obligations, the Guidelines require DOJpersonnel,
including FBIpersonnel, to report suspected child abuse. Special Agents (SAs) and other FB I
personnelmay encounter suspected child abuse, neglect and/or sexual exploitation during the
course of their duties. This policy provides the most recent DOJ/FBI suspected child abuse
reporting requirements. “This requirement is in addition to, not in place of, mandatory reporting
requirements under state, tribal and federal lawwith which [FBIPersonnel] shall also comply”
[Emphasis added]. Guidelines at Art. 111, L 1 0 (1).

K. 1.2 (U) OBLIGATION TOREPORT
(U) The FBI’s role asa law enforcement agency necessitates several reporting requirements for
FB IpersonnelWho have reasonable cause to believe a child is suffering from abuse, neglect
and/or sexual exploitation.
(U)While certain FB I employees (e.g. law enforcement personnel and social workers) are
defined asmandated reporters under state, tribal and federal law, all FB I employees sha11report
suspected child abuse, neglect and/or sexual exploitation to the state, local or triba1 law
enforcement agency or child protective services agency that has jurisdiction to investigate such
reports or to protect the child.

K. 1.3 (U) REPORTINGTOTHEAPPROPRIATE OFFICIALS
(U) In every case of suspected child abuse, neglect and/or sexual exploitation, animmediate
report shall bemade to the appropriate state, local or triba1agency With authority to investigate
such matters or to protect the child. FB Ipersonnel should consult With the ChiefDivision
Counsel (CDC) or the Office of the General Counsel (OGC) to determine the child abuse
reporting laws applicable in their area of responsibility.
(U) Reporting is generally covered by state, local or triba1law and reports shall bemade to the
agency or entity identified in and in accordance With those laws. However, the report of
suspected child abuse should be made by amethodbest suited to giving immediate notice. Use
of a standardized form is encouraged, but shall not take the place of the immediate making of
reports by other means When circumstances dictate.
(U) Reports may bemade anonymously, although FBIpersonnel are strongly encouraged to
provide sufficient identifying information. Reports are presumed to have beenmade in good faith
and reports are immune from civil and criminal liability arising from the report, unless acting in
bad faith.
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(U)FB Ipersonnel shall also immediately report suspected child abuse to the FBI’sDesignated
Official in each office. The DesignatedOfficial Will assist FB IpersonnelWith reporting
suspected child abuse, if no direct report is made, andWill ensure completion of a 188D‑
Electronic Communication (188D‐EC) to the FBI’s Office of Victim Assistance (OVA).
(U) In rare circumstances, reportingmay be temporarily delayed upon adetermination by anFBI
Component Responsible Official. Per the Guidelines and FBI implementingpolicy, the
designated FBIComponent ResponsibleOfficial is the head of the division or office. For Field
Divisions the Component ResponsibleOfficial is the Special Agent‐in‐Charge (SAC), or where
applicable, the Assistant Director in Charge (ADIC). For FB IHeadquarters, the Component
Responsible Official is the head of the Divisionor office (e.g., Assistant Director (AD) or
equivalent).

K. 1.4 (U) SCOPEOFREPORTING
(U) A l l cases of suspected child abuse must be reported. .A report shall be made even if the
information inadvertently comes to the attention of FB Ipersonnel. In cases Where there is reason
to believe an incident was previously reported or is otherwise being investigated, FB Ipersonnel
shall err on the side of caution, and consult With the DesignatedOfficial, due to the possibility of
there beingmultiple offenses, Victims, and/or perpetrators. If there are any distinguishable
elements (e.g. different day, time, or place) from the confirmed previous report and investigation,
FB Ipersonnel shall immediately report the new case and any additional information to the state,
local or tribal law enforcement agency or child protective services agency that has jurisdiction to
investigate such reports or to protect the child.
(U) Certain IndianCountry, Special Jurisdiction and crimes against children matters already fall
Within the primary investigative jurisdiction of the FBI. Suspected child abuse, neglect and/or
sexual exploitation in these areas, Which are already the subject of anFB I investigation, do not
warrant additional reporting unless such reporting is necessary to further protect the child.

K.2 (U)MANDATORY REPORTINGLAWS
(U) FBIpersonnel should refer to their state child abuse reporting laws in cases of suspected
child abuse, neglect and/or sexual exploitation. State laws vary substantially. Some states require
mandatory reporting of child abuse, neglect and/or sexual exploitation by all persons Within their
boundaries; others require such reporting only from individuals engaged in expressly listed
occupations. Reports of child abuse, neglect and/or sexual exploitation requiredby state, local or
tribal laws shall be made to the agency or entity identified in and in accordance With those laws.
(U) The federal child abuse reporting law mandates certain professionals (including law
enforcement personnel and social workers) working on federal land or in a federally operated (or
contracted) facility must report suspected child abuse to aninvestigative agency designated by
the Attorney General to receive and investigate such reports. (42 U.S.C. § 13031(a)). Reports of
child abuse pursuant to 42 U.S.C. § 13031shall be made to the local law enforcement agency or
local child protective services agency that has jurisdiction to investigate such reports or to protect
child abuse Victims in the area or facility in question. When no such agency has entered into a
formal written agreement With the Attorney General to investigate such reports, the FBI shall
receive and investigate such reports. (28 CPR . § 81.3 (2010)).
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(U) Reporting child abuse in Indian Country is governed by 18U.S.C. §1169 (2006) and 25
U.S.C. §3203 (2006). Covered professionals shall report suspected cases of child abuse to the
federal, state, or tribal agency With primary responsibility for child protection or investigation of
child abuse Within the portion of Indian Country involved. If the report involves apotential crime
and either involves an Indian Child or an Indian suspect, the local law enforcement agency is
required to make an immediate report to the FBI. (25 U.S.C. §3203(b) (2)).
(U) Although mandatory reporting laws vary by jurisdiction, FB Ipersonnel must report
suspected child abuse, neglect and/or sexual exploitation even if the FBI employee is not
designated asa mandated reporter under the law.

K.3 (U) CHILD ABUSE DISCOVERED F R O M A CONFIDENTIAL SOURCE OR
INVESTIGATION

(U) When suspected child abuse, neglect and/or sexual exploitation is based on information
gathered during a confidential investigation or from a confidential source, FB Ipersonnel should
make every effort to report the abuse to the appropriate state, local or tribal authorities in order to
protect the safety of the child. If it is not possible to report the suspected child abuse Without
significantly compromising the investigation or other confidential source such asclassified
information, or endangering public safety, F B Ipersonnel shall obtain guidance from the
designated Component Responsible Official.
(U) The Component Responsible Official shall not delegate this responsibility. The Component
Responsible Official must consult personnel With expertise in the subject matter of child abuse,
neglect and/or sexual exploitation matters (e.g., Victim Specialist 0r O VA ) and receive a legal
opinion from the CDC, OGC, or D C ] on the basis for not reporting, to include the potential
penalties, some of them criminal, and include it in a 188D‐EC documenting the decision not to
report. The Component Responsible Official must monitor the case, and no later than every 30
days, re‐reView the case for its ability to be reported, and document in a 188D‐EC. Moreover, the
Component Responsible Official must immediately report the suspected child abuse, neglect
and/or sexual exploitation, in accordance With this policy, the instant the basis for Withholding no
longer exists.

K.4 (U) DESIGNATED OFFICIAL

K.4.1 (U) IDENTIFICATION OFA DESIGNATED OFFICIAL
(U) The Component Responsible Official must designate aDesignated Official in writing Via an
Electronic Communication With case identification number 188D‐HQ‐A2450935. For field
offices, the designee may be no lower than an ASAC. For HQ divisions or offices, the designee
may be no lower than a Unit Chief.

K.4.2 (U) DUTIES OFADESIGNATED OFFICIAL
(U) Receive reports of suspected child abuse, neglect and/or sexual exploitation from F B I
personnel where the incident is alleged to have occurred in aDivision or office’s area of
responsibility.
(U) Assist F B Ipersonnel With the reporting of suspected child abuse, neglect and/or sexual
exploitation if the report is not made directly to state, local or tribal authorities by FBIpersonnel.
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(U) Ensure completion of anElectronic Communication to the FBI’s OVA.

K.5 (U) CONTENTS OF T H E 188D-EC
(U) Any lSSD‐EC prepared under this policy shall reflect all appropriate case identification
numbers, case identification number lSSD‐HQ‐A2450935, and include, to the extent known and
applicable, the following information:

A) ( L ) Person making the report

B) ( L ) When the individual became aware of the suspected child abuse, neglect and/or sexual
exploitation

C) ( L ) Date/time reported to CPS, LE, and/or other investigative agency

D) ( L ) CPS/agency ID number ( i f applicable)
E) ( L ) How the reportwas made (in person, by phone, in writing)
F) ( L ) Whether the report was anonymous

G) ( L ) Work-related or non-work related incident

H) ( L ) Source of the information (direct observation or other)

I) ( L ) Location of the incident (federal land, federal facility, or other)

J) ( L ) Synopsis of the facts that give reason to suspect child abuse, neglect and/or sexual
exploitation

K) 11. (U) General indexing, to include: subject, Victim, and addresses

K.6 (U) REPORTINGBYF B IPERSONNEL OUTSIDE OFT H E UNITED STATES
J URISDICTION

(U) FBIpersonnel assigned or on temporary duty (TDY) outside the United States (U.S.) are also
responsible for reporting suspected child abuse, neglect and/or sexual exploitation. FB I
personnel outside the U S . on personal travel are encouraged to report suspected child abuse,
neglect and/or sexual exploitation, When practicable.
(U) Suspected child abuse, neglect and/or sexual exploitation involving U S . government
employees or dependents under the Chief of Mission of the U S . Embassy must be reported to
the Regional Security Officer and the F B IDesignated Official. If the suspected abuse involves
foreign citizen perpetrators or Victims, the FBIpersonnel should consult With the Legal Attache
(LEGAT) and/or Regional Security Officer in the Embassy regarding any reporting laws of the
foreign country and act accordingly. Contact for the purpose of reporting or notice of the
reporting contact may be made by the F B ILEGAT to the host government. F B Ipersonnel should
also notify the FBI’s O VA Via the division Designated Official and a lSSD‐EC.

K.7 (U) CONFLICTS OFLAW ORPOLICY
(U) This policy does not authorize any exception to laws requiring mandatory reporting of
suspected child abuse, neglect and/or sexual exploitation.
(U) If there is an apparent conflict With the law and this policy, consult your supervisory chain
and seek a legal opinion from your respective CDC or the OGC.
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K.8 (U) DEFINITIONS

K.8.1 (U) CHILD
(U) A person under the age of 18 years. See also the Guidelines (Article IV.I.5; p.32) for
notification obligations and specialized procedures on notifying child Victims after they reach the
age of majority.

K.8.2 (U) CHILDABUSE
(U) The physical or mental injury, sexual abuse or sexual exploitation, 0r negligent treatment of
a child.

K.8.3 (U) SEXUALABUSE
(U) Includes rape, molestation, 0r incest With children.

K.8.4 (U) SEXUAL EXPLOITATION

(U) Includes the production, distribution, receipt, possession, or access of child pornography, as
well asthe commercial sexual exploitation of children (prostitution), and the employment, use,
persuasion, inducement, enticement, 0r coercion of achild to engage in, or assist another person
to engage in, sexual abuse or sexual exploitation of children.

K.8.5 (U) NEGLIGENT TREATMENT
(U) The failure to provide adequate food, clothing, shelter, or medical care soasto seriously
endanger the physical health of the child.

K.8.6 (U) NOT CHILDABUSE
(U) Child abuse does not include discipline administered by a parent or legal guardian to his or
her child provided it is reasonable in manner and moderate in degree and otherwise does not
constitute cruelty.

K.9 (U) F B IPERSONNEL

(U) Any F B Iemployee or affiliated person authorized by appropriate authority to participate in
anFBI investigation, activity or mission, Who is under the control and authority of the FBI. As in
accordance With DIOG Section 2.11.
(U) This “includes, but is not limited to: anoperational/administrative professional support
person, intelligence analyst, special agent, task force officer (TFO), task force member (TFM),
task force participant (TFP), detailee, and F B I contractor;” aswell asa confidential human
source (CHS) “when operating pursuant to the tasking or instructions of anF B Iemployee.”

K.10 (U) “REASON TOSUSPECT CHILD ABUSE, NEGLECT OREXPLOITATION”
(U) Reason to suspect child abuse, neglectand/or sexual exploitation means FBI personnel Who
Witness suspected child abuse, neglectand/or sexual exploitation by either personally seeing or
hearing it, or learningof facts that give reason to suspect child abuse, neglectand/or sexual
exploitation. BecomingaWitness includes if the suspected child abuse, neglect
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1. (U) Introduction
(U) Purpose: The purpose of this appendix is to assist Federal Bureau of Investigation
(FBI) employees apply the Domestic investigations L‘Tfi’id 0')€i"£l‘ii0fl$ Guide (DI0(1) to
investigative methods conducted online, prior to the opening of anAssessment or
predicated investigation and within Assessments and predicated investigations. For
guidance on extraterritorial (ET) matters pursuant to this appendix, please see Section 7
herein, entitled “Extraterritorial Online Activity.” See also DIOG Section 13, entitled
“Extraterritorial Provisions” and the Fm'eirfn TerrimicaiAssistance PolicvDirective and

1999), previous electronic communications (EC), and other policy documents.
(U) This appendix establishes policies for online investigative methods.
(U) Online methods can present challenges and complexities that may not always be
present in physical or “real-world” activities. These challenges, and the fast pace of
evolving technology, lead to frequent changes in applicable laws. As a result, employees
are urged to consult with their chief division counsels (CDC) and/or the FBI/Office of the
General Counsel (OGC) before and during any proposed online activities.
(U) Intended Audience: The guidance in this appendix applies to all F B Ipersonnel, as
defined in DIOG Section 3, includingF B I special agents (SA), analysts, other F B I
employees, task force officers (TFO), task force members (TFM), F B Icontractors, and
others who engage in, supervise, or otherwise participate in online investigative activities
and are bound by the Aimmev Genera!isGuidelines @i"Domestic P B ] 0 ermmns (AGG‑
Dom) and the DlOG

L - l
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2. (U) General
2.1. (U) ProtectingCivi l Liberties

the Constitution and laws of the United States and respects privacy, ciVil liberties, and
First Amendment rights. These protections are particularly importantwhen applied to
online investigative methods becausemuch of the content andmany of the activities
available or conducted on the Internet fall within some category of constitutionally
protected information (e.g., freedom of individuals to associate, freedom to express an
unpopular beliefor opinion, or freedom to assemble). Accordingly, FB I employees must
always carefully assess and analyze all investigativemethods and communications
conducted online.
(U)Al l principles stated previously in the DIOGthat have been put in place to protect
ciVil liberties also apply to investigativemethods conducted online by FB I employees,
such asthe need to have a legitimate law enforcement purpose for all investigative
activities, engaging in the least intrusivemethods, sensitive investigativematters (SHVI),
and undisclosed participation (UDP).

U Exam le:

(U) The FB Imay only collect, asdefined in subsectien 3.1. of this appendix, information
relating to the exercise of aFirst Amendment right if (1) the collection is logically related
to anauthorized investigative purpose, (2) the collection does not materially interfere
with the ability of anindividual or agroup to engage in the exercise of constitutionally
protected rights, and (3) the method of collection is the least intrusive alternative that is
reasonable, basedupon the circumstances of the investigation. The FB I cannot ever base
its conduct solely onanindividual’s legal exercise of his or her First Amendment rights.
Further, every FB I employee has the responsibility to ensure that the activities of the FB I
are “lawful, appropriate and ethical aswell aseffective in protecting the ciVil liberties
and privacy of individuals in the United States.” (See 131013 4.1.3.)
(U) Consistent with the DIOG,FB Iemployees must always ensure that all online
investigative activities are “focused in scope, time, andmanner to achieve the underlying
purpose.” (SeeDIOG4.1.2.) FB I employees must document this relationship, as
necessary, in the case file.

L-2
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2.2. (U) Scope of This Appendix
(U) This appendix only applies to investigative methods conducted online by F B I
employees, asthey are defined in DIOG Section 3. This appendix seeks to set out the
standards for these investigative methods engaged in online by F B I employees in both
affiliated and nonaffiliated capacities and in both public and private forums. Each online
investigative method is defined below, in addition to whether or not it is permitted in an
assessment or apredicated investigation.
(U) Note: Where possible, the corresponding DIOG cite for the specific investigative
activity/method is provided.
2.3. (U) Principles
2.3.1. (U) Personal Online Activity
(U) F B I employees are not permitted to use any personal online accounts to access
information for official purposes. Such use may inappropriately associate anemployee’s
identity with official F B I activity and may inappropriately result in access to restricted
information.
(U) An F B Iemployee is generally free to engage in solely personal, appropriate, online
pursuits while off duty. If, however, the off‐duty online activities of the F B I employee
are within the scope of anongoing investigation, serving the goals of anongoing
investigation, or undertaken for the purpose of developing investigative leads, the F B I
employee is bound by the same policies and restrictions for online investigative activities
aswhen heor she is on duty.

2.3.2. (U) Disclosure of F B IAffiliation
(U) When anF B Iemployee engages in investigative methods online, the same principles
apply asin the physical world asthey relate to when the individual must provide official
identification asanF B I employee and when that requirement does not exist. When
interactingwith members of the public aspart of their official duties, F B Iemployees
must operate openly and consensually (1)1013 18.5.6). The use of the F B IUNet
(unclassified network) to access the Internet can reveal government affiliation; however,
this is not sufficient to satisfy the requirement to "disclose the employee's affiliation with
the FBI" when seeking information from witnesses, subjects, or Victims. The disclosure
of F B I affiliation must be explicit and overt when requesting information from members
of the public and from private entities, unless there is an authorized basis for not
disclosing F B I affiliation. An employee can achieve this by explicitly stating his or her
F B I affiliation within the content of a message.

( U ‑
1 .  ( m s  _

2 .  U /  m  ‐‑
L-3
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3. (U/AEOUQ)

o (U//F-GUO-) Certifiedundercover employee (UCE) is defined asan
employee of the FB Ior other federal, state, or local law enforcement
agency; another entity of the United States Intelligence Community
(USIC); or a foreign intelligence agency, working under the direction and
control of the FBI, andwhose relationship with the FB I is concealed from
third parties by the maintenance of a cover or analias identity. A UCE’s
identity and alias must beguarded closely to protect the safety of the UCE
and the integrity of the undercover operation (UCO).

o (U/PGHGj-Certified online covert employee (OCE) is defined asan
employee of the FBI, or another federal, state, or local law enforcement
agency; another entity of the USIC; or a foreign intelligence agency,
acting at the behest of the FB I in anonline capacity, andwhose identity is
concealed from third parties by the maintenance of a cover or an alias
identity. An OCE’s identity and alias must beguarded closely to protect
the safety of the OCE and the integrity of the UCO.

(U/EGHG;When interactingwith the public online, employees must take necessary
action to ensure they are sufficiently identified in true name/law enforcement affiliation,
unless authorized asdescribed above. In order to identify oneself fully when overtly
interactingwith the public online, the employee must include his or her true name and
affiliationwith law enforcement with each posted comment. For electronic mail (e-mail)
communications, employees must use their fbi.gov e-mail addresses and/or other official,
overt, government-sponsored e-mail account addresses and identify themselves by their
law enforcement affiliations in the content of the messages. In short, in any overt online
communications, enough indicators of name, official title, and the agency must be
included such that a reasonable personwould understand that he or she is providing
information to law enforcement.

(U/flsES)E x a m p l e z l : |

2.4. (U) PreservingElectronic Communications
(U//I:ES.)Employees should retain the contents of stored electronic messages, such as
e-mails, if they would have retained those messages had they beenwritten on paper. ‑

' e @1111) oyee S 011 0 1116111011211Z6 any 111 0111121 1011O
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investigative value in anFD-302 (“Form for Reporting Information That May Become
the Subject of Testimony”). The contents must bepreserved in amanner authorizedby
FB Iprocedures governing the preservation of electronic communications (e.g., see CPD
O423D, PreservationandDisclosure ofEleclrom'c Communications in FederalCriminal
Cases; and CPD 014OD,ElectronicDiscovery).
2.5. (U) Online News Media
(U) The DIOGestablishes additional oversight and approval requirements for
assessments and predicated investigations involving SHVIS. Investigations involving the
activities of the news media on the Internet are SHVIS. (SeeDIOG 101225 for the
definition of “news media” andDIOG 18.5.6.4.8 for rules on interviews or contact with
the news media.)

L-5
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3. (U/AL-ES)AuthorizedActivities Conducted Online Prior to
Opening an Assessment

b 7 E

3.1. (U/HTE-S) Public Information
(U//-I-=ES-) DIOG5.1.1.1 authorizes employees to search and review various forms of
online information prior to the initiation of anassessment or apredicated investigation,
includingvarious government systems and paid-for-service databases, aswell as
information available to the public Via the Internet. However, to protect the public’s
constitutional rights, privacy, and civil liberties, employees must review, analyze, and
document their investigative activities carefully. For further discussion, see DIOG4.2.
3.1.1. (U) Publicly Available Information on the Internet

b 7 E

(U/ILLES)FBIemp10yees may conduct Intemet searches of “publicly available
information” for authorized purposes prior to the initiation of anassessment or a
predicated investigation. To beconsidered“pub1icly available information,” the online
content must be available to the employee in the same manner that it is to the general
public. Where the online resource requires the employee to register for access, access to
that resource is considered available to the public if the registration process is designed to
accept all applications from the public and in no other way creates arestriction asto who
may access the information. Use of fictitious information to register for access is
prohibited prior to opening an assessment.

(U/HtBS)Note: Online information that requires a fee for access is considered
“publicly available information” if anyone in the general public can purchase
access to the same information. In this situation, paying a fee for access is
comparable to paying for anewspaper that is offered for sale to the public. (See
DIOGsubsection 18.5.1.1.D.)
(U/FbES)Example: 1°73

3.1.2. (U) Public Chat Rooms
(U/FLES) Information contained in apublic chat room may fall within the cate or ofg Y
“publicly available information.” Public chat rooms are comparable to attending apublic

L-6

UNCLASSIFIED/fLE-S‑



UNCLASSIFIED/ITTE'S‑
Domestic Investigations and Operations Guide

meeting and may beused to review public information prior to the opening of an
assessment or a redicated investi ation. See DIOGsubsections 5.1.1.1 and 18.5.1.E.

b 7 E

U/beS Exam'le: ‑

3.1.3. (U//I:E-S-) Obtaining Identifying Information about Users 0r Networks
(U//I:E89 There are widely available software tools for obtaining publicly available
identifying information about anindividual or ahost computer on anetworkql

Employeesmay use such tools in the1r 1nten ed,
lawful manner under the same circumstances that the DIOGauthorizes employees to look
up similar identifying information (e.g., atelephone number) through nonelectronic
means. Employeesmust be careful to use these information-gathering tools only as
conventionally permitted and not in amanner unauthorizedby the system, such asby
exploiting design flaws in aprogram or using software tools to circumvent operating
system protections or circumvent restrictions placed on system users.

b 7 E

(U//I:ES) Certain tools, even though commonly and openly available on the Internet and
usedby the public, are not permitted for use by law enforcement if their use would
Violate statutory restrictions such asthe Electronic Communication andPrivacy Act
(ECPA) or Title III.

( a w w w ‑

3.2. (U/be'S') InformationRestricted to Law Enforcement

(U/EES)‐ b 7 E

L-7
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‐ (See the example atDIOG subsection 5.6.3.1.8.1.)
(U/fiEBSQ-Some database providers offer access to the public through subscription while
still reserving specific categories of information exclusively for law enforcement access
(e.g., Lexis/Nexis). The F B Imight contract for access to both the oublic and restricted
oortions of the database information.

3.3.1. (U) Definitions
1. (U//DE~89

b 7 E

2 .  ( U / _

(U) _ b 7 E

(U/FEES) Example
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3.4. (U)Documentation Requirements for Activities Authorized Prior to Opening
anAssessment: Existing/Historical Information (DIOG5.1.2)

(U//F-GHG-)FB I employees may conduct Internet searches of “publicly available
information” for authorized purposes prior to the initiation of anassessment or a
predicated investigation. The following documentation requirements differ, depending on
whether the searches are being conducted pursuant to (1) processing a complaint, (2)
responding to atip or lead, or (3) conducting proactive Internet searches of “publicly
available information”:
3.4.1. (U) Processing a Complaint
(U/fF'GUG)FB I employees are permitted to retain records checks and other information
collectedwhile processing a complaint or responding to atip or leadusingpermitted
DIOG5.1.1 activities. This collection/retention is permitted if, in the judgment of the FB I
employee, there is a law enforcement, intelligence, or public safety purpose. This
documentation must be completed assoon aspracticable, but not more than five business
days from the receipt of the information.When permitted, such documentation must be
retained in one of the following files:

(A)(U//F'GHG)Zero classification file, when no further investigative activity is
warranted

(B)(U//F-QUQ)Relevant, open or closed zero sub-assessment file
(C)(U//F-GH(-))Relevant, open or closed assessment
(D)(U//FOfi6-)Relevant, open or closed predicated investigation file
(E) (U//F-GHG)New assessment or predicated investigation file, when further

investigative activity is warranted
(F) (U//FGUQ)Unaddressedwork file

(G)(U//FGUO)E x a m p l e l : |
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(U/TGHO) Response:

U / E G U G  ‐

(U//EOUQ) Response:

3.4.2. Conducting Proactive Internet Searches 0f “Publicly Available
Information”

(U/EGHG) F B I employees are permitted to conduct proactive Internet searches of
“publicly available information” to process observations or other information for
authorized purposes, but they may only collect/retain this information if it is within the
scope of anopen assessment or a predicated case. This collection/retention is permitted if,
in the judgment of the F B I employee, there is a law enforcement, intelligence, or public
safety purpose. This documentation must be completed assoon aspracticable, but not
more than five business days from the receipt of the information. When permitted, such
documentation must be retained in one of the following files (with a summary narrative
tying the information to anF B Icriminal or national security purpose):

(A)(U/EQUGj A relevant, open assessment

(B)(U/LF-GUG') A relevant, open predicated investigation file
(C)(U/PQUQ) A new assessment or predicated investigation file, when further

investigative activity is warranted
(U//F-GHG) If, however, in the judgment of the F B Iemployee, the records checks or
other information obtained using permitted DIOG 5.1.1 activities, does not serve a law
enforcement, intelligence, or public safely purpose, then those record checks, data,
information, or documents cannot beretained and must bedestroyed. This requirement to
destroy applies to information printed or stored on removable media, stored within a
public database (history of searches/queries), or stored in any other physical or digital

L- l O
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location capable of maintaining a search/query history that is within the control of the
F B I employee.

U//FGHO Exam le 2: ME

L-l 1

U N C L A S S I F I E D / [ I a E - S ‑



UNCLASSIFIED/lE'E'S‑
Domestic Investigations and Operations Guide

3.5. (U) Prohibited Activities Prior to Opening an Assessment
The following activities are prohibited prior to opening an assessment:

.  ( U / b e - S _  b ”

. F ?

(U) Exception

-  < U _

(U/flrES‘) Example

(U//L-E-Sj Exception: The only exception to this rule is that prior to opening
anassessment or apredicated investigation, anemployee may employ limited
use of his or her official e-mail to conduct a“c1arifyinginterview.” (See
DIOG 5.1.1.1, 5.1.1.5, and 5.1.1.6.) In this limited circumstance, the
emplo eemust overtl identif himselfor herself asbein affiliated with the

such c an y1ng1nterv1ews on me, emp oyees must use t e1r official F B I
Internet e-mail accounts (e.g., firstname.1astname@ic.fbi.gov) and/or other
government-sponsored, overt e-mail account addresses and identify

L-12

UNCLASSIFIED/fEE'S~



UNCLASS IF IED / [ I zE -S ‑
Domestic Investigations and Operations Guide

themselves asFB Iemployees inthe content ofthe e-mail messages.|:| b 7 E

(U/FLES ‑

L-13
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4. (U/LEESTAuthorized Investigative Methods Conducted
Online: Assessments

4.1. (U) Introduction
(U/LLES) A11 investigative methods authorized prior to the opening of assessments or
predicated investigations are authorized during assessments. Consistent with DIOG 18.5,
the following online methods are authorized during an assessment.

4.2. (U//L‐E'S‘)Publicly Available Information (DIOG 18.5.1)
(U/beS) In addition to the online investigative methods defined in subsection 31. of this
appendix, once an assessment has been opened, employees may also use automated
regular searches (e.g., Google alerts) to conduct regular searches of publicly available
information. However, asstated in subsection 3.1. , to protect the public’s constitutional
rights, privacy, and civil liberties, employees must review, analyze, and document their
investigative activities carefully. For further discussion, see DIOG4.2.

( U / fl j E S ) _ h eF B I should generally
deal openly with the public during an assessment. It is ermissible in an assessment see
DIOG18.5.6.4.9 and 18.5.6.4.111),

4.3.1. ( U ) I : I S o c i a 1 M e d i a
( W E S )  ‐

L-14
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4.3.2. (U)Mandatory review
(U//F-GUO) Statements madeby subjects of assessments and predicated investigations
utilizing social media generally include content protectedby the First Amendment. The
FB Imay only collect, asdefined in subsection 3.1. of this appendix, information relating
to the exercise of aFirst Amendment right if (1) the collection is logically related to an
authorized investigative purpose, (2) the collection does not materially interferewith the
ability of anindividual or agroup to engage in the exercise of constitutionally protected
rights, and (3) the method of collection is the least intrusive alternative that is reasonable,
based upon the circumstances of the investigation.While conducting file reviews and
assessment justification reviews pursuant to DIOG3.4.4 suoerVis0oersonne1must
ensure that collectiono fcon ten t /ma te r ia l s *| : l a r econsistent with subseetion 3.1. of this appendix.

4.3.3. ( w m s ‑
(U//L-ES m

SeeDIOG18.5.6.4.9.)
(U//F'O'U6)For Type 5 assessments, detailed policy requirements r e g a r d i n _ b 7 E

(U/fL-BS)N o t e ‑
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‐ See
DIOG18.5.6.4.9 and 18.56.4119 and Subsectian 4.5.1. ofthis appendix for
additional information.)

(UN‘bES)Example ‐ “E

4.3.4. ( U / H S J I : I

(U/beS)Example:

(U//I:E-S) Example:

18.5.6.4.9.D.2.)
(U/be-S) If justification develops to open of apreliminary investigation
(“information or allegation” indicating the existence of federal criminal activity or
athreat to national security or to protect against such actiVit or threat see DIOG
6.5]) the employee may seek oral approval ‑

L-16
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| : | a n dobtain oral authority for consensual monitoring, consistent with
DIOG 18.6.1, if necessary under the circumstances.
(U//I=ES) Example

(U/beSj Note:

(See DIOG18.5.6.4.9.)
4.4. (U/I‘IZ'E'S) Private/Restricted Access
4.4.1. (U//LES) Consent Search: Obtaining Access to Restricted Online Web

Sites with Consent
(U//LES_) Note: A consenting party is someone with the authorization to “access
and control” content on the site. This includes the account holder for a social‑
networking site, the system administrator, or a company official with authority to
direct others regarding site content. An employee may also access arestricted site
if the owner makes the site available to a cate or of Internet users that includes
the e m p l o y e e l j l

(U//I:EwS) In order to access private or restricted-access online forums, asin the physical
world, anexception to the search warrant requirement is needed. The most commonly
utilized exception during F B I investigative methods conducted online is consent. Internet
content not available to the general oublic is considered restricted access. Access ma be

Such sites are considered restricted sources of online information. An employee is
authorized to obtain access to such sites during an assessment if the consenting party|: |
‐. fully aware ome employeesamnamn
with the F B I and has authority to consent, asdemonstrated by the consenting party’s
access and control. Written consent must be obtained whenever possible from the
consenting party and documented in the case file. For CHSs, this documentation must be
maintained in CHS files. If the consenting party declines to provide written consent, oral
consent is acceptable, aslong astwo employees (one of whom must be anF B Iagent)
witness the consent and the consent is documented in anFD 3012 (“Farm for Regorting

‘Eub’ect 0i”?fastimnv” ) I ‐ ‐h, ‐d ‐ |
‐ his activity constitutes a consent searc an 1t1s
fully authorized during an assessment. (See DIOG 5.9.1.) As 1sthe case with all consent
searches, the employee must always be mindful of the exact consent given and whether
the consenting party has the lawful authority to grant the actual consent provided to the
employee.

L- l 7

UNCLASSIFIED/HaE-S‑

b'7E

b 7 E



UNCLASSIFIED/HaE-S‑
Domestic Investigations and Operations Guide

4.4.2. (U//LES) CHS Use and Recruitment (DIOG 18.5.5)
4.4.2.1. (U//L‐E'S‘)Tasking a CHS/Nonconfidential Part to Access 21Restricted

(U/fDES) A CHS/consenting party may be tasked to access a restrictedWeb site to gather
information onl if the CHS/consentin_ oart has authorized access consent .‑

See subsectim 2

b 7 E

4.4.3. ( U / _(DIOG
18.5.6.1)

. m .  ‐

(U//I:E-S-)Example:
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b 7 E

a m s ‑
3 3 } . o f t ISappen 1X.

4.5.1. (U/z‘hE-S) Interacting with the Public While in a Nonaffiliated Status
b'7E
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5 .  W W  ‐

6 .  ( / U ‘ i - =  ‐

(U//I:E-S§‐Example:

4.6. (U//i:E-S) Monitoring/Recording of Real-Time Communicationsin
Assessments (Distinction Between Public and Private)

4.6.1. (U//I:E'S) Public Real-Time Communications in Assessments (Recording
Permitted if F B IEmployee/CHS/Consenting Party is Present)

4.6.1.1. (U//I=-ES) Definition of Public Real-Time Communication
(U//‘I:E~S§ A key factor in determining if an exchange is occurring in real time is whether
the exchange is preserved and made available on the site to Viewers later on. Forums
where the communications are preserved for future Viewers are generally not real time.
Typically, ablog or bulletin board system preserves posted comments to enable future
Viewers to see the information, meaning that communications posted on these forums are
not real time. Further, even when several contributors to abulletin board site are using it
to rapidly engage in an exchange, it is not a real-time forum, asthe content enjoys some
degree of permanency, even though the information may only be posted online for as
little asa week. In contrast, a typical chat room is designed to allow only users currently
in the room to View the exchange and does not preserve the exchange for those entering

L-20

UNCLASSIFIED/be 'S ‑

b 7 E



UNCLASSIFIED/HiES'
Domestic Investigations and Operations Guide

the room at a later o i m in t i m e ‑
(Ufl‘bE-S)Legal authority: The monitoring/recording of most real-time communications
on the Internet is protectedby the First and FourthAmendments and/or statutes such as
Title I I I and the Foreign Intelligence Surveillance Act (FISA). There is aunique section
of theWiretap Act (18 U.S.C. 251l(2)(g)(i)) that allows “any person’’tointercept an

. oublic real‑
b 7 E

(U/AEES‘)Approval requirement: Public real-time communications that are evidentiary in
nature should be recorded if it is necessary to achieve the objective of the assessment and
is the least intrusive means to do so. Once the public real-time communications are
recorded, only pertinent informationmay be documented/indexed into anFB I
Recordkeeping System (i.e., serializedVia anFD-302). The complete recordingmust be
stored asevidence in the investigative file and the communications must be preserved in
amanner authorizedby FB Iprocedures governing the preservation of electronic
communications.
(U/Fle-EBNo real-time communications can be recorded if the employee is not present
during the recording.Whi1e18 U SC 25l l(2)(g)(i) allows the recording of public real‑
time communications without the presence of a consenting party or without a court order
asamatter of policy, FB I employees
communications du1ing anassessment.

- ( S e eDIOG 18.6.3.5.)Additionally, in order to utilize the least intrusivemeans
and to limit the collection of non-pertinent communications, the employee must observe
the communications asthey are being recorded.

< U m s > E x a m p n e z l : I

(U/PE-GUGfi The employee must ensure that information to becollected from the Internet
is rationally related to his or her authorized purpose and can be lawfully obtained. The
employee must properly document this analysis in the investigative file.

L - 2 l
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4.6.2. (U/fiLES) Private, Real-Time Online Communications in Assessments
(Recording not Permitted)

(U//EES§ Significant amounts of real-time online communications are private
communications (e.g., instant messaging or restricted chat rooms) requiring consensual
monitoring authority to record. The AGG-Dom limits the use of consensual monitoring to
predicated cases. In these situations, employees are permitted to monitor private, real‑
time online communications during anassessment (with or through aCHS or non‑
confidential party only), but cannot electronically record them.

L-22
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5. (U/fIIES) Investigative Methods Conducted Online:
Predicated Investigations

5.1. (U) Introduction
(U/be-S) In predicated investigations (a preliminary investigation, a full investigation, an
enterprise investigation, or apositive foreign intelligence investigation), all online
investigativemethods authorized prior to the opening of anassessment or during an
assessment are authorized. The following online methods are also authorized during
predicated investigations.
5.2. (U/IEES) Consensual Monitoring of Communications, IncludingElectronic

Communications (DIOG 18.6.1)
5.2.1. (U//I:E-S) Private,Real-time Online Communications in Predicated

Investigations
(U/IDES.)Monitoring of wire, oral, or electronic communications based on the consent of
one party to the communication is referred to asconsensual monitoring (DIOG 18.6.1.1).
In the online environment, the recording of private real-time communications that is
restricted from public access is considered consensual monitoring and is only authorized
in predicated investigations.
(U//‘I:ES)A restricted online environment is defined asone that is not available to the
general public. (See subsection 3,1, of this appendix for further discussion of publicly
accessible).

(U/ffiES)Example:

(U//L‘ES9E x a m p l ‑

(U//‘I:E-S) There are many real-time online forums that involvemany people
communicating simultaneously (e.g., chat rooms).While employees are cautioned against
recording communications not pertinent to the investigation, where feasible (see DIOG
18.61513), it may not bepossible to selectively record comments not pertinent to the

L-23

UNCLASSIFIED/HEES‑

b 7 E



UNCLASSIFIED/l-L-E-S‑
Domestic Investigations and Operations Guide

investigation that havebeenmade by other participants.When nonpertinent
communications are intermixedwith pertinent communications, recording of the
nonpertinent communications is sometimes unavoidable. The employee must always later
review the recordings and redact or minimize, asnecessary, particularly when disclosing
the recording to athird party.
(U//I:E-S) The employee or OCEmust observe/be present during the online
communications asthey are recorded. No private real-time communications may be
recorded if the employee is not present during the recording, that is, to provide the one‑
party consent.

(U/ILITE89 As noted in appendix L subsection 41 , the recording of public real-time
communications and the collection of information from restricted forums (authorized in
both assessments and predicated investigations) that are not real time do not require
consensual monitoring authority. Therefore, when operatingwithin apredicated
investigation, it is critical to establish if the forum is restricted and real time to determine
whether the employee needs consensual monitoring authority.
(U//‘I:ES)Approval: The employee musto b t a i n ‑
authority to conduct consensual monitoringprior to recordingprivate real-time
communications in a restricted forum, in accordancewith DIOG 18.6.1. In the FDJSQ,
“N<‘;tifiea.tion ofAuthoritv Granted for Use of Eiectronie h/‘iionitm‘in ‘5131 u} Jment Not
Requiring; aCourt Qrder” (form for consensual monitoring), the employee must articulate
how the information to becollected by the r ' ' vant to the predicated
investigation.When approving theEflflfigwustconsider if recording the
communications is the least intrusive method to obtain the evidentiary information,
weighing the investigative value of the evidence to be obtained against the potential
collection of First Amendment activity. Once recorded, only pertinent informationmay
beuploaded into anFB IRecordkeeping System to minimize the use of non-pertinent
information that is only collected because it is commingledwith pertinent, case-related
information. The complete recordingmust be stored asevidence.

“Party Locate Outs1 et e
United States.”
5.3. (U/I‘L'E-S) Intercepting the Communications of a Computer Trespasser

(DIOG 18.6.2)
(U//EQU99For a full description of this investigative method and the corresponding
approvals, please see DIOGsection 18.6.2.
5.4. (U/fL‐E'S') Undercover Activity (DIOG 18.6.13.3)
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U / / _  ” E

U /  ‘  E x a m n l e  ‐

(U//i:ES) Example:

5.5. (UNLES) Undercover Operations (DIOG 18.6.13.3)
b 7 E

(U//I:E-S)
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b 7 E

(U/7L‘ES) ‑

(U//L'ES ‑

(U//EES-) Approval: The approval process for UCOs is addressed in DIOG 18.6.13. This
subsection a 1ies e uall to online UCOs.

5.5.1. (U//EES) InterimAuthority to Continue Online Contacts
(U//‘I:E~S; This subsection is limited to cases overned b the AGGJJCG. See AGG‑

b 7 E

If interim authority is granted, the OCE must:

6 .  m m :
7 _ _ ‑‑

(U//I:BS) Employees must conform to all approval and documentation requirements
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5.5.2. (U//l:-E'S') Defining Substantive Undercover Contact in the Online Context
(U//I:E-S§ The nature of online communications makes counting substantive “undercover
contacts” (UCAs) more difficult than in the physical world. Generally, aphysical-world
contact consists of a single communication or conversation, either face-to‐face or over
the telephone, naturally circumscribed in time. In the online world, each discrete online
conversation between anF B I em 10 eeand a sub'ect also constitutes a se arate
undercover contact b 7 E

| : |
< U / / _

U/fDES

(U/I‘IZE'S) The relevant considerations are:

a .  ( U / _  N E

d .  ( U / _
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6. U/7‘L-ES ‐ b 7 E

U / _

(U/iL‘ES)Note: ‑

b 7 E

(U//L'E'S') Example:

(U/
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(U/flz’E-S)Approval: b 7 } :

( U M ) :
5.5.4.1. ( u m :
(U//I>RS)

U/

(U//DE~S.)Example:

U/ Exam le:

U/I‘DBS ‑
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U//I:E-S NE
T e emp oyee 3 cu consu tw1t

IS or er CDC or OGC o r a 1t10na g u l ance.

( U m :
U / _

(U/HDES.)See 31133343613011 4.43. above for the specific requirements for

(U//L‘ES) Note

U//

1. (U//I>E§)
2. (U//L~ES)

m m :
(U/beS) Approval: (U/I‘ISE'S') Prior approval to use this method must be obtained from

national security cases

| : |
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U/ f tEs Emer-enc ‐ “E
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:  b 7 E
U//I:E-S A roval

U//

( m m )  ‐

( U / » A p p r o v a ‑
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6. (U/beS.) Online Activity Leading to Undisclosed
Participation

(U//DE~S) UCEs and OCEs engaging in online communications need to be aware of
circumstances amounting to UDP. UDP takes place when anyone acting on behalfof the
FBI, including aUCE, anOCE, or a CHS, becomes amember of or participates in the
activity of a legitimate organization on behalfof the United States government (USG)
without disclosing F B Iaffiliation to an appropriate official of the organization. (See
DIOG Section 16for further discussion on UDP). Al l employees must understand and be
aware of UDP concerns in their online investigations.

(U/flJF-efiej Note: b 7 E

.  ( U / m e u m l : |

.  U / _

. (U//FG-U.O

°P
<ms> Note: I : I

< U / m > N o t e i : l
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b 7 E

(U//L\E‘SQ Example:
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7. (U/TbES) Extraterritorial Online Activity
7.1. (U/IEES) Overview
(U//I=ES.) This section has limited application to criminal investigations. For all other
investigative activity, applicable ET uidance should be sou ht from DIOG Section 13
(“Extraterritorial Operations”),
Additionall DIOGA oendix G SEGRE‘E‘vNeF-GPél-document and the

should be consulted
for activities involving the use of technology outside the United States.

U / /  ‐

1. (L'//L‘E»S) ‑

2 ‐ ‑‑
3. (L'//-L-E-S-)

(U/flrES) Note ‑
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U  . _  W E

( W m ) Approval:

(U/HsES) Guidance on ET issues and questions should be sought f r o m :
7.2. U/IEES ‐ b 7 E‑
(U/fiiES ‑

L-3 6
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(U//I:E~S) WE

( W E B B ;  ‐

U/beS Note ‑

7.4. ( U / m ) l : l
( W E S )  _

(UWtES) Approval: I : |

(UmrES)N o t e z | : |
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( a m  ‐

(U//DES) Note:
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b 7 E

(U/7‘I:ES.) As stated in 31133343613011 7 , } , of this appendix, this requirement does not apply to
national security investigations.
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8. (U) D IOGAppendix L -Quick Reference Guide (QRG)
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9. (U) Key Terms and Definitions
( U ‑

(U) Employee: Employee, asused in this appendix, is intended to be inclusive of FB I
SAs, intelligence analysts (IA), OCEs, UCEs, and any other FB Iemployee engaged in
activities authorized by the AGG-Dom and the DIOG, aswell asany task force personnel
assignees, or detailees to the FB Iwho are expected to follow FB Ioperational polices
whenworking on behalf of the FBI, asdelineated by the cooperative agreement,
memorandum, or other contract under which they are operating.
(U)

(U) Online covert employee: a trained and certified employee of the FB I or a sworn law
enforcement officer of a federal, state, or local law enforcement agency, working under
the direction and control of the FBI,whose identity asanemployee of the FB I or another
law enforcement agency is concealed from third parties (subjects or persons of
investigative interest)with whom the OCE is engaged in substantive online interactions
and communications usuall in the context of aUCO.

(U) Publicly available information: information that has been published or broadcast
for public consumption, is available on request to the public, is available to the public by
subscription or purchase, is made available at ameeting open to the public, or is obtained
by Visiting any place or attending any event that is open to the public. For a further
discussion regarding online publicly available information, see DIOG 18.5.1.
(U)Real-time communication: A key factor to determining if anexchange is occurring
in real time is whether the exchange is preserved andmade available later on the site to
Viewers. Forumswhere the communications are preserved for future Viewers are
generally not real time. Typically, ablog or bulletinboard system preserves posted
comments to enable future Viewers to see the information, meaning that communications
posted on these forums are not real time. Further, even when several contributors to a
bulletinboard site are using it to rapidly engage in an exchange, it is not a real-time
forum, asthe content enjoys some degree of permanency even though the information

L-41
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may only be posted online for aslittle asaweek. In contrast, a typical chat room is
designed to allow only users currently in the room to View the exchange and does not
preserve the exchange for those entering the room at a later point in time. Examples of
real-time communications includemost chat rooms, instant messaging, and Skype. These
modes of communication are still considered real-time even if they are stored and
accessible at a later date, because obtaining that information at a later date would require
legal process. If the information remains onthe online environment, and legal process is
not required to obtain the contents, is it not considered real-time communications.
(U) b 7 E
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1. (U/be-S) D I O GAppendix L -Quick Reference Guide (QRG)

INVESTIGATIVEAUTHORITY ONLINE ACTIVITY

0 Public information (DIOG 5.1.1.1)
Publicly available information on the
I n t e r n e t  _‑

Authorized Activities Conducted Online Public chat r o o m s :
Prior to Opening an Assessment

Obtaining identifying information about
users or networks
Information restricted to law enforcement

Everything above AND
0 Publicl availableinformation DIOG

Authorized Investigative Methods _
Conducted Online‐Assessments CHS use and recrultment (DIOG 18.5.5)

Tasking a CHS/consenting party to access
arestricted Web site

0 Access is authorized
0 Consensual recording of restricted

site’s communications is prohibited
in an assessment?

_ ( D I O G 18.5.6.1)
Interactingwith the public while in a
nonaffiliated status
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INVESTIGATIVEAUTHORITY ONLINEACTIVITY

Recordingof real-time communications in
assessments (distinctionbetweenpublic
and private)
Monitor public real-time communications
in assessments (recordingpermitted if FBI)
Employee/CHS/consentingparty is present
Monitor private real-time communications
in assessments (recording not permitted)

Everything above AND
0 Consensual recording of communications

(DIOG 18.6.1)
Private, real-time online communications
in predicated investigations

InvestigativeMethods Conducted
Online-Predicated Interceptingthe communications of a

computer trespasser (DIOG 18.6.2)
Undercover activity (UCA) (DIOG
18.6.13.3)
Undercover operations (DIOG 18.6.13.3)

O
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M APPENDIX M: (U) THE FA IR CREDIT REPORTINGACT
(FCRA)

(U) (Note: The policy for The Fair Credit ReportingAct was not completed by the time of the
DIOGpublication. It Will be linked in the DIOGonce approved.)

M ‐ l
UNCLASSIFIED ‐'F6'R-GFF'I€-Hi‐U-S-E-GN-H Version Dated:

March 3, 2016



U N C L A S S I F I E D  ‐  m
Domestic Investigations and Operations Guide

This Page is Intentionally Blank

U N C L A S S I F I E D  ‐  W



3311.414 ” q u W 1935!? { 1 H E&II‘J D?
H E W “ ? E W E E E I ’ F I ' G
13am u fi w m w a m a W I : I H 3 I W

U N C L A S S I F I E D  ‐  m
Domestic Investigations and Operations Guide

N APPENDIX N: (U) FEDERAL TAXPAYER
INFORMATION (FTI)

N . l (U)SUMMARY
(U/fFO'U‘G) During the course of criminal investigations, the Federal Bureau of Investigation
(FBI) often requests taxpayer records from the Internal Revenue Service (IRS) Via exparte
orders. The Internal Revenue Code (IRC) reinforces the confidentiality of the relationship
between the taxpayer and the IRS by making it a crime to Violate that confidence. The sanctions
of the IRC are designed to protect the privacy of taxpayers. Information obtained by the FBI
directly from the IRS must be protected in accordance With the provisions of the IRC and IRS
Publication 1075.58 This appendix provides guidance on the proper procedures for obtaining,
handling, and protecting the federal taxpayer information (FTI) received by the FBIdirectly from
the IRS. As a condition of receiving FTI, the F B I is statutorily obligated to properly protect the
information in accordance With the safeguarding provisions established under Title 26 United
States Code (U.S.C.) Section (§) 6lO3(p)(4), the “Internal Revenue Code” (IRC hereafter
referred to as“Code”). Al l F B Ipersonnel Who handle FTI must be familiar With these procedures
and requirements. F B Ipersonnel includes all FB I employees, applicants, contractors,
consultants, interns, task force personnel, and other government agency (OGA) personnel
detailed to the FBI in the course of their assigned duties.
(U/fFGHG) The Code permits the IRS59 to disclose tax returnsand return information to certain
federal, state, and local agencies, but only to the extent that such disclosure is specifically
authorized Within § 6103 of the Code. It is the responsibility of FB Ipersonnel Who handle FT I to
comply With all requirements of 26 U.S.C. § 6103. A l l agencies receiving such information are
prohibited from unlawfully disclosing such information. The IRS commonly refers to this
category of information as“Federal Taxpayer Information” or “FTI.”60 Agencies are statutorily
obligated to properly protect this information in accordance With the safeguarding provisions
established under 26 U.S.C. § 6lO3(p)(4). The information may only be accessible to persons
Whose duties or responsibilities require access and to Whom disclosure is available under the
statute. The FBI is required to establish a system of records relating to each request and receipt
of information, aswell asa secure area for storage With restricted access to that area and the
information stored there. Once the information is no longer needed, the IRS requires that the FTI
be disposed of in accordance with the Code’s requirements.61
(U//FGHQ) Many F B I investigations involve “j 0 t h task forces” and may include the cooperation
of state and local law enforcement authorities. Section 6lO3(i) of the Code does not authorize
disclosure of tax information to nonfederal investigators, even if they are formally assigned to a
federal task force, unless they qualify asfederal employees. State and local task force officers
Who are deputized qualify as federal employees.

58(U) Tax InformationSecurity Guidelinesfor Federal, State and LocalAgencies and Entities
[August 24. 2010] (IRS Pub.1075).
59(U) Specifically, the statute refers to the Secretary of the United StatesDepartment of the Treasury;
however, throughout this document, all references to the IRS mean the Secretary of the Treasury.
60(U) See § 1.1ofIRS Pub. 1075.
61(U) Id. at § 8, Disposal of FederalTax Information. See also 26 U.S.C. § 6103(p)(4)(F).
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(U//F6H6) The FBI can only accept FT I from the IRS or another agency When it is disclosed in
accordance With an authority provided under the statute for disclosure of FTI. FT I can be
received and used by several units Within the FBI for the same case and purpose; however,
safeguarding responsibilities must be centralized With consistent standards.
(U/AEQU-Q) Any agency that receives FT I for an authorized usemay not usethat information in
any manner or for any purpose not consistent With the authorized use.62 If the F B Irequires FT I
for a different authorized use under the Code, a separate request must be made. An unauthorized
secondary use of information is specifically prohibited and may result in discontinuation of
disclosures by the IRS and the imposition of civil and or criminal penalties on the responsible
official.

N.2 (U)APPLICATION
(U//FGHG-) FT Imay be acquired from the IRS during apredicated investigation for use in any
judicial or administrative proceeding pertaining to the enforcement of a federal criminal statute
other than tax administration to Which the United States or the F B I is aparty.63
(U//FOUO) Tax information acquired direc
under the IRC’s confidentiality protections. b 7 E

N.3 (U)DEFINI T I O NS
N.3.l (U)FEDERAL TAXINFORMATION
(U/fF'OUO') Information that is protected under the confidentiality provisions of 26 U.S.C. §
6103 is referred to asFT I and includes all information relating to the taxpayer that is received by
the Department of the Treasury (hereinafter referred to as“IRS”). It specifically includes
information obtained by the IRS from third parties, including informants [confidential human
sources]; information derived from those third‐party submissions; and the work product of the
IRS in determining, assessing, and collecting taxes or investigating taxpayer criminality.

‐ The IRS guidelines for confidentiality protection apply specifically to
in ormat ion t at agencies receive directly from the IRS.

N.3.2 (U)RETURN
(U//FO‘UG§-As defined in 26 U.S.C. § 6103(b)(l), “The term ‘return’ means any tax or
information return,declaration of estimated tax, or claim for refund” filed with the IRS and any
amendments such as“supporting tax schedules, attachments, or lists Which are supplemental to,
or part of, the return so filed.”

N.3.3 (U)RETURNINFORMATION
(U/fFS'UG) Return information is defined asany information (other than the return filed by the
taxpayer) that is filed With the IRS by sources other than the t a x p a y e r :
62(U) IRS Publication 1075, § 2.2 (“Need and Use").
63(U) 26 U.S.C. § 6103(i)(A).
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These documents become part of the individual’s file and are maintained by the IRS for tax
purposes.

N.3.4 (U//F-9-UQ).TAXPAYER RETURNINFORMATION
(U//FSHG) Taxpayer return information is information filed With, or furnished to, the IRS b , or
on behalf of, a tax a e164 (See N.3.3. above.

(U/fFO‘UO') “The term ‘taXpayer return information’ means return information asdefined in
paragraph (2) Which is filed With, or furnished to, the Secretary by or on behalf of the taxpayer to
whom such return information relates.” (26 U.S.C. § 6103 (b)(3))

N.3.5 (U//F0'UO)RETURNINFORMATION(INFORMATION
RETURNS) OTHER THAN TAXPAYER RETURNINFORMATION
(0 TRI)

(U//FOU‘6) OTRI includes return information that was NOT provided to the IRS by, or on behalf
of, a taxpayer. It includes information obtained from third parties who are not representatives of
the taxpayer and extends to the following types of information:

1. The books and records of a named taxpayer supplied to the IRS by a third party
2. The portion of an interview between the IRS agent and a third party discussing a named

taxpayer

3. Information developed by IRS agents in the course of investigating anamed taxpayer’s
return from sources other than ataxpayer’s representative acting on behalf of the
taxpayer

4. The fact that a named taxpayer filed or failed to file a return

N.3.6 (U)DERIVATIVETAXINFORMATION
(U//FQQQ) Any information taken from records obtained directl from the IRS retains its

U//FGU-Q E x a m l e ‑

64(U) See 26 U.S.C. § 6103(b)(3).
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N.4 (U)DEPARTMENTOFJUSTICE (DOJ)REQUIREMENTSFOR
OBTAINING AND SAFEGUARDING FTI65

(U//FGHG') In order to receive tax information from the IRS, 26 U.S.C. § 6013 requires that the
DOJ establish andmaintain the following, to the satisfaction of the IRS:

l. (U//FSHQ) A permanent system of records,With respect to any requests and any
disclosures of tax information.

2. (U//‘F6-HG&A secure area or placeWhere the informationWill be stored.
3. (U//'F~GU~Q) Restricted access to the information by those individuals Whose duties and

responsibilities require such access and to whom disclosure may bemade under the
provisions in the Code.

4. (U/ILFQUQ) Any other safeguards that the IRS determines to be necessary to protect the
confidentiality of the information.

5. (U//F6-HG) A report must be furnished to the IRS, containing information describing the
procedures established and utilized for ensuring the confidentiality of tax information, as
requiredby the IRS.

N.5 (U)DISCLOSURETO FEDERALOFFICERSOR EMPLOYEES
FORADMINISTRATIONOF FEDERALLAWSNOT RELATING
TO FEDERALTAX ADMINISTRATION

N.5.l (U)LEGALPROCESSFOROBTAININGF T I I NF B I
INVESTIGATIONS

(U//FU‘UQ.) The IRS may disclose return and return information to federal officers or employees
for use in criminal investigations unrelated to tax administration. FT Imay be obtained from the
IRS Via exparte order or written request from the head of the agency, either the Director of the
FB Ior aUnited States attorney (USA), for purposes of FB I investigations. It cannot be obtained
from the IRS Via grand jury subpoena or administrative subpoena. In certain circumstances, the
IRS may elect to voluntarily provide the FBIWith FTI in order to report possible Violations of
criminal law or in anemergency situationWithin the FBI’sjurisdiction.
N.5. l . l (U)EXPARTEORDERS (26U.S.C. § 6103(I)(1))
(U//F8-He') An application for an exparte order may be submitted by the Attorney General,
the Deputy Attorney General, the Associate Attorney General, any Assistant Attorney
General, any USA, a special prosecutor appointed under 28 U.S.C. § 593, or any attorney in
charge of a criminal division organized crime strike force (28 U.S.C. § 593). Prior to
submitting anapplication for anexparte order, the responsible official should notify the
appropriate IRS district director that such anaction is being planned.66 The notice should
include all relevant details sothat the IRS can assemble the requested information and make

65(U) See DO]Order 2620.5A, Safeguarding Tax Returns and Tax Return Information (February 23, 1981).
66(U) This responsibility would most likely restwith the UnitedStates Attorney's Office (USAO) prosecuting
the case.
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anappropriate determination, taking into consideration whether the disclosure would impair
any civil or criminal tax investigation or reveal the identity of a confidential informant.
(U/fFG-HQ;An exparte disclosure wil l be granted by the court to provide information to all
personnelwho are personally and directly engaged in the preparation of any judicial or
administrative proceeding pertaining to the enforcement of federal criminal statutes unrelated
to tax administration; any investigation that may result in such aproceeding; or any federal
grand jury proceeding pertaining to enforcement of criminal statutes. The informationmay
only be used by those officers and employees.
(U//F6'HG§-The assistant UnitedStates attorney (AUSA) working with the FBIwil l prepare
the order for the signature of the USA. A judge or magistrate may grant such anapplication
for an order if there is a finding based upon the facts submitted that there is reasonable cause
to believe that:67
l . (U/ /F 'efie j A specific crime has been committed.
2. (U//FGHQ-) The return or return information is or may be relevant to a matter relating to the

commission of that crime.

3. (U//F'6H-Q) The information is sought exclusively for use in a federal investigation, and the
information cannot reasonably be obtained from another source.

(U//F8'b‘ej Language in the application and order should track the statutory language as
closely aspossible, listing every statutory Violation for which “reasonable cause” exists to
r e q u e s u h e s e _:
(U//F8-b‘6) Tax return informationreceivedpursuant to anexparte order is limited for use
solely for the incident, threat, or activity described in the application to the court.68 FT I
obtained Via exparte order may only be used by the employees working on the
investigation(s) described in the exparte application. The information cannot be shared
among case files or among FBI squads investigating separate cases. A separate exparte order
must beobtained if the FT I is needed for adifferent investigation not described in the original
exparte application. Due to the sensitivity of tax information and the penalties that attach to
the unauthorized inspection and dissemination of this information, FB I employees should
consult with their chief division counsels (CDC) and the Office of the General Counsel
(OGC), asneeded, prior to requesting an exparte order from anAUSA.
N.5.l.2 (U)WRITTEN REQUEST (LETTERHEAD)
(U/fFOb‘G) A letterhead request may bemade to the IRS by the Director of the FB I to obtain
information “other than taxpayer return information.”69 The IRS may disclose this information
to the Director of the FBI, in writing, if the informationmay constitute evidence of aViolation
of any federal criminal law within the investigative jurisdiction of the FBI. The request must
bemade in writing to the appropriate IRS district director by the Director of the FBI (see 26
U.S.C. § 6lO3(i)(l)). The request must be for the intended use and must set forth the
taxpayer’s name and address, the taxable periods for which the information is sought, the

67(U) 26 U.S.C. § 6103(i)(1)(B).
68(U/fFG'U'G) This information is available in a Preliminary or Full Investigation.
69(U) 26U.S.C. § 6103(i)(2)(A).
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statutory authority under Which the enforcement proceeding is being conducted, and the
specific reason(s) Why the information sought is relevant to the enforcement proceeding, and
it must indicate that the agency is directly engaged in preparing for ajudicial or administrative
proceeding, an investigation Which may result in such aproceeding, or a grand jury
proceeding (see 26 U.S.C. § 6103(i)(1)(A)(iii)). The Secretary of the Treasury shall disclose
this information to officers and employees of the F B IWho are personally and directly engaged
in the investigation solely for their use asneeded to enforce such law.
( U / mThis information is limited to the taxpayer's name, address, and SSN; whether a
tax return has or has not been filed Within the last three years; or the name and address of any
individual Who filed from aparticular address for a requested period of time. If the
information may constitute evidence of a Violation by any taxpayer of any federal criminal
law unrelated to tax administration, then the taxpayer’ sidentity may also bedisclosed (26
U.S.C. § 6103(i)(3)).

N.5.l.3 (U) DISCLOSURE OF RETURNINFORMATIONBY THE IRS
RELATED TO CRIMINAL, TERRORIST ACTIVITIES OR
EMERGENCY CIRCUMSTANCES (26 U.S.C. § 6103(I)(3))

N.5.l.3.l (U)POSSIBLE VIOLATIONS OF FEDERAL CRIMINAL LAW
(U//FQUQ) Generally, the IRS may voluntarily disclose in writing, Without a request, return
information (OTRI) that may constitute evidence of a Violation of any federal criminal law
that does not involve tax administration in order to notify the head of the federal agency
responsible for enforcement of that Violation. If there is return information other than OTRI
that may constitute evidence of such acrime, the taxpayer’s identity may also be disclosed
under that provision. Upon receipt of this information, the Director of the FBImay disclose
the information to the officers and employees Who are working or Will be assigned to the
investigation.

N 5 .1.3.2 (U)EMERGENCYCIRCUMSTANCES70
(U//F-9Ure) In circumstances Where there is an imminent danger of death or physical injury to
any individual, the IRS may voluntarily disclose return information to the extent necessary to
apprise appropriate officers or employees of a federal or state law enforcement agency.

(U//F6'UQ) In situations involving fugitives (flight from federal prosecution) a voluntary
disclosure of return information may be made by the IRS to apprise the appropriate law
enforcement agency.

N.5.l.3.3 (U)DISCLOSUREBY THEIRS 0F INFORMATIONRELATINGT0
TERRORISTACTIVITIES (26 U.S.C. § 6103(I)(3)(C))

U / / _  “ E

70(U) 26 U.S.C. § 6103(i)(3)(C).
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N.5.2 (U) TERRORISMINVESTIGATIONS
N.5.2.1 (U) F B IAPPROVAL REQUIREMENTSFOR OBTAINING F T IVIA AN

EX PARTE ORDER IN TERRORISM CASES

b 7 E
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N.5.2.2 (U)WRITTEN REQUEST RELATED TO TERRORIST ACTIVITIES

71(U) 26 U.S.C. § 6103 '72  mm nab
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N.5.3 (U)BACKGROUNDINVESTIGATIONREQUESTS
(U/I‘FGU-Q) The IRS may disclose the return of any taxpayer, or return information With respect
to such taxpayer, to such individuals asthe taxpayer may designate in a request for, or consent
to, disclosure for the purposes of background investigations for employment.
(U/fiFQllQ) In addition, § 6103(g)(1) and (2) discuss disclosure to the President and certain other
persons provided for in the statute. It provides for disclosure of return information to Presidential
appointees and certain other federal government appointees. Upon written request of the
President or the head of any federal agency, the IRS may disclose to an authorized representative
of the Executive Office of the President, federal agency head, or the FBI, return information With
respect to an individual under consideration for an appointment to a position in the executive or
judicial branch of the federal government. The information shall be limited to whether the
individual has filed returns for the preceding three years; has failed to pay any tax Within ten
days after notice and demand; has been assessed apenalty in the current year or preceding three
years; has been under investigation for possible criminal offenses under the internal revenue laws
and the results of such an investigation; or has been assessed any civil penalty under the internal
revenue laws for fraud. Within three days of receipt of the request for this information, the
Secretary of the Treasury shall notify the individual in writing that the information has been
requested under the Code.
(U/fFSHG') The employee Who receives this information from the Secretary may not disclose
such information to any other person except the President or the head of the federal agency
Without the written direction of the President or head of the federal agency.

N.5.4 (U)INFORMATIONOBTAINEDFROMSTATETAX
ADMINISTRATION/AGENCY

(U//F6-b‘8) Informationrequested and obtained from state tax authorities is not considered FTI,
and the requirements of Title 26 of the IRS Code do not apply to these types of records.
However, each state may have specific requirements concerning the procedures for obtaining and
maintaining these types of official records pertaining to their taxpayers. Many state tax returns
are also protected by antidisclosure laws that are closely patterned after § 6103 of the Code. State
returns may not be available through subpoenas, and the AUSA’s access to them may not be
covered by exceptions to the state disclosure laws. If the investigation demonstrates aneed for
these records, agents should consult With theirs CDC and local USAOs or state prosecutors to
determine the appropriate methods for obtaining and safeguarding these records in compliance
With state requirements.

N.5.5 (U) OTHER THANFTI
(U//F0fi8) Tax information obtained directly from anindividual or from that individual’s tax
p r e p a r e ‐ is coverd by the statutory
requirements set forth in the Code and does not require the same treatment asFTI.

N‐9
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N.6 (U) HANDLING, STORING,AND SAFEGUARDING F T I
(U//‘FGHG) The IRS requires that certain specific safeguards be employed by an agency for the
protection of FTI.73 FTI must be protected from unauthorized disclosure to persons Who do not
possess the need to know. Access must be limited only to those individuals working on the
specific case for Which the FT I was requested, and the requested FTImay only be used for the
specific reason that it was requested. If the FTI is to be used for adifferent purpose, anew
request must be filed under a different provision of 26 U.S.C. § 6103.
(U//FGHG-) The information must be protected using minimumprotection standards, asdefined
in the InternalRevenue Code. This method establishes the minimum standards that Will be
applied on a case‐by‐case basis, considering local circumstances to d e t m ' . - . - - - . I
containers for the basic framework of minimum securit recuirements.

(U/FOUO) A11tax information must be maintained in accordance With the requirements of the
UnitedStatesAttorney ’5Manual (Sections 3‐6.300), DOJ Order 2620.5A (February 23, 1981),
and the memorandum from the Executive Office for United States Attorneys (EOUSA) Director,
entitled “Maintenance of Tax Returns and Return Information” A u ; st 23 1996 _

( u n m e a ‑

N.6.1 (U) TRACKINGFTI

73(U) For more information, see Tax InformationSecurity Guidelinesfor Federal, State and LocalAgencies
(August 24, 2010), IRS Publication 1075,available on the IRS website: www.irs.gov and on the Security
Division Intranet site.

N‐10
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(U//-FQU-O) A l l original FT Ireceived from the IRS,both 616
protected in accordance With the guidance referenced above.

< U _

U / m e  _‑
N.6.2 (U)MARKINGF T I
( U w e e e ‑

b 7 E

N.6.3 (U)HANDLINGAND TRANSPORTING 0F F T I
U//FGH-Q)

N.7 (U)REMOVABLEELECTRONIC MEDIA
( U / / E © U O 9  ‐‑
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N.8.1. (U) RETURN OF F T I

< U / _::
74(U) See IRS Publication 1075, subsection 8.3.
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U / / F e H e  ‐

‑U//-FQGQ‑

N.8.1 (U)FINALDISPOSITIONOFFTISERIALIZED|:|
( U ) ‑

N.9 (U)TRAINING AND CERTIFICATION
(U//FGBQ-)A11FBI employees, detailees, and contractors Who could potentially come in contact
With FT I are required to complete annual training on the proper safeguarding of FTI.
(U//FQU-O) Annually, each field office or division Will certify, by EC to the SecD Strategy,
Policy, and Information Security Unit that all appropriate individuals have completed the FT I
training on Virtual Academy.
(U//FD‘UG9-The training provided before the initial certification, and annually thereafter, must
also cover the incident response policy and procedures for reporting unauthorized disclosures
and data breaches.

75(U) See Publication 1075,subsection 8.4.
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0 APPENDIX 0: (U) R IGHT TO FINANCIAL PRIVACY
ACT (RFPA)

(U) (Note: The policy for the Right to FinancialPrivacy Act was not completed by the time of
the DIOGpublication. It Will be linked in the DIOGonce approved.)
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P APPENDIX P: (U) ACRONYMS

A/EAD Associate Executive Assistant Director

AGG‐CHS Attorney General Guidelines Regarding the Use of FB IConfidential Human
Sources_
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DOJOEO Office of Enforcement Operations, DOJ

DOS Department of State

DivisionPolicy Officer

ExecutiveAssistant Director

EC Electronic Communication

E Electronic Case FileCF

ECPA Electronic Communication Privacy Act

Electronic Communication Service
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Enterprise Investigation

ELSUR

b 7 E

Electronic Surveillance

EO Executive Order

EOT ELSUR Operations Technician

ERS ELSUR Records System

ESN Electronic Serial Number

ESU DOJ OEO, Electronic Surveillance Unit

ETR Electronic Technical Request

FBIHQ F B IHeadquarters

FGJ Federal Grand Jury

FGUSO Field Guide for Undercover and Sensitive Operations

FICP Foreign Intelligence Collection Program

FIG Field Intelligence Group

FISA Foreign Intelligence Surveillance Act

FISC Foreign Intelligence Surveillance Court

FRCP Federal Rules of Criminal Procedure

GC General Counsel

HIPAA Health Insurance Portability and Accountability Act

H Homeland Security CouncilSC

Department of HomelandSecurity Immigration and Customs Enforcement

Investigative Case Management
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Mutual Legal Assistance Treaties

Memorandum of Understanding/Agreement

Mobile Station Identification Number

National Archives and Records Administration

National Center for Missing and Exploited Children

National Information Sharing Strategy

National Security Branch

National Security Council

National Security Division, D O ]
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Privacy Threshold Analysis

Resident Agency

Radio Frequency

Right to FinancialPrivacy Act

Racketeer Influenced and Corrupt Organizations

Regional IntelligenceGroup

Records Management Division

Special Agent

Special Agent‐in‐Charge

SC Section Chief

SIA Supervisory IntelligenceAnalyst

SIM Sensitive InvestigativeMatter

SOG Special Operations Group

SORC Sensitive Operations Review Committee

SSA Supervisory Special Agent

SSG Special Surviellance Group

SSRA Supervisory Senior Resident Agent

TFM Task ForceMember

Task Force OfficerTFO

Task Force Participant

Technical Management Database

Technically Trained Agent
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United States Person, United States Persons, US PER, USPERs, US Person,
US Persons, U.S. Person, U.S. Persons

Wireless Intercept Tracking Technology

Weapons of Mass Destruction

WMDD Weapons of Mass Destruction Directorate
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Q APPENDIX Q: (U) DEFINITIONS
U/lF-GH'G Academic Nexus SIM:

(U) A 1_rieved Person:

(U/IFG'U'G) Assessments: The AGG‐Dom authorizes asan investigative activity called an
“Assessment” which requires an authorized purpose and articulated objective(s). The DIOG
defines five types of Assessments that may be carried out to detect, obtain information about, or
prevent or protect against federal crimes or threats to the national security or to collect foreign
intelligence. Although “no particular factual predication” is required, the basis of anAssessment
cannot be arbitrary or groundless speculation, nor can anAssessment be based solely on the
exercise of First Amendment protected rights or on the race, ethnicity, gender, national origin,
religion, sexual orientation, or gender identity of the subject, or a combination of only those
factors.

(U/l‘FGU-Q; Closed Circuit Television (CCTV): a fixed‐location Video camera that is typically
concealed from View or that is placed on or operated by aconsenting party.

(U) Consensual Monitoring: Monitoring of communications for Which a court order or warrant
is not legally required because of the consent of a party to the communication.

(U) Electronic Communication Service: Any service that provides to users thereof the ability
to send or receive wire or electronic communications. For example, telephone companies and
electronic mail companies generally act asproviders of electronic communication services.
(U) Electronic Communications System: Any Wire, radio, electromagnetic, photo optical or
photo electronic facilities for the transmission of wire or electronic communications, and any
computer facilities or related electronic equipment for the electronic storage of such
communications.
(U) Electronic Storage: Any temporary, intermediate storage of a wire or electronic
communication incidental to the electronic transmission thereof, or any storage of such
communication by an electronic communication service for purposes of backup protection of
such communication. In short, "electronic storage" refers only to temporary storage, made in the
course of transmission, by aprovider of an electronic communication service.
(U/lF-GU-G) Electronic Tracking Device:

Q' l Version Dated:
UNCLASSIFIED ‐ W March 3,2016

b 7 C

b 7 E

b 7 E



UNCLASSIFIED ‐ FUR'UFFTC‘IKITU‘S‘E‘S'N-EEL
Domestic Investigations and Operations Guide

(U/IFOH-G) Employee: For purposes of the AGG‐Dom andDIOG, an “FBI employee” includes,
but not limited to, anoperational/administrative professional staff person, intelligence analyst,
special agent, task force officer (TFO), task force member (TFM), task force participant (TFP),
detailee, and FBI contractor. An FB Iemployee is bound by the AGG‐Dom and DIOG. The FBI
employee definition excludes a confidential human source(CHS).
(U/FF-GU-G) Enterprise: The term “enterprise” includes any individual, partnership, corporation,
association, or other legal entity, and any union or group of individuals associated in fact
although not a legal entity.
(U/7FOU‘6)Enterprise Investigation: An Enterprise Investigation (E1) examines the structure,
scope, and nature of the group or organization including: its relationship, if any, to a foreign
power; the identity and relationship of its members, employees, or other persons Who may be
acting in furtherance of its objectives; its finances and resources; its geographical dimensions; its
past and future activities and goals; and its capacity for harm. (AGG‐Dom, Part II.C.2)
(U//FQUrQ-) Enterprise Investigations are a type of Full Investigation and are subject to the same
requirements that apply to Full Investigations described in Section 7. Enterprise Investigations
focus on groups or organizations that may be involved in the most serious criminal or national
security threats to the public, asdescribed in Section 8. Enterprise Investigations cannot be
conducted asPreliminary Investigations 0r Assessments, nor may they be conducted for the sole
nnurose 0f collectin forein inte l l i

(U/FEQU-Q) Extraterritorial Guidelines: The guidelines for conducting investigative activities
outside of the UnitedStates are currently contained in: (i) TheAttorney General’5Guidelinesfor
ExtraterritorialF B IOperations and Criminal Investigations; ( i i ) TheAttorney General’5
Guidelinesfor FB INationalSecurity Investigations andForeign Intelligence Collection; and
(ii i) The Attorney General Guidelines on the Development andOperation 0fFBICriminal
Informants and Cooperative Witnesses in ExtraterritorialJurisdictions (collectively, the
Extraterritorial Guidelines); (iv) The Attorney GeneralProcedurefor Reportingand UseOf
InformationConcerning Violations 0fLaw andAuthorizationfor Participation in Otherwise
IllegalActivity in FB IForeign Intelligence, Counterintelligence or International Terrorism
Intelligence Investigations (August 8, 1988); and (V) the Memorandumof Understanding
Concerning Overseas andDomesticActivities of the Central IntelligenceAgency and the
FederalBureauOflnvestigation (2005).

Q'2 Version Dated:
UNCLASSIFIED ‐ W March 3,2016

b 7 E



UNCLASSIFIED ‐ FGR-GF-F-Iehérer'S-E-G'Pi'lfi‘
Domestic Investigations and Operations Guide

(U/IFGHG) FISA: The Foreign Intelligence Surveillance Act of 1978, asamended. The law
establishes aprocess for obtaining judicial approval of electronic surveillance, physical searches,
pen register and trap and trace devices, and access to certain business records for the purpose of
collecting foreign intelligence.
(U) For or On Behalf of a Foreign Power: The determination that activities are for or on behalf
of a foreign power shall be based on consideration of the extent to Which the foreign power is
involved in control or policy direction; financial or material support; or leadership, assignments,
or discipline.
(U) Foreign Computer Intrusion: The use or attempted use of any cyber‐actiVity or other
means, by, for, or on behalf of a foreign power to scan, probe, or gain unauthorized access into
one or more UnitedStates‐based computers.
(U) Foreign Intelligence: Informationrelating to the capabilities, intentions, or activities of
foreign governments or elements thereof, foreign organizations or foreign persons, or
international terrorists.
(U) Foreign IntelligenceRequirements:

A) (U/I‘FGH-Gé-National intelligence requirements issuedpursuant to authorization by the
Director of National Intelligence, including the National Intelligence Priorities Framework
and the National HUMINT Collection Directives, or any successor directives thereto;

B) (U//F'SHQJ Requests to collect foreign intelligence by the President or by Intelligence
Community officials designated by the President; and

C) (U//FGHQ)-Directions to collect foreign intelligence by the Attorney General, the Deputy
Attorney General, or anofficial designated by the Attorney General.

(U) Foreign Power: A foreign government or any component thereof, whether or not recognized
by the United States; a faction of a foreign nation or nations, not substantially composed of
United States persons (USPERs); an entity that is openly acknowledged by a foreign government
or governments to be directed and controlled by such foreign government or governments; a
group engaged in international terrorism or activities in preparation therefore; a foreign‐based
political organization, not substantially composed of USPERs; or anentity that is directed or
controlled by a foreign government or governments.
(U) Fu l l Investigation: A Full Investigationmay be opened if there is an“articulable factual
basis” for the investigation that reasonably indicates one of the following circumstances exists:
(U) An activity constituting a federal crime or a threat to the national security has or may have
occurred, is or may beoccurring, or Will or may occur and the investigationmay obtain
information relating to the activity or the involvement or role of an individual, group, or
organization in such activity;

A) (U) An individual, group, organization, entity, information, property, or activity is or may
be a target of attack, Victimization, acquisition, infiltration, or recruitment in connection
with criminal activity in Violation of federal law or a threat to the national security and the
investigationmay obtain information that would help to protect against such activity or
threat; or

B) (U) The investigationmay obtain foreign intelligence that is responsive to aPFI
requirement, asdefined in DIOGSection 7.4.3.

Q'3 Version Dated:
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(U) A11lawful investigative methods may be used in a Full Investigation.
(U) A Full Investigation of a group or organization may be opened asanEnterprise Investigation
if there is an articulable factual basis for the investigation that reasonably indicates the group or
organization may have engaged, or may be engaged in, or may have or may be engaged in
planning or preparation or provision of support for:

A) (U) Racketeering Activity:
1) (U) A pattern of racketeering activity asdefined in 18U.S.C. § 1961(5);

B) (U) InternationalTerrorism:

1) (U) International terrorism, asdefined in the AGG-Dom, Part VII.J, or other threat to the
national security;

C) (U) Domestic Terrorism:
1) (U) Domestic terrorism asdefined in 18U.S.C. § 2331(5) involving a Violation of federal

criminal law;

2) (U) Furtheringpolitical or social goals wholly or in part through activities that involve
force or Violence and a Violation of federal criminal law; or

3) (U) An offense described in 18U.S.C. § 2332b(g)(5)(B) or 18U.S.C. § 43.

(U) Human Source: A Confidential Human Source asdefined in the Attorney General’s
Guidelines Regarding the Use of F B IConfidential Human Sources.
(U) Intelligence Activities: Any activity conducted for intelligence purposes or to affect
political or governmental processes by, for, or on behalf of a foreign power.
(U) International Terrorism: Activities that involve Violent acts or acts dangerous to human
life that Violate federal, state, local, or tribal criminal law or would Violate such law if committed
Within the United States or a state, local, or tribal jurisdiction; appear to be intended to intimidate
0r coerce a civilian population; to influence the policy of a government by intimidation 0r
coercion; or to affect the conduct of a government by assassination 0r kidnapping; and occur
totally outside the United States, or transcend national boundaries in terms of the means by
Which they are accomplished, the persons they appear to be intended to coerce or intimidate, or
the locale in Which their perpetrators operate or seek asylum.
(U/IEQU-O) National Security Letters: an administrative demand for documents or records that
can be made by the F B Iduring a Predicated Investigation relevant to a threat to national security.
The standard for issuing an NSL, except under 15 U.S.C. § 1681V, is relevance to an authorized
investigation to protect against international terrorism or clandestine intelligence activities,
provided that such aninvestigation of a United States person (USPER) is not predicated solely
on activities protected by the First Amendment of the Constitution of the United States.

(U/IFGH-G) Operational Division or Operational Unit: “Operational” division or operational
unit asused in the DIOG means the FBIHQ division or unit responsible for management and
program oversight of the file classification for the substantive investigative matter (i.e.,
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Assessment or Predicated Investigation). Previously referred to asthe FBIHQ “substantive”
division or substantive unit.
(U/I‘FGU-Q) Pen Register Device: Records or decodes dialing, routing addressing or signaling
information transmitted by an instrument or facility from Which a Wire or electronic
communication is transmitted, provided that such information must not include the contents of
any communication.
(U/IFOU'07 Physical Surveillance (Not Requiring a Court Order): The deliberate observation
by an FBI employee of persons, places, or events, on either a limited or continuous basis, in
areas Where there is no reasonable expectation of privacy. Note: DIOG Section 18.5.8 makes a
distinction between “casual observation” and physical surveillance, and specifies factors to be
considered When determining Whether aparticular plan of action constitutes casual observation
or physical surveillance. (See DIOG Section 18.5.8)

(U) Preliminary Investigation: A Preliminary Investigation is a type of Predicated Investigation
authorized under the AGG‐Dom that may be opened (predicated) on the basis of any “allegation
or information” indicative of possible criminal activity or threats to the national security.
Preliminary Investigations may be opened to detect, obtain information about or nrevent or

(U) Proprietary: A sole proprietorship, partnership, corporation, or other business entity
operated on a commercial basis, Which is owned, controlled, or operated Wholly or in part on
behalf of the FBI, and Whose relationship With the F B I is concealed from third parties.
(U) Provider of Electronic Communication Services: Any service that provides the user
thereof the ability to send or receive Wire or electronic communications.
(U) Publicly Available: Information that has been published or broadcast for public
consumption, is available on request to the public, is accessible on‐line or otherwise to the
public, is available to the public by subscription or purchase, could be seen or heard by any
casual observer, is made available at a meeting open to the public, or is obtained by Visiting any
place or attending any event that is open to the public.
(U) Records: Any records, databases, files, indices, information systems, or other retained
information.

(U) Relevance: Information is relevant if it tends to make a fact of consequence more or less
probable.
U/lF-GU-Q Remote Com nutin_ Services:

(U/IFBHQ) Sensitive Investigative Matter: An investigative matter involving a domestic
public official, domestic political candidate, religious or domestic political organization or
individual prominent in such anorganization, or news media, or an investigative matter having
academic nexus, or any other matter Which, in the judgment of the official authorizing an
investigation, should be brought to the attention of FBIHQ and other DOJ officials.
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(U) Sensitive Monitoring Circumstance: Investigationof amember of Congress, a federal
judge, amember of the ExecutiveBranch atExecutive Level IV or above, or apersonWho has
served in such capacity Within the previous two years; (Note: Executive Levels Ithrough IV are
defined in 5 U.S.C. §§ 5312‐5315.)

A) (U) Investigationof the Governor, Lieutenant Governor, or Attorney General of any state or
territory, or ajudge or justice of the highest court of any state or territory, concerning an
offense involving bribery, conflict of interest, or extortion related to the performance of
official duties;

B) (U) A party to the communication is in the custody of the Bureau of Prisons or the United
States Marshals Service or is being or has been affordedprotection in the Witness Security
Program; or

C) (U) The Attorney General, the Deputy Attorney General, or an Assistant Attorney General
has requested that the FBIobtain prior approval for the use of consensual monitoring in a
specific investigation.

(U) Special Agent in Charge: The Special Agent in Charge of anFB Ifield office (including an
Acting Special Agent in Charge), except that the functions authorized for Special Agents in
Charge by these Guidelines may also be exercised by the Assistant Director in Charge or by any
Special Agent in Charge designated by the Assistant Director in Charge in anFBIfield office
headed by anAssistant Director, and by FBIHeadquarters officials designated by the Director of
the FBI.
(U) Special Events Management: Planning and conduct of public events or activities Whose
character may make them attractive targets for terrorist attack.
(U) State, Local, or Tribal: Any state or territory of the United States or political subdivision
thereof, the District of Columbia, or Indian tribe.
(U/IFGH'G} Surveillance:

A) (U/yLF-QUQ) Electronic surveillance (ELSUR) - under Title I I I and FISA is the non‑
consensual electronic collection of information (usually communications) under
circumstances in Which theparties have a reasonable eXIectation 0f Irivac and court

B) ( U / W o n s e n s u a lmonitoring of communications, including consensual computer
monitoring, or electronic surveillance (ELSUR) - where there is no reasonable
expectation of privacy is permitted in Predicated Investigations. These methods usually do
not require court orders or warrants unless they involve an intrusion into an area Where
there is a reasonable expectation of privacy or non-consensual monitoring of
communications but 16 a1review is _enera11 recuired to ensure comIliance with 16 a1
requirements.
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(U//FGH-G9 Physical surveillance - is the deliberate observation by anFBIemployee of
persons, places, or events, on either a limitedor continuous basis, in areas Where there may or
may not beareasonable expectation of privacy. (See DIOGSection 18.5.8 for physical
surveillance in situations not requiring a court order and a discussion of the distinction
betweenphysical surveillance and casual observation). Factors to consider in determinin
whether observations are casual observation or physical surveillance include:

(U) Threat to the National Security: International terrorism; espionage and other intelligence
activities, sabotage, and assassination, conducted by, for, or on behalf of foreign powers,
organizations, or persons; foreign computer intrusion; and other matters determined by the
Attorney General, consistent With Executive Order 12333 or a successor order.
(U//FQU-Q-) Trap and Trace Device: Captures the incoming electronic or other impulses that
identify the originating number or other dialing, routing, addressing or signaling information
reasonably likely to identify the source of aWire or electronic communication, provided that
such information does not include the contents of any communication.

(U/l'F'G'U-6§Undercover Activity: An “undercover activity” is any investigative activity
involving the use of anassumed identity by anundercover employee for anofficial purpose,
investigative activity, or function.
(U/l‘F'G-H-Q9 Undercover Employee: An employee of the FBI, another federal, state, or local law
enforcement agency, another entity of the United States IntelligenceCommunity (USIC), or
another foreign intelligence agency working under the direction and control of the FBIWhose
relationshipWith the FBI is concealed from third parties by the maintenance of a cover or alias
identity for anofficial purpose, investigative activity, or function.
(U//F6H-6-) Undercover Operation: An “undercover operation” is an operation that involves a
series of related “undercover activities” over aperiod of time by an“undercover employee.” A
series of related undercover activities consists of more than five se-arate substantive contacts b
anundercover employee With the individuals under investigation.

(U) United States: When used in a geographic sense, means all areas under the territorial
sovereignty of the United States.
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(U) United States Person (USPER): Any of the following, but not including any association or
corporation that is a foreign power, defined asan entity that is openly acknowledged by a foreign
government or governments to be directed and controlled by such foreign government or
governments:

A) (U) An individual who is aUnitedStates citizen or analien lawfully admitted for permanent
residence;

B) (U) An unincorporated association substantially composed of individuals who are United
States persons (USPERs); or

C) (U) A corporation incorporated in the UnitedStates.

(U) If a group or organization in the UnitedStates that is affiliated With a foreign‐based
international organization operates directly under the control of the international organization
and has no independent programor activities in the UnitedStates, the membership of the entire
international organization shall be considered in determining whether it is substantially
composed of USPERs. I f , however, the United States‐based group or organization has programs
or activities separate from, or in addition to, those directed by the international organization, only
its membership in the UnitedStates shall be considered in determining Whether it is substantially
composed of USPERs. A classified directive provides further guidance concerning the
determination of USPER status.

(U) Use: When usedWith respect to human sources, means obtaining information from, tasking,
or otherwise operating such sources.
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R APPENDIX R: (U) SUPERSEDED DOCUMENTS AND
NFIPM, MIOG,AND M A O P SECTION

(U//FO'UO) This guide supersedes the following F B Ipolicies and procedures:

MIOG Intro Section: Preface (1) DIOG Preamble

Section: S1: Investigative Authority andMIOG Intro Responsibility (12)Section 1 DIOG Preamble

MIOG Intro Section 1 1-2 INVESTIGATIVE RESPONSIBILITY DIOG Preamble

MIOG Intro Section 1 1-3 INTRODUCTION DIOG Preamble

. 1-3 H.GENERAL CRIMESMIOG Intro Section 1 INVESTIGATIONS DIOG Preamble

MIOG Intro Section 1 1-3 IV. INVESTIGATIVE TECHNIQUES DIOG Preamble

1-3 VI. COUNTERTERRORISM
MIOG Intro Section 1 ACTIVITIES AND OTHER DIOG Preamble

AUTHORIZATIONS

. 1-4 INVESTIGATIVE AUTHORITY ANDMIOG Intro Section 1 THE FIRST AMENDMENT DIOG Preamble

MIOG Intro Section 2 2-1 NATIONAL PRIORITY PROGRAMS DIOG Preamble

R ‐ l
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MIOG Intro Section 2 2-1.1.1 Definition DIOG Preamble

MIOG Intro ‘ Section 2 ‘ 2-1.2 Organized Crime ‘ DIOG Preamble

MIOG Intro ‘ Section 2 ‘ 2-1.2.2 Objective ‘ DIOG Preamble

MIOG Intro ‘ Section 2 ‘ 2-1.3 Drug ‘ DIOG Preamble

MIOG Intro ‘ Section 2 ‘ 2-1.3.2 Objective ‘ DIOG Preamble

MIOG Intro ‘ Section 2 ‘ 2-1.4.1 Definition ‘ DIOG Preamble

MIOG Intro Section 2 2-1.5 White-Collar Crime DIOG Preamble

MIOG Intro ‘ Section 2 ‘ 2-1.5.2 Objective ‘ DIOG Preamble

MIOG Intro ‘ Section 2 ‘ 2-1.6 Violent Crimes and Major Offenders ‘ DIOG Preamble

MIOG Intro Section 2 2-1.6.2 Government Reservation Crimes DIOG Preamble
Subprogram

MIOG Intro I Section 2 ‘ 2-1.6.4 Violent Crimes Subprogram I DIOG Preamble

MIOG Intro Section 2 2-2 OTHER PROGRAMS DIOG Preamble
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MIOG Intro Section 2 ‘ 2-2.1.1 Deleted ‘ DIOG Preamble

MIOG Intro Section 2 ‘ 2-2.1.3 Deleted ‘ DIOG Preamble

MIOG Intro Section 2 2-2.2.1 Definition DIOG Preamble

MIOG Intro Section 2 DIOG Preamble2-2.2.3 Ranking of Activities

MIOG Intro Section 2 2-2.3.1 Definition DIOG Preamble

MIOG Intro Section 2 DIOG Preamble2-2.3.3 Ranking of Activities

MIOG Intro Section 2 2-2.4.1 Definition DIOG Preamble

MIOG Intro Section 2 DIOG Preamble2-2.4.3 Ranking of Activities

MIOG Intro Section 2 2-2.5.1 Deleted DIOG Preamble

MIOG Intro Section 2 2-2.5.3 Deleted DIOG Preamble

MIOG Intro Section 2 2-2.6.1 Deleted DIOG Preamble

MIOG Intro Section 2 2-2.6.3 Deleted DIOG Preamble

R‐3
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MIOG Intro I Section 2 I 2-2.7.1 Deleted I DIOG Preamble

MIOG Intro I Section 2 I 2-2.7.3 Deleted I DIOG Preamble

MIOG Intro I Section 2 I 2-2.8.1 Deleted I DIOG Preamble

MIOG Intro I Section 2 I 2-2.8.3 Deleted I DIOG Preamble

7-6 DEPARTMENTAL INSTRUCTIONS
REGARDING QUESTIONABLE CASES

Paragraphs #1 and 2MIOG H I Section 7 I only. DIOG 5,6 and 7

_ . . . . Paragraphs #2 (allsub‑MIOG |.| Section 9 9 7.2 Use of Closed Circuit Televnsnon parts); 3 (all sub-parts);
(CCTV) and 4 only. DIOG 18.6.3

Paragraphs # 5 and 6MIOG H I Section 62 I 52-3-3 Policy I only D|OG 12

DIOG 12. See new 343MIOG |.| Section 62 62-3.5 Classification . . .classnflcatlon

MIOG I2 I Section 157 I 157-1 RESPONSIBILITY OF THE BUREAU I DIOG 12

157-2 POLICY REGARDING REPORTING
OF CIVIL DISORDERSMIOG I2 I Section157 D'OG12

R‐4
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MIOG |.2 Section 157 157-4 PHOTOGRAPHIC SURVEILLANCES DIOG 12

157-6 REPORTING PROCEDURES TO BE DIOG 12
MIOG |.2 Section 157 UTILIZED IN CIVIL DISORDERS AND

DEMONSTRATIONS

161-10 DISSEMINATION TO THE WHITE
HOUSE COMPLEX (WHC)MIOG 1.2 | Section 161 mm 14’ 18

163-2 INVESTIGATIVE INSTRUCTIONS
AND PROCEDURESMIOG 1.2 | Section163 D'OG12

MIOG |.2 ‘ Section 163 ‘ 163-2.1.1 Letter Rogatory Process ‘ DIOG 12

MIOG |.2 ‘ Section 163 ‘ 163-6 REPORTING ‘ DIOG 12

MIOG |.2 ‘ Section 163 ‘ 163-8 PRIVACY ACT ‘ DIOG 14

288-5.1 Accessing Computer Records - DIOG 18.6.8
MIOG |.2 Section 288 Summary of Compelled Disclosure under

Title 18, USC, Section 2703

288-5.1.2 Subpoena with Prior Notice to the DIOG 18.6.8
MIOG '2 | Section 288 | Subscriber or Customer

288-5.1.4 Section 2703(d) Order with Prior DIOG 18.6.8
Notice to the Subscriber or CustomerMIOG |.2 Section 288

R‐S V . .
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MIOG |.2 Section 288 288-5.1.6 Voluntary Disclosure DIOG 18.6.8

generally, DIOG 12 for308-1.1 Evidence Response Team Mission .expert assnstance.MIOG I2 I Section 308

Paragraph # 2 only.MIOG I2 I Sectlon 308 I 308-3 PROPER TURKING I DIOG 12

MIOG |.2 Section 319 319-1 INTELLIGENCE PROGRAM generally, DIOG 5

Paragraphs # 1 and 3MIOG |.2 Section 319 319-4 INTELLIGENCE COLLECTION generally, DIOG 5

MIOG II I Section 2 I 2-5 COMPLAINTS (RULE 3) I DIOG 19

MIOG II I Section 2 I 2-5.3 State Prosecutions I DIOG 3, 12

MIOG II I Section 2 I 2-5.5 Notification to Specnal Agent In I DIOG 19
Charge (SAC)

MIOG II I Section 2 I 2-6.1 Forms ofWarrant I DIOG 19

MIOG II Section 2 2-6.3 Execution DIOG 19

R‐6 V . .
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MIOG II I Section 2 I 2-7.1 Initial Appearance I DIOG 19

MIOG II I Section 2 I 2-9.1 Purpose I DIOG 18.5.9, 18.6.5

MIOG II I Section 2 I 2-9.3 Disclosure I DIOG 18.5.9, 18.6.5

MIOG II Section 2 2-9.5 Limitation of Use DIOG 18.5.9, 18.6.5

MIOG II I Section 2 I 2-9.5.2 Physical Evidence and Statements DIOG 18.5.9, 18.6.5

MIOG II I Section 2 I 2-9.6.1 Documentation of Internal I DIOG 18.5.9, 18.6.5
Disclosures of Grand Jury Material

2-9.8 Requests for Subpoenas in Fugitive
Investigations

DIOG11.9, 11.9.1,MIOG II I Section 2 18.5.9,18.6.5

MIOG II I Section 4 I 4-1 GENERAL STATEMENT I DIOG 19

MIOG II I Section 4 I 4-2 SPECIFIC PROVISIONS OF THE ACT I DIOG 19

MIOG II Section 4 4-2.2 Arrest Procedure DIOG 19

R-7
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4-2.2.2 Notification of USA and Juveniles DIOG 19
ParentsMIOG II I Section 4

MIOG II I Section 4 I 4-2.2.4 Press Releases I DIOG 19

4-2.2.6 InitialAppearance Before I DIOG 19MIOG II I Section 4 I Magistrate

MIOG II I Section 4 I 4-2.4 Prosecution I DIOG 19

6-2.1 Statements of All Witnesses, Such as DIOG 18.5.6.4.15
FD-3023MIOG II I Section 6

6-5.1 Statements of All Witnesses, Such as DIOG 18.5.6.4.15MIOG II I Section 6 FD-3023

MIOG II I Section 7 I S7 Interviews I DIOG 18.5.6

7-2 THOROUGHNESS, PRECAUTIONS, DIOG 18.5.6
MIOG II Section 7 TELEPHONIC AND USE OF

INTERPRETERS

MIOG II I Section 7 I 7-2.2 Telephone Interviews I DIOG 18.5.6

MIOG II I Section 7 I 7-3 REQUIRING FBIHQ AUTHORITY I DIOG 18.5.6

MIOG II I Section 7 I 7-5 EVALUATION OF AN INTERVIEW I DIOG 18.5.6

MIOG II Section 7 7-6.1 Interviews of Complainants DIOG 18.5.6

R‐S V . .
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7-7 DEVELOPMENT OF DEROGATORY
INFORMATION DURING INTERVIEWSMIOG II I Section 7 DIOG 18.5.6

DIOG 18.5.6 and 5. 7-9 INTERVIEWS INVOLVING OR
M'OG ” I 3 3 6 “ “ 7 I RELATING TO COMPLAINTS I

DIOG 18.5.6 and 5MIOG II I Section 7 I 7-9.2 Complaints In Person or by I
Telephone

DIOG 18.5.6 and 5MIOG II Section 7 7-9.4 Complaints Critical ofthe FBI or Its
Employees

MIOG II I Section 9 I 89 Surveillances I DIOG 18.5.8

MIOG II Section 9 9-1.1Surveillance Restrictions DIOG 18

Techniques DIOG 18MIOG II I Section 10 I S10 Records Available and Investigative I

MIOG II I Section 10 I 10-2 RECORDS AVAILABLE I DIOG 18

MIOG II I Section 10 I 10-6 MAIL COVERS I DIOG 18.6.10

MIOG II Section 10 10-6.2 Policy DIOG11.3,18.6.10

MIOG II Section 10 10-6.3.1 Fugitive or Criminal Cases DIOG 18.6.10
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MIOG II Section 10 10-7 STOP NOTICES

MIOG || ‘ Section 10 ‘ 10-7.2 Placement of Stops ‘ DIOG

MIOG || ‘ Section 10 ‘ 10-7.4 Removal of Stops ‘ DIOG

MIOG || ‘ Section 10 ‘ 10-7.5.1 Savings Bonds ‘ DIOG

MIOG || ‘ Section 10 ‘ 10-7.5.3 Bureau of Prisons ‘ DIOG

10-8.1 Compelled Disclosure ofthe
MIOG II Section 10 Contents of Stored Wire or Electronic DIOG 11.12, 18.6.8

Communications

10-8.3 Access to and Use of Electronic
MIOG II Section 10 Communications Located on the Internet, DIOG 18.6.8

E-Mail, and Bulletin Board Systems

DIOG11.12, 18.6.8Communications
MIOG || | Section 10 | 10-8.3.2 Interception of Electronic |

MIOG II I Section 10 ‘ 10-8.4 Monitoring the Internet I DIOG 18.6.8

DIOG 11.6.4 and 5,
18.7.2MIOG II Section 10 10-9.1 Definitions

R- 10 Version Dated:
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MIOG II Section 10 10-9.3 Requests for ELSUR Checks Appendix H

DIOG 3.3MIOG II I Section 10 I 10-9.6 Retention of ELSUR Files and I
Related Records

MIOG II I Section 10 I 10-9.8.2 Removable Recording Media I DIOG 18.7.2

Criminal Matters
MIOG II I Section 10 I 10-9.10 Electronic Surveillance - Title III I DIOG11.12,18.7.2

MIOG II I Section 10 I 10-9.11.1 Form 2 Report I DIOG 18

10-9.11.3 Submissions of Form 2 Report toFBIHQ DIOG 18MIOG II I Section 10

10-9.12 ELSUR Indexing in Title III Criminal
Matters DIOG 18MIOG II I Section 10

10-9.14 Loan of Electronic Surveillance
MIOG II Section 10 Equipment to State and Local Law DIOG 12

Enforcement Agencies

R ‐ l l
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MIOG II I Section 10 ‘ 10-9.16 Transcription of Recordings I DIOG 18

10-10.1 Use of Consensual Monitoring in
Criminal Matters

DIOG11.5, 18.6.1,MIOG || | Section 10 | 18.6.2

10-10.2.1 Access to Recordings and DIOG11.5, 18.6.1,
MIOG II Section 10 Information Concerning Monitored Inmate 18.6.2

Telephone Calls in Federal Prisons

| 10-10.4 Monitoring Communications with | DIOG 11.5, 18.6.1,
MIOG H | Section 10 Persons Outside the United States 18.6.2

DIOG11.5, 18.6.1,MIOG || | Section 10 | 10-10.5.1 Administration of ELSUR 18 6 2
Records Regarding Informants and Assets

Recorder)MIOG || | Section 10 | 10-10.7 Pen Registers (Dialed Number | DIOG11.11, 18.6.9

MIOG II Section 10 10-10.8 Electronic Tracking Devices DIOG 11.6.3, 18.7.2

(Video Only) - Criminal Matters 9 ' 0 3 18-5-3MIOG || | Section 10 | 10-10.9 Closed Circuit Television (CCTV) |

DIOG 18.6.3MIOG II Section 10 10-10.9.2 CQTy - ELSUR Records ‑
Crlmlnal Matters

R‐ 12
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10-10.9.4 CCTV - Preservation ofthe
Original Tape RecordingMIOG || | Section 10 | | DIOG 18.6.3.7

MIOG II Section 10 DIOG 18.6.110-10.11 Radio Monitoring

10-10.11.2 Cordless Telephones and Other
Types of Radio Monitoring DIOG 18'6'1MIOG || | Section 10

MIOG || ‘ Section 10 ‘ 10-10.17 Trap-Trace Procedures ‘ DIOG 11.11, 18.6.1

10-18 FBI PRINCIPLES AND POLICIES
MIOG II Section 10 FOR ONLINE CRIMINAL DIOG Appendix L

INVESTIGATIONS

DIOG Appendix LMIOG || ‘ Section 10 ‘ 10-18.2 Monitoring Online Communications

10-18.4 Record Retention and
DisseminationMIOG || | Section 10 | DIOG 14, Appendix L

MIOG || ‘ Section 10 ‘ 10-18.6 International Issues ‘ DIOG Appendix L

b 7 E

DIOG Appendix K ‑MIOG || | Section 10 | 10-20 MAJOR CASES | .Major cases

MIOG II Section 11 11-1 ARREST TECHNIQUES DIOG 19
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MIOG II I Section 11 I 11-1.2 Initial Approach I DIOG 19

DIOG 19MIOG II I Section 11 I 11-1.3.1H|gh-R|sk Search-FuII-Body I
Search-Handcuffing

MIOG II I Section 11 I 11-1.4 Transportation ofArrested Persons I DIOG 19

MIOG II I Section 11 I 11-2 PROCEDURES FOR ARREST I DIOG 19

MIOG II I Section 11 I 11-2.1.1 Types of Arrest Warrants I DIOG 19

MIOG II I Section 11 I 11-2.1.3 Summons and Subpoenas I DIOG 18

MIOG II I Section 11 I 11-2.1.5 Forcible Entry I DIOG 19

MIOG II I Section 11 I 11-2.2.2 Property of Prisoner I DIOG 19

DIOG 19MIOG II Section 11 11-2.3.2 Medical Attention for Bureau
Subjects

MIOG II I Section 11 I 11-4.7.1 Juveniles I DIOG 19

12-2.1 Deadly Force - Standards for
Decisions

DIOG has pdf of policy in
Appendix FMIOG II I Section 12 I

R- 14
UNCLASSIFIED ‐ m March 3,2016

Version Dated:



U N C L A S S I F I E D  ‐  W
Domestic Investigations and Operations Guide

14-16.9 Fingerprinting ofJuveniles by
Federal Agencies under the Violent Crime
Control and Law Enforcement Act of 1994

(Hereinafter, the Act)
MIOG II Section 14 DIOG 19

. 16-4.1.3 Consensual Monitoring (Formerly Paragraphs # 3 and 4
“ m m ” | seCt'on16 | 16-7.4.1) | only.D|OG18.6.1

MIOG || ‘ Section 16 ‘ 16-4.1.5 Electronic Surveillance FISA ‘ DIOG 18.7.3

| 16-4.2.2 Court-Ordered Electronic | DIOG 18.6.9; 18.7.2;
MIOG “ | SeCt'O“ 15 Surveillance (RCU) and 18-7-3

16-4.2.4 Emergency Electronic Surveillance
(RCU)

DIOG 18.6.9; 18.7.2;MIOG || | Section 16 and 13_7_3

Paragraph # 1, first two
sentences only. DIOG

18.6.1 and 18.6.2
16-4.3 Consensual Monitoring - TechnicalMIOG II Section 16 Assistance (RCU)

16-4.4.2 Telecommunications Interceptions
- Reporting Requirements (TICTU)MIOG II Section 16 DIOG 18.7.2 and 18.7.3

16-4.4.4 Pen Registers and Traps-Traces
Reporting Requirements (TICTU)MIOG II Section 16 DIOG 18.6.9

R‐ 15
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16-4.8.4 Technical Devices in Physical
MIOG II Section 16 Surveillance - Technical, Practical, and

Legal Considerations (TTU)
Paragraph # 1 only.

DIOG 18

Paragraph # 1;
Paragraph # 2, third

sentence; Paragraph #
4, second sentence only.

DIOG 18

16-4.8.12 Tracking - Technical, Practical,
MIOG H Sectlon 16 and Legal Considerations (TTU)

. 16-4.13.1 Availability and Control of Paragraphs # 2 and 3
“ m m ” | 3 3 6 “ “ 16 | Technical Equipment | only. DIOG 18

. 21-12 APPREHENSION OF BUREAU Paragraph #1 only.
M'OG ” | 3 3 6 “ “ 21 | FUGITIVES | DIOG 19

Paragraph # 3, new
MIOG II Section 21 classification 343

replaces 62. DIOG 12.5
21-20 FUGITIVE INVESTIGATIONS FOR

OTHER FEDERAL AGENCIES

DIOG Appendix M ‑MIOG || FCRASection 23 23-2 THE FAIR CREDIT REPORTING ACT

23-2.2 Section 1681b. Permissible
Purposes of Consumer Reports

DIOG Appendix M ‑
FCRAMIOG || Section 23

MIOG II Section 23 23-2.4 Section 16819. Disclosure to DIOG Appendix M ‑
Consumers FCRA

R-16 Version Dated:
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DIOG Appendix M ‑
FCRAMIOG II I Section 23 | 23-2.6 Summary

23-2.8 Section 1681n, o, q, and r. Civil and
MIOG II Section 23 Criminal Liability for Willful or Negligent

Noncompliance
DIOG Appendix M ‑

FCRA

23-3.1 Information Desired from Outside the
Field Office Territory DIOG 18'1'4' Append“ JMIOG || | Section 23

DIOG 11.5, 18.6.1,MIOG || 18.6.2Section 23 23-4.10 Extraterritorial Investigative Activity

DIOG Appendlx O ‑
RFPAMIOG || Section 23 23-6.1 Statute

DIOG Appendix 0 ‑
RFPAMIOG II Section 23 23-6.2.1 Intent

DIOG Appendix 0 ‑MIOG || | Section 23 ‘ 23-6.2.3 Methods Not Available to FBI RFPA

DIOG Appendix 0 ‑MIOG II Section 23 23-6.3.1 Financial Institution RFPA

DIOG Appendix 0 ‑
RFPAMIOG II Section 23 23-6.3.3 Government Authority

R‐17 V . .
e r 5 1 o n Dated.

UNCLASSIFIED ‐'F6R'GF'F'I€‘I7¥ITUS‘E‘ONET March 3,2016



U N C L A S S I F I E D  ‐  W
Domestic Investigations and Operations Guide

DIOG Appendix 0 ‑MIOG II I Section 23 | 23-6.3.5 Law Enforcement Inquiry I RFPA

MIOG || | Section 23 | 23-6.5 Certification of Compliance | RFPA

DIOG Appendix 0 ‑MIOG || | Section 23 | 23-6.6.1 Customer Authorization | RFPA

DIOG Appendix 0 ‑MIOG || | Section 23 | 23-6.6.3 Formal Written Request | RFPA

DIOG Appendix 0 ‑MIOG || | Section 23 | 23-6.6.5 Grand Jury Subpoena | RFPA

DIOG Appendix 0 ‑
RFPAMIOG || | Section 23 | 23-6.7.1 Contents of Notice |

DIOG Appendix 0 ‑
RFPAMIOG II Section 23 23-6.8 Customer Challenges

DIOG Appendix 0 ‑
RFPAMIOG II Section 23 23-6.10 Exceptions to RFPA

R‐18 Version Dated:
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23-6.10.2 Corporations or Other Legal DIOG Appendix 0 ‑MIOG II I Section 23 ' Entities , RFPA

DIOG Appendix 0 ‑MIOG II | Section 23 } 23-6.10.4 Parties in Interest ' RFPA

DIOG Appendix 0 ‑MIOG II Section 23 23-6.10.6 Foreign Counterintelligence RFPA

DIOG Appendix 0 ‑MIOG II ‘ RFPASection 23 ’ 23-6.10.8 Other '

RFPAMIOG H 1 Section 23 ' DIOG Appendix 0 '

MIOG H ‘ Section 23 ' 23-6.12 Penalties RFPA' DIOG Appendix 0 ‑

MIOG H ‘ Section 23 ' 23-6.12.2 Disciplinary Action RFPA’ DIOG Appendix 0 ‑

DIOG Appendix 0 ‑MIOG || RFPASection 23 23-6.13 Cost Reimbursement

. 23-6.14.1 Dissemination of Information DIOG Appendix 0 ‑MIOG II Section 23 Obtained RFPA
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28-1 ATTORNEY GENERAL'S
. GUIDELINES ON METHODS OF .MIOG II Section 28 OBTAINING DOCUMENTARY DIOG Appendix C

MATERIALS HELD BY THIRD PARTIES

NFIPM Section 1 01-3: (U) Acronyms DIOG Appendix P

Appendix M for
. 02-1: (U) General Investigative and definitions: #2, 6, 7, 10,

NF'PM 3 3 6 “ “ 2 Administrative Activities 12, 14, 15, 18, 19, 20,
25, 26 and 27.

DIOG 5NFIPM | Section 2 02-3: (U) Summary Guidance and
Applicability of Threat Assessments

02-5: (U) Summary Guidance and
Application for Full Investigations (Fl)NFIPM Section 2 DIOG 7, 8, 9, 18

NFIPM Section 2 02-8: (U) Office of Origin DIOG 14

02-10: (U) Interviews in National Security
InvestigationsNFIPM Section 2 DIOG 18.5.6

NFIPM Section 2 02-12: (U) Polygraph Examinations DIOG 18.6.11
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DIOG11.4, 18.6.12. 02-15: (U) Physical Searches in Which a
NFIPM | Section 2 | Warrant is Not Required

DIOG11.9-11.9.3,
18.6.6NFIPM | Section 2 02-17: (U) National Security Letters (NSL) |

NFIPM ‘ Section 2 ‘ 02-21: (U) Mail Covers ‘ DIOG 11.3, 18.6.10

b 7 E

02-23: (U) The Role of Legal Attaches in
Foreign Counterintelligence, Foreign
Intelligence and Counterterrorism

Investigations
NFIPM Section 2 See CD PG

NFIPM Section 2 02-25: (U) Arrests, Interdic-tions, DIOG 19- Arrest
Demarches and Declarations Procedure

| | o m » : |DgiseLZ-ii’gmaed

DIOG 18.5.8. 02-34: (U) Special Surveillance GroupNFIPM | Section 2 | (SSG) Program

02-36: (U) Investigations of Current and
NFIPM Section 2 Former Department of State Personnel, and DIOG 10, generally

Diplomatic Missions Personnel Abroad
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02-38: (U) Investigations of Current and
NFIPM Section 2 Former Military and Civilian Department of DIOG 10, generally

Defense Personnel

02-40: (U) Investigations of Other
Government Agency PersonnelNFIPM Section 2 DIOG 10

02-42: (U) Investigations of Presidential
AppointeesNFIPM Section 2 DIOG 10

02-44: (U) Investigations of Members of the
US Congress and their Staffs DIOG 10NFIPM ' Section 2

DIOG 12.4 and
14.3(A)(4)

02-47: (U) Disseminating Information to
Congressional CommitteesNFIPM Section 2

02-49: (U) Disseminating Information to theWhite House DIOG 12.4 and 14.5NFIPM | Section 2

02-51: (U) Disseminating Information to
State and Local Government Agencies DIOG 12 and 14Section 2

Section 2 See IIIA web-page
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CPD #0015D. See RPONFIPM | Section 2 | 02-57: (U) Alpha Designations web-page.

NFIPM I Section 3 ‘ 03-2: (U) Volunteered Tape Recordings I DIOG 6.9(B)(7), 18.5.7

03-5: (U) Unconsented ElectronicNFIPM Section 3 .Surveillance | DIOG11.12, 18.7.3

NFIPM | Section 3 | 03-8: (U) Operational Support to the
Intelligence Community | DIOG12’ 12'5’ 14'5

Section 3-10 (U) Operational Technology
NFIPM Section 3 Division (OTD)Technica| Assistance DIOG 12 (generally)

Support to the Intelligence Community

Appendix N - Tax ReturnNFIPM | Section 3 | 03-12: (U) Tax Return Information Info

03-14: (U) Unconsented Physical Search
Minimization, Logs and Indexing

DIOG 18.7.1 and SMPNFIPM | Section 3 | PG

05-2: (U) Countries on the Current National
Security List Appendix GNFIPM | Section 5

CPD #0015D. See RPO
web-page.Section 6 06-12: (U) Alpha Designations
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CPD #0015D. See RPONFIPM I Section 9 ’ 09-8: (U) Alpha Designations web-page.

CPD #0015D. See RPOSectlon 12 | 12-4: (U) Alpha Desngnatlons web-page.

CPD #0015D. See RPOSection 14 ‘ web-page.

CPD #0015D. See RPOSection 16 | 16-13: (U) Alpha DeSIgnatlons web-page.

Section 18 18-4: (U) Issue Threat Full Investigations

19-3: (U) Procedural Requirements in
Sectlon 19 International Terrorism Investigations | DIOG 5, 6, 7, 8

19-11: (U) The Behavioral AnalysisProgram DIOG 19.4Section 19 |

Section 20 ‘ 20-9 (U) The Behavioral Analysis Program ‘ DIOG 19.4

CPD #0015D. See RPOSection 21 21-6: (U) Alpha Desugnatlons web-page.
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NFIPM I Section 27 I Confidential Human Sources Manual I CHSPM

NFIPM I Section 28 I Section : 28 (U) Undercover Operations (4) I DIOG and NSUCOPG

DIOG 11.12, 18.6.3, andNFIPM I Section 28 I 28-2: (U) Groupl NSUCOPG

DIOG 11.12, 18.6.3, andNFIPM I Section 28 I 28-4: (U) UC Administrative Matters NSUCOPG

MAOP | I 0-1 I Authority ofthe Director I DIOG 3.2.1

Paragraphs # 2 and # 5.
DIOG 3.4.0 and
Succession and
delegation policy

MAOP M 1-1 SAC and ASAC Supervisory Responsibility

Paragraph # 2 and # 3
(a-f) - # 2 Supervisory
File reviews and # 3
PSAs. DIOG 3.4.D

1-1.4 ( #2 and#3MAOP || a_f) Supervisory File Reviews

Second and third
sentences only - DIOG
3.4.0 and succession
and delegation policy

?

Designation of Senior Resident Agent andMAOP || 1-3.5 Alternate
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Paragraph (1) - DIOG
3.4.0 and succession
and delegation policy

?
MAOP || 1-3.13..2 (1) Supervision of Investigations

MAOP II I 2-3 I Indexing I DIOG 14

MAOP II I 2-4 I Management of Files I DIOG 14

MAOP || Serializing DIOG 14

MAOP || 2-4.1.3 Double Zero Files DIOG 14

Paragraph (1) first four
MAOP || 2-4.1.5 Control Files sentences only. DIOG

14

MAOP || Noninvestigative Files DIOG 14

MAOP M 2-43.? Reclassification of Files DIOG 14

Paragraphs 1, 2, 3, 4
(initial paragraph only

. before sub-Ietters), 4d,MAOP || 2-5.1 Opening Cases 4e, 4f, and 5 (first
sentence only). DIOG

various sections

R-26 Version Dated:
UNCLASSIFIED ‐ W March 3,2016



UNCLASSIFIED ‐ F E W
Domestic Investigations and Operations Guide

MAOP II I 2-5.2 ‘ Status of Cases I DIOG 14

Paragraphs 2, 2a-c, andMAOP || | 2-5.2.2 | Pending Inactive 3 only. DIOG 14

DIOG 6.11, 7.11, 8.8,MAOP || | 2-5.2.4 | Closed | 9.12

CPD 0015D. RPO/RAU
is now responsible for

. . . . . this area by EC 66F-HQ‑MAOP || 34 FBI CIaSSIficatlons/Sub-classnflcatlons and 1079817 serial 705- Link
Program GrouP'“gS to RPO web-site.

Supersede section 3.1
and all subparts.

MAOP || Task Force Officers (defined) DIOG 3.3.2

Paragraph # 9 a-g was
MAOP || 3-4.5 (9 a-g) Case Count Information (# 9 re: closings) supersede by DIOG

6.11; 7.11; 8.8; and 9.12.
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Paragraph #1 only.
DIOG Section 6.7 - PIS

are authorized for 6
MAOP || 3-4.8 Criminal Preliminary Inquires months; extension

authorized for 6
additional months by
SAC; and FBIHQ SC.

Spin-off Cases (paragraph #2 - who can. DIOG 5, 6, 7, 8, and 9.authorize)MAOP || | 3-4.10 (2) |

superseded paragraph #MAOP || | 3-4.11 (2) | Control Files (Paragraph #2 - leads) 2 DIOG 14

MAOP || ‘ 9 ‘ Dissemination of Information ‘ DIOG 14.3 (generally)

MAOP || ‘ 9-3 (paragraph 1) ‘ ‘ DIOG 14.3.A and B

MAOPII ‘ 9-3 (paragraph 3) ‘ ‘ DIOG14.3.A.5

Dissemination to State and Local CriminalMAOP H Justice Agencies DIOG 14.3

Information within FBI Jurisdiction and of
MAOP ” interest to another Federal Agency DIOG 3.4.E
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Interested Agency Within a Field Office's
Territory DIOG 12'4MAOP || | 9-3.4.3 |

MAOP || | 9-3.5 | Method of Dissemin-ation to Outside
Agencnes | DIOG 12.4 and 12.5

MAOP || ‘ 9-3.5.4 ‘ Accounting of Dissemination ‘ DIOG 12.4 and 12.5

Interview or CHS - DIOG
18.5.6. Paragraph (2)

MAOP || 9-4.2.9 Dissemination to the White House Complex Superseded by AGG‑
Dom, DIOG and AG
Memo WH Contacts

MAOP M 9-7 Threat to Life - Dissemination of Information DIOG 14

Information Concerning Threats, Possible
Violence or Demonstrations Against

Foreign Establishments or Officials in the
US

MAOP || 9-7.2 DIOG 14

Information Received Through TechnicalMAOP || Surveillance DIOG 14

Replies to Foreign Police and Intelligence
MAOP H Contacts DIOG 14

MAOP || 9-8.2 Dissemination of Classified Information DIOG 12, 14
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Dissemination of Title XI, Right to Financial DIOG Appendix 0 ‑
MAOP ” l 9'10 Privacy Act of 1978 RFPA

Supersede Paragraphs #
General Rules Regarding Recording and 1a-c; 2a-c; 5; 6; 7; 9;

Notification of Investigations 10a-c; 11-16; and 23-24.
DIOG, various sections.

MAOP || 10-9

MAOP || 1042 Notes made During Investigations - DIOG 3’ 14
InterVIews

10-13,10-13.1,10- .
MAOP II 13.2, 1o-13.3, 10- FD-302 D'OG SUbseCt'O“18.5.6.4.15.113.4

MAOP || 2-5.1.4 (a) and (b) Sub-file Appendix J 1.5

MAOP || Office of Origin DIOG 14

N/A EC ‘ | : | ‘ 34-0 NE
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Tax Return
Information Otherthan Taxpayer Return
Information to Terrorism-related Cases;

delegation of Authority
N/A EC Appendix N

N/A ‘ EC ‘ Mail Cover Cites - EC dated 12/22/2004 ‘ DIOG 11.3, 18.6.10

| FD-671, Consensual Monitoring - Non- | DIOG 11-5, 18.6.1N/A | form telephone Checklist

N/A | EC | CIVII Liberties and Privacy | DIOG 4.1, 6.3, 8.3, 9.3,
EC issued by OGC dated 3/19/2004 15.3

Least Intrusive Techniques in National
Security and Criminal Investigations - EC

issued b¥ OGC on 12/20/2007, file numberN/A EC DIOG 4, 4.4, 18.1.1-2

FBI National Collection Requirements
EC issued by DO dated 01/30/2003 9 ' 0 3 5-11

Authorized Investigative Methods in
Assessments

ECs issued by OGC dated 03/19/2004 and
9/18/2005

N/A DIOG18.3, 18.5
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N/A EC Federal Grand Jury Subpoena
EC issued by OGC dated 06/01/2007 | DIOG 18.5.9, 18.6.5

N/A EC Voluntary Disclosure of Non-Content DIOG 18.6.8
Customer Records

FISA Review Board for RISA Renewals
N/A EC EC issued by Director's Office dated DIOG 18.7.3.1.5.3

02/06/2006

Emergency Disclosure Provision for
Information from Service Providers Under

N/A EC 18 U.S.C. Section 2702(b) - E ' DIOG 18
OGC 08/25/200 b 7 E: a n

Electronic Recording of Confessions and
Witness Interviews -EC ' O

DIOG 18

Procedural and Operational Issuance ‑
Guidance for Legislative Corruption - EC
issued bf CID on 08/08/2006, file numberN/A EC DIOG 18

Requirement for Written Operations Order‑
Field OperationsN/A PD 0242D DIOG 19.2.3
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Recordkeeping Policy for ELSUR
N/A CPN 00541N Administrative Information Resulting from DIOG 18.7.2.13

Joint Criminal Investigative Operations

Resource Allocation Planning (RAP) Tool,
User Guide v1.1 - delete definition oftask

force officer and task force member on
page 1

RAP Tool User
N/A Guide v1.1
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S APPENDIX S: (U) LISTS OF INVESTIGATIVE
METHODS

S.1 INVESTIGATIVEMETHODSLISTEDBYNAME (ALPHABETIZED)
(U) Administrative subpoenas. (Section 18.6.4)
(U) CHS use and recruitment. (Section 18.5.5)
(U) Closed‐circuit television/Video surveillance, direction finders, and other monitoring devices.
(Section 18.6.3)
(U) Consensual monitoring of communications, including electronic communications. (Section
18.6.1)

(U) Closed‐circuit television/Video surveillance, direction finders, and other monitoring devices.
(Section 18.6.3)
(U) Electronic surveillance ‐ FISA and FISA Title V I I (acquisition of foreign intelligence
information). 18.7.3)

(U) Electronic surveillance ‐ Title 111. (Section 18.7.2)
(U) FISA Order for business records. (Section 18.6.7)
(U) Grandjury subpoenas. (Section 18.6.5)
(U) Grandjury subpoenas ‐ to providers of electronic communication services or remote
computing services for subscriber or customer information only in Type 1 & 2 Assessments.
(Section 18.5.9)
(U) Information voluntarily provided by governmental or private entities. (Section 18.5.?)
(U) Intercepting the communications of a computer trespasser. (Section 18.6.2)
(U) Interview or request information from the public or private entities. (Section 18.5.6)
(U) Mai l covers. (Section 18.63.10)
(U) National Security Letters. (Section 18.6.6)
(U) On‐line services and resources. (Section 18.5.4)

(U) Physical Surveillance (not requiring a court order). (Section 18.5.8)
(U) Polygraph examinations. (Section 18.6.11)
(U) Public information. (Section 18.5.1)
(U) Records or information ‐ FB Iand D O ] . (Section 18.5.2)
(U) Records or information ‐ Other federal, state, local, tribal, or foreign government agency.
(Section 18.5.3)
U) Searches that Do Not Reui re aWarrant or Court Orde ‑
‐ and
Inventory Searches Generally. (Section 18.6.12)
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(U) Stored Wire and electronic communications and transactional records. (Section 18.6.8)

(U) Undercover Operations (Section 18.6.13)

8.2 INVESTIGATIVEMETHODS LISTED BY ORDER IN D I O GSECTION 18

18.3.2 (U) Records or information ‐ FBI and D O ] .

18.5.3 (U) Records or information ‐ Other federal, state, local, tribal, or foreign government
agency.

18.5.4 (U) On‐line services and resources.

1.1.5.5 ( ') CHS use and recruitment.8

18.5.6
8
g _

L
U) Interview or request information from the public or private entities.
L[ - 1 Y

I
I1 “.5. ) Information voluntarily provided by governmental or private entities.

‘1-}. 8
18.5.9 U) Grand jury subpoenas ‐ to providers of electronic communication services or remote
computing services for subscriber or customer information only in Type 1 & 2 Assessments.

U) Physical Surveillance (not requiring a court order).

(

(

(

(

18.6.1(U) Consensual monitoring of communications, including electronic communications.

18.6.3 (U) Closed‐circuit television/Video surveillance, direction finders, and other monitoring
devices.
18.6.4 (U) Administrative subpoenas.
18.6.5 (U) Grand jury subpoenas.
18.6.6 (U) National Security Letters.

18.6.7 (U) FISA Order for business records.
18.6.8 (U) Stored Wire and electronic communications and transactional records.
18.6.9 (U) Pen registers and trap/trace devices.
18.6.10 (U) Mai l covers.

18.7.1 (U) Searches ‐ With a warrant or court order.
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18.7.2 (U) Electronic surveillance ‐ Title I I I

information).
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