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ABSTRACT

GEE, t h e most voluminous German diplemntic
'eyetem in use d u r i n g t h e second wor ld Va:- and '

. t h e ‘ o n e cons idered most secure by i t s users,
was solved t h r o u g h t h e a n a l y e i a o f cap tu red
keys which revealed t h e nature a n d o p e r a t i o n
o f t h e a d d i t i v e g e n e r a t i n g machine s o that the
s p e c i fi c k e y s t h o u g h u s e d once and o n l y once
c o u l d b e p r e d i c t e d i n f u l l upoh p a r t i a l r e ‑
c o v e r y t h r o u g h fi r i b e a n d s u p e r m o e i t i o n t o
g i v e 5 new k i n d o f o v e r I A p . .
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The fiechenice of the System

P a r a g r a p h

I n t r o d u c t o r y . . . . . . . . . _ . . . . . . . . . . . . . . 1
E l e m e n t e o f t h e s y a t e m . . . . ' . . . . . . . . . . . . _ . . 2
E m : m t m e n t . . . . . . . . . . . . . . . . . . . . . . . 3
D e c r y p t m e n t . . . . . . . . . . . . . . . . . . . . . . . #
I n d i c a t o r s y s t e m e . . . . . . . . . . . . . . . . . . . . . 5
Eoonowneasures ( 3 m ! s fi g _ n g ) . . . . . . . . . . . . . . 6
boom-it: chan i i ‘ i ca t ions , d e s i g n a t i o n s , e t c . . . . . . . . 7
f r e t t i c e t a t i e t i c s . . . . . . . . . . . . ' . . . . . . . . 8

1 . I n t r o d u c t o g . - - m e most voluminous G e r m d i p l o ~
r a t i o system in use d u r i n g most of t h e second Wor ld War
and t h e one considered most secure by i t s users was known
to t h e ass as GEE. I t cons is ted in t h e o n e - t i m e a d d i t i v e
enc iphernent or t h e m i n German d i p l o m a t i c c o d e , a one‑
p u - t , fi v e - d i g i t 57,500-group code knovn as t h e Deutechee
Satzbuoh. . From a v a r i e t y or sou rces , including c r y p t o ‑
g r a p h i c i n s t r u c t i o n messages i n t h e s o l v e d GEO end cap‑
t u r e d a d d i t i v e s , t h e e s s e n t i s l mechanics o f t h e o y s t e r :
were known. when t h e a t t a c k on t h e sys tem h e m . whet
remained f o r s o l u t i o n was t h e p r e d i c t i o n o f t h e unknown
a d d i t i v e .

2. Elements 3 the slate .'--The two elements neces‑
s a r y f o r t h e processes o r e n c r y p t i n g and d e c r y p t i n g i n
GEE e r e t h e code book And t h e p a d o f a d d i t i v e s h e e t s .

1m. system, t h e next most i n p o r t a a t German. System
i n volume and s e c u r i t y t o GEE, was o n e n c i p h e r e d c o d e ,
u s i n g the same code a s G E and e n c i p h e m e n t b y a d d i t i v e
t a k e n f r o m s 10 ,000 - l i ne book a n d euperenc iphement by
a d d i t i v e .
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a. 1113 code hook.--From t h e fi r s t appearance
o r t r a f fi c i n 0335 u n t i l 1 J a m a r } ? 1942, the German Code
13001: n o . 3 ( the mm e d i t i o n or t h e Deutechee satzbuch)
was used. From 1 J a n u a r y 19-32 u n t i l 1 9 A p r i l 1935, when
t re t r io ' s t o p p e d . t h e German Code Book n o . 4 was used.
Bo th code books vere a l s o u s e d d u r i n g t h e same p e r i o d i n
GED ( the double-addi t ive system or t h e ”Mavrfehrefl
end i n p l a i n code t r a f fi c ( o n ) . The coces have both
r i v e - l e t t e r end t h o u g h equivalents f o r the p l a i n - t e x t
mean ings , which are w e l l chosen and e a s i l y used. Code
Book n o . 3 contains approximately 31,500 code g r o u p s ;
n o . I t conta ins app rox ima te l y 57,500. The r e p e a t e d use
o r these codes i n d i c a t e s t h a t t h e German F o r e i g n O f fi c e
based i t s confidence in the s e c u r i t y of t h e system on t h e
oneiphe r rsen t .

b . One- t ime M u - E e c h s h e e t of GEE one‑
t ime a d d i t i v e has ’58 fi v e - d i g i t groups arranged. i n 8 rows
of 6 groups each. The s h e e t s were bound i n t o volumes of
1 0 ‘ ) sheets each . These volumes we r e f e r to as p o d s ; t h e
0 6 M ! ! ! c e l l e d them Escudo or Bloecke. Each p a d or a d ‑
d i t i v e sheets had (1 ) a d e s i g n a t i o n o f whether t h e
volume o r p a d i s i n d e c i p h e r i n g o r e n c i p h e r i n g f r o m
( p h a n t o m o r Ye r z u r e m g ) ; ( 2 ) a p a d number and
sometimes a. c o l o r d c s i m t i o n ( 3 9 $ Br. 1&1 or W
W ) : ( 3 ) a s e r i e s number o r a fi v e - d i g i t
r e c o g n i t i o n g roup (Sar is 5 3 o r L o w : #0008); ( U
t h e unseat the fi v e - d i g i t s e r i a l pen numbers inlett
9929:9229 or L i t e flag -£92 ) ; ( 5 ) t h e c i r c u i t and d1 ‑
r c c t i o n f o r ‘ vh ich t h e p o d V I : t o b e used (39 ; 1919.9. neg;
B e r l i n ) ; end ( 6 ) d i r e c t i o n s v h a t t o d o i n case d i g i t s o f
u l d i t i v e c o u l d n o t b e r e a d o n t h e s h e e t . Each sheet o r

2 m e a r l i e s t i n t e r c e p t e d message i n t h e fi l e s o r
t h e ASA i s dated 1931}, b u t noon has revea led 1925 as the
e a r l i e s t p o s s i b l e d a t e , f o r a t t h a t t i m e t h e 0 m '
purchased t h e fi r s t m c h i n e to gene ra te t h i s t y p e o f
a d d i t i v e .
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add i t i ve h a d 1 Lr o u t e - d i g i t s e r i a l number p r i n t e d i n red. a t
t h e t o p ; and i n t h e ease o f volumes o f a d d i t i v e made u p
l a t e r in t h e use 01' t h e system, t h e r e was a l s o o n each
sheet a . f o u r ‐ d i g i t number p r i n t e d i n b l a c k t o h e need a s “
a n i n d i c a t o r i n W o o l e n . ( 3 » fi g u r e 1 3 , 1 b , 1 e , 29.,
and 2D f o r photographs or t r e a t matter iron volumes of
a d d i t i v e and t h e a d d i t i v e sheets.)

3. Enmtnentn-In t h e t y p i c a l process of encod ing ,
t h e p la in t e x t o f t h e m a n a g e t o b e sent was fi r s t cone
v e r t e d i n t o fi v e ‐ d i g i t code groups . (See fi g u r e B e . )

m code t e x t was th‘en ene iphered by t h e addition
(noneerrying) of the k e y p r o v i d e d on a. s h e e t or t h e p a d ,
t h e fi r s t group o f t h e code t e x t and the fi r s t g roup o f

t h e k e y c o i n c i d i n g (see fi g u r e a t ) .

To p r e v e n t v e s t i n g an inordinate number of a d d i t i v e
groups o f a .page o f a d d i t i v e , t h e German code c l e r k s were
a l l o w e d t o send u p t o f o u r fi n a l g roups o f t h e t e x t o r t h e
message in p l a i n code i f the w o r d s 'were n o t comprom is i ng .

' In these cases t h e l a s t p a r t o f t h e p l a i n t e x t was en‑
coded and t h e f o u r - l e t t e r oode groups ( n o t t h e r i v e - d i g i t
groups necessary when a d d i t i v e was to be appl ied) were
re-divided i n t o r i v e - l e t t e r groups f o r t r a n s m i s u o n , end
i f t h e l e s t g roup was n o t 3 fi v e - l e t t e r g r o u p , t h e
r e m i n d e r o f t h e fi v e l e t t e r s was supp l i ed b y some o r a l l
o f t h e le t te rs o r t h e code e q u i v a l e n t f o r w o r
" l u l l , " (GBUE). I n o the r case: o f m ‐ o o e m r o n i e i n g fi n a l
groups in p l a i n code, t h e code c l e r k s i m p l y u s e d t h e '
sw i t ch g r o u p D2353 (an a b b r e v i a t i o n f o r Eggtaohes Setzhueh)
t o precede t h e r i v e - d i g i t g r a s p : o f p l a i n - c o d e t e x t .

- The r e s u l t a n t message t e x t was nex t p r o v i d e d w i t h
i n d i c a t o r s i m d i e t e l y p r e c e d i n g . a n d r e p e a t e d m e d i a t e ”
f o l l o w i n g , e v e r y 4 8 g r a m s o r c i p h e r t e x t ; w i t h p r e c e ‑
denoe d e s i g n a t i o n , o n e x t e r n a l s e r i a l message number, t h e



3. D i e t . 33060 $ i n in der Raiheniolge ihrer Bandnummern autzu‑
branchen.

1 . d e unmorliche ode:- beim Druck ausgafailane Zlfler der vor~
nedwcluton Blaflwhlosnl is! due-ch ulna “PM!“ In arsotzen.
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V05799 41095 2 3 4 5 3 9 3 2 5 5 59050 9 4 5 5 4

8 3 1 2 4 57205 10926 99024 38963 26369
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F i g u r e 23. A page o r one-um a d d i t i v e . N o t i c e t h e
p § m £ 4 L 1 0 n a which p e n “ the ( L a s h - n o t i o n o r a . page a s
1 t 1!! u s e d .

7

W
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“.>
\

’03781

6 6 7 5 3

0 3 3 3 8

6 0 0 0 3

5 7 7 7 1

7 4 7 5 5

. 4 8 4 8 3

7 3 4 4 6

8 1 2 8 1

4 0 7 8 0

3 7 5 8 9

‘ 0 6 4 8 3

5 2 5 1 2 ‑

g é z s a

2 8 1 1 8 ;

62378

3101.

7 6 4 9 9

0 3 2 1 8

9 8 1 1 3

4 6 3 4 4

4 3 8 8 8

2 0 1 3 9

2 3 0 4 3

0 2 7 8 0

3 2 6 0 6

8 8 4 3 1

1 5 0 6 6

01902~

24820

3 7 9 8 0

2 5 6 4 9

0 1 1 7 2

WW

' j 2732

0 8 4 2 2

0 4 8 6 5

3 8 9 1 8

8 5 5 9 0

92705

3 9 7 8 0

1 9 3 0 2

7 0 6 1 9

6 0 6 8 3

83550

1 8 5 2 0

8 5 7 5 3

7 9 3 4 1

5 2 8 4 6

6 5 2 5 5

4 3 9 6 1

. .  21 : . -
fi . 5 ¢
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F i g u r e 2 b . Another t y p e or one‐time a d d i t i v e sheet .
I o t a t h n two i d e n t i f y i n g numbers.



DOC ID : 4326479

mm: 511%.:

God. 6 0 m

11011652

83517

3 . 3 0 : 1 } .oh‑

25268

d t t o l o u r o  . -
Icufii 20!?

5 W 5

D i t t o

12537

1 2 9 3 12. l a v - b u ; h i m l d t T u t

0‘330 15021 82895 86185 75052

(Cab in . two
g n a w i n g

. t h r o r - tandem; w r d c ) fl A n h n

27503 . 4331‘ 00095 07002 . 06485

(«nat ive
plural ) 9. H o m e ! um Mont-5 8 17hr

00147 32570 88-382 601.51 15376

dumb g: 2 whor ing»: . '

19355 6 “ “ 15475 76481 0 W 0 ] .

I n  ' -
Ho l l - m b o u t s . Flt- lymph was .

32831 21396 11070 000m 21408

P ig - I r. 5 | . mo cneodaont of I. am n o o n ” .



Beam‐1826479 ___
‐  W

. 6 0 8 1 11 8 0 6
( 'B lack " nonuortel nnm- ("Red" a e r i a l nnnher
b e r used a s i n d i c a t o r i n . uaed g e n e r a l l y f o r
transmission) re ference in s e r v i c i n g

unreadable messages)

Code t e x t 50869 00330 13029 62895 65165 73032
A d d i t i v e 513.12 212.61 22221 266_11 2-16.52 25.1.18
R e s u l t i n g '
C i p h e r t e x t 93279 21597 15907 8326 187828 08100

~ Code 33317 27303 93311 00093 07002 01185
A d d i t i v e 418 11312 91995 11151 #5729 92211
Cipher 57725 38615 31218 11711 12721 96626

Code 25266 00147 62570 88382 501951 15371:
Add1t1ve 96193 3§301 32392 02092 02658 62865
Ciphqr 11359 96548 91872 80779 530 9 77139

Code 50015 19355 51151 15175 »15131 00001
A d d i t i v e 11197 09021 58016 03011 826 19229
0 1 p m » 91132 18376 02190 189116 50207 70991

code 1232; 32831 21396 11070 00007 21102
Add i t i ve 2u1 ' 921 0 32559 00962 1 81126
c i p h e r 56553 21591 50835 11932 9§g12 08828

A d d i t i v e 76112 ' 31799 36791 20719 93687 #8991
Add i t i ve 12955 181127 49402 95273 56293 19057
Add i t i ve 03267 06903 82387 ' 77072 99369 51578

The c i p h e r t e x t t 0 b e sent r o a d s :

93279 21597 15907 881126 87828 08100 67725 38615
34218117214 42721 96626 11359 965118 91872 80771;
53089 77139 91132 18376 021190 18116 60207 70991
361153 21591 50835 111132 95612 08828

F i g u r e 3b. The e n c i p h e r u a n t o r e GEE message.

. 7‘ 1o
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e n c r y p t i o n d a t e , a n d a n i n d i c a t i o n o f t h e number o f p a r t s ;
and w i t h a . g r o u p count . A s i g n a t u r e i n p l a i n a n d a h e a d i n g
cowleted t h e message (see fi g u r e Be). Th is was a t y p i c a l
case. There were o f course numerous va r i a t i ons .

3+. Decmtmegt . ‐ -For sane t i m e i t was t h o u g h t t h a t
t h e German F o r c i g z O f fi c e node up complementary v e r s i o n s
o f t h e p a d shee ts f o r t h e r e c e i v i n g ends, a s was t h e case
i n the GEO a d d i t i v e , i n o r d e r t o make b o t h e n c i p h e r i n g a n d
d e c i p h e r i n g processes a matter o f a d d i t i o n . When v a l e a r n e d
how these shee ts were produced , however, ve became c e r t a i n
that t h e p r o c e s s o f d e c i p h e r i n g was one o f s u b t r a c t i n g t h e
a d d i t i v e group: f r o m the c i p h e r t e x t as received. The .
process o f d e c i p h e r i n g was t h e n s imp ly t h e r e v e r s a l o f t h e
enc ipher ins process. The c i p h e r t e x t rece ived was written
above the a d d i t i v e groups o f t h e d e c i p h e r i n g shee t and t h e
a d d i t i v e s u b t r a c t e d w i t h o u t c a r r y i n g f r o m t h e c i p h e r t e x t .
The r e s u l t i n g t e x t was p l a i n code v h i c h t h e code c l e r k
looked up in t h e code book a n d conver ted i n t o i t s German
e q u i v a l e n t .

5 . I n d i c a t o r enter: .--Th.ree main t y p e s of ind icators
appeared in 033 t r a f fi c . They a r e : (e) pad-sheet i n d i ‑
caters (c lear and disguised) and o t h e r e x t e r n a l a n n e x - i c e ) .

i n d i c a t o r s , (b ) com-measures i n d i c a t o r s , and ( c )
s p e c i a l i nd i ca to r s . ‘

‘Ihe c h a r a c t e r i s t i c s o f pad-sheet i n d i c a t e s can b e
c l a s s i fi e d o n t h e b a s i s o f t h e two networks o n which German
d i p l o m a t i c t r a f fi c was transmi t ted. t h e t r a f fi c on t h e
resolu- co'xosercial German D i p l o m a t i c network (0D!) u s u a l l y
h a d a l l ind icators in t h e c l e a r ; p a d - s h e e t i n d i c a t o r s on
t r a f fi c o n t h e S p e c i a l German D i p l o m a t i c Network (Glands‑
s t i n e anon), ve re g e n e r a l l y d i s g u i s e d .

a. Regular c o m e r c i s l German diplomat ic t m f fi c . - ‑
GEE t r a f fi c ' o n t h e German D i p l o m t i c fietvork h a d a l l i n d i ‑
cators in the c l e a r , b u t it cou ld be divided i n t o two t y p e s ,

11



D ° C I D = 43264795P64P-S-E-GR-E-‘FGR-E-firM- ._
' 43-1511:

, Des t ina t ion
259 s 10:10 119/117 12 5555 a; 111511211110 nu /Precedenoo
m m :IE mm: mm: 02639 91059 07963\

1100191311001 , .4
M o m ] ; 0011101

1000:5001-1110:- _
85959 40606 28806 41055 11286 41910 42614 31012 \ \ nny or 01100th

' 30532 50204 00819 0154.0 62580 21316 55709 31600

was 01011 10002 10010 6406'! 14961 22152 10000

95'!21 74528 38240 85719 W 74997 34532 86372

' 64582 52761 78619 98646 87018 12308 01555 25010

4 5 8 “ 70203 7532'? 74642 14154!8174E:!2566‘

20040 51755 25031 09206 1515 5204.5 14:77 91151

59254. 20213 77501 90052 94435 95560 45226" 210.6

70410 12400 40049 9610? 4071: 45909 33861 91931

11527 99100 01205 01541 09150 90250 11120 50672

53753 38929 17859 32388 80935 18828 38178 70263

\ n u t m m "
shunt 11161a l t a r

R n p o t t u o n  0 t
1011 ind icator

:1! ' b l t o k " t h a t : ‘
-  i nd ie -ku -

25010 86918 09504 66081 71232 1161752241@___mpouuon 0:
85983 22490 10532 03359 07021 35245 50300

24 ind ica to r
8 : !  m m  c h e a t

35017 04610 82177 0580‘ 00007 12900 65338 13752

40012 25636 00111 mam 33021 50292 13100 20028

06600 23227 90100 32227 10000 17189 40035 77991

00700 09104 55171 11971 11600 99487 1 4 3 . ‑

ENE

indica to r

R e p e t i t i o n  o f
3:! minute:‑

O r m p 0010111: to
I n t taunt-.01‑

s l y n t u r o

‘1.o.. t h o i n d i n t o r a n d i n t m n d m , d i s t i n c t from 1:110
'13:!“ i nduc to r. used f o r r o t - m o o to u n m t b l o nouns...

F igure 50. T h . 0unploto m a n g o ;

12.
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one h a v i n g pad-sheet i n d i c a t o r s r u n n i n g i n s e r i e s . a n d t h e
other h a v i n g p a d - s h e e t i n d i c a t o r s v h i c h d i d n o t r u n i n
s e r i e s . The t r a f fi c v i t h c l e a r s e r i a l p a d numbers had t h e
f o l l o w i n g charac ter is t i cs in t h e c l e a r : in te rna t iona1.ce11
s i g n s , s t a t i o n o f o r i g i n a n d d e s t i n a t i o n , message h u n t e r ,
da te of encipherment, f o u r - d i g i t p a d - s h e e t i n d i c a t o r s
r u n n i n g in s e r i e s (preceding each b l o c k or #8 g roups or
fi v e - d i g i t c i p h e r t e x t ) , a g r o u p count , and a s i g n a t u r e .
The group count vas a r i v e ~ d i g i t g roup composed o f t h r e e

. zeros i n t h e fi r s t t h r e e p o s i t i o n s and tvo d i g i t s g i v i n g
t h e number o f c i p h e r groups back t o t h e l a s t f o u r - d i g i t
i n d i c a t o r . F o r example , t h e fi n a l g roup 00021 would i n ‑
d i c a t e t h a t 21 groups e a r l i e r i n t h e message t h e r e appea red
o r s h o u l d appear t h e l a s t f o u r - d i g i t pad-sheet i n d i c a t o r .
The g roup count a lmOst a l w a y s f o l l o v e d t h e l a s t g r o u p o f
c i p h e r t e x t and preceded t h e s i g n a t u r e . A n example o f
t h i s type o f message i s p r e s e n t e d i n fi g u r e t . Another
t y p e of commercial p a d t r a f fi c h a d t h e some i n d i c a t o r
c h a r a c t e r i s t i c s w i t h t h e e x c e p t i o n t h a t t h e p a d sheet num‑
b e r s a r e t h r e e - d i g i t i n s t e a d o f f e u r - d i g i t and t h a t t h e r e
may b e a fi v e a d i g i t d i s c r i m i n a n t (Eggggggngj p r e c e d i n g
e i t h e r t h e fi r s t p a d - s h e e t number o r a l l o f t h e p a d - s h e e t
numbers. An example is g i v e n in fi g u r e 5.

The o t h e r t y p e o f t r a f fi c , t h a t w i t h n o n s e r i e l i n s
d i c a t o r s , on t h e r e g u l a r commercial German D i p l o m a t i c
Netvork h a d t h e s o - c a l l e d " f o u r - fi g u r e repeat“ i n d i c a ‑
t o r s f o r t h e pad shee ts . The t r a f fi c had t h e i n t e r n a t i o n ‑
a l c a l l s i g n s i n c l e a r , a s w e l l a s s t a t i o n o f o r i g i n a n d
d e s t i n a t i o n , e x t e r n a l s e r i a l message number, d a t e o f e n c i ‑
p h e r m e n t , g r o u p c o u n t , and s i g n a t u r e . The f o u r - fi g u r e '
pad-sheet i n d i c a t o r s coming a t tB-group i n t e r v a l s d i d n o t
r u n i n s e r i a l order and seem t o h e ve11 d i s t r i b u t e d , ap ‑
p a r e n t l y a t random. among t h e 10,000 numbers p o s s i b l e .
Because these i n d i c a t o r s d i d n o t r u n i n . s e r i e s , i t was
f o u n d necessary to r e p e a t them at EB‐group i n t e r v a l s so
t h a t g a r b l e s wou ld g i v e o n l y a minimum o f t r o u b l e . There‑
f o r e , t h e i n d i c a t o r s a n d r e p e t i t i o n o f t h e n a r e spaced

13



DOCID: 4326479

’ In te l -na t ions ] .

56 6.6 «W05 10160 :03 mm 3383 055/22656/59/10 smizn or
I or in

192 3-200/199 21505 am00or? 03111.3 Station or
> a m a l g a m

AWWLEKIIG BERLIN External mange
, nub i l ‑

Egzfifigm35621 70196 67290 9203:, 10390 07796 60956 63617 50.,of” m m
Jr ' i r l t pad s h u t

I. 1.1an (36 amps) 0:19.004 ' number

192 A118 2/50‘ .
Snead pad s h u t

08698 25815 761.57 65716 ‘13762 2155:. 30951 66202 70156 nunbur

a 121m (AD groups) emitted

192 : 0 3 3/50
Third pad 0 k m

02709 53365 30565521171116 1139c 3857:. 20993 57029 1761). m m :

h 11m- (60 group.) «mm
192 MB 6/1.?

. Fourth pad about
35006 00070 00616 51987 89631 56716 63761 89129 1.0632 numr
13832 07285 569‘ 57120 87378 30909 89079 78835 15212 98785
51060 81925 89055 23893 26063 07595 81361; 05905 1.6746 96053
18769 22671 161610 551165 3 7 m 168133 751151 20678 5996’» Group, 80W"- tD 130%
811.55 81553 761600 167865 816292 92280 ”mlfi i ‘fl“ pad t h a t lumbar

M ‘ ‐summ‑
fl g u r c t. A 6 m m 0 : : m u g . u n t ‘ o u tho OD]! w i th 0.21.0.1,de lho- t amen.‑



DOCID : 4326479

cw: m: nan 10310ch 339.3 181! 15037. (BA/05352

s a w n 326 379/378 18 1550 15m 00 1/50

1 1 m m m a m _

mam‐567a.29333 37796 1689115828 61599 05306

‘1. 11m. (38 groups) omitted

H I : 2/50 326 In?

38689 11111woulflfizssps 96m 95333 91296115153

In. l i n e : (1.0 group!) untied

rd: 3/90 326 m ' ,

9587? 07299 1 1 3 0 1 1 0 2 3 9 665116 05207 86979 17011

1.M n » (1.0 groups) omitted

HI 3/50 326 DIP

56917 29881 931175" # 6 1 5 7 3195:. 50717 98719 12395was 3313: 96920 01759 23933 70191 01169 12953 $069 57837
zoom mu. 29107 07637 25715 0.61.9 m1

AIBIABRTIG

Kenny-app.

Turn-digit pug. nunbor ‘

Row.19.1021 of konngruppo

9.10ch page nutter

r um 5 ‘ A 632 m u m « a t a n the G M with u r n ] . t u r n - d i g i t ind ica te" .
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nocm: 4 3 2 6 4 7 9 T o r ‐ W W

t h r o u g h o u t the c i p h e r t e x t thus: ' “ 2 2 1 . . . . { 5 8 groups o f c i p h e r
t e x t ] 4221 0958....H8 y o u p s of c i p h e r tex t ] 0953 7203....
[ # 8 groups or c i p h e r t e x t ] 7203 61466....[21 groups of c i p h e r
t e x t } 0021 [group count hack to t h e I n s t i nd i ca to r } 6166
SIGMTURE. An example or t h i s t ype of message is g i v e n in
r m » 6 and 5 .

b . A k ind i t t r a f fi c 9 5 b o t h i n t e r n a t i o n a l £ 4
c landes t ine c i r c u i t s . - - Tr s . t fi e w i t h n o n s e r i e l p a d - s h e e t
i n d i c a t o r s s l s o appeared w i t h o the r c h a r a c t e r i s t i c s , b o t h o n
the r e g u l a r c o m e r c i s l n e t and t h e S p e c i a l German D i p l o m a t i c
Network . li'he c a l l s i g n s , therefore, n i g h t be either inter- '
n a t i o n a l t r i g r e p h i c c a l l s i g n s o r l e t t e r - d i g i t - l e t t e r d i s g u i s e s .
(Appendix A c o n t a i n s a summary o f t h e system o f d i s g u i s i n g
c a l l s i g n s o n t h e sons, some means o f p e n e t r a t i n g t h e d i s ‑
g u i s e , and some remarks o n t h e o p e r a t i n g s i g n s l s used.)
I f t he i n te rna t i ona l c a l l s i g n s were used, t hen t h e s t a t i o n s
o f o r i g i n and d e s t i n a t i o n wou ld h e i n t h e c l e a r . I f t h e
l e t t e r - d i g i t - l e t t e r d i s g u i s e s were used. n o o t h e r d e s i g ‑
n a t i o n or s t a t i o n appeared. ‘

O n t h i s p a r t i c u l a r t y p e o f t r a f fi c , t h e r e u s u a l l y o c ‑
cu r red t h e s p e c i a l ' d i ‘ s c r i n i n a n t REHAX, a f t e r t h e ex te rna l
use-sage mmbc i ‘ and t h e d a t e o f e n c r y p t n e n t . A l l o t h e r
i n d i c a t o r s except the s i g n a t u r e unusl ly came i n t h e c l e a r .
There use one d i f f e r e n c e between t h i s t y p e o f n o n e e r i s l
i n d i c s t o r t r a f fi c a n d the ”four-figurearepeat“ t r a f fi c ,
a n d t h a t was t h e feet t h a t t h i s t ype o f t r a f fi c never
seemed t o repeat t h e i n d i c a t o r f o r check ing pu rposes . A n
example o f t h i s t y p e o f t m f fi c is presented in fi g u r e 7 .

c. T r a f fi c an 52 amcisl G e m Diplomatic .
mw-On t h e S p e c i a l German D i p l o m a t i c l e t , t h e clandestine
l i n k , in a d d i t i o n "to t h e 1 m m t r a f fi c a l r e a d y descr ibed,
f o u r types o f i n d i c a t o r s occurred ( 1 ) f o u r - d i g i t i n d i c e t o r s
d i s g u i s e d by means of convers ion measures i n s t i t u t e d on
2 A p r i l 191m. vh i ch re ta i ned in e f f e c t u n t i l 10 A p r i l 1933;
( 2 ) f o u r - d i g i t i n d i c a t o r s diamised b y sienna o f c o n v e r ‑
s i o n measures i n s t i t u t e d o n 1 0 A p r i l 1 9 " } . which remained



D O C I D : 4326479

mm'as 10/9/lo3 was/was 1336“
" 0 1 5 3 3 5 4231mm 1 00005

m  W W W
27562 11297 25633 381.21 95595 2.2075 37711 27165 “$233?“

1;l ines (”fix-cup.) m u d mum» o f fi r s t
was msa‘fig32996 71005 39996 1.0593 1.1026 1.8650 m u m : ‑

Saconq maul-1A1
L 1 1 m 0.!) sump.) m i t t - d indicator

27960 - [ 1 E = r Rupouuon of ueond
indie-tor

Ham-I 6. A GK! I ' l l l g o « a t on the 00! w i t h nous-rial i n d i u m " .



D O C I D : 4326479

Egan Bra/1m 9810 ms 539.3 Duncan USCl/O3610/JA

EA105 IDS4/50

@E@18258 36965 65987 65966 61.75:. 09366 82695 22359

I 1; l i ne - (1.0 groups) canted

n 2%?

-78873 25915 58508 1.0001 13?18 97051 532m. 9 7 m 8299:.

1.11m- (39 group.) omitted

H 3/06

@973” 01.769 23399 95511.

Figure 7 A 035 m u g . with I R M : 1 1 : c h a n

SOD?! « 11 sign disguise:
A c u n h n

(Note: No t h a n of
o r ig in o r d u c m u o n )

0 1 - 0 ? t h

P in t . numeral. unraputod
' pad shut. m i m e :

Sound indium:‑

Third i n d i u m

(Note: Ito Iignlbure)
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i n e f f e c t a t c m s t a t i o n s u n t i l t r a f fi c c e a s e d i n A p ‘ r i l
1945; ( } ) i n d i c a t o r s d i sgu i sed b y t h e c h a i n addition, and
( 4 ) i n d i c a t o r s d e r i v e d f r o - t h e fi r s t , second, a n d n o t
g r o u p - o f t e x t .

n o f o r t h e fi r s t t y p e , o n 2 A p r i l 191w, w e r e a d i n t h e
0280 system, a message from B e r l i n to Dubl in g i v i n g comple te
d e t a i l - ror t h e d i s g u i s e o f p a d - s h e e t i n d i c a t o r e i n GEE
t r a f fi c . ( I n 1 9 December 19131, a message i n s t i t u t i n g t h e
cane measurec of d i s g u i s e u s e cent f r o m B e r l i n to a l l
s t a t i o n s o n c i r c u l a r l i n k s . (The message f r o m B e r l i n t o
D u b l i n was not. complete; therefore. t h e f o l l o w i n g t r e n ‑
c o r i p t i o n . o f t h e Ice-ease i n h e n the 1 9 December 19h].
vereion.)

Prom: B e r l i n I n t e r c e p t S t a t i o n : 7
' l o : B roadcas t(C i r cu la r ) I n t e r c e p t D a t e : 21 Dec ”#1
D a t e : 19 December 19131 1
S y s t e m ( 1 8 0 - , , 7 _ _
Incense l o . : mm 1095 . . . _ _ _
Keyword : 113110813! ' ' ‘
2 m : 2020?

C o n fi d e n t i a l F e t t e r 3 . m m 1095. 1 9 December 1 9 “ .
S e c t i o n 0 or t h e Decree ma Zn 387, Secret Government

letter/39 (Decree or 1 Hey 19u1)
r e l e g r c n c p r o c e e d i n g f r o m B e r l i n v i e s e c r e t r a d i o

cmnnele v a r y f r o m t h e customary te leg raph ic t u r n so r e l i e v e :

a .  me  address  i s  om i t ted .
1:. H u n t e r, d a t e , r e f e r e n c e , end s i g n a t u r e e r e '

s e c r e t l y enc iphe red . ‘
c . I n t h e case o f e p e o i e l p r e s s r e p o r t s m m ‑

m menu-bare a r e d i s g u i s e d (three-figure page numbers,
a s p r o v i d e d f o r t h e r e d , y e l l o w , v i o l e t , e t c . volumes, are
n o t diegniled). (Only at p o s t ! which u s e t h e SPAREASSUIO
« m a m m a l : I n u e i n g t h e l o v e r h e l t o r e p e g e
B e r l i n omits t h e open word "WEI"!
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Conversion or t h e d i s g u i s e d page numbers i n t o the o r i g ‑
i n s ] . page mmbors : Look up t h e t o u r fi g u r e s o f t h e d i e ‑
g u i s e d page m m b e r i n o r d e r i n t h e f o l l o w i n g c o n v e r s i o n
t a b l e and r e p l a c e each o r them b y t h e fi g u r e s t a n d i n g t o
i t s r i g h t i n t h e t a b l e .

c m s m n m e m : o . 3 , 1 . 7 , 2 . 9 , 3 - o , u . 6 ,
5 - 8 . 6 - u . 7 - 1 , 8 - . 5 . 9 . 2 .

Under t h e f o u r fi g u r e s ob ta i ned f r o m t h i s conversion
w r i t e i n order t h e fi r s t f o u r fi g u r e s o f t h e fi v e - t i g e r s
group f o l l o w i n g i m m e d i a t e l y upon t h e d i s g u i s e d page lumber
i n the t e l e g r a m . S u b t r a c t these f o u r fi g u r e s a c c o r d i n g ' t o
t h e method or SCEUESSELS‘IBTRAHIOI [1 .0 . . , v1 thou t c a r r y i n g
tens ] f rom t h e f o u r fi g u r e s s t a n d i n g shove them. The f o u r ‑
r i g u r e number which r e s u l t s i s t h e d e s i r e d o r i g i n a l page
number. ‘ ‑

E rm le  :

B e g i n n i n g o f e t e l e g r a m w h i c h h a s a r r i v e d w i t h
d i s g u i s e d page-number: "7189 13267 etc. l l

7189 by means or t h e u n e c n ' m r m [conve rs ion t e e n ]
is converted i n t o 1752. 1752 minus 1326 g i v e s t h e o r i g i n a l
page number, M36. .

This method o r enc iphe rnen t end d e c i p h e r n e n t i s
n e e d l e s s l y compl ica ted, however, because t h e sense process
can be per fo rmed in a s i n g l e o p e r a t i o n by t h e use or e
conversion square, reconstructed in t h e mas and c e l l e d t h e
O l d conversion Square . The c e l l is i d e n t i fi e d by row and
column co-ord ins tes ( t h e fi r s t a n d second d i g i t s , r e ‑
s p e c t i v e l y , o r t h e dinone) .

2O
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g l g m n v e r e l o n a u a m

0 1 2 3 : 5 6 7 8 ! )

0 3 . 2 1 0 9 8 7 6 5 h o
1 7 6 5 1 1 3 2 1 0 9 8 3
2 9 8 7 6 ‘ 5 h 3 2 1 0 2

.  3 0 9 8 7 6 5 n 3 2 1 3
u 6 5 k 3 2 1 0 9 8 - 7 u
5 8 7 6 5 3 5 3 2 1 0 9 5
6 & 3 2 1 0 9 8 1 ‘ 6 5 6
7 1 o 9 8 7 6 5 ’ t 3 2 7
8 5 4 3 2 1 , 0 9 8 7 6 8
9 2 1 0 9 8 7 6 5 h 3 9

0 1 2 3 1 5 5 6 7 8 9

D e c i p h e r e d . t h e f o u r - d i g i t m a t e r M36 i s t h e o r i g i n a l
page m m b e r, a n 111 u e t r e t e d . . when a l l p a d sheets o r 3
g i v e n message have b e e n u n d l e g t n e e d , t h e r e s h o u l d r e s u l t
0 c l e a r s e r i e s of pod-sheet m o r e . m. t y p e or t r e s t l e

. h a s S p e c i a l German D i p l o m a t i c le t te r - ra is i t - le t te r c a l l
s i g n s , n o s t a t i o n s o r o r i g i n and d e s t i n a t i o n i n d i c a t e d i n
a n y o t h e r f a s h i o n , n o e x t e r n a l message m m b e r o r d a t e o f

wacryp tnen t in c l e a r , b u t t h e r e 13 a group count a t t h e end
or t h e message g i v i n g the masher of groups to t h e l e n t f o u r ‑
fi g u r e i n d i c a t o r . A t y p i c a l mousse 1'.- 51ven i n fi g u r e 8 .

21
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” A l l “ 1 6 1 3“BUST 1.951

[figsmc (9880ms) sum-refit. 331131120

an: m 1/69

‘ @996” 2.917 87695 #3536 31.569 13756 99053 31.1.56 01.736

1.11m: (39 paupn) o u t t a :

2/69 '

-76z13 181782 31272 65510 8291.2 67592 86736 894.20 654.97

1: 11m: (39 groups) omitted

3/69 .

@367 51.273 201.98 7399:. 07503 0221.8 71.6199 6952 07659

141.111” (39 groups) m i n e d

L/k9

[3‘93] 59969 50860 M716 M618 35362 18572 68672 20759 7 2 w

‘ a 11m» (39 groups) 0 1 d e

5/25 '

- @7738mu. 66709 29719 31.30:. mm 02345 39076 95186

5076: 9259a 0621? 71321
M998 17718 86553 736% £55? 3603!» 71.13 837736 76039 06873

m a u l - m u m :
Lisbon

(NOTE: No s ta t i on in
- e l m

(37101158 ” 0 5 )

Second disguised implantat‑
(xi-1d: 103%).

-!'h:l.rd disguhod indicator
(yields 1.307)

Fourth d i s g u i u q i n i t i a t o r
( m m 6308)

am: 416mm indicator
( y u m 1.309)

Group count to h o t
i n fl a t e : ‑

rmn a. A '02: m u g s sent. an an son: w i th a n g i n a a n d indicator.

. u m disguised indicator I
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Concerning t h e second t y p e .of BGDRJ‘ message, on
9 l a r c h 191+), B e r l i n sent a message (Multex l o . 230) ' t o

. a l l s t a t i o n o n the c i r c u l a r l i n k s g i v i n g - t h e am: measures
f o r the d i s g u i s e o f f o u r ‐ fi g u r e pad -shee t numbers ; These
measures went i n t o e f f e c t . o n 1 0 A p r i l 19%). A t r a n s c r i p ‑
t i o n o f t he p a r t s o f t h e message w h i c h have re fe rence to
O E f o l l o w s : »

F r o m Ber l i n (AUSWAERTIG)
1'0: C i r c u l a r
D a t e : 9 March 1 9 ” }
GEO

HUNTER #230
Class ified Mat ter  B.
In connect ion w i t h M u l t a n #209 of the 4 th .

S e c t i o n B : Measures f o r d i s g u i s g g telegrams £155
‘ o t h e r o f fi c e s g o n g - g o d v i a s p a c i a l channels.

1 . I n o r d e r t o p r e v e n t f o r e i g n a u t h o r i t i e s f r o m
- 1 d a n t i r y i n g t h e r a d i o s t a t i o n w i t h t h e h e l p o f t e l e g r a m s
w h i c h a r r i v e i n t h e normal. o f fi c i a l manner and l a t e r must
be f o r w a r d e d to t h e (7depertment!) or to an o f fi c e a b r o a d
v ia . s p e c i a l channels , t h e f o l l o w i n g is to be r i g i d l y
observed:

2. P l a i n t e x t or nonsecretl: e n c i p h c r e d te leg rams a r ‑
r i v i n g v i a normal o f fi c i a l channels a r e t o b e s e c r e t l y en‑
c iphored and d i sgu i sed b e f o r e b e i n g forwarded to another o f ‑
fi c e V18. s p e c i a l channels.

3 . S e c r e t l g e n c i p n e r e d t e l e g r a m s a r r i v i n g v i a n o r m a l ,
o f fi c i a l channels o r v i a s p e c i a l channels, b e f o r e f o r w a r d i n g

‐ ' v i a s p e c i A l channels t o a n o t h e r o f fi c e , are t o h e d e c i p h e r e d ,
r e - e n c i p h e r e d , ( w i t h new keys), and d i s g u i s e d .

1m: S p e c i a l sex-nan D i p l o m a t i c s e t (sons) vas a s p e c i a l
p r i v a t e ne twork e s t a b l i s h e d b y t h e Germans t o c a m t h e i r
d i p l o m a t i c t r a f fi c e x c l u s i v e l y ; i t had i t s own c a l l s i g n s
and procedures . I

s 23
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It. I t t h e d e c i p h e r i n g o r s u c h 3 t e l e g r a m i s n o t p o s ‑
s i b l e a t t h e f o r w a r d i n g o f fi c e b e c s u s e o f t h e l a c k o f t h e
r e q u i r e d s e c r e t c i p h e r m a t e r i e l , t h e t e l e g r a mi s fi r s t t o
b e d i s g u i s e d i n t h e normal m a n o r s o t h a t i t c o n s i s t s o n l y
o f r i v e - d i g i t g r o u p s . . . .

S e c t i o n g : R e m v s l 9;; t h e d i sgu i se i_._n, “ l a m
sent 'm 2.15.922 channels.

1-. T e l e m a r r i v g g t r e e ; t h e f o r e i g n o f fi c e .

C o n v e r e i g Ta b l e : 1 . L i n e : 0 2 h 6
. 2 . L i n e : 9 3 7 1

Il'he 5 numbers or t h e second l i n e a r e to be p l a c e d
d i r e c t l y unde r t h e 5 numbers o f t h e fi r s t l i n e .

1 . Te leg rams a r r i v i n g f r o m t h e F o r e i g n O f fi c e V16
s p e c i a l channels have o n l y . . . . changes in t h e otherwise
cus tom: e x t e r n a l t o r n . . . .

2 . O n l y these a r e not t o b e d i s g u i s e d .

A. In t h e case or 3 0 m m (01713)} The gour‑
d i g i t p a g e musbers . . . . a r e n o t d i s g u i s e d . . . .

3 . Und ismisLng 953E 2 3 3 number . . . .

A . The t o u r - d i g i t s o r t h e d i s g u i s e d page number a re
to be l o o k e d up in t h e above‐mentioned conversion t a b l e
a n d a r e t o b e r e p u o e d b y t h e numbers e i t h e r above o r below
t h e n .

B . Each o f t h e fi r s t f o u r d i g i t s o f t h e fi r s t s e c r e t ‑
t e x t g roup , which f o l l o w s i m a d i s t e l y upon esch o r t h e page
numbers to be decipher-ed, is to be m u l t i p l i e d by 2. The
r e s u l t s o r t h e m l t i p l i c s t i o n u o n i t t i n g poss ib le t e n s p l a c e s
whim m i g h t come o u t ( 2 x 0 . 0 , 2 1 3 - 5 , 2 1 5 - 0 ,
2 x 8 - 6, etc . ) - -a . re w r i t t e n doom as s t o u r - d i g i t group
a n d c o n v e r s i o n t a b l e .

2!.

W
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c . The f o u r - a u g l t number a s g i v e n i n B i s t o b e
subtracted . . . . f r o m t h e f o u r - d i g i t number obta ined in
A . The t o u r - d i g i t number t h u s o b t a i n e d i s t h e des i red
o r i g i n a l page u m b e r .

D . m : B e g i n n i n g o f a te legraas v i t h a n e n c l ‑
p h e r a d page number : 7189 #0856 and. so on . 7189 is c o n ‑
ve r ted to £650. The fi r s t f o u r d i g l t s o f #0856. after
b e i n g m u l t i p l i e d b y 2 , r e s u l t i n 8050. 8060 i s c o n v e r t e d
t o 5919. #650 minus 5919 g i v e s a s a . r e s u l t t h e o r i g i n a l
page number 9741. ‑

A g a i n , t h e same example g i v e n in t h e message can be
p e r f o r m e d b y t h e f o u r - fi g u r e i n d i c a t o r b y means o f a . c i p h e r
square, reconst ruc ted in t h e ASA and ca l led t h e £9!
Convers ion yum-e, g i v e n below; t h e c o i l i d e n t u ' l e d by t h e
row and column o o - o r d i n a t e s ( t he fi r s t and second d i g i t s ,
r e s p e c t i v e l y , o r t h e digraph) g i v e s the p l a i n i n d i c a t o r .

1 2 3 k 5 6 7 8 9 0
1 5 9 5 1 7 3 9 5 1 7 1
2 0 6 2 8 1 + 0 6 2 8 k 2  .

3 9 5 1 7 3 9 5 1 7 3 3
1 7 4 0 6 2 8 1 7 0 6 2 8 !
5 5 1 7 3 9 5 1 7 3 9 5
6 8 1 7 0 6 2 8 4 0 6 2 6

7 1 7 3 9 5 1 7 3 9 5 7
8 2 8 h 0 6 2 8 k v 0 _ 6 8

9 7 3 9 5 1 7 3 9 5 1 9
0 6 . 2 8 b 0 6 2 8 4 0 0

1 2 3 h 5 6 7 8 9 0

25
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Thus, Enc iphered i n d i c a t o r 7189
F i r s t g r o u p o r c i p h e r t e x t £0856
P l n i n i n d i c a t o r 9 ? “

This i s t h e o r i g i n a l page number a s i n t h e i l l u s t r a t i o n .
when a l l p e d - s h s s t i n d i c a t o r s o f a g i v e n nesss'ge, have been
d e c i p h e r e d , t h e r e s h o u l d r e s u l t a . c lear s e r i e s o r p o d - s h e e t
numbers. This t y p e of t r a f fi c has e x a c t l y t h e sane e x - _
t e r n s l c h a r a c t e r i s t i c s , a s t h e t r a f fi c ' v i t h p a d - s h e e t i n d i ‑
o s t o r s d i s g u i s e d by t h e 0111 Conversion Square. See fi g u r e 8.

The t h i r d t y p e came w i t h o n l y r i v e - d i g i t g r o u p s , i t s
p a d sheets b e i n g d i s g u i s e d b y c h a i n a d d i t i o n ; i t had l e t t e r ‑
d i g i t - l e t t e r d i s g u i s e d c e l l s i g n s , n o e x t e r n a l message
number, n o d s t e o r e n o r y p t n e n t , n o group count, a n d n o
s i m t u r e i n c l e a r .

The method o f d i s g u i s e i s one based o n t h e fi f t h GM!
of t h e message. T h i s fi r t h g roup is in r e a l i t y thefirs t
group o r c i p h e r t e x t , t h e fi r s t f o u r g roups b e i n g p a r t o r
t h e d i s g u i s e d i n d i c a t o r . T h e ec h e g _ _s u n i s a number formed
b y a d d i n g s u c c e s s i v e l y t h e d i g i t s 01 ‘ -t h e i n d i c a t o r ( t h e
fi r s t to t h e second, t h e second to t h e t h i r d , a n d so on.
u n t i l t h e l a s t which i s added t o t h e fi r s t ) t o p r o d u c e 3
fi v e - d i g i t nunbe r. I n the dec ryp tnen t , such s d i sgu i sed
fi f t h group is subtracted f rom the fi r s t g r o u p of t h e nes ‑
sege; t h e c h a i n sum of the fi r s t y o u p , f r o m the second
g r o u p ; t h e c h a i n sun 01' t h e second group f r o m t h e t h i r d ,
s n d t h e c h e i n s u m o t t h e t h i r d y o u p t r o m t h s f o m t h . The
r e s u l t o f these processes w i l l be : fi r s t a d i s c r i m i n a n t ,
123 :5 , vhich i n d i c a t e s t h a t t h e t r a f fi c i s GEE t r a f fi c ;
second a. g roup composed of A sum check ( the fi r s t d i g i t )
o f t h e p o d - s h e e t number a n d t h e f o u r d i g i t s o f t h e p a d ‑
shee t number; t h i r d , s r e p e t i t i o n oi’ t h e second group (sun
check and p o d - s h e e t number); and f o u r t h , s Sch lussggpm
( l i t e r a l l y , c l o s i n g group), composed o f t h e d s y o r t h e
month i n t h e fi r s t t v o d i g i t s , s zero , and t h e group
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count e i t h e r t o t h e next s e t o f i n d i c a t o r s o r t m t h e end o r
t h e message. An e x a s p l e f o l l o w s :

1 2 3 k 5
F i r s t fi v e groups or message: 39667 87676 15770 6.6a19//93u93
c h a i n sun o r t h e 5 m g r o u p : 2.722 ( fi r s t
P l e i n d isc r im inan t . 12345 s u m p a :
Chain sun o r t h e fi r s t g r o u p : w - c i p h e r
Bun check and pad-sheet number: 62h166 t e x t )
C h a i n sum or t h e second group: we!
R e p e t i t i o n o f sum check a n d p e a ‐ s h e e t n o . 62! 6
Chain sum o r t h e t h i r d g r o u p : 62%11
Date and g r o w count : “ 0 & 8

5 3 r d , 54 th , 5 5 t h , a n d 56th groups: 11608 99026 83223 #68115
C h a i n sum o r t h e 56th g r o u p : u9261 ( fi r s t
Sun check a n d n e x t pad -shee t number 724%? groups
Chain sum o f 53rd g roup : .m2 o f c i p h e r
R e p e t i t i o n o f sum check and p a d - s h e e t no. new t e x t o r

' , Chs in sum of 511th group: Q2335 and pea
D s t e and g roup count: M M B sheet)

Next. 1&8 groups r e m o v i n g , b e g i n n i n g t o count w i t h the 56th
g r o u p - w h i c h i s r e a l c i p h e r t e x t - - t h e r e e r e s i m i l a r m u ‑
ce to rs . Groups 101}, 105, 106 a r e t h e ex t re tex tua l g r o u p s .
and group 107 i s the fi r s t g roup o f c i p h e r t e x t o f t h e n e x t
p a d sheet and is n e e d to make t h e fi r s t chain s u n . The
d isc r im inan t 12%5, does n o t appear in a n y o r the s u c c e e d i n g
se ts of extretextuel groups f o r t h e o t h e r p a d s h e e t s in t h e
message. T h e r e f o r e , the mnsher o f ext ra tex tua l groups

. i n v o l v e d i n t h e d i s g u i s e o r t h e fi r s t ped -ehee t i n d i c a t o r s
i s fi v e , and i n t h e d i g i t s o r a l l o t h e r p a d cheats i n t h e
message, t o u r . The fi g u r e 9 g i v e s an example or M53880!
o r t h i s t y p e .

The method o f d i s g u i s i n g p e n - s h e e t numbers b y c h a i n
a d d i t i o n went i n t o e f f e c t o n 1 0 A p r i l 1 9 " } . t h e same date a s t h e
i n t r o d u c t i o n o f t h e new conve rs i on measures f o r t r a f fi c
w i t h f o u r - fi g u r e pad-sheet i n d i c a t o r s . The messages were
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on DE06 J65

n w 1/50

1 ‘ 2

3790:. 71.12?

75669 553a:

1232.5 2/9355

M 2/50

$ 3 ” xmu

2822? 22859

10.85385 83113

31.319

15w. .

2/9355

53 5h

21.091

3/9356

62576
M9357

can 274mm ash/10099

5

WEN

(his group omitted)

55

£2.33
22m
27W
105

58300
19053

M9357

sum c a l l 51508 3 Anna

Group 1 - discriminant
Grmaps 2,3 . padnhoal‘. number

preceded by sun check
Group I. - date And group count
Group 5 I fi rs t . group cipher

taxi:

11909

56

63259 89360
(1.2 group. m i n d )

1% 107
5831.3 975m 89898 Third pad-shoot i n d i e - t o r
21322mus

Second pad-shut indicntor

Figure 9. L 688 manage an: on the soon with disguilod indicator md data
and group count preceding the b u t .
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s e t f o r t h a r e g i v e n i n t h e a p p e n d i x t o t h i s section. B e r l i n
sent these messages to a l l s t a t i o n s on circular links". And,
fi n a l l y , a f o u r t h t y p e o f t r a f fi c v i t h o n l y fi v e - d i g i t
g roups was u s e d b y s t a t i o n s o f t h e S p e c i s l n e r s s m D i p l o m a t i c
Network i n 191.2 and 1 9 4 } : i t h a d d i sgu i sed l e t t e r ‐ d i g i t ‑
l e t t e r c a l l s i g n s , n o s t a t i o n s o f o r i g i n o r d e s t i n a t i o n i n
c l e a r . no g roup c o u n t in c l e a r , no message number or d a t e
i n c l e a r , and n o i n d i c a t o r s i n c l e a r . .

I f t h e fi r s t fi v e - d i g i t group o f such 5 message i s
sub t rac ted f rom t h e l o s t fi v e - d i g i t g r o u p , d i g i t f o r d i g i t ,
t h e r e s u l t i s t h e e o - c e l l e d ach lussggum. c e n t e i n i n g in
i t s fi r s t two d i g i t s t h e d a t e of encryptnent; in i t s t h i r d
d i g i t , s . ze ro ; end i n i t s l o s t two d i g i t s , t h e group count
t o t h e p o s i t i o n o f t h e l o s t p a d - s h e e t i n d i c a t o r . The p o d ‑
sheet i n d i c a t o r f o r the fi r s t p a d shee t i s f o u n d b y sub‑
t r a c t i n g t h e fi r s t d i g i t o f t h e second fi v e - d i g i t p o o p i n
t h e message s u c c e s s i v e l y f r o m d i g i t s 2 , 3 , ! , end 5 o f t h a t
g r o u p . The second p o d ‐ s h e e t i n d i c a t o r r e s u l t s f r o m the
some p r o c e s s p e r f o r m e d o n g r o u p 51. The p a d sheets when
u n d i s g u i s e d , should y i e l d e c l ea r s e r i e s . The e m l e
g i v e n i n fi g u r e 1 0 h a s t h e o r i g i n s ] . p o d - s h e e t number w r i t t e n
above t h e g roup f r o m wh i ch i t r e s u l t s .

6 . 3.39%: measures ( s m f u s g g g ) . - ~ I r a message t o
be enciphsred in GEE d i d no t happen to be an exact m u l t i p l e
o f 1&8 g roups o f code ( the number o f g roups on t h e pad ' . _
sheet), t h e shee t was n o t c o w l e t e l y used. t h e German
F o r e i g n O f fi c e f e l t i t n e c e s s a r y t o s e t u p economy measures
f o r t h e purpose o f mel t ing use o f a l l t h e groups o f a d d i t i v e
l e f t over on t h e sheets at t h e end of messages n o t exact
m u l t i p l e s o f 1&8 g r o u p s .

m e fi r s t o f two a t temp ts a t u s i n g the l e f t - o v e r g r o u p s ,
a n a t t e m p t t o n u k e use o f on. g roups o f a d d i t i v e o n each
s h e e t , p r o v e d unsuccess fu l a f t e r some t i m e because t h e con‑
p l e x i t y of t h e measures confused t h e code c l e r k s ; t h e second
a t t e m p t , which proved successfu l , was designed to make use
o f h a l f sheets o f a d d i t i v e .

,s ' 29
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SGDN ( a l l “ an .
000 ”@8383 12710 ms11. 1112 13/3

136 l 1/50 in M h a
2: P t. -n no author

59858 09095 88718 31007 73271 91953 15097 12610 72353
m u m " : 2 1 m pad‑

‘ _ l. 11:10: (1.0 group) omitted that. u n b u ‑

2/50 ‘
:7 8.0001 yaw-shut. nwbor

89711 88819 39991 28356 01818 70817 80632 97312 3630: .

3 1111” (30 groups) m i t t “ !

71255 98102 21216 60305 87738 55618 56029 11500 66806

3/36

12565 2751.6 1127116390 58993 01997 95188 01159 32889 88759

09551 10116 58519 61025 52188 12201 99129 55500 87866 06115

85938 69179 38620 1900:. 71881 00760 01685 71.308 05279 6551:.

70588 1.5519 10529 80312 ”MW‐ ~ ‐ ‐ ‐ ‐ ‐ 1 . m . group o fmanag‑
163-! ” i t " . group ofm u g .
' Schluugmppo

gum‐mm put-shut . mile:‑

u p " 10. 11GE m u g . " a t an tho 30011 with dumb-d indicutou mm
the disguised mo and group count ct. an. end.
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The d a t e f o r t h e i n s t i t u t i o n o r the fi r s t n o t or.
amneeygs measures in n e t c e r t a i n . t h e fi r s t e v i d e n c e
i n t h e way o f e x t e r n a l i n f o r m a t i o n about theee e a r l y
measures, however, came in a n e u a g e s e n t in GEO on 3 ,
F a b r m r y 19150:

F r o m B e r l i n (CIRCULAR)
To : Guatemala, Mexico
D a t e : 3 F e b r u a r y 1950
03c (Keyword: m y )
h o m a g e lumber : 30
in i n d i c a t o r or t h e g r o u p or t h e BAMBI-12F! w i t h w h i c h

y o u b e g i n enc iphe rnen t i s necessary even when t h e t e l e g r a m
b e g i n : w i t h t h e t h a t g r o u p o f a new MATE.

The measures were used, a p p a r e n t l y, o n l y f o r t h e S o u t h
Amer ican, C e n t r a l American, a n d Mexican s t a t i o n s . The'
i n d i c a t o r used f o r d e e i m n t i n g t h e y o u } ; o r t h e pad s h e e t
m a .fi v e - d i g i t group. The fi r s t d i g i t o f t h e g r o u p
i n d i c a t e d which L i n e o f t h e p a d ehee t t o b e g i n w i t h , e n d
t h e second d i g i t gave t h e m m h e r or the group in t h e l i n e .
The b u t t h r e e d i g i t s o f t h e group were nu l l s s e l e c t e d
a t random by t h e c l e r k . Fo r example , i f i n t h e fi r s t two
usee or t h e p a d eheet, 0:11: 3} g roups or t h e eheet were
u s e d , t h e t h i r d use o r t h e pad. s h e e t would b e g i n w i t h g r o u p
number 34. The i n d i c a t o r s f o r such a . s i t u a t i o n mien b e
3073 614972 m m , m e a n i n g t h a t t h e t h i r d use ( m m ) o r p a d
sheet 3073 was begun w i t h the s i x th l i n e , f o u r t h group ( 6
groups to a . l i n e ) .

B e g i n n i n g 6 September 1 9 M , however, new economy
measures were i n s t i t u t e d . The d e t a i l s o r these measures
came in a. CEO message or the em d a t e (presented in t h e
a p p e n d i x o r t h i s sec t ion ) . A c c o r d i n g to t h i s system, t h e
l o w e r h a l f o f e a c h incomp le te l y used pen shee t we- to he
u s e d b e g i n n i n g w i t h l i n e 5’; t h e word "21:91" was t o se rve
a s a w a r n i n g o f t h i s . The p a d ‐ s h e e t i n d i c a t o r s f o r t h e
S p y - m u g s measures would b e l i k e t h e f o l l o w i n g : 3089
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Z u e i 21105 1 . 6 . . t h e second. u s e m f t h e pea shee t 3089Ibegen
w i t h t h e fi r s t g r o u p o f t h e fi f t h l i n e o f t h e p a d sheet a n d
t h a t t h e fi r s t g r o u p of c i p h e r t ex t produced by t h a t e n c i ‑
p h c r w e n t was 21105. The measures remained. in e f f e c t u n t i l
15 January 195.

7. S e c u r i t y classifications, p r i o r i t y des ignat ions,
etc.--The r e l i e v i n g t y p e s of e x t e r n a l designet ions r e c e i v e
a t t e n t i o n b e c a u s e t h e y fi g u r e in t h e e x t e r n a l appesrence
o f G E t r a f fi c : ( s ) s e c u r i t y c l a s s i fi c a t i o n s , ( b ) p r i o r i t y “ r
d e s i g n a t i o n s , ( c ) a d d r e s s e s , ( d ) d i s t r i b u t i o n d i r e c t i o n s ,
( e ) spec ie ] . d i s c r i m i n a n t s , and (1') s p e c i a l volume and
s p e c i a l - u s e i n d i c a t o r s .

3. Securitzclassificationm-wn 22F e b r u a r y 19%},
we read in t h e b a c k l o g o f use a message sent on 13 lovsnher
1910, c o n t a i n i n g s e c u r i t y c l a s s i fi c a t i o n . The message
contained s p e c i fi c d e fi n i t i o n s of Verschlussseche A, Q, and
g ( c l a s s i fi e d matter A , n , m a c ) . c a t e g o r i e s o f c l a s s i fi e d
m a t e r i a l which correspond in many r e s p e c t s to ou r c l a s s i fi ‑
c a t i o n s R e s t r i c t e d , C o n fi d e n t i a l , a n d S e c r e t . '1'hese c l a s ‑
s i fi c a t i o n s were enciphered. i n G E messages a n d never
a p p e a r e d i n t h e c l e a r . They f r e q u e n t l y s e r v e d a s c r i b s a n d
so deserve mention h e r e . The message s e t t i n g up these
c m s i fi c a t i o n s i s r e p r o d u c e d i n t h e appendix t o t h i s s e c t i o n .

Prev ious t o 23} A p r i l 1941, t h e d e s i g n a t i o n s Ve r t r s u l i c h
(Confident ia l ) , Oeheim (Secret) , S t r e m t Oehein (nest
Secret) and Geheime Reiohsseche (Secret Government Hat te r )
h a d been author ized to be sent in t h e c l e a r as cussification
f o r m t e r i s i sent i n e i t h e r 080 o r GER. A f t e r 2 ‘ A p r i l 1 9 H ,
however, t h e d e s i g n a t i o n s V e r t r q u i e h .snd g m ; Gehein '
were d i s c o n t i n u e d , a n d t h e system o f c l a s s i fi c a t i o n a s
s i m p l i fi e d t o one o r d e s i g n a t i n g m a t e r i a l sent a s e i t h e r
Gehein or Oeheine Reichsssche.

b . l ’ r i o r i t dos t i o n s . - - O n 3 A p r i l 1 9 I 0 , t h e
d e s i g n a t i o n s G i t o turgentfi, O i t i s s i n e (Very'Urgent), a n d
mer C i t i s s i n o lauper Hos t Urgent} vere a u t h o r i s e d t o b e

0 ,2
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sent in t h e c l e a r on messages to i n d i c a t e t h e urgency w i t h
which t h e y should be dec ryp ted and handled. 0n 9 June 1911,
the d e s i g n a t i o n l a c h t s was s p e c i fi e d t o b e p u t i n t h e c l e a r
o n t o l e p a m e which were s o i m p o r t a n t t h a t t h e y s h o u l d b e
d e c r y p t e d i m a d i e t e l y upon a r r i v a l , even t h o u g h a t n i g h t .
On23 J u l : 191w, t h e E n g l i s h des im t i ons U r g e n t , Ve ry U r g e n t ,
H o s t U r g e n t , Super U r g e n t , a n d S u p e r Nes t U r g e n t vex-e
author ized- to be sent in c l e a r o n l y on t r a f fi c s e n t v i a t h e
Sonderveg ( the s e c r e t government channel , 1.42., n o t com- .
n e r c i a l , b u t clandestine channels). Later. t h e ( J e n s e n

d e s i g n a t i o n s M (“z-cent). _Sehr M (Very Urgent).
Bohr Dr :10. Bachts (Very Urgen t R igh t ) , and Aeussers t
M iktrenely Urgent) were u s e d f o r b o t h r e g u l a r
commercial t r ansm iss ions a n d f o r t r ansm iss ions by t h e
c landes t i ne l i n k . On 28 A u g u s t 1931, t h e d e s i g n a t i o n 81:11
was t o r e p l a c e C i t i s s i m e o n m i l i t a r y s i t u a t i o n t e l e g r a m s ,
a n d i n v e r y u r g e n t cases b o t h a t ; a n d G i t i s s i n e were t o b e
used .

c . Addresses . - ‐8e fo re December, 1939, messages
sen t to n a v a l a t t a c h e s (Her ineat taches) were p r e f a c e d w i t h
t h e address Har inea t taches in t h e c l e a r . On 12 December
1939. hoveve r, it use decreed t h a t th ree successive i d e n ‑
t i c a l d i g i t s in t h e th i rdgroup of t h e message should
i n d i c a t e t h a t t h e message m addressed to the n a v a l
a t t a c h e . T r a f fi c t o Ta n g i e r f o r 19%? and 19h} h a d v e r y
o f t e n t h e d e s i g n a t i o n Bernava, a n i n d i c a t i o n t h a t t h e mes‑
sage was t o ‘ h e t u r n e d ove r t o t h e G e m n a v a l a t t a c h e .

II’he des ignat ions M i l a n , Luc ie , and Mar ia ( t o i n d i c a t e
t r a f fi c f o r t h e m i l i t a r y a t t a c h e , t h e a i r a t tache, a n d t h e
m u ] . a t t ache respectively) to be s e n t in t h e c l e a r on
c i r c u l a r and-broadcast t r a f fi c were i n s t i t u t e d on 3 December
1941, f o r t h e most s t a t i o n s and o n 1 9 October 19:2, f o r
Buenos t i r e s . Mar ie was a c t u a l l y never seen i n t h e t r a f fi c
and $1011 came l a t e r t o b e used a n t r a f fi c sen t a s a matter
o f course to b o t h t h e m i l i t a r y and a i r a t taches . L i l a was
t h e d e s i g n a t i o n u s e d f o r a l l t r a f fi c d e s t i n e d f o r R ibben t rop
p e r s o n a l l y . The d i s t i n c t i o n between t r a f fi c f o r t h e en ‑
h a s s i e s a n d t r a f fi c f o r t h e e m u l a t e s l a y i n t h e d e s i g ‑
n a t i o n s , B i o l o g r m a n d ‘Conegggm.

mm
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E a r l y in t h e use of the one system by t h e German
F o r e i g nO f fi c e , e system o f d i s t r i b u t i o n d i r e c t i o n s was
s e t u p i n v o l v i n g c o l o r s . The unease: p r e f a c e d v i t h the
word ( 1 e r ( ye l l ow) , which s e r v e d b o t h as a k i n d on! i n d i c a t o r
a n d an a d d r e s s , were l e s s e g e s enc iphe red by I c o n s o f t h e so‑
e e l l e d 5 ; ; aohlueseel (universal key) and were to be c e p i e d
a n d d e c r y p t e d ” a l l s ta t ions h o l d i n g t h e c m t o g - e p h i c
mater ia ls n e c e s s a r y. The d e s i g n a t i o n _R_o_t_ (red) was used on.
ueeseges t o r s t a t i o n s h o l d i n g t h e 855'-3chlueese1 ( c i r c u l a r
key) . On 19;. messages, when s t a t i o n s 01' o r i g i n a n d d e s t i n ‑
a t i o n were n o t ind ica ted in t h e c l e a r , a r i v e - n u t d i e ‑
c r i n i n e n t ( a r m ) was used t o d i s t i n g u i s h among t h e
d i f f e r e n t ' c i r c u l s r k e y s . The decimation m (green)
was used o n messages f o r s t a t i o n s h o l d i n g s p a r t i c u l a r
Inndes-Sohluessel (cont inental key) . A g a i n a fi v e - d i g i t
d iscr iminant was used to d i e t i n g u i e h among t h e d i f f e r e n t
Mes-Schlueseeln. The d e s i g n a t i o n B l s u (blue) was used
w i t h a fi v e - d i g i t d i s c r i m i n a n t o n messages t r o n one p e r ‑
t i c u l e r s t a t i o n t o another p c r t i c u l e r s t a t i o n h o l d i n g t h e
some Einzel-Schluessel (s ing le key}. Ve r y e a r l y in the use
of ME t h e c o l o r s were u s e d f o r t h e some purposes as in t h e
030 system. And o t h e r s such as He inz (white), Selma-s
(black), V i o l e t t ( v i o l e t ) , m u (purple) , a n d B r e n t ; (brown)
were used probsb l y to i n d i c a t e t r a f fi c f o r s p e c i fi c c o r ‑
respondents. W i t h t h e c i r c u l a r d e s i g n a t i o n 3101:. t h e f o l ‑
l o v i n g eddreee groups were used f o r s p e c i fi c combinations
o f s t a t i o n : 02mm, 08822, 17111, 28200, 2 8 $ 8 . 53735,
35599, #6194": 57513, 59999, 6800 , and 82282. I n a d d i t i o n
o n 2 6 A p r i l 1 9 ‘ 5 , t h e d e s i g n a t i o n S i l h e r was u s e d o n nes ‑
seges t r s n s n i t t e d d i r e c t l y t o Bern e i ‘ to r B e r l i n s topped

, f u n c t i o n i n g e s s . s t a t i o n . 'i'he messages uore‘to b e t o r ‑
m o o d t o t h e p l a c e where t h e F o r e i g n O f fi c e had taken u p
headquar ters in S tockho lm

:1. me ta l d u e l - w t . - - m forms o f ( E B were
considered t h e some system, end, t h e r e f o r e , t h e r e a r e n o ‑
e p e c i n l syetens. B u t there a r e some k inda of t r a f fi c which
resemble ( E B b u t w h i c h cannot be p r o v e d to be GEE; One or
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the nes t i m p o r t a n t i s t r a f fi c which bore the d i sc r im ina te
gag-3: and 929.12 F r i e n d . Some o f t h e mascara w i t h such
d e s i g n t i o n s b e g i n w i t h GE]?- eno iphc rmen t b u t o b v i o u s l y
c o n t s i n p o r t i o n s which a r e n o t GEE t r a f fi c . O the rs c o m e t
even be determined to have a n y p o r t i o n in the GE: system.

c. maul‐volume 93; mea l -nae “ t e r s e - V e r y
l i t t l e i s known abou t t h e i n d i c a t o r s which d e s i g n a t e d
s p e c i s l volumes of p a d s h e e t s or s p e c i a l use of t h e volumes.
The g roup I d l e a l r e a d y mentioned, was a p p a r e n t ] : on sddress
f o r R i b b e n t r o p ; i t was used i n connect ion w i t h p o d sheets
mentioned in GEO messages as "specinl" volumes nude up
s p e c i fi c a l l y f o r R i b b e n t r o p . The i n d i c a t o r s Sa lon and A s t e r
seen t o have been o f the same s o r t . The: were used o n l y i n
connec t i on w i t h c e r t a i n pad-number se r i es which s t a n d o u t
d i s t i n c t l y f r o m t h e reade r p a d s . The i n d i c a t o r A d l e r wh i ch
appears p r i m a r i l y o n t r a f fi c t o s t a t i o n s i n the P s r East
m y s c t m l l y b e a n a d d r e s s o f m i l i t a r y a n d a i r attaches
because a l l t ra ffic r e s d up to t h e p r e s e n t w i t h such an
i n d i c a t o r has dea l t w i t h t h e u n i t a r y s i t u a t i o n and h e r e a n
address o f e i t h e r s m i l i t a r y o r o n a i r a t tache . The ser ies
o f p o d sheets w i t h A d l e r e s a n i n d i c a t o r a r e d i s t i n c t f rom
t h e r e g u l s r pod -shee t s e r i e s a n d t h e r e f o r e should be con‑
siderod as s p e e i s l volumes.

8 . T r u f fl e s t o t i s t i c s . - - B e s i d e s a l l t hese d a t a a b o u t
t h e cryptography and e x t e r n s l s of t h e messages, we had an
enormous volume of t r a f fi c to work w i t h . From 193! (when
more o r l e s s s e r i o u s i n t e r c e p t i o n o f G e r m c iphe r t ra ffic
was rammed, ss f u - ss csn be determined f r o m t h e t r a f fi c
o n hand) u n t i l t r a f fi c ceased o n abou t 1 5 A p r i l 195. ou r
i n t e r c e p t s t a t i o n s p i c k e d u p 156,065 GEE messages i n v o l v i n g
s t o t a l o f 357.802 p o d shee ts . t h e s t a t i o n s wh ich r e ‑
ceived s volume o f t r a f fi c e x c e e d i n g 1,000 assesses f o r
t h e whole p e r i o d were the f o l l o w i n g , i n o r d e r a c c o r d i n g
t o the volume o f t r a f fi c i n terms o f p o d sheets :

35
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S t a t i o n flesaagen

To k y o 20,071
Lisbon ‘ 23,113
C i r c u l a r “,8h3
M a d r i d 8,“?0
Ta n g i e r 6,568

Buenos A i r e s 5.563
Ankara “.193
R10 a s J a n e i r o 5,262
Shanghai - u,620

_38nt iago 2,985
S o fi a 2,243
Bangkok .1,992
Mexico C i t y 1.99“
B e l g r a d e 1,760
Bucharest 1,55“
New Yo r k . 1,536
B o r n 1,016
Ta r a b y a 1,048
H a i n k i n g 1,220
T i t a n s 1,318
Fasano 1,236

Pad Sheets

5“,756
5#,#76
21,716
19,613
14.073
11.335
11.333
9.798
9,300
8,h3k
5.199
5.012
“.605
u,o31
3.915
3.22%
2.736 ~
2,529
2,n62
2,#36
2:378
20372

More d e t a i l e d s t a t i s t i c s A r e on t i l e in HDGAS-QS-E.
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A. Messages conce rn i ng t h e use o f GEE
B . Message r e g u l a t i n g the economy measures
0 . A message s e t t i n g u p the s e c u r i t y c l a s s i fi c a t i o n s

A. Messages concerning t h e use of GEE.

From: B e r l i n (AuswALRTIG)
To : C i r c u l a r (Tokyo, Shangha i , P e i p i n g . B s i n k i n g , Buenos
A i r e s , Bangkok)
% March _251
GEO

MULHEX #209

C l a s s i fi e d  M a t t e r  B .
In connect ion v i t h telegram of t h e 1 s t , M u l t e x 199,

Append ix to Decree PERS 2 B 99 S e c r e t Government M a t t e r /33:
I n s t r u c t i o n s f o r D i s g u i s e Procedure.

SECTION A:
D i s g u i s e Measures in t h e Transmission of Telegrams v i a

aonnERwEo.
I. General.

1 . A l l t e l e g r a m s p r e p a r e d a t t h e f o r e i g nservice
p o s t s t o b e sent b y u n o f fi c i a l sec re t t r a n s m i s s i o n s e r v i c e
("SOHDERHEG") may c o n s i s t o n l y of c o n s e c u t i v e fi v e - d i g i t
c ipher groups w i t h o u t a n ; a d d i t i o n s vha tsoeve r and must ,
t h e r e f o r e , b e s t r i p p e d o f a l l c h a r a c t e r i s t i c s t y p i c a l o f t h e
German c i p h e r t e l e g r a m s (page number, keywords i n t h e
onunnvsnranaan. fi n a l g r o u p s , e t c . } : 1 . 9 . , t h e y must be
"d isgu ised. " ~

2. a. A l l t e l e g r a m s dispatched v i a SOHDERHEO must
b e c o m p l e t e l y e n c i p h e r e d b y t h e gecre t c i p h e r p r o c e s s .

b. I f , f o r s p e c i a l reasons, one and t h e same
te legram i s sent b o t h v i a the normal p u b l i c t e l e g r a p h o r
r a d i o channels and v i a the u n o f fi c i a l "SONDERHLG,“ it is to
be d i f f e r e n t l y enc iphe red f o r t r ansm iss ion v i a each o f t h e
two channe lg , i . e . , in SONDfiRVEREAHREK, w i t h d i f f e r e n t p a d
pages f o r each of t h e two channels , in GRURDVEHFAHREN w i t h

W



D o m : 4326479 W e l l - W

d i f f e r e n t HILFSZAHIEN and d i f f e r e n t ZAELENWUERHER f o r each
of two channels. The t e l e g r a m to be dispatched via

RHEG i s a l s o t o b e d i s g u i s e d . _
c . I t i s p e r m i s s i b l e t o send one a n d t h e same

t e l e g r a m i n c l e a r o r w i t h n o n s e c r e t . e n c i p h e r m e n t v i a a n
o f fi c i a l i n t e l l i g e n c e channel a n d s imu l taneous ly with secre t
e n c i p h e r m e n t a n d d i s g u i s e v i a SONDERHEG.

3 . Ex te rna l f o r m o f t h e t e l e g r a m s :
a. Omit address.

. b . Message numbers, rererences and s i g n a t u r e s l
a s w e l l a s spec ia l a d d i t i o n s wh ich a re commonly g i v e n i n
c l e a r (CITD, CITISSIME, e t c . ) , a r e to be t rea ted as message
t e x t ; i . e . , a re t o b e e n c i p h e r e d w i t h t h e s e c r e t t e x t . (The
i n d i c a t o r BEHAX mus t n o t b e e n c i p h e r e d a l o n g w i t h t h e s e c r e t
t e x t b u t s h o u l d b e p u t i n c l e a r i n f r o n t o f t h e c o m p l e t e l y
d i s g u i s e d t e l e g r a m . S p e c i a l i n s t r u c t i o n s r e g a r d i n g t h e
treatment of t h i s ind ica to r have been i s s u e d t o . t h e r a d i o
o f fi c i a l s or t h e p o s t s concerned.)

c . I nd i ca t i ons o f t h e number o f p a r t s and t h e
numbers o f t h e separa te p a r t s o r messages c o n s i s t i n g o f s e v e r a l
p a r t s a r e t o b e o m i t t e d .

In t h e GRUHDVERFAHREN, f a i r l y l o n g t e l e g r a m s
a r e t o b e d i v i d e d i n t o p a r t s o f w h i c h each (save t h e l a s t )
must consist o f e x a c t ; ; _# 8 secretlz e n c i p h s r e d code groups.

d . The separa te p a r t s o r a message c o n s i s t i n g
o f s e v e r a l p a r t s should a f t e r d i s g u i s i n g , b e Joined. t o g e t h e r
w i t h o u t r e c o g n i z a b l e separation o r p a r e g r a p h i n g t o _rorm a

- s i n g l e message.
e. The " fi n a l group" or a message, b o t h in

SONDERVERFAHRLN and GRUNDVERFABREN, is to be formed f r o m t h e
message d a t e ( i n ORUNDVERF'AHREE,_the d a t e or t h e d a i l y k e y
employed) and t h e g r o u p coun t . ,

I I . The D isgu i se . ‘ ‘
l . P r e p a r a t o r y measures.

B e f o r e the secret t e x t g roups o f each te leg ram
o r t h e fi r s t p a r t o f a t e l e g r a m c o n s i s t i n g of_ s e v e r a l p a r t s ,
p u t the f o l l o w i n g i n t h e order i n d i c a t e d and d i s g u i s e :

a. In t h e SONDERVERPAHREN:
The i n d i c a t o r "123KB” (12}k5) (as a n i n d i ‑

c a t i o n ot t h e use or t h e SOKDERVERFAHRER), t h e page n u m b e r,
t h e r e p e t i t i o n o f t h e page number, and t h e fi n a l g r o u p

. (somussonurps } .

T'O‘P‘SE‘C‘R‘E‘T‘G‘R‘EWM‘
_____ ___ ’ . l la
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B e f o r e t h e s e c r e t t e x t groups o r each a d ‑
d i t i o n a l p a r t p lace the f o l l o w i n g and d i s g u i s e : t h e page
number, t h e r e p e t i t i o n o f t h e page number and the final g r o u p .
A t t h e end or. t h e ' s e c r e t text o r t h e t e l e g r a m o r a p e r t t he re
should be no da te of any s o r t . In t h e case or telegrams
enc iphercd by t h e use o f s e v e r a l p o d pages , t h e pages should

' b e c o g l e t e l z used u p .
1:. In t h e 61101113715111?me

The ind ica tor or t h e k e y book used. t h e
fi r s t HILFSZAHL, t h e second HIIFSZAEL, and the fi n a l g r o u p .

HILFSZAHILN should n o t be converted i n t o
t o u r - l e t t e r code vords ("key words"). A t t h e end o r t h e secre t
t e x t of a t e l e g r a m or p a r t thereshould beno d a t e or a n y
s o r t . .

2 . D i s g u i s e f o r $ 0 1 0 3 m e I
a. Form t h e "QUhRSUMME” of t h e t o u r d i g i t s of

t h e p s g e number or t h e fi r s t HILFSZAHL by a d d i n g t h e fi r s t ,
‐ second, t h i r d , and f o u r t h d i g i t s w i t h o u t c a r r y i n g ( e . g . , t h e

QUERSUMME of 13036 is 3 ) . P lace t h e number d e r i v e d as QUERSUMHE
is ; f roht g_f_ these f o u r d i g i t s s o t h a t a fi v e - d i g i t number i s
p r o d u c e d . - ,

Form t h e QUERSUMME ot t h e f o u r d i g i t s of t h e
r e p e t i t i o n o f t h e p a g e number o r t h e second RILFSZAHL a n d

' p l s c e t h e r e s u l t i n g number i n n__Lnt o_1' t h e s e f o u r d i g i t s .
1:. From t h e i ' i v e d i g i t s o f t h e fi r s t sec re t

t e x t g r o u p which i m e d i a t e l y f o l l ows t h e ”fina l group" o r
t h e t e l e g r a m or p a r t , f o r m t h e "KETTENZAKL" by a d d i n g t h e
f o l l o w i n g d i g i t s o f t h e fi r s t secre t t e x t group w i t h o u t
c a r r y i n g :

F i r s t and second d i g i t s , second and t h i r d
d i g i t s , t h i r d a n d f o u r t h d i g i t s , f o u r t h a n d fi f t h d i g i t s ,
fi f t h and fi r s t d i g i t s . W r i t e down t h e r e s u l t o r each o r
these fi v e add i t ions s o t h a t a new fi v e - d i g i t number, t h e
"xsrrsszm" is produced . [ e . g . , t h e xxmzszm or 72601
18 9%18). '

c. Add t h e 3 2 m m formed f r o m t h e fi r s t
s e c r e t t e x t group t o t h e i n d i c a t o r b y t h e method o r
SOMSSLMDDITIOII .

d . F rom t h e fi v e - d i g i t number t h u s ob ta i ned ,
f o r m the KLT'I’LHZAIE a n d a d d t h i s to t h e r e p e t i t i o n of t h e
page number or t h e second HI IFSZAmn-augmented by p r e fi x i n g

. t h e QUERBUMHEnby t h e method of” SCRUESSEIADDITION.

39
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e . Prom t h e fi v e - d i g i t number thus ob ta i ned ,
_ f o r m t h e KETTENEABL and add, th is to t h e fi n a l g r o u p

(BCHLDBSGRUPPE) by t h e method or SCHLUESSELADDITION.
' r. Lxemp le : ‘

A t e l e g r a m o f 5 9 s e c r e t t e x t g roups w h i c h
was e n c i p h c r e d on t h e 23rd of t h e month in t h e GRUflDVERFAHRLH
w i t h t h e k e y book "13131" and by t h e use of t h e HIIESZAHLEN
7893 a n d 3987 f o r t h e fi r s t p a r t slid t h e W W 16u2 and
2&61 f o r t h e second p a r t .
- The fi r s t secre t t e x t group of t h e t i r s t p a r t ,
"6h379"; t h e fi r s t secret t e x t g r o u p of t h e s e c o a d p a r t ,
"22061." ‘ ‘

‘ P l a c i n g t h e QDERSUHME 7 b e f o r e t h e fi r s t
HILFSZAHL'givee 88793. P l a c i n g QUERSUMME 7 b e f o r e t h e second
KIII-‘SZAHL 3987 g i v e s 7398?.

The KETTENZAHL or t h e fi r s t s e c r e t t e x t g r O u p

of t h e fi r s t p o r t , 64379, is 07065. A d d i n g 07065 to t h e
i n d i c a t o r 13131 g i v e s 10196. The KETTEBZABL of 10196 is 1105?.
A d d i n g 11057 to t h e fi r s t flI lFSZAfiL 77893--ougmented by
p r e fi x i n g ' t h e QUERSUHME-‐gives 888h0. The KETTENZAHL of
888% i s 6 6 2 4 8 ; A d d i n g 66248 t o t h e second n m s z m
73987--a.umentea by p r e fi x i n g t h e g u m s u m 13g i v e s 39125.
The KETTENZAHL of 39125 is 20378. A d d i n g 20378 to t h e fi n a l
g r o u p 230h8 g i v e s #3316. Thus t h e f o l l o w i n g g roups s h o u l d
b e p l a c e d b e f o r e t h e # 8 s e c r e t t e x t groups o f t h e first ‘
p a r t : 10196 88840 39125 #3316.

P l a c i n g t h e QBERSUHML 3 be fo re t h e fi r s t
a n e w 16142 g i v e s 316M). P l a c i n g t h e QULRSUMME 3 b e f o r e
t h e second HILFSZAHL 2&61 g i v e s 32h61. The KETTENZAEL of
t h e fi r s t s e c r e t t e x t g roup o f t h e second p o r t , 22061, i s
42673. A d d i n g 42673 to t h e fi r s t HILFSZAHL 31532-‐augmented
by p r e fi x i n g t h e QULRSHMME‐-giyes 73215. The KETQLNZAHL of
73215 is 05362. A d d i n g 05362 to t h e second HILFSZAHL 32fl6l‐‑
augmented by p r e fi x i n g t h e QULRSUMMEr-gives 37123.

The KETTENZAEL or 37723 is ot956. Add ing
04956 t o t h e fi n a l - g r o u p 23011 g i v e s 27967. Thus t h e f o l ‑
l o v i n g groups a r e t o b e p l a c e d b e f o r e t h e 1 1 s e c r e t t e x t

' g roups or t h e second p a r t : 73215 37723 27967. (Con t inua t ion
f o l l o w s . )

C o n fi r m a t i o n o f receipt.‘.r SELCHOH
AUHHRERTIG

W
\
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From: B e r l i n (AUSNBLRTIG) . A .
To : C i r c u l a r '
March '4, 1943
GEO

Multex #211

C l a s s i fi e d  M a t t e r  3 .

The supplement to decree PERS ZB 99 5.83/1»:
"Instructions to t h e VERsansmuxavmmmm" v h i c h is s t i l l
o n t h e v s y ; upon r e c e i p t i s t o b e i n s e r t e d i n S e c t i o n A ,
Part I I . number 2, between paragraphs D) a n d F ) : "1 " . From
t h e r i v e - d i g i t number t h u s ob ta i ned f o r m t h e " m m "
and add t h i s by the scmmaszmnorrmn method e i t h e r to t h e
r e p e t i t i o n of t h e BLATT MR o-SEITEI‘I'ZAEL which is to be
e n l a r g e d b y p i e c i n g b e f o r e i t t h e quensum, O r t o t h e ‘
“second HILFSZAHL." At the end of S e c t i o n B t h e f o l l o w i n g
i s t o be i n s e r t e d a t t h e end o f t h e t e x t o f pa rag raph 4 :
"The ZIFFEM'EXT t h u s f o r m e d (cons i s t i ng o f t h e i n t r o d u c t i o n
converted i n t o code book g r o u p s and or t h e fi v e d i g i t groups

_ ' o r t h e d i s g u i s e d t e l e g z w s t o b e fo rwarded wh ich f o l l o w them)
a r e s e c r e t l y encoded f u r t h e r i n t h e u s u a l manner b y means o r
t h e s o w or t h e cnmvmsmn, l i k e a p l a i n t e x t converted
i n t o code book g r o u p s . The comple ted s e c r e t l y encoded t e l e ‑
gram must s t i l l b e d i s g u i s e d i n t h e u s u a l answer b e f o r e b e i n g
sent t h r o u g h t h e s p e c i a l channels."

Confirmation of r e c e i p t .

3131-630?

From: B e r l i n (Ausvoert ig)
To : C i r c u l a r (Tokyo, Bengkok, Banking}
13 March 1943 .. . - _
GEO ORFEFIITV

Multex #246
C l a s s i fi e d mat ter 8 .
In connect ion w i t h t e l e g r a m or t h e 1 9 t h ,

. Mul tex #230.
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I I . Telegrams a r r i v i n g frou other f o r e i g n
d i p l o m a t i c o f fi c e s .

a . ' F r o m t h e fi v e d i g i t s o f the fi f t h c i p h e r
group or t h e t e l e g r a m a r r i v i n g in d i s g u i s e f o r m t h e KETTEEZABL
(see S e c t i o n A , 1 : , 2b) and. s u b t r a c t t h i s t r o n t h e fi r s t
c i p h e r group of t h e disguised t e l e g r a m by t h e method or
SCHLUESSELSUBTRAKTION. The r e s u l t i n g fi v e - d i g i t number is
t h e " ind icator. " '

( I f t h e i n d i c a t o r i s "12345." t h e t e l e g r a m
is e n c i p h c r e d in t h e sohDERVERFAHREN; if n o t , it is eneiphered
in t h e GRUNDVERFAEREE} A

b . From t h e fi v e d i g i t s o f t h e fi r s t c i p h e r
group or t h e d isgu ised t e l e g r a m fo rm t h e KETTLIZAHL and sub‑
t r a c t t h i s f r o m t h e second c i p h e r g r o u p o f t h e t e l e g r a m b y
t h e method or SCHLUESSELSUBTRAXTION. The r e s u l t i n g fi v e ‑
d i g i t number i s , a f t e r d e l e t i o n of t h e fi r s t d i g i t (QULRSUMME),
t h e page number or t h e fi r s t HI IFSZAHL.

c . From the fi v e d i g i t s o f t h e second
c i p h e r g roup of t h e d i s g u i s e d t e l e g r a m f o r m t h e KETTLHZAHL
and s u b t r a c t t h i s f r o m t h e t h i r d c i p h e r group o r t h e t e l e g r a m .
The r e s u l t i n g fi v e - d i g i t number i s , a f t e r d e l e t i o n o r t h e
fi r s t d i g i t {qmsummnm t h e " r e p e t i t i o n " o f t h e page number
or t h e second HILFSZAHL.

d . F rom t h e fi v e d i g i t s o f t h e t h i r d c i p h e r
group or t h e t e l e g r a m f o r m t h e KETTENZABL a n d s u b t r a c t f r o m
t h e f o u r t h c i p h e r g roup o f t h e t e l e g r a m . The r e s u l t i n g fi v e ‑
d i g i t number is t h e fi n a l group or t h e te legram. ‘

e . I f t h e te legram a r r i v i n g in d i s g u i s e
cons i s t s o f more t h a n 52 c i p h e r g roups , proceed as above
descr ibed . The # 9 t h , 50th. and S lo t message groups b e h i n d
t h e fi r s t d i s g u i s e d " fi n a l group" (and s u b s e q u e n t l y e v e r y
# 9 t h , 5 0 t h , and 5 l s t group b e h i n d each a d d i t i o n a l d i s g u i s e d
fi n a l group) a r e t o b e t r e a t e d ' s s f o l l o w s : ‘

From t h e 52nd group b e h i n d s d i s g u i s e d fi n a l
g roup fo rm t h e KETTERZAHL and sub t rac t t h i s f r o m t h e 49th
g r o u p a f t e r t h e fi n a l g r o u p ; t h i s g i v e s - - a f t e r d e l e t i o n o f
t h e fi r s t d i g i t (QUERSUMME)--the page number as the fi r s t
HILF'SZAHL. From the #9th group behind t h e some d i s g u i s e d
fi n a l g r o u p f o r m t h e IETTEHZAEL a n d subtract t h i s f r o m t h e
50th g roup a f t e r t h i s fi n a l g r o u p : t h i s g i v e s - - s r t e r d e l e t i o n

'T-O-P-S'E'E‘R'E'T‐GW
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or t h e r i r o t d i g i t (QUERBUMME)--the " repe t i t i on" of t h e page
number or t h e second m m . F r o m t h e 50th g r o u p behind
t h e same fi n a l g roup fo rm the r a m and sub t rac t i t
f r o m t h e Sla t group a f t e r t h i s fi n a l g r o u p ; t h i s g i v e s t h e
next fi n a l g r o u p .

1'. E x a m p l e :
A t e l e g r a m f r o m which t h e d i s g u i s e i s t o b e

removed: 10196 888no_39125 R3316 6h379,(f0110ved by #7 secret
t e x t groups) 73215 37723 27967 22061 ( ro l loved by 10 s e c r e t
t e x t groups}. ‘

The n m m m o f the fi f t h g r O u p , 63379,
18 07065. The fi r s t group 10196 minus K l fl h m , 07065; g i v e s
t h e i n d i c a t o r 13131 (since t h e indicator 1:: not. ”123%5,"
the anunnvznyannnn is used) . The x n r r x n z n n i or t h e r i r o t
group, 10196. is 11057. The second group. 88840, minus KETTEIZAHL,
11057, g i v e s 17893; o t t e r d e l e t i o n of the fi r s t d i g i t (qunnsuuun).
t h e t i t - a t amazon. - 7893. The mm of t h e second g r o u p ,
888830, 13 662h3. The t h i r d g roup 39125, minus KLTTthAHL.
Geeks, g i v e s 73987; o t t e r o e i e t i o n or t h e fi r s t d i g i t (quensunus),,
t h e oecond-HILFSZAHL . 3987. The KETTEBZAHL or t h e t h i r d
g r o u p , 39125, is 20378.. The f o u r t h g r o u p , 183316, m i n u s
W, 20378, g i v e s the fi n a l group 23048.

. The erTLHZAHL or t h e 52nd group, 22061,
a f t e r t h e above r i n e i g roup is #2673. The u g t h g roup o t t e r
t h e fi n a l group (73215) minus t h e KETTENZAHL, #2673. g i v e s
316u2; o t t e r d e i e t i o n or t h e fi r s t d i g i t (onERsUMME). t h e
fi r s t 3 1 m m 3 16142.

' ' The mm of t h e 349%}: g roup a f t e r t h e
r i n a i g roup (73215) it 05362. The 50th group a f t e r t h e i i n o i
g r o u p (31725) minus t h e KETTENZAHL, 05362, g i v e s 32u61; a f t e r
d e i e t i o n of t h e fi r s t aigi t - (quxasunun),- the second
a m o u n t . . . 2H61. _

' The KITTENZAHL of t h e 50th group a f t e r t h e
r i n a i group (37723) is 0&956.' The S l a t group u t t e r t h e r i n o i
g roup (2796?) minus t h e KETTERZAEL, ougss, g i v e s the fi n a l
g r o u p 2301]. .

. (Elm. of t h e Appendix to P e r : 2 B 9 9 , S e c r e t
Government M a t t e r / #3 . )

C o n fi r m a t i o n reques ted .
insuuxarro
SELcnow
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B . A message r e g u l a t i n g t h e economy measures.

From: B e r l i n I n t e r c e p t S t a t i o n : ‘ 1
To : Tokyo D a t e I n t e r c e p t e d : 6 September 19151
6 September 19M - Date Translated: 6 March 190
GEO (Keyword: w x m m r )
Message N o . : 3

C l a s s i fi e d M a t t e r 0 . F o r t h e purpose o f s t r e t c h i n g
s u p p l i e s and b e t t e r use o r W W W , i n t h e f u t u r e .

1. or BARDBIALTTLR, l e s s t h a n 1! l i n e s or which were
used i n e n c i p h e r i n g o r d e c i p h e r i n g . t h e lower h a l f ( 5 t h t o
8131 l i n e s ) i s t o b e p r e s e r v e d . l'i‘he l e t t e r i s to ' marked v i t h
t h e B M W R o f t h e whole B U T T, i n a d d i t i o n t o t h e appended
word " s z 1 " so w e l l as "Lucipherins" or "Deciphering," cor~
r e s p o n d i n g to t h e o r i g i n a l utilimticr.’ pu rpose .

li'lmse l o w e r he lVes of t h e SLAM a r e u s e d a g a i n , a l w a y s '
b e g i n n i n g w i t h t h e fi r s t g r o u p , namely f o r e n c i p h e r i n g t h e n e x t
t e l e g r a m o r d e c i p h e r i n g s c o r r e s p o n d i n g l y marked i n c o m i n g
t e l e g r a m , d e p e n d i n g upon their o r i g i n a l u t i l i z a t i o n - p u r p o s e .
The l o w e r 3 m m h a l v e s s h o u l d n o t b e used f o r p o s t a l t r a f fi c .

A s a n i n d i c a t i o n f o r t h e d e c i p h e r e rt h a t i n t h e e n c i p h e r - _
went 01' a . t e l e g r a m t h e fi r s t g r o u p o f t h e 5 t h l i n e o r s
m u m wss used fi r s t , t h e e n c i p h e r e r shou ld p l a c e s t
t h e head the o r i g i n a l number o f t h e m u m w i t h t h e c l e a r
w o r d "WEI" which was w r i t t e n o n t h e m a r g i n .

When u s i n g t h e 3 0 m m and m a m m a m m w
[ S p e c i a l Rad io Channels and D i s g u i s e Measures) t h e word
"ZVei" i s o m i t t e d . 'Ber l in w i l l o p e r a t e i n t h e same manner.

‘ 2 . BAMMETTBR of wh ich more t h a n f o u r l i n e s were used
in t h e enc ipherment or d e c i p h e r n e n t a r e n o t to be p r e s e r v e d
f o r f u r t h e r u s e .

_ 3 . Econoaw Measures 3 0 i n t o e f f e c t i m m e d i a t e l y a f t e r
s e n d i n g c o n fi r m a t i o n o r r e c e i p t o f t h i s dec ree .

Conririn r e c e i p t .
SKI-CHOW. M
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c. Amessage s e t t i n g up’the security classifications.
From: B e r l i n ' Date I n t e r c e p t e d : 1 8 November 19%
To : C i r cu la r Date Received: 19 llovember 19140
13 November 1940 Date Translated: 22 February 1943
{ E C (Keyword: ASOTOGBA) I n t e r c e p t S t a t i o n : 1
Meg. No.2 MUDIEX #18

C l a s e i s i e d mat te r sent by enciphered. p o s t or t e l e g r a m
w i l l i n t h e f u t u r e r e c e i v e t h e r e l i e v i n g head ings :

1. F o r S e c r e t Government M a t t e r :
e. "mscmszsacm A." ll ’his d e s i g n a t i o n s i g n i fi e s :

"For t h e Miss ion C h i e f o r h i s r e p r e s e n t a t i v e i n p e r s o n .
S e c r e t Government M a t t e r, to be decipbered. p e r s o n a l l y . s t r i c t l y
secret - -A.nsuer by c o u r i e r or Secret cipher," or

b. "VERSOBIJSZMOIE B . " Th is d e s i g n a t i o n s i g n i fi e s
"Secret Government H a t t e r . S t r i c t l y sec re t . To be deciphered
o n l y b y p e r s o n a u t h o r i z e d t o d e c i p h e r secre t governmen t
m a t t e r. To b e brough t t o i m e d i a t e a t t e n t i o n 01' M o n i c a
a u t h o r i t i e s . Answer b y c o u r i e r o r sec re t c ipher. "

2. F o r a l l o t h e r c l a s s i fi e d matter: ”VERSOHLUSZSACBE 0 . "
secre t . To be dee iphe red o n l y by persons au tho r i zed to d e ‑
c i p h e r " m c m a e s c n z fl Answer b y c o u r i e r o r sec re t c i p h e r. "

Please a p p o i n t s p e c i a l o f fi c m l s ( o r d e c i p h e r m e n t - o r
p o s t a l and t e l e g r a p h i c c i p h e r s d e s i g n a t e d b y 1 b o r 2 a n d
t a k e care t h a t o t h e r o f fi c i a l s o r employees have n o access
to such messages. »

The code c l e r ks are to be ins t r uc ted to convert t he
s h o r t forms on manages i n t o t h e l o n g tome s h o w when
d e c i p h e r i n g . Confirm r e c e i p t .

SELCHOU
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SLCTION 11

E a r l y Attempts at S o l u t i o n

Summary o f a t t e m p t s a t s o l u t i o n . . . . . . . . . . . . . 9
The "XYZ" i n d e x of 1940 compromised m a t e r i a l . . . . . . 10
A t t e n p t s t o s o l v e t w o - d e e p o v e r l a p s . . . . . . . . . . 11
The 380,DOG-card standard IBM i n d e x of a l l available

a d d i t i v e . . . . . . . ... . . . . . . . . . . . . . . 1 2

9 . Summary 9 ; attegpts g t s o l u t i o n . - - I n J u l y 19h0,
D r . Emi l W o l f f , an'employee o f t h e I . G. Ferben indus t r ie
and a passenger on t h e Japanese steamer I s s u k u n i Maru,
suspected of b e i n g an a g e n t f o r t h e German Reich , was a p ‑
prehended by a s p e c i a l agen t of t h e Federa l .Bureau of
I n v e s t i g a t i o n , M r . R i cha rd E . Smi th , and Major L . D . C a r t e r
o f t h e U n i t e d S t a t e s A r m y. I n W o l f f ' s p o s s e s s i o n was a
t r u n k or s e c r e t documents i n c l u d i n g code and c i p h e r mater ‑
i a l s , w h i c h t h e F. B . I . searched t h o r o u g h l y a n d p h o t o ‑
g raphed . T h i s m a t e r i a l was forwarded immed ia te l y to t h e
313 ( t he a n c e s t o r o r ASA} f o r s t u d y . I t i n c l u d e d some
3,600 sheets o f one - t ime k e y .

A s t a n d a r d IBM i n d e x ( t h e "XYZ”) was made o f t h e one‑
t ime key m a t e r i a l , and i t was d iagnosed a s “random"; i . e . ,
t h e number fi v e ‐ d i g i t coincidences t h e o r e t i c a l l y expected
a t random occu r red . a t t h a t t ime. the GEO sys tem had n o t
been broken i n t o , and n o i n f o r m a t i o n vss a v a i l a b l e f r o m
i t s msssagesconcern ing GEE. Therefore , research on t h e
system use abandoned because t h e r e seemed t o b e s u f fi c i e n t
i n d i c a t i o n t h a t i t was a one- t ime p a d system, a n d t h a t
f u r t h e r r e s e a r c h w i t h o u t more e x t e n s i v e i n f o r m a t i o n a n d n o
o t h e r c r y p t a n s l y t i c a i d s would b e a waste o r t i m e . L a t e r
w e g r a d u a l l y l ea rned more a n d more about t h e system b u t
even when We unders tood i t s nature comple te ly and t h e
c r y p t a n a l y t i c p r o b l e m became m e r e l y t h a t o r r e c o n s t r u c t i n g
t h e k e y s , t h i s t a s k f o r a l o n g t i m e was b e l i e v e d imposs ib l e .
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In September, 1 9 “ } , s h o r t l y a f t e r t h e c o m p l e t i o n of
t h e d e r i v a t i o n o f a d d i t i v e i n t h e second add i t iVe book used
in t h e double a d d i t i v e enc ipherment system, GEC, research
began a g a i n on G i b . This t i m e t h e p o i n t cf_view in t h e
research and t h e methods o r a t t a c k were c o n s i d e r a b l y a l t e r e d
by t h e f a c t t h a t much more had been lea rned abou t t h e system
f rom messages r e a d in GLC, GEZ, and GED and t h a t more e x ‑
p e r i e n c e h a d l e d t o a sounder i n t e r p r e t a t i o n o r "random"
a p p l i e d  t o  t e x t .

Research was resumed in Sep tember 19%) and was c a r r i e d
o n f r o m t h a t time u n t i l J a n u a r y 19H¥ b y one p e r s o n work ing
f u l l t i m e w i t h t h e a s s i s t a n c e o r fi v e peop le w o r k i n g p a r t
t ime . Then the s t a f f was g r a d u a l l y increased to 'approx‑
i m a t e l y t w e n t y f u l l - t i m e persons u n t i l t h e i n i t i a 1 . e n t r y i n t o
t h e system abou t t h e midd le of November, 19hn, when a l l
a v a i l a b l e p e r s o n n e l w i t h machine~cipher e x p e r i e n c e and w i t h
c r y p t a n a l y t i c e x p e r i e n c e o n t h e GEO system were d r a f t e d t o
c a r r y f o r w a r d t h e s o l u t i o n and p r o d u c t i o n o r t h e GEE system.
A t t h e peak o f p r o d u c t i o n , t h e GEE u n i t included 123 persons
w o r k i n g f u l l t ime ; emphas is was t h e n p u t on t h e produc t ion
a t B e r l i n - t o - To k y o and To k y o - t c e fl e r l i n , t r a f fi c . i n a n e f f o r t
t o p r o d u c e a l l i n f o r m a t i o n o r m i l i t a r y o p e r a t i o n a l a p p l i ‑
c a t i o n b e f o r e t h e end o r t h e Japanese H e r. E v e n t u a l l y mes‑
sages o n a number o f c i r c u i t s were r e a d and t h e o r e t i c a l l y
a l l t h e t r a f fi c became readab le . Indeed, message t e x t s
e n c i p h e r e d w i t h a b o u t 1k,DOD o n e - t i m e p a d sheets were r e e d .

The fi r s t a t t emp ts a t s o l u t i o n were made on t h e bas i s
or the compromised p a d s in W o l f f ' s t r u n k . The second con‑
s i s t e d in s e v e r a l a t t a c k s on two‐deep o v e r l a p s a f t e r th
messages, read i n l t h , had revea led s i t u a t i o n s under which
t h e German F o r e i g n O f fi c e a p p r o v e d t h e re-use o f a d d i t i v e .
And t h e t h i r d was t h e complete IBM index s t u d y made or a l l ,
a v a i l a b l e a d d i t i v e , i n c l u d i n g t h e p r e v i o u s l y s tud ied 19to
compromised m a t e r i a l . Th is i ndex or 380,000 cards was‘
comple ted a b o u t t h e midd le o f November 19#!.

10 . The ”X22" i n d e x 35 19ho g n g r o m i s e d mater1a1.‐-The
fi r s t a t t a c k was made o n the bas i s o f the EEYZ‘ index.
A l t h o u g h it c o u l d n o t be l o c a t e d f o r subsequent research.

#7
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and cannot now b e f o u n d , i t was a p p a r e n t l y a standard IBM
i n d e x c o n t a i n i n g i n a s i n g l e l i s t i n g e v e r y fi v e - d i g i t g roup
of a d d i t i v e on e a c h of t h e sheets of a d d i t i v e compromised,
t h e t o t a l amoun t i ng to app rox ima te l y 170,000 l i s t i n g s . Each
l i s t i n g showed in numerical order t h e group to be indexed,
and a f e w groups p r e c e d i n g and f o l l o w i n g . Th is appa ren t l y
was examined and eva lua ted w i t h a v iew o n l y t o d e t e r m i n i n g
whether or not the number of fi v e - d i g i t coincidences expected
a t random a c t u a l l y occu r red . Appa ren t l y a l s o i t was n o t
n o t i c e d t h a t i n c e r t a i n b l o c k s o f the i n d e x t h e d i g i t s i n
c e r t a i n p o s i t i o n s i n t h e groups indexed produced create i n
t h e d i s t r i b u t i o n f a r ' g r e a t e r t h a n those e x p e c t e d t o r e s u l t
f r om t h o r o u g h l y mixed and even l y d i s t r i b u t e d t e x t . A s a
r e s u l t , t h e phenomenon which l a t e r came to l i g h t and proved
t o b e t h e most i m p o r t a n t f a c t o r i n t h e s o l u t i o n o f t h e
system was n o t observed at t h e t i m e of t h e 312 index.,

11 . Attempts to so l ve two‐deep over lap . - -Hhen p e r ‑
sonnel were made a v a i l a b l e f o r work a n t h e GEE p r o b l e m , i t
was necessary, fi r s t , to b e g i n t h e enormous t a s k of fi l i n g
and l o g g i n g t h e t r a f fi c s o t h a t r e s e a r c h c o u l d p r o g r e s s
s y s t e m a t i c a l l y. a t t h e same t i m e , a l l i n f o r m a t i o n con‑
c e r n i n g GEE accumulated up to t h a t time‘was s t u d i e d . In
t h e course o f fi l i n g a n d l o g g i n g t r a f fi c and o f r e v i e w i n g
t h e c r y p t o g r a p h i c i n f o r m a t i o n a v a i l a b l e , t h r e e d i f f e r e n t
two-deep o v e r l a p s i t u a t i o n s were d i scove red : ( a ) o v e r l a p s
i n s e v e r a l b e g i n n i n g o r e n d i n g groups between two s l i g h t l y
d i f f e r e n t versions.of a c i r c u l a r ou t of B e r l i n or a message
s e n t f r o m one secondary s t a t i o n to B e r l i n a n d to another
secondary s t a t i o n ; (b) o v e r l a p s made p o s s i b l e by a message
f r o a B e r l i n on 29 September 1939 in t h e GEO system author‑
i s i n g Buenos A i r e s to use p a d sheets f o r two messages f o r
a s h o r t p e r i o d d u r i n g which t h e new p a d sheets which t h e y
needed would a r r i v e f r om t h e F o r e i g n O f fi c e a n d p r o v i d i n g '
f o r a r e p a g i n a t i o n o f t h e sheets; ( c ) o v e r l a p s made p o s ‑
s i b l e by a message tram r m b y a (Therapia) to I z m i r on
3 0 J u l y 1944 a u t h o r i z i n g I z m i r t o use p a d sheets f o r t r a f fi c
w i t h Tarabwa which had a l r e a d y been used f o r o t h e r t r a f fi c
with Ankara, Actual overlaps were f o u n d in t h e fi r s t two
cases, b u t no t r a f fi c was discovered in t h e t h i r d case.
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a. w m m; overlap . - - I n t h e fi r s t
case, it was observed f r o m fi l i n g a n d l o g g i n g t r a f fi c t h a t
in. some s i t u a t i o n s where messages were sent f r o m one s t a t i o n
t o more t h a n one o ther s t a t i o n , t h e r e appeared seve ra l
groups o f c i p h e r t e x t e i t h e r a t t h e b e g i n n i n g o f t h e message
o r a t t h e e n d ( o r a t b o t h places) w h i c h d i f f e r e d i n t h e
s e v e r a l v e r s i o n s o f t h e message, whereas, most o f t h e t e x t
o r t h e message was i d e n t i c a l i n a l l ve r s i ons . These s i t ‑
n a t i o n s were, o f course, t a n t a l i z i n g , r e p r e s e n t i n g o n l y
two -deep o v e r l a p s w h i c h c o u l d n o t have c e r t a i n , unicue
s o l u t i o n s . B u t i t seemed t h a t a t tempts t o so lve these two‑
deep' o v e r l a p s would p o s s i b l y y i e l d b e g i n n i n g and end ing
c r i b s . Two cases o r the s o r t a r e shown be low:

, I n d i c a t o r s - Group Count
/17 groups

B E R L I N - A m OUMO ‘225 21112 identical; 02221 (90012
1 ' A p r . 1943

[No u n i q u e 3 0 - A d d i t i v e I m
l u t i o n . Probable Code - 08062
s o l u t i o n : some P l a i n - AUWAERTIG
number]

E m u - I S TA N B U L /17 groups
7 A p r 1943 0414140 555 98811; identical/ 015332 8991

P l a i n . - 0007
r u m
m a m

The d i f f e r e n c e between t h e fi r s t two t e x t u a l groups
can be accounted f o r on t h e grounds t h a t t h e Ankara a n d
I s t a n b u l number s e r i e s were d i f f e r e n t . Moreover, a l l t he
code e q u i v a l e n t s o f numbers i n t h e German code book ( t h e
Deutsches Satzbu'ch t o u n d e r l i e OLE) have t h e c h a r a c t e r i s t i c
that' t h e u n i t s d i g i t o f t h e sum o r t h e d i g i t s i s t h e same,
0 ; and. when the same number (add i t i ve ) i s added to two
numbers w i t h such a p r o p e r t y t h e y s t i l l have t h e p roper ty,
though t h e sums d i f f e r . H i t h t h e c i p h e r groups e x h i b i t i n g
t h e some sun ( 1 ) , t h e a s s u m p t i o n is most reasonable.

a l o e ‐ W W
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I n t h e case o r t h e o t h e r p a i r o r groups which o v e r l a p ,
the r e s u l t s are somewhat more f r u i t f u l . The s o l u t i o n f o r
the one wh ich i s f o l l o v e d b y t h e group count "00019" i s a
s i g n a t u r e s ince t h e Germans p u t t h e s i g n a t u r e m e t i c u l o u s l y
at t h e end or t h e message; a n d s i n c e t h e most common fi n a l
s i g n a t u r e o n (ll-.0 messages o u t o f B e r l i n was A m v a e r t i g
(Foreign O f fi c e ) , t h e exac t s i g n a t u r e was assumed t o b e

4 Just t h a t . And t h e best p o s s i b l e c o n fi r m a t i o n f o r t h e
v a l i d i t y o r t h e a s s u m p t i o n r e s u l t s f r o m t h e o t h e r ve r s i on :
t h e group w i t h t h e h i g h e s t f r e q u e n c y i n a l l German t r a f fi c
u s i n g t h e German Code Book is "00007" (PUNK? ABSATZ ‑
Per iod Paragraph}. B u t at b e s t t h e r e c o v e r y is n o t extenn,
s i v e .

The second examp le i s one i n v o l v i n g more groups:

mummmm 1 J u l y l9h3

Pad
Sheet

1856 01817 76923 73578 19771 78665 ‘ home 2501 (Same) .
/ Unsolved 6 06 02h

Addi t ive . 61 26 0 2.2000 25 ‑
Code . +1252 5 RE? 351 99007

n a m i n g . BOPSCHAPT manna INFORRIERT L u n r o s r PUNKT m m .

To n e - s w i m s

Pad
: Sheet

1856 01152 7 5 m 9276:. 77750 23383 @061. - wen ( 8 m )
/ Unsolved / 6 6 67190 2‘

M d i t i v e - 1 2 671 1.2000 2
Code .. 3130:"3 1% “53501 % £35

Meaning . that: wants vmsnmumr yuuxr Aesarz W R U P P E

The s o l u t i o n ,or t h e two -deep o v e r l a p g i v e n above a p ‑
pears most l i k e l y : ( a ) GEO messageson l a t e r a l c i r c u i t s
o f t e n b e g a n o r ended w i t h a n e x p l a n a t i o n t o t h e reoe iy ing
s t a t i o n t h a t B e r l i n h a d b e e n n o t i fi e d o r in fo rmed o f t h e .
i n f o r m a t i o n i n t h e message; ( b ) i n each o r t h e two v e r s i o n s ,
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t h e s t a t i o n r e c e i v i n g t h e o the r v e r s i o n appeared; ( c ) t h e
p l a i n g roup 00007 u s u a l l y appeered a f t e r t h e introduction
or a message and b e f o r e t h e t e x t b e g a n ; when t h i s p l a i n
g roup i s assumed f o r t h e t o p v e r s i o n , t h e code group f o r
FUELJBRUPPE ( fi l l e r group) r e s u l t s in t h e o t h e r e x a c t l y at
t h e p o i n t where t h e i d e n t i c a l t e x t b e g i n s because o f the
n e c e s s i t y f o r m a k i n g i d e n t i c a l t e x t i n o r d e r t o o b v i a t e
an i s o l o g where t h e t e x t o r t h e message is compromis ing .

b. Egg Buenos A i r e s overlsns.--In t h e second case,
t h e f o l l o w i n g message was sent i n the GED system f r o m B e r l i n
to Buenos A i r e s on 29 September 1939, p r o v i d i n g f o r t h e use
of t h e same p a d s h e e t s f o r two purposes f o r an undefined
p e r i o d i n the f u t u r e . The message was r e a d i n 19““ i n t h e
b a c k l o g :

From: B e r l i n C I 881
To : Buenos A i r e s Tr a n s l a t e d :
D a t e : 29 September, 1939 26 A p r i l , 19%“
S y s t e m : GEO (Keyword- KEGAFUBA)
No message number '“

I n a n s w e r ' t o t e l e g r a m o f the 26th ##79. I n f u t u r e use
pages o f t h e ROT volumes f o r b o t h f o l l o w i n g purposes:

1 . To make new encoding pages o u t of t h e page
s e r i e s 11 (GOO-#99) f o r immediate use:

a. New numbers: Omit “HOT." Add "6006"
t o e a c h o r i g i n a l page number o f t h r e e d i g i t s .

b . New p a g e s : Copy t h e p r i n t e d fi v e r d i g i t
fi g u r e g roup f r o m each o r i g i n a l p a g e , b e g i n n i n g w i t h
t h e 16th g r o u p , p u t t i n g the t i r s t 1 5 groups a t t h e
e n d .

2 . F o r t h e u s u a l decod ing o f co r respond ing t e l e ‑
g rams , t h e r e f o r e , save i n o r d e r t h e o r i g i n a l pages
f o r #1.
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The p e r i o d o f t i m e d u r i n g wh ich pad. shee ts were t o b e
used f o r two purposes was i n d i c a t e d b y the f o l l o w i n g mes‑
sage a lso r e a d i n t h e b a c k l o g :

From: B e r l i n
To : Buenos A i r e s
D a t e : 21! November, 1939
System: GEO (Keyword - LUGABORA)
No message number

in r e p l y to te leg ram of the 23rd #765.
1. T h i r t y BAERDE are expected to a r r i v e there t h e
middle o f J a n u a r y .

S e v e r a l o f these Buonos A i r e s o v e r l a p s were f o u n d , b u t
t h e y were n o t s o l v e d w i t h any degree o f c e r t a i n t y because
t h e s h i f t i n s t a r t i n g p o i n t i n t h e use o f t h e a d d i t i v e ,
a l t h o u g h a p p a r e n t l y a n a d v a n t a g ei n p r o d u c i n g more t e x t ,
d i s p l a c e d t h e s t e r e o t y p e d b e g i n n i n g o f one o f t h e messages
s o t h a t t h e r e was n o r e l i a b l e check o n t h e s o l u t i o n ; 1 . 6 . ,
s i n c e one stereotyped b e g i n n i n g was d i s p l a c e d so t h a t i t
d i d n o t o v e r l a p w i t h a n o t h e r s t e r e o t y p e d b e g i n n i n g , t h e
t ype of t e x t wh ich d i d occur as over lapped with a s t e r e o ‑
t y p e d b e g i n n i n g was n o t s o r e l i a b l e a check a s another
s t e r e o t y p e d b e g i n n i n g would have b e e n .

o . The r e - u s e 2 1 I z m i r . ‐ - T h e t h i r d o v e r l a p s i t ‑
u a t i o n was known as a r e s u l t of another message r e a d in
GEO.

Pram: Therap ia
To: I z m i r
Date : 30 J u l y 19%
sag. so.‘ 9 ( m o s , xenngmppe: 59971)
System: GEC (0 . I . 966, translated 8/10/1113)

The c i p h e r ma te r i a l i n THERAPIA used f o r c i p h e r
t r a f fi c between t h e THERAPIA m b a s s y a n d t h e consulate
t h e r e , has b e e n d e s t r o y e d . P lease , there fore” , use
t h e r e o n l y t h e b l o c k s u s e d l a s t month f o r o t h e r t r a f fi c

' w i t h 1 1 m m .
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T r a f fi c betveen Tarabya and I z m i r u s i n g blocks o f a d d i t i v e
a l r e a d y u s e d f o r o t h e r t r a f fi c v i t h Ankara, however, was
n o t f o r t h c o m i n g .

N o p l a i n t e x t o f any va lue was r e c o v e r e d f r o m t h e two‑
deep o v e r l a p s . The value o f t h e v a r ] : done o n them was tvo ‑
f o l d : ( a ) i t confi rmed t h e s u s p i c i o n t h a t B e r l i n ' s i n v a r i ‑
a b l e s y s t o m a t i z a t i o n o f p r o c e d u r e i n communications v o u l d
l e a d to stereotyped beg inn ings and e n d i n g s of messages in
GEE conforming t o a g r e a t ex tent w i t h t h e s t e r e o t y p e d
beg inn ings a n d end ings wh ich we were tho rough ly f a m i l i a r
w i t h i n GEO; and (b ) t h r o u g h t h e d i s c o v e r y o f several g e n ‑
u i n e o v e r l a p s i t u a t i o n s , i t l e d t o t h e s u s p i c i o n t h a t t h e
German F o r e i g n O f fi c e m i g h t a s a genera l p r i n c i p l e re -use
s o - c a l l e d one‐t ime a d d i t i v e v i t h r e p a g i n a t i o n , t h i n k i n g
that s e c u r i t y v o u l d n o t be endangered t h e r e b y. The fi r s t of
t hese d i scove r i es was o f the utmost i m p o r t a n c e to t h e '
a c t u a l s o l u t i o n .

1 2 . Egg 330,000-card standard l g ! i nns ; 2; a l l
a v a i l a b l e a d d i t i v e . ‐ - I n t h e a t t a c k o n GEE, i t was assumed
t h a t t h e o n l y c r y p t a n a l y t i c method v h i c h m i g h t produce
r e s u l t s was t h a t o f s tudy ing a l l ava i lab le k e y . In s t u d y i n g
t h e GEE a d d i t i v e two types o f r e s u l t s vere h e l d p o s s i b l e ;
( a ) t h e d i s c o v e r y o f f u r t h e r d u p l i c a t i o n o f a d d i t i v e , o r
reuuso o f t h e same a d d i t i v e , i n v h i c h case t h e system would
cease, t e c h n i c a l l y t o b e a one- t ime p a d system; ( b ) t h e
d i scove ry o f p a t t e r n s i n t h e cons t ruc t i on o f t h e a d d i t i v e
which m i g h t r evea l t h e na tu re of t h e method whereby i t
was genera ted . The second p o s s i b i l i t y was suggested b y a

- o o n s i d e r a t i o n o f t h e extensive use o f the -GEE-sys tem, by
t h e tremendous volume of t r a f fi c invo lved , and by a r e a l i ‑
z a t i o n of t h e problems in t h e mat te r of generating random
mater ia l i n a n economic, e f fi c i e n t , systemat ic f ash ion . I f
t h e system was t o b e assumed t o h e a l e g i t i m a t e one‐t ime
system, t h e o n l y h o p e o f s o l u t i o n l a y i n d i s c o v e r i n g t h e
Germans' veakness i n b e i n g s y s t e m a t i c a l l y unsys temat i c . I n
m a t e r i a l which is made a p p a r e n t l y unsys tsmat ic o r "random”
i n a s y s t e m a t i c f a s h i o n , t h e r e i s a l w a y s a chance t h a t t h e
mater ia l may r e v e a l i n i t s e l f t h e nature o f i t s g e n e r a t i o n .
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There fo re , when t h e index'of a v a i l a b l e a d d i t i v e was
made, i t t o o k t h e f o r m which would b e s t r e v e a l e i t h e r re -use
o f a d d i t i v e w i t h r e p a g i n a t i o n a n d a s h i f t o f s t a r t i n g p o i n t
o r p a t t e r n s o f s i m i l a r i t y i n t h e material. That i s , eve ry
g roup of a d d i t i v e avai lable to be indexed was l i s t e d t o ‑
g e t h e r w i t h two g r o u p s preceding and fi v e f o l l o w i n g . I t
was assumed t h a t s i n c e s h i f t s i n s t a r t i n g p o i n t i n re -use
o f t h e a d d i t i v e i n t h e s p e c i a l cases o f two-deep o v e r l a p s
were s i m p l y s h i f t s t o a d i f f e r e n t fi v e - d i g i t g r o u p , f u t u r e
s h i f t s when a d d i t i v e was re‐used would leave fi v e - d i g i t
groups i n t a c t . The index, t he re fo re , wou ld r e v e a l a d d i t i v e
i d e n t i t y , e v e n though t h e s t a r t i n g p o i n t were s h i f t e d . I t
was assumed a l s o t h a t t h e a d d i t i v e would b e r e a d f r o m t h e
p a d sheets i n t h e same normal f a s h i o n a s i n t h e fi r s t use.
Then, i n t h e case o f p a t t e r n s o f s i m i l a r i t y , i t was assumed
t h a t a s tandard IBM index would p o s s i b l y r e v e a l more obvious
p a t t e r n s i f t h e y e x i s t e d and c o u l d b e seen.

The a d d i t i v e a v a i l a b l e f o r s t u d y a t t h e t i m e t h e i n d e x
was made u p c o n s i s t e d o f t h r e e different t y p e s . The fi r s t
t y p e was t h e compromised a d d i t i v o t a k e n by t h e F; B. I.
f r o m W o l f f in 1900 (3,600 shee t s or 172,800 groups). The
second type o f a d d i t i v e was what was c a l l e d h y p o t h e t i c a l
a d d i t i v e . I t was noticed f r o m a s t u d y o f t h e l o g s o f the
GEE t r a f fi c t h a t o n 1 5 J a n u a r y 19k2 t h e r e b e g a n t o appear
c i r c u l a r s , which were a s e r i e s o f i s o l o g s between t h e 050
system (which had been r e a d almost completely) and t h e GEE
system. The p l a i n r c c d e v e r s i o n o f t h e 030 t e x t o f a c i r ‑
c u l a r cou ld s i m p l y b e s u b t r a c t e d f r o m t h e c i p h e r - t e x t
v e r s i o n o f t h e a s h c i r c u l a r a n d a d d i t i v e . w a s a v a i l a b l e f o r
s t u d y s i n c e t h e same c o d e book was known t o b e used f o r
b o t h syntens and s i n c e t h e p l a i n t e x t s were a p p a r e n t l y
i d e n t i c a l . Th i s s e r i e s o f i s o l o g s cont inued f r o m 1 5 January
l9k2 u n t i l approx imate ly t h e midd le o f lovemher 19h4. Some
207,000 groups o f h y p o t h e t i c a l a d d i t i v e were t h u s accumulated.
The t h i r d type o f a d d i t i v e was so lved w i t h a f a i r degree
o f c e r t a i n t y o n two-deep o v e r l a p s ; about 200 groups o f t h i s
t y p e o f a d d i t i v e were a v a i l a b l e . w e c a l l e d t h i s r e a l a d ‑
d i t i v e . E v e n t u a l l y , t h e r e f o r e , t h e i n d e x a s fi n i s h e d c o n ‑
t a i n e d approx ima te l y 380,000 g r o u p s .
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A l l t h i s a d d i t i v e
S e t u p t h u s :

a b c d e

36061 5 25 91324 5 ” } “ 0
A4355 u 19 3320a 71016
A9913 5 25 18352 35072
A7567 8 43 77919 53780

A4278 6 35 53670 90864

A5¥95 B #7 52208 57355
09627 5 29 59032 50022
A3¥28 8 #8 37713 67827

88937 a 16 61560 18u06
86325 5 25 30320 99263
Au190 u 23 6u305 65091

a . V e r s i o n - - O r i g i n n l l y a d e s i g n a t i o n used t o d i f f e r e n t i a t e
a d d i t i v e d e r i v e d f o r t h e name p a d - s h e e t number used b y

was th rovn i n t o one i n d e x which was

I 8

02378 02383 10801 38244 74751 96922
02078-97008 16173 08582 30975 68458
02578 32%?) 58971 72212 92414 #5097
02‘78790660 38838 39969 37587 71483

# ( To t a l o f g r o u p : 02478)
02479 32509 89911 60064 71737 866»;

02480 77263
02u80 92387 51010 01676 66075 21002
02480

' 3

02u81 31980 75885 19568 72658 84771
02081 58299 30923 38388 78938 73““2
02u81 66216 862h0 8605u 53308 30551

3

t h e Germans a t d i f f e r e n t p e r i o d s ; i t l a t e r l o s t s i s .
n i r i c a n c e .

P a d s h e e t number.
L i n e number.
Group number.
Groups p r e c e d i n g .

G r o u p a . r o l l o v i n g .

I n t h i s i n d e x t h e

C o n t r o l group ( s o r t column)

s i g n i fi c a n t f a c t : were obseried
wh ich l e d t o t h e d i s c o v e r y o f p a t t e r n s i n t h e a d d i t i v e and
e v e n t u a l l y t o such a comple te u n d e r s t a n d i n g o r t h e s t ruc ture
o r t h e a d d i t i v e t h a t a l l p a d sheets eve r used can i n t h e o r y
be reconst ructed. In t h e course of t h e research, t h e nature
and t h e a e s e n t i a I f u n c t i o n e _ o r t h e machine which generated



4326479T‐6‐P‐S‐E‐GR‐E-1LGR-E-A-M

t h e a d d i t i v e were a l s o revealed. Then, some t i m e in F e b r u a r y,
1945. after t h e e x p l a n a t i o n o f G E had a l r e a d y g o t under
w a y, a paper. f r om B r i t i s h fi l e s showed t h a t t h e idea. f o r
t h e machine used t o generate GEE additive a p p a r e n t l y o r i g i ‑
n a t e d v i t h a b o w of B r i t i s h eng ineers in I n a d o n f ro rn
111103: the German Government h a d b o u g h t t h r e e such d e v i c e s
i n . 1932 w i t h n o p r o v i s i o n t h a t i t s n a t u r e b e k e p t s e c r e t .
F i n a l l y t h e exact nature. o r t h e machine was proved f r o m a n
examina t ion o f fi l e s c a p t u r e d in Germany.
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SECTION I l l

The S o l u t i o n o f t h e G e n e r a t i o n Scheme

in Conpromised M a t e r i e l
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I n t r o d u c t o r y . . . . . . . . . t . . . . . . . . . . . . . 1 3
Random fi v e - d i g i t coincidence in the k e y index . . . . . . 1%
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m a t e r i e l . . . . . . . . . . . . . . a . ' . . . . . ; . . 1 5
Charts o f m i s s i n g and w e i g h t e d d i g i t s . . . . . . . . . . . 16_
The c l u s t e r i n g d i g i t s i n t h e 5&00'3. . . . . ; . . . . . . 1 7
Methods o f d i s c o v e r i n g t h e fi v e pat tern p o s i t i c n s . . . . . 1 8
The 10-100-1,ooo-10,ooo‐1oo,‘o¢o r e l a t i o n s h i p

b e t w e e n s e t s o f p a t t e r n p o s i t i o n s . . . . . . ; . . . . . l 9
kk thods o f d e t e r m i n i n g o r d e r o f ‘ d i g i t s i n t h e 2&0

sequences. . . . . . . . . . . : . . . . . . . . . . . . 20
A d d i t i v e , k e y , d e t e l O p m e n t n u m b e r, a n d d e l t a

r e l a t i o n s h i p s . . . . . . . . . . . . . . . . 7 . . . . . . 2 1
E x t e r m i n i n g t h e nature o f a d d i t i v e g e n e r a t o r . . . . . . . 2 2
The machine r e c o n s t r u c t e d . . . . . . . 1 . ‘ . . . . . . 3 . 2 3
The s h u f fl i n g o f p a d sheets a f t e r g e n e r a t i o n . . . . . . . 2 4

13. I n t r o d n o t g z n - H i t h suhh'extensiveosu a t _
c o n c e r n i n g t h e cryptography of GEE, so a r e g i v e n in S e c t i o n
I , t h e c r y p t o n a l y t i c p rob lem was reduced t o one o f key '
r e c o n s t r u c t i o n } o r t h e two routes t o s o l u t i o n , t h e s u p e r ‑

hand

inmosition of messages a n d t h e d i s c o v e r y of a system of
g e n e r a t i o n , t h e fi r s t h a d b e e n f o u n d u n r e v a r d i n g , and t h e
second remained t o b e i n v e s t i g a t e d f u l l y . The i n i t i a l f r e ‑
qmcnoy abnormal i t ies vhieh.made t h e s o l u t i o n of t h e system
p o s s i b l e t h r o u g h t h e second method were discovered in t h e
a d d i t i v e c a p t u r e d f r o m D r . E m i l U o l f f i n 1940. The com‑
promised m a t e r i a l was marked SERIE 22 and invo l ved p o d shee ts
numbered f r o m 5000 t h r o u g h SE99, 5900 t h r o u g h 6999. and 8000
t h r o u g h 9999. B u t t h e s o l u t i o n wh ich y i e l d e d t h e necessary

' s e q u o n o e t o b e g i n t h e r e a d i n g o f cu r ren t t r a f fi c depended o n
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t h e h y p o t h e t i c a l addi t ive, recovered t h r o u g h _ c r i b b i n 3 . I n
t h e f o l l o w i n g d i s c u s s i o n o r t h i s so lu t ion , an'sttempt h a s
been made t o d iscuss t h e s t e p s i n c h r o n o l o g i c a l o r d e r , b u t
s i n c e many phases o f the solution p r o g r e s s e d s i m u l t a n e o u s l y,
a s t r i c t l y c h r o n o l o g i c a l o r d e r h a s n o t b e e n p o s s i b l e ; More ‑
over, t h i s s o l u t i o n was charac ter ized by a l o n g and l a b o r i o u s
s e r i e s of observat ions whichyonly s h o r t l y b e f o r e t h e fi n a l
steps, c o u l d b e e x p l a i n e d o n t h e b a s i s o r any h y p o t h e s i s , and
{.1nallybthe comp le te s o l u t i o n or t h e p r i n c i p l e s of generat ion
c f t h e a d d i t i v e (discussed i n t h i s sec t ion) was a c c o m p l i s h e d

‘ t e f o r e p r o d u c t i o n o f readable t e x t f r o m traitic.

14. Random fi v e - d i g i t coincidence $5 t h e k e y i n d o x . - » I n
t h e examinat ion at t h e complete a d d i t i v e i n d e x , i t eas fi r s t ,
necessary to determine whether there were any exac t r e p e t i ‑
t i o n s o r pages o f a d d i t i v e a n d whether i n the absence o r such
r e p e t i t i o n s t h e i n c e x or coincidences or fi v e - d i g i t groups
was what one would e x p e c t i n a b s o l u t e l y random d i g i t t e x t .

I n t h e fi r s t case, some r e p e t i t i o n s were n o t i c e d , b u t
a l l o r them c o u l d b e accounted f o r a s d u p l i c a t e d e r i v a t i o n s
o r a d d i t i v e f r o m c r i b s . I n t h e second case i t was r e a d i l y
dzuided t h a t , f r o m the p o i n t o r View o f r i v e s d i g i t c o i n c i ‑
dences, t h e i n d e x was n o h i g h e r t h a n t h a t t o h e e x p e c t e d
f - o m a chance d i s t r i b u t i o n o f these groups. Tha t i s , s ince
t 1 e l i s t i n g con ta ined something like 380,000 e n t r i e s , a n d

s i n c e 1 0 ,000 fi v e ‐ d i g i t numbers are possib le. one would
s c p e c t at random an average or about 3. 8 occurrences of each
p o s s i b l e fi v e -- d i g i t number. F i f t y sheets o f t h e i n d e x were
p u l l e d at random f r o m t h e 00000-09999 volume a n dvars r o u n d
t o c o n t a i n 3,796 l i s t i n g s i n s o l v i n g 1,083 d i f f e r e n t numbers,
v. th an average of 3 5 occurrences of each number l i s t e d .
In a d d i t i o n , a t h o r o u g h visual examinat ion of t h e t o t a l
index f a i l e d to r e v e a l any abnonnal violat ions or t h e ex‑
p e c t e d distr ibut ion given by P o i s s o n in h i s §§Eonsntial
B ; n o m i a l L i m i t . Therefore,_ f o r p r a c t i c a l purposes t h e a d ‑
d.. t i v e asl i s ted in the complete additive i n d e x vas cons id ‑
e: ‘ed f r o m t h e p o i n t or View or fi v e . d i g i t coincidence.
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15. Abnormal s i n g l e - d i g i t coincidences i n t h e cggpo
mised materiel.--annination of t h e comple te a d d i t i v e i n d e x ,
however, revealed s e v e r a l sheets on which the dis t r ibut ion
o f t h e d i g i t s i n some p o s i t i o n s i n t h e s e c o n s e c u t i v e a d d i ‑
t j v e groups was q u i t e o b v i o u s l y n o t random. Since t h e aver ‑
a g e number o f l i s t i n g s p e r shee t o f t h e a d d i t i v e i n d e x i s '
approx imate ly 76, and t h e number o f p o s i t i o n s in which an
a d d i t i v e group may occur o n e sheet o f t h e p a d i s #8, one
v o u l d e x p e c t at random an average or a b o u t 1.58 occurrences
o f each o f the H 8 p a d p o s i t i o n s o n a n y sheet o r t h e i n d e x .
'BLt a c t u a l l y some p o s i t i o n s appeared f o r more f r e q u e n t l y
t h a n o t h e r s . A t y p i c a l sheet i n shovn i n fi g u r e 11 . A
fiequency count o r t h e numbers i d e n t i f y i n g these p o s i t i o n s
on this sheet by group and l ine number showed considerable
a t n o r m a l i t y ( c i r c l e d ) . 39101: is t h e distribution:

l i n e N o , l 2 3
Group No. 1 2 3 L 5 - 7 8 9 lO 11 12 1h 1 16 17 18
F r a q u m c y o c z o z 1 1 2 1 2 1 1&010
L i n e No. k 5 6
Group No. 19 20 2.1 2223 21o 25 26 27 28 29 30 31 32 33 3h 35 36
Frxuumcy 1 1 3 o 0 c9 0 2 (3 3 2 o 2 o (3 o 2 1

L11: No. ‘- 7 - 8
Group No. 3? 38 39 LG kl #2 L3 Ah £5 L6 h? LB
Frequency 2 0 2 I 3 1 , 1 O 3 2 1 0 ,

N e x t , two l i n e s o f a d d i t i v e f r o m one o r these f a m i l i e s
revea led by t h e cres ts ( e . g . , l i n e 1, g r o u p 6) vere examined.
A t once a v e r y h i g h percentage o r s i n g l e ‐ d i g i t coincidence
a p p e a r e d ; f o r e x a m p l e :

M1101 1 06 93113 52286 02249 431519 3972; 21m 425138.281
Arena 1 06 80110 60:19 o__2_263 61:17 69612 20_'[_2I 72:21_8251

In such a s i t u a t i o n one would e x p e c t at random nn-aversge of
coincidence of about A d i g i t s o u t or t h e ho. In t h i s s i t u a ‑
t i o n w e have 2 3 d i g i t s h i t t i n g . This was u n d e n i a b l y a n o n ‑
random s i t u a t i o n .
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38680 1065 53662 0762.1.
13399 I. 19 5292:. 93302

15569 8 1.6 55951 53930

357.69 3 17 98261 731.55
A0651 3 15 65073 50829

18101 1 06 93773 52386
159985 6 35 57575 1.1061.
7.0269 2' 10 00799 961.12

‐ A9812 1. 2!. 38085 7.1093
' 7.5355 3 13 12872 90681.

.15026 1 06 6650? 70117
A6383 8 L3 7095!. 72532

179142.103 1202.7 72590
_ A7290 7 39 5?098 6106150

‐ ‘ 'AOOBS 105 69205 79858
15182 3 '15 26513 62086

18804. 7 7.0 22771‘ 01036
361.33 7 1.1 36779 .65231.
151.52 6 .36 75156 32710
A3818 2 .09 85858 70070

258651. 6. .31 87097 76585

10075 1 05 91.351. 01725
A9619 3 ( 1 3 ’ 908% 99086
0721.8 .2 12 12821 13366
163125 5 29 60338 10961.

16830 8 1.5"09257 95136
£55171 3 15 79887 62816

7.2352 2 11 60297 22065
A9529 3713 11871 655814
15353 2. 2. 66111 07561.

719105 1 06 #6969 83390
35957 1 06 0374.5 5053:.
A3752 3 1 671653 361.19
36926 7 Isl 98799 31.703
A9165 1. 03 67135 '33123
{.5933 h 21. 93282 1.5811

1.9068 7. 7.1 1821.1. 911.52
[.7900 3 13 161291 33837

. 716833 8 :05 09956 56833”

_ 0 . 316111292121»‑

0221.7
0221;?

-022117
1;

0221.8 '
0221.3

2
0221.9
0221.9
0221.9
0222.9
0224.9
0219
02219

7
02250
02250

2
02251
02251

2
02252
02252

-02252
02252
02252

5
'02253
02253
02253 .
02253

I.
02251.
022510

' 2

02255
0255'
02255

3
02256

‘02256
02256

' 02256
02256
02252

02257‑
09237
02257

a
a

09015
81079
22386

23709
3.2738

47379
56363
851.95
85038
7219].
6971.3
20193

172495
00562

66912
6186!;

67079
Shock
7653!.
03208
1.1860

i i o o o

€21.15 '
20713
26103

70325
69938

53289
91111
815338

55360
9,5398
616“;

"215275
70972
56896

70175
75770
00320

60318
99113
10591.

151816

36735
70239
89910
651581;
86672
36623
2011015

03%?
52952

30369

00319
881.75
93801
1.6038
67169

716803
68961
38220
59173

"32010
51396

39731
.5562
602.67.

18685
11.1222
'685%
86612
92825
6.8821.

77597
26385
723426

70369 10297
51592 53773

26788 $9803

2171.6 1.9757
59670 580117
168379 96131»
331116 151210 '
901600 60822
83955 71750
57633 W

69573 68220
50988" 9250!;

1067s" 32.012 ’

51.716 5091:.
91355 50030
1.8585 59235
69100 95639
56763 791507

72902 35552
90716 5359!.
8111.5 59523
51610 61370

62560
-1.7785 V39377.

76297 51951
731.83 50827
63106 7.11.06

70792 797105
.. 00603

701060 77589
61752 271117

9931.3 1.697;
25330 25250
72570

07530
00107

1111129

20387
1.0805
09657
65070
82171
58119
75115

371+17
704.28

29963

28583
9956!.
15672
02909
.83.909

W26
87331
036166
05091

98689

60506
67131
66080

28315
32725
03117
59900
3167106
89080 _

33730
28516

'gflsheeh- frogfihg. index (cagtinued 0:1 tyne qext. page).
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151031 "18083 61861 02258 15897 68216 29872 67685 17.1.57.
15235 ‘6 31 27817 71256 02258 85775 86232 30686 37618 79900
16111 8 65 67769 60065 02258 71803 65087 75567
17096 5 28 35612 16310 0225: 71950 91670 67777 29158 87650

68689 7 37 20705 25893 02259 51689 08365 96350 19351 66135.
86699 3 16 60285 50963 (12259 65819 92966 97968 61669 59783 '
19916 1 06 72565 83375 02259 75365 68785 71796 69765 23355
13589 6 20 06665 58786 02259 11366 98656 63385 96615 67866
66126 5 28 60662 22660 02259 56765 91.178 98677 26050 22677
66287 3 13 96836 90086 02252 72111 67961 90706 53592 82331

1661.11 7 .62 29606 86629 ”02260 86166 1188703 57623 97313 02030
19366 6 21 111.63. 91060 02260 66396 60022 90515 63106 03281
19166 5 29 52053 36812 02260 96387 50770
13697 8 66 66327 85999 0226: 16220 91165 .

1651.2 2 09 55095 686.60 0226169966 93366 36056 82091 27153

88067 ‘3 15 30102 68083 02262 23276 80759 17509 88096 06779

18862 1 06 80770 60319 02263 67377 66635 20762 79757 28357
19113 1 06 16967 23385 02263 63395 31386 78796 69765 21631

‘86739 1 06 13777 52391 02266 57370 76835 26617 16056 28877
A7665 3 13 07686 10111 02266 65533 86907 61258 92167 02932

2
A9639 3 15 26863 66028 0&65 69819 20806 167812 10870 23033
85969 1 06 85763 17508 00.265 67690 39728 89322 39280 67871
17579 7 37 66767 98908 02265 77707 95513 33150 66316 66580
16863 2 11 15796 95889 02265 09661 29136 52898 96566 66981

6 ,
86965 5 28 19822 13329 02266 87929 90506 62.02 58218 67270

18068 6 21 52208 92231 02268 39366 77521 99167 96316 05381

85670 6 35 .67110 60652 02269 89551 98881 5113307923169 69695
69606 3 15 33555 62216 02269 69633 56829 10537 76617 26266
88605 5 26 66700 83007 02269 79578 76826 16696 38717 57322
10826 2 68 86351 66135 02269 0011.1 65260 53970 93621 71712
A9385 6 21 60689 96126 02269 13666 27521 ‘86055 73316 67385

. 5 D - '
A1988 7 39 50616 25566 02270 68807 52061 66871 62826 31786
69387 6 a 58983 03583 02270 59696 62896 93238 27180 83010
88311 2 07 93015 06196 02270 66839 53378 59067 26236 636507
68669 5 26 98626 66006 02270 96032 70801 05696 60580 79122

I;

F igure 11.. IL sheet. from the index (continued from previous page).
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The two p a d sheets i n v o l v e d i n t h e two l i s t i n g s shown
above were t h e n Juxtaposed in e n t i r e t y to determine whether
t h e h i g h percentage of coincidence continued t h r o u g h o u t t h e
as groups . The t w o p a d sheets a r e shown below over lapped
g r o u p f o r g r o u p : ‘

Pad L i n e V
Sheet no. 1 2 3 I t 5 6
81:01 1 ' 77195. @151 '991- .9311} 52286 922%
£842 1 120014 22650 8!: 7 80110 60119 Qggés

8 “ ° 1 _2 “1119 3.6.72: 2173567 1“2L5! 2&8? 2921“ .
8&2 2 61217 @622 20152 72m L835“! 92232 ’

81:01 3 35% 1.1952 £6231 my 21323 M90
8812 3 09151 12918 8.656; 16.6.8} 512.63%?

81:01 h "4185: 21351 BI§Q§ 2 M : D261 31m
3952 3 6 & 1 } 21133 . 5m 7852}. 175.5}. 11612

81ml 5 um 84281 3965335342 8|fi§0 12351
_ 89:2 5 75991 534281 39061 65222 6% 50281

arm 6 @112 6 E 0 368g2, 51387 39%? 75552
88142 .6” $1191 5:11:33 55521 #1116 7 & 0 5w

81:01 7 25113 31442 neaag Q595- 18419 316268
8&2 . 7 “ (£22 31691: 11059 91090 11511 21553

$ 0 1 8 L615? 281526 new 2779 ELBTQ 97%;
881?? 5 i‘él'ib 20293 2252?. 931%) 32.2% 11.6.2;

The h i g h percentage o f s i n g l e - d i g i t coincidence continued
th roughou t t h e 1&8 g r o u p s . In these two sheets the re were
h i t : i n 129 out o f t h e 2&0 p o s i t i o n s , 53.7 5 percent o f the
d i g i t s o n t h e s e two p a d shee ts a r e i d e n t i c a l . Hoping t o
fi n d a. c y c l i c r e p e t i t i o n of t h i s phenomenon, we overlapped
pea s h e e t s 81102 a n d 881‘}, b u t t h e h i g h percen tage of d i g i t
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coincidences d i d n o t c o n t i n u e . Weassumed, the re fo re , t h a t
t h e p a d sheets 8h01 a n d Beta were r e l a t e d causal ly b u t t h a t
t h e r e l a t i o n s h i p d i d n o t c a r r y o n i n t o t h e f o l l o w i n g p a d - ;
sheets. S t i l l , a f t e r f u r t h e r examina t ion we found more and
more l i s t i n g s r e l a t e d i n t h i s f a s h i o n . W e a l s o n o t i c e d a t
t h i s p o i n t t h a t l i s t i n g s which shoved abnormal p e r c e n t a g e o f
coincidence were l i s t i n g s of a d d i t i v e compromised f r o m D r .
W o l f f i n 19h0. He con t inued o u r a t t e m p t s to fi n d a p a t t e r n
whereby t h e p o s i t i o n s shoved co inc idence, b u t w i t h no success.
But we d i d l e a r n t h a t t h e u n d e r l y i n g cause of co inc idences
a f f e c t e d o n l y s i n g l e d i g i t s and not whole g r o u p s .

Nex t came a s t u d y o f d i g i t s o c c u r r i n g i n a s i n g l e p o ‑
s i t i o n t h r o u g h o u t a volume o f p e d shee ts ; t h a t i s , t h e d i g i t s .
which o c c u r r e d , f o r example, i n t h e fi r s t p o s i t i o n o r t h e
fi r s t group or each p a d sheet i n . e book of 100 sheets were
t e t u l a t e d . Immedia te ly a f t e r t h e d i s t r i b u t i o n o f t h e d i g i t s
i n t h e fi r s t p o s i t i o n t h r o u g h o u t 5 volume o f p a d s h e e t s , a
n o r i n t e r p r e t a t i o n o r t h e abnormal amount o f s i n g l e - d i g i t
co inc idences was reached; c e r t a i n d i g i t s in c e r t a i n p o s i t i o n s
w e r e ' n i s s i n g and c e r t a i n d i g i t s occurred more f r e q u e n t l y than
o t h e r s . The f r e q u e n c y d i s t r i b u t i o n o f t h e fi r s t d i g i t s i n
t h e fi r s t groups in t h e volume or p a d sheets marked SERIE fi g .
SEIT%.5000-§022 (ser ies 50, pages 5000-5099) was: "

O 7 8 93 5

:‑
E
”e"

t

S i n c e , i n a d i s t r i b u t i o n o r 100 chosen a t random, one would
e x p e c t an average of 10 t a l l i e s f o r each of t h e t e n d i g i t s ,
t h e l i k e l i h o o d t h a t a d i g i t would g e t n o t a l l y a t a l l i s
ex t reme ly s m a l l . Therefore, t h a t 0 and 9 d i d n o t occur at

,
O

63
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a l l was immed ia te l y i n t e r p r e t e d as f a i r l y r e l i a b l e ev idence
t h a t o and 9 d i d n o t e x i s t i n t h e p a r t i c u l a r sequence f r o m
w h i c h t h e fi r s t d i g i t o f t h e fi r s t group o f t h i s i o l u m e o r
p e d s h e e t s bed b e e n g e n e r a t e d . ‘

Then.of course, t h e second d i g i t of t h e fi r s t groups or
t h e same volume of p e d sheets use tabulated:

0 1 2 3 4 5 6 7 8 9
E t - e t s i t
r e s = a s :
§ =  i ' i fi_ § 5.

1r;

I n t h i s t a b u l a t i o n d i f f e r e n t d i g i t s a r e m i s s i n g f r o m t h o s e
m i s s i n g i n t h e d i s t r i b u t i o n o f t h e first d i g i t o f group one,
t h . s t ime 2 , 3 , a n d 6 .

N o r use t h e distribution of t h e r e m a i n i n g d i g i t s in t h e
two counts fl s t . In t h e distribution of t h e fi r s t d i g i t t h e
number o f 1 ' s a n d 6 ' : i s h i g h . I n t h e second d i g i t d i s t r i ‑
b u t i o n k is h i g h . From these d a t a i t appeared t h a t t h e e l e ‑
ments v h i c h generated t h e fi r s t d i g i t and second d i g i t con‑
ta.ined t e n numbers. b u t t h a t certain of t h e p o s s i b l e t e n
d i g i t s were not_included and t h a t c e r t a i n o t h e r s were doubled
or e v e n t r ip led in compensa t ion . .

Then , f r e q u e n c y counts were made f o r each o r t h e 2#O
d i g i t p o s i t i o n s o f t h e 5000's volume. I n a l l b u t t e n o r
t h e s e p o s i t i o n s , d i g i t s were m i s s i n g , and others_vere c o r »
r e s p o n d i n g l y i n c r e a s e d i n t h e f r e q u e n c y d i s t r i b u t i o n s . The
t e n p o s i t i o n s which d i d n o t show m i s s i n g and e x a g g e r a t e d

6h
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d i g i t s seemed to con ta in a l l t e n ' a i g i t a , and t h e oiotribution
was fl a t ; t h u s i t appea red t h a t t h e elements which g e n e r a t e d
t h e sequence i n these p o s i t i o n s Luvolved t h e t e n d i f fe ren t
d i g i t s . "

W et h e n dec ided t h a t d i s t r i b u t i o n s should b e made o n
o t h e r Volumes o f c a p t u r e d m a t e r i a l . When t h e fi r s t fl i g h t o f
the fi r s t g roup or t h e 5100's volume vsa tabu la ted , d i fferent
d i g i t s were m i s s i n g f r o m those i n . the count o f t h e fi r s t group
i n t h e 5000‘s volume. The d i s t r i b u t i o n s o f the t i r j t d i g i t '
o r g roup one o r t h e two volumes f o r compa r i son were:

5000 '3 Volume

3 I:

2
7

l
u

‘ 5100‘s Volume

when distr ibutions were made ‘ o f t h e fi r s t d i g i t of group
one f o r a l l of t he r e s t or t h e volumes on hand it was f o u n d
t h a t , in a l l t h e volumes e x c e p t t h e 5 0 0 0 ' s , 1 and 8 were m i s ‑
s i n g and 1%a n d 5 seemed to be t h e correspondingly more f r e ‑
quen t d i g i t s . It r e s assumed, therefore, t h a t a l l or t h e
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volumes of t h e .captui‘ed m a t e r i a l e x c e p t t h e 5000's were
honogeneous: a l l were generated w i t h the some basic s e t - u p
of t h a t fi h i c h senereted the a d d i t i v e . The 5000's were a s ‑

' sumed to have been genera ted on a d i f f e ren t_bas i s .

16. Charts Q; missigfi'ggg weiggted d i g i t s . 4 ‐ I n View or
t h e f a c t t h a t d i s t r i b u t i o n s o n t h e b a s i s o f 100 sheets would
y e v e a l i t h e m i s s i n gd i g i t s l g b u t o f t e n would n o t show c l e a r l y
wh ich d i g i t s r e c e i v e d _ t h e counts wh i ch o t h e r i i s e v a u l d have
f a l l e n ’ t O ‘ t h e m i s s i n g d i g i t s , i t was decided t o make t h e 2&0
t a b u l a t i o n s o n f a n : volumes i n s t e a d o f one. Therefore, t a b u ‑

-1a t iona were made on t h e 5100‘s , 5200 's , and.5#00's as w e l l
as on t h e 5000's in aide? to determine f o r a l l 2&0 p o s i t i o n s
which d i g i t s were miss ing end which d i g i t cou ld be proved to
have received the soecailed compensatory w e i g h t s .

Charts were madé s h o v i n g t h e m i s s i n g end weighted d i g i t s
f o r a l l o f t h e 2110 posi t ions in the 5000‘s s i m i l a r t h e 211.0
p o s i t i o n s of t h e 5100‘s. Examination or these charts r e ‑
v e a l e d t h a t t h e same 2&0 elements used in t h e 5000's were
r e - u s e d f o r t h e volumes_msrkedl5100 througfi 9999, b u t in a
c o m p l e t e l y d i fferent order ! F o r e x a m p l e , _ i n t h e 5000':
volume, g roup 23, p o s i t i o n a h a d 0 , 1 , . 2 , 3 , and a m i s s i n g ,
a doubled f r e q u e n c y weight f o r 7. This same distribution
sppeared in the 5100's vpigme f o r g roup as, p o s i t i o n 1.

F i v e i s t h e maximum number o r d i g i t s - m i s s i n g i n a n y
d is t r i bu t ion . as w i l l be seen f r o m t h e r o l l o v i n g summary o f
t h e m i s s i n g d i g i t s i n b o t h t h e 5000's and t h e 5100's:

Number of Number of
d i g i t s m i s s i n g . distributions

0 10
1 1&9

2 72
3 .74
u 29
5 6

66
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Such information weadded to o u r increasing s t o r e of curious,
if s t i l l _inexp11cab1e data.“

-e17. The c l u s t e r i n g d i g i t s . i g the fiflOO's'volume.--As
d i s t r i b u t i o n s were b e i n g made o f t h e 2&0 p o s i t i o n s i n t h e
5400's volume, wen o t i c e d that in one posit ion outof t h e

' fi r e o f e a c hfi v e - o i g i t groupoof the 48, d i g i t s seemed t o
’ c l u s t e r in anabnormal fash ion as t h e distribution was made.

Thus, i n t u r n i n g . t h r o u g h the sheets o f the volume, w e no ‑
t i c e d , foz- example , t h a t the d i g i t in t h e fi f t h position of
t h e fi r s t g roup wou ld b ea n 8 f o r a s many a s s i x o r e i g h t
sheets r u n n i n g ; toen, t h e d ig i t would chsnge t o s 2 and f o r
fi v e or s i x sheets would-be a 2. T h i s phenomenon_ p e r s i s t e d ?
t h r o u g h o u t t h e SROO‘s 'volume. One p o s i t i o n out o f each
group of fi v e showed t h i s definite clustering. '

The IBM l i s t i n g in figure 12 shows t h e phenomenon‑
c i e a r l y . T h i s l i s t i n g g i v e s o n l y t h e fi r s t l i n e o f each
p o d s h e e t of the BLOO's in ‘ t h e o r d e r in wh ich the sheets
were bound. The p o s i t i o n s i n which the c l u s t e r i n g was o b ‑
s e r v e d a r e marked w i t h arrows. F o l l o w i n g down the column
of d i g i t s b e l o w the arrows, n o t i c e how o f t e n a s i n g l e d i g i t ,
o c c u r s c o n s e c u t i v e l y . Notice_ a l s o t h a t t h e l e n g t h o f t h e
r e p e t i t i o n o f a n y p a r t i c u l a r d i g i t i n each o f t h e marked
p o s i t i o n s i s t h e some a t any g i v e n point; i . e . , t h e change '
f rom one d i g i t to another__ooours simultaneously in a l l t h e
marked p o s i t i o n s (her r ingg a r b l e s and t h e r e p e t i t i o n o f o
d i g i t in t h e n e x t s e t of repetitions).

N o t i c e a l s o t h a t t h e fi f t h p o s i t i o n o f the fi r s t group,
t h e fi r s t p o st i o n o f t h e seoono group, a n d one ' p o s i t i o n ou t
o f each group o f fi v e showed t h i s c l u s t e r i n g . These p o ‑
s i t i o n s _were c o l led t h e pattern V positions a f t e r t h e p o ‑
s i t i o n i n g roup one i n which c l u s t e r i n g v i i fi r s t observed.
In fi g u r e 1 3 , these p o s i t i o n s which show clustering in a l l
#8 groups a r e shown extracted_from sheets or t h e 5%00's
volume and l i s t e d s i d e by s ide . ' ’
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1
Asuoo 1 52829
85901 1 70910
85402 1 01078
.1580} 1 02084
15lou 1 29920

' «5805' 1 58082
25106 1 71022‑
15007 1 32912
A5908 1 98172
A5909 1 09170
A5u10 1 21888
Afikll ,1V 92220

A5912 -1 5&010
15813 1 74935
1511» 1 36165
15415 1 40885
15816 1 23189
A5917 1 9382»
25018 1 59214
£5k1§ 1 20035
55:20 . 1 - 93065
154218 1 56975
15022 1 #1828
15025‘"‘1 62238
15828 1 5&068
A5925 1 77678
95026 1 30898
‘15u27 1 . 22085
95028 1 99685
35929 >1 57825
85950 1 90915
A5931. 1 70965
A5832 1 49085
A5u35 1 07085
35935 1‘ 22935
A5u35 1 '62671

F i g u r e  1 2
d i g i t a . (

5
TBBRO
75519
77991
77084
79121
90978
99061'.
91108
98339
16109

15679
u7919
19071;._'

" 4116“:
77521
79210

71679
23533
25911
26070
883811
8322h

8H699‑
86775
88360
56638
60719
67343
58870
29870
21559'
28901
23034
566014.

1
88917
37557
95197
89257
72217

‘ 757511
Okklu

. 32114
7529“

' 75321
103311“
19214 1

99201
89111

38731
75317
99157
59577
05207
59117
79757
57296
26116
311796
99275
89335

33915
#1595
5%105
39239
78379
Olflk9

85519
89766
77936
96376
88286
57302

. v
19917
32312
11711
62615
70711
16819
6151»
75015
95812

-76302
9580h
03907

99709,
60967
79763
92369
90619
09517
16519
35960
13761“
66363
92880
00985

u5589
86089
21887
42097
80899.
29697
12797
16567 ‑
31062
16869
65965
81500

L1
75075
87097
61021
50070
95095
20991
85989
'52475_
38496
58595
39526

‘ 73578
22510
95285

772275
81296
90086
75078
82090
32507
77331

' 2‐135“
58926
92978

77990
28929
88971
38270
98299
72281

85255
25575
82397
58321
32374
81869

'1
51927
0155}
91768
#1324
71250
49388
ou9uu
94520
89789
#7789
77369
“792?
”7555
#6300
16279
#6189
71339

_211979

41587
72908
4200»
12750
88669
78827

58056
08765
98357
75726
#5683
1U596?

15553
02053
92753
#2664
72950
75703

} The l i s t i n g o f k e y s showing the r e p e a t e d



4326“"-’F9‐P‐SE‐GR‐E‐T‐GR‐E‐A‐M

A5836 1 58881 50739 36212 26801 50831 83607
85837 1 53601 59777 3176} 89982 7391? #9273
A5838 V 1 39978 81868 77125 11089 82965 98783
A5839 1 01088’ 68503 96205 36887 58987 88368
A5880 1 99175 66019 79579 70781 98225 85189
A5881 1 86220 17267 89891 01702 81518 17757

15882 1 08030 17608 58351 81805 50500 87806
25883 1 23600 18731 21261 82501 53589 77083
85888 1 53970 16093 '22121 61307 68538 97700
15885 1 86180 10187 33201 72803 58555 87579
A5886 1 68820 19328 693I1 90509 93566 77909
15887 1 51210 15283 09831 09307 72588 57587

85888 1 73020 17677 88571 86303 81550 07776
A5889 1 03811 55307 89311 96383 57916 89579
85550 1 20271 57232 69291 05780 31958 79707
15851 1 93081 57613 28151 .80881 70930 89306
15852 ' 1 53625 63787 88189 83692 72219 55973
A5853 1 79815 64372 61719 25790 27261 05587
15158 1 31925 66863 28829 11397 188255 95785"
A5855 .1 51808 79373 08737 06712 22058 11969
.15856 1 '83218 71290 31897 82015 81060 81557
A5857 1 68028 78686 68357 81812 68039 71786
A5858 1 56020 13683 88111 83608 73510 57956
05859 1 78610' 15772 61531 86705 27509 07503
85860 -1 33820 16361 28191 21301 88581 97707
A5861 1 98032 57589 32166 13917 77811 80388
15862 1 .57182 96377 93728 92312 88826 ,88169
A5863 '1 82882 90292 89878 01815 68808 18629
A5868 1 08222 99683 79388 86912 5388o_7 88957
A5865 1 1 828§5 33310 31186 123673 72851 80873

85866 1 78915 38878 78716 16779 27895_ 80987
A5867 1 81075 36561- 07826 31378 88887 10783
A5868 1 02085 30900 86306 16877 58871 80328

_ 25869 1 29925 39059 78216 65572 35898 80988
' 55870 1 97115 31113 02316 73378 73825 70080

A5871 1 58988 78582 77807 39810 78097 51603

. F i g u r e 12 . The 11011113 0! k e y s s h o w n ; t h e r e p e a t e d
d i g i t s ‘(oontinued on n e x t 'page) .



DOCID: 4326479 TQ-P-S-E-G-R-E-‘ILGR-Efi-M‑

151172 1 53034
15973 1 43060
7.5070 1 089711
A5075 1 39988
05076“ 1 43128
1.5077 1 63838
1151178 1 - 59268‑
05179 1 59045
25480 1 47905
A5431 . 1 00185
A5982. 1 23185‑
05483 1 93825

15080 1 59215
A5085 1 20950
15086 1 60000
A5087 1 56080

15489 1 06988

05190 1. 20138
15191 1 93868

-A§492 1 56278
A5493 1 36160
55098 1 #0880
25995 1 6u280
55096 1 96038
25997 1 58668
25098 1 113878
A5999 1 '13122

F i g u r e 12.

3973
75090
77188
51098
58183
53320

50208
60582
53993
65070
50133
39310

35278
07882
40523
41997
519629
58003

53132
55313
56277
1019
16382
10221

83517
80772
83171'
33171

06517
3%117

' .6232?
62132
03272
39342
79012
62209
03119
89799
22276
43306

69416
84257
37367
06927
21122
12372

.5324?
29112
39792

'93161
59221

_ 29301
08105
61715
20h25
29816

d i g x t a (continued on n e x t page).

70

12917
61317
72719
61009
72307
90907

09709
15601
635112
76000
75877 .
93973

06379
_12685
30741
19082
11001
66802

75900
93701
06303
71702
92300
00801

#0682
89585
22081
99510

82031
67058'
51095
62860
58885
92856

77989
32231
77259
21295
34885
73856

2m98
50275
95207
78211
828111
58810
32805
77836
21858
65525
58506
99538
72910
75909
52931
77816

01908
11073
#1700
93180
83589
73“?9
53087
55554
05950
95509
80600
70"59

50009
76903
116008
56159
131011
#3650

73909
43009
1WIS?
97059
87759
77557
481156
48003
18707
000119

The l i s t i n g o f keys showing t h e r e p e a t e d
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Sheet. L ine N 0 .
NO‑

51.00
51.01
5&02
SLC'B
51.01.
51.5
51cc
51.07
SLCE
511.8
5LlC
51.11
SALE
5113 '
Shlh
5h15
5h16
5L1?
ELIE
5h19
51.20
5L2].
5L22
5L23
SLZL
51.25
5k2b
5k27
5&28
5A29
5&30
5&31
5&32
5L33
5L3h
5L35
5h36
5h37
5h38
5h39
5LLO

Group in
1.1110

I'oaitlian
i n  G r o u p

1 2 3 1. 5 6 7 ' 8

1231.56 1231.56 1231.56 1231.56 1231.56 1231.56 1231.56 1231.56

515-132 31.11.13 23531.3 31351.5 21.1525 131.231. 5251.31. 21.11.23
1.77101 001090 211793 59921.7 578103 951509 611.857 138666
1.77101 001890 21179.5 58921.7 578183 951509 611.05? 138666
1.77101 001090 211793 509217 578103 951509 611.35? 130666
1.77101. 001890 211793 50921.7 578183 951509 611.857 138666
1.77101 001890 211793 58921.? 578183 951509. 611.85? 138666
291.110. 230693 261.086 61.3031 893879 086851 339523 7911.21
29111“ 220193 275036 613031 393079 986851 339523 791121
291.11... 2361.93 261.086 61.3031 8938790986951 339523 791621
291.162. 2301.93 261.1166 61.3031 893879 086851 339523 7911.21

9 5001057 91.1653 760039 137776 1311.11. 1.31.030 1361.01 005522

1.7710). 0018909211793 58921.7 578183 951509 611.857 138666 .7

01105? 91.1.6533 760039 137776 131.11“. 1.311.030 1361.81 885522
001057 91.11653 760039 137776 1311111111 1.31.030 1361.81 385522

' 011067 91.11653 760039 137776 131111111. 1.31.030 1361.81 885522
51.7626 00716732111031.5169 512560 9001.16 675110 350629
517626 0071.67 3211.03 1.25169 512560 9001.16 675110 350629
517626 0071.67 3211.03 1.25169 512560 9001.16 675118 358629.

1.77101 001890 211793 509217 570103 951509 611.057 130666
1.77101 001090 211793 50921.? 570103 951509 611.857 138666
526632 3071.25 605060 025360 51251.0 6121.06 096116 302215
526632 3071.25 605000 025360 51251.0 6121.06 096116. 302215

. 526632 3871125 605808 8_25363 51251.0 6121.06 096116 382215
885893 106527 1581123 01.0599 583052 52051.3 216652 971.881
885893 1065211581123 0110599 583052 52115113 216652 971.881
385898 10652? 3581.23 0150599 533052 52115113 216652 971.881
885898 106527 1.581123 01.0599 583052 52115143 216652 9711881
885898 106527 1581.23 01.0599 583052 5211503 216652 971.881
569925 3232).]. 396965 257380 999031 91.8575 1.35363 “.3955
569925 32321.1 396965 257380 999031 91.8575 1.35363 1.1.3955
56997.5 32321.}. 395965 257380 999031 91.8575 [6536311103955

._.569925 32321.}- 396965 257380 9990319118575 1.35363 1.1.3955
'- 526632 3071.25 605808 025360 51251.0 6121.06 0961.16 302215
~526632 307625605800 825368 51251.0 6121.06 096116 382215

526632 3871.25 605003 025360 51251.0 6121.06 096116 302215
526632 3071.25 605000 825368 51251.0 6121.06 096116 302215
152083 301.638 31.2733 1.9702? 13111.71. 073060 22.1.80 821.813
152003 301.630 31.2733 6971.27 131.171. 073060 221.680 821.813
151099 11.6616 2121.21 351216 626792 7151.131. 558509 1.02332
035093 106527150123 01.0599 503052 521.513 216652 971.081
005090 106527 1501.23 01.0599 503052 521.513 216652 971.881
569925 32321.1 396965 257300 999031 91.8575 1.35363 1.1.3955

Figure 13. D i g i t : in patiggm V positions, and extract from'rigure
. 1. (continued on next page).
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51.1.1
51.1.2
51.1.3
51.1.1.
5115
511116
5117
5118 r -* ‑
51.1.9 '
51.50
51.51

51.53
51.51.
51155
51.56
5657
51658
51.59
51160
51161
51.62
51163
5h61+
51165
5666
51.67
51168
51.69
51170
51671
5672
51.73 '
5671's. ‑

- 51175
51176
51177
51878
51179
51180
51131
51182
51633
511811 .
51.85 0

Figure ’ .3.
I. (continued).

51.52 - _ ;__.;

011057 911653 760039 137776 1361111.31.030 1361.81 885522
011057 9116653 760039 137776 1361.11. 1.31.030 1361.81 885522
011057 961.653760039 137776 131.661. 1.31.030 1361.81 885522
01.1057 911653 760039 137776 1311.11. 1.31.030 1361.81 385522

"011057 911653760039 137776 13111.1. 1.31.030 1361.81 885522
011057 911.653760039 137776 1361.11. 1.31.030 1361.81 885522
011057 911653 760039 137776 131.111. 1.31.030 1361.81 885522

6 011057 91.11653 760039 137776 1361.61. 1.31.030 1361.31 885522 ,
151899 3116616 2121.21 351216 626792 71511811 558509 1102332
151897 1116616;2121.21 351216 626792 7156811. 558509 1102332

" 151899 R6616 £121.21 351216 626792 71510816 558509 1102332
569925 32321.1 396965 257380 999031 91.8575 1.35363 613955
569925 3231.21396965257380 999031 91.8575 1.35363 663955
569925 3231.21396965 257380 999031 91.8575 1.35363 1.1.3955
877101 0.0190 213789 58321.8 893889 551801 111.527 735566

1877101 010190 213789 58321.8 893889 551801 111.527 735566
' 877101 01101190 2137-39 5832-18 89388.9 551801 1111527 735566
. 011057 91111553 760039 137776 13161.66 11311030 1361181 885522

03.1057 91.1653 760039 137776 13111.61. 1.31.030 136681 885522
011057 91.6653760039 137776 1361.61. 1.31.030 1361.81 885522
236180 571806981199? 399352 5781211167529 297852 111101.
29631.1. 2301.93 261.087 61.3031 893879 086851 339523 7961.21
291.111. 230.93-261.08? 61.3031 893679 086851 339523 7961.21
291.161. 2301.93 261.086 683031. 893879 086851 339523 796121
536780 5112506 991960 396352 275227 567121. 99701.2 610001.

. 536780 5112506 981960 395352 275227 5671218 9970112 6100011
535780 5112506 981960 396352, 275227 567126 99701.2 610001.
536780 5112505 981960. 396352 27527 5671211 9970162 610006
536780 5112506 981960. 396352 275227 567126 9970112 6100011.
536780 5112506 981960 396352 275227 567121. 997062 610001.
1.77101 001890 211793 38921.? 578183 951509 611.85? 138666

. 1177101 001890 211793 5899117 578183 951509 6111857 133666
1177101 0011890 211793 589247 578183 951509 6121357 138656
1177101 (31890 211793 58921.7 578183 951509 6111857 138666
852083 378338 311.376? 10921.25 381975 173660 221.190 221113
852083 378338 311.3767 11921125 331975 173660 221.190 2211‐13
852083 378338 311376? 11921125 3911975 173660 221.190 221113
352083 378338 3113767 11921125 381975 173660221.190 221113
5691125 36112161 395920 259386 1166635 5183979 935533 7110055

5691125 361.2111 395920 259386 16661135 5118979 935533 7110055
5691125 311112111 395920 259386 6661135568979 935533 711.0055

. 536780 5112506 981960 396352 275227 5671211 9970112 610001.
- 536780. 5112506 981960 396352 275227 5671211 9970112 610006

536780 51.2506 981960396352 27522? 5671211 9970112 6100011'
01.71.26 01.1.26? 3291.25 1.29165 1.661.65’300919 775538 755829

01311.8 1.. 1.61.1.0". 7 9681116118. and extract. r m . fi g u r e
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D i g i t s ‘in P a t t e r n V P o s i t i o n s

(Sheet) 1.1m No. -1. 2 3 " a 5 6 1 8
(No. ) Group in . ~

Lane 125155 123u56 123456 123856 123856 123856 123856 123156
P o s i t i o n ‘ '
31 Group 5151522 21111412 2255185 21222 2111525 1311228 {£3252 281822

5136 017126 018265 329825 429165-u66165 300919 775538 755829 .
5887 017126 048267 329425'429165 866165 300919 775538 7558292
5888 852083 378538 585767 192025 381975 173660 228190 221113
5189 1 852083 578538 303767 #92u25 381975 173660 228190 221113
5190 852083 378538 383767 192825 381975 173660 22u190 221113
5491 852083 378338 545767 l$921625 381975 173660 228190 221113
5892 - 852083 378338 313767 492825 381975 173660 228190 221113
5893‘ 011057 918653 760039 137776 138848 u3uo30 136181 885522
5891 - 011057 918653 760039 137776 134884 838030 136181 885522
5895 011057 9uu653 760039 137776 134084 834030 136881 885522
5896 ‘ 885898 106527 158423 0110599 583052 528583 216652 978881
5897 . 885898 106527 158823 080599 583052 528583 216652 978881
5898 885898 106527 158823 040599 585052 528583 216652 978881
5899 236180 571805 088997 399355 578123 667529 297852 11110,“

. F i g u r e 13. D i g i t s :11 P a t t e r n V P o s i t i o n s , and e x t r a c t
f r o m fi g u r e I t .
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F i g u r e 13 shows t h a t each or t h e #8 elements which
g e n e r a t e d t h e d i g i t s l i s t e d had t h e same c y c l e ; t h a t i s ,
when a ”4" appears i n t h e p o s i t i o n o f t h e fi r s t g roup wh ich
shows t h i s c l u s t e r i n g , i t oan.be taken f o r g r a n t e d t h a t i n
most o f t h e l i s t i n g s t h e c l u s t e r i n g p o s i t i o n s o f t h e o the r
In groups w i l l have t h e d i g i t s 771010018902117935892147578
18395150961h857138566. It seemed c l e a r t h a t t h i s s i m i l a r i t y
i n t h e # 8 p o s i t i o n s r e s u l t e d tron t h e f a c t t h a t t h e elements
i n v o l v e d a l l r e c e i v e d t h e same m o t i v a t i o n and the reby acted
in paral lef f a s h i o n , b u t no could s t i l l formulate no more
e x p l i c i t t heory to account f o r a l l t h e phenomena thus f o r
observed .

18. Methods 2 ; d iscover ing t h e fi v e pat tern p o s i t i o n s . - ‑
I t was immediately assumed t h a t i f o n e - fi f t h of t h e p o s i ‑
t i c n s had t h e same c y c l e and a c t e d i n t h e some f a s h i o n s o
t h a t t h e c l u s t e r i n g phenomenon'could be observed by e y e ,
t h e r e were f o u r o t h e r sets o f p a t t e r n p o s i t i o n s wh ich
would a c t i n t h e some f a s h i o n . The problem t h e n p r e s e n t e d
i t s e l f o f l o c a t i n g t h e f o u r o t h e r s e t s o f p a t t e r n p o s i t i o n

I n e a r i i s r ' c x a u i n a t i o n o f t h e a d d i t i v e under s t u d y,
w e h a d n o t i c e d t h a t , when t h e r e occur red a f o u r - d i g i t
r e p e t i t i o n between t h e a d d i t i v e o r two d i f f e r e n t pad‑
s h e e t s ' i n t h e some g r o u p , t h e d i g i t wh ich d i d n o t r e p e a t
was almost always i n t h e p o s i t i o n fi v e o r t h e fi r s t group-c
t h e P a t t e r n V P o s i t i o n , ' Tha t i s , when t h e some f o u r d i g i t s
r e c e i v e d i n _ t h e fi r s t group o r one p a d - s h e e t and t h e
fi r s t g r o u p o f a n o t h e r p a d - s h e e t , t h e y would b e r o u n d i n
p o s i t i o n s 1 , 2 , 3 , a n d fl ; and p o s i t i O n 5 ( the P a t t e r n
V P o s i t i o n which r a n t h e one o b s e r v e d to show clustering)
d i d n o t r e p e a t . I t had a l s o b e e n noticed t h a t when such
f o u r - d i g i t r e p e t i t i o n o c c u r r e d i n t h e fi r s t f o u r d i g i t s
o f g r o u p one, a n d when t h e fi f t h d i g i t d i d n o t r e p e a t , t h e
same two d i g i t s were i n v o l v e d i n the fi f t h p o s i t i o n .
Not ice t h e example g i v e n below of f o u r - d i g i t repet i t ions
between fi r s t g roups o f p a d - s h e e t s i n t h e 5400's; and

7H
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n o t i c e a l s o t h a t t h e d i g i t s involved in t h e P a t t e r n V
P o s i t i o n are H and 5 : , , ‘

Paar ' F i r s t
_ _ S h e e t GrQnD

5&01 - Ikfilh
5k56 ' 132;5

5&0? “1014
5&6? 41015

5k16 22184
5&82 ' 22185

A t t i ; same t i m e , i t was n o t i c e d t h a t when three:
d i g i t r e p e t i t i o n s o c c u r r e d between two d i f f e r e n t p a d ‑
shoe ta , t h e y occurred most f r e q u e n t l y i n d i g i t s 1 , 2 , and
H . A g a i n , t h e P a t t e r n V P o s i t i o n d i d n o t show a r e p e t i ‑
t i on , . and t h e d i g i t s involired in tho t h i r d p o s i t i o n vex-o
almost a lways 0 and 9 , . t h u s :

Pad- F i r s t
S h o o t ' Orggg

5‘05 2§°§2
51m . 2§9§“

sues ' 33920
5M9 ' ' £9025

53H‘ - 22935
5350 ‘ A gage

It i s : assumed t h a t t h e t h i r d d i g i t of t h o fi r s t group was
t h e second most obv ious , or e a s i l y d iscoverable,pooi t ionz
i t ac ted i n r e l a t i c p . t o t h e remaining d i g i t s a s 5 bod
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_ same f a s h i o n a l s o .

a c t e d i n r e l a t i o n t o l ; 2 , . 3 , and 4 . And s o one p o s i t i o n
o u t o f e a c h o f t h e remain ing 1:? groups ought to a c t in the

F u r t h e r, s i n c e f o u r - d i g i t r e p e t i t i o n :
seemed almosta l w a y s t o occur i n p o s i t i o n s 1 . 2 , 3 , and I t
a n d i n c m j u n c t i o n w i t h t h e d i g i t s 3 8and S i n t h e P a t t e r n
V P o s i t i o n , i t was assumed t h a t t h e r e was a causal r e l a w
t i o n s n i p between t h e d i g i t s 4 and 5 i n p o s i t i o n 5 a n d t h e
f o u r - d i g i t r e p e t i t i o n . S i m i l a r l y t h e D and 9 i n p o s i t i o n
3 seemed r e l a t e d t o t h e three-digi t r e p e t i t i o n s . The
phenomenon was i n t e r p r e t e d a s the r e s u l t o f a n inter‑
r u p t i o n i n the fl o w o r t h e fi r s t f o u r d ig i ts caused b y
'the element which generated the fi f t h d i g i t any t ime t h e .
d i g i t s I t or 5 a p p e a r e d and of an interrupt ion ' in the flow
of t h e d i g i t s in posi t ions 1. 2, and n every t ime t h e 0
or 9 appea red in p o s i t i o n 3 . ,

Thus f a r t h e investigation had been one of observa‑
t i o n o r many phenomena; some r e l e t i o n e h i p e among them

‘ h a d b e e n observed, b u t t h e y ,had n o t been e x p l a i n e d in a n y
. w h o l l y s a t i s f a c t o r y way. B u t about t h i s t i m e we b e g a n
f o r m u l a t i n g a hypo thes i s a b o u t t h e n a t u r e o r t h e a d d i t i v e
genera to r. A l l t h e observed phenomena c o u l d be accounted
f o r on th... grounds that the machine va‘e mechanical, n o t
e l e c t r i c a l ( i n i t s g e n e r a t i o n ,t h a t i s though i t m i g h t
w e l l b e e l e c t r i c a l l y dr iven) and t h a t t h e a"elements
which produced t h e d i g i t s in t h e severa l posit ions were

a c t u a l l y r e v o l v i n g wheels w i t h 1 0 d i g i t s i n mired o r d e r ‘
embossed o n t h e i r s u r f a c e s . The f o u r - d i g i t r e p e t i t i o n s
were immed ia te l y i n t e r p r e t e d as b e i n g the results o f
notches or, i n t e r r u p t e r p o i n t s o n the P a t t e r n Y wheels. The
f o u r p o s i t i o n s which shoved t h e r e p e t i t i o n i n t h e fi r s t
g r o u p ! f o r example , were considered to depend on the fi f t h ,
p o s i t i o n : the fi f t h pos i t i on was reeponSible rorointer-L
r u p t i c n e i n t h e o t h e r f o u r p o s i t i o n s , a n d y e t . t h e cycle.
of t h e fi f t h p o s i t i o n was apparently n o t disturbed by the
fi r s t f o u r (as in o rd ina rycyc loae t ry, e x c e p t t h a t the .
wheels in t h i s case were n o t in convent ional o r d e r f r o m

76‘
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l e f t t c r i g h t o r r i g h t - t o l e f t end t h a t t h e y bore mixed
sequences). Moreover t h e P a t t e r n V d i g i t s th roughout the ., h
MB groups were produced by a s i n g l e a c t i o n ; t h e y were ,
c a l l e d t h e mos t ' obv ious p o s i t i o n s , o r t h e fi r s t s e t o f
p o s i t i o n ; “ i n dependence order” and were also r e f e r r e d to
n o ”the f e e t - w h e e l pos i t ions" (meaning t h e p o s i t i o n s t h e
c y c l e s o f wh ich were never i n t e r r u p t e d , o r t h e wheels
wh ich t u r n e d one p o i n t on t h e i r r i m : w i t h e a c h movement
of t h e a d d i t i v e generator.) . g u c h p r i n c i p l e s ere obvious
in the l i g h t o f t h e whole recons t ruc t ion , b u t . a t t h i s
s t a g e o f ' t h e i n v e s t i g a t i o n t h e i r ' f o r m a t i o n r e p r e s e n t e d
a grea t s t e p f o r w a r d even t h o u g h they boomed t o e x p l a i n
l e s s t h a n what remained t o b e _ e x p l o i n e d . V

Though we were s t i l l wo rk ing in the d a r k , we were
no longer_grop ing , and t h i s method of s t u d y i n g r e p e t i ‑
t i o n s l e d t o t h e l o c a t i o n o f the fi v e sets o f p a t t e r n
p o e i t i o n s . B u t w e e l s e . u s e d a second method t o g r e a t
advantage v i t h t h e h e l p of IBM. "We r e c a l l e d t h a t the f a c t
w h i c h drew t h e fi r s t s e t o f p a t t e r n p o s i t i o n s t o ou r a t t e n - ' - ,
t i o n was t h a t d i g i t s clustered so o b v i o u s l y in t h o s e
p o s i t i o n s t h a t t h e phenomenon.eou1d be noticed even by eye.
t h e r e f o r e , w e assumed t h a t i f t h e fi r s t s e t o f p a t t e r n
p o s i t i o n s were eliminated and if each of t h e r e m a i n i n g
p o s i t i o n s o f g roup one vere sorted one a t a t i m e , a _ . a
c l u s t e r i n g o f d i g i t e i n one p o s i t i o n i n each o f t h e r e - J
n a i n i n g #7 groups would reeuIt’when t h e n e x t most obvious , F - - ‑

p a t t e r n p o s i t i o n ( o r t h e p a t t e r n p o s i t i o n n e x t i n d e - '
pendenee"order)'of t h e fi r s t group were encountered.L"Thie
p r o c e s s was per formed by IBM,<nnd when t h e sort on p o s i ‑
t i o n three o f t h e fi r s t g r o u p ‘ w a e examined, i t was c l e a r
t h a t a c e r t a i n amount o f c l u s t e r i n g vae more obvious i n . . o e
one p o s i t i o n o f e a c h o f t h e ' r e n n i n i n g # 7 groups (see fi g u r e '
1 h . ) A11 t h e p a d ‐ s h e e t s 1 1 m h a v e a 6 i n p o s i t i o n th ree A . _
o f t h e fi r e t g r o u p . The ,pos i t i ons which show t h e most
obvious c l u s t e r i n g and which have t h e greatest l imi ta t ion
i n number o f d i f f e r e n t d i g i t s a re marked w i t h arrows.

77' -- - ~ :
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P a d Group Group Group Group Group Group
Sheet 1 2 3 3} i - 6

__ ‘ 51?“ 2967- -?339 3129- 257-2 31-91 7-733
5133 3963- -7798 6116- 818-0 8h-69 9-883
5131; 0962- 4308 6139- 269-9 52-61 4-983
5137 6962- '8729 7829-_ ;857-9 31-99 0 7-783
5306 6168- -0721 0827-' 858-? 38-89 . 7-696
5151 676&¥- -0601 0819- 818-2 80‐19 7-373
5175 6052- -76m 5735- ‘817-0 ' 88-99 7-783
5178 6768- . ~7783 9731- 216-} _62-51 7-377
5179 9262- -3680 3836- 819-5 63-09 7 - 8 5 )
5187 906k- -0689 3721- 818-1 50-39 7-603
5191 5966- -4638 7722- 667-2 57-09 9-253
5199 3266'‐ -9677 8772- 835-? 77-09 1-253
52cc 7k6u- -0619 3711‐ ,858-1 30-39 4-60}
5215 ' 5268- -1630 3429‐ . j860-s 58-09 u-553
5232 3461- -8678 3779- 837-2 72-39 1-703
5233 2867- -6698 6a07- 823-2 81-89 8-753
5239 9762- -?693 6781- 809-2 93~19 0.953
5207 5062- -762u 5920- 827-0 58-99_ 5 - 7 0 }
5309 3263- -c790 8110- 818-3 88-59 9 - 3 2 )
5307 0160- ~9703 "2131- 819-1 62-89 0-243
5335 9360- -8783 - 3831- 865-1 53-09 4-206
534} 0366- -4707 9136- 815-2 63-29. u-o73
5307- 2068‐ -6732 8823- 820-5 52-79 8-156
5367 8666- ~5387 9121- 223-3 57-11 8-573
5370 #360‐ - k } 8 3 2126- 227‐? 55-31 ' 8-083
5373 3162- -3793 2118- 816-1 80-09 9 - 9 8 }
5u25 7767- ‘-6773 4159- 860-9 28-29 . 0-763
5028 9968- ~0719 7837- 808-9 98-99 9-683
5u35 6267- --6604 5730- 813-0 , 81-69 7-703
5837 5360-' -9777 3176» 899-2 73-19 4 - 2 7 }
5003 2360- ‘ -h731 2 2 - 825‐1 53-89 7 - 0 9 }
5u32 5362- -3797 0810- 836-2 72-19 5 - 9 7 )
5859 7861- -5772 6153- 867-5 27-09 0-503
599? 5866- -3772 5171- 395.5 75-09 9-003

F i g u r e 11%. The s o r t used i n d e t e r m i n i n g
. Pat tern Position I I I .
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These p o s i t i o n s were called Pattern 1 n P o s i t i o n s a t t c r t h e
‘ p o s i t i o n i n t h e fi r s t group u n i o n showed t h e nex t most
obvious c l u s t e r i n g a f t e r P a te r n V.

T h i s method o f d i s c o v e r i n g p a t t e r n p o s i t i o n s would
Work d e fi n i t e l y o n l y o n t h e ' fi r s t t w o most o b v i o u s s e t s
o f p o s i t i o n s . F o r the t h i i d and f o u r t h s e t s o f p o s i ‑
t i o n s , i t was necessary to u s e t h e fi r s t method, t h e
s t u d y o f t w o - d i g i t and o n e é d i g i t r e p e t i t i o n s , and t h e
s t u d y. o f t h e d i g i t s which occurred i n t h e p r e v i o u s p a t ‑

. t e r n p o s i t i o n s i n connection w i t h t h e r e p e t i t i o n s .

The t h i r d a n d f o u r t h s e t s o f p a t t e r n p o s i t i o n s h a d
to be discovered a group at_e t i m e . F o r example, in t h e
case o f group one, o n l y t h r e e p o s i t i o n s were l e f t t o b e . '
i d e n t i fi e d a f t e r t h e P a t t e r n V a n d t h e P a t t e r n I I I p o s i t i o n
were e l i m i n a t e d . The r e m a i n i n g p o s i t i o n s were 1 , 2 , and R .
I n t h e work done i n d i s c o v e r i n g t h e t h i r d s e t o f p a t t e r n
p o s i t i o n s , i t was necessary t o o b s e r v e t h e number o f t w o ‑
d i g i t h i t s i n p o s i t i o n s 1 and 2 , and l and h . a n d 2 and h .
This s t u d y showed t h a t t h e g r e a t e s t nnnher o r t w o - d i g i t
h i t s occurred in pos i t ions 2 a n d h a n d t h a t , a t t h e some
time, in p o s i t i o n 1, t h e d i g i t s on t h e two_pad-shoots
which showed t h e t v o a d i g i t h i t would b e 0 and 6 . I n
t h i s way, t h e p o s i t i o n which be longed w i t h t h e t h i r d set
o f p a t t e r n p o s i t i o n s ( P a t t e r n P o s i t i o n I ) could b e d i s ‑
covered for each of t h e 48 g roups .

S i m i l a r l y, o n ed i g i t h i t s showed p o s i t i o n a o f t h e
fi r s t g r o u p t o b e t h e p o s i t i o n wh i ch be longed t o t h e
f o u r t h s e t - o r p a t t e r n p o s i t i o n s ; and s o o n th roughou t t h e
£ 8 groups, o n s ' p o s i t i o n i n each group could h e discovered

t h i s method t o b e t h e p o s i t i o n wh ich belonged t o t h e
f o u r t h s e t o f p a t t e r n p o s i t i o n s . The l a s t s e t o f p a t t e r n
p o s i t i o n s (Pattern P o s i t i o n I I ) was n a t u r a l l y made u p o f
t h e #8 d i g i t p o s i t i o n s which remained un iden t i fied .
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Nov these p a t t e r n s were b e l i e v e d t o heve a r i s e n f r o m
t h e a c t i o n or a generating machine and,since they could
be ex t r ac ted i n order. t o have been' g e n e r a t e d i n o rde r
b y a r e g u l a r mot ion. This o rde r would have t o b e re- ,
covered in the reconstruction of the method at genera‑
t i o n . The term dependence”o r d e r was used to d e s c r i b e
t h e o rde r in wh ich these. patterns were r e l a t e d .

The f o l l o w i n g i s e 1.181: o f t h e fi v e sets o f p a t t e r n
p o a i t i o n e s h o v i n g which d i g i t o f each o r the 118 groups
ans invo lved in each pattern p o s i t i o n in the material
compromised f r o m D r . H o l f f in 19%: '

14.313 '1
J z; 5 6 7 ' 8

" T - ‘
I

I n .

2.

I
GrougL :122h56;;122§56‑

0m____§_r

.ett. V. :
“esitions‘515322E3411$13
P ‘ E t I I I ! :
POfiitionSg332155:.32135
P a n t .  I  I
P o s i t i o n s ‘1332111221551
p a s t . 11/ 1
.Pesitions' D2432} l#53322
P u t t . I I I
Fennel-£16194” 5152M

'fl

23531::

wen
1231é1

512,452

122%

Blbfiflg

131321

555412

2213-151}

M2233351235

1222

241525

133111

452233

3253»

515+»?!

1g§556

131:234

553151

332522

225%.”:

#11313

1 2 2 $ 122%

52513! 2&1h23

M3322 #23732“

211mm 31515»

331215 132335

15255 } 555511

When o u r conventionswere fi n a l l y establ ished, however, to
' decided to r e f e r to t h e h a t t e r n V Positions as the p o s i ‑

t i o n s f o r f a s t wheels or ,or fi r s t wheels in dependence
order ; to r e f e r to Ra t te I I I positionn'ee t h e p o s i t i o n s
f o r second wheels in dependence order ; Pa t t e rn I p o a i t i o n s
as t h i r d in dependence order. P a t t e r n IV P o s i t i o n s as
f o u r t hin dependence order ; a n d Pattern 11.Position as
fi f t h in dependence o r d e r.
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Then these d a t a were r e a r r a n g e d i n t o what was called
t h e "dependencc order” f o r t h e 48 groups of t h e com; _
p r o m i s e d m a t e r i a l (ace fi g u r e 1 5 i n which e a c h ' d i g i t i s

lidentified by i t s p l a c e in t h e dependence order ) . Notice
t h a t i n g roup one, t h e fi f t h p o s i t i o n i s l a b e l e d fi r s t
in dependence order ; t h e t h i r d p o s i t i o n is second in
dependence o r d e r , t h e fi r s t d i g i t is third1n dependence
o rde r ; the fourth d i g i t _1s_ f o u r t h ; a n d the second d i g i t

.zla fi f t h .The resultant 3524115 t h e dependence p a t t e r n .

emu la ted  .
About t h i s t1me we ano the r hypothes is about t h e

g e n e r a t i n g machine--loter p r o v e d cor rec to-vh ich exple1ned
t h e occurrence of these p a t t e r n p o s i t i o n s : each group
was g e n e r a t e d b y a separa te machine, a n d t h e whole
g e n e r a t o r was a complex o f 4 8 sma l l r i V e - d i g i t machines.
Hence t h e 48 fast theelc-33ne f o r ' e e c h group.

19. The 10-1oo:;19oo-- 1 oc o o - l o o l g p o re la t ionahig
between sets o f p g t t e r n E g o i t i o n e .- - A f t e r t h e fi v e s e t s
of p a t t e r n - p o s i t i o n e had been c o m p l e t e l y determined, it
wa-s p o s s i b l e to s t u d y t h e rel-1t10neh1pe among t h e d i f ‑
fe ren t oetn. From-o c lose e t u d y o f r 1 g n r e 13 there can
b e d i s c o v e r e d t w e n t y u n i q u e 48‐d131t numbers (1 .e ; ,
sequences or 48 d i g i t s ) g e n e r a t e d by t h e f a s t vhee le
(those be long ing to P a t t e r n Pos i t i on v ) . I t 4111 be

- n o t i c e d a l s o that t h e s e twenty numbers f a l l i n t o two s e t s
o f t e n each a n d t h a t the t w o sets are c l o s e l y r e l a t e d t o
each o t h e r . These are l i s t e d i n fi g u r e 1 6 a n d are ‘
l a b e l e d a r b i t r a r i l y s o t h a t number 1 o r t h e t 1 r o t . e e t a t
1 0 i s r e l a t e d t o number 1 o f t h e second s e t o f 1 0 , e t c .
No t i ce t h a t the s i m i l a r i t y between number 1 o r the fi r s t

’ s e t and nunber l o f t h e second s e t cont inue : th roughout
' t he 4 8 d i g i t s , a s can b e seen when t h e two r e l a t e d llnoo
are superimposed:
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'4Group No, '1 2V . .3 3 5 ' - 6
Po‘s i t ion. 12545 123:: " 12316 ' 12335 1231*?) 322%

L i n e 1 . 35231 1n235 52341" _23u15' 3u152 515u2‑
-7 4 8 9 . 1o 11. 2

‐‐ L i ne 2 . 31145 5321!; - 121435 2 5 % } w a s } 5%152
‘ ~13 r- 1a ‘ 15 16' 17 -18

Line 3 -31524 #3125 5&321 . 351u2 2551“ 34125
- 19 20 . 21 22 .23 2%

Line a . 24153 1u253 W‘251u3 #5231 . 32514 235h1
25 426 '. 27 ‘ 28 29 30

L i n e 5 21u35 5&213 . 1325a 23u51 . 21345 2u351‑
__ 31 32 33 . , 34 ‘35 36

L i n e 6 253u1 ‘54132 5321u 215%) 531u2 2351a
- 37 38 39 40 ‘ u1 42

L i n e 7 53h21. , 31n25‘ ‘ n5231 3&215‘ u2135 3251»
a) an as he u7 48

_ _ , _ ¥ i L ine 8 , 41325’ 32u15 L 152k ; 32§15 ‘ 51u23 5213&

F i g u r e 15. The complete dependence p a t t e r n based on t h e
___ dependence o r d e r of t h e wheels of t h e #8

g r o u p : In t h e wbgrr materia;,‘
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I4771010018§021179358921:?57318395150961h857138666
29h1u=423ou9326n0566u3031893879086851339523191h21
011057919;65376003913777613‘muu3u030136h81885522
Ou7§260uh267329h25§29165#63u65300919775538755829
526632387162560680882536851254'0612u060961163182215
885898196527158112301;0599563os'é52n52321665297u851
5699253232n1396965257380§990319u8575h35363hu3955
85208337833834$671;9242538197517zésoau190221113
15189911+6616212L2135121662679é715‘t8165585091102332
53678051»250698196039635227532756nzh9970»261cool;

SEC0ND 31"“!

8Tr101m0h90213‘i’895832h889}88955180111h527735566
0910M248393260C6162&203581915986650539193282321
8118579266537630251317716267lié131:I;31;»365011;73022
5476260071l67321h034251695125609001I16675118358629
#267323325256918668263602752li731210u3960u66311}15
085998183227259156m759699905172u51050163621;52281

- 5694253nu2u139-55202593864661:3551*89799355337u0055
1520835ou6383u2733u971.-27131;};7n07506022u8082;81‘;

- 5518991u6515216h2535021558 ogéu155037585599n6832
23618057180603h99T39935557812366752929785211110#

F i g u r e 16. Th : two s e t s or ten hBodig i t sequences
g e n e r a t e d b y t h e f a s t wheels (based o n
fi g u r e s 1 2 a n d 1 3 . )
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l i o t i c e - a l s o t h a t number 2 o f the first s e t a n d number 2
o f the second s e t , a r e d i f f e r e n t i n t h e same p o s i t i o n :
( w i t h o n l y two e x c e p t i o n s ) 1 a s number 1 o f the fi r s t se t
and number 3. of the second: ‘ -e

,29h1h1+2L9326140W203182}373§86§§1339231211I21
091405L2_§932600616#203281275286§59239198g221

Th is d i f fe rence between t h e two l i n e s s u p e r i m o a e d i n t h e
two examples above and indeed between t h e two s e t s of t e n ,
was accounted f o r as m i n i n g been caused by some s o r t of
change, e . 3 . , h i n d r e s e t t i n g o f _the wheels which p r i n t e d

‐ t h e d i g i t s in the. fast-wheel p o s i t i o n s . I t was seemed .
t h a t w i t h i n a n y g i v e n s e t t i n g on t h e '" fast wheels," »
t h e r e would be a l i m i t a t i o n of 10 and o n l y 10 combinations .
of d i g i t s which cou ld be generated. by v i r t u e of the f e e t
t h a t theee " fas t wheels", " each w i t h a.c y c l e of 1 0 , were
a l w a y s t u r n i n g one s t e p f o r each movement or t h e a d d i ‑
t i V o genera t ing machine and b e i n g in s t e p , produeed such ‘
a cyc le o f t e n h B ‐ d i g i t numbers. ,

I n order t o determine the r e l a t i o n s h i p between t h e
f a s t wheels ( o r fi r s t wheels in dependence order) and
t h e secOnd whee ls in dependence o r d e r , it was thought
l o g i c a l t o study t h e p a d - s h e e t s which showed t h e some one
o r t h e t e n u n i q u e numbers g e n e r a t e d b y t h e t e s t wheels '
and t h e d i g i t s which appeared on these pad-sheets in t h e
p o s i t i o n s o f t h e second wheels . ; I n o t h e r words, i t was
decided t o choose p a d - s h e e t s which h a d , f o r e x e m l e , t h e
r e s t - w h e e l p o s i t i o n s y i e l d i n g the nmnber b e g i n n i n g 01105?

la te r e x p l a i n e d a s eriéisz f r o m doubled d i g i t s w i t h i n
t h e Seguence on t h e wheel.‑
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and to l i s t t h e digits which appeared on these pad-sheets
1 n t h e p o s i t i o n s f o r second wheels. ‑

. ' _F i g u r e 1'! shows t h e pad-sheet number,” t b e ‘ d i g i t s 1 n
fest-wheel p o s i t i o n s f o r the fi r s t l i n e or the pad-sheets,
and t h e #8 d i g i t s which appeared in secondevheel pee- i ‑
t i o n S . An It marks t h e fi r s t occurrence of e e c h o r t h e 1&8‑
d i g i t numbers , ‘Thoae n o t 'msrked v i t h an x e r e " swee t l y '

, t h e same as one o f those a l reedyuerked . ; From fi g u r e 1 ? ,
i t w i l l be seen t h a t , i f t h e pad‐ sheets vhioh hsyejone
o f t h e t e n numbers in fas t -whee l p o s i t i o n s a r e studied
w i t h a.v iew to d e t e r m i n i n g t h e relat ionship which e x i s t s
be tween t h e . t f a eo'dheel p o s i t i o n s and second-wheel p o s i t i o n s ,
t h e r e l a t i o n s h i p i s a g a i n 1 t o 1 0 - - t h e t 13,- o n the pud- .
sheets which show t h e sauna nninber in fest-wheel p o s i t i o n ,
t h e second wheels w i l l g e n e r a t e10{and o n l y 10) different
numbers .

It was d e c i d e d to s t u d y t h e second-wheel numbers . ' o n

t h e s h e e t s w h i c h showed t h e other n i n e u n i q u e f a s t ‑
wheel numbers. A s each u n i q u e f e s t ‐ w h e e ] . number t h e
s tud ied , i t was seen t h a t 10 un iquenumbers resulted from
second-vheel p o s i t i o n s . In fi g u r e 18 a r e shown 3.11 p u l ‑
eheets which y i e l d e d t h e l i n e 011057 f o r rest-wheel p o s i ‑
t i o n s a n d t h e numbers y ie lded by second wheels. ( I n

I fi g u r e s 1 7 ” . t h e #84115“ numbers g e n e r a t e d b y se ts o f
wheels in dependence order a r e represented by t h e six
d i g i t s 0: the fi r s t 11.ne--the.t i s , one d i g i t f r o m e a c hor
t h e s i x groups o f t h e fi r s t 1 1 n d , ? ! » other seven l i n e s
a r e o m i t t e d t o r s impl ic i ty ) .

Once again a. set. of lo and o n l y 10 numers one r o u n d .
F i g u r e 19 shows how shoes 10 fi g u r e s are in turn followed
by other s e t s of numbers, a l s o l i m i t e dto ten3 it shows
f e s t - w h e e l numbers f o r t h e fi r s t l i n e a n d t h e second‑
urheel numbers f o r t h e fi r s t l i n e . A g a i n , these marked w i t h
a n I e r e t h e b a s i c 1 0 and e n others a r e r e p e t i t i o n s o f
one of these. .

' as _ _' ' I
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. P a t . V
260 ' E1292
7Sheet L i n g

'Pgttarn’zll 7 1 .5 . _ 1 9 _ . 9 . , , ‘_
L i n e “ L i n e L i n e ' L i n e ; ' L i n e L a n g -L¢ne- Line ‑

-‐‐‐‐- __5409 011057 1
5410 011057 1
5411 01105? x

. 5412"011057 x
“ 5441 011057

- 5442 011057
‘ 5443 011057-1
'5444 ‘011057 1.
5445 011057
5446 011057
5447 011957
5448' 011057

._ 5458 011057
. 5459 -011057
5460‘ 011057 1

. 5493 7011057
5494 011051
5495 011057'_
5310 011057"x
5320 011057 1

.5328 011057
- 5337 011057

5343 011057
5352 011057 1

75355 011057
7 5359 01105?
~5360 011057

839969 842845 053740 148010 148463_811975192344 637135
229087 560731 877232 412678 726615 866125_ 470802 402787
068406 657736 950655 720783 039814 235490 305216 784920
662466 657736 960654 720783 039814 235490 305216784920 '
671893295984 516323 105309 ”“7795 2”77°33°2551 780062
834217 638629 626911 690884 920109 094561 297020936341
113759 405232 704329 363173 831527 308588 834183535035 '
839969 842845 053740 148010 148463 811975 192344 637135.
229087 560731 877232 412678 726615 866125 470802 402787
987153 884143 391164 594292 996302 160242 283183 509145 ‑
094114 306658 185458 080250 787286759867 540974 090056
094114 306658185458 080250 7872867 759859 540974 090056

' 902640 771406 843876 333434 403921752317 288480 161672;
_671893 295984516323105309 447795247703302551.780062
056378 513584 497037 461939-512838 503978 171093 692302
094114 306658 185458 _080250 787286_ 759859 540974 .090056
229087 560731 877232412678 726615 866125 470802 402787

068406 657736 950656 720783 039814 235l90 305216 786920

' F i g u r e 17. The a n a l y s i s o f t h e pattern.I I I
48-01318 fi g u r e s .

-113759405232 704329 343173 831527 308588 834183-- 535035 '
839969 842845 053740 148010148463 811975 192344 637135‑
229087 560731877232 412678 726615 866125470802 770178"
068406 657736 950654 720783039814 235490 305216 7849201

,229087 560731877232 412678 726615 -866125192462 632322
068406 657736 950654 720783 039814 235490305216 787920.
‘671893_295984 516323 105309447795247703 302551 782062 7
902640 771406 843876 333434-403921 452317 288480 1616722
113759405232 704329 343173 8315273.08588 834183 535035 ;‑



0m 4325626-"PO-P-S-E-GR-EJF-GR-E‐A-M‑

P a t t e r n V . Pa t tg rn V - .
Pad i r s t P a t t e r n I I I Pad F i r s t P a t t e r n I I I
S h e e t L i n e r1ra§;L1ne, 11 Sheet E g g ; F i r s t L199_

9139 '011057”‘” 9026to _ 9859 011057 98715}
9140 .011057 113759 ; . . 9881 011057 p9u111

~ 9141 -011057' _‘229087 . _ 9885 011057 229087
9106 011057”“ ‘068006 . 7 '9892 011057 ' 09h11u
-9:.71 01105?"’ 066106 9907 011057 ,902640
9:. 011057 671893 9919 011057 ' 113759
9182 011057 goeéuo 9938 '011057 83h217
9193 011057 ‘ 83n217 99:07”011057 056378
9197 011057AI~ 056378 9946 011057 068h06
9227 011057 _9026ho 9951 011057 83h217
9236 011057 ' 229087 9953 011057 056378
‘ ' ~ ‘ 9961 01105? 67189)

F i g u r e 18..The r e l a t i o n s h i p o f Patter-0'1V numbers .
to P a t t e r n I I I numbers.
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Pad ‘ F i r s t P a t t e r n I I I . 7 6 0 fi r s t P a t t e r n I n fi g
680.36 mm ‘ F i r s t Line 5.568“ 11:16 F i r s t 1.311;; 7 is

' 7 ' ¥ 8

5121 011057 1: 8311217 92112 011057 834216 5
5132 011057 839217 .9245 011057 0913111: 3
5133 011057 1 671893 ’79297 011057 099114 7.
5135 ’ 011057 8311217 .9252 011057 839969 :g
5310 011057 1 987153 _4 9255 011057 413759 ;’
5320011057 1 099114 -9258 011057 671893 i
5328 011057 0991114 9261 011057 987153 .‑
5337 011057 1 902690 9285 011057 056378
53113 011057 671893 928? 011057 902690 a.
5352 011057 1 056378 9296 011057 834217 .3;
5355 011057 ' 0911114 . 29302 011057 __098119 .E
5359. 011057 1 229087 ' ":9306 011057 229087 ;-_._
5360 0.11057" 1“ 0681106 9313 011057 229087
5371 011057 987153 9326 011057 839969 i
5372 _011057 056378 9328 011057 834217 if
5382 011057 9026110 9330 011057 056378 !
5109 011057" 1 113759 . ..9337 011057 0681706 3,
5410 011057 1 839969 93240 ' 01.1057 113759 ;
91111011057 229087 9386 011057 671893
5012 7011057 068806 9389 011057 . 987153 . .9
51211 011057 229087 "9396 011057 839969 7.
5:072 ‘011057 068406 91422 011057 839969 :
51.073 "011057 671893 .9026 011057 113759 5
5mm 011057 “9026110 9501 011057 9026110 . _
5045 011057 113759 "9505 011057 229087 i
5226 011057 '839969- 9559 011057 839969 '
51:17 011057 ' 229087 9579 011057 835217 L‑
59148 ‘011057 066906 ' 9576 011057 099111;
5158 011057 068406 9580 011057 839969 .7
5959 011057 671893 9586 011057 834217 g
5060 011057 839217 9605 011057 113759 JR
3493 011057 113759 ‘ ' . 9611 011057 671893 . ' _
51195 11057 839969 H9614 _,011057 056378
53193 011057 ' " "229087 " 9639 011057 671893 1'
5973 “011057 839969 96111 011057 987153 i
5979 011057 229087 '_9692 011057 113759 ,
5975 011057 0681106 9652 011057 ,. 094118 _.
5976 011057 , 671893 f' [.9659 011057 0681106 _,
6066 011057 056378 _ . 9669 911057 229087 - '
6067 011057 0914118 _ 9692 01.1057 902680
6068 011057 902640 9.69} 011057 0911119 _
6069 011057 _ _113759 9698 011057 902640 E‘
6117 011057 834267 9713 011057 671893 .
61117 011057 987153 9716 011057 "0991111 ;
6182011057 902640 9726 011057 671893 ‘E
6183 .011057 113759 '9761' 011057 229087 .‘
6181 011057 , 839969. _ 9776 011057 056378 F
6251 0110.57 ““068406 9777 011057 g o w n ” . ,
6267‘ 011057 671893 9789 011057 ' 229087 =
6309 011057 . 0927111; 9889 011057 - 113759 _‑
6329 011057 056378 9791 011057 068706 i
6491 011057 834217 . , 9794 011057 987153 a
9129 011057 09141111 9811 011057 090111: _
9132 011057 987153 ' 9828 011057 0681106 .
9133 011057 056378 _ 98113 011057 987153
91311 a ‘ -' . . . : - . .

0b P a t t e r n I I I_nma_bers.__ ' ‘ I ‘



D O C I D : 4325626

S I‘

Un lque 1 . u m q u e _. umuu ’unique
__ ' Fa r t . Wheel Second 'n’heel F a s t Wheel. 6. ' Second Wheel

. numbers Hangers ' Numbers -- Numpgrs

1 3834157 1 9M6!!!)
2 269%? 2 229087
3 078896, 3 062905

' a, 829089 ,. 1 112759
1) 477101 5- 631213 u) 01471126 5 835969

6' 912750 6 09611I+
7 133969 7_ 98MB}

==_ 5 957373 . 8 057378
9 096113 9 678893
0 0045411, ' 0 831217

1 133969 1 229087
2 829089 2 833969
3 531213 3 A 069406
a 38915? A A 678893

'2} 29am 5 95737.3 5) 526632 5 831217
6 269507 6 096111;
7 078896 7 9016110
8 096118 8 112759

9 002:6“ 9 057578
0 912750 0 9811153

1 113759 1 902640
2 839969 2 115759
3 , 229087 3 056373

' . 1+ 0681106 -- 4 987153
" " “ 3) 011057 --5 671893 6) 885898 5 09u11u

6 902690 6 229087
7 829217 1 7 839969
8 93715} 8 0601106
9 094114 9 671893
0 056378 c 83421?

1' 112759 1 113759
2 90w" : ,2 9026uo
5 0681:06 ; 6563786

1 1+ 833969 1:- 0911111;
1) 569925 5 229067 9) 151899 5 987153

‐ 6 851217 6 83¥217
7 096111; 7 839969

~‘ 8 057378 8 671893
9 981:153 9 229087
0 6?8893 0 068106

7 1 09!:119 '1 853969
l - = 2 056378 .2 9 0 $ t h

3 987153 3 112750
w 1; 068906 - is 069407

8 ) . 852083 5 671893 0) 536780 5 678896
6 839217 6 981157
7 839969 7 8312115
8 229087 8 229089

. 8 295% 8 83313
F i g u r e 19. 315513.366“ ' gaging. t e n gets 91’ 416i“ génereted
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From t h e 1131; of second-fiaeel numbers allpad-sheets
were p u l l e d wh ich h a d t h e secondwheel number 0914111}, e t c . ,

' and t h e thirds-wheel nmnbers were l i s t e d f o r s t u d y. Aga in
a l - t o - l O r e l a t i o n s h i p was, r e v e a l e d u t h a t i s , pad-sheets
which had t h e f a s t - u h e e l number 011057 and .the second‑
wheel number 0941123 y i e l d e d in th i rd -whee l p o s i t i o n s 10
mmfiers and o n l y 1 0 . F igure 20 shows t h e third-wheel
numbers; a g a i n , t h e b a s i c 10 a r e marked w i t h an x and
those n o t marked a r e r e p e t i t i o n s . S ince t h e amount o f
c a p t u r e d mamr ' ia l a v a i l a b l e f o r s t u d y was l i m i t e d , i t was
n o t p o s s i b l e t o fi n d a l l t h e u n i q u e s e t s o f d i g i t s
generated by t h e f o u r t h and fi f t h s e t s of p a t t e r n p o s i ‑
t i o n s , b u t i t was assimad, s i n c e the f a s t wheels g e n e r a t e d
10 numbers and no more, s i n c e t h e second wheels in de‑
pendence o r d e r g e n e r a t e d 100 numbers, a n d since the
t h i r d w h e e l s in dependence o r d e r g e n e r a t e d 1 ,000, t h a t t h e
fourth set of. wheels would generate 10,000 and t h e fi f t h
s e t o f wheels v o u l d g e n e r a t e 100,000;

T h i s l - t o - l o r e l a t i o n s h i p among t h e d i f f e r e n t s e t s o f
p a t t e r n p o s i t i o n s was assumed t o a r i s e f r o m what came t o
b e called a n o t c h p o s i t i o n o n a l l wheels i n e v e r y m a p .
Because o f t h e way t h e a d d i t i m s ' v e r e mixed. w e conce ived
of a l l t h e wheels or t h e machine a d v a n c i n g ,simultaneously
except a t t h e c o m p l e t i o n o f the c y c l e o r one o r the wheels
( o f each se t or five 2.when that. 'vheel w o u l d cause t h e
wheels dependent! on it to s t e p . In t h e course of t h e
c y c l e or t h e f a s t whee l , f o r example, one or t h e t e n
p o i n t s o n i t s r i m would affect t h e c y c l e s o f t h e o the r
f o u r wheels i n i t s group o f fi v e b y c a u s i n g them t o s t o p
one movement a n d p r i n t t h e same d i g i t s t w i c e ( the Opposite
of t h e true meter mot ion of a numbering w h i n e ) ; in the
course or t h e c y c l e of the second wheel, t h e r e was one
p o i n t o n i t s r i m which would i n turn s t r e e t t h e cycles o r
t h e o the r t h r e e wheels in dependence o r d e r by causing

’ them to s t e p one movement in t h e i r c y c l e s and to p r i n t
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F i g u r e 20. The ten u n i q u e numbers i n Pattern Pos i t i on I .

011057

> ' P a t t e r n V
Pad F i r s t F i x - s t ”1711's;
Sheet L ine. - L i n e ' Ange

5320 ' .- 2.011057 0911.110 1: - 773280
5328 . 011057 . . 99111; __ 72: ”57562::
5355” 01105? 090114 , 3: 507975
6067 011057 090111; 2 .x #61181
6309 011057 09411:; 2: 593169
9129 , 011057 0914111; 1: #82258
9236 011057 093110 x 233537
9207 011057 099114 , 5756a
9502 01105? 0915111: .. #82258
9576 011057 o9_u_rnl+ x $110371;
9652 ‘ 011057 ‘70911!: 1 002654
9693 011057 _.09:11:: 393169
9716 01105? 091:1“ 002651:

A9777 011057 . 0914111; 5117975
9811 011057 ' ‘ '09311h X 621097
9881 ' 011057 090111: 771:280
9892 09mm 46118 ] .
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t h e some ' d i g i t s . t v i c e . The same phenomenon seemed to
exist in the case of t h e th i rd mid four th wheels in d e ‑
pendence o r d e r . The n o t c h p o i n t of t h e t h i r d wheels
wou ld cunse’ t h e f o u r t h a n d fi f t h vhee ls in dependence
o r d e r t o s t o p once i n t h e i r c y c l e s a n d t o p r i n t t h e
some d i g i t s tw i ce . The f o u r t h wheel ’8 no tch a f f e c t e d
o n l y t h e c y c l e of t h e fi i t h wheel in dependence o r d e r.

20 . ” Methods o f g a g g g g i g ; § g _order'of d i g i t s _i n the‑
' _2___ZIO seguencesw-Nort h a t our t h e o r i e sflooncernins t h e ”
essent ia ls o f the a c t i o n of t h e mechanism gene ra t i ng t h e
a d d i t i v e accounted f a i r l y v c l l f o r t h e observed phenomena,

it became necessary to determine t h e a c t u a l o r d e r of the
d i g i t s embossed on t h e r i m s of t h e 250 wheels invo lved
in t h e addit ive generatorv In t h i s d iscuss ion it must
be understood t h a t the d e r i v a t i o n of the sequences is a
r e l a t i v e d e r i v a t i o n and t h a t t h e d i r e c t i o n i n wh ich t h e
d i g i t s a c t u a l l y a p p e a r 01:. t h e wheels o f t h e machine and
t h e a c t u a l d i r e c t i o n i n w h i c h t h e .machine t u n e t h e '
w h e e l s may never b e known. Our o n l y c o n c e r n i n t h e
d e r i v a t i o n o f sequences was c o n s i s t e n c y i n derivation.
is l o n g as a l l sequences w e r e derived and recorded on t h e
he’s is of t h e same convent ions, t h e a c t u a l d i r e c t i o n of
t h e d i g i t s o n t h e wheels o r t h e machine was i m a t e r i a l .
Method ( a ) makes use o f t o u r - d i g i t r e p e t i t i o n s . I t such
a r e p e t i t i o n i n v o l v e s a l l t h e d i g i t s i n a g r a m ; save
t h a t genera ted by t h e f a s t whee l , t h e n we can say t h a t
t h e r e p e t i t i o n was caused b y t h e n o t c h a c t i o n o r t h e
f e s t wheel and i s p o s s i b l e o n l y o n a d j a c e n t p a d - s h e e t s "
th‘os‘e generated can a f t e r or be fo re t h e other." I t s u c h
sheets a r e adjacent, t h e n t h e d i g i t s of t h e columns were ,
a d j a c e n t i n t h e sequence o f t h e wheels. Method (b) makes
use o r t h e e f f e c t o f t h e notch a c t i o n o f a wheel o n t h a t '
nex t h i g h e r in dependence order. S i n c e t h i s a c t i o n
t h r o u g h caus ing a r e p e t i t i o n i n t h e sequence d i s p l a c e s
t h e sequence one s t e p on t h e r i m or a w h e e l , where we can
fi n d evidence of s u c h n o t c h a c t i o n , we can c h a i n the
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d i g i t s o f t h e a d d i t i v e before end a f t e r the n o t c h ac t ion .
to reconstruct the sequence. , ‘ I ' h i s evidenceappears ,
when we l i s t f o r e a c h of the t e n numbers of a. wheel t h e
t en numbers of .v’heela next h i g h e r in dependence o r d e r
(see p a r a g r a p h 19 ) . T h i r d , method ( c ) makes u s e o r t w o

, s e t t i n g s or t h e second wheels in dependence o r d e r .
‐ These can be detected in t h e l i n e s (or numbers.) If ‘we

can "rearrange t h e l i n e s of t h e f a s t wheels in the o r d e r
' in. wh ich t h e y were produced, we can recover t h e sequences

. o n t h e wheels making u p these l i n e s . F i n a l l y , method (d )
‐ makes use of o t h e r phenomena a r i s i n g f rom r a n d r e - .

s e t t i n g s o f t h e wheels. S ince t h e d i s p l a c e m e n t o f a
wheel b y r e s e t t i n g i s u n i f o r m t h r o u g h o u t t h e sequence, w e
con a g a i n c h a i n t h e d i g i t s to recover a sequence or one .
o f i t s dec im t i ona . Method (8.) y i e l d s sequences. f o r
wheels second, t h i r d , f o u r t h , a n d fi f t h in dependence
o r d e r , o t h e r t h a n t h o s e e x h i b i t i n g t h e r e p e t i t i o n s . F e s t
wheels cannot b e c o m p l e t e l y derived: b y t h i s method o f , ' '
s o l u t i o n a l o n e . Method (b ) w i l l y i e l d o n l y t h e sequences
d i s p l a c e d b y t h e nothhes o n t h e wheels h i g h e r i n d e ‑

_ peni tence o r d e r . T h e o r e t i c a l l y t h e sequences f o r second
wheels in dependence o r d e r can be d e r i v e d if enough
m a t e r i a l is evdilable so t h a t a l l t h e ten number's ‘
genera ted by them c a n be obta ined f o r s t u d y , b u t the
d a t a are never ex tens ive enough f o r such cannlete r e ‑
c o v e r y. In t h i s method, it w i l l be observed t h a t when
two res t -whee l notches t u r n up a t t h e some t ime , no d i s - .
p lacemen t w i l l be shown in second wheels in dependence
o r d e r . Method ( c ) g i v e s o n l y rest-wheel: sequences, and
o n l y where the re i s evidence o f r e s e t t i n g . B y method '
(d3, one can d e r i v e o n l y t h e d i g i t s f o r sequences which
show d isp lacement t h r o u g h h n n d r e s e t t i n g ; i f f o r example,
3 t h i r d wheel in dependence o r d e r is reset, .whoels three,
f o u r , a n d fi v e can e v e n t u a l l y b e der ived, b u t wheels one
a n d two w i l l show n o d i s p l a c e m e n t and the re fo re cannot
be derived", s ince t h e y have n e i t h e r been r e s e t , n o r are
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they a f f e c t e d by t h e resetting of the third wheel. More‑
' o v e r , t h i s method a t b e s t p r o d u c e d o n l y one o f f o u r p o s ‑

s i b l e decimation: of t h e r e a l s e t t i n g s . Asa r e s u l t or
t h e s e l i m i t a t i o n s , t h e fourlmethods had t o b e u s e d
s i m u l t a n e o u s l y.

F i g u r e 21 is a l i s t of p a i r s of pad-sheets which
hewe been super imposed. Again, only t h e fi r s t l i n e of
t h e p a d - s h e e t s have b e e n shown s i n c e t h e y i l l u s t r a t e t h e

- e n t i r e p rocess . These p a d - s h e e t s show h - d i g i t h i t s i n
t h e fi r s t group a t t h e n o t c h p o s i t i o n o f t h e r e s t wheel .
The convent ion was es tab l i shed t h a t the n o t c h a c t i o n
occurs be tween t h e u a n d 5 on t h i s f a s t w h e e l , so t h a t
t h e padashcct which shows t h e 4,13 p l a c e d above and t h e
one which shows t h e"5, b e l o w ; The 5 i s c i r c l e d and

' a r b i t r s r i l y cs11ed"tho notch p o i n t " . I n t h e de r i va t i on
of t h e sequences, t h i s conven t i on d i c t a t e s t h e d i r e c t i o n
o f t h e process .

The a s s u m p t i o n i n fi g u r e 2 1 i s t h a t since t h e two
p a d ‐s h e e t s gates and 5-16? show t h e f o u r - d i g i t h i t #107
:1;h a k on one and s 5 on t h e other, t h e two pod -shee ts

s o genera ted b y c h r o n o l o g i c a l l y ad jacent movements o r
t h e a d d i t i v e generator. It Can, t h e r e f o r e , be assumed
t h a t t h e d i g i t 7 o r pod -shee t 5&02 in t h e fi r s t d i g i t

. o f t h e second group (s I so on a f a s t wheel} i s ad jacen t
o n the r i m o f - t h a t wheel t o t h e 3 be low . in p o d - s h e e t 5&67.
B u t s i n c e 5 11 t e s t wheels a r e i n phase w i t h one a n o t h e r,
the f a s t wheels of a l l t h e o t h e r groups w i l l show o n l y
two d i g i t s wh ich were i n phase w i t h t h e two d i g i t s o f
t h e fi r s t - g r o u p f a s t _ w h e e 1 . S i n c e t h e fast-whseI p a i r s
change ( s t p a i r no; 8 ) , we assumed t h a t t h e r e h a d b e e n a
head r e s e t t i n g o f t h e wheels a t t h i s p o i n t , and h e n c e w e
der ived two d i s c r e t e p a i r s o f d i g i t s w i t h i n t h e sequence
o r t h e f a s t wheel o f t h e second and f o l l o w i n g .groups.
S i n c e o n l y two p a i r s o r d i g i t s can b e g i v e n f o r those
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. GROUPI NUMBER 1 7 2

1)

a:

3)

’1')

5)

.6)

7)

.8}

I.‘9}

‐. I..1‘-_e;)_

'11)

DEPENDEfiCj: ORDER 552211 18235

PAD SHEET 118141322

(5102 .. . 2 ,I ~ 8 1 In 7799;.
15167- - . £9110“2.2561.

(5101 -. ‘ 71 111.". 755ng
(5466 . 71 311878

(5803 A .1 0202111 .. 776311
(5168 " 930.6} 50900‑

(51104 232211 72121'
. (51169 .~ rm 59039

(5116 2 181." 17521
~(511212, ' 2 1 " 50155;

(5117 , ‘ . 8211' 7221.9
(5885 ' - 8 32339.

{51118 f . J "2111 t. 71679"
{5181 . _ 55278
{5178 1 6- 11 27785 ‑
(15151 6 10601.

I

E51217 I : 8083' 269035185 . . [2'80 ' “ 1 5 9 ?

{52215 --7~->o'oaut. 2155'?“(52118 _ 3" ".0 - 1.98731.

(5551 ,7 106064. 75787
15312-7 3 5 3 51503

2 . . - _

3

96197'I
07526 '

‘ 57557 I
71716 '

II81257
7.56506

12217

_0I3II207‑
222.76

59117
'- ”3315..

79.757 _;
69116

9'D_16_.
““1877
65175 I61III.:‘III_
52197 2&3.
2226'
£27;

[98567.
0913.6

52511
4} .
2511;

' 117121 .
. 318E

' 52312
16779 ’ '

5251‘s '
#168'n-g 83381

_ 770711,
_~65572

I 90611
75877

09517 .
93973

I1 1
"@2173

'_2‘1'67'5.
.81862.

123575
36767

‘65712
#1571

.3 2

51021-‑

81027
@825 ._

I50018
1

L}

25015
' 173-891‑

90036

75078
73855

52020, II
122.828.,

62551I.

1112

91168. -I‑
5:10.79

0155)
J1008?

' 11.15221

8.0981

713119

371252

80600"

41979
701159

11587 I I .
50299 :- -‑

"1228.‘j .
8021195116313

I68531‘I
812111,.

'._,82'I_01
..:'7'. "£1.50

. 52029 181056”
528$ 90267

- V I \ I .
2» ‘ ' "“ .

M

£72750. I I
9515.“!
52951 'I
.3 .
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121

13)

11)

'16)

17 )

18)

1 9 }

21)

22}

GROUP NUMBER ' ' 1
DEPENDhflCE ORDER.352h1 ,

PAD 511281 11819133

(5202 21.2%}:
(5200 1.2125) _

(5313 2261*
(5385 E

(5396 L2804
(53811 ' . ' ' 2 2 $ )

(5288 4201’:
(5159 . $9315).

(5370 ' .' 1+”on .
(5335' .' 31%? .

(5166 59 1+
(5296 5 " 5%

{5176 _ ‘ mu
(5195 - 10 ‘

(5299 - ' 08011
(5169 " ' '_ ' E }
(5390‘ _3131
(5129 551.5

(5391 523.14
(5111 ”528.15

(5106 ' 6 881
(3356 ' ESE .

2 3
112 ' 52 1

27871 011716
"103219 2616?

156m 3916? ‘
311290 1191116

73708 58137
37692 59406

2 699. 2‘96
11-61862 2&7
713,82 21267Nfi3 . 38316

.20658 .17.“?15
1&82 662117

29511 022.6
1.13823 Q17

21. 56235
I: 87211

?8378 73477
371112 62196

g i n a n _ 29437 ‑
353111 33116

76820 34327
31337 “1235

. 39978
13667

1111511 _ma
' 81610
11875

8277;
#61361

22717
86571

32.671
16862 _

10773
35562

12779
26560 _

958;9
79770

9691.7
99371

‘10317
25073

'- 15317
73225

57070
55858

5.2929
$328233

183.39

55031
53819

52337
50215

97351
35217

37395. '
55251

21016
78895

28088
72836

98055
32811

92958
16463

. 91027
10279

91306
10357

82743
#67064

810110 '
“0206

52308 .
16653

1225“
16253

52283
146907;

51709
40750

51509 '
40059

71177
70173



D O C I D : 4325626

GROUP'N‘ULBE-R 71‘ _ "2. _ 3 : n 5 6
DEPENDENCE ORDER 35241 111235 523111 43:15 12152 31253

PAD 332m n'omm___ , "‘ - '- :‑

15389 629157 @114 . 2227 i391; 78075 71570
= _ = _ .23.) (5128 622155) 31020 29226 609.71 92854 7057':

g, (5198 1298:: 21311 . ems 3037!; 91327 02568
(5181' ‘ w #5329 136397 15061 38285 #6543

_ 25) (5392 '11:32:; 73261 09517 0191: 82088 onus
(5352. . 11329 3.1373 23756 92677 80836 Ito309

25*. (5117 _ 3884 79811 24107 __13813_ "(1:035 1:165?
' (5399 . 3% 36329 31316 _ ‘ 2 98851 70783

27) ( 5 m 2228!; 29033 292% 12612 32315 32669
_ _. , (51:8 93985) 48981 ' 33357 66868 5022:; 767110

28) (5286 , 2:81:15 223-8; 26216 15571: 52325 242353
{5256 . 232(3) km 3731;? 22867 60281 7661:?

Sequencss' de r i ved f r o m t h e “ d a m

‐‐ more}: roman-go , @2110 .0159; J ‘30 (2' .06 . . o.®
.1 C? .1627 ’677: (£8035 “55'? '2'3

- 2 .4 «5233 .9789... 723 7 7 ‘o .4 7
3 2 @381 fi n e ' 66713 £ 5 3 £122
a E 529103 ”133 11532 33 u =‑
5 4, 19°91 821a 319% 58.81 E“ ”7
6_- 3 37969 2,926n‘ 12697 5-9 7§.;59

. 7 ‘ R 90578 h93mg asg-l 6" 5 9‘3 9
8 g -9872 312 1 8 91 . 1'0.

' 9 4 : 25 : 1.37:9 8%.‘69. :m

Figure 211 D e r i v i n g t h e no‐tch p o i n t s a n d W a n t .
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sequences t h e y a r e marked incomp le te l y de r i ved in t h e
l i s t i n g of t h e d e r i v e d sequence in fi g u r e 21._ A l l the:
can be said about t h e sequence f o r the fest. wheel of
t h e second g r o u p is that 7 is adjecent to 3 and t h a t 2
is  adjacent  to  R.

- ' A s f o r t h e d e r i v a t i o n o f t h e sequences o r the o t h e r
wheels, 8 .g o o d , s imp le example o f t h e p r i n c i p l e s 1 *e s i n
t h e t h i r d d i g i t of t h e second g r o u p in fi g u r e 2 ] . . notice
t h a t t h i s (11311: in t h e second in dependence'order in t h e
second g r o u p . From p a i r s or pad-sheets 1 end 9. 9 can

‐ ‐ ‘ b e s a i d t o b e a d j a c e n t t o 5 . when, l o o k i n g down t h e
same column, we can m i t e t h e f o l l o w i n g statements:

‐ Pram p a i r s 2, 1 0 , and 1_8_................5 is a d j a c e n t to 8.
" " 1 2 , 1 7 , 22, aim 26 . . . . . . . . . . ' . . 8 " " " 3 .

_ I ! [ 1 16. 19‘ a n d 28poeve -n laaqeee -03 “ " n 7 ,

- I and 7 is t h e n o t c h p o i n t f o r t h e sequence, s i n c e in a l l
. t h r e e p a i r s u s e d , t h e r e was a 3 - d i g i t h i t i n t h e p o s i ‑
t i o n s v h _ c h p r i n t e d wheels 3, Ii», a n d 5 in dependence
o r d e r . (The h i t s w h i c h y i e l d t h e notch pog i t ion in
fi g u r e 21 have been underlined in b o t h pad -shee t s
a n d t h e d i g i t } which i s e e ll e d t h e notch pos i t i on 19
c i r c l e d . ) C o n t i n u i n g ,

From p a i r s 8 , 1 1 , and 1h. . . . . . . . . . . . . . . . .7 in ad jacen t to 6.
__ " 7. 1'3, and 1 5 6 ’ 2 .

II VI 6, 21’ and eBOII-oeeeeeeeeeeoa ll " " 3 '
" " 5 , m 2 0 ; . . . . . . . . . . . . . . . . . . _ . 3 " " - " 1 .

I “ n a . a n d 2 3 . . . . . . - . . . - - . . . - ' . . ; . 1 n ‘ n " o n
And " 3, a n d 2 7 0 " " " 9,

since 9 we: t h e d i g i t we s t a r t e d w i t h , t h e sequence h a s
been completely so lved and r e a d s . 7 6 2 3 1 O 9 5 8 3.
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Some sequences a r e incomplete because t h e da te a re
n o t c o m p l e t e ; some n o t c h points a r e unknown heceuee t h e y
a re on fi f t h whee l : in dependence o r d e r , the n o t c h p o i n t :
o f which could n o t be d i scove red . In t h e a c t u a l
d e r i v a t i o n o f sequences which have doubled d i g i t s , ' d i f ‑
fi c u l t i e s arise a t some p o i n t s because i t cannot b e
de te rm ined ‘ imned ia te l y which o f t h e doubled d i g i t s
mhould he chosen. Method ( a ) , then. al lows us to r e ‑
construct eeqfiencee t h r o u g h t h e assumpt ion t h a t t h e
r e p e t i t i o n in t h e fi r s t group reVea le ch rono log i ca l l y

»ed jacent a d d i t i v e s .

- w i t h method ( b ) , second-wheels in dependence order
which show the e f f e c t cf_notch action by the f e a t wheels
can be solved. Figure 22 (used in both method (5) and
Method ( 6 ) ) shows t h e two s e t . of fest-wheel‘nunbere
g e n e r a t e d b y two d i f f e r e n t . s e t t i n g e o f t h e a d d i t i v e
generator a n d t h e two se ts of t e n second-wheel numbers
wh ich yore discovered on t h e p a d - s h e e t s which showed
each of t h e fee t ‐ whee l numbere. The ten-numbers .
g e n e r a t e d b y second wheels o n the p e a - s h e e t s s h o w i n g t h e

-eene feet-wheel number have been a r r a n g e d a r b i t r a r i l y ,
b u t e a c h s e t o f t e n i s i n i t s e l f a r r a n g e d c o n s i s t e n t l y
w i t h every o t h e r s e t . (Reading down t h e l i k e columns
reveals t h i s cons is tency. ) '

No t i ce t h a t t h e b l o c k s of t e n second-wheel numbers
have b e e n a r r a n g e d l e f t t o r i g h t o n t h e b a s i c o f the
deg ree o f columnar d i f f e r e n c e shown f r o m the fi r s t b l o c k
o f t e n . Those w i t h most differences e r e - f e r t h e e t f r o m
t h e l e f t (chosen a r b i t r a r i l y ) ‘ The colunne which chow
d i f f e rences a re marked. The columnar differences were

‘ assumed to have occur red as a r e s u l t o f the e c t i o h o f a
notch p o s i t i o n o n the f e e t wheel wh ich c o n t r o l l t h e
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1|. BLOCK NUMBER

- - : FAST-WHEEL L G x s

~ saconn
vnme
LINES

BLOCK flUMBI-JR' ‘ ‘

FAST-HEEL LIKES

SEC'OHD _,
WHEEL
LIRES

BLOCK W E B

FAST-WHEEL LINES

sxéonn

LINE;



. .  . _ . . ‐ _ ' r - -

D°<=ID= 4325626 W

SEPI‘IflG I I - Con t inued ‘

amen ' m m 6 - . 7 8 9 .10

FAST-W1. L m s capes 011651}

‐ szco
mu

- 1.15333

3

fi g u r e '22. D e r i v i n g sequences f r o m addi t ives vhichjshow
a hand r e s e t t i n g . . '
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'ohanged column.2 what i s , t h e d i g i t s in column 1 f o r
i n s t a n c e , o r b l o c k 2 r e fl e c t a d i sp lacemen t o r movement
of t h e wheels vhioh produced the d i g i t s in column 4 or _
block 1 and are. therefore, assumed to be adjacent to t h e
, d i g i t e on t h e same l i n e o f b l o c k 1 . The re fo re , t h e sequence

21: t h a t 1 3 t h e case, t h e way w e f o r m u l a t e d t h e
arrangement or t h e blocks 05 t e n by d e g r e e of columnar

-d i f re rence was t h e f o l l o w i n g : assume t h a t b l o c k 1 is t h e
p o i n t a t which no no tch ec t i ona have a f fec ted t h e seconde
wheel numbers; l o t l i n e 1 o f b lock 1 be rep resen ted , there‑
f o r e , b y 3 11 zeros, i n d i c a t i n g t h a t none o f the s i x eeoond
wheels have~been a f f e c t e d by feat-wheel notches: then
compare l i n e 1 of b l o c k 1 v l t h t h e l i n e 1 of b l o c k 2, and,
o inoe columnar changes are assumed to rep resen t d i sp lace ‑
ment : o f 1 s t e p o n . t h e r i m : o f second wheel: b y t e s t ‑
wheel n o t c h e s , p u t a 1 i n p o s i t i o n s where changes occur.
I f , than, l i n e 1 of b l o c k 1 of b e t t i n g I 1: compared w i t h
l i n e 1 o f a l l t h e o t h e r n i n e b locks , t h e f o l l o w i n g r e s u l t s :

SETTIRG‘I
Compnr ing 1 w i t h 1 O 0 O 0 O 0

" 1 " - 2 o o o 1 o 0 . .
‘ 1 " ' 3 o o o 1 o o
" 1 " .'# o o o 1 o 1
" 1 " 5 1 o o 1 o 1
" 1 “ 6 1 o o 1 o 1
"- 1 ' T 1 o 1 1 o 1
" 1 ' 5 1 o 1 1 o 1
” 1 " 9 1 o 1 1 0 ' 1
“ 1 ' 10 1 o 1 1 o 1

If t h e some type of compar ison is mee in t h e case or l i n e
1 ' : o f t h e b locks i n 3ett1n3 I I ; w e f o l l o w i n g oountour
r e u n i t e : ‑

98 ~ ’
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f o r t h e Second whee l in depéudence o r d e r f o r g r o u p a
c a n b q d e r i v e d b y c h a i n i n g ad jacen t d i g i t s . I f t h e
f a s t - w h e e l notch has caused t h e sehonddvheel sequence ,

-‐ to s t O p one in i t s oYcle, t h e n t h e changed column r e p r e ‑
sents t h e d i g i t s ahead in t b s sequence--tha_t 1 3 , we can
say f r o m l i n e s 1 . 0 ! b l o c k 1 and 2, t h a t 7 is adjacenm to
and b e f o r e a 6 , a n d s o o n . .

Note 2 ( u a n t ' d . ] .
SETTING II

Camparing 1 with 1

1 ! , too ; t h e l i n e 2 ’ : or each.block of t e n . f o r S e t t i n g I
a r e compared i n t h e same f a s h i o n , - t h e sane countour a s
ehown shave f o r S e t t i n g ' l r é e u l t s , and s o 6 h th rodgh
compar isons of e a c h of the 10 l i n e s f o r t h e ten b locks .
I t 9111 a l s o b e n o t i c e d t h a t t h e columns 2 and 6 o f t h e
S e t t i n g I contour and cblumnz 2 , n , a n d 5 o f the Sétfi ing
I I contour shove zeros th roughou t ; hence t h e n n t c h p o s i ‑

‘ F ‐ ‘ . t i o n s on t h e f a s t fiheela f o r g r o u p s 2 and 5 1n the caae
' o r S e t t i n g I a n d 2 , " h , and 5 f o r S e t t i n g I I a re s e t n o

. h a t t h e y a c t simultaneousiy. These con tou rs , t h a n ,
a r e r e p r e s e n t a t i o n s o r t h e a c t i c n o f t h e notcheu o f t h e
f a s t wheel . _ . , ‑
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From l i n e 3... . . . . . . . . . . . . .».. . . . .6 is adjacent to

II

'1

It

' .and 7 was the fi r s t d i g i t of the_eeqnenoc.
as derived then r e a d s :

70.00--Uncool-nanotcohlcl
2...'I‘lOIUODI‘OOOIOOIIC‘B
5-0.0omooolooo-oooolfiflool

6QIC‘OIOIOOIIO-OID'CCO'QCB
9.....-non-oosoooooououi“'
8"...BQIOIOIOUOQCOQCIIOIO
unild-DOOIIIOIIO‘QOOOOIIOQ

10......n..-'.o--oo-nb.ooo2'

TheHSequence
7 6 1 3 1 2 8 h 0 9. Th is method

(I

5

' ~ o f d e r i v a t i o n , ' u n r o r t u n n t e l y , does no t y i e l d t h e n o t c h
p o a i t i o n ' o f t h e sequence der ived.

Method ( c ) is t h e method whereby t h e sequence or t h e
f a s t wheels can b e d e r i v e d from t h e ten p o s s i b l e f a s t ‑
uhee l l i n e s b y a r r a n g i n g t h e l i n e s a c c o r d i n g t o degree
o f d i f f e r e n c e u s i n g d a t a f r o m two d i f f e r e n t s e t t i n g s ( o r
numbers). F i r s t , f r o m fi g u r e 2 2 , which shows t h e nets of
t e n second‐wheel numbers l i s t e d under each foet4vheei
l i n e associated w i t h them in t h e o r d e r or d e g r e e of d i f ‑
rerence f r o m t h e fi r s t b l o c k ,wec a n s a y t h a t if t h e s e t

‐ ‐ - of t e n second-wheel numbers associated w i t h t h e f a s t ‑
' wheel l i n e r e a d i n g 0940ht is considered as a base f o r

comparison, t hen t h e r e a re two secondevheel n o t : which
ahuv t h e l e a s t amount of di fference f r o m t h e bone-- .
these a r e those assoc ia ted w i t h f a s t - v h o e l l i n e s 877101

. T h e n ' i t can h e s a i d t h a t t h e s e t f o r the
f a s t - w h e e l l i n e #26732 shows t h e n e x t l e a s t amount o r
snd.236180.

d i f f e r e n c e f r o m t h e base a n d s o o n f o r t h e o t h e r s s o
t h a t t h e order (w i th undeterminahle members) or t h e
font-wheel l i n e s f o r b o t h se t t i ngs i s :
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W I N G I . - W 0 1 1

N o . 0 2 . ' l i e . o f
_ ' c o h m n " ' 7 column

. ‘ . s u n g ; ' i n n s .
O r d e r 2 2 Order 2 2

1 0 9 “ ) t h 1 ' 1 ‘ 1 ( a g a i n ‐ ' 3 4 ) ‘ 1
2 ( 8 7 7 1 , 9 1 ? 2 1‐, e-r'ln71101f 2
‘ { 2 3 3 1 8 0 ) 3' "12 . 536_7__80__ 3
3 # 2 7 6 7 3 2 1: (526632Qp 1:
“ $ 5 6 9 4 2 5 5 15699275; 5
' «53762.6 6 Jou7u26§ 5

581185721 ‘7 3’ 1 0 11 0 5 7 ? 7
5 $551899? ” 8 ( 1 5 1 8 9 9 ; ; 8

{ 0 8 5 9 9 8 9 {88589 .83 9
{1 5 2 o 8 3; 10 18's 2 b 8 3) , 10

m exé'ét. p o s i t i o n s 6 : t h e f a s t - w h e e l line's a r e _
eutebl ' ished in o n l y t h r e e caae§ , and we have therefore
o n l y t h r e e l i n e s p l a c e d relative to one mothér w i t h o u t .
a m b i g u i t y ; 'The l o c a t i o n o f the bracketed l i n e s i s unq‑
cez- ta in because of t h e fee t t h a t t h e y came f rom sets or
second‐ wheel numbers which showed t h e same degree of
d i f f e r e n c e f r o m t h e base . The r e l i c - w i n g shows t h e t h r e e
0 9 e r l i n e s p l a c e d : 1-: . .

s u m s I _ . 7 5 2 m m ) 1 1

o g n o u n  - - - - - ~ -

- , : - - , - - - 5 . 3 6 1 8 ' 0
i 4 2 6 _ 7 3 2 - - . - - - ‑

. . I , ‘ 101
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since in S e t t i n g I l i n e s , t h r o u g h t h e pr inc ip le o f
degree o f 6 1 ;‘ f e r e n c e , t h e 2 1 n t h e fi r s t p o s i t i o n must
p r e c e d e the .u, ( the locat ion 'of which has been estab‑
l i s h e d exactly), a n d in s e t t i n g 11 l i n s s , t h e 2 18
a d j a c e n t t o t h e h w i t h n o i n t e r v e n i n g 8 , a s i n S e t t i n g
1 , w e can e s t a b l i s h the_ exact p o a i t i o n o f t h e l i n e s ‘
235180 and 8?7101 in Setting I t h u s :

‐‐ ' , SET-Jame I .snmmo II

o g u ' o u u 2 9 2 1 M ;
8 7 7 1 0 1 n n 7 7 1 0 1
2 3 6 1 8 0 5 3 6 7 8 0
# 2 6 7 3 2 . . . . . .

_ . v a , h inee in co lumn 2 of“3ett1ng I, the p o r t i o n of
t h e sequence estab l ished 13 9732, we ean assume‘that t h e
sequence w i l l r e a d t h e same in column 2 of S e t t i n g I I ,
If t h e complete_1iat of S e t t i n g 11 l i n e s is consul ted,
it w i l l be round t h a t t h e r e is a unique 2 1n the second

‐ ‐ - column sequence. There fore , ’ t h e l ine which has the
un ique 2 1 n the second p o s i t i o n can.b e placed exactly.
Wehave, t h e n , up to t h i s p o i n t es tab l i shed t h e l i n e s t h u s :

gamma 1 .7 ‘33?me II
o g u o u u 2 9 x 1 “
8 7 7 1 0 1 4 7 7 1 0 1
2 3 6 1 8 0 5 3 6 7 8 0
4 2 6 7 3 2 5 2 6 6 5 2
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I

w i t h f ragmen ts thus d e r i v e d or a l l s i t seqnenees, t h e ten
l i n e s can be p l a c e d e x a c t l y , and a l l the fast-wheel
sequences a r e es tab l i shed .

Method ( d ) y ie lds o n l y r e l a t i v e l y correct sequenoes‑
t h a t i s . t h e order o f d i g i t s w h i c h r e s u l t s f r o m the so lue
t i o n is o n l y one of f o u r p o s s i b l e deoimstians of t h e
a c t u a l sequence. T h i s is true.becsuse or t h e f a c t t h a t
s o l u t i o n comes about as a r e s u l t of the assumption t h a t ,
i n t h e case o r hand r e s e t t i n g s o r t h e sequence,t h e r e ‑
s e t t i n g i s n o t necessarily a d i s p l a c e m e n t o f one step
o n t h e r i m so r the wheels. The r e s e t t i n g may, a c t u a l l y ,
be a displacement of t h e sequence by t h r e e or f o u r s t e p s ;
y e t , t h e assumption is t h a t when a sequence has been
d i s p l a c e d , t h e o r i g i n a l p e s i t i o n and the resetting p o s i ‑
t i o n y i e l d constant b u t r e l a t i v e p o s i t i o n s o r t h e d i g i t s
in t h e seduenee. In t h e two s e t s of 10 un ique numbers
genersted by the f a s t vheels l i s t e d below,it w i l l be
n o t i c e d t h a t columns 1 a n d h show a change vhioh can b e
accounted f o r o n l y a s t h e r e s u l t o f a hand r e s e t t i n g . I t
i s f r o m t h i s r e s e t t i n g that t h e sequenees r e s e t can b e
solved re la t i ve l y :

s e r u m : ' s m - r m e z z
n i- I»1 ' 5 7 7 1 ’ 0 1 , 1 # 7 7 1 0 ;

2 0 9 4 0 4 1 ; 2 2 - 9 u 1 4 n
3 » 8 l 1 8 5 7 3 0 1 1 Q_5; 7 _ a
I s 5 ' 4 7 6 2 6 ' 4 ' ‘ o ‘ a 1 x 2 6 ‘ s e a e c w n e o 1 a
5 # 2 6 7 3 2 5 ' 5 2 6 6 _ , 3 _ . 2 V
6 9 8 5 9 9 8 ‘6' 8 1 8 5 8 . 9 8
7 5 6 9 h 2 5 ‘7’ 5 6 9 9 2 5
8 1 5 2 0 8 3 8 8 5 2 0 8 3
9 5 5 1 8 9 9 ' 2 1 5 - 1 8 1 9 9
0 2 3 6 1 8 0 0 5 3 6 7 8 0
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Proiii' t h e i l l u s t r a t i o n , w ew i l l derive t h e sequence
From l i n e 1 o f S e t t i n g ' 1 a n d l i n e 1 andf o r column #.

S e t t i n g I I , w e can say t h a t " 1
t h e sequence f r o m another "1“ ,
statements can be made:

From l i n e 2 . . . . . . . . . 1 i s
n

n - n
"I up

I! ' I!

II N

‘8nobttl0‘oto
3 . . . , . . . . . . O
9.~.«......8
6 . . . . . . . . . . 8
7 . . . . . . . . . . 9 _
fi . . . . . . . . ; . 9
5. . . . . .o. . .6

10‘ . . . . . . . ._.7

was "the. fi r s t . d i g i t d e r i v e d .
t h e Orde r o f d i g i t s above i s one o f f o u r p o s s i b l e decima‑
t i o n s s i n c e w e d o n o t know how many s t e p s t h e r e a r e b e ‑
tween t h e d i g i t s wh ich have been r e l a t e d above.
i n e a c h case o n l y t h a t the digits r e l a t e d a r e t h e some
number of s teps a p a r t .

I!

" , i s a . c e r t a i n d i s t a n c e i n
a n d s o o n t h e f o l l o w i n g

t h e some distance f r o m 0
a n o t h e r  0
8
another 8
9
I;

6
7 A
1 , and t h a t

Now, a l l we can s a y is that

we know

If t h e constant d i s t a n c e between the d i g i t s r e l a t e d .
above i s , f o r e x a m p l e ,t h e i n t e r v a l 1 , t h e n t h e sequence
would r e a d as i f t he d i g i t s were sdgecen t , and t h e
saquencewouldbel 1 o. O 8 . 8 9 h 6 7. But it
t h e i n t e r v a l were 3 ; t h e sequence would read 1 0 9 7 O 8
6 1 8 1 ‘ .
1 6 8 O 7 9.
s e q u s n o e u o u l d r e s d l T 6 I s 9 8 8 < 0 0 1 .
i n t e r v a l would have g i v e n two cha ins o f 5 , and 5 would

S i n c e t h e two d i g i t s b e ‑have g i v e n fi v e cha ins or 2 .
tween’uhich t h e n o t c h a c t i o n occurs a r e a d j a c e n t in t h e
o r i g i n a l sequence, t h e p r o p e r dec imat ion can be determined
b y fi n d i n g t h e two d i g i t sa n d t h e n c h o o s i n g t h a t decima‑
t i o n in w h i c h t h o s e two d i g i t s are a c t u a l l y adjacent.

10’}

I : the i n t e r v a l were 7 , i t would r e a d 0 1 I L 8
And, fi n a l l y , " i f t h e i n t e r v a l were 9 . t h e

A n y even
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By _a. cont inuat ion Of these f o u r methods the s e ‑
quenees were e v e n t u a l l y a l l recovered.

i .

21 . Add i t i ve, . ] c e y, d e v e l o m number, Egg, d e l t a
relationah128.--31noe our hypo theses c o n c e r n i n g t h e
a c t i o n o r t h e a d d i t i v e g e n e r a t o r n o t o n l y accounted f o r
a l l t h e observed d a t a . b u t a l s o made p o s s i b l e t h e p r e d i c ‑
t i o n o f unknowns i n t h e fia te r i a l , i t was poss ib le f o r us
t o d u p l i c a t e t h i s a c t i o n . Tho example be low shows suc‑
c e s s i v e movements of t h e machine am t h e addi t iva
generated by t h o s e movements in two of i t s #8 889993' ,
The depenéence o r d e r above the-grohps deterugne: which

‐ wheel the n o t c h p o s i t i o n s a f f e c t . The nothhee o n t h e
v h e e l s a r e c i r c l e d and the r e p e t i t i o n s caused b y t h e
n o t c h ac t i ons a r e underlined: ‘

A

G r o u p 1 Group 2

Dependence Order 2 lb 1 1.4 2 2 5
I

6 8 1 8 0 7 7 2 9 6 1
_ _ 3 7 0 7 2 8 9 0 9 1

2 5 0 6 8 6e1_89
b u g é u 3 5 7 ;

a n ; 5 . 2 & 2 2 ;
5 3 2 2 . 5 5 2 7 9 3 ;
1 9 # 8 4 . 92@22
21335 552‐5“:‐‐‐- 2 h 16£2§9_ 3 6 . 3 6 :@5920 7 1 7 3 0
7 1 , 1 u 2 8 7 9 3 3
6 2 0 0 8 6 ; 0 6 1
3 o o 8 6 k 2 1(9L1
: 0 0 8 3 2 0 5 8 9
lad-26,5 5 2 2 7 7
5 8 2 7 0 . 9 2 7 1 2
5 7 h 6 5 5 2 , 3 5 ; } :
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Since such la, c o m p l i c a t e d manipulation of sequences .'
o f d i g i t s a s mixed a s those i n t h e i l l u s t r a t i o n i s ' n o t
o n l y cumbersome b u t conducive to considerable error. it
r e s f e u d convenient to e s t a b l i s h a conven t i on of red
t e n - l a g a l l 21:0 sequences to t h e normal sequence from 0
t h r o u g h 9. It was decided to r e o r d e r 311,39qusnoos in
i t e m s or t h e normal sequence, a l i en s p e a k i n g or the
n o t c h p o i n t as k e y 0. Thus the sequences in t h e i l l u s ‑
t r a t i o n above can be ar ranged w i t h a l l t h e no t ch p o s i ‑
t i o n s  p a r a l l e l .

, . G r o u p ] .
Dependence Order 3 5 2 It 1

K e y ‑
0 fi ; 0 ( ; 2 5 ,

' 1  7 8 2 9 5
2  6 7 3 } # 0
3  3 4 0 0 5
4  5 3 8 8 2
5 w 5 9 2 7 9
6  1 7 9 6 0
7  1 3 6 1 2 2
8  8 1 0 8 8
9  6 2 0 3 6

(The notch p o s i t i o n s on t h e fi f t h wheels in dependence
o r d e r are. n o t c i r c l e d because t h e r e i n n o i r y o r deter‑
m i n i n g t h e no t ch since t h e fi f t h wheel does not e f f e c t
an: o t h e r wheels. ) From t h i s , t h e a d d i t i v e s a r e trans‑
l a t e d i n t o k e y t e r m t h u s :
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0

DOCID :

I.

on -

6 7 8 9 @ 1 2 3 # . 6 7 8 3 @ L 2 3

# 5 6 3 6 7 8 9 fl l l 3 3 fl 1 1 5 6

mm“'-'

7.89123456.18.i12.

12.14... n ~ 5 . 6 . 7 2 1 1 . 8 . 9 0 . 0 0 1 2

2 3 R fl h 5 6 7 8 9 @ 1 2 .15.

is?!
353351,‑

V 2 3 6 5 ® 0 5 2 9 0 2 8 6 ® 5 0 5

87,266.283®mznznO88.7.6

1 0 0 ®  2 4 0 8 2 9 $ 0 0 0 ® 2 & .

872243 9 1 1 6 . 6 . 1 2 0 0 0 8 7

63

dither-"#2435135:
.Depéndenée 'mer' 55:21!»- 1‘

55

$ _ .
. Group 1 ' .

51h36©76

.107

, §1nce t h e dependence 9rdar.vag1éa from g r o u p to
group, i t . was necessary f o r gene ra l use t6 a d o p t this con‑
ven t i ona l dependcnce o r d g r 123k5, because that 13 t h e :
order.1n which t h e wheels a f f e c t one another; h a n g s the
trauma:i t i o n : ’
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G r o u p l Key‐‐_ ‘ _ ' . A d d i t i v e ‘ M o t i v a t i o n

DependenceOrdar 121542 . 1 1 2 2 » :

0 1 6 8 8 672151

3°22: "£822:0 9
6 6 ) u 9 6 ” ; 2'‑
®®.§"__h a w ; ‑
5 2 5 2 3 1 1 5 7 »
013189 2 2 6 8 5
5 o a 3 1 ' 3 3 7 6 ‘282(2); l h e i g . . .
9 2 ‘ 5 5 9 '
09893 66@5
2 1 1 1 1 1  7 ' 7 1 2 8 .
8 0 6 0 2 8 8 2 - 3 9
6 0 2 8 0 g g a n o
6'0 ' 3 0 Q" to
551‐50 1 2.5.2
0 2 . 5 7 8 2 1 ‘ 5 1
5 1 ‘ 5 6 1 ‘ 3 2 5 6 2

I t i s s t i l l necessa ry, however. to be able to r e f e r
t o t h e p r o g r e s s i v e a c t i o n o r t h e a d d i t i v e genera tor ;
c o n v e n t i o n a l l y , t h i s wee i n t e r m o f t h e s e r i e s o r
numbers f r o m 1 t h r o u g h 100,000 in o r d e r . , In o t h e r words,‑
23 numbered each page of a d d i t i v e i i : t h e o r d e r in which
i t uni genera ted _by t h e a d d i t i v e g e n e r e t o r . ' Th i s sex-1&1
fleeignntion ve r e f e r r e d to a'a the "development number."
B u t i n o r d e r f o r u s t o u m b e r t h e fi v e - d i g i t a d d i t i v e s ‑
g e n e m t e d b y each o r t h e H 8 s e t s o r ' fi v e whee ls , w e h i d

' to a d o p t a . cons is ten t convent ion ” m o r n i n g t h e p o i n t .
where the number ing prooees boson. “We dec ided to adop t

‐ -' t h e convention of g i v i n g a l l a d d i t i v e s in e v e r y grout; a
development a m b e r d e s i g n e t i o n on t h e been; of t h e

a ‘ - 1 0 8
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a s s u m p t i o n t h a t a l l fi v e wheels had been set: a t their
notch p a i n e e (key 0).}

11‘, t h e r e f o r e , a.rive-vheoi'mcma h a d 5 11 i t s
wheels e a t a t she i l - n o t c h p o s i t i o n s . t h e k e y f o r t h e
a d d i t i v e which the name would produce a t t h a t p o i n t
would he 00000 and t h e development wou ld a l s o be 00000.
The nex t p r i n t i n g o r t h e machines would came t h e wheels

, o r t h e machine t o b e i n t h e k e y p o s i t i o n s 11111, and t h e
deve lopment numher designat ion would be 00001. The
example below shove t h e r e l a t i o n s h i p s among develepment
a m b e r , k e y , and a d d i t i v e , t h e a d d i t i v e e q u i v a l e n t : ( f rom
given. sequences) f o r k e y d i g i t s and. t h e a d d i t i v e ea 1?.
wou ld be printed by t h e machine in t h e 352%). dependence
o r d e r f o r g r o u p 1 .
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231

5 5 0 5 2 9 0 2 8 6 3 5 0 5 2 9 0 8 2 6 @ 5 0 5 2 9 0

@9h087628il®§fl08733§§2@

.32u08291oo1 2 n o 8 2 9 1 0 0 0 ® 2 ® 0 8

.087u3976126 3 2 . 2 0 8 7 h 3 L 6 J J 6£211

.o.763551h866 6 © 7 6 3 5 5 1 t h fl 6 0 7 6

0 8 7 ¥ 3 9 7 6 1 2 2 u : _ 0 8 7 4 3 . 6 1 1 _ .

.2...9h.087.628.9§08766

r u . . 7 6 3 5 5 1 h 8 6 6 6 0 7 6 3 5 5 1 n u 885976

w32u0829100W 2 u 0 8 2 9 1 0 0 0 ® 2 h 0 8

5 5 0 5 2 9 0 2 8 6 0 3 0 5 2 9 0 8 2 6 ® 5 0 5 2 9 0

0 1 2 3 4 5 6 7 8 P 2 0 1 2 3 u_ §

K{$125.9.5578w/xu.\.123.45668890

(v123h56780123.45689012

0

\0

W21_23.4551.-81 2 3 3 5 6 . 7 8 8 9 0 1 2 3 ‘ 4

fl o w i n g - 3 2 5 6 7 8 2 0 1 2 3 . 4 5 6 7 8 9 0 1 3 2 3 1 1 5 5

Additiiefl‘rrana‑
posed i n t o D o :
p e n d n n c o Order
f o r  G n u

Equ iva len t
x{ g t - I a

mama
. K g y

. 0 0 . 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 _ 2 2 2 2 2 2 2

0 . 0 0 . 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 . ° ° ° ° ° . 0 0 0

0 0 0 0 0 0 0 0 9 ° 0 0 0 0 0 ° 9 0 . ° ° . 0 0 ° ° 0 0 . 0

Develomsnt .
Ember

0 1 2 3 2 5 6 1 8 9 0 1 2 3 fl 5 6 7 8 9 0 1 2 3 4 5 6 .

0 . 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0.

. Th3 rblatiénphip between ray and de‘oiopnohs nndbar '
cou ld be e a s i l y found by noun: or I n n 113t1ngp vfiich '

'110
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showed development mariner a n d the k e y w h i o h ‘ b y d e fi n i ‑
t i o n is a s s o c i a t e d w i t h i t , F o r purposes or ’ i ' inding‘e.
development number i f t h e k e y is known, t h e IBM l i s t s
were s o r t e d a c c o r d i n g t o k e y s o that 8 11 p o s s i b l e k e y s

" ' could be round in numer ica l order with the development
neuter shown b e s i d e i t . F o r purposes of fi n d i n g t h e
k e y associated w i t h a n y p o s s i b l e development muster,

‘ t h e nu l i s t s . were s o r t e d a c c o r d i n g to deve lopment
number a n d showed t h e k e y assoc ia ted w i t h i t . These
r u n s hswe been r e f e r r e d to es ”Standard Ceylon-store"
(see pereg reph t o ) . Another method o f o b t a i n i n g a k e y
f r o m a development number w i t h o u t t h e use or a'. ' e y e l e n ‑
e t e r i n v o l v e s c a l c u l a t i o n . The fi r s t d i g i t o f key
represents t h e f e s t wheel, which, in t h e development
number, is t h e l e s t d i g i t . r h o second wheel in d e ‑
pendence o r d e r i s r e p r e s e n t e d b y t h e second d i g i t o f '

' k e y b u t is t h e next-to-lest' d i g i t of the development
n u d i s m . And s o on , u n t i l t h e l a s t d i g i t o f the k e y, ‘
which r e p r e s e n t s the slowest wheel o r t h e fi t t h wheel

i n dependence o r d e r , which, i n t u r n , i s r e p r e s e n t e d b y
t h e fi r s t . d i g i t o f t h e - d e v e l o p n l n t number. T h i s s e t o f
conventions is such, t h e r e f o r e , t h a t the fi r s t d i g i t of
k e y i s a l w a y s e x a c t l y t h e some d i g i t e s t h e l s s t d i g i t
of development, a n d t h e l o s t d i g i t of develonsont number,
t h e r e f o r e , r e p r e s e n t s t h e k e y p o s i t i o n o f t h e f e s t wheel.

. a n d the fi v e - d i g i t development number g i v e s t h e t o t s ] .

number or steps t h e r e s t wheel w i l l h s v e h a d to t a k e f rom
t h e a r b i t r a r y s t a r t i n g p o i n t or development u m b e r 00000.

- h k e f o r example, t h e k e y f o r deve lopment number 23709;
the rest-wheel must have t a k e n 25,709 s teps on i t s r i m
f r o m development number 00000 in o r d e r to 'm-oduoe t h e
a d d i t i v e genera ted at development masher 23709. The ,
fi r s t d i g i t of, h e y f o r development number 23709 is 9

s h o et h e l o s t d i g i t of. develonsent number is t h e by
p o s i t i o n f o r t h e f a s t wheel a n d t h e fi r s t d i g i t o f k e y i s
t h e k e y p o s i t i o n f o r the t e s t wheel.

m
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, n o t , i n o rder t o g e t t h e k e y p o s i t i o n f o r t h e
second wheel in dependence o rde r, one must subt ract
f r o m the t o t a l s t e p s or t h e r e s t wheel, t h e number oi"
t i m e s t h e r e s t wheel h a s caused t h e second wheel to ‑
s t o p in i t s c y c l e and p r i n t the some d i g i t tw ice . The
number o f notch a c t i o n s o r t h e f a s t vheel V111 have,
been one-tenth of t h e t o t a l number or s t o p s it t o o k ,
I n d i a , t h e r e f o r e , 2,370. .me r e s u l t o f the subt rac t ion
in 21,339, which rep resen ts t h e t o t a l number o r s teps
taken by t h e second wheel in dependence o r d e r in t h e '
course of producing develomsnt number 23709. The re ‑
f o r e , the k e y position f o r t h e second wheel in d e ‑
pendence o r d e r is 9. Now s i n c e t h e e f f e c t of t h e n o t c h
a c t i o n or t h e r e s t wheel on a l l o t h e r 'vheels h e s been
discounted, it is necessary to d i s c o u n t t h e r o t a - d i n g
a c t i o n of each or t h e o t h e r vheels. so t h a t each t i m e '
ano ther d i g i t o f k e y f o r t h e developnent number in p r o ‑
duced. . u n t i l a l l t h e n o t c h e f f e c t s o f wheels 1 , 2 . 3 ,
a n d h have-been d iscounted . The complete u l c u h t i o n i t
g i v e n be low: ' '

23709 - d e v . non o f toe t ‐vhee l s t e p s - fi r s t d i g i t o r k e y - 9
22.1 ‘ . rest-vheel no tch a c t i o n s '

21339 :- number or second-wheel s t e p s ~second d i g i t of k e y - 9
2 - second-wheel n o t c h act ions

1% - number of th i rd-wheel s teps - t h i r d d i g i t .of k e y - , 6
r 1 . th i rd -whee l no tch ac t i on ! ‑

_172 -nunber oi ' .fourth-vheel s teps ~£our th d i g i t or k e y - 6
1128 .- fourth-wheel n o t c h a c t i o n s '

15558 - number o f fi f t h - v h e e l s t e p s - fi f t h d i g i t o f k e y a 8

t h e k e y c o r r e s p o n d i n g t o d e v e l o p m n t number 23709 i s thue
round t o b e 99668. C l e a r l y, t h i s p rocess m y b e reve rsed

- to obtain t h e development number f o r e. g i s e n k e y . F o r
enfile,g i v e n t h e k e y 99668, re my proceed as follows:

e . 11.2
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Steg 1

“92' 6
709

S t e p 2 S t e
9 99 09 709

. x - o ' ‘io 10 ' ‘10
"x 9 39., .39 339.

6 06 " 06 2'06
3: . o "o . 39 20

t 6 _86 ' as 86
x I 8 "8 § ' 8 .

8 8 8 . 8

at. 3 ~ 8 a t . gag; 10
3709 5709 23?09 23709

c _ o . 3210 o
1339 1339 - 1339 21339

‘ - 2 - 206 .1‘9206
32 ~ g 32
86 . 86 17286.

8. 8: fie . 3,128
8- 8 7 8 15558

In s t e p 9. t h e development nunber it f o u n d to be 23709;
s t o p 1 0 need b e taken o n l y i f i t i s d e s i r e d t o deter‑

' n i n e the number or s teps f o r eeoh wheel.

Upto t h i s . time. calculation have been i l l u s t r a t e d
f o r one machine o n l y . t h a t w h i c h generated_ t h e fi r s t
group; t h e conventions were so eat up t h a t t h o s e same
c a l c u l a t i o n s m i g h t b e made o n a n y one o f t h e h a t c h i n ‑
e l i ke ' . t he re fo re , t he re arose t h e problem o f t h a t r o l e ‑
t i o n e h i p e e x i s t e d among t h e d i f f e r e n t noh inee .

_r e l a t i o n - 111 p moron-escalated by what we c e l l e d delta.
Th is delta} i n o n l y t h e constant l a t e r a l d i f f e r e n c e betwen
a n y two g i v e n mohineo as l o n g as n e i t h e r of the ma

113
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has been r e s e t . Assume, f o r example, t h a t two d i f f e r e n t
pod-sheets have been covered and from t h e a d d i t i v e in
each o r the fi r s t s i x groups o r t h e two p a d - a b u t s .
development number: have been computed. no t i ce t h a t the
d i f f e r e n c e between t h e two development umber-e at a d d i ‑
t i v e produced b y ‘ t h e same machine is a lways t h e me
f rom group to group; ‘

Development Grouii G r o u p fix-our G r o u p Group' Group
M o r e ' 1 2 e 3 I 5 6

Pad‐uheet

5382 26385 9990» new. 29115 32880 59m
5 & 2 8 . 2 6 11 0 0 0 ‘ o e z t h o o a

126 125 126 126 126 126

l o t i ’ c e , also. t h e t ' i r t h e development number f o r g roup 1
o t - p e d - e h e e t 5382 were s u b t r a c t e d f r o m t h e d e v e l o p m e n t
number or g r o u p 2 f o r t h e some p a d eheet,"‘the some
d i f f e r e n c e w o u l d e x i s t a s b e t w e e n t h e ceasefire groups o f ’
pod-enact 5h28; t h e some r e l a t i o n s h i p e x i e t e a lso between
a n y two g i v e n groups o r two d i f f e r e n t p a d - e m o t e i n t h e
n e w s e t t i n g s e r i e s .

D e v e l o p - Group Group Group Group Group Group
meat nee. ; j t 3 b 5 6 ,

_ Pea-sheet ~ ‑
5382 , r _. 1 . . ' .
Lateral 26385 , 999M 732“ 29116 32880 5917“
ammun- 5 : , 73519 a“ 733M: 5 , , kWh-A5..0376# 4; 2629!»

5%8 .
La tex -e ) . 26511 00030 75370 292:2 33006 59300
wromoa_a;., 75519 m mac 5 . , £5872 1. . . , 03761» “5-2633“

11! G
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These d e l t a r e l a t i o n s h i p s were most useful i n t h e . '
process or dec ipher ing messages which were readab le

\ t h r o u g h a n i n t e r p r e t a t i o n o f development numbers w i t h i n
' t h e l i m i t s o f a s e t t i n g s e r i e s f o r which thewheel ‘ '

s e t t i n g s h a d b e e n determined by t h e s o l u t i o n of an o v e r ‑
l a p . (See s e c t i o n I V ' f o r a . d i s cuss i on o f t h e f u n c t i o n

_ o f o v e r l a p p i n g i n de te rm in ing t h e , wheel settings.)

_ 2 2 . W_ t h e nature or t h e fl t i v e genenera___t__or.v‑
The s p e c i fi c - n a t u r e o f t h e machines which generated t h e
pages o f a d d i t i v e used b y t h e Gemisns f o r the one‐time
p a d system,was, p a r t i c u l a r l y d u r i n g t h e e a r l y period o f
s o l u t i o n , a .matter o f g r e a t concern. G r a d u a l l y i t b e ‑

‐ - some p o s s i b l e , f r o m a s e r i e s o r in fe rences , to deter‑
. mine w i t h a f a i r degree o f cer ta in ty t h e exact p r i n c i p l e s

i n v o l v e d i n t h e machine.

In t h e v e r y beginningof solution, a f t e r t h e f r e ‑
quenoy d i s t r i b u t i o n s had b e e n made o n t h e 21m p o s i t i o n s
or the books of compromised p a d - s h e e t s , i t was o b v i o u s
t h a t t h e e lements o r the m o h i n e which g e n e r a t e d t h e
d i g i t s on t h e pad -shee ts i nvo l ved 10 u n i t s ; t h a t i s ,
when a hundred d i s t r i b u t i o n s were made o n a g i i r e n p o s i ‑
t i o n th roughou t a . volume of sheets and when t h a t pos i -_
t i o n showed a. m i s s i n g d i g i t , t h e r e we: always s compensa-.
t i o n o f f r e q u e n c y w e i g h t o n another d i g i t 0 : these r e ‑

m a i n i n g a n d n o t o n equal d i s t r i b u t i o n o f t a l l i e s o n t h e
m i n i n g .

A _c l o s e s t u d y b y IBM e x p e r t s o r t h e a c t u a l p h o t o ‑
graphs o f t h e pad -shee ts c a p t u r e d f rom D r . W o l f f r e ‑
vealed the f a c t tha t the elements or t h e nachine must
be wheels or t u r n i n g d i s k s wi th d i g i t s embossed en t h e
s u r f a c e s o f t h e i r r i m s . IBM e x p e r t s , Vere asked t o
inspeot t h e a c t u a l photographs in o r d e r to determine
whe the r or n o t t h e sheets h a d b e e n produced by IBM
scramblsrs o r p r i n t e d b y IBM t a b u l e t o r s . I n t h e caurse
o f t h e inves t ige t ion , s e v e r a l a b e r r a t i o n s or d i s t o r t i o n s



no‘cm 4325626 a l o e ‐ s e e m

I

o f d i g i t s were n o t i c e d . The g r e a t l y enlarged p h o t o ‑
g r a p h s p r e s e n t e d in figures‐438 and b show t h a t t h e
elements are d i s k s or wheels when one considers t h e
f a c t t h a t t h e 8 in p o s i t i o n 220 o f padoshee t 6818
( fi g u r e 233.) c a n have b e e n b o t h r a i s e d and on ly p a r t i a l l y
p r i n t e d (and t h e r e f o r e p e n c i l e d i n l a te r ) o n l y i f t h e
p a r t i c u l a r element which p r i n t e d i t were c i r c u l a r .

' The same o b s e r v a t i o n ceLn benmade about the 2 and t h e 7
in p e t i t i o n 28 and 29 of pad-sheet 8290 in fi g u r e 23b.

At the same t i m e , one case of damaged digi tal in t h e '
same p o s i t i o n was f o u n d . ‘ I t w i l l h e n o t i c e d t h a t t h e
second d i g i t o f e a c h o f t h e r i v e - d i g i t numbers i n fi g u r e
2 4 i s damaged o r b roken i n c e r t a i n s p o t s . A p p a r e n t l y,
t h e machine which p r i n t e d t h e a d d i t i v e w e o f t h e t y p e o f
p r i n t i n g appa ra tus c a l l e d a fl a t - b e d p r e s s . Some meta l ‑
p a r t i c l e ‘ m a y w e l l have f a l l e n i n t o t h e bed ; and when t h e
machine was s t a r t e d , t h e wheel ( i n p o s i t i o n 52) t o o k
t h r e e etepe i n i t s c y c l e w i t h o u t paper i n p l a c e t o cushion
t h e wheels b e f o r e the meta l was removed or pushed out or
place by the p a p e r, thus t h e t h r e e d i g i t s were damaged ‑

' b y t h e p a r t i c l e o r m e t a l . when t h e sequence o f d i g i t s
embossed o n t h e r i m o r t h e wheel i n p o s i t i o n . 5 2 was
d e r i v e d , it we found to be 36281705n7; t h e damaged _
d i g i t s 2 , 8 end 1 are a d j a c e n t i n t h e sequence. -P robab ly,
t h e same t h i n g which damaged one d i g i t damged t h e others.
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nature o r the a d d i t i v e g e n e r a t o r. t h e r e came from 0003

1

The f a c t that t h e 8 d i d n o t b r e a k i n t h e m idd le , even
t h o u g h t h e obstacle may have s t r u c k it t h e r e , c a n be ‘
e x p l a i n e d b y t h e f a c t t h a t the 8 h a s a doub le t h i c k ;
n o s e or metal in t h e center ware t h e two o v a l halves
meet .

The machine which g e n e r a t e d t h e German a d d i t i v e
m. t h e n , an apparatus with 2’60 vheels or d i s k s w h i c h
h a d 10 d i g i t s in mixed sequence embossed on each at
t h e i r r i m s . The 2&0 wheels yore m e r g e d '11; 1&8 groups
are. Each group or fi v e wheels ope ra ted as a separate
machine and moved in s t e p with a l l t h e o the rs ; t he
vheels seem t o h a v e r e c e i v e d m o t i v a t i o n s i m u l t a n e o u s l y
f r o m t h e some o r a s i m i l a r source. The a p p a r a t u s p r i n t e d
t h ed i g i t s on t h e pad-sheets_ d i r e c t l y f r o m the wheels

.2130 at a t i m e and can be s a i d to have been analogous to
e numbering m c h i n o i n method o f o p e r a t i o n .

A s c o n t i n u a t i o n o f t h e i n f e r e n c e : undo a b o u t t h e ' x

by t a g in Februa ry, 19%, a nontechnicel d e s c r i p t i o n of
e. c i p h e r machine sold to the G e m 00vernfsefit",' Vh ioh
was e s s e n t i a l l y a d e s c r i p t i o n o f the t y p e o f machine
t h e Germans used to generate t h e a d d i t i v e f o r t h e one‑
t i m e pan ‘system: "

' i ' h i s m o r n i n g M r . Lorant ‘ot t h e fi r m of
i o r a n c o L t d . E n g i n e e r s , # 2 Beulands Park, 3 .3 . '
26, was interviewed at t h e F o r e i g n Office by
M r. M u t u a l - d , Cox-under Tr a v i s and I t s . Foss.
H e e x p l a i n e d a p r i n t i n g dev ice t h a t h i s fi r m
had s u p p l i e d to t h e German Goverment in 1925.
It h a d p r o v e d successful and t h e r e had been e
r e p e a t o r d e r in 1926 and another t h i s y e i r [1932].
The German Government h a d a p p a r e n t l y never n d e
any p r o v i s o t h a t i t s n a t u r e shou ld b e inept
s e c r e t and h i s fi r m was a c c o r d i n g l y t ry ing t o
‘ s e l l one to H i s Ma jes t y ' s Government a lso .

118
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Mr. Lox-out a p p e a r e d t o b e l i e v e t h a t i t was
a dev i ce f o r p r i n t i n g _e. g i v e n umber o r copies
o r e . eypber te legram a n d t h e n e u t o m t i c a l l y
d i s t r i b u t i n g t h e t y p e s o t h a t n o unauthorised
c o p i e s cou ld b e made a f t e r w a r d s . I t became
c l e a r , h o v e v e r, t h a t t h e rea l use o r the
d e v i c e was f o r p r i n t i n g a g i v e n number} o r
c o p i e s o r a page o r an Adder o r sub tmto r
r e c y p h e r i n g téble and then automatically '
a l t e r i n g a l l t h e £1913; t o p r i n t t h e n e x t page.
I t was f o r e a s i e r t o manage a n d q u i o k e r t o
change t h a n o r d i n a r y moveable t y p e . '

The d e v i c e , o f w h i c h h e showed 5 p h o t o ‑
g r a p h , consisted of p r i h t e d pages of 198 fi v e ‑
r i g u r e groups,- s i g h t lines w i t h s i x groups in
each l i n e . Loch fi v e ‐ fi g u r e g r o u p was
p r i n t e d b y a q u i n t e t o f wheels . (See F i g : 215}
h e r e t h e q u i n t e t i s i n p o s i t i o n f o r p r i n t i n g
t h e g r o u p 13437). The whee ls had t e n or more
fi g u r e s engraved on them ( fi r . L o x - m t s a i d up
t o t h i r t e e n ) i n a n a r b i t r a r y o r d e r u n i e v e r y
fi g u r e f r o m -"0" t o ""9 use r e p r e s e n t e d .et l e e s t
once. The whee l c o u l d b e t u r n e d b y h e a ds o t h a t
any fi g u r e s c o u l d b e p r i n t e d . (The fi g u r e s
o r t h e cypher t e l e g r a m a c c o r d i n g t o 31-. W a n t ) .
Then,_vhen a s p e c i fi e d u m b e r or c o p i e s h a d
b e e n made, t h e wheels were a l l moved by came
th rough one or sometimes two u n i t s to be in
p o s i t i o n f o r p r i n t i n g t h e c o r r e s p o n d i n g group
on t h e n e x t page. ( M r . Lox-ant s a i d that t h i s
s h i r t was t o d i s t r i b u t e t h e t y p e a n d prevent
unauthor ized c o p i e s b e i n g n u d e . ) Cont iguous
whee ls d i d n o t n e c e s s a r i l y h a v e the some
number of u n i t s on t h e i r e d g e s . Time‘s

r q u i n t e t m i g h t c o n t a i n t v o vhee ls with 1 1
units. two w i t h 12a n d one w i t h 1 3 . 1 1 ; the
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fi r s t models, a p p a r e n t l y, a l l wheels moved
t h r o u g h one ungt a t each Shift b u t they vex-e
now p r o v i d e d 9 1 t h extra. came s o tha t t h e y
w o u l d sometimes move t w o u n i t e . The wheels.
w h i c h were 5 1 1 numbered, could be taken o u t of
then- p l a c e : a n d r e a r r a n g e d . The German
Government h a d a l s o 2'50 s p a r e wheel's to choose
f r o m . '

F i g u r e 2 [ 5 ] .

1:17:11 b e seen t h a t t h i s d e v i c e p r o v i d e s
a means of p r i n t i n g a l a r g e number or different.
pegee o f ( i s m - e s L n a . ohm-1: t i m e , and t h a t one
page would b e v e r y d i f fi c u l t , i f n o t amenable
to deduce f r o m t h e pneuoue one. There i t “ .
no d e v i c e f o r number ing t h e pages. no p r e e m b l y
t h e y n e e d nq‘t be bound t o g e t h e r in them-<13:‑
o f p r i n t i n g . M r . Lox-ant a n d t h a t t h e German
Government had p r i n t e d m m i l l i o n poses of
fi g u r e s (syphi- " l e g - m e e c e o r d m 3.0 111-.
Lorene) without e. bree‘xfiovn.
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M r. Lox-ant vae a s k e d to i n t e n d t h e Fore ign»
O f fi c e 'or t h e c o a t of t h e machine.

1u:h_auns, 1932. re

i n t e r , T1601“. m a t e r i a l c a p t u r e d in Germany conta ined
t h e b i l l s o f s a l e , r e c e i p t s o f payment, and requests
f o r r e p a i r s . A l l t h e d e t a i l s i n these more c o n ‑
i ' o m e d to t h o s e of the machine as it me been reconstructed.

' 23. Lbe us_c_h.ine reeoutmeted.--The machine f o r
g e n e r a t i n g e*mT‐rieal series o r a m e n h a s vheele o r
d i s k s w i t h t h e normal s e r i e s o f a u t h o r s from 0 t h r o u g h
9 embossed in reverse on t h e i r r i m , 9. notch posit ion
o n e l l wheels i n t h e f o r m o r a . d e p r e s s i o n i n s fl a n g e
o n t h e s ide o r t h e wheel where t h e m o t i v a t i n g r i n g e r
g r i p s t h e wheel t o t u r n i t i n i t s c y c l e : nine non‑
n o t o h p o s i t i o n s i n t h e f o r m o r ledges o n t h e fl a n g e
o n t h e s i d e o f t h e vhee le , and t h e m o t i v a t i n g r i n g e r s ,
each o y s t e m t i c a l l y s h o r t e r than t h e o t h e r i n . 123155
order 111th t h e l a r g e s t r i n g e r e p p o e i t e t h e f a s t wheel.
I n fi g u r e 2 6 the m e t r i c a l n u m b e r i n g machine i s a t t he
p o s i t i o n t o p r i n t t h e number 12503. The t a l l e s t (oz- 1 )
fi n g e r motivates t h e unitsrvheel (rest. wheel). Notice'
t h a t the n o t c h p o s i t i o n appears i n t h e erase eection
o r t h e "units" o r r e s t wheel en's d e p r e s s i o n .

The Ger-nan a d d i t i v e m a n u f a c t u r i n g machine, o n the
e t h e r ‘ h e n d , i s i n some s e n s e : t h e i n v e r s e o f t h e
m e t r i c number-mg mach ine . I t s p r i n c i p a l items are
whee l s or d i s k s w i t h mixed sequences of t e n numbers
(vhieh may o:- m y n o t i nc lude a l l t h e p o s s i b l e 1 0 d i g i t s )
embossed in reverse on thei r r i m s ; s notch p o s i t i o n on
all‘_the whee ls in t h e f o r m or a l e d g e in. t h e fl a n g e on
the side o f t h e wheel t h e r e the m o t i v a t i n g fi n g e r g r i p s
the y h e e l to t u r n it in i t s c y c l e ; n i n e nonnoteh pos i~

' t ione. in the f o r : o f depress ion : in t h e fl a n g e on the
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s i d e or the wheels,- t h e n o t i m t m r i n g e r s , s t i l l w i t h
fi v e d i f f e r e n t lemths b u t i n e n i xed o r d e r (see
fi g u r e 27) . .

The two machines p e r f o r m a lmos t invesee t a s k s .
The m e t r i c a l number ing meme change: one d i g i t . a t a .
t i m e in t h e normal sequence o f ' i t e f u t wheel e x c e p t
when t h e n o t c h p o i n t o r t h e f e e t , wheel come u p ; t h e n
t h e fi n g e r e make i t p o s s i b l e t o r the n e x t v h e e i i n
o r d e r t o t u r n one p o i n t i n i t s c y c l e . The G e m
A d d i t i v e W e c t w i n g Machine, o n t h e o t h e r been.
changes (by virtue o f t h e f a c t t h a t t h e fi n g e r s ; can
p l u n g e i n t o depress ions or a l l fi v e vheeia) t h e d i g i t s
of a l l fi v e wheels v i t h ouch movement. of t h e machine
except when a n y one or the fi v e wheel: has a no tch
p o i n t i n p o s i t i o n , a t which time the wheels which are
m o t i v a t e d b y s h o r t e r fi n g e r s than t h e wheel w i t h t h e
notch p o i n t i n p o s i t i o n . d o a n t u r n i n t h e i r c y c l e l .

D e s p i t e ”the race t h a t t h e n o h i m e purer-memos:
i n v e r s e t a s k s , b o t h have a p e r i o d of 100,000. 11' b o t h .
m o h i n e e had t h e same sequence: amassed on t h e i r wheels ,
b o t h machines would, in t h e course or 100,000 movements,
generate e x a c t l y t h e lame‘ s e t or numbers, b u t in a
d i f f e r e n t o r d e r .

a t . The s m u g o_i" peg-emote a f t e r genera t i on . “
I n View o f the s y s t e m a t i c m o t i o n o r t h e 0 c m A d d i t i v e
M a u r u o t u r i n g Machine a n d i n v i e w o r i t l ”cyclic. character:
i e t i c e , the O e m n cryp tographere a p p a r e n t l y rea l i sed
t h e n e c e s s i t y o f des t roy ing t h e o r d e r in which t h e
sheets 'vere g e n e r a t e d by s h u f fl i n g t h e sheets thoroughly.
I n t h e course o r r e a d i n g a g r e a t e m b e r o r m n u g u en-‘
c i p h e r e d w i t h p a d - s h e e n genere ted b y t h i s mohine, w e
discovered two; more or l e s s , ‘eyetemetic methods of
s h u f fl i n g the pad-shee ts . These methods o f o w n i n g
were a p p a r e n t l y n e v e r f o l l o w e d c o n s i s t e n t l y nor t o a n y
g r e a t extent. b u t there was an. obeembge tenfiency to
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f o l l o w s imp le psycho log i ca l p a t t e r n s i n e x e c u t i n g the
too d i f f e r e n t methods o r s h u t t l i n g .

In the fi r s t method, as the pad-sheets came o f f t he
machine, thei were stacked in handy p i l e s of var ious
s i z e s . H'hen a g r e a t number o r p i l e s o f p o d - s h e e t s I n d
been g e n e r a t e d , t h e sheets were s h u f fl e d b y a process
o r a u t h o r i n g them one, two. o r t h r e e a t a fi n e f r o m the
tops of t h e p i l e s of sheets. A f t e r a hound p a d ‑
sheets bed been g a t h e r e d f r o m t h e tops o f t h e p i l e s ,
t hey were g i v e n s e r i a l pad -shee t numbers and were then
bound. into a vo lume. This method o r s h u t t l i n g ,
p a r t i c u l a r l y when t h c ' o p e r e t o r d o i n g the s h u f fl i n g
s i m p l i fi e d h i s t a s k b y f o l l o w i n g a r e g u l a r pa t te rn o f
g a t h e r i n g , r e s u l t e d often i n a constant i n t e r v a l between
p a d - s h e e t u m b e r : which were p u t o n sheets genera ted i n
sequence (sheets w i t h a d j a c e n t development numbers). I f ,
f o r example, i t were lmown t h a t p a d - s h e e t 2188 b e d been
g e n e r a t e d i n e d i a t e r p r e c e d i n g pen -shee t 56213. t h e
chances were good t h a t pad-shoot 2189 w o u l d i m m e d i a t e l y
p recede pad-sheet 5625 in generation order._

T h i s fi r s t method o r s h u f fl i n g was u s e d i n t h e case
o r p a d - s h e e t s which h e d o n L y one hunher o n t h e m - t h e
e e r i e ] . page M a r . Fo r t r e r t i o enc iphe red with p e d ‑
s h e e t s . “ t h i s t ype , the pad-shee ts were u s e d i n c o m e ) .
o rde r o f p o d - s h e e t number and t h e i n d i c a t o r s o n t h i s '
t r a f fi c , t h e r e f o r e , were i n s e r i a l o r d e r .

The second n e t h M , however, was used in connec t ion
w i t h p a d - s h e e t s w h i c h had two numbersuthe r e d s e r i a l
page umber. and a b l a c k nmsber w h i c h was u s e d so t h e
i n d i c a t o r . The b l a c k numbers were n o t s e r i a l , b u t seemed
t o b e i n a . c o m p l e t e l y n i x e d o r d e r . I n t h e second method,

‘ es t h e pad -shee ts came o f ! t h e machine, they were s tocked ,
as in t h e fi r s t ‘nethod in handy p i l e s of v a r i o u s s i z e s .
B u t , in t h i s case t h e s tacks were produced f r o m s e v e r e ] .

d i f f e r e n t machines w h i c h were a p p a r e n t l y p r i n t i n g o t h e r
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sheets o f a d d i t i v e a t t h e sane t ime. h e etecke then
were m i l d l y shut t led within themselves by a. s i m p l e
preceee o r changing p o s i t i o n s o r p o r t i o n s o r t h e stacks.
Then, t h e b lack i n d i c a t o r u m b e r : were p u t o n a l l the
ped -ehee te s e r i a l l y . A f t e r t h i s p rocess , a l l o r t h e
stacks were thoroughly s h u t t l e d together and were t h e n
gathered i n t o l o t s at a. hundred , mantel-ed a g a i n s e r i a l l y
with r e d page numbers and bouni i n to volumes. S i n c e t h e
b leak ind ica te : - numbere vex-e used on t h e t r a f fi c . the

'QEielopment number o rder or p o r t i o n s or t h e o r i g i n a l
eteclee could be obta ined by s o r t i n g the t rag i ' ic on t h e
b l a c k i n d i c a t o r number.

Thus, f r o m t h e o r i g i n a l a d d i t i v e compromised in 1930
f r o m D r . Wo l f f , almost t h e comple te g e m m t i o n echoes
o f the German Add i t i ve Nematec tm ing Keehine van b r o u g h t
t o l i g h t and was l a r g e l y u n d e r - t o a d b e f o r e w e t r i e d t o
eclve the genera t ion scheme of t i n a d d i t i v e need on cur ‑
r e n t t r a i ' i ' i c . nex t came the problem o f m i n i n g the
W t h e t i c e l a d d i t i v e de r i ved f r o m 130105: end t h e
s o l u t i o n o r c o m p l e t e l y new s e t t i n g s o f t h e a d d i t i v e
gene ra to r f r o m c i p h e r t e x t .
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c r y p t e m l y t i c Development

P a r a g r a p h
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25. _'1_'_h_e unknowns.« T h e preceding sect ions present
t h e d a t a known b e tore messages_were s o l v e d : t h e mechanics
o f t h e c r y p t o g r a p h y, t h e fi n d i n g s o f t h e fi r s t attempts
at solut ion. a n d t h e nature of t h e machine which genera ted
t h e German a d d i t i v e . ' Some o r t h e k e y i n g elements were
51511.net understood, but. we knew what t h e y were. The un‑
knowns i n v o l v e d i n t h e s o l u t i o n were: ' '

a. t h e dependence p a t t e r n (o r t h e o r d e r of
the m o t i v a t i n g r ingers} f o r such o r t h e
fi v e - w h e e l machines i n t h e f r a m e ;

b y the p a r t i c u l a r se t o r 240 wheels used i n t h e
machine at e g u r u : t ime:

c. the o r d e r or arrangement or the 2’60 wheels;

:1. t h e se t t i ngs or each or t h e 240 wheels in
t h e frame when the machine began genere t ing
a d d i t i v e ; and

e. t h e exac t number of movements or t h e III-chines
f r o m the s i y s n s t a r t i n g point i t which s
9. s p e c i fi c sheet o f a d d i t i v e wee produced.
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The fi r s t three of these elements ‘ve c a l l e d t h e setup;
t h e fi r s t f o u r , t h e s e t t i n g s e r i e s ; t h e fi r s t fi v e , t h e
p l a c e m e n t . 'Hhen.the aettiné g e r i e s a n d one addi t ive were
known f o r i t , a l l a d d i t i v e s p o s s i b l e could b e p r e d i c t e d .
>Each p a d was i n t u r n i d e n t i fi e d b y a d e v e l o p m e n t number;
and t h i s deve lopmen t number was a shor t o u t to the add i ‑
t i v e o f a p a d - s h e e t , o n c e v a l l o the r elements were known.

26. . The s o l u t i o n 9; t h e generat ion scheme _o_i'_

Imothet ioal additive.-~'_1_'he problem to be attacked fi r s t
t o e the h y p o t h e t i c a l additive-«the great bank of addie
t i v e r e c o v e r e d B y t h e a s s u m p t i o n o r c r i b s f o r a l a r g e
body o r material. W i t h t h e p o s s i b i l i t y o f s o l u t i o n ‑
p r o v e d , t h e solut ion o f t h e g e n e r a t i o n schene was a
s i m p l e r m a t t e r t h a n t h e o r i g i n a l e n t r y . T o b e sure , i t
was comp l i ca ted 'by new { a t t o r S ‘ b u t i n eeaenoe i t involved
the. same procedure . The h y p o t h e t i c a l a d d i t i v e was derived.
f r o m s e v e r a l c i r c u i t s , and, therefores iggolved a d d i t i v e
g e n e r a t e d f r o m aoneth ing l i k e at least/different setups

_of t h e a d d i t i v e manufac tu r ing paohine. Consequently an
45 i t i o n a l p r o b l e m of i s o l a t i n g homogeneous mate r i a l was
i n v o l v e d . Moreover, t h e addit ive was a t t i m e s c o r r u p t ;
na tura l l y, t h e c r i b e were n o t i n f a l l i b l e , and the t r a n s ‑
mitted c i p h e r t e x t vae sub jec t t o g a r b l e a so t h a t t h e
a d d i t i v e t e x t was f a r l e s s r e l i a b l e t h a n t h a t for. which
p a d - s h e e t s h a d been c a p t u r e d . .The paragraphs below f o l l o w
r o u g h l y t h e c h r o n o l o g y o f . t h e ' e e v e r a 1 p r o b l e m s , b u t w i t h i n
them a r e d i s c u s s e d t e c h n i q u e s o r recovery devo loped a t
d i f f e r e n t s t a g e s o f t h e i n v e s t i g a t i o n a n d i n genera l
a r r a n g e d i n o r d e r o r a n i n c r e a s i n g number o r unknowns.

27. D i s c o v e r i g g _t h e depgndenoe pgt tern. - -Three b a s i c
methods of s o l v i n g t h e “dependence p a t t e r n determine wh ich
of several . a l r e a d y s o l v e d s e t u p s of t h e a d d i t i v e manu‑
f a c t u r i n g machine m i g h t have been used t o gene ra te t h e
addi t ive to d i s g u i s e t h e p l a i n code in a n y g i v e n c i p h e r
tex t . F i r s t , i s t h e method of assuming a t least a two‑
g roup stereotyped beginning f o r several c i p h e r meeeages

A 128 i ' , 7 '



D O C I D : 4325626’: I; BE; all ET SF E I g!

e n d l o o k m f o r f a s t - w h e e l h i t s i n each group ; 1 . 6 . ,
l o o k i n g f o r a h i g h p e r c e n t a g e } ! s i n g l e d i g i t . h i t s i n
t h e same p o s i t i o n i n g r o u p one, at . t h e some t i m e a s e .

7 h i g h p e r c e n t a g e o f h i ts i n a s i n g l e p o s i t i o n o r t h e
second of a n y o t h e r g roup . By t h i s approach the d e ‑
pendence p a t t e r n can be discovered. The nex t s t e p in t h i s
method i s t o recover f o r each message a s much a d d i t i v e a n
t h e c r i b s p e r m i t and compute developmenx numbers f o r each

' p o s s i b l e setup So f o r recOVered w i t h t h a t dependence
p a t t e r : u n t i l a . c l u s t e r of development numbers appear.
The German h a b i t s of assenbl1ng pedesheets 1ed. to t h i s
c l u s t e r i n g in devo lopment numbers of c o n s e c u t i v e pad‑
eheete (see p a r a g r a p h s 2 3 and 2 h ) . 1 n the absence o r a
r e l i a b l e c r i b , c i p h e r t e x t can. be a l i g n e d in deve lopment
number o r d e r w i t h t h e h e l p o f four -d ig i t h i t s , caused by the
e n c iphe rmen t o f t h e same p l a i a n o d e by f o u r - d i g i t r e p e t i ‑
t i o n s in t h e additive b r o u g h t abou t by t h e n o t c h p o s i t i o n
o r t h e f a s t wheel. When blue has been done , r e l a t i v e
w h e e } . sequences car. bed e r i v e d . From differences between
t h e c i p h e r d i g i t s i n t h e a e q u e fi é e , ‘ t h e a c t u a l sequence c a n ”
b e de te rm ined , s i n c e t h e d i f f e r e n c e e c a n b e matched n t h
t h e d i f f e r e n c e s i n t h e recovered p l a i n sequence. I t the
sequence is in t h e same p o s i t i o n as it was in an a l r e a d y
so lved s e t of 240, t h e n t h e who le set. of sequences t o ;
g a t h e r w i t h t h e wheel o r d e r hae"been determined.

The second method 01f w o r k i n g f r o m c i p h e r t e x t i n ‑
v o l v e s l o o k i n g f o r t o u r - d i g i t c i p h e r h i t s which. b y t h e .
f r e q u e n c y of t h e i r occurrence and by t h e d i f f e r e n c e be tween
t h e two d i g i t s which do n o t h i t , can be determined to be V‑
t h e r e p e t i t i o n : caused b y r e p e a t e d p lac ’ode enciphered b y
a d d i t i v e c o n t a i n i n g a . r e p e t i t i o n . caused b y t h e fea t -whee l
‘ n o t c h . In t h i s way, t h e feet‐wheel p o s i t i o n or one g roup
can be r o u n d . W i t h l u c k , t h e exact sequence of the.:reat
wheel on a l s o be derived. f r o m t h e c r i b s , a n d t h e unease‑
mane o f e e q u e n c e e a n d dependence p a t t e r n v 1 1 ] . have been

- determined a l s o . At . some p o i n t in t h e ace of t h i s fla tbed ,
hevever, it is necessary to «sung the exact stereotype
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unless t h e oneegroup s te reo t ype i s so cer ta in that enough
cases o f f o u r - d _ g i t r e p e t i t i o n s occur f o r the sequences
of the second, t h i r d , f o u r t h , and fi f t h vheele in dec
pende_nce o r d e r t o b e d e r i V e d . _ ' .

The t h i r d method invo lves t h e r e c o v e r y o f a d d i ‑
‘ t i v e t h r o u g h t h e application of a l l known s t e r e o t y p e d
Abeginn ings ’ for the g i v e n c i rcu i t and l o o k i n g f o r f o u r ‑
d i g i t . r e p e t i t i o n s 1 n t h e a d d i t i v e i n o r d e r t o d e t e r ‑
m ine t h e dependehhe 'o rde r ‘ afid " the arrangement o f t h e
s e t o r sequencee ' i f t h a t s e t o f sequences i t known. In
t h i s case, o n l y one o r t h e r e S u l t n n t additive sequences
i n g o o d and t h e r e f o r e , c o m p u t a t i o n : must b e made o n
many a d d i t i v e s n o t a c t u a l l y used. The ,mn t t e r ' c f d e t e r ‑
m i n i n g what k i n d or c l u s t e r i n g of deve lopment numbers

' ' e c t u a l l y r e fl e c t s the o r i g t J a I c o m p o s i t i o n i s a d i f ‑
fi c u l t h u e : B u t , when t h e proper se tup o ' f ‘ t h e machine
has been.aasumed and development numbers have been
computed o n t h e h y p o t h e t i c a l a d d i t 1 Ve s , t h e p r o p e r
s e t u p should show a more d i s t i n c t p a t t e r n o f c l u t t e r i n g

" than i n t h e o t h e r se tups . I n a c t u a l s o l u t i o n t h e
t h r e e nethods descr ibed above‘iere seldom used s i n g l y
o r a s s i m p l y a s desc r ibed , b u t were used i n c o n j u n c t i o n
w i t h one ano the r a t various t.mes and w i t h v a r i a t i o n .
in procedure. .

, 28. &guence solution.--j ' A f t e r
< ‐ - ‐ ‐ ‐ t h e dependence p a t t e r n has b e e n found-oer at least t h e

rest-wheel p o s i t i o n f o r one g r o u p - - t h e problem is to
vdetermine t h e d i g i t s and t h e i r _ o r d e r o n t h e r i m ! o f
each o f t h e 2ho wheels. I n t h e b e g i n n i n g , i t i s neoes- .
s a r y to fi n d as many cases as p o s s i b l e o f pad-sheets
which c a n b e s a i d t o b e a d j a c e n t b y v i r t u e o f f o u r o ,
t h r e e - , t w o - and o n e - d i gi t r epe t i t i ons caused by t h e
same placode e n c i p h e r e d b y a d d i t i v e w i t h s i m i l a r repe t i ‑
t i o n s b r o u g h t about b y n o t c h a c t i o n s o n t h e v a r i o u s

‘ whee ls in dependence o r d e r . When t h i s had'been done
. a n d vhenthe p r o p e r a te reo t ype has been assumed. d i g i t s
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w h i c h m u s t ' b e a d j a c e n t to one'another i n ’ t h e sequence
can be determined- Then, a l l t e n d i g i t s ' c a n be 7
chained. Wfiéfifthé §EQuences hate beeh so i ied , o r " ” ‘
course, d e v e l o p m e n t numbers can b e c o m p u t e d , end t h e
p a d sheets can be p l a c e d in e x a c t deve lopment nufiber
o r d e r . W i t h the second group and a l l o t h e r g roups
t h r o u g h o u t t h e r e m a i n i n g 3 7 , the method o f procedure
i s b a s i c a l l y t h e p r o b a b l e - w o r d method, r e q u i r i n g the'
a s s u m p t i o n o f t h e p l a i n t e x t o f t h e messages i n order
t o reconstruct t h e sequences f r o m the h y p o t h e t i c a l
acdit1Ve thus derived.. T h e ' p f o h l e m o f i d e n t i f y i n g
sequences w i t h those a l r e a d y r e c o v e r e d is in essence
t h e gems, except t h a t complete seguenoea need n o t be
d e r i v e d " W i t h a s f e w a s f o u r d ig i ts p l a c e d i n o r d e r ,
t he .knovn p o r t i o n or t h e sequence.oen be looked up in

”an index a n d t h e remainder of t h e t e n d i g i t s p l a c e d .

29. Pad-sheet glsoement.teohnigue .é-Hith t h e
d e p e n d e n c e o r d e r and t h e sequences r e c o v e r e e , ' i t '
remains t o d e t e r m i n e t h e exact p o i n t s a t which t h e 240

. wheels are s e t vhen t h e add i t i ve m a n u r e c t u r i n g machine
began t o g e n e r a t e the g d d i t i v é o f a g i v e n s e t t i n g
s e r i e s . To t h i s end , over laps must be s e t up so t h a t
t h e e x a c t t e x t of t h e messages w i l l y i e l d t h e a d d i t i v e
genera ted a t o n o ' p o i n x in t h e course of the_tota1
movement.of.the machine. B e f o r e t h i s p r o c e s s can be
u n d o r t a g e n , the c r y p t o n a l y a t mui t know t h e relat ion:
s h i p among the pad-sheets in t h e s e t t i n g e e r i e ; an
r e g a r d s 5eneration.ao t h a t t h e . g i s t a n e o s between then
can b e e s t a b l i s h e d and s o a c t a s a c o n t r o l o r t h e over‑
l epp lng ,ppgcess . t h deye lppmen; nfimbera gpe on index
t o t h e s e r e l a t i o n s h i p s . _ .

The v a r i o u s t e c h n i q u e s o r such p lacemen t o f pod‑
shee ts are a lmos t a l l related to t h e f a c t t h a t t h e
Germans worked on-a d e fi n i t e , r e g u l a r p l a n o f b e g i n n i n g
and e n d i n g s t e r e o t y p e s . A o c o f d l n g l y . t h e p r o b l e m o r

‐ .plaoement prog resses i n d i r e c t r p r o p o r t i o n t o t h e ease
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w i t h which such stereotypes can he p r e d i c t e d within
t h e tex t s . This process, however, a p p l i e s o n l y to
i n i t i a l p a d - s h e e t s i n messages; pad-sheets which a r e
n o t i n i t i a l i n messages d o not hsvep r e d i c t a b l e b e g i n ‑
n i ng : s t e reo t ypes can so must be reconstructed with the

' p r o b a b l e words revealed b y t h e context o r the i b i t i n l
and fi n a l pad-shee ts when t h e y bees been recounted.

W i th 'some c i r cu i t s , the numfier or stereotypes is
s u f fi c i e n t l y limited s o t h a t a g r e a tnumber o f over‑
l a p s can b e s e t u p o n t h e basis o f a f e w h i g h l y p26bv
a b l e stereotypes. B u t in o t h e r s the var ie ty is so
g r e a t ' t h a t t h e process i s deleyedb y t i m e - c o n s u m i n g
t r i a l .snd e r r o r ; -When b e g i n n i n g and end ing s te reo ‑
t y p e s f a i l t o p r o d u c e r e s u l t s , p u n c t u a t i o n groups o r
h i g h f requency can be assumed in e 11 #8 p o s i t i o n s o f
t h e pad-sheets in o r d e r to recons t ruc t add i t i ve which
w i l l l e a d t o t h e p l a c e m e n t o f the_ psdpshee t r e l a t i v e
to t h e o t h e r : a n d so to the predict ion of t h e a d d i ‑
t i v e s u s e d to e n c i p h e r t h e messages.

30. ~Overlay technigues.--The GEE overlep is but
a n o v e r l a p . i n t h e o r d i n a r y sense; t o b e sure , messages
a re superimposed on it to be used in a d d i t i v e recovery,
b u t each message does n o t use t h e same addit ive but an
e n t i r e l y d i f f e r e n t s e t o f a d d i t i v e d i g i t s . The GEE .
o v e r l a p ii made up or messages which can be determined
t o use a d d i t i v e g e n e r a t e d w i t h t h e same o r i g i n a l .
s e t t i n g of t h e 2&0 wheels in t h e a d d i t i v e manufacturing
machine, the same s e t t i n g s e r i e s . -Lven though two
messages o n a n o v e r l a p may r e a d o n ‘ s d d i t i v e generated;
hundreds or thousands or s teps or t h e machine a p a r t
from'esch o t h e r , t h e y c a n be_superimposed p r o v i d e d
tha t t h e r e has been n o r e s e t t i n g o f the wheels o t_ the
machine betveen'the t i m e the fi r s t s h e e t was generated
and the t i m e t h e s e c o n d sheet wssgenerated. F o r _vhen 9k
h a d b e e n recove red f o r one d i g i t o f s coiumn of an
o v e r l a p , ' 1 fi t h e r e l a t i o n s h i p o f t h e o t h e r messages t o

_ ‐ ‐ ‑
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i t a s r e g a r d s t h e p r o g r e s s i o n o f t h e a d d i t i v e g e n e r a t i n g '
machine ia.knOVn ( throught h e defielopmenh number, a. g. ), ;=
men as,- c a n' b e p r e d i c t e d ; Thus t h e technique61’ s o l u - ‘ ‘ ' ' i
c l a n or a G£E_over1ap is s i m i l a r to t h a t w i t h an . , .
o r d i n a r y o v e r l a p i n t h e use Io! p r o b a b l e 'vorda t o c a r r y ' - ‘ - ‑

. t h e _text o f t h e messages l a t e r a l l y b u t d i f f e r s m a r k e d l y
in t h e f a c t t h a t a f t e r such an asaumpt1on has been made,
t h e h y p o t h e t i c a l additive der1ved cannot b e used i n
t h e same columnwithout convers1on to the terms or t h e
p r o g r e s s i o n o f t h e additive generat1ngmachine. A d d i t i v a
f o r each message in the o v e r l a p must. be_gener91ted by ,
hand or b } ; t h e use 111‘ cats1ogue'sprepm1'01- the purpose.

I
I

l

l

31. Hand and machine ggggzgt1gg.--A£ter an OVer lap
' has b e e n solvedflfor 48g r o u p s , any message w h i c h has __

been e n c i p h e r e d with a sheet o f afid1t1ve g e n e r a t e d i n 7
t h e some s e t t i n g se r i es o f the_ machine can b e d e c i p h e r e d ' , '
I t was t h e p r a c t i c e i n t h e GEE. section: 0 decrypt a . " ‘ .
'great number o f p a d - s h e e t : ( a t l e a s t a hundred)a t one ‑
t i m e by machine. To be sure , a n y pod-sheet c a n be I
i imed ia te ly decipher-ed by hand f rom the overlap to 1

- v h i c h i t b e l o n g s , b u t a t a certe1n etagg 1 n the develop~ '
uent r e c o v e r y became much more r a p i d than exp lo i ta t i on , '
un_d machine methods came i n t o use. The procedu re was _ ‘
‘zo coupuze development numbers f o r the #18 groizps of a ‑
s i n g l e p a d - s h e e t o n the overlap. This use c a l l e d the ' “ ‑
deoode base p a d . T h i s p a d - s h e e t could E a one f o r v h i c h " ,
a l l . h8 groups h a d been r e c o v e r e d and wh1ch was ressons
a b l y f r e e o r g q u l e e . With this a s a n a r b i t r a r y hoes,
any p a d - s h e e t cou ld be deciphered 1n threé steps: "’

a . t h e add1t10n t o each o f t h e r e m a i n i n g I
k ? g r o fi p s o f the d i f f e r e n c e between t h e d e v e l o p - ,
meat number o f i t s fi r s t g r o u p and t h e d e v e l o p ‑
ment number of t h e fi r s t g r o u p of the base pad:
shee t ; _ .
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l i e t h e s e v e r a l f a m i l i e s o f m a t e r i a l i s o l a t e d . To i d e n p

'eet of 2&0 wheels, end t h e wheel o r d e r . (The.remeining

t h e paragraph8 which ( 9 11 0 3 : . .. . , _ . e _ r . . . .

b . t h e c o m p u t a t i o n o f t h e a d d i t i v e f o r t h e
new develbpment‘gumber; ‑

c . t h e ‘ a d n i t i o n o r t h a t a d d i t i v e t o t h e
c i p h e r t e x t o r the p a d - s h e e t to be dec iphered.

fieehine decod ih , a l r e a d y a n e s t a b l i s h e d prac t ice viti‑
GEO, wastelad fi§éd”1e'the e x p l o i t i n s ‘ o f GEE. F o r d i s ‑
euss ion o f t h e p r o c e s s , See p a r a g r a p h 38.

32. . C o n e p e c t u s g ; r e c o v e r y. - ‐ T h e unknowns d i f f e r e d

a i r y these f a m i l i e s , we s e t up some conventions based
on t h e unknownsl; & t r i g r e p h designated t h e f a m i l y , a n d
i t s t h r e e l e t t e r s s tood i n t u r n f o r t h e fi r s t th ree
elements of t h e unknowns-~the dependence p a t t e r n . t h e

elements a r e in a sense s p e c i fi c k e y i n g elements.) In
t h e fi r s t two l e t t e r s o f t h e s e t r i g r a p h a , C i d e n t i fi e d
t h e c o m p r o m i s e d “ m n t e r i a l B , the h y p o t h e t i c a l a d d i t i v e , .
and 5 m a t e r i a l f r O m t h e c i p h e r text_out o f Shangha i . ' ‘ _
who t h i r d l e t t e r was s i m p l y a n a r b i t r a r y a l p h a b e t i c a l
i d e n t i fi c a t i o n i n Order o r r e c o v e r y o f t h e wheel
orders. Thus, CCA a n d COB i d e n t i fi e d t h e dependence ' “
p a t t e r n s . a s e t o r 2&0 wheels, and t v o wheel o rders
r e e n t e r e d f r o m Wo l f f ‘ s m a t e r i a l . . 1 n a l l , 2 6 each
f a m i l i e s o r se tups o r keye a r e known. They were i d e n ‑
t i fi e d asfollows:

CCA HHC _‘ KHG - ma. BSA J'JV
cca ' mm ' m m . - m use . .mr ‘
ccc HHE 1-13: mm JJT m:
m ' HHF ‘ mm mm .. . JJU mt
HHS . 7 JJZ

The work done on these setups is summarizEd in

i3“ . ' . . g ' h
' ;-~~tfl§i§(.‘}éw -~. ‑
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a . Comoo m i s e d m a t e r i a l . - - T h e m a t e r i a l com~ ‘ .
p r o m i s e d i'rom W o l f ;was ca l led CCA and COB. Crypt‑
a n o l y s i s o f another b o d y o f o1pher text revealed ans
o t h e r member of t h i s fami1v: WeshingtondBerlin
t r a f fi c f o r 19h0. This material was found to use t h e
same dependence pstterns and set of wheels as t h e oom‑
p r o m i s e d m a t e r i a l , b u t the wheels were arranged i n a
d i f f e r e n t o r d e r ; hence t h e designation COG. . I n the
c r y p t a n a l y s i s , t h e p rob lem was o n e o f sequence
i d e n t i fi c a t i o n , and t h e work was considerably hastened
by t h e f e e t t h a t t r a f fi c consistent ly used beginning
stereotypes wh ich extended _somet1mes as f a r as t e n
g r o u p s . , 1 . 7

b . Hypothet ica l1mster is l . -«Ths f a m i l i e s whieh
~yielded h y p o t h e t i c a l a d d i t i v e which was u s e d i n the
p r e d i c t i o n of a d d i t i v e to -read.messagss i nc l uded EH3,
HFC, BED, and BEE. These vere based on c r i b s f r o m
11mm and LUCIE (111111tory a t tache 'snd an- a t tache)
c i r c u l a r s a l s o sent in GLO Cryptanalysis y i e l d i n g
h y p o t h e t i c a l additive derived f rom1361935 y i e l d e d '
s i x s e t u p s i n v o l v i n g two sets or dependence p a t t e r n s
and two se ts o f 240 wheels (HH_ and J J ) . The t r a f fi c
: fi o l d i n g these k e y s was a s follows: " “

Setug - . ‘ n ; ; ‘ . S o u r e e ‘

- HEB 1111.011 and LUQZE circular traffic;
' . c i r c a J u l y 19th. ‘ ‑

11110 ‘ ' 191101; a n d LUCIL C i r c u l a r ,
December 1933 t h r o u g h May 19#H..

211m . 155.11011 end men; C i r c u l a r , F e b r u a r y
- t h r o u g h September 1943. '“'.‘V

Him MELON and 111011. C i r c u l a r , December 19113.
JJY M I L O } ! and 1.0011Circular, D e t e r ! )
J'JZ . mom and LUQIE Circular, Date 1?)
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Other g r a f r i c belonged to these a n d to r e l a t e d fami l ies ,
b u t i t 11c n o t _y1e1d hypothet ical a d d i t i v e to be - ‘ ~ 1
a n a l y z e d .1: a b o d y. R a t h e r - the prob lem was t h a t o f ' :
i d e n t i f y i n g i n i t already r e c o v e r e dk e y i n g m a t e r i a l s ,
f o r the ori t» : y e r c _no_t S h a y s rename. This mcludeq;

Setup "

HEB

IMF
HHH ‘

KHI

E B J . '

c. .Shaggg i c12her_text.-J£hree cther f a m i l i e s
vcro involve: i n m a g i - B e r l i n t r a f fi c . Th i s p r o b l e m

' was one of t h e must demandingin tequence solution‑
t h e sequences f o r name t e n 31-01133:ha i i been recovc'i-ed
when c a p t u r e d m a t e r i a l made pas'aible f u r t h e r 3011111011..

~MILON and LUCIE C i r cu1a r, Deccpber lshe

.

” T ’ F ’ “ a . . \

- S o u r c e

Circular 17111, Bovember 19133 - March 19% -‘.
'003322,Januaiy-hhrch 1915

" 461ml} J u l y - A u g u s t 19H
" 5g282, Ju ly -Augus t 1944 l

_ ' 728200, A p r i l - M a y 1guu ‑
" 3378551333?- November 191m
" 35599, May-Ju ly 191% j
" 59999," Septembercflovemher 191m L‑
" 621nm, November-December 19M :‑
" 00822, January-May 19115 ,

and January 1918
C i r c u l a r , M 62h00 - December 1 9 “ ‑
F e b r u a r y 19k5
C i r c u l a r ; W 77377 - F e b r u a r y 1915

Amer ican work on t h i s material ceased, a n d i t . was ._'
t u r n e d over to 0003,2110 a n a l y z e d t h e captured a d d i t i v e s -';
1:0 reconstruct_ the r e n a m i n g seqifbnce‘s. ' - _ g ‑
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E9392 “ £2222
BSA Shanghair to-Ber l in t r a f fi c , l a t e 19%}‑

‘ J u l y 19uu - .
JJX Shangha i - to -Ber l in t r a f fi c , August ignh ‑
JJY . Berlin-finenghei, January 19b»

Shanghai-Berlin, a f t e r February 19k5

d. -Had r i d o ighe r t e x t . - - T h e "black" nonser ia l
m.d»uheet ind i ca to rs were fi r s t broken i n t o in t h e
e x p l o r a t o r y w o r k done o n B e r l i n - t o - fi a d r i d and Madrid- > .
. o - B e r l i n traffic. This t r a f fi c presented the first

. cease i d which s e v e r a l setups o f t h e a d d i t i v e m a n u f a c t u r i n g
machin.e were used i n t h e same volumes o f a d d i t i v e .
T h i s s i t u a t i o n o f mixed setups poser! a v -> r y d i f fi c u l t
p r o b l e m of i s o l a t i n g homogeneous m a t e r i a l f o r research.
‘Ths HEY .and BEG setups of t h e machine were solved. com‑
p l e t e l y a s p rob lems o f sequehce i d e n t 1 r i c a t i o n f r o m the
B e r :“mac-mama and Madr i d -t o - B e r l m t r a f fi c . The
sources o f t h e m a t e r i a l w e r e :

Setug ‐ » “ S o u r c e

335 B e r l i n to Madrid, Novefiber IQHR-Februery 19h5f
M a d r i d t o B e r l i n , l a t e J u l y - O c t o b e r 19th;
a f t e r F e b r u a r y 19¥5

Hfic‘ B e r l i n to Madrid, a f t e r Feb rua ry 1945
' EBF'“ Madr i d to B e r l i n . October lskk-Merch 19%53

' September 19th
HBO B e r l i n t o Madrid, F e b r u a r y b A p r i l 19u5;

October-November 194i .

e . _ . 0 t h e r European c1rcu1 ts .~ - I t was discovered
_n t h e L i s b o n reeear 'ch t h a t Madr id , L i s b o n , and the
01:1er European c i r c u i t s so lved vere- u s i n g t h e same setups
o f t h e machine a t v a r i o u s t i m e s . Often. t h e r e f o r e , work
cu1the se tups involved was done a n m b r é . t h a n one c i r c u i t
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uimulténeod§1y and éven in thé same dver lapa or Setting
s e r i e s . - Th is work shaved t h a t a t c e r t a i n t i m e s the
exaat deve lopmen t9nddbe f o rde r o f t h e padéahgets Cou ld
be obta ined f o r l o n g stretchea_by s imp l y u s i n g t h e
b l a c k ndnaerial padushee t i n d i c a t o r . I n View o r t h e
f a c t t h a t t h e wo rk dbne on t h e Eu ropean c i r c u i t s o t h e r
than Madr id b y A r l i n g t o n H a l l was n e g l i g i b l e i n com.
p a r i s e n w i t h t h e amount o r wérk done o n the Tokyo
c i r c u i t s , t h e informatiod og_the European c i r c u i t s is
liafied a l l t o g e t h e r be low :

Setups , -, Sourées

HEB Ber l i n -L i sbon - J u l y - O c t o b e r zgua
L i sboane r l i n - June -Ju l y 193k;
September -October 19uh
B e r l i n ‐ B e l g r a d e _- S e p t e m b e r - O c t o b e r 19kh.

HBO Ber l i ane lg rane f September-October 1943
HR? 'Berlin-Iisbon - 0ctober~novembor 19h»

Lisbon4Ber l in - J u l y - O c t o b e r 19kh- F e b r u a r y 1955
Berl in-Belgrade- September-Novémber 19kt

HHI Berlin-Lisbon - A p r i l l9A5
Lisbon‐ Ber l in - October-November 19kh
Ber l in48ern - Jannary‐ February 1935

HHK L isbon ‐ Ber l i n - February 1955 ‘ '
_Ber11n-Beén - march 1945_ .
B e r n ‐ B e r l i n : A p r i l 19%"

Ber l in ‐ 1 .003% -';Apr11_, 1945
BBL Ber l i noL i sbon - November-December 1933

Lisbon-Berl in - October 19hh-January 19h5

r. ToME: W i gr t e x t , - - A b o u t t h e end o r
F e b r u a r y, 19k5, o n Goa'a i n s t r u c t i o n s , t h e complete GEE
u n i t began to w o r k f u l l t ime an t h e Ear l in - to -Tokyo and
To k y o t t o - B e r l i n c i r c u i t s i n o rde r t o produce a s much

‘ intel l igencg of o p e r a t i o n a l va l ue as ppssiblé. At t h e

1:58_ '_ 4 _ V'. '
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some t ime , LSIC agreed tO ' t eke ,ove r t h e work on
, European c i r c u i t s . F o r e while'Arlington_HsII”con‑

t i n u e é w i t h t h e Shanghai c i r c u i t , B u t t h i s was
abandoned because of the- tremendous b u l k of t r a f fi c in
t h e To k y o c i r c u i t s a n d because of t h e complications in

' i t s s o l u t i o n . H _

The da te p e r i o d s p e c i fi e d by G~2 as of- importence
i n Tokyo t r a f fi c was f r o m J a n u a r y 19hh with p a r t i c u l a r

. emphasis on t h e p e r i o d a f t e r 1 J u l y 19””. ~ In - th i s
p e r i o d , t r a f fi c f o r Tokyo amounted to 225h27 pad-sheets
o f c i p h e r . t e x t , o f wh i ch 11,060 s h e e t s h a d b e e n p l a c e d
and decoded when work o n t h e To k y o c i r c u i t s was d i s - '
continued in t h e b e g i n n i n g of F e b r u a r y, 19u6.

The work o n .0230 was p a r t i c u l a r l y d i f fi c u l t b e ‑
cause seven d i f f e r e n t setups o f t h e machine were
u s e o . i n t h e course o f the . two y e a r s ‘ t r a f fi c and were
mixed t h o r o u g h l y throughout the whole p e r i o d . _Tbe
f o l l o w i n g . s e t u p s were used : -HaA, JJU, JJV, JJW, JJX,
J a y ! and J'JZ. In'the‘ course of the work on these
s e t u p : of t h e machine, t h e r e were discovered and so lved
2C4 d i f f e r e n t s e t t i n g ser ies . . Tha t i s , 204 d i f f e r e n t

' o v e r l a p s hsduto be so lved by t h e probable-word method
i n o r d e r t o make p o s s i b l e t h e d e c i p h e r i n g o f t h e 11,060
p a d - s h e e t s w h i c h were placed. ' \

‐‐‐‐‐ ' 5 . Buenos A i r e e and g a g g i e r c i g mr t e x t . - - I n
F e b r u a r y, 1946, work wasconcentratedonB e r l i n o t o ‑
Buenos A i r e s , Buenos A i r e e -t o - B e r l i n , m a n g i e r - t o - B e r l i n ,
a n d B e r l i n ~ t o - Ts n g i e r c i r c u i t s . Berl ineto-Buenos Aires
f o r 19h2 r e a d s o n B S Aand 358 s e t u p s , and. Ta n g i e r - t o ‑
B a r i i n reeds o n BEG; Buehos A i r e s - t o é B e r l i n and B e r l i n ‑
t o -Ta n g i e r h a v e no t been broken_ i n t o .

‘ Cantuw e d mater ie1. - - In t h e course of
d e r i v i n g t h e known s e t u p s o f t h e msohine, c a p t u r e d pads
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‘ _ ‐ " ”famed t h e f o l l o w i n g . se’tups: -HHG (checked), REL,
I rma SEEP! ELSA (remainder), 3'33, .73? I N , a n d ,
JTX (checked). ‘ w
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SECTIGN V

.Machine.Prooesses

Paragraph
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33‘4,IntroductorY.‐ -The f o l l o w i n g discussion or ’
machine processes invo lved in the GEE prob lem does n o t
p r e t e n d t o b e e x h a u s t i v e t e c h n i c a l i n f o r m a t i o n b u t a t ‑
tempts t o show o n l y t h e r e l a t i o n s h i p o r IBM t o t h e work
c.u t h e German one-time p a d system and t h e f u n c t i o n in
t h a t w o r k . As such it does n o t do Justice to t h e tremen‑
dous i n d u s t r y and i n g e n u i t y o f t h e IBM s p e c i a l i s t s whose
c o n t r i b u t i o n t o t h e success o f t h e p r o j oc t cannot b e
m e a s u r e d , ‘ r . _

3h. Mach ine work A; connection v i t ngesearch.- - In t h e
b e g i n n i n g o f ' r o s o a r c h , o r course, i t was t h e t a s k o f the
IBM to make a l l t he prepar8t1ons f o r t h e comple te a d d i t i v e
index. ‘-A lmost a l l or t h e d e r i v a t i o n o t ‘ t h o hypothetical
a d d i t i v e f r o m c r i b s was done b y IBM. T h i s p rocess o f
d e r i v a t i o n of a d d i t i v e we; a mat te r or subtracting t h e
c i p h e r t e x t ’ o f t h e GRE- v e r s i o n 17mm t h e code t e x t o r the ' ‑

1&1
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oze vex-31011.1 In t h i s p r o c e s s , the ‘ r e s u l t i n g additive was
zummary punched i n t o cards s i m u l t a n e o u s l y w i t h t h e p r o c e s s
o f s u b t r a c t i o n . A f t e r a l l addit ive.vas d e r i v e d , t h e com‑
p l e t e s tandard index o f a d d i t i v e was made u s i n g a l l t h e
material ava i lab le i n c l u d i n g .t h e compromised additive._
I n o r d e r t o i n d e x a l l g roups o f a d d i t i v e , 1 t vac neces‑
s a r y to punch a separate c a r d .for_each group of a d d i t i v e
and tuc’groupe p r e c e d i n g a n d fi v e groups f o l l o w i n g ; t h i s
was done b y o f f s e t t i n g . T h e n t h e m a t e r i a l vas s o r t e d o n
a l l fi v e d i g i t s o f t h e g r o u p b e i n g indexed . A l o n g w i t h
t h i s j o b ; Ian f u r n i s h e d . a comp le te p r i n t o f a l l poses o f
a d d i t i v e i n v o l v e d i n t h e index;

A f t e r t h e i n i t i a l d i s c o v e r y o f abnormal s i n g l e ‑
d i g i t f r e q u e n c i e s w i t h i n columns o f t h e compromised a d d i ‑
t i v e , IBM was c a l l e d o n t o p r o d u c e a g r e a t number o f
t a b u l a t i o n s . F i r s t , t h e machines s e l e c t e d a l l shee ts o f
compromioed a d d i t i v e f r o m t h e complete additive i n d e x .
a n d made runs f o r e s t u d y o r p a t t e r n p o s i t i o n s and f o r
sequence d e r i v a t i o n . Moreover, a l l d i g i t s _ i n p o s i t i o n s
d i s c o v e r e d . t o b e l o n g t o c e r t a i n p a t t e r n p o s i t i o n s were
selected, s o r t e d , and l i s t e d in va r i ous -ways f o r a s t u d y
o f o t h e r p a t t e r n p o s i t i o n s . F o r e x a m p l e , . a l l s h e e t s were
se lec ted which showed a c e r t a i n s e t o f P a t t e r n V d i g i t s ,
a n d t h e d i g i t s in t h e P a t t e r n I I I p o s i t i o n s vere.selected,
s o r t e d , a n d l i s t e d t o determine t h e r e l a t i o n s h i p between
t h e P a t t e r n V and t h e P a t t e r n I I I p o s i t i o n s . . Further,
t h e r e l a t i o n s h i p s between t h e d i f f e r e n t s e t s o r p a t t e r n
p o s i t i o n s . v e r e diecovered w i t h t h e a i d o f s e v e r a l d i f ‑
f e r e n t t y p e s 0 : r u n s .

F o r t h e purpoee of d e r i v i n g t h e sequence; or d i g i t s
on t h e r i m s of t h e 240 wheels of t h e machine, IBM had to

IThis gave t h e k e y in complementary.form} t h e f o r m
i n which w e worked w i t h i t t h r o u g h o u t ' t h c p rob lem. I n
GLO the Germans had used t h e complementary f o r m f o r
d e c i p h e r i n g s o t h a t b o t h e n c i p h e r i n g a n d decipher ing
processes used addition. In QEE t h e cryptographerewere
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make s e v e r a l d i f f e r e n t types o f r u n s . F o r m a p l e ,
d i g i t s o f t h e a d d i t i v e groups had t o b e t r a n s p o s e d a n d , .
t h e groups s o r t e d .i n reve rse “Order and t h e end o r each , _ '
g r o u p o f r e p e t i t i o n s i n second , t h i r d , fourthm-nd fi f t h .
p-zosiii o n s i n dependence o r d e rh a d t o b e r e c o g n i z e d . . ' ' § |
h i f h t h i s t y p e o r r u n , 1 : was p o s s i b l e t o c h a i n t h e '

I ‘ 1 3 1 t ‘ e in t h e sequences on t h e w h e e l s . Wi th t h e aid. of
‐ - . t h e s e t y p e s o f i m m u n e runs the two wheel o r d e r s i n t h e

compromised m a t e r i a l were d e r i v e d . - ‘ I

A t t h i s p o i n t in the research , t h e concepts o f t h e
r e l a t i o n s h i p s between a d d i t i v e , k e y , and deve lopmen t
number were formed, and‘IBI-l d e v e l o p e d an index whereby
one cou ld ; by [ m o v i n g developflent number, fi n d k e y a n d ,
a d d i t i v e . T h i s i n v o l v e d s u b s t i t u t i n g ac tua l a d d i t i v e ‘ 1 .
d i g i t s f o r t h e k e y d i g i t s 0: t h e no rma l k e y seqpence.
The fi r s t attempt was made with groups 1 through 5 of t h e
003 s e t u p . L a t e r , this type or.r u n was d e v e l o p e d i n t o I
what we c a l l é d . t h e s tandard cyc lometer sorted on k e y a n d '._.

s o r t e d o n d e v eo p u l e n t number and t h e additive c a t a l o g u e . . 7 ‑
s o r t e d an a d d i t i v e a n d s o r t e d on deve lopment number. ~‑

Then, when t h e study o r t h e h y p o t h e t i c a l m a t e r i e l _ ;
g o t under r a y , rune S i m i l a r to those reques ted f o r t h e , I
research on compromised materiel were made by IBM, a n d '
f r o m these fi r e r e c o n s t r u c t e d s i x o r t h e s e t u p : '_01' t h e

, add i t i ve genera t ing machine. - To eliminate pad-sheets
' 1 n t h e h y p o t h e t i c a l m a t e r i e l v h i c h had been g e n e r a t e d

on known setups or t h e machine, IBM computed development
_ ‐ , numbers f o r an #8 g roups o f a l l remaining pad -shee t s ,

m a k i n g one at a. t i m e t h e assumptions t h a t t h e m t e r i n l
had been g e n e r a t e d o n one o f t h e f o u r "HK" s e t u p s know: . 5
u p t o t h a t t i m e Th is t y p e was called “Wheel S e t t i n g - - - _ ,
Determination.“ ' . .

F o r the eryptenelyeie 0! W1 traffic, which
y i e l d e d the discovery 01' t h e HSA a n d NI setup: or the

O , ' =
12.3 -. ’ I



D O C I D : 43256265119-P‐S-E‐G-R‐E51LG-R‐E-Ar-M‑

a d d i t i v e ‘ g e n e r a t o r , IBM p r e p a r e da n a b r i d g m e n t o f t h e
code b e c k , s o r t e d o n . a l l p O S s i b l e dinomial positions;2
a n d p repa red the fi r s t s e tor sl ide-run decks a n d produced
p o s i t i v e r e s u l t s v i t h t h e a c t u a l s l i d e - r u n p r o c e s s b y
p1_ecin5 S h a n g h a i p a d ‐ s h e e t s .

At t h i s . t i : e a t t e m p t s were b e i n g made to break_into
W a s h i n g t o n , Tokyo , Maurie, L isbon , a n d c e v e r a l o t h e r
circuits. . I B M p l a y e d i t s r o l e in t h i s p a r t of t h e row
eeeroh b y ‘ p r e p a r i n g message 'p r in ts f o r these circuits,
s o r t i n g t h e fi r s t - 1 1 n e . c i p h e r d i g i t : i n i n c r e a s i n g and
decreasing'dependence o r d e r to show the r e p e t i t i o n at _
f e e t - v h e e l n o t c h p o s i t i o n s i n t h e event o f s t e r e o t y p i n g
in successive pages in development-number o r d e r.

W i t h t h e Washingtonet0+aer11n c i r c u i t , these-runs
p r o d u c e d s t a r t l i n g r e s u l t s Since t h e Wa s h i n g t o n t r a f fi c
almost a l w a y s b e g a n w i t h a n e a t s t e r e o t y p e which extended
i n some i n s t a n c e s f o r a s many a s t e n g r o u p s . From t h e
Wash ing ton t r a f fi c , 8 new whee l o r d e r in t h e C m a t e r i a l
was d iscovered, b u t , because research on t h a t p a r t i c u l a r
d a t e p e r i o d was d i s c o n t i n u e d , t h e CCC s e t u p was never
c o m p l e t e l y d e r i v e d . ' '

In connect ion w i t h at tempts to enter t h e s e t u p :
u s e d i n c i r c u i t s n o t already e x p l o i t e d , a so;ca11ed c r i b
s l i d e r u n was‘made on a v a n R ibben t rop c i r c u l a r message
or extreme l e n g t h . T h i s r u n was necessary because the
GEE c i p h e r v e r s i o n o r t h e c r i b was n o t t h e game l e n g t h
as the-GEE code v e r s i o n . Therefore, we t r i e d t h r o u g h
i t t o d i s c o v e r t h e se tup o f the a d d i t i v e _ g e n e r e t i n g
machine by aSSuming an a l r e a d y known se tup or t h e machine,
p l a c i n g t h e c r i b ve rs ion in one jux tapos i t i on , remov ing

2That is on e1: : t s 1 and a, 1_and 3, . . .L lflgnd 5,
2 a n d 7 , 2 e h , . . . . . & enuvb, a n d 5 and 1 f o r g o o d

‘ m e e s u r e . ' , " “ ' '
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t h e a d d i t i v e , comput ing development numbers, and i n - ‘
s p e c t i n g ' t h e development dumbers o f t h e d i f f e r e n t p a d ‑
s h c c t s ' t o see whether t h e message u s e d two'pcd-sheets
p i t h a constant difference a n d t h e n , in t h e f a c e of
n e g a t i v e r e s u l t s , t o p e r f o r m t h e same process w i t h
a n o t h e r J u x t a p o s i t i o n o r t h e code a n d c ipher ve r s i o n s . ,
The a d d i t i v e de r i ved ' r r om ' t he ; j ux t spos i t i ons o r the c r i b

. v e r s i o n s was a l s o s t u d i e d t o see i f new setups o f t h e
mach ine c o u l d he discovered'from f e s t - w h e e l h i t s . The
run,_houever, proied unsuccesSTul. ‑

A n o t h e r t y p e o f r u n fi h i c h h e l p e d t remendous ly in t h e
t a s k o f p l a c i n g p a d - s h e e t s a n d o f d i s c o v e r i n g new s e t t i n g
series o r t h e machine was t h e ‘ e r i b r u n . The c r i b run was
o f v a r i o u s t y p e s i , l ( a ) t h e s i n g l e ‐ g r o u p a s s u m p t i o n which
was a m a t t e r o t ‘ s u b t r s c t i n g a n assumed r i v e o d i g i t code
group f r o m the proper c i p h e r g roup , and , on the_basis or
t h e a d d i t i v e . t c r i v e d , conputifig development numbers ,
s o r t i n g t h e deve lopmen t numbers, and i n s p e c t i n g them f o r
a ‘ c l u s t e r i n g o f pad-sheet numbers w h i c h would r e fl e c t t h e
p rog ress ion or the o r i g i n a l generation;-(b) t h e c r i b r u n
wh ich assumed a tweagroup c r i b , computed development 7
numbers, d e r i v e d d e l t a s , s o r t e d on d e l t a s , w i t h b reakn in
c o n t r o l on a n y change in d e l t a d i g i t s ; ( c ) miscellaneous
t y p e s of s p e c i a l runs insolvina two d i g i t s of d e l t a a n d
t h r e e d i g i t s o f h y p o t h e t i c a l cipher t e x t produced b y t h e
enc iphe rmén t o f f r e q u e n t code groups by a d d i t i v e assumed
t o . have b e e n p r o d u c e d b y t h e German machine.

I n c o n n e c t i o n w i t h r e s e a r c h t o determine unknown
s e t u p s of the sedi t ive generating machine wh i ch could be
obtained f r o m t h e cap tu red a d d i t i v e , t h e IBM made t h e
f o l l o w i n g . t y p e s o f runs o n the fi r s t 1 2 groups o f each

' p a d - s h e e t :

a, s o r t s on r e d a n d b l a c k pad-sheet numbers;

b. . s o r t s on t h e 12t e s t whee ls f o r purposes of
identifying t h e setup to which they belonged;
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c. conputetion of déirelopme’nt numbers f o r
certain_groups o u t o f ~ t h e twe lve which d id n o t have
d o u b l e d d i g i t s in t h e sequEnceS;

d. so r t s . on t h e deve lopment numbers, f o r t h e
purposes , in var ious_s i tua t ions , o f e l i m i n a t i n g p a d ‑
sheets n o t on t h e assumed s e t u p s , of checking i n g

" " * = _ a c c u r a t e l y der ived sequences, o f a s c e r t a i n i n g t h e
extension of s e t t i n g s e r i e s , and of g e t t i n g a pad‑
s h e e t t o b e used a s t h e b a s i s f o r g e n e r a t i n g ‘ e l l ‘
p a s a i b l e a d d i t i v e o f a g i v e n s e t t i n g s e r i e s ( c a l l e d
t h e b a s e pad-sheet) f o r wh ich overlaps had n o t y e t
been s o l v e d .

35. T r a f fi c stud: £1 machine.--In t h e beginning of
r e s e a r c h o n GEE, t h e p r o b l e m . o f s t u d y i n g t r a f fi c was

tremendous, a n d i t was d e c i d e d to l e t I B M aseume as much
"of t h e b u r d e n a s p o s s i b l e . T h e i r work c o n s i s t e d , i n
g e n e r a l , or t h e f o l l o w i n g m a i n functions: r , _ i . ‑

a . p u n c h i n g ' t r a f fi c c a r d s wh i ch conta ined a l l
pe r t inen t i n f o r m a t i o n f o r each s e p a r a t e shee t o f
c i p h e r t e x t i n e v e r y message i n c i r c u i t : w h i c h were
b e i n g worked on ;

. b . i s o r t i n g a l l t r a f fi c c a r d s o n p a d - a h e e t
number, s h o w i n g a l l o t h e r i n f o r m a t i o n ;

o . s o r t i n g a l l t r a f fi c c a r d s b y c i r c u i t , d a t e ,
‐ ‘ worksheet number, a n d fi r s t two g r o u p s of c i p h e r

t e x t ;

d. m a k i n g t o t a l d i g i t counts, a n d d i g i t
counts a c c o r c i n g t o months and o t h e r specified time
i n t e r v a l s ;

e . s e l e c t i n g c i p h e r t e x t needed f o r d e l t a r u n s .
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36. The g l i d e -- r u n_proce§s.--Tr-e s l i d e - r u n is an
IBM process o f :l a c i n gWpad-sheets in re la t ion to t h e t o t a l

“ ‘ bod ; of sddit i te. especial lythose p a d - s h e e t s which do
: m t 0 0 9 . : a t t he b e g i n n i n g s o f messages. The s l i c e - r u n
process ccpcnded upon a numbef of s t u d i e s to determine
p r c c . i s c l xt h e p l a i n - c o d e groups w i t h the h i g h e s t
: ~ e q u e n e 7 ' i n t h e known usage o f t h e .Deutscbes Sstzbuch.
” h e a d were Lane f r o m t h e a l r e a d y solved GEO messages,
1 h :ch .uued t h e same code book. The o r i g i n a l a t tempt
. 1 . t h e s l i d e d r i n p r o c e s s was made w i t h a machine wh ich
bOUid t e s t o n l y f o u r o r t h efi v e d i g i t s i n a , group and

‘:n17 fi - r e such g ~ o u p s . ' I t was necessary, therefore, f o r
. the. t e s t i n g t o b e done o n s e r i e s o r groups i n w h i c ht h e

' fi f t h wheel in dependence orfier was else t h e { i t t h wheel
i n  p r i n t i _ s  p a s i t i a n .

T h e . f o n r - d i g i t slideeruntnrocess was use& to p l a c e
recumbentc in t h e Madr id and'shanshei t r a f fi c ; 1n the
ucurse of t h i s work thefflflcg-HSA, a n d JJX s l i d e - r u n decks
" a r e made u p . The success met w i t h in t h i s fi r s t s t t e m p t
a t sL idu - runs ‘ vas such t h a t there was no ques t i on as to t h e
a d v i s a b i l i t y o f ' d e v e l o p i n g t h e t e c h n i q u e . A c c o r d i n g l y ,
.t was d e c i d e d to construct.etmachine to t e s t a l l fi v e

d i g i t s c f e i g h t groups a t c i p h e r t e x t s i m u l t a n e o u s l y.

The t i ve -d ih i t machine‘was used in v a r i o u s ways at.
"3 .x icus t i n e s . C e r t a i n c i p h e r t e x t s were sélEoted es
h a v i n g t h e b e s t p r o o a b i l i t y o f success. These were run
s - : y a g a i n s t a l l - a d d i t i v e cards i n a l l o f t h e decks
" h i c k h a d been chosen a s c o n t a i n i n g t h e l i k e l y a d d i t i v e .
l o r acme. i t was i m p o s s i b l e t o p r e d i c t t he general area .
- i n which -the sheets c o u l d be placed. I t was necessary,
t h e ;erase, to e n ; these sheets s i n g l y against a l l decks
on hand. v

The most e f fi c i e n t method o f t e s t i n g used. i n the
course o f d e v e l o p i n g t h e s l i d e g r u n p rocess was wha t w e _
c a l l e d t h e "preselect lon run." T h i s r u n was most efficient
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when at l e a s t 10C pad-sheets"codld be gathered f o r
t e s t i n g a t one t i m e . .The p r o c e s s invo lved, fi r s t , t h e
s u b t r a c t i o n of t h e 100 most fréduent code groups'( taken
f r o m t h e f r e q u e n c y s t u d y o r H a d r i d t r a f fi c ) f r o m t h e “
f 3 . r s t g roup o f c i p h e r t e x t . T h er e s u l t i n g a r t i fi c i a l o r
hvpotheticsl a d d i t i v e was s o r t e d . A l l a d d i t i v e b e l i e v e d
p o s s i b l e on t h e b a s i s of recovered a d d i t i v e up to t h e
t _ n e o r t h e t e s t was r e c o r d e d o n c a r d s ; these were
s o r t e d o n t h e fi r s t g r o u p . Then t h e two decks were
c o l l a t e d , a n d t h o s e whidh matched were p u t i n t o t h e s l i d e ‑
r u n machine f o r t e s t i n g on e i g h t groups on t h e t h e o r y
t h a t t h e p r o c e s s ' o f p r e s e l e c t i n g would l e a d - i n a v e r y
h i g h percentage o f - c s s e s to t h e cards wh ich wou ld y ie ld

‐ good h i t s . The code g r o u p s , which were wired i n t o t h e
t e s t i n g board o r t h e s l i d e - r u n machine, were changed
s e v e r a l t i m e s , once o n t h e b a s i s o f a f r e q u e n c y s t u d y o f
t h e p l a i n code u s e d i n M a d r i d t r a f fi c and a g a i n o n t h e
b a s i s o f a f r e q u e n c y study o f t h e p l a i n code u s e d i n
Tokyo t r a f fi c .

One o t h e r t y p e or s l i d e r u n was made in t h e course
o f t h e bark i n p l a c i n g To k y o p o d - s h e e t s . I t was a s l i d e
r u n s p e c i fi c a l l y d e s i g n e d f o r ” p l e o i n g i n i t i a l pad-sheets
of messages. The'methods,used'for t h i s s p e c i a l r u n were
t h e same as those desc r ibed above, b u t a comp le te l y
d i f f e r e n t r e c o g n i t i o n b o a r d was 'used.vh ich contained
o n l y those g r o u p s which Could occur i n t h e fi r s t f o u r
groups o i i n i t i a l pad-shee ts .

Releted.to s l i d e runs was the work done in p r e p a r i n g
s o r t s o n v a r i o u s p r o d u c t i v e s l i d e - r u n decks o n sepa ra te
a d d i t i v e groups f o r t h e purpose o f t r y i n g b e g i n n i n g cr ibs
b y. h a n d . Then,_also, in connect ion w i th k e y recove ry of
Tokfio t r a f fi c , IBM made f o r t h e p u r p O s e o f 'hand placement
of pad-sheets ex tens ive sorts of t h e s l i d e - r u n docks,‘
wh ich contained a l l a d d i t i v e assumed to have been produced
by the German machine... 'm! , ‘ .
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37'. Message p r i n t s . - - I " o r t h e most e f fi c i e n t d e ‑
c r y p t i n gi t was d e c i d e d t h a t before the c r y p t a m l y t i o
d e ve lopmen t o f a c i r c u i t was undertaken, t h e whole
‘c lcck o f t r a f fi c i n process o f r e c o v e r yshould b e reco rded '
o n a message p r i n t ; s i n c e t h e process o f d e c r y p t i n g b y
machine i n v o l v e d t h e punch ing p f c i p h e r t e x t o n cards
anyway, messages were recordodfon c a r d s f o r a . whole
c i r c u i t s o t h a t l a t e r when a message o r s i n g l e p a d - ‑
sheet was p l a c e d f o r d e c r y p t i n g , t h e ' c i p h e r t e x t could
b e s u p p l i e d b y s i m p l y s e l e c t i n g t h e des i r ed cards f r o m
the : messagewprint deck. .

Therefore, b e f o r e t h e p o l i c y o f c o n c e n t r a t i n g o n t h e
Tokyo c i r c u i t s v a s i n s t i t u t e d , a g r e a t d e a l 0 ! message
p r i n t i n g y a s done w h o l e s a l e , f o r examp le , before w o r k
was d i s c o n t i n u e d 'on t h e European c i r c u i t s , a l l t h e
relevant t r a f fi c o n t h e Madr id and Lisbon c i r c u i t s ( the
two l a r g e s t E u r o p e a n s t a t i o n s ) a s w e l l a s a good number
of miscellaneous European c i r c u i t s l a t e r taken o v e r by
coca had been p r i n t e d . Then, when i t was decided t h a t
t h e A r l i n g t o n H a l l f o r c e s h o u l d concentrate on t h e p r o ‑
d u c t i o n o f t h e Tokyo c i r c u i t s , t h e comple te 191“; and 1916
t r a f fi c i n Tokyo was p r i n t e d . _‘I'hese message p r i n t s were

. fi l e d b y p a d - s h e e t number, a n d when a p a d - s h e e t had. been
p l a c e d f o r d e c r y p t i n g , t h e copy 01' t h e message . p r i n t was
sent w i t h t h e placement development number to IBM to be
k e p t “ a s aureoord u n t i l a s u f fi c i e n t number o f p a d - s h e e t s
had" been placed t o j u s t i f y s e t t i n g into m o t i o n t h e process
o f d e c r y p t i n g . U s u a l l y , t h e Machine Branch p r e f e r r e d t o
work on l o t s of pad-sheets a m o u n t i n g to at l e a s t 100
shee ts .

W i t h F a r l - a a t e r n c i r c u i t s the‘ t r a f fi c o f many s t a t i o n s
o r s i g n i fi c a n c e was g e n e r a l l y p r i n t e d f o r relevant d a t a
p e r i o d s . Ou r p r i o r i t y direct ives f r o m 0 - 2 d i c t a t e d
w h i c h c i r c u i t s shou ld b e p r i n t e d a n d i n wha t o r d e r t h e y



DOCID : 4 3 2 5 6 2 6  W

should be processed as soon as_tha work. of p r o d u c i n g
"the Tokyo c i r c u i t s h a d been accomplished. ' '

38‘; m<:b____._1___n__e decmt335.« F o r t h e p r o c e s s of' d e ‑
c r y p t i n g i t vac n e c e s s a r y t o prepare a n abridged code '
book, one wh i ch would decode approximately 90 per c e n t
o f t h e g r o u p so c c u r r i n g i n GEL t r s l f fi c . I n addit ion, ~
message p r i n t s o f c i p h e r t e x t a n d decode b o s o m - s h e e t s ,
th i ck . gave t h e_point o f re fe rence in the process of
c e r i v i n g r e a d a b l e t e x t , were needed. I n order t o obtain
s i g n i fi c a n t i n to r m a t i o n about the frequency o f code
r h ‘ o u p s need in German t r a f fi c , it was necessary in t h e

i r a t p l a c e t o m i c e f r e q u e n c y s t u d i e s o n material eva i l ‑
a b l e a t the t ime. The fi r s t { r equency s t u d y, a c c o r d i n g l y,
: a s made on t h e 6 1 0 coo.'9 version of t h e M I L O ] ! and LUCIE
( t h e d i s c r i m i n a n t : o f u n i t a r y and a i r attaches) c i r c u l a r
repor-ts w h i c h had been f o u n d to be i s o l o g s or GEE circulers..
Such a s t u d y was n o t expec tedg ' to y i e l d relieb1e~resu1ts

- i ‘ o r o t h e r c i r c u i t s in t h e GH:_sys tem, b u t no other
r a t e r - 1 e ] . was i m m e d i a t e l y a v a i l a b l e f o r t h e purpose u n t i l
enough a c t u a l GET: t r a f fi c could be r e a d to make revision
worthwhile. These data. ob ta ined f r o m t h e HILONenn
LUCIE study were used f o r d e c r y p t i n g purposes a t fi r s t
f o r Madr i d and L i sbon and f o r a . whi le, To l q o , b u t a f t e r
enough o f t h i s t r a f fi c was r e a d , a . new f r e q u e n c y s t u d y
r e d o p o s s i b l e t h e r e v i s i o n o f t h e a b r i d g e d t c o d e book.

I n B r fi e r t o i n c r e a s e d e c r y p t i n g speed, i t was neces‑
s a r y t h a t w e c o n t i n u a l l y r e v i s e t h e d e c o d e b a s e p a d ‑
sheets a n d a d d more decode base p a d - s h e e t s t o t h e l i s t .
A c t u a l l y , t h e p o l i c y was fi n a l l y established t h a t a d e ‑
code base p a d - s h e e t would b e s e n t t o IBM f o r e v e r y ’
s e t t i n g s e r i e s o f t h e German a d d i t i v e g e n e r a t i n g machine
encoun te red in t h e process o f s e t t i n g up o m l e i p ' s . I n
t h e process o f over lapp ing , however, we d iscovered t h a t in
many cases i n t h e same s e t t i n g s e r i e s o f t h e machine
c e r t a i n groupe h a d aberrations: they had r e c e t t h e w
s e l v e s b y a n i r r e g u l a r i t y i n their mot ion . I n these
cases, it was dec ided to s e n d a new base pad-sheet f o r
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e a c h a b e r r a t i o n a l s o , s o t h a t when pad‐sheets were _
decrypted. i n t h e v i c i n i t y o f t h e a b e r r a t i o n , t h e groups
involved wou ld be decryp ted e x a c t l y , and this obviate t h e
n e c e s s i t y o f s p e c i a l h a n s l i n g .

For t h e p u r p o s e of handpleeement, IBM made up
accede b a s e p a d l i s t s showing t h e 3&8 development washers
a n d t h e #7 d e l t a s . These were s o r t e d on deVelopment '
number f o r each group and on d e l t a in each of t h e 157

. p l a o e s . The f o r m . o r t h e momma d e c r y p t n e n t can b e
seen i n fi g u r e 28.

. 39. Seguenoe l i s t s g; indexes-.um order to be
a b l e to recover o t h e r wheel o r d e r s of known sets of
w h e e l s o i ‘ the..C‐ernnn machine, it was necessary to have
indexes madeon“ a l l t he different se ts of 240 sequences
101mm. These .182! p r o v i d e d a s w e l l a s indexes o f t h e
d i f f e r e n c e s o f t h e d i g i t s i n order i n a l l t h e sequences.
In t h e course o f so lu t i on - ‐ i ss i - t i ou la r l y. o f overlaps wh ich
involved se tups of t h e 'Germn'maohine f o r ‘vhioh a d d i t i v e
c a t a l o g u e s were n o t a v a i l a b l e u m n made u p l i s t s o f

sequences showing t h e i r l o c a t i o n in a l l scrambles I m a m .
These l i s t s were s o r t e d b y p o s i t i o n w i t h i n each separate
s e t u p t o g i v e a l i s t i n g i n t h e o r d e r i n w h i c h t h e wheels
were a r r a n g e d o n t h e a d d i t i v e g e n e r a t i n g machine. These
l i s t s : were continually revised and e n l a r g e d as the s o l u ‑
t i o n p r o g r e s s e d .

4. choneters.§79robebly t h e most u s e f u l instruments
f o r f a c i l i t a t i n g hand process‘és i n v o l v e d i n p r o d u c i n g GEE
were t h e c y c l o u e t e r s and a d d i t i v e c a t a l o g u e s . They were
o f f o u r t ypes :

a. s o r t s by development number snowing f o u r
g roups o f a d d i t i v e i n a s i n g l e book, with 1 0 ,000
l i s t i n g s ant i t h e 10possibilities f o r t h e s low
wheel ;
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can. SIGNS zuccrcus
m m, PLv (msszm)
1.052 m.- Puce ( m a m a )
ton», DI ; PLKJ. (HISSIKG)
m g . m; DFB 17520

FROM: BERLIN SIGNATURE: AUSWAERTIG
. . = . T 0 : mono 4139325332: D a m n

DATE: 6 n o w 191m mm: m m ” 7 N e w 1941; ,
GOVERNMENT: GERHAN DATE mom: 7 110v. u m m ; m m : 28 JULY #5 ”j
SYSTEM: GEE MSG. 3 0 . : 2539 STATIONS: 98, 92 , 1 TRANSMTOR: 15181

(Part 1 or 1!Par ts )

M0312.
C lass ified  Mat te r  0 .

. A r m y Ordnance Branch r e p o r t s to y o u r t e l e g r a m N o . 95, 12 May
194%, paragraph 2 :

To 2 . ) Gun tube p a r t s [ G i s c n u m z n o m m ] v h i o h have become
warped 1n t h e course or t h e heat treatment a re euhez- st ra ightened
c o l d and t h e n annealed a t 9 . temperature o r a p p r o x i m a t e l y 300
deg rees . . . . v '

3482415 ms. No.3. 4410273 (14751)

F i g u r e 28b. The t r a n s l a t i o n .
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I ) . s o r t a b y a d d i t i v e , -shovins k e y a n d
deve lopment number a n d t h e t e n p o s s i b i l i t i e s f o r
t h e s low whee l f o r a s i n g l e g r o u p i n one l i s t i n g ;

c. t h e standard cyclcmeter s h o v i n g k e y a n d
deve lopment number, s o r t e d by k e y a n d s o r t e d
by development suinber,'a r u n which l a t e r was s e t
up as a "double cyclometer” showing t h e s o r t by
k e y and t h e s o r t by deve lopment number l i s t e d
s i d e b y s i d e o n a s i n g l e page o f t h e l i s t i n g ; and

d . t h e p o s i t i o n a l k e y i n d e x , which c o u l d b e
used f o r a n y se tup o f t h e m c h i n e . o n a g i v e n
dependence p a t t e r n end invo lved s t r i p s w i t h
t h e sequences f o r each wheel in t h e d i f f e r e n t r i v e ‑
vhee l machines l i s t e d l a t e r a l l y .

L m d e v e l g m n t s g 935 t e c h n i g u e . - - I n t h e fi r s t
p l a c e , t h e t h p r o b l e m was t h e p rob lem v h i c h gave im‑
med ia te Just ificat ion ror t h e c o n s t r u c t i o n of a fi v e ‑
d i g i t s l i d e - r u n machine which would t e s t e i g h t groups
or c ipher t e x t s imu l taneous ly.

Later i n t h e p r o d u c t i o n o f GL3, i t became e v i d e n t
t h a t t h e s l i d e ‐ r u n p r o c e s s would b e f a r more e f fi c i e n t
if t h e code g roups wh ich t h e machine was wi red to recog ‑
n i z e were g i v e n l o g w e i g h t s s o t h a t t h e value o f a g o o d
h i t i n t h e t e s t i n g p r o c e s s m i g h t b e g e n e r a l l y evaluated
by t h e machine i t s e l f a n d t h e p r o b l e m or hand-check ing
t h e h i t s reduced to a. minimum. A f t e r a g r e a t d e a l of
work i n a t t e n u a t i n g t o s e t u p t h e mechanism s o t h a t code
va lues c o u l d b e w e i g h t e d , t h e technique was p e r f e c t e d
so t h a t a n y f u t u r e s l i d e r u n w i l l be considerably.
facilitated by t h e e x p l o r a t i o n of t h e GEE p ‘ r d b l e u .

GEE: was t h e fi r s t p r o b l e m on which t h e "processing
punch" made p o s s i b l e t h e substitution of a d d i t i v e d i g i t s

l 5 “
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' f o r k e y d i g i t s , fi v e d i g i t s simultaneously-~13. f e e t which
reduced t h e amount of work necessary to reduce t h e a d d i ‑
t i v e cata logues a n d a d d i t i v e c y c l o m e t e r e t o about one‑
£ o u r t h of t h e i r o r i g i n a l s i z e . The "presuming punch"
a l s o made p o s s i b l e the processes o f s u b s t i t u t i o n and
t r a n s p o s i t i o n s i m i t a m o u s l y . "This p r o c e s s i n v o l v e d
s u b s t i t u t i n g add i t i ve f o r k e y d i g i t s a n d s t t h e same t i m e
t renspos ing t h e o r d e r o f t h e d i g i t s f rom 1-2-34-5 d e ‑

.pendence o r d e r to the 'order i n . v h i c h t h e German o d d i t i Ve
m a n u f a c t u r i n g machine p r i n t e d t h e d i g i t s o n t h e sheet o r

‘  add i t i ve .

A n o t h e r r e s u l t o f t h e demands o f t h e GEE. p r o b l e m
was the in t r oduc t i on o r s ”relax gate" f o r t he r e p r o d u c e r .
The "relay gate ' was b u i l t f o r t h e purpose o f s u b s t i t u t i n g
sequences f o r t h e k e y d i g i t s f o u r g roups at a. t i m e . we
process was u s e d p r i m a r i l y i n c a t a l o g u e s o f addit ive which
were s o r t e d by deve lopment number s h o v i n g f o u r groups at
a .  t i m e .

ua. E H.100: ‘eechine.--Esrly in t h e c r y p t s m i y u c
development or a n , it became apparent t h a t , when s o l v i n g
sequences, i d e n t i f y i n g sequences, o r b r e a k i n g i n t o new
ove r l ap a reas , a . g r e a t d e a l o f hand g e n e r a t i o n a t a d d i ‑
t i v e would b e n e c e s s a r y . ‘ T h i s was a . cumbersome and t i m e ‑
conswuins P r o c e s s , p a r t i c u l a r l y b e f o r e t h e s tandard
c y c l o m e t e r s and a d d i t i v e cata logues were p r e p a r e d b y 1314.
T h e r e f o r e , Squ ipneut Branch b u i l t a machine f o r g e n e r a t i n g
a d d i t i v e f o r a n y s p e c i fi e d s t r e t c h of development numbers
o n e m s e t u p o r t h e a d d i t i v e m a n u f a c t u r i n g machine. The
b i g p r o b l e m i n v o l v e d i n such s Amachine van t h a t o f s e ‑
complishing t h e t r a n s i t i o n s f r o m development number to
k e y in 1-2-3-11-5 o r d e r to a d d i t i v e t ransposed i n t o
p r i n t i n g o r d e r .

These prob lems were so lved by the 14-1005 uschim. I t
p l a y e d a .we l l -defined a n d un ique r o l e in s o l u t i o n front t h e
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« t i m e it was constructed u n t i l the v e r y l u s t c i r c u i t s were
en te red . The machine had the f o l l o w i n g components: seven
r o t a r y sw i t ches , fi v e m u l t i p l e ‐ p r o n g p l u g s , sequence
p l u g b o a r c s f o r each group o f a d d i t i v o , a . k e y - s e t t i n g
b o a r d , a n d s n I - J l e c t r o m a t i c t y p e w r i t e r . See fi g u r e 28.

The seven r o t a r y s w i t c h e s r e p r o d u c e d t h e e x a c t
m o t i o n o f the wheels i n the German a d d i t i v e m n u f a c t u r i n g
machine. F o u r of t h e fi v e r o t a r y swi tches had one dead
p o i n t w h i c h r e p r o d u c e d t h e e f f e c t o f t h e n o t c h - p o i n t .
They were a r r a n g e d s o ” t h a t t h e rota-11 swi tch f o r t h e
r e s t whee l , or fi r s t wheel in dependence o r d e r , c o n t r o l l e d
t h e a c t i o n o r t h e f o u r o t h e r s when t h e dead p o i n t came
u p s o t h a t t h e f o u r o t h e r s w i t c h e s remained mo t i on less .
The same p r i n c i p l e was employed ‘v i th t h e o t h e r three
wheels with e f f e c t i v e n o t c h p o i n t s . The s i x t h r o t a r y
s w i t c h controlled t h e c a r r i a g e r e t u r n o f t h e t y p e w r i t e r ;
when t h e t y p e w r i t e r h a d p r i n t e d t h e d i g i t s f o r a . g r o u p ,
t h e c a r r i a g e r e t u r n wou ld a c t . The seventh r o t a r y
s w i t c h s topped t h e machine s i t a r 2 0 groups o f a d d i t i v e
b e d been p r i n t e d . The s i x t h and seven th r o t a r y switches
were a lways s e t a t k e y 1 when a . r u n was begun . The fi v e
r o t a r y switches r e p r e s e n t i n g the fi v e wheels were s e t ,
a t t h e b e g i n n i n g o f a r u n , a t t h e k e y d i g i t s f o r t h e
fi r s t a d d i t i v e group to be generated by the fi v e whee l s .
T h e r e a f t e r , t h e movement o f t h e ro tary w i t c h e s d u p l i c a t e d
t h e a c t i o n o f the whee ls o f the German a d d i t i v e m e c ‑
tuz-img; machine.

The sequence p l u g b o e r d was 8 . m i l , r e g u l a r 18!!
p l u g b o e r d i n t o wh ich fi v e sequences o f 1 0 d i g i t s c o u l d b e
wired t o t h e n o r m s l . k e y sequence s o t h a t fi v e d i g i t s o f
a d d i t i v e cou ld b e s u b s t i t u t e d f o r may d i g i t s a t once. The
sequences of a n y g r o u p of a n y s e t u p or t h e German manna
c o u l d b e w i r e d i n t o t h e p l u g b o a r d s . The m u l t i p l e - p r o n g
p l u g s were used f o r r e p l u g g i n g any p o s s i b l e dependence o r d e r .

whens. s t r e t c h o f a d d i t i v e was t o b e g e n e r a t e d , t h e
k e y f o r t h e fi r s t g r o u p of a d d i t i v e to be generated was
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obtained‘by hand. _The sequence board was w i r e d w i t h t h e
fi v e sequences or the par t i cu la r w i n g i n g gene ra ted ;
t h e p l u g s were p l u g g e d to dup l ica te“ thew-1:131:13 o r d e r '
o r t h e g r o u p b e i n g g e n e r a t e d ; t h e k e y d i g i t s were used t o
s e t t h e ' fi v e n o t a r y - switches at t h e i r béginning p o t a t o ;
and the machine was ready t o genera te a d d i t i v e ;

b m
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azcmon- VI

J u l y 19%

a September 1943’

31 August I191“;

: 5 0 e r 19M? .
November 1 9 “

January 1916‘.

5 February 19155

‘15- February 1935

25 February 1945

1 March 1955

1 8 A p r i l 1955

2 0 A p r i l 1995

Chronology bf Solution '

Emi l W o l f f apprehended;
.-36 pads.phony-8.911911 and r e t u r n e d .

Cry-pmlytie research resun‘zed.

149,000 1115.92 of hypothetical edditive
d e r i v e d by machine.

The 580,000 card i n d e x c o m p l e t e d .

DiacoVery o f p ' o ' a s i b i l i t y 6 : s o l u t i o n .

' Firet entry: réading or a message
~ t h r o u g h prediction of t h ea d d i t i v e .

' Tw o r e p o r t s o n d e v e l o p m e n t :( inc lud ing
that of Major Granular

. . F i r e t o v e r l a p m 1

P lans drawnupf o r addi'tive genereting
machine.

F i r s t magnum or fi v e can: meeeges.

Messages t rans la ted d i r e c t l y f r o m
overlaps.

- fi r s t 16 pea ‐ shee ts ; mm to Berlin
for. October-December 19K“: recove red
and message; translated. ‘‑
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- ‐ ‐ ‐ ‐ ‐ _23 A p r i l 19n5

2 5 A p r i l 1935

2 7 A p r i l 19u5

3 may 19u5

16 May 1945

- 17 May 1945

‐ ‐ ‐ 18 Hay l9u5

18 May 19%5

‘ 23 June 1945

' All-JJU and 33V sequences i d e n t i fi e d .
S i x p a d é s h s e t o o f c i p h e r t e x t p l a c e d
b y ' B o s t o n I t e m C r i b s .

' The new M-lOOS machine f o r g e n e r a t i n g
a d d i t i v e comple ted .

‘Thlrteen of the l a s t fourteen p i s t e s
o f German d i p l o m a t i c t r a f fi c ( r e ‑
cetved at ASA) transmitted d i r e c t l y
t o B e r l i n were i n GEE.

S t u d i e s of development numbers and
p r e d i c t i o n o f r e s e t t i n g s o f the
a d d i t i v e m a n u f a c t u r i n g machine i n
8 1 3 made t o such a n e x t e n t ' t h e t t h e
r e g u l a t i o n s f o r r e s e t t i n g o f t h e
machine were recovered and solved
a s  o v e r l a p s .

P a r t of a message r e a d concern ing
uran ium and d i s c o v e r y o f p i t c h b l e n d e
i n Korea; H I S r e q u e s t e d more i n f o r ‑
n a t i o n .

A d d i t i v e m a n u f a c t u r i n g machine used
f o r d e c o d i n g ; 100 p a d - s h e e t s r e a d y :

1945 t r a f fi c :
B e r l i n - To k y o - 573 messages w i t h

1966 p a d - s h e e t s p l a c e d.
Tokyo‐Berlin - 655 messages w i t h

3.049 pad~oheeta.p15ced.

Presenser f o r new d e c e d i n g machine
c u t 1n.ha1f t h e t ime necessary f o r
d e c o d i n g .

New s l i d e - r u n procedure a n d new recog‑
n i t i o n b o a r d f o r p l a c i n g pad-shee ts .
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' 28 June 1945

1 0 J u l y 1955

3 1 J u l y 1945

2 August 1916

1 7 A u g u s t 1945

16 October 1945

1 November 19%

15 November 1915

” m a s m

260 books o f c a p t u r e d p a d - s h e e t s
rece i ved from 0003; s tud ies made o f
them t o p r e d i c t k e y o t ‘ t h e same
series.

N i n e t y volumes o r c a p t u r e d p a d m t e r i e i
o f d e fi n i t e l y p r e d i c t a b l e v a l u e

croceesed by IBM.

o r t h e 756 "A“ p r i o r i t y p a d - s h e e t s ,
557 (73 p e r c e n t ) p l a c e d .
o r t h e 58% "a" p r i o r i t y p a d - s h e e t s ,
uoa (Taper cent) p l aced .

8 , 029 pad -shee t s p l a c e d : 2,295 B e r l i n . i ' o ] q o and.

5.734 rokxodierlin.

8.961} p a d - s h e e t s p l a c e d : 2,637 Ber l in -Tokyo- and
6 , 327 To k y o - B e r l i n .

o r 191 o v e r l a p s s e t u p , 179 s o l v e d .
276 volumes o r c a p t u r e d p a d - s h e e t s
rece i ved rm Goes.

10,593 pad-sheen p l a c e d : 7,326 Berlin-Towo and I
3.267 To m - B e n n .

10,500 pad-shee tsp l a c e d : 3,239 Ber l i n -Tokyo a n d 1 |
7,361 To k y o - B e r l i n .

9,315 B e r l i n - To k y o messages i n v o l v i n g
23,280 p a d - s h e e t s , a n d 1 0 , § 6 To k y o - '
B e r l i n messages i n v o l v i n g 31,167
pad-wheeze r e c e i v e d . S ince 193*},
156,!‘55 mousse: “1133357502 sheets
received, _
9 6 p e r com: "A" p r i o r i t y p e d - e h e e t e p l a c e d .
87 p e r cent ”3" p r i o r i t y pad-sheets yucca,
65 p e r cent ."C" p r i o r i t y pee-sheets p laced ,
1,200 messages tram J u l y 1 9 “ rema in un- ‑
p l a c e d .
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'30 november 1945 , 10,644 pad-shee tsplaced: 7,336 Tokyo -Ber l i n and
" 3,328 Ber l in-Tokyo.

_ 98 p e r cent "A" p r i o r i t y pad-sheets p l a c e d ,
8 8 p e r cent . "3 ” p r i o r i t y p a d - s h e e t s p l a c e d ,
6!; p e r c e n t “c ” p r io r i t y ‘ pad -chcc ts p l a c e d . - ;

2 1 December 19115 10,738 pad-sheets p i c k e d : 7,312 To k y o - B e r l i n and f : ‑
‘ _ . ‘ ' 3.1326 B e r l i n - To k y o . ;

Almost 100 p e r cent "A" p r i o r i t y ;
pad -shee ts p l a c e d .

About 9 0 p e r cen t "3" p r i o r i t y 3
pub-sheets p laced. A ‘ , : ‑

About 6 6 p e r cent “0" p r i o r i t y
pad -shee ts p laced . -7

2 J a n u a r y 1916 10,7753 sheets p l a c e d . 7.328 Tokyo-32:91:11 and.
' ' ‘ A 33116 Ber l i n -Tokyo . ‑

99.6 p e r cent ”A" p r i o r i t y pad sheets p l a c e d ,
90.“: p e r cent "B” p r i o r i t y pad. sheets p l a c e d ,
67.5 p e r cent "C_" p r i o r i t y p a d sheets p l a c e d .

“ ‘ ‐ - '13 January 19116 10,882 p a d ‐s h e e t s p l a c e d : 7,408 Toma-Berlin and =
3,117} Berlin-Tokyo. '

99.6 p e r cent "A" p r i o r i t y pad -shoo t s p l a c e d . _ . '
' 91.1} p e r cent “13" p r i o r i t y pad-sheets p l a c e d . ..

, 6 8 p e r c‘éht "c“ p r i o r i t y p a d - s h e e t s p l aced . . ’ ‑

1 F e b r u a r y 19116 ~ Work o n To k y o - B e r l i n c i r c u i t ended. .
a . { m s no l o n g e r in teracted)3 onc~ "

f o u r t h t o t a l t r a f fi c t rans la ted . _ ‘ .
Work c o n t i n u i n g on lBorg ia-«Ber l in . and ‘ .
Buenos A u r a s - B e r l i n c i r c u i t s . ' '

# Februm 19% . 10,99? pad-shee t : p l a c e d : TATE To k y o - B e r l i n and
3.521 Ber l in ‐Tokyo .

99.6 p e r cent "A" p r i o r i t y pad-sheets p l a c i d .
919: p e r c e n t "13‘.p r i o r i t y pad-sheets p laced . .

_ . 69.1 p e r cent ”0" p r i o r i t y pad-sheets p l a c e d . '
“ _ ' Ta n g i e r - B e r l i n c i r c u i t ( 1 9 6 ) entered,

B e r l i n ‐ 3 m m : Airea c i r c u i t (March 1942) entereq.
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-18 February 1946

1 March 1946

19 March 1946

17 may 1946

3 June 19116

17 June 19%

8 J u l y 1946

16 .my isms

11,060 p a d - w h e a t : p l a c e d : 7.509 To k y o - B e r l i n and
3 ,551  Be r l i n -Tokyo .

2 5 p a d - s h e e t s p l a c e d Buenpa A i m s - B e r l i n .
127 p a d - s h e e t s p l a c e d Ta n g i e r - B e r l i n .

212 placements) 1916-41} Ta n g i e r - B e r l i n t r a f fi c .
11 o v e r h p s ) n13 i n t e r e s t e d i n

t r a f fi c o r A p r i l - H a y 19uu,
t h e l a s t two months of
heavy t r a f fi c .

9 placements) Buenos u r e a - B e r l i n 1942
1 o v e r l a p ) tra'fi‘ic. _

242 p1a¢emen$a i n 1943 Ta n g i e r - B e r l i n
t r a f fi c ,
3 o v e r l a p : i n Buenos { u r e a - B e r l i n
t r a f fi c .

15? p a d - s h e e t s p l a c e d : B e r l i n ‐ B u m s A i m s . 7":

295 p a d - s h e e t s p l a c e d : Ta n g i e r - B e r l i n . _ L
P a d p lacemen ts on Tangier-Berl in ' - . i
tanr ic diacontinnsd. , '

207 Berlin-Enema l u r e s p a d - s h e e t s ‑
p l a c e d . ' I

313 Ber l in-Bushes A i r e s p a d - s h e e t s p l a c e d . g
2 mBuenoa m e s - B e r l i n p a d - s h e e t s placed; , ‑

349 Berlin-Buenos‘A1res pad-sheet; p l a c e d . .
71$ Buenos A1res~8er11n p a d - s h e e t s p l a c e d . . ' J‑

378 Berlin-Enema A i r s : pad -shee t s (191:2 _[
p l a c e d . ' - J

89 Buenos A i reSoBex - lm (2 December '
1941-10 February 19112) pad-sheets p l a c e d .
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16 August 1956

26 Augus t 1916

30 August 3,9146

#05 B e r l i n - E n e m a h i r e s (1942) p a d ‑
sheets p l a c e d . ‘
108 Buenos A i m s - B e r l i n (191:2) p a d ‑
aheets p l a c e d .

455 B e r l i n - E n e m a Ai l -es ( Jan i 'mcmy
191:2) p a d - s h e e t s p l a c e d .
136 31191133 A i m s - B e r l i n (Jammxyyctfly
1942) p a d - s h e e t s p laced .

Cryptaqalyt ic s t u d y s t o p p e d .

F i n a l score: 1461 Ber l i n -Buenoa A i l -es
pad-sheets p l a c e d .
175 Buenos l u r e s - B e r l i n
pad-sheets p l a c e d .

163



. . _ ‐ ‘ 1 7

9 0 c m ; 4325626‐'1‘‐Q‐P‐SEG‐R‐E‐T‐G‐R‐E‐fi-Iv'f‑
‘5 . .

ssorzon v 11

- Meshesses in G e m .f’aecurity

_ Paragraph

TICOH and t h e German attitude. towards t h e
a d d i t i v e  g e n e r a t i o n ; . . . . . . . . . . . . . . . . . . ' . . . . . . . . . . . . . . . . 1 & 3

E r r o r in o v e r - s i m p l i fi e d c y c l i c a l machire.....a.........#li
,Use o f wheels and dependence p s t t e r n s . . . . . . . . . . . . . . . . ” A 5
S y s t e m a t i c shuffling o f sheets and t h e i r r e l a t i o n s h i p

to t h e ind icators . . . . . . . . . . . - . ._ . . . . . . . . . . . . . . . . . . . . . . . . I t6
The p o l i c y o f s t e r e o t y p i n g . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . # T
The use of t h e same code book f o r two l a r g e systems. . . . . l i8
1301038..CDOD....OIIODOOOICIOIIOIOOOIOOOIOIOOOIOOIQOOODCOag

=- 3&3. TICCH y; i n ; German attitude towards 3333 a d d i ‑
t i v e genen e r a t o r . ‐ - I n g e n e r a l , a l m o s t a l l r e s p o n s i b i l i t y
f o r weaknesses in German s e c u r i t y l i e s on t h e shou lde rs
o r t h e F o r e i g n O f r i c e . L i t t l e o r n o p r o g r e s s was made i n
t h e s o l u t i o n o f on: f r o m errors made b y c r y p t o g r a p h i c
c l e r k s . The p o s s i b i l i t y 'or s o l u t i o n o f OLE l a y i n t h e
b a s i c assumpt ions and misconcept ions of t h e cryptographers
i n t h e F o r e i g n O f fi c e {dB‐8 Auswaomortise Amt} i n B e r l i n .
From t h e TICON. material r e c e i v e d on German c ryp tog raphy,
i t i s q u i t e e v i d e n t t h a t t h e German o f fi c e o f c r y p t o g ‑
r a p h y was p e r f e c t l y w e l l aware of t h e mathematical l i m i t s ,
phases, c y c l e s , a n d p e r i o d s of a l l the elements of the.

__ a d d i t i v e generator which wou ld be “unknown factors“ to.
f o r e i g n c r y p t s n s l y s t s . I n f a c t , many o f t h e terms a n d con‑
ventlons u s e d b y Herr S c h a u f fl e r, t h e ooéhead o : t h e c r y p t ‑
a n a l y t i c s e c t i o n o r t h e German F o r e i g n O f fi c e , were used b y
those v o r k i n g o n t h e system (hiring s o l u t i o n . One o f h i s
atudies1,makes c l e a r n o t o n l y t h a t to: l i m i t a t i o n s or t h e

lTICOM Document No. 3280: "Theorie e i n e s C h i r r r i e r r
Numerierwerkes," B e r l i n , 3 December 1928, Sect ion I . '
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-mnchine were w e l l known , b u t t h a t t h e machine was a l s o
t r u s t e d , i n s p i t e o f i t s s y s t e m a t i c nature, a s g i v i n g
s u f fi c i e n t s e c u r i t y f o r t h e s y s t e m . P a r t o f t h i s s t u d y ,
t r a n s l a t e a , r e a d s :

1 . D e s c r i p t i o n o f the mechanism a n d statements
or t h e Eroblems.

O n a n axle w h i c h goes f r o m right t olef t , there
are r wheels a r r a n g e d s o t h a t t h e y can t u r n . The
sma l l es t number o f wheels poss ib l e i s 2 ; i n p r a c t i c e

’ u p t o ‘ n o v r h a s been 5 . ’ Etc wheel f a r t h e s t t o t h e
r i g h t i s c a l l e d wheel number 1 . Around t h e o u t s i d e

_. or e a c h wheel , in p r i n t i n g s u r f a c e s ara‘enbossed,
‘ i . e fi , t h e 10 d i g i t s in m i x e d o r d e r ; t h e sequence:

may b e d i f f e r e n t one: o n d i f f e r e n t wheels. when a
wheel t u r n s , e a c h d i g i t comes i n t u r n t o 1 0 p o s i ‑
t i o n s ; one o f the 1 0 p o s i t i o n s i s t h e " p r i n t i n g
pos i t ion , " t h e p o s i t i o n in which t h e d i g i t i s
p r i n t e d by t h e numbering machine. The change-over
f r o m one p o s i t i o n t o t h e n e x t i s c a l l e d "s tep . "
On e a c h or t h e wheel numbers 2 to r, one of t h e 1 0 '
d i g i t s has s p e c i a l p r o p e r t i e s a n d i s c a l l e d t h e
"influence d i g i t . " The mechanism is so constructed
t h a t a l l r wheels t u r n s t e p b y s t e p i n a s p e c i fi e d
d i r e c t i o n , and a f t e r each s t e p , the d i g i t s w h i c h
a r e i n p r i n t i n g p o s i t i o n a r e p r i n t e d . Only when t h e
"influence d i g i t " of one of t h e wheel numbers 2 to r
i s i n p r i n t i n g p o s i t i o n d o e s i t happen thet a l l '
wheels wh ich a r e to‘the r i g h t of the d i g i t u n d e r
c o n s i d e r a t i o n s t a n d s t i l l f o r t h e duration o f one
s t e p . Thus the r e s u l t i s t h a t O n l y wheel number r
tu rns u n i n t e r r u p t e d l y and un influenced w i t h a p e r i o d
o f 10 , w h i l e a l l o t h e r wheels a r e b r o u g h t t o a s t o p

" " ‘ a t c e r t a i n p o s i t i o n s , t h u s p r i n t i n g t h e same d i g i t
two or more t imes in success ion .
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This w i l l b e e x p l a i n e d b y mean: o r a n example.
F i g u r e 1 shows t h e sequences on t h e fi v e wheels,
1 . 9 . , t h e o r d e r o f d i g i t s - f o r e a c h wheel a s they
come t o p r i n t i n g p o s i t i o n i n u n i n fl u e n c e d a u c ‑

F i g u r e 2 shows t h e ~ fi v e - d i g i t groups i n t h e o r d e r
i n which t h e y a r e p r i n t e d i t t h e s t a r t i n g group i s

s e s s i o n . The i n fl u e n c e d i g i t s a r e c i r c l e d i n
b l a c k . '

4  2 1  h M L m E ' R S Q Q Q Q I
lZSlEEl 5 9 M .

F i g u r 8 1 5 3 4 3 5 7 0 0 6 6 F i s u r e 2
3 9 2 7 2 28611‐2
0 5 8 6 9 843.13
5 7 0 4 7 9 5 9 0 9

-7 269(J4 4 1 2 Q1
2 0 3 5 8 1 3 5 5 7
8 8 9 8 5 6 9 7 8 1 ;
9 4 5 9 o 3 5 1 9 8
# 6 7 2 3 0 7 3 2 5

5 7 2 2 1 0
7 2 2 1 0
2 0 8 3 0
2 8 0 7 }

50066. The repe t i t i ons m u c h a r e canned by the
”influence d i g i t s " a r e c i r c l e d in r e d [ h e r e under l ined] .

The c i p h e r n u m b e r i n g machine, then , has t o
some exten t t h e inverse a c t i o n o r a n o r d i n a r y
number ing machine t h S e wheel number 1- a l s o t u r n s
r e g u l a r l y w i t h a p e r i o d o r 1 0 , wh i le one o f i t s
wheels, number to r ‐ l , haveveif, can step once 01111
when a l l of t h e wheels to the l e f t have the
"influence d i g i t " 9 in p r i n t i n g p o s i t i o n .

The o r d i n a r y number ing magnum h e : a p e r i o d or
10 ( f o r a fi v e - w h e e l machine,'ane p e r i o d 100,000).
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9.
‘- Wes h a l l now p r o v e t h a t t h e c i p h e r numbering machine .

“ 2 5 6 s t %

hea t h e same p e r i o d and compute t h e p e r i o d i which
t h e individual wheels r e c e i v e under t h e influence
o f t h e o t h e r whee ls . F o r t h i s p u r p o s e , i n t h e n e x t
s e c t i o n , v e ' w i l l s e t u p a formula which a p p l i e s t o
t h e o r d i n a r y number ing machine, t h e c i p h e r number ing _
machine we-are d e s c r i b i n g end many s i m i l a r mechanisms,
I n t h e t h i r d s e c t i o n , » w i l l A p p l y t h e d e r i v e d
formula to number ing machines and s o l v e t h e p r o b l e m
j u s t proposed. The' l a s t s e c t i o n w i l l d i s cuss t h e
c i p h e r n u m b e r i n g machine f r a m e .

T h i s e x t r a c t shows how c l e a r l y - t h e l i m i t s o f t h e
a d d i t i v e machine were unde rs tood by t h e F o r e i g n O f fi c e .
The conc lus ions drawn concerning t h e s e c u r i t y o r the
machine were n u t _ i n terms of a stetietical compar ison w i t h
t h e L n i m a machine: A t r a n s l a t i o n o f S e c t i o n I V o f H e r r ‘ ’
S c h a u r r l e r ‘ s j a p e r f o l l o w s :

I V . C i p h e r Number ing Machine Frame

n ' c i p h e r number ing machines, a l l o f wh ich have
t h e some number of wheels , r, a n d a l l o f which r u n
i n phase a r e p u t i n t o a p r i n t i n g f rame. A ' p r e c t i c e l
exemple, t o Vhich w e w i l l r e t u r n - a e v e r a l - t i m e e ) i s
n a #8 machines, e a c h w i t h r . 5 wheels. These
machines p r i n t v a r i a t i o n s o f the numbers 0 , 1 . . . . . 9
t o t h e (n . r ] power ; the number o f d i f f e r e n t v a r i a ‑
t i o n s p o s s i b l e i s :

V I 10am
In t h e e x a m p l e at hand, therefore, t h e number or
d i f f e r e n t v a r i a t i o n s which c a n b e p r i n t e d i s :

meanY  a
That is, t h e number which;,ovritten in t h e u s u a l
manner, i s 1 f o l l o w e d b y 2&0 z e r o s .
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S ince t h e eeperete c i p h e r l u m b e r i n g machines
i n t h e frame a l l have t h e some p e r i o d , Q , t h e frame,
t o o , has t h e p e r i o d :

73.13101.

Therefore. in t h e p r a c t i c a l example, t h e p e r i o d
Q n 100,000, i . e . , a f t e r 100,0 0 0 sheets have h a d 230
d i g i t s p r i u. e d o n them, t h e r u n n e r - i c e ) . v a r i a t i o n s
w i l l s t a r t t o repea t . . .

Each o f ou r m i a t i o m t o the ( : 1 . e r power
be longs to a. ”periodseries," i . e . , to a s e r i e s of
Q ,v a r i a t i o n s wh ich r e s u l t f r o m t h e mov ing ahead
o r t h e machines. - There a r e , t h e r e f o r e ,

3 .. v - 10:34)”
Q

d i f f e r e n t p e r i o d s e r i e s wh ich 2339 n o v a r i a t i o n s i n
common. In t h e example 5 c 10

To compare t h e p o s s i b i l i t i e s o f comb ina t ion ,
t h e w my be retort-ea to {see Patent Document
DRP No. I3291.22). We a s k : flow m a y k e y s 240 d i g i t s
l o n g w i l l t h e ) .-m y p r o d u c e ? The n e w e r ror t h e
per fo rmance or the M in t h e Pa ten t Document
mentioned i s : ‘

v .. 11 x15 3:17 x 19 x 26 - 24,35o.ooo,ooo

t h e r e f o r e , a n e l e v e n - d i g i t nmnber, w h i l e t h e cor‑
r e s p o n d i n g number f o r o u r p r e s e n t example o f t h e
c i p h e r number ing machine f rame is e elm-dun number.

Thus, w i t h r a t h e r a r r o g a n t confideroe,-Herr Schaurfler
é convmcefi h i m s e l f and t h e Fo re ign Office or t h e s e c u r i t y
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‘ o f t h e o m ~ t i n e pan sys tem. at: h e was t h i n k i n g o f
s e c u r i t y i n terms o f p u r e s t a t i s t i c s r a t h e r t h a n i n
terms o r f a i l i n g comp le te l y t h e enemyr c r y p t e n a l y a t e .

”A . E r r o r i_x__1 over-swan m l i c a l m_e__chine.~‑
In any o n e - t i m e 81930111, t h e r e is a lways d a n g e r m. n a t ‑
t e m p t i n g t o p r o d u c e a n e x t r e m e l y l a r g e amount o f a d d i ‑

i v e in an economical , sys tema t i c f a s h i o n . In t h e p r o ‑
d u c t i o n of secure random mixed. sequences, economy and.
systematic. generat ion cannot s a f e l y be a l l o w e d to control
c o m p l e t e l y t h e p rocess of key genennt icn.

‘ I n t h e case a: t h e German a d d i t i v e generat ing d e ‑
v i c e , t h e German c r y p t o g r a p h e r s c o m i t t e d t h e e r r o r o f
supposing t h a t t h e m e r e f a c t o f n o r e p e t i t i o n o f exact
a d d i t i v e s h e e t s use s u f fi c i e n t s e c u r i t y t o p reven t t h e
s o l u t i o n o f t h e g e n e r a t i o n scheme o f t h e a d d i t i v e . I n
r e a l i t y , however, t can b e s a i d t h a t t h e method o f
g e n e r a t i o n used i n t h e German a d d i t i v e i n v o l v e d two
b a s i c weaknesses:

a . The u m r s r y i n g p e r i o d o f 1 0 i n t h e c y c l e o r t h e
f a s t wheel of each five-wheel machine and t h e r e p e t i t i o n
caused a t a n u n v e r y i n g i n t e r v a l o f 1 0 b y t h e n o t c h p o s i ‑
t i o n on t h e f a s t wheel .

2 ) . The f a c t t h a t each o f t h e 4 8 t i t s - w h e e l machines
was a l w a y s i n . phase w i t h a l l t h e other fi v e - w h e e l '
machines in t h e f rame, y i e l d i n g a constant lateral r e l a ‑
t i o n s h i p between t h e fi v e - w h e e l machines i n t h e frame.

The absolute p e r i o d or .10 in t h e c y c l e of t h e f e s t
wheel, taken t o g e t h e r w i t h t h e constant la tera l r e l a t i o n ‑
s h i p between t h e 158‘ d i f f e r e n t r i v e - w h e e l m c h i n e s , made
it p o s s i b l e to o b s e r v e (by l o o k i n g at t h e rest-Wheel
p o s i t i o n s o f two o r more groups o f sheets generated i n
t h e s a g e s e t t i n g ser ies) t h e f a c t t h a t each g r o u p was
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g e n e r a t e d by ' a machine a l w a y s i n phase w i t h t h e o the r
machines. That the German n o t o n l y u s e d stereotypes
a t t h e b e g i n n i n g s a n d a t t h e ends o f messages b u t made

_ a s t r i c t p o l i c y o r s t e r e o t y p i n g made i t p o s s i b l e t o
observe t h i s p e r i o d or 10 in the c y c l e of the f a s t wheel
i n c i p h e r t e x t . A nd the l a t e r a l r e l a t i o n s h i p between
t h e ( l i t t e r - a n t machines was p a r t i c u l a r l y valuable i n t h e
s o l u t i o n o f o v e r l a p s o r Vvheel s e t t i n g s since i t was
necessary to use p r o b a b l e vords to d e r i v e wheel s e t t i n g s
f r o m i n t e r n a l message t e x t a f t e r t h e stereotyped beg inn ings .

. #5. Use 2 ; wheels and dependence p a t t e r n e . - - I £ v e n
t h o u g h the s e t s or fi n g e r s w h i c h activated t h e wheels
were removable and could, therefore, be changed. a n d r e - ’
a r r a n g e d i n a f a n t a s t i c a l l y l a r g e number o f ways ant i
even though t h e se ts o r '21“) vhee ls could be p laced on
t h e ax les o f the f r a m e i n a n even g r e a t e r number o f ways
a n d cou ld even be mixed w i t h o t h e r sets of 21m wheels,
t h e Germans made m e t i c u l o u s l y c e r t a i n t h a t t h e s e t s o f
fi n g e r s (dependence pa t te rns ) were never changed on any
of t h e machines; made c e r t a i n t h a t a l l wheels of a ' se t
o f 21:0 were a lways used a t t h e same t i m e a n d t h a t t h e y

‐ were never mixed. w i t h o t h e r s e t s of 21:0 wheels, a n d in
a lmos t a l l cases, l e f t t h e wheels in t h e same order and
se t a t t h e some p o i n t s f o r f a r too l o n g a - t i m e f o r
s e c u r i t y purposes. B y t h e p r o p e r m a n i p u l a t i o n o f se ts o f
wheels a n d m o t i v a t i n g fi n g e r s , t h e Germans could e a s i l y
have made so lu t i on from c i p h e r t e x t i m p o s s i b l e . I n many
cases, t h e operators o r t h e additive g e n e r a t i n g machine

a allowed. t h e machine to produce as new as 1 0 , 1 2 , 15.
a n d 30 thousand pad-sheets w i t h o u t changing a n y t h i n g
a b o u t t h e b a s i c se tup of t h e machine. For p u r p o s e s of
s o l u t i o n , t h e r e f o r e , there was ample homogeneous t u t o r i a l
to use in most cases.

> ’ ,

46. sistematicshu f f n gof _s_____heets a n d _the____ir r e l a ‑
. t i o n s h i p _to t h e . indicatorsw-The‐nG e r m s were a p p a r e n t l y
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o f d e s t r o y i n g t h e o r d e r i n wh ich t h e shee ts o f a d d i t i v e
were g e n e r a t e d . T h e r e f o r e , t h e r u l e o i " s h u f fl i n g the
p a d ‐ s h e e t s a f t e r t h e y were g e n e r a t e d was s t r i c t l y f o l l o w e d . .

Bu t t h e opera to rs race two e r r o r s in t h e s h u f fl i n g
p rocesses  :

a . .

b.

t h e s h u f fl i n g processes used were too
s i m p l e a n d too sys tema t i c and n o t thorough enough , and

t h e s h u f fl i n g processes-Hers , in m a y
oases, p e r f o r m e d o n and w i t h i n m a t e r i a l wh ich, f o r
s o l u t i o n purposes, was homogeneous and, t h e r e f o r e ,
c o u l d b e u s e d w i t h o u t q u o t a t i o n a n d i n o r d e r o f i t s
use in t ransmiss ion f o r e n t e r i n g i n t o new c i r c u i t s
a n d f o r d i s c o v e r i n g new s e t t i n g s e r i e s .

The s i m p l e s y s t e m a t i c methods o r s h u f fl i n g p r o v e d
cults: u s e f u l i n t h e p lacemen t o f p a d - s h e e t s i n t h e order
in which t h e y were generated by t h e machine, t h a t i s , in
r e l a t i o n to t h e deve lopment m m b e r wh ich wou ld y i e l d
readable t e x t . As f a r back as l a t e 3.91;}; t h e Germans

‘ began u s i n g a n i n d i c a t o r sys tem f o r t r a f fi c i n several
l a r g e s t a t i o n s wh ich d i d n o t show a . clear sori'es i n t h e

The i n d i c a t o r s seemed t o f o l l o w one anotherp a d - s h e e t s .
i n a n u n p r e d i c t a b l e sequence. . When t h i s t r a f fi c a s s

’ aware o f t h e n e c e s s i t y ( f rom t h e p o i n t o f v i e w o f security)

o

r o a d , however, it became c l e a r t h a t the placementv'of p a d ‑
s h e e t s in deve lopment number o r d e r c o u l d be f a c i l i t a t e d

i n d i c a t o r s  .

b y a . s t u d y o f t h e r e l a t i o n s h i p be tween t h e i n d i c a t o r s
a n d t h e deve lopment numbers of t h e p a d - s h e e t s .
was p o s s i b l e t o p l a c e a s many a s 3 0 o r 1&0 p a d - s h e e t s i n
development number r e l a t i o n s h i p w i t h r e f e r e n c e t o one
a n o t h e r by s i m p l y s o r t i n g on t h e "black" or nonser io l

O f t e n  i t

T h i s method o f p l a c i n g p a d - s h e e t s played

171

a l a r g e hart in t h e analys is or'tlio Tokyo circuit;



D o c m ‘ : 43256265P0aP‐S-E-G-R‐E4P-G-R‐E1A-M‑

' 1&7. T_hg p o l i o : 9;. s t e r e o t h - I t i s unders tand‑
a b l e t h a t in such a l a r g e sys tem as G i l . a oertainamount
o r s t e r e o t y p i n g a t b e g i n n i n g s and endings o f messages
c o u l d n o t be avoided._ B u t t h e G e r m Fox-elm O f fi c e
i n s i s t e d , a s a . m a t t e r o f p o l i c y , t h a t a b s o l u t e l y s t e r e o ‑
t y p e d b e g i n n i n g s and endings b e used v i t h o u t a n y c o n s i d e r a ‑
t i o n f o r t h e p o i n t o f b e g i n n i n g o r e n d i n g i n e n c i p h e r n e n t .
T h i s sys temat i za t i ’ on o f p o l i c y h a s lonabeen recogn ized
a s one o f t h e c h a r a c t e r i s t i c s o f t h e ”German mind" and
has been u s e d t o g r e a t p r o fi t i n a lmos t a l l work done o n
German systems.

1&8. The use 9 ; t h e same code book f o r two l a r g e
cannon‐Because of t h e f ac t t h a t t h e F o r e i g n O f fi c e
p l a c e d so much confidence f o r s e c u r i t y purposes in t h e i r
e n c i p h e m e n t , t h e y d i d n o t h e s i t a t e t o use t h e same code
book f o r t h e two l a r g e s t systems. This. f a c t s i m p l i fi e d
t h e whole t a s k o r s o l u t i o n t o I . g r e a t ex ten t and must b e
cons ide red one or t h e b a s i c e r r o r s o f German c r y p t o g ‑
r a p h e r s . ' ~

119. ' Isologa.--'I 'he Germans seemed to have e q u a l con‑
fi d e n c e i n t h e i n s o l u b i l i t y o r GEO and GEE, the t w o
l a r g e systems, a n d , t h e r e f o r e , began l a t e i n the. use o f
b o t h systems, to s e n d e x a c t l y t h e sane encodeinent of t h e
samevcircularnessage in b o t h of t h e system‘s. , T h i s f a c t
made i t p o s s i b l e f o r u s t o o b t a i n a g r e a t amount o f hypo‑
t h e t i c a l a d d i t i v e f o r s t u d y i n t h e e a r l y c r y p t a n a l y t i e
r e s e a r c h o n GEE. T h i s h y p o t h e t i c a l a d d i t i v e vac ex t reme ly
v a l u a b l e i n s o l v i n g s e t u p s o r t h e German a d d i t i v e manu‑
f a c t u r i n g machine i n l a t e r r e s e a r c h w h i c h m i g h t never
haVe been so lved o the rw ise . F i n a l l y , t h e y f a i l e d to
r e a l i z e t h e i m p o r t a n c e o r t h e compromise o f t h e 3,500.
sheets o f a d d i t i v e i n d e s t r o y i n g t h e s e c u r i t y o f t h e i r
systems. ‘

In aux-mum up t h e e r r o r s made by Gain! ! ! c ryptog‑
r a p h e r s , v e may s a y t h a t t h e most i m p o r t a n t f a c t o r i n t h e
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weaknesses in German s e c u r i t y was t h e u n c r i t i c a l con‑
r i dence thsy placgd i n s t a t i s t i c a l p r o o f s o f t h e i n ‑
s o l u b i l i t y o f the' s y s t e m s . ‘
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SECTION V I I I

C o n c l u e i o n : Lessons k n
x C r y p t a n s l y t i c P r i n c i p l e s

The success met w i t h i n t h e c r y p t e n s l y t i c r e s e a r c h
d o n e o n t h e t h sys tem y i e l d e d j ' i n terms o f experience; t v o
r a t h e r s t r o n g f e e l i n g s which, i n t h e f u t u r e o f c r y p t o l o g y,
may have consiéereble v a l u e g ' . e

a. t h e t a one- t ime system need n o t be looked
u p o n a s h o p e l e s s l y i nso lub le

~b. Tha t a cons ide ra t i on of .e lements p o s i t i o n _
by p o s i t i o n p robab l y w i l l p l a y a more impo r t an t r o l e
i n t h e f u t u r e when c o n s i d e r i n g whether o r n o t a n y
g i v e n a d d i t i v e t e x t is ‘rendom.’

In v i e w of t h e f a c t t h a t GEE is t h e fi r s t case known‑
i n which e l e g i t i m a t e one-time pod system was solved, t h e
g e n e r a l a t t i t u d e toward such‘ luetens should undergo Some
change f r o m t h e a t t i t u d e commonly he ld .be fo ro the s o l u ‑
t i o n or GEE. It should be asefihed, t h e : despi te t h e
p r o b a b i l i t y t h a t men: cocoa o r one-t ime systems, even where
k e y t e x t i s a v a i l a b l e , w i l l r e m a i nf a r e w e r unsolved, on:
one- t ime k e y i s s u s c e p t i b l e o f eventual solution, p r o v i d e d
t h e r e is k e y t e x t ava i lab le . -A

Ia t h e f u t u r e , a l s o , t h e consideration of elements
p o s i t i o n b y pos i t ion i n d e t e r m i n i n g whether o r n o t any k e y
t e x t is random has becOme e g i g g 335 £93 or t h e t e x t , thus
i n s t e a d o f c e l l i n g ' e n y g i v e n k e y t e x t rendou s imp ly b y v i r t u e
o f the -d i s t r i b u t i o n o r t h e d i g i t s i n v o l v e d , w e must d e c i d e
on t h e b a s i s of i d e n t i t y of d i g i t s p l u s the pooi_tion it ‘
o c c u p i e s .
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