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FOREWORD

The draft of this paper was prepared by
T, A, Waggoner, assisted by Misa Ruth Jache,
in late 1945 and early 1946, It vas edited
by WDGAS-93 Recorder in 1546 and pudlished
in 1947 by the same group with & nev desig-
nation WDGAS-95-E.
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ABSTRACT

OEE, the most voluminous German diplomatic

‘system in use during the second World War and -

«  the-one considered most secure by its users,
was solved through the snslysis of captured
keys which revealed the nature and operation
of the additive generating machine 8o that the
specific keys though used once and only once
could be predicted in full upoh partial re-
covery through.cribs and superimposition to
g&lve & nev kind of overlap. .
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SECTION I
The Mechanics of the Jyaten
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1. Introductory.--The most voluminous German diplo-
matic systom in use Guring most of the second World War
and the one considersd most secure by its users wes knovn
to the ASA as QEE., It conaisted in the ono-time additive
snciphorment of the mair Qerman diplomatic code, a one-

part, five-digit 57,500-group code knowvn as the Deutsches

Satzbuch. . From a variety of sourccs, includ crypto-
graphic instruction messages in the s0lved GEC and cap-
tured sdditives, the easential mechenics of the system
were known. When the attack on the system began, wvhat
repained for solution vas the prediction of the unknown
additive,

2. Elements in the system.--The tvo elements neces-
sary for the processes of encrypting and decrypting in
GEE are the code book and the pad of additive sheets,

[« ARSI AV

1'1‘3115 system, the next most importacnt German aystem
in volume and security to GKE, wvas an enciphered code,
using the same code as GEL snd encipherment Dy additive
taken from & 10,000-1ine book and superencipherment by
additive.



pocib: 4326474 o p SE-GRET-EGREAM-

a. The code book.-~From the first aypearance
of traoffic in GEEZ until 1 Japuary 1542, the Ge:msn Code
Book no. 3 (the third edition of the Deutsches Satzbuch)
ves used, From 1 Jamuary 19%2 until 19 April 1945, when
traffic stopped, the German Code Book no. & vas used,
Both code books wvere slso used during the same period in
OFC {the double-additive system or the lrundierfahrer)
and in pletn code traffic (GED). The coa®s nave both
five~letter and fivc-aigit equivelents for the plain-text
meanings, vhich ars well chosen and ecelly ured. Code
Book no. 3 contains approximately 31,500 code groups;
no. 4 contains spproximately 57,500. The repeated use
of these codes indicates that the Germun Fovelgn 0ffice
based its confidence in the security of the system on the

encipherment.

b. One-time edditive.--Eech sheet of GEE ons-

time sdditive has 48 five-digit groups erranged in 8 rovs
of 6 groups each. 7The sbects vere¢ bound into volumes of

10 sheets each, Theas volumes we rofer to as pads; the
Germans called them Baonde or Bloecke. Bach pad of ad-
ditive shects hed (1) a designation of vhether the
volume or pad 1s in decipbering or enciphering from
(Entzifferung or Verzifferung); (2) & pad number and
sometimes a color designstion (Band Nr, 41 or Blauer
Band Br, 49); (3) a series number or a five-digit
recognition group (Serie 52 or Kenngruppe: 40008); (&)
the range of the five-digit serial pad numbers ibhtt
Q000-9099 or Seite 4800-4899); (5) the circuit end di-
rection for vhich the pad vas to be used (won Takio nach
Barlin); and (6) directions whet to do ir case digitas of
additive could not be read on the sheet. Each sheet ol

2Tho earliest intercepted measege in the files of
the ASA 1s dated 1934, but TICOM has revealed 1925 as the
earliest possible date, for at that time the Germans
purchased the first machine to generate this type of
additive.
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additive had a four-digit serial smumber printed in red at
the top; snd in the case of volumes of a2dditive made up
later in the use of the system, there wvas also.on each
sheet a four-digit number printed in black to be used as °
an indicator in transnission, (See figure la, 1b, lec, 2a,
and 2b for photographs of froant matter rmm volumes of
additive and the additive sheets.)

2. Eﬁcmtnent.--zn the typical process of encoding,
the plain text of the measage to be sent was first con~
verted into five-digit code groups. {See figure 3a.)

This code text was then enciphered by the addition
{noncarrying) of the key provided on & sheet of the pad,
the first group of the c¢ode text and the first group of

the key coinciding (see figure 3b).

To prevent wastipg an inordinate number of additive
groups of & page of additive, the German code clerks were
allowed to send up to four final groups of the text of the
message in plain code if the words were not compromising.

" In these cases the last part of the plain text was en-

coded and the four-letter code groups (mot the five-digit
groups necessary wvhen additive vas to be spplied) were
re~-divided into rive-letter groups for transmissicn, and
if the last group vas not a five-letter group, the
renmainder of the five letters was supplied by some or all
of the letters of the code eguivalsnt for Fuellgruppe or
"Bull," (GBUE). 1In other cases of non-coapromising finsl
groups in plain code, the code clerk simply used the
svitch group DE3AB (an abbreviation for Dsutaches Sa.tzbuch)
to precade the five-digit groups of plein-codes text.

- The resultant message text was next provided with
indicators imnediately preceding, and repeated imsediately
followving, every 48 groups of cipher text; with prace-
dence Gesignation, an extermal serial megssage number, the

— R
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1. Diese Binde sind in der Rsihenfolge ihrer Bandnummern aufzu.
brauchen.
2. Jede unieserliche oder beim Oruck ausgefallans Zitfer der vor.

gedruchien Blattschilisse! ist durch eine . Null" zu arsetzen.
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Blauer Band Nr.

Kenngruppe: . 13999 *
Seite 7 /¢ — 7797

zum Verkehr von 5 Er A '??
Aoy Tereen

IO T Jo gawd 3o adfy Josouy

*‘nod

Di» biaurn Barde sind streng in der Nesbenlolge ihres Ban-irizmaers:
satriebrichien.

. Die Blantsr jees Blaven Bandes vind streng fn dee Reihenfilge iteee

Soewezablen sulzabrauchen.
e Pasinernéiurg crnes Bandee dart crst im Awyendlick seiter lages
prankinaime anfieséhnitien gad entbernt resden. Pic Darrphre dex
Ronmten, der den Bard 68nct, und das Datum der Offnuny wnd auf
die Ra:#seite des Bandes 21 schreibe: .

. Riitte- der Frtafferungsbénde, dic zuridhst suczitlallen s, . Ecpoen
2180 Vorrifte seeng unteermoqsbeRiadlicher Postzifferm vcrpandt o alep sei
Nie sind sz Linge sicher aufudersabieen, wie die Laufred pon Postziflberr:
erfahruagspemif im 1{8dusthalle Eetragen kapn.

. Jede unlesesffche ader beim Dk ausgeluliene Lilter Ser ourpeclrudcn
Bittschisse! i<t durch eine ,, Null™ o ersefen.




0T aTnRYL

‘pad g9 ° JO JSA0D J¢ adfa DIy v

: 4326479

Blauer Band Nr. 'f‘?

Kenngruppe:. 40008 -
Seite #Jorv — #5899
zum Yerkehr von C{ofw

§ ; t ﬁ&'&hmatﬁumﬁrdhdlﬁZWybrdhr&bﬁwm&@gLMrrthmﬁnuunan

';ﬁubmc&en.

nmmk&:mmymmmwmm,

- ~Selenzahlers wuttabreadicn.

- '3. B(dﬂrrderénl!iﬂamugsbandr mepﬂmmx
-0 sor Verzilfferung anterreegsbefindiicher Dusiillfern betimand naardesi sein.
SO &rm»w xicher anfzuebematren, M&Mdmrm;

- 4= 'jgggﬁﬁ‘ﬁ?Jﬂvau*gutquu

"‘ i

FA YA i <3 e we esanian el




19130 53046 42634 85649 23181 63885
29540 02037 43341 60121 90072 07667
72724 95318 63595 77376 34617 61170
63632 742090 06061 14342 77460 0u91-
92557 72064 42732 30596 26992 31897
25950 77803 51354 17775 75251 40250
05789 41095 23483 03256 59060 04854

83124 37205 100926 99024 38963 26380
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Figure 2a, A page of one-time ndditive., HNotice the
perforations vhich persit the destruction of a page as
it 18 used,
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Figure 2b. Another type of one-time additive sheet,
Note the two {dentifying numbers.
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Plain Maltex

Code

50864

hwttg:n
33817

Felerlioh-
it-

25266

mi ttelsuropne-
Yache Ze1%T

50046

Bitte
12337

12 B 12, November Schmidt Text
04330 1302¢ 82805 85168 730352
{Combine two
preceding
Pushrer- lundgebung  words ) sus Anlasz
27303 43314 0009S 07002 04485
(Gexitive
plural) 9. Noveeber wird Montag 8 Uhr
00147 42810 88382 60451 16374
duroh w b usbertragen .
193656 4454 16476 76481 00001
angs-
Hollw smpfaenger  beset: « Paragraph %&2&5 .
32631 2135968 11070 00007 21402

Floure 3a. The encodement of a (EF message,




DOCID: 4326479

TOPSECRET GREAM

6081 4806
(“Bluck" nonserial mm- ("Red" serial number
ber ured as indicator in . uysed genexrally for
transmission} reference in servioing
unreadsble messages)

Code text 50864 O4330 13024 62895 65165 73032
Additive 43415 27267 0298% 26631 22763 35178
Resulting '

Cipher text 93279 21597 15907 88426 87828 08100

© Code 33317 27303 43318 00053 07002 o448%
Additive 418 11312 91004 11751 45’{22 2223&1
Cipher 577*. 25 38615 3218 11734 d2721 96626
Code 25266 00147 62570 88382 50451 15374
Additive 96193 96401 39302 02492 02958 62865
Cipber 11350 96548 91872 60774 53080 77139
Code 0045 19355 SMAS% 15475 - 75481 00001
Additive 31197 09021 58086 Q3071 ggaaﬁ 70990
Cipher 91132 18376 0290 18446 0207 70991
Code 12337 32821 21396 11070 000-0'{ 21402
Additive 24126 99760 39549 00462 g§g1§ 87426
Cipher h53 21591 50835 11432 93612 08828

Additive 76112 ' 3179% 36791 20719 93647 48991
Additive 12955 18427 49402 9527% S6243 19057
Additive 03267 06903 82387 77072 GA36F 51578

The cipher text .to be sent reads:
93279 21597 15907 5826 87828 08100 67725 38615
W18 . 1174 BR721 96626 11359 96548 91872 8OTTH
53089 77139 91132 18376 02490 18846 60207 70991
36h53 21591 50835 11432 93612 08828

Pigure 3b. The encipherment of & GEE message.

ic
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encryption date, and an indication of the number of parts;

and with a group count. A signature in plain and s heading
completed the message (mee figure 3c). This was & typical

case. There vere of course mumerous varlations.

§. Decryptment.--For some time it waes thought that
the German Forelgn Office made up complementary versions
of the pad sheets for the receiving ends, as vas the case
in the QEC additive, in order to make botbh enciphering and
deciphering processes a matter of addition. V¥hen vée learned
how these sheets were produced, however, wve becawme certain

‘that the process of deciphering vas one of subtracting the

additive groups from the cipher text as received., The .
process of deciphering was then simply the reversal of the
enciphering process. The cipher text received was written
above the add{tive groups of the deciphering sheet and the
additive subtracted without carrying from the cipher text.
The resulting text vas plain code which the code clerk
looked up in the code book and converted into its Geruman
equlvalent.

5. Indicator systems.--Three main types of indicators
appeared in GEE traffic. They are: (a) pad-sheet indi-
cators (clear and disguised) apd other external numerical
indicators, (b) economy-measures indicators, and {c)
special indicators., :

The characteristics of pad-sheet ind{catom can be
classified on the dbasis of the two networks on vhich German
diplomatic traffic vas transmitted, The traffic on the
regular cdmmercial German Diplomatic Network (GDN) ususlly
had all indicators in the clear; ped-sheet indicators on
traffic on the Special German Diplomatic Network (Clande-
stine SDAN), vere generally disguised.

a. Regular commercial German diplomatic traffic.--

GEE traffic on the German Diplomatic Netvork bad all indi-
oators in the clear, but it oould be divided into two types,

11
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@ origin
. Degtination
239 5{ToKY0|149/147 12 5355 GG[AUSTAERTIG BLN| Precedence

- 0 designation . -
[cITIss /E[[128012 |DRET TEILE 02639 61869 07966 “External serial
.. . hotsage number -
85939 48685 26508 47653 11286 41910 42614 31842 \“Day of encodement
_ _ \First "black"*
38652 §6204 90819 01340 52680 21848 ©5788 51680 sheet inticator

40563 B1611 18082 16648 64037 74961 22132 16000

95721 74628 63240 65719 63094 74997 34632 60272
" 84582 52761 78619 BG4S 87016 12308 1656 26010 Repetition of

46664 70203 75327 74642 14154 larutE;! 26664 20 g ea e, .
- indloator

28846 51765 25081 49206 70145 62645 44377 91167

59264 28248 77604 D6062 94435 85560 45226 21426
74440 T2488 40649 96107 40718 45989 83661 81931
11527 89488 01206 04547 094566 932656 11120 58672
437563 68929 176850 82386 B09S5 15828 35176 70263

25440 36918 49504 66061 77232 11617 52247[6328) - Repetition of
24 indicator

85985 22498 18532 93369 07021 33245 50308 84 "blask" eheet
35817 64618 82777 03804 380S? 72960 66335 15752 indiocator
43812 25686 08147 07804 S3827 50292 13760 28628
06600 23227 90160 52227 10888 77189 40555 77997 Repetiticn of

34 indicator
00780 89164 S5177 74974 17600 99487[1430§00037) Oroup oomt to

last indioator
@ - 84 gnature

*I.e., the indicator used in transmission, distinot from the
*red® indicator, used for refsrence to nreadable mossages,

Pigures So. The ocomplete message.
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one having pad-sheet indicators rumning in series.and the
other having pad-sheet indicators vhick did not run in
series. The traffic with clear serial pad numbers had the
folloving characteristics in the clear: internsationsl.call
signs, station of origin &nd destination, message number,
date of encipherment, four-digit pad-sheet indicators
running in series (preceding each dlock of 48 groups of
five-digit cipher text), a group count, and a signature.
The group count vas a five-digit group composed of three

_zeros in the first three positions and two digits giving

the number of cipher groups back to the last four-digit
indicator. For example, the f£inal group 00021 would in-
dicate that 21 groups earlier in the measage there appeared
or should appear the last four-digit pad-sheet imndicator.
The group count almost alva¥s followed the last group of
cipher text and preceded the signature. An ¢xample of
this type of mesaage is presented in figure 4. Another
type of commercial pad treffic had the same indicator
characteristice with the exception that the pad sheet num-
bers are three-digit instead of four-digit and that there
may be & five-digit discriminant (Xenngruppe) preceding
either the first pad-sheet number or all of the pad-sheet
numbers. An example is given in figure 5,

The other type of traffic, that vith nonserial in-
dicators, on the regular commercial Gerwan Diplomatic
Netvork had the so-called "four-figure repeat” indica-
tors for the pad sheets. The traffic had the internation-
al call signs in clear, a8s vell &s station of origin and
deatination, external serisal uweasage number, date of enci-
pherwent, group count, and signature. The four-figure )
pad-sheet indicators coming et 48-group intervels did not
run in serial order ind seem to be well distributed, ap-
parently at random, smong the 10,000 numbers possible.
Becsuse these indicators did not run in series, it vas
found necessary to repeat them at A8-group intervals so
that garbles would give only a minimum of trouble. Tbere-
fore, the indicators and repetition of them ave apaced

13
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- International
) call aigns
Eé] nsliﬁ J10160 ECS 21AUR022Z 93R3 US5/22658/59/4U Station of
Ve origin
192 s [TOxY0}200/199 21 508 ETAT GG CTP CX 1/48 Station of

destination

g
AUSWAERTIC BERLIN] ' m:::;:l neasage
- al r
:Exﬁ[@ 35421 70196 87298 92034 10380 07796 60956 43417 ‘Day of encodement

—¥iret pad sheet

4 lines (36 groups) oaltted " npumber
192 AUS 2/50° .
Second pad shest
08698 25815 76457 65716 [1250]18762 21554 30951 66202 70156 munber
& lines (4O groups) omitted
192 4U8 3/50
Third pad sheet
0709 53365 30545 [L251) Ttk 11398 38574 20993 57029 1764 nuaber
4 lines (4O groups) omitted
192 AUS 4/49

Fourth pad sheet

© 3500, moigoasm 51987 89631 56716 63747 89129 406E2 nuzber

13832 07285 57120 87378 30909 89079 78835 15212 98785
42040 81925 89055 23893 26043 07396 81464 05905 46746 96043
18769 22671 41610 55145 87180 48183 75L51 2 20678 59244  Oroup count to last
BlLSS 81558 764,00 L7865 84,292 92280 90114 pad shest aumber

(SRR Signature

Pigure 4. A typical GEE message aent on the ODN with serisl pad sheet numbers..
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CUD2 DE DGD 10310KCS S3R3 laMY 15087 USL/05352
S BERLIN 326 379/378 18 1550 ETAT GG 1/50
DIPLOGEHMA LISSABOM

1296/17 [ZEZ00]028] 86704 29383 ETT96 46831 15828 61599 05306

-h 14ines (38 groups) omitted
FGE 2/50 326 DIP

38669 11111 49017 [ZEEG (G2 23506 9644l 86833 91296 45153

4 lines {LO groups) omitted
PGE 3/50 326 DIP ' )
95877 07289 41301 40239 66h46 05207 86979 17011

4 Ynes (4O groups) omitted
FOE 4L/50 326 DIP
86917 29881 93175 (ZZTBVTILIL6157 31954 50747 98T19 72825
74208 35782 96920 mm 23833 70194 01169 12858 88049 57837
20000 1Uhi 29707 07687 25715 64649 00021

AUSWAERTIG

Kenngruppe

m-digit. page number .

Repetition of kenngruppe

-Second page number

Figure 5. A GEE measage sent on the GDN with serial three-digit indicatora.
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throughout the cipher text thus: 4221....{48 groups of cipher
text] 4221 0958....{ 48 groups of ocipher text] 0958 7203....
[48 groups of oipher toxt] 7203 6466....[21 groups of cipher
text] 0021 [group count back to the last indicator]} 6466
SIGHATURE, An example of this typo of message is given in
figures 6 and 3.

b, A kind of traffic on both intermationsl and

————— — S ——————  —

clandestine circults.--Traffic with nonserial padpsheet

indieators also appeared with ather characteristics, doth on
the regular commercial net and the Specisl Germsn Diplomatic
Network. The call signs, therefore, might be either inter-
natiocnal trigreaphic call signs or letter-digit-letter disguises.
{Appendix A contsins & summary of the system of disgulsing
call signs on the SADN, sowe means of penetrating the dis-
guise, and some remarks on the operating signals used.)

If the internationsl call asigns vere used, then ths stations
of origin and destination vould be in the clesar. If the
letter-digit-letter disguises vere used, no other desig-
nation or station appeared. _

On this particular type of traffic, there usually oc-
curred the special discriminsnt REMAX, after the externsal
message number and the date of encryptment. All other
indicators except the signature usually came in the clear.
There wvas one difference betwveen this type of nonserial
indicator traffic and the "foupr-figure-repesat” traffic,
and that was the fact that this type of traffic never
seemed to repeat the indicator for checking purposea. An
example of this type of traffic ia proaenced in figure 7.

c. Traffic on the Special German Diplo; tie
Net.--On the Special German Diplomntic Net, the clandestine
link, in addition to the RRMAX traffic already described,
four types of indicators occurred {1) four-digit indicators
disguised by means of conversion messures instituted on
2 April 1940, which remained in effect until 10 April 1943;
{(2) four-digit indfcators disguised by means of conver-
sion messures instituted on 10 April 1943, which remained
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INB 88 10/9/k3 0945/10/43 13345KKS°

(0FE] px[cuD2) 85 423 LI3B0A] 103 10 0005

GREMANY 0QVT [ATSWAERTIG BRALIN]

21562 11297 25633 3821 85585 42075 TTLL 27265 ¥ perotin
4 lines (3B'groupl) omitted

Repetition of firet
61328 77958 [FO15I[I737] 3299 71075 39996 40593 KTOR6 18650 1ndicator
Second nonserial
4 lines (LO groups) omitted $ndicator
27960 (00043 '[1-2—3:"% Repetition of eecond
indicator

it

Pigurs 6. A GRE message sent on the QDN with nonserial indicators.
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T

Eﬁpz DFE/DOG 9810 KC3 S3R3 07JA1832% USCL/03610/JA

KA 105 WS -1/50

(B 1300 18258 36965 65987 65966 EuTSH 07366 82695 22359

4 lines {(LO groups) omitted

Ka 2/49

78873 25915 SB508 L0001 13718 97051 5324k Y7487 82994
4 lines (39 groups) cmitted
KA 3/06

[3158] 97350 w789 23399 9551

Figure 7 A GEE message with a REMAX diseriminant.

SODN call eign disguise:
AC:Ankara

(Note: No stations of
origin or deatination)

Disoriminaat

Pirst nonseripl, uarepeatec
© pad aheet indicator

Second indicator

Third indicater

(Notes No signature)
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in offect at some stations until traffic ceased in April
1945; (3) indicators disguised by the chain addition, and
(M) indicators derived from the first, second, and last
groups of text.

An for the firat type, on 2 April 1940, we resad in the
GEC system, a mossage froam Berlin to Dublin giving complete
details for the disguise of pad-sheet indicators in GEE
traffic. On 19 December 1941, 8 message instituting the
sawe peasures of disguise vas sent from Berlin to 811
stations on circular links, (The message from Berlin to
Dublin wvas not complete; therefore, the following tran-
soription of the message is from the 19 Decemder 1941
version. )

From: Berlin Intercept Station: 7

Yot Broadcast {Circular) Intercept Date: 21 Dec *i1

Pate: 19 December 1941 _
System: GEC : » : L e

Message No.: MNULTEX 1095 . . R
Xeyvord: ZIRIOSIR ' :

Kenngrupps: 20202

Confidential Xstter B, NULTEX 1095, 19 Decenmber 1931,

Section C of the Decree PER3 ZB 387, Secret Oovernment
Matter/39 (Decree of 1 Nay 1541)

Telegrams proceeding from Berlin via secret radio
channels vary fron the customary telegrsphic foru as follovs:

&, 7The eddress is omitted,

b. Number, date, reference, and signature are
secretly enciphered, :

¢. In the case of special press repoyrts all four-

page numbers are disguised {three-figure pege numbers,

as provided for the red, yellow, violet, etc. volumes, are
not disguised). (Only at posts which use the SPARFASSUNG
of the SONDERVERFAHREX: In using the lower half of & p&age
Berlin omits the open word "ZWEI")
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Conversion of the disgulsed pege numbers into the orig-
inal pago numbors: Look up the four figures of the dis-
guised page number in order im thes following conwersion
table and replace each of them by the figurse atanding to
its right in the table.

CONVERSION TABIE: O = 3, 1@ 7, 2=9, 3«0, 4 =6,
528, 6al, 7T=1, 825, 9a2.

Undor the four figures obtained from this conversion
write in order the first four figures of the five-figure
group folloving ilmnedistely upon the disguised page nuwber
in the telegram. Subtract these four figures according to
the method of SCHLUESSELSUBTRAKTION [i.e., without carrying
tens] from the four figures standing above them. The four-
figure number vhich results is the desired original pege
nunber. : :

Exsaple:

Beginning of a telegran which has arrived with
disguised page-number: "7189 13267 etc.”

7189 by means of the TAUSCHTAFEL { conversion table]
is converted into 1752. 1752 minus 1326 gives the original
page number, O436, :

This method of encipherment and decipherment is
needlessly conplicated, however, because the same process
can be performed in a single operstion by the use of &
conversion square, reconstructed in the ASA and called the
0ld Conversion Square. The cell 1s identified by rov and
column co-ordinates {the first and second digits, re-
spectively, of the dinome).

20
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014 Conversion 3guare
012 3 %5 6 7 8 9
0|32 109 87 6 5 4|0
1j7 6 5 4 3 210 9 81
2] 8 7T 6 5 & 3» 2 1 0]2
. 310 9 B 7 6 5 &% 3 2 1|3

416 5 & 3 2 1 0 9 8 T4
5/]8 7 6 5 % 3 2 1 0 9%
6/ 3 2 109 B8B.7 6 516
711 0 9 8 7 6 5 & 3 237
8{5 &# 3 2 1. 0 9 8 T 68
9]2 1 o 9 8 7T 6 5 & 3,9
01 2 3 4% 56 7T 8 9

Deciphered, the four-dilgit number 0836 is the original

page nusber, as 1llustrated. When all pad sheets of a
given message have been undisguised, thore should result

a 0lear series of pad-sheet mumders. This type of traffic
_has Special German Diplomatic letter-digit-letter call
signs, no stations of origin and destination indicated in
any other fashion, nd> externsl wessage number or date of
.encryptuent in clesr, but there is a group count at the end
of the message giving the mumder of groups to the last four-
figure indicator. A typical messsge is given in figure 8.

21
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STATION &4 13 ADGUST 1941

SGDN Call aign » AD =

CIFioe Doc (9680 KCS) SHERT ONE 831 H 20
QOI 2218 L/49

Lisbon

(NOTE: No station in
. clear

[C7aB) 98698 24517 87495 435% 34549 13756 95058 JUk36 OWT3h

4 lines (39 groups) omitted
2/49 '

.Firet aisgulsed indicator

(yields 4305)

[7194] 74203 18482 32272 65510 82912 L7592 86736 BH20 65497
4 lines (39 groups) caitted
N9

]‘5_6,3;3:,7 SU2T3 20498 TI99, 07508 C22A8 74849 k9262 07659

L lnea (39 groups) omitted
L/u9

[F525) 59949 50860 42736 L4618 35362 18572 68672 20759 72L3

L lines (39 groups) aultted
5/25

Secand dimguised indicator
(ylelds h306)'

Third disgulsed indicator
(ytelds 4307)

Fourth disguised indicator
(yields £308)

: Eﬁ»me 5,94l 66709 29719 34304 88608 02345 39076 95186

5,998 17718 86553 73628 2 86034 70113 8377 76039 06873
50768 92598 06217 71321

PAfth disguised indicator
(riedds 4309)

Group count to last
indicator

ru{u- 8. A CER message sent on the SODN with disguised serial indicator.



pocip: 4326479 P QP SE-CREF-CREAM

Concerning the second type of aonxl message, on
9 March 1943, Berlin sent a message (Multex Mo, 230) ‘to
. a}l) stations on the circular links giving the nev measures
for the disgulse of four-figure pad-sheet numbera, These
measures went into effect on 10 April 1943, A tranaserip-
tion of the parts of the message which have reference to
OEE fallows: :

From? Berlin {AUSWAERTIG)
To: Circular
Date: 9 March 1643
GEC
MULTEX #230
Classified Matter B,
In connection with Multex #209 of the &4th,

Jection B: Measures for disguising telegrams frcm
" other offfices forvarded vis special chanaels.

1. 1In order to preveant forelgn authorities from
.identifying the radio station vith the help aof telegrams
wvhich arrive in the normal, official manner and later must
be rorvarded to the (?department?) or to an office abroad
via special channels, the following is to be rigidly
observeds

2., Plain text or nonsecretly enciphered telegrams ar-
riving via normal official channels are to be secretly en-
¢iphered and disguis2d before being forvarded to another of-
fice via special chinnels,

3. Secretly enciphered telegrams arriving via normal,
offioclal channels or via specisl channels, before forwvarding
- " wvia specisal channels to another office, dare to be deciphered,
re-enciphered, (vith nev keys), and disguised.

1'l‘lfm: Special German Diplomatic Net (SGDN) wss a apecial
private network eatadblished by the Germans to carry their
diplomatic traffic exclusively; it had its ovn call esigns
and procedures. '

o =
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4, 1If the deciphering of such a telegram is not pos-
sible at the forvarding office because of the lack of the
required secret cipher material, the telegram 1is first to
be disguised in the normal manner so that 1t consists only
of five-diglit groups. . . .

Section C: Removal of the disguise in teleomrams

sent vis specisl channels.

1. Telegrams srriving from the forelign office.

Conversion Table: 1. Iline: 0 2 & 6 8
. 2. Iine: 9 3 7 1 5

The 5 numbers of the secand line are to be placed
directly under the 5 numbers of the first line.

1. Telegrams arriving from the Forelgn Office via
special channels have only . . . . changes in the otherwise
customary external form . . . .

2. Only these are ﬂot to de disguised.

A, In the cese of SONDERVERFAHREN (GEE). The four-

digit page numbers . . . . &re not disguised . . .

3. Undisguising of the psge nusber . . . .

A. The four-digits of the disguised pege number are
to be looked up in the above-mentioned conversion table
and are to be replaced by the numbers either above or bel'ov
then.

B. Each aof the first four digits of the first secret-
text group, vhich follovs immediately upon each of the page
numbera to be deciphered, 1s to be multiplied by 2. The
results of the multiplication--omitting possible tens places
vhich might come out (2x 0= 0, 2x3=6,2x 5= 0,

2 x 8«6, ote,)--are wvritten down as & four-digit group
and conversion table,

2%

FOPSECRET CREAM
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¢. 'The four-digit number &s given in B 1s to be
subtracted . . . ., from the four-digit nusber obtainsd in
A. The four-digit musber thus odbtained is the desired
ariginal page number,

D. Exsmple: Beginning of a telegram vith an enci-
phered page number: 7189 40856 and so on. 7189 is con-
verted to 4650. The firat four digits of 40856, after
being multiplied dy 2, result in 8050. 8060 is converted
to 5919. 4650 minus 5919 gives as s result the original
page number 9721. .

Again, the same example given in the message can be
performed by the four-figure indicator by means of & olpher
square, reconstructed in the ASA and called the New
Conversion Square, given below; the coll identifled by the
rov and colunn co-ordinates (the first and second digits,
respectively, of the digraph) gives the plain indicator.

1 2 34 56789 0
13 9 5 17 3 9 5 1 71
2|0 6 2 8 4 0 6 2 B 4|2 .
3|19 517 395 17 33
{a 0 6 2 8% 0 6 2 8|4
5/s 17395173 9|5
6/8 ¥ 0 6 2 84 06 2|6
71 7T 3 951739 5|71
8i2 8 4 0 6 2 8 8 0_6]8
9|7 3 9517295 1]9
0|]6.2 8 % 0 6 2 8 4 0|0

1 2 3 48 5 6 7T 8 9 0

25
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Thus, Enciphered indicator 7189

First group of cipher text 20856
Plain indicator 9741

This is the original page nuaber as in the illustrationm.
¥hen all. pad-sheet indicators of a given messsge have been
deciphered, there should result a clear series of pad-sheet
numbers. This type of traffic has exectly the same ex-
ternal characteristics as the traffic vith pad-sheet 1ndi-
cators disguised by the 0ld Conversion Square. See figure 8.

The third type came vwith only five-digit groups, 1its
pad sheets being disguised by chain addition; it bhad letter-
digit-letter disguised call signs, no externsl message
number, no date of encryptment, no youp count, and no
signature in clear.

The method of disguise is one based on the fifth OAT
of the message. This fifth group is in roality the first
group of cipher text, the first four groups belng part of
the disgulsed indicator. The chain sum is & number formed
by edding successively the digits of the indicator (the
firat to the second, the second to the third, and s0 on,
until the last vhich is added to the first) to produce a
five-digit number. In the decryptment, such a disguised
f1rfth group i{s subtiracted from the first group of the mes-
sage; the chain sum of the first group, from the second
group; the chain sum of the second group from the third,
and the chain sum of the third group from the fourth, The
result of these processes vill bes first & discriminant,
12345, vhich indicates that the traffic 1s GEE traffio;
secand 8 group composed of a sum check (the first digit)
of the pad-sheet number and the four digits of the pad-
sheet number; third, & repetition of the second group (sum
oheck and pad-sheet number); and fourth, & Schlusagruppe
(1iterally, closing group), composed of the day of the
month in the first two digits, a zero, and the group
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oount either to the next set of indicastors or tosthe end of
the message. An exawple follovs:

l 2 3 1 5

First five groups of message: 39667 87676 15770 66319//93493

Chain sum of the 5th group: 27322 (rirst

Plain discriminant . 12345 group of

Chain sum of the first. group: 25230 . cipher

Sun check and pad-sheet number: 62546 text)

Chain sum of the second group: 5}){3

Repetition of sum check and pad-sheet no. 062446

Chain sum of the third group: 62371

Date and group count: 08048

53rd, Skth, 55th, and 56th groups: 11608 93026 83223 //68115

Chain sum of the 56th group: 49261 (rirst

Sum check and next pad-sheet number 72847 groups

Chain sum of 53rd group: 27689 of cipher

Repetition of sum check and pad-sheet no. 72447 text of
' Chain sum of 5lth group: 89285 2nd pdd

Date and group count: ohO48 sheet)

Next, 48 groups folloving, beginmning to count with the 56th
group--vhich is real cipher text--there are similer indi-
cators. Qroups 104, 105, 106 are the extratextual groups,
and group 107 is the first group of cipher text of the next
pad sheet and is uscd to meke the first chain sum. The
discriminant 12345, does not appear in any of the asucceeding
sets of extratextusl groups for the other pad sheets in the
measage. Therefore, the number of extratextual groups

. involved in the disguise of the firet pad-sheet indicators

is five, and in the digits of all other pad sheets in the
message, four. The figure 9 gives &n exsmple of messages
of this type.

The method of disgulsing pad-sheet numbers by chain
addition went into effect on 10 April 1543, the same dats az the
introduction of the nev conversion measures for traffic
with four-figure pad-sheet indicators. The messages vere
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DFE DE 0G J6S
KA 442N 1/50
1l 7 2
8780, 74127
75669 55842
1235 2/9355

KA 2/50

20355 82384

28227 22859

las5Kes SAR3

3 L
34319
15064 .

2/9355

53 54
24,092
3/9356

62576
4/9357

QRN 27IN19LLZ USL/10099

5
o787y

(uh groups omitted)

5%
42786
25748

27048

105
58300
19053

L/9357

SGDN call signs = Ankars

Group 1 = discriminent

Groups 2,3 = padeshest number
preceded by sum chack

Group 4 = date and group count

Group 5 » first group cipher
text

1909

56

63259 89300
(42 groups omitted)

106 107
583L3 97507 89898

21305
2188

Seoond pad-sheet indicator

Third pad-shest indicstor

Pigure 9. A GEE message sent on the SGON with disguised {ndicstor and date
and group count preceding the text.
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set forth are given in the appendix to this section, Berlin
sent these messages to all stations on circulsr links. And,
firally, a fourth type of traffic with only five-digit
groups was used by stations of the Spectal German Diplomatic
Netvork in 1942 and 1943; it had disguised letter-digit-
letter o0all signs, no stations of origin or destination in
clear, no group count in clear, no message nuxdber or date
in clear, and no indtcators in clear. .

If the first five-digit group of such & message is
subtracted from the least five-digit group, diglit for digit,
the result is the so-called Schlussgruppe, containing in
1its first two Aigits the date of encryptment; in its third
digit, a zero; and in ita last two digits, the group count
to the position of the last pad-sheet indfcator. The pad-
sheet indicator for the first pad sheet is found by sub-
tracting the first digit of the second five-digit group in
the message successively from digits 2, 3, 4, and 5 of that
group. The second pad-sheet indicator results from the
ssme process performed on group 51. The pad sheets vhen
undisguised, should yield a clear series. The example
given in figure 10 has the original pad-sheet number written
above the group from vhich it results.

6. Beonomy measures (Sparfassung).--If & message to
be enciphered in GEE did not bappen to be an exact multiple
of 48 groups of code {the number of groups on the pad ‘
sheet), the sheet wvas not completely used. The German
Foreign Office felt it necessary to set up economy measures
for the purpose of masking use of all the groups of additive
left over on the sheets at the end or messages not exact
multiples of 48 groups.

The first of two attempts at using the left-over groups,
an attempt to make use of all groups of additive on each
sheot, proved unsuccessful after some tims because the com-
plexity of the measures confused the code clerks; the second
attempt, which proved successful, wvas designed to make use
of half sheets of additive.

® 3
FOP-SEEREF EREAM
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SGDN call »
bac m[ﬁ_’@ﬂsm 12740 XC3 at W42 13/3 hi
i s i
Z Pirst ped-sheet nuaber
69095 86718 34,067 73271 91953 L5077 426L6 72353
Disgwised first pad-
. _ 4 lines (40 groups) omitted eheet number
2/5Q '
27 Second pad-sheet number

89741 88619 3999 26356 CLBLE 70617 80632 T2 36302 .
3 1lines (30 groups) cmdtted

255 98102 21246 60305 87738 55618 56029 41500 66826

3/36

42565 27546 U274 16390 58993 01997 95168 OL459 32889 88759

07551 10046 58549 64025 52488 1220 93129 55500 87866 06143

B3935 694T9 38620 4900k 74681 00760 01685 74,302 05279 6554k

ﬁw—mm pad-sheet number

70583 L6549 10529 60312 3m9%@ Last group of meesage
ﬁ! First group of message
f Schlussgruppe

Figure 10. A GEE message sent on the SGON with disguised mdioltorc ﬁth
the disguised date and group count at the end.




poctn: 4326479 QP-SECRET-EREAM

The date for tlie institution of the first set of
Sparfassung measures is not certain. The first evidence
in the way of external information abou! these early
measures, hovever, came in & wmessage sént in OEC on 3 .
Fabruary 1540:

- From: Berlin (CIRCULAR)

To: Guatemala, Mexico

Date: 3 February 1940

GEC (EKeyword: ALTAAFEN)

Message Number: 30

An indicator of the group of the BANIBILAYT with vhich
you begin encipherment is necessary even vhen the teiegram
begins with the first group of a nev BLATT,

The measures vere used, appsrently, oanly for the South
Amorican, Central Ameriecan, and Mexican stations. The
indicator used for designating the group of the pad shaet
wvas a five-digit group. The first digit of the group
indicated vhich lins of the pad sheet to begin with, and
the second digit gave the number of the group in the lins.
The last three digits of the group were nulla selected

at random by the clerk. For example, if in the first tvo
uses of the pad sheet, only 33 groups of the sheet vere
used, the third use of the pad sheet wvould begin with group
number 34, The indicators for such & situation might be
3073 64972 DREI, meaning that the third use {DREI) of pad
sheet 3073 was begun vith the sixth line, fourth group (6
groups to & line).

Beginning 6 September 1941, hovever, nev economy
messures vere instituted. The detalls of these measures
came in a GEC message of the same date (presented in the
appendix of this section). According to this system, the
lover half of each incompletely used pad sheet was to be
used beginning vith line 5; the word "Zwel" was to serve
as a8 varning of this. The pad-sheet indicators for the
Sparfassung measures would be like the following: 3089
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Zvei 21105 i1.e., the second use:of the pad sheet 3089 began
vith the first group of the fifth lins of the pad sheet and
that the first group of cipher text produced by that enci-
pherment wvas 21105. The measures remained in effect until

15 January 1945.

7. Seocurity claulficatidns, priority designations,
ete.--The folloving types of external designations receive

attention because they figure in the externsl appearance

of OEE trarric: ({a) security classifications, (b) priority
designations, (c) addresses, (d) distribution directions,
(e) special discriminants, and (f) specilal volume and
special-use indicators.

8. Security.classifications.--On 22 February 1943,
we read in the backlog of GEC a message sent on 13 November
1940, containing security classification. The mossage
contained specific definitions of Verschluszsache A, B, and
C (classified matter A, B, and C}, categories of classified
material which correspond in wmany respects to our classifi-
cations Restricted, Confidentisl, and Secret. These clas-
sifications were enciphered in JEE messages and never
appeared in the clear. They frequently served as cribs and
80 deserve mention here. The message setting up these
classifications is reproduced in the appendix to this section.

Previous to 24 April 1941, the designations Vertraulich
(Confidential), Oeheim (Secret), Strenget Geheim (Most
Secret) and Geheime Reichssache (3ecret Government Matter)
had been authorized to be sent in the clear as classification
for material sent in either GEC or GEE. After 24 April 1931,
hovever, the designations Vertraulich .and Strengst Geheim
were discontinued, and the system of clegsification vas
simplified to one of designating materisl sent as sither
(Geheim or Qeheime Reichssache.

b. Priority des tions.--On 3 April 1940, the
designations Cito tUrgentE, Citissiwe (Very Urgent), and
Super Citissime lSupar Most Urgentj vere authorized to be

2
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sent in the ¢lear on messages to indicate the urgency with
vhich they should be decrypted and handled, Om 9 June 1941,
the designation Nachts was specified to be put in the clear
on telegrams which were so0 fmportant that they should be
decrypted imzediately uponr arrival, even though at night.

On 23 July 1940, the English designations Urgent, Very Urgent,
Most Urgent, Super Urgent, and Super Most Urgent wvere
authorized to be sent in clear only on traffic sent via the
Sonderveg (the secret government channel, i.e., not com-
mercial, but clandestine channels). later, the German
designations Dringend {Urgent), Sehr Dringend (Very Urgent),
Sehr Dr nd Machts (Very Urgent Kight), end Aeusserst
Pringend EExtremel,y Urgent) vere used for both regular
commercial transmissions and for transmisaions by the
clandestine link. On 28 August 1941, the designation Emil
vas to replace LCitissime on military situation telegrams,
and in very urgent cases both Fmil and Citissime wvere to be
used.

¢. Addresses.--Before December, 1939, messages
sent to naval attaches (Marineattaches) vere prefaced with
the address Marineattaches in the clear. On 12 Decembex
1939, however, it vas decreed that three successive iden-
tical digits in the third group of the message should
indicate that the message vas addressed to the nsval
attache. Traffic to Tangier for 1542 and 1643 had very
often the designation Qernava, an indication that the mes-
sage wvas to be turned over to the German naval attache.

The designations Milon, lucie, end Maria (to indicate
traffic for the militery attache, the air attachs, and the
naval attache respectively) to be sent in the clesr on
circular and broadcast traffic vere instituted on 3 December
1941, for the most stations and on 19 October 1942, for
Buenos Aires. Maris wns sctuslly never seen in the traffic
and Milon came later to be used on traffic sent as & matter
of course to both the military and air attaches. Lila wvas
the designation used for all traffic destinsd for Ribbentrop
personally. The distinction betveen traffic for the em-
bassies and traffic for the consulates lay in the desig-

nations, Piplogermas and Consugerma.

FOPSECRET EREAM
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Early in the use of the GEC syste= by the German
Foreign Office, a system of distribution directions vas
set up involving colors. The mzssages prefaced vith the
vord Geld (yellov), which served both as a kind of indicator
and an sddress, vere mossages onciphered Dy means of the so-
called A1l Schluessel (universal key) and vere to be copled
and deerypted &Y 811 stations holding the cryptographic
materials necessary. The designation Rot {red) was uscd on
messages for staticrs holding the Ring-Schluessel (circular
key). On Rot messages, vhen stations of origin and destin-
ation were not indicated in the ¢lear, & five-diglt dis-
eriminant (Kenpgruppe) vas used to distinguish among the
different circular keys. The deaignation Qrusn {green)
wvas used on messages for stations holding s particular
landes-3chluesasel {continental key). Agsin a five-digit
disoriminant vas used to distinguish among the different
landes-Schluesseln. The deaignation Blau (blue) was used
vith a five-digit discriminant on messages froa one par-
ticular station to another particular station holding the
same Einrel-Schluessel (single key). Very early in the use
of JEE the colors vere used for the samo purposes a&s in the
QEC system. And others such as Welsz (vaite), Schvars
(vlack), Violett (violet), lila (purple), and Broun {brown)
were used probadbly to indicate traffic for specific cor-
respondents. With the oircular designation Rot the fol-
loving address groups vere used for speciiic combinations
of stations 04320, 08822, 17111, 28200, 28858, 33735,
35599, %6344, 57513, 59999, 62400, and 82282. In addition
on 26 April 1945, the designation Silber vas used on mes-
sages transmitted directly to Bern after Berlin stopped

. functioning as & station. The messeges vere to bs for-

wvarded to the place vhere the Foreign Office had taken up
headquarters in 3tockholm,

d. Special discriminants.--All forms of GER were

considerdd the same system, and, therefore, there are no-
specilal systems. But there are somo kinds of traffic which
reaemble GEE but which cannot be proved to be GEE. One of
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the most important is traffic which bore the discriminants
Opers and Opera Friend. Some of the mess:ges with such
designations begin with GEE encipherment but obviously
contain portions vhich are not OEE traffic., Others camnot
even be determined to have any portion in the GEE system.

e. Special-volume or special-uge ipdicetors.--Very
1ittle is known ahout the indicetors which designsted
special volumea of pad sheets or special use of ths volumes.
The group lila already mentioned, vwas apparently an address
for Ribbentrop; it vas used in connection vith pad sheets
mentioned in GEC messages as "special” volumes made up
apecifically for Ritbeantrop, The indicators Selon end Aster
sesem to have been of the same sort. They wore used only in
connection vith certain pad-number series which stand out
distinctly from the regular pads. The indicator Adler vhich
appears primarily on traffic to stations in the Far East
may actuslly be an address of military and air attaches
vecause all traffic read up to the present with such an
tndicator has dealt with the military aituation and bore an
address of either a military or en air attache. The aeries
of pad sheets with Adler as an indicator are distinct from
the regular paed-sheet series and therefore should be can-
sidered as apecial volumes.

8. Traffic statistics.--Besides 811 these data about
the cryptography and externals of the messages, wo had an
enoramous volums of traffic to vork with. From 193% (vhen
more or less sericus interception of German cipher traffic
vas resumcd, as far as cen be determined from the traffic
on hand) until traffic ceased on about 15 April 1945, our
intercept stations picked up 156,065 GEE messsges involving
& total of 357,802 pad sheets. The stations vhich re-
ceived a volume of traffic exceeding 1,000 messages for
the vhole period vere the following, in order according
to the volume of traffic in terms of pad sheets:

25
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Station Messagen
Tokyo 20,071
Lisbon ) 25,113
Circulsar 4,843
Madrid 8,470
Tangier 6,568
Athens . 5,431
Buenos Alres 5,563
Ankara 4,193
Rio de Janeiro 5,262
Shanghal 4,620
Ssntiago 2,985
Sofia 2,243
Mexico City 1,994
Belgrade 1,760
Bucharest 1,544
New York . 1,536
Bern 1,016
Tarabys 1,048
Hsinking 1,220
Tirana 1,318
Fasano 1,236

Pad Sheets

5k , 756
54,476
21,716
19,613
14,073
11,325
11,333
9,798
9,400
8,434
6,199
5,012
%,605
4,031
3,915
3,224
2,T46 .
2,529
2,462
2,436
2,378
2,372

More detalled statistics are on file in WDGAS-95-E.
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Appendix to Section I

A. Messages concerning the use of GEFE
B. Messsage regulating the economy measures
C. A message setting up the security classifications

A. Messages concerning the use of GEE.

From: Berlin (AUSWAERTIG)
To: Circular (Tokyo, Shanghai, Peiping, Hsinking, Buenos
Aires, Bangkok)

4 March _252
GEC

MULTEX #209

, Classified Matter B,

" In connection with telegram of the ist, Multex 199,
Appendix to Deoree PERS Z B 99 Seoret Government Matter /43:

Instructions for Disguise Procedurs.
SECTIOR A:s

Dlsgulse Measures in the Tranamiasion of Telegramz via
SONDERWEG.

I.’ Qeneral,

1. A11 telegrams prepured at the foreign service

posts to be sent Dy unofficisl secret transmisasion service
( "SONDERWEG" ) may consist only of consecutive five-digit
cipher groups without any additfons whatsoever and must,
therefore, be stripped of all characteristics typical of the
German cipher telegrams (page number, keywords in the
GRUNDVERFAEREN, final groups, etc.); 1.e., they must be
"disgulsed.”
2. a. All telegrams dispatched via SONDERWEQ must
be completely encipherecd by the secret cipher process.

b. If, for aspecisl reasons, one and the same
telegram is sent both via the normal public telegraph or
radio channels and via the unofficial "SOKDERWEG," it is to
be differently enciphered for transmissiorn via each of the
tvo channels, t.e., in SONDERVERFAHREN, vith different pad
pages for each of the two channels, in GRUNKDVERFAHRER with

FOPSECHET-GREAM
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different HILFSZAHLEN and different ZAHLERWUERMER for each
or tvo channels. The telegram to be aispatched vis
RWEG 18 also to be disguised. R

¢. It is permissible to send one and the same
telsgram in clear or with nonsecret .encipherment via an
official intelligence channel and simulteneously vith secret
encipherment and disguise via SORDERWEG,

3. External form of the telegrams:

a. Omit address.

. b. Message numbers, references and signatures,
as well as special additions which are commonly givea in
clear (CITO, CITISSIME, etc.), are to be treated as message
text, t,e., are to be enciphered with the secret text. (The
indicator REMAX must not be enciphered along with the secret
text but should be put in clear in front of the completely
disguised telegram. Specisl instructions regerding the
treatment of this ipdicator have been issued to the radio
officials of the posts concerned.)

e¢. Indications of the number of parts and the
numbers of the separate parts of mesaagea consisting of several
parts are to be omitted,

In the GRUNDVERFAHRLN, fairly long telegrams
are to be divided into parts of vhich each (save the last)
must consist of exactly 48 secretly enciphered code groups.

&. The separate parts of & message conslsting
of several parts should, after disguising, be joined, together
without recognizable aeparation or paregraphing to form a
-single message.

e. The "final group” of & message, both in
SORDERVERFAHRREN and GRUNDVERFABREN, is to be formed from the
message date (in GRUNDVERFAEREN, the date of the dailly key
employed) and the group count. )

II. The Disguise. : .
1. Preparatory measures, .

Before the secret text groups of each telegram
or the first part of a telegram consisting of seversl parts,
put the followving in the order indicated and disgulse.

a. In the SONDBRVERFAHREN:

The indicator "12345" (12345) (as an indi-
cation of the use of the SONDERVERFAHRER), the page number,
the repetition of the page number, and the fipal group

@  (scm.usscrurrE).

TOPSECRET CREAM
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Before the secret text groups of each agd-
ditional part place the folloving and disguise: the page
number, the repetition of the page number and the final group.
At the end of the secret text of the telegram or a part there
should be no date of any sort. In the case of telegrams
enciphered by the use of seversl pad pages, the pages should

‘be completely used up. .

b. In the GRUNDVERFAHREN:

The indicator of the key book used, the
firast HILFSZAHL, the second HILFSZAHL, and the final group.

HILFSZAHLEN should not be converted into
four-letter code vords ('"key words")., At the end of the secret
text of a telegram or part there should be no date of any
sort. .

2. Disguise for SONDERVERFAHREN:

a. Form the "QUERRSUMME" of the four digits of
the. page number or the first HILFYZAHL by adding the first,
second, third, and fourthk digits vithout carrying (e.g., the
QUERSUMME of 4036 is 3). Place the number derived as QUERSUMME
in froht of these four digits so that a five-digit number 1s
produced. - -
Form the QUERSUMME of the four digits of the
repetition of the page number or the second HILFIZAHL and

'place the resulting nurher in front of these four digits.

b, From the five digits of the first secret
text group vhich immediately follows the "final group” of
the telegram or part, form the "KETTENZAHL" by adding the
following digits of the first secret text group vithout
carrying:

First and second digits, second and third
digfts, third and fourth digits, fourth and f£ifth digits,
fifth and first digits. Write down the result of each of
these five additions so that a nev five-digit number, the
“KETTENZAHL" is produced, (e.g., the XETTENZAML of 72601
is 98618). '

¢. Add the KETTENZAHL formed from the first
gecret text group to the indlcator by the method of
SCHLUESSELADDITION.

d. From the five-digit number thus cbtalined,
form the KLTTENZAHL end add this to the repetition of the
page number or the second HILFSZAHL--augmented by prefixing
the QUERSUMME--by the method of SCHLUESSELADDITION.

39
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e. From the five-diglt number thus obtained,
_ form the KRTTENAZAHL and add this to the fipal group
(SCHLUSSGRUPPX) by the method of SCHLUESSELADDITION.
' . Ekxample:

A telegram of 59 secret text groups which
vaa enciphered on the 23rd of the month in the GRUNDVERFAHREN
with the key book "171Z1" and by the use of the HILFSZAHLEN
7893 and %387 for the first part and the HILFSZAHLEN 1642 and
2461 for the second part.

: The firat secret text group of the first part,
"64379"; the first eecret text group of the second part,
"22061." ‘ : .

‘ Placing the QUERSUMME 7 before the first
HILFSZAHL gives 88793. Placing QUERSUMME 7 before the second
RYLFSZAHL 3987 gives T3987.

The XETTENZAHL of the first secret text group
of the first part, 64379, is O7065. Adding 07065 to the
indicator 13131 gives 10196. The KETTENZAHL of 10196 is 11057.
Adding 11057 to the first HILFSZAHL 77893--augmented by
prefixing the QUERSUMME--gives 88840. The EETTENZAHL of
88840 1s 66248. Adding 66248 to the second EILFSZAEL
73987--augmented by prefixing the QUERSUMME p gives 39125.

The EKETTENZAHL of 39125 is 20378. Adding 20378 to the final
group 23048 gives 43316. Thus the following groups should
be placed before the 48 secret text groups of the first :
part: 10196 88840 39125 43316,

Placing the QUERSUMME 3 betore the first
HILFSZAHL 1642 gives 31642, Placing the QULRSUMME 3 before
the second HILFSZAHL 2461 gives 32461, The EKETTENZANEL of
the first secret text group of the second part, 22061, s
42675, Adding 42673 to the first HILFSZAHL 31642--augmented
by prefixing the QULRSUMMr--gives T73215. The KETTENZAHL of
73215 is 05362, Adding 05362 to the second HILFSZAHL 32461--
augmented by prefixing the CULRSUMME--gives 37723.

The KETTENZAHL of 37723 is 04956. Adding
04956 to the final group 23011 gives 27967. Thus the fol-
lowving groups are to be placed defore the 1l secret text

" groups of the second part: 73215 37723 27967. (Continustion
follovs.}

Confirmation of receipt.
® SELGHOW
AUSWAERTIG
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From: Berlin (AUSWALRTIG) . . .
To: Circular ’

March %, 1943

GeC

Multex #211
Classified Matter B.

The supplement to decree PERS ZB 99 g,RS/43
"Instructions to the VERSCHLEIERUNOVERFAHRLN" which is still
on the vway; upon recelpt is to be inserted in Section A,
Part IX, number 2, betveen paragraphs D) and F): "E". From
the five-digit number thus obtained form the "KETTENZAHL"
and add this by the SCHLUESSELADDITION method either to the
repetition of the BILATT NUMMER --~SEITENZARL vhich 1a to be
enlarged by placing defore 1t the QUERSUMME, or to the
"second HILFSZAHL," At the end of Section B the following
is to be inserted at the end of the text of paragraph &:
"The ZIFFERTEXT thus formed (comsisting of the introductlon
converted into code book groups and of the flve digit groups
- of the disguised telegram to be forvarded which follov them)
are gecretly encoded further in the ususl manner by means of
the SONDER or the GRUNDVRRFAHREN, 1like a plain text converted
into code book groura. The completed secretly encoded tele-
gram must still be disguised in the ususl manner before belng
sent through the special channels."

Confirmation of receipt.
SELCHOW

From: Berlin (Ausvaertig)

To: Circular (Tokyo, Bengkok, Nanking)
13 March 1943 .. .- )

GEC ORFEFIIT

Multex #246

Classified matter B,
In connection vith telegram of the 19th,

. Multex #230.
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II. Telegrams srriving from otber foreign
diplomatic offices.

8. From the five digits of the fifth cipher
gfoup of the telegram arriving in disguise form the EKETTERZABL
(see Section A, II, 2b) and subtract this from the first
cipher group of the disguised telegram by the method of
SCHLUESSELSUBTRAKTION., The resulting five~digit number is
the "indicator.” '

(If the indicator 1s "12345," the telegram
is enciphered in the SONDERVERFAHRFN; if not, it is enciphered
in the GRUNDVERFAHREN) . :

b. From the five digits of the firat cipher
group of the disguised telegram form the XRTTENZAHL &nd sub-
tract this from the second cipher group of the telegram by
the method of SCHLUESSELSUBTRAXTION, The resulting five-
digit numdber 1is, after deletion of the first digit (QUERSUMME),
the page number or thc fivst HILFSZAHL.

¢. From the five digits of the second
cipher group of the disguised telegram form the KETTERRZAHL
and subtract this from the third cipher group of the telegram,
The resulting five-digit number 1s, after deletion of the
first digit (QUERSUMME), the "repetition” of the page number
or the second HILFSZAHL.

d. From the five diglits of the third cipher
group of the telegram form the KETTENZAHL and subtract from
the fourth cipher group of the telegram. The resulting five-
digit number 1s the fipnal group of the telegram. '

e, If the telegram arriving 1p disguise
consists of more than 52 cipher groups, proceed as above
described. The 439th, 50th, and 5lst message groups behind
the first disgulised "final group” (snd subsequently every
49th, 50th, and 51st group behind each additional disguilsed
final group) are to be treated as follows: _

From the 52nd group behind & disguised final
group form the XKETTENZAEL and subtract this from the 49th
group after the final group; this gives--after deletion of
the first digit (QUERSUMME)--the page number as the first
HILFSZAHL. From the 49th group bdehind the same disguised
final group form the KETTENZARL and subtract this from the
50th group after this final group; this gives--after deletion

T-o-P—S'E'e‘R'E"F‘e'R'W
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of the first digit (QUERSUMME)--the "repetition” of the pege
nuzber or the second HIIFSZABL., From the 50th group behind
the same final group form the KETTENZAHL and subtract it
from the 5lst group after this final group; this gives the
next final group.

r. Exaumple:
A telegram from wvhich the disguise is to be

removed: 10196 88840 39125 43316 64379 (followed by 47 secret
text groups) 73215 37723 27967 22061 (followed by 10 secret
text groups). :
The KETTESZAHL of the fifth group, 64379,

is 07065, 'The first group 10196 minus KETTENZAKL, 07065, gives
the indicator 13131 {since the indicator is not "12345,"
the GRUNDVERFAHREN is used). The KETTENZAHL of the first
group, 10196, is 11057. The second group, 88840, minus KETTENZAHL,
11057, mives T7893; after deletion of the firat digtit {QUERSUMME),
the first HILFSZAHL = 7893, The KETTERZAHL of the second group,
888840, 1s 66248. The third group 39125, minus KuTTLNZAHL,
66248, gives 73367; sfter deletlon of the first 4igit {QULRSUMME), .
the second HILFSZAHL = 3987. The KETTENZAHL of the third
group, 39125, is 20378. The fourth group, 43316, minus
KETTENZAHL, 20378, gives the final group 23048,

, The KLTTENZAKL of the 52nd group, 22061,
after the above final group ie 42673. The 49th group after
the final group (73215) minus the XETTENZAHL, 42673, gives
31642; after deletion of the first aigit (QUERSUMME), the
rirst AILFSZAHL « 1642,

b The XETTENZAHL of the #9th group after the
fine) group (73215) 1f 05362, The 50th group after the final
group (37723) minus the KETTENZAHL, 05362, gives 32461; after
deletion of the firat digit (QUERSUMME), the second
HILPSZAHL = 2K61. )

' The KETTENZAHL of the 50th group after the
ripal group (37723) 1s 04956. The 51st group after the finsl
group (27967) minus the KETTERZAHL, 04956, gives the final
group 23011,

. (knd of the Appendix to Pers Z B 99, Secret
Government Matter / 43.)
Confirmation requested.
AUSWAERTIG
SELCHOW
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B. A message regulating the economy moasures.

From: Berlin Intercept Station: 1
To: Tokyo Date Intercepted: 6 September 1941
6 September 1941 - Date Translated: 6 March 1943

GEC (Keyword: UFINALOT)
Mesgage No.: 3

Classified Matter C. For the purpose of stretching
supplies and better use of BANIBILAETTER, in the future.

1. Of BARDBLALTTER, less than 4 lines of wvhich vere
used in enciphering or Geclpheriig, the lower half (5th to
8th 1lines) is to be preserved. The latter is to marked with
the BLATTNUMMER of the whole BLATT, in addition to the appended
word "ZWEI" as well as "kneiphering” or "Deciphering,” cor-
responding to the originel utilizatlor >urpose.

These lowver helves of the BLATT are used agaln, alvays
beglinning with the first group, namely for enciphering the next
telegram or deciphering & correspondingly marked incoming
telegram, depending upon thelr original utilization-purpose.
The lower BLATT halves should not be used for postal traffic.

As an indicatlon for the decipherer that in the encipher-
pent of a telegram the firat group of the 5th line of a
BANDBLATT wvas used first, the encipherer should place at
the head the original number of the BANDBIATT with the clear
wvord "ZWEI" wvhich was written on the margin.

¥hen using the SONDERFUNEWEG apd VERSCHLEYXRUNGSVERFAHREN
[ Special Radic Channels and Disguise Neasures] the vord
"Zwei" 1s omitted. DBerlin will operate in the same manner,

' 2, DBANDBLAETTER of wvhich more than four lines vere used
in the encipherment or decipherment are not to be preserved
for further use,

. 3. Economy Messures go into effect immedistely after
sending confirmation of receipt of this decree.

Confirm receipt.

SELCHOW

. Ay
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C. A message setting up' the. seeurfty c?_laauiricationa.

From: Berlin Déte Intercepted: 18 November 1340
To: Ciycular Date Received: 19 Rovember 1540
13 November 1940 Date Translated: 22 Februsry 1943

GEC (Keyword: ASOTOGBA) Intercept Station: 1
Msg. No.: MULTEX 418

Classiflied matter sent by enciphered post or telegram
¥ill in the future receive the folloving headings:

1. For Secret Goverament Matter:

a. "VERSCHLUSZSACHE A." This designation signifies:
"For the Mission Chief or his representative in person.
Secret Government Matter, to be deciphered personally, Strictly
Becret--Ansver by courier or Seoret cipher," or

b. "VERSCELUSZSACHE B." This designation signifies
"Secret Government Matter. Strictly secret. To be deciphered
only by person authorized to decipher secret government
matter, To be bdrought to immediate attention of Mission
euthorities. Ansver by courier or secret cipher,"

2, For all other classified matter: "VERSCHLUSZSACHE C."
Secret. To be deciphered only by persons authorized to de-
cipher "VERSCHLUSZSACHE:" Ansver by courier or secret cipher."

Please appoint special officisls for decipherment.of
postal and telegraphic ciphers designated by 1 b or 2 and
take care that other officifals or employees have no access
to such messages. .

The code clerks are to be inatructed to convert the
short forms on messages intc the long forms above when
deciphering. Confirm receipt.

SELCHOW

~
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SkCTION II
karly Attempts at Solution

Paragraph

Sumnary of attempts at solutioh. c e s % e s s e v s e s 9
The "XYZ" index of 1940 compromlsed meterisl . . . . . . 10
Atteaopts to solve two-ceep overlaps. . . . + « + « « o« + 11

The 380,00C-card stendard IBM index of all svailable

BAAItIVE . . . . . . . die s s s s s s s e e e e e e s 12

9. Summary of attempts at solution.--In July 1940,
Dr. Emil Volff, ar employee of the I. G. Farbenindustrie
and a passenger on the Japanese stesmer Yasukuni Maru,
suspected of being an agent for the German Reich, was ap-
prehended by a speclel agent of the Federal .Bureau of
Investigation, Mr. Richard E. Smith, and Major L. D. Carter
of the United States Army. In Wolff's possession was a
trunk of secret documents including code and cipher mater-
fals, which the F. B. I, sesarched thoroughly and photo-
graphed. This material was forvarded immediately to the
3I3 (the ancestor of ASA} for study. It included some
3,600 sheets of one-time key.

A standard IBM index (the "XYZ") was made of the one-
time key material, snd it vas diagnosed as "random"; f.e.,
the number five-digit coincidences theoretically expected
at random occurred. At that time, the GRC system had not
been broken into, &and no information was avallable from
its messages concerning GEE. Therefore, research on the
system vas abendoned becsuse there aeemed to be sufficient
indication that it was a one-time pad system, and that
further research without more extensive information and no
other cryptanalytic aids would be a8 waste of time. Later
ve gradually learned more and more about the syatem but
sven vhen ve uncerstood 1its nature completely and the
cryptanslytic problem decame merely that of reconstructing

the keys, this task for a long time vas believed impossible.

46
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In September, 1543, shortly after the completion of
the derivation of additive in the second additive hcok used
in the double additive encipherment system, GEC, resesrch
began again on GkL. Tails time the point of view in the
research and the methods of attack wvere considerably altered
by the fact that much more had been learned about the system
from messages reed in GBC, G2, and GED and that more ex-
perience had led to a sounder interpretation of "random”
applied to text.

Research vas resumed in September 1943 and was carried
on from that time until January 194% by one person vorking
full time with the assistance of five people warking part
time. Then the staff was gradually increased to 'approx-
imately twenty full-time persons until the initial entry into
the system about the middle of November, 194y, when all
available personnel with machine-cipher experience and with
cryptanalytic experience on the GEC system were drafted to
carry forvard the solution and production of the G-} system.
At the peak of production, the GEE unit included 123 persons
vorking full time; emphasis was then put on the production
of Berlin-to-Tokyo and Tokyo-ts5-Berlin traffic in an effort
to produce all infermation of military operational sppli-
cation before the end of the Japanese War., Eventuelly mes-
sages on & number of c¢ircults vere read and theoretically
all the traffic became resadadble. Indeed, message texts
enciphersd with about 14,000 ons-time pad sheets were read.

The first atlempts at solution were made on the basis
of the compromised pads in Wolff's trunk. The second con-
siated in several attacks on two-deep overlaps after GiC
measages, read in 1944, had revealed situations under which
the Oerman Foreign Office approved the re-use of additive.
And the third wvas the complete IBM index study asde of all
available additive, including the previously studied 1940
compromised material. This index of 380,000 cards was
completed about the middle of Hovember 194%,

10. The "XYZ" index of 1940 compromised material.--The
first attack was made on the basis of the "XY2® index.
Although it could not be located for subsequent reasarch,
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and cannot nov be found, it was apparently a standard IBEM
index containing in a single listing every five-digit group
of additive on each of the sheets of additive compromised,
the total amounting to approximately 170,000 listings. Each
1l1stipg showed in numerical order the group to be indexed,
and a fev groups preceding and following. This apparently
was examined and evaluated with a viewv only to determining
vhether or not the number of five-digit ccincidences expected
at random actually occurred. Apparently also it was not
noticed that in certain blocks of the index the digits in
certain positions in the groups indexed produced crests in
the distribution far greater than those expected to result
from thoroughly mixed and evenly distributed text. As &
result, the phenomenon which later came to light and proved
to be the most important factor in the solution of the
system wvas not observed at the time of the XYZ index.

11, Attempts to solve two-deep overlaps.--When per-
sonnel vere made available for work on the GEE problem, 1t
vas necessary, rirst, to begin the enormous task of £iling
and logging the traffic so that research could progress
systematically. At the same time, all information con-
cerning GEE accumulated up to that time vas studied. In
the course of filing and logging traffic and of revieving
the cryptographic information available, three different
tvo-deep overlap situations vere discovered: (a) overlaps
in several dbeginning or ending groups between two slightly
different versions of a circular out of Berlin or a message
sent from one secondary station to Berlin and to another
secondary station; (b) overlaps made possible by & message
from Berlin on 29 September 1939 in the GEC system author-
izing Buenos Aires to use pad sheets for tvo messages for
& short period during which the nev pad sheets vhich they
needed would arrive from the Foreign Office and providing:
for a repagination of the sheets; (c) overlaps made pos-
sible by a message from Tarabya (Therapia) to Izmir on
30 July 1944 authorizing Izmir to use pad sheets for traffic
with Tarabya vhich had elready been used for other traffic
wvith Ankara. Actual overlaps were found in the first two
eases, but no traffic was discovered in the third case.
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a, Beginning and ending overlaps.--In the first
cagse, it vas observed from £iling and logging traffic that
in some situstions where messages vwere sent from one station
to more than one other station, there appeared several
groups of cipher text either at the beginning of the message
or at the end (or at both places) which differed in the
several versions of the messaege, vheresas, most of the text
of the message wvas identical in all versions. These sit-
uations were, of course, tantalizing, representing only
tvo-deep overlaps which could not have certaln, unique
solutions. But it seemed that attempts to solve these two-
deep’ overlaps would possibly yield beginning and ending
eribs. Two cases of the sort are shown below:

.- Indicators Group Count
/17 groups
BERLIN-ANKARA 04440 555 37713 1dent1calz 02397 AQOOIQ
T Apr. 1943
[No unique so- Additive = 04335
lution. Probabdble Code = 08062
solution: some Plain « AUSWAERTIC
number)
BERLIN-ISTAMBUL /17 groups
T Apr 1943 03440 555 986814 1dentical/ 04332 89491 ....
Plain = 0007
PURKT
ABSATZ

The difference between the first two textual groups
can be accounted for on the grounds that the Ankara and
Istanbul number series vere different. Moreover, all the
code equivalents of numbers in the German code book (the
Peutsches Satzbuih to underlie GLE) have the characteristic
that the units digit of the sum of the digits is the same,
0; and vhen the same number (additive) is added to two
numbers with such a property they still have the property,
though the sums differ. With the cipher groups exhibiting
the same sum (1), the assumption is moat reasonable.

TOPSECHKET GREAM-
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In the case of the other pelr of groups which overlap,
the results are somevhat more fruitful. The solution for
the on¢ which is followed by the group count "00019" is a
signature since the Germans put the signature meticulously
at the end of the message; and since the most common finel
signature on GLC messages out of Berlin was Ausvaertig
(Foreign Office), the exact signature vas assumed to be

. just that. And the best possible confirmation for the

validity of the assumption results from the other version:
the group vwith the highest frequency in all German traffic
using the CGerman Code Book is “00007" (PUNKT ABSATZ =
Period Paragraph}. But at best the recovery is not exten-
sive.

The asecond example 1s one involving more groups:
TOKYC-BERLIN 1 July 1943

Pad
Sheel
1856 01817 76923 73578 19771 78665 T LO318 2500 (Same)
/ Unsolved / 6 o6 oL
Additive « 61726 0 42000 25
Code = 12852 5 38665 %35:{ 00007
Meaning = BOTSCHAPT NANKING INFORMIERT LUPTPOST PUNKT ABSATZ
TOKYTO-FANKING
Pad
Sheet
1856 01152 7512 92764. 7T750 23383 Q08L 42364  (Same)
/ Unsolved / §3726 27190 -
idditive = 1726 671 42000 2
Code = '3‘11'3m 0 81383 %} %6
Meaning = MABE BIRLIN VSRSTAENDIGT PUNKT ABSATZ PUELLGRUPPE

The solution of the two-deep overlap given above ap-
pears most 1likely: {(a) GEC messages on lateral circuits
often began or ended with an explanation to the receiving
station that Berlin had been notified or informed of the )
information in the message; (b) in each of the two versions,
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the station receiving the other version appeared; (c) the
plain group 00007 usually appeared after the introduction
of a message and before the text began; when this plain
group 1s assumed for the top versiom, the code group for
FUELLGRUPPE (filler group) results in the other exactly at
the point vhere the identical text begins because of the
necessity for making identical text in order to obviate
an isolog where the text of the message 1s compromising.

b. The Buenos Aires overlaps.--In the second case,
the following message was sent in the GEC system from Berlin
to Buenos Aires on 29 September 1939, providing for the use
of the same pad sheets for two purposes for an undefined
period in the future. The message vas read in 1944 in the
backlog:

From: Berlin ci 881

To: Buenos Aires Translated:
Date: 29 September, 1539 26 April, 1944

System: GEC (Keyword- KEGAFUBA)
No message number T

In ansver to telegram of the 26th #479. In future use
pages of the ROT volumes for both following purposess

1. To make new encoding pages out of the page
series 11 (000-499) for immediate use:

a. Nev pumbers: Omit "ROT." Add "6000"
to each original page number of three digits.

b. New pages: Copy the printed five-digit
figure group from each orlginal page, beginning with
the 16th group, putting the g£irst 15 groups at the
end.

2, For the usual decoding of corresponding tele-

grams, therefore, save in order the original pages
for #1.
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‘The period of time during which pad sheets were to be
used for two purposes wes indicated by the following mes-
sage also read in the backlog:

From: Berlin

To: Buenos Alres

Date: 24 Kovember, 1939
System: OGEC (Xeyvord - LUGABORA)
No message number

In reply to telegram of the 23rd #765.
1. Thirty BAENDE are expected to arrive there the
middle of January.

Several of these Buenos Aires overlaps were found, but
they vere not solved with any degree of certainty beocause
the shift in starting point in the use of the additive,
although apparently an advantage in producing more text,
displaced the stereotyped beginning of one of the messages
80 that there was no reliable check on the solution; i.e.,
since one stereotyped beginning was displaced so that it
did not overlap vith another stereotyped beginning, the
type of text which did occur as overlapped with a stereo-
typed beginning was not so reliable a check &s another
stereotyped beginning would have been.

¢. The re-use by Izmir.--The third overlap sit-
uation was known as & result of another message read in
Q=C.

From: Therapia

To: Izmir
Date: 30 July 1544

Msg. Fo. 9 (NEBAAFON, Kenngruppe: 59971)
System: GEC (C. I. 966, translated 8/10/h%)

The cipher material in THERAPIA used for cipher
trarfic between the THERAPIA kmbassy and the consulate
there, has been destroyed. Please, therefore, use
there only the dblocks used last month for other traffic

" with ANKARA.
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Traffic betveen Tarabya and Izmir using blocks of additive
already used for other traffic with Ankars, hovever, was
not forthecoming.

Ko plain text of any value was recovered from the two-
deep overlaps, The value of the work done on them was two-
fold: (&) 1t confirmed the suspicion that Berlin's invari-
able systematization of procedure in commnications would
lead to stereotyped beginnings and endings of messages in
GEE conforming to a great extent with the atereotyped
beginnings and endings which we were thoroughly familiar
with in GEC; and (b) through the discovery of several gen-
uine overlap situations, it led to the suspiclion that the
German Foreign Office might as a general principle re-use
so-called ocne-time additive with repagination, thinking
that security wvould not be endangered thereby. The first of
these discoveries was of the utmost importance to the )
actual solution.

12. The 380,000-card standard IBM index of &8ll

available additive.--In the attack on GEE, it wvas assumed

that the only cryptanalytic method which might produce
results was that of studying all available key. In studying
the GEE additive two types of results wvere held possible;
(a) the discovery of further duplication of additive, or
re-use of the same additive, in which case the system would
cease, technically to be a one-time pad system; (b) the
discovery of patterns in the construction of the additive
vhich might reveal the nature of the method vwherebdy 1t

was generated., The second possibility was suggested by a

- consideration of the extensive use of the GEE system, by

the tremendous voluwne of traffic involved, and by a reali-
zation of the problems in the matter of gnperating random
material in an economic, efficient, systematic fashion. If
the system vas to be assumed to be a legitimate one-time
system, the only hope of solution lay in discovering the
Germans' veakness in being systemetically unsystematic., In
material vhich 1s made apparently unsystematic or "raendom"
in a systematic fashion, there is alvays a chance that the
material may reveal in itself the nsture of 1its generation.

TOPSECECRET CREAM
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Therefore, wvhen the index of avallable additive vas
made, 1t took the form wvhich vould best reveal elther re-use
of adc¢itive vith repagination and & shift of stsarting point
or patterns cf similarity in the material. That is, every
group of edditive avdilable to be indexed was listed to-
gether with twvo groupe preceding and five rfolloving. It
wve.s agsumed that since shifts in starting point in re-use
of the additive in the special cases of two-deep overlaps
were simply shifts to a differenit five-diglt group, future
shifts vhen additive vas re-used would leave five-digit
groups intact. The index, therefore, would reveal additive
identity, even though the starting point were shifted. It
was assuzed also that the afdditive would be read from the
rad sheets in ths samé normsl fashion as in the first use.
Then, in the case of patterns of similarity, 1t was assumed
that a standard IBM index would possibly revesl more obvious
pattorns 1f they existed and could be seen.

The additive availsble for study at the time the index
ves made up consisted of three different types. The first
type vas the compromised additive taken by the F. B. I.
from Wolff in 1940 (3,600 sheets or 172,800 groups). The
secoad type of additive was wvhat vas called hypothetical
sdditive. It vas noticed from a study of the logs of the
GEE traffic that on 15 January 1942 there began to appear
circulars, vhich vere a series of isologs between the GEC
system (which had been read almost completely) snd the GEE
system. The plain-ccde version of the GEC text of & ofr-
cular could sirply be subtracted from the cipher-text
version of the Gik circulsr and additive vas availadle for
study since the same code book wes known to be used for
both systems and since the plain texts were appsrently
identical. This series of isologs continued from 15 January
1942 until approximatecly the middle of November 1944. Some
207,000 groups of hypothetical additive were thus accumulated.
The third type of additive vas sclved vith a fair degree
of certainty on twvo-deep overlaps; about 200 groups of this
type of additive vere avaeilsble. We called this real ad-
ditive. Eventuslly, thersfore, the index as finished con-
tained approximately 380,000 groups.
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All this additive
set up thust

a b ¢ 4 e

B6061 5 25 91324 54340
A4356 4 19 33204 71016
A9913 5 25 18352 35072
AT667 8 43 TT949 53780

A4278 6 35 63670 90464

ABE95 B AT 52204 57355
9627 5 29 59032 30422
A3k24 8 48 37713 67827

B893T 4 16 61560 18406
B6323 5 25 34320 99263
A%190 4 2% 64205 63091

a. Version--Originally & designation usell io differentiate
adaitive derived for the same pad-sheet number used dy

vas throvn into one index vﬁich was

I g

02478 02383 10801 38244 74751 96922

02478 97048 16172 08582 34975 68458

02478 32473 58971 72212 92414 36097

02478 90660 38838 39969 37687 Ti443
4 (Total of groups 02378)

02479 32549 89911 60064 71737 86643

02480 77263
02480 92387 51010 41676 66075 21002
02480

-3

02481 31980 75885 19568 72658 84771

02481 58299 30923 38288 78938 73442

02481 66216 86240 86054 53308 30551
3

the Germans at different periods; it later lost sig-

nificance.
Pad sheet nunber.
Line number.
Group number.

. QGroups preceding.

R enov

Groupa folloving.

In this index the

Control group (sort column)

significant facts were observed

which led to the discovery of patterns in the additive and

eventually to such a complete understanding of the structure
of the additive that all pad sheets ever used can in theory
In the course of the research, the nature

be reconstructed.

and the easential functions of the machine which generated
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the additive verc also revealed. Then, some time in February,
1945, after the explanation of GLE had already got under

wvay, & paper. from British files shoved that the idea for

the mechine used to generate GEE additivc apparently origi-
nated vith a ‘company of British engineers in London from

whom the German Government had bought three such devices

in 1932 with no provision that its nature be kept secret,
Finslly the exact nature of the machine was proved from an
examinetion of files captured in Germany.
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SECTION III

The Solution of the Geaneration Schenme
in Compromised Haterial

) Paragraph
Jutroductory . . . .« o o . . D X
Rendom five-digit coincidence in the key index . . . . . . 1k
Ahnormal single-digit coincildences in the compromised

MAtETLAL .+ ¢ v« ¢ v . a e s 2 s e s i s s oa e owoe s s s 1B
Charts of missing and welghted digits. . - « « « « « « « » 16
The clustering diglts in the S400'8. « + « o « o o o o o« o )T
Mcthods of discovering the five pattern positions. . . . . 18

The 10-100-1,000-10,000-100,000 relationship

between sets of pattern positions. . . . . « « ¢ « = + o 19
Mcthods of determining order of digits in the 240

BEQUENCEB. « « « « o = o = « =« ¢ o s s o s e o 2 o s o 20
Acditive, ey, development number, and delta

TOlALIONBNIPE. +. < « « . ¢ 4 = s s o o 4 s o e e s e s o 21
Dctermining the neture of addisive gemerator . . . . « » . 22

. lemchinereconst*ucwd...............‘..23
The shuffling of pad sheets sfter generation . . « « +» + . 2%

13. Introductory.--With such extensive date at hand

concerning the cryptography of GEE, as are given in Section
I, the cryptenalytic problem was reduced to one of key -
reconstruction. Of the two routés to solution, the super-
irposition of mescages and the discovery of a system of
generation, the first had been found unrevarding, and the
second remained to be investigated fully. The initial fre-
qiency asbnormalities vhich mede the solution of the aystem
pcasible through the seconc method vere discovered in the
acditive capturcd from Dr. Emil Wolff in 1940. The com-
proaised material was marked 3SERIE 50 and involved pad sheets
nwibered from 5000 through 5899, 5900 through 6999, and 8000
through 9999. But the solution wvhich yielded the necessary
‘gequence to begin the reading of current traffic depended on

&7
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the hypothetical additive, recovered through cridbing. In
the following discussion of thls solution, an attempt has
been made to dlacuss the steps Zn chronological order, but
since many phases of the solution progressed simultaneously,
& strictly chronclogical order has not been possible, More-
over, this solution was characterized by a long and laboricus
series of observations which,only shortly before the final
tteps,; could be explained on the basis of any hypothesis, and
finally, the complete solution al the principles of generation
¢f the additivé (discussed in this section) was accomplished

" tefore productlon of readsble text from treffic.

14. Random five-digit coircidence in the key index.--In
the examination cf the complete additive index, it vas first
recepsary to deterriine wvhether there were any exact repeti-
tions of pages of £dditive anc vhether in the absence of such
repetitions the incex of coincidences of five-digit groups
vag what one would expect in absolutely random digit text.

In the firsi case, some repetitions were noticed, but
all of them could be accounted for s duplicate derivations
of additive from oribs. In the second case it was readlly
drcided thet, froa zthe point of viev of five-digit coineci-
d:nces, the index was no higher than that to be expected
I *om & chance disvribution of these groups. That is, since
t12 listing containzd something like 380,000 entries, and
since 10,000 five-digit numbars are possible, one would
e(pect at random an average of about 3.8 occurrences of each
pissible five-digit number., Fifty sheets of the index were
Puylled at random from the 00000-05999 volume gnd vere found
to contain 3,796 liatings involving 1,083 different numbers,
w.th an average cf 3.5 ocgurrences of sach number listed.

In addition, & trorough visual examination of the total
tidex fuilec. to rcveal any abnormal violations of the ex-
pzcted distribution given by PoZsson in his Exponential

B nomial limit. Therefore, for practical purposes the ad-
d.itve as listed in the complete additive index was consid-
ered from the polut of viev of five digit coincidence.

58
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15. Abnormal single-digit coincidences in the compro-~
mised material.--Lxamination of the complete additive index,
hovever, revealed several sheets on vhich the distribution
o7 the digits In some positions in these consecutive addi-
tive groups was quite obviously not random. Since the aver-
age number of listings per sheet of the additive index is '
sprroximately 76, and the number of positions in which an
additive group mey occur on & sheet of the pad is 48, one
wculd expect at random an averege of about 1,58 occurrences
of each of the 48 ped positicne on any sheet of the index.
‘But actually some positions appeared far more frequently
tien others. A typicel sheet i¢ shown in figure 11, A
frcqueney count of the numbers identifying these positiens
or. this sheet by group end line number shoved considerable
atnormality (circled). Below is the distribution:

Li.'\e No‘.‘ l 2 3
GroupNo. 1 2 3 L 5 6 7 8 91011 12 %1& 15 16 17 18
Praquancy 0 ¢ 2 0 20 1 1.2121 1@0 1 0
Line No. 4 5

Group Mo, 19 20 21 2223 24, 2526 27282930 31 32 33 34 35 36
Fraqueacy 1 1 3 0 o (® 020320 2 000 22
Li1e No. : ? 8

Group No. 37 38 39 40 A1 42 L3 AL 45 L6 LT L8

Prequeacy 2 0 2 1 3 1 1 03 210 .

Next, twvo llnes of sdditive from one of these families
revealed by the crests {e.g., line 1, group 6) vere examined.
At once a very high percentage of single-digit coincidcnce
- = arpeared; for example:

AE401 1 06 937> 52386 02289 47379 36735 21736 49757 28387
AfB42 1 06 BOT7O 60“19 02263 6777 66635 20782 TIT5T 28357

In such a situation one would e€xpect &t random an -average of
ccincidence of about 4 digits out of the 40. In this situa-
tion we have 23 digits hitting. This vas undenlably & non-

rendom situation, 4 .
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Line no. Growp no'.
pesso 11 T06! 53662 ores1
43399 L 19 52924 93302
A5569 8 46 5951 53930
P46 8 L7 98261 TS5
AC651 3 15 65078 50829
ABLOL 1 06 93773 52386
£9985- & 35 57575 L1064
ADZES 2710 00799 96412
A9812 4 2, 38085 41893
A53K5S 3 13 12872 90684
LA5026 1 06 665G7 10117
A6383 8 L3 T095L 72532
K7942 1 .03 12047 72590
a729% 7 39 57058 SLELO
ACD8S 1 05 69205 79858
A5182 3 15 26513 62086
ABBOL 7 40 22771 01086
B6433 7 41 36779°.6528L
A5452 6 .36 75156 38710 .
A2818 2 .09 85853 70070
- hBESL 6 31 87097 76585
AGOTS 1 05 9435k 01725
A9619 3.13 9083 99036
B7248 -2 12 12871 18366
AB3L5 5 29 60338 1096L
A8830 8 45 09257 95136
ASITL 3 15 79887 6286
42352 2 11 60297 22065
A9529 313 11871 653584
A5353 L 24 66111 0756k
AQ105 1 06 46969 8339C
B5957 1 06 O37TL5 50534
A3752 3 17 67453 36429
B6926 7 L1 98799 31703
A9165 1 03 67135 "33123
45983 & 2, 93282 45811
49088 7. 41 1824k 91452
A7940 3 13 16491 33837
A6883 B 45 09056 56833-
, Figure 11,

02247
02247
02247
L

02248

Q248

2
02249
02249
02249
02249
02249
02249
02249

7
02250
02250

2
02251
02251

2
02252
02252
02252
02252
02252

5
02253
02253

02253 .

02253
4
02254
02254
2
02255

09C15
81079
22386

23709
32738

41379
56343
85495
85038
72151
69743
20193

17495
00562

60942
61864

67079
5L0C,
76534
03208
L1860

®snvo

€115

2073
264,73

70325

69938
53289
:

02255 9111

02255

3
02256
02256
02256
| 07256
02256
02252

02257
02757
02257

3

8338

55360
94398
61644

25275

70972
56896
70175
75770
00320

60348
99113
1059%

41843
36735
70239
89910
6548l
86672

36623
20404

03947
52952

30369

00319
88475
93801
46038
67169

74803
68961
38220
59073

‘32040

54396
39731

L5562

68464

18685
41222

"68534

86612
92825
6882

T1597
26385
72346

70369 16297
51592 53773

26788 89803
276 LYT5T

59670 58047
48379 96134

33114 41210

90,00 60822
83955 71750
57633 42428

69573 68220
50988 92504

10678 34812

54,716 50914
94355 58030
18585 59235
69,08 95639
56763 . 91507

72902 35552
90716 5359
815 59523
54640 51370

62560

‘47788 30377

76297 51951
TI483 50827
63186 “ALUBL

70792 195
86413

T0L60™ 77589
61752 27417

99343 4697h

25330 25250
72570

07530
00107

41429

28387
1,0805
09657
65070
82171
58149
75115

37417
70,28

29963

28583
99564
15672
02909

81509

24126
87331
03646
05091

98689

60506
67131
66080

28345
32725
osuw?
59904
LyT06

89080

33730
28516

A sheet from the index (continued on the next page).
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. LiLe N0, Group no.
5103 T Bl 18083 41861 02258 15697 68214 29872 67485 Li4Sh

A5235 6 31 27817 71254 02258 85775 86232 3048L 37618 79900
A6211 8 L5 L7769 LOOLS 02258 71803 45087 175567
ATO9L 5 28 35612 16310 0225‘8: 71950 91670 L7777 29158 B7650
£8689 7 37 20705 25893 (2259 51489 08345 94350 19351 44135.
B66Y9 3 1. 602BS 50963 02259 45819 92966 9I948 LLLL9 59783
AGGl6 1 06 72565 83375 02259 75365 68785 71796 L4945 28355
A3589 4 20 06665 53784 02259 11344 98655 63385 9LOLS 678LL
ALLZ6 5 28 60462 22060 02259 56745 91178 98677 24050 22677
a6287 3 13 96334 90086 02252 72111 4796) 90706 53592 82331
AGLLL 7 .42 25006 BLL2S 02260 86166 48803 57423 97313 02030
K346 4 21 11463 91040 02260 6639) 60022 90515 43104 03281
A9)6L 5 29 52053 36812 02260 96387 50770
A69T 8 46 44327 85939 02250 220 9L165

L , A
AB5nz 2 05 55095 68LA40 02261 89946 93364 36056 82091 27153
BBO67 '3 15 30102 48083 02262 23274 80759 17509 88094 06779
ASBL2 1 06 BOTIO 60319 02263 67377 66635 20742 79757 28357
A113 1 06 16967 23385 02263 63395 3138, 78794 69745 2U,31
: : 2 ' ,
B6739 1 06 13777 52391 02264 57370 76835 24617 14056 28877
A7665 3 13 O7486 10114 02264 65533 64907 61258 92147 02932

2
A9659 3 15 26863 66028 02265 69619 20806 L7812 10870 22033
B5969 1 06 85763 17508 02265 L7490 39728 89322 39280 67871
A7579 T 37 44767 98908 02265 77707 95513 33150 463y 66580
AGBL3 2 Ll 15794 95889 02265 09641 29134 52898 96564 64981

4 , _
B694L5 5 28 19822 13329 02266 87929 9050, L2402 58248 67270
ABOLE8 4 21 52208 92231 02268 3934, 77521 99167 96316 05381
B5470 6 35 67110 4C652 02269 85551 98881 54330 92149 69495
A960L 3 15 33555 42216 02269 6933 54829 10537 W47 26244
BaL05 5 26 64700 8307 02269 79578 74826 1649L 38717 57322
AU326 2 (8 86351 44135 02269 CCLL 45260 53970 93621 T1TL2
A9335 L 20 4QuB9 96126 02269 1364 27521 86055 73316 £7385

’ 5 » . N

A1988 7 39 50616 25545 V2270 68307 52051 44871 62824 3178,
A9387 L 24 58983 03583 02270 59496 62894 93238 27180 83010
BA311 2 07 93015 06196 02270 66839 53378 59087 26236 63450
ABLLY 5 26 984,26 44004 02270 96032 7080L OS49L 40580 79122

&
Figure 11. A sheet frox the index {(continued from previous page).
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The two pad sheets involved in the two listings shown
above were then juxtaposed in entirety to determine whether
the high percentage of coincidence continued throughout the
48 groups. The two pad sheets are shown below overlapped
group for group:

Pad Line

Sheet No. 1 2 5 6
801 1  77104. 29141 99 j%_% 93773 52386 02249
882 1 72008 296%k0 80770 60319 02263

801 2 AT379 36735 21746 49757 28387 gOSLh :
agy2 2 6377 66635 20742 T9757 28357 90532 '
Q01 3 36509 13052 46531 T1887 21%2 17690
8ek2 3 06151 13018 86561 76885 51262 17647
8t01 4 41853 2735% BI608 23403 73563 31710
862 % 61813 27134 57608 76623 17963 31610
8501 5 45907 84281 40658 95289 84560 12357

_ 882 5 75907 54281 30061 65229 63565 50287
8401 6 6441z 68130 86822_ 51487 38017 TASL3
ggu2 6 o491 58133 55521 41116 78010 SADA3
8t01 7 2441z 27442 48886 01505 18479 24268
88i2. 7  Thker 2769% 11056 01000 11471 21568
801 8 46757 58306 53218 27715 22878 97651
8z B 4Gfre 50303 53628 93110 32888 71651

The high percentage of single-digit coincidence continued
throughout the 48 groups. In these two sheets there vere
hitas in 129 out of =he 240 positions; 53.75 percent of the
digits on these two pad sheets are identical. Hoping to
find & cyclic repetition of this phenomenon, we overlapped
ped sheets 8402 and 8843, but the high percentage of digit
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coincidences did not continue. We assumed, therefore, that
the pad sheets 8401 and 8842 were related causally but that
the relationship did not carry.on into the follewing pad
sheets, 8till, after further exanination we found more and
more liatings related in this fushion. We also noticed at
this péint that listings which showed abnormal percentage of
coincidence were listings of additive compromised f{rom Dr.
Woisf in 1940. We continued our sttempts to f£ind a pattern
wvhereby the positions shoved coincldence, but with no sucocess.
Bui, 7e did learn that the underlying cause of colncidences
affected only single digits and not vhole groups.

Next came a study of digits occurring in a single po~
sition throughout & volume of ped sheets; that is, the digits .
which occurred, for example, in the firast position of the
firat group of each pad sheet in & book of 100 sheets were
tetulated. Immediztely after the distribution of the digits
in tre first position throughout & volume of pad sheets, &
nev ‘nterpretatior of the abnormal amount of single-digit
coinrsidences was reached; certain digits in certain positions
vere missing and ccrtain digits occurred more frequently than
othera. The frequency distribution of the first digits in
the first groups in the volune of pad sheets marked SERIE 50,
SEIT: 5000-5099 (Serties 50, pages 5000-5099) was:

0 7 8 9

3 5

M +=
0o
N

WO wn
Hilt 8

5
¥
%

WO M o -
AT JHT W MW o

Since, in a distribution of 100 chosen at random, one would
expect an average of 10 tallies for each of the ten digits,
the likelihood that a digit would get no tally at all ie
extremely small. Trerefore, that 0 and 9 did not occur at

%

63

+FOPSEGCGRET-GREAM
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all was immediately interpreted as fairly reliable evidence
that O and 9 did not exist in the particulsr sequence from
which the first digit of the first group of this volume of
ped sheets had been generated. -

Then, of course, the second digit of .the flrst groups of
the same volume of ped sheets was tabuluted:

01l 2 3% 5 6 7 8 9
§E &5 EE %
£ 5 5= 5§z
§ = E kT
- § E.

S

in this tabulation different digits are missing from those.
missing in the distribution of the firat digit of group one,
tlus time 2, 3, anc 6.

Nor was the distribution of the remaining digits in the
4vo counts flat. In the distribution of the first digit the
nnmYyer of 1's and G's 18 high. In the second digit distri-
bution 4 is high. From these dats 1t appeared that the ele-
ments vhich generated the first digit and second digit con-
teined ten numbers, but that certain of the possible ten
digits vere not included and that certain others were doubled
cr even tripled in ccmpensetion. )

Thern, frequency <ounts vere made for each of the 240
diglt positions of “he 5000's volume. In all but tén of
these positions, digits vere mZssing, and others wvere cor-
respondingly increased in the frequency distributions. The
ten positions which éid not shov missing and exaggerated

ok
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digits secmed to contain all ten digits, and the distribution
vas flat; thus it appeared that the elements vhich generated
the sequence ‘n these positions involved the ten different
digits, .

We then decided that distributions should be made on
othier volwnes of capilured material. When the first digit of
the rirst group of the 5100's volume vas tabulated, different
digits vere misaing from those in the count of the first group
ir the 5000's volum2., The distributions of the firsat digit
of group cne of the two volumes for comparison vere:

£C00's Volume

[}
-
N

2 b
&

7

e
oW
[ ¢
o m o

N g N

RUTESILI R A - S
1
i

A
i

I

© 5100%'a Volume

W

i it o
Mt wn

{1 ?iig
AHT IHT HiY +
WY i T i oo
Nt Hit

i
e HY #Hr o

HU HE W v

1

when distributifons were made of the first digit of group
one for &1l of the rest of the volumes on hand it wvas found
that, in ell the volumes except the 5000's, 1 and B vere mis-
sing and 4 and & scemed to be the correspondingly more fre-
quent aigits. It vas assumed, thcrefore, that all of the
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volumes of the c&ptuied meterial except the 5000's vere
homogeneous: all were gene€rated with the same baslic set-up
of that which generated the additive. The 5000's vere as-

" sumed to have been generated on & different basis,

16. Clsrts of missing and veighted digits.-~In view of
the fect that distributions on the basis of 100 sheets would
reverl . the missing digits, but often would not show clearly
which digits received the ccunts which otherwise would have
Pallen to the missing 4digits, 1t was declded to make the 240
zabulations on {ouwr voiumes instead of one, Therefore, tabu-

‘lations were made on the 5100's, 5200's, and.S400's as well

as on the 5000's in order tv determine for all 2430 positions
which digits were wizsing and which digit could be proved to
have recelved the so-called compensatory weights.

Charts were made shoving the missing and weighted digits

for all of the 240 positions in the 5000's and.for the 240
positions of the 5100°'s. Examination of these charts re-
vealed that the sane 240 elements used in the 5000°s were
re-used for the volumes marked 5100 through 9999, but in a
complateliy different order. For example, in the 5000°'s
volume, group 23, position 4 hed 0, 1, 2, 3, and 4 missing,

8 doubled frequency weight for 7. This same distribution
appeared in the 5100's voluwme for group 48, position 1.

Five 1s the maximum number of digits missing in any
distribution, as will be s&en from the following summary of
the missing digits in both the 5000's and the 51C0°'s:

Number of Number of
digits missing - distributions

0 10

1 49

2 72

3 T4

4 29

5 6

66
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ﬂ"

‘five of esch_five-ciglt groupof the 48, digits seemed to s
" c¢luster in an ebnormal Tashion as the distribution was made, h

Such inforaation we added to our increasing atore of Curious, -
1f still inexplicable data. . . S -

- 17. The clustering digits in the 5400°s volume.--As
distributions vere velng made of the 240 positions in the .
5400ts volume, we noticed thai in one position out of the ST

Trus, in turning througn ‘the sheets of the volume, We no-
ticed, for example, that tie digit in the fifth position of
the first group would be.ay 8 for as many as six or eight
sheets running; then, the éigit vould change to a 2 end for
five or six sheets would_be a 2, ‘This phenomenon persisted .
throughout the 5&00'8 volume One. position out of each

group of five shcwed this definite clustering.

i g S

|
e

5 ks

b,

The IBM listing in rigure 12 shows the phenomenon -
clearly. This listing gives only the first line of each
ra¢ skheet of the 5400's in ‘the order in which the sheets
were bound. The positions in vhich the clustering was ob-
served are marked vith arrous. Following down the column -
of digits below the arrows, notisce how often a single aigit
ogours .consecutively. Notice elso that the length of the
repetition of any particnlar digit in each of the marked
positions is the seme at any glven point, i.e., the change"
from one digit to ancther occurs simultaneously in all the
markeé positions (barrins ‘garbles and the repetition of a
digit in the next set of repetiticns)

!

- _l_|3'_ Vo »-xl..t;'i‘

£

P
<

..
[

Notice nlso that the fifth position of tha first group,
the first position of the second group, and one ‘position out
of each group of five shoved this cluatering These po-
sitjons _were c¢allzd the pAutern VY positions after the po-
sitian in group one fn which clustering wad first observed.
In figure 13, these positions vnich show clustering in all
48 groups are shown extracted from sheets of the 5400's
volume and listed side oy side. -

A

A ‘I

i

f,
i
!

i

Ak

TN

67
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{
ASHO0 1 52824
AS%01 1 7T491%
AS402 1 #1074
AS8D3 1 02044
ASHDH 1 2992%
" ASLOS T 1. 58082
ASNOE 1 Tioz2
ABBOT 1 3261Z
ABLOB 1 48172
ABKCO 1 0S917C
ASLWIG 1 21488
ASL11 1 92220
AS412 1 54010
AS413 1 74935
AB414 1 36165
AS4%15 1 40885
AS416 1 22184
ASkI7T 1 93524
254168 1 58214
AEEIC 1 20035
AEk2e 1 - 93065
ABE2Y. 1 56975
ABhk22 1 41823
AS423 "1 62238
ASh26 1 54068
A5425 1 TT678
ABB26 1 30848
ASk27T 1 . 22085
AS5428 1 99685
AS429 1 57823
ASL30 1 40915
ABH31 1 T0%65
AS432 1 44685
AB433 1 07085
AS434 1 22935
ASH35 1 62071
Figure 12
digitse.(

1

T38%0
75579
77991
77084
74121
90978

99081

91104
98332
16109

15679
47919

49071
© 41164

71321
79240

71679
23538
25911
26070

388381 .

83224

84649 -

86773
88360

66634

60719
67343
64870
29870

21569

28901
23034
56604

¥
8L417
37537
95197
84257
72217

T 76754

oL41y

. 32114

73294

- 73321
10331
19214 .

99201
89111

38731
73317
99437
59577
03207
39117

79737
57246
20116,
34796
99275
89345
38415
41595
54105
39239
78379

oldLg -

85519
84766
TT436
96376
84216
57302

.Y
19917
32312
11714
62615

70711
16819

61514
76015
95812

- 76302

95804
03907

49709

60967
79763
92369
90614
09517

16319
35960

13761

66363
02884
00985

43589
86084
218387
42097

80899 .

29697
12797

16567 -

31062
16864
65965
81300

I
73075
87097
61021
50070
95045
20491

834 84

52475

38446
58595
34526

. 13578

22540
93284

72275

81296
90086
75078
82090

32307
77331

21354

58926
92978

77940
28929
88971
38270
98299
72281

85255
25375
82397
58321
32374
81869

b
51927
01553
91768
k1324
71250
44388

oughy
94520
84789
47789
77369
h7927

47556
46300
16279
46189
71349

21979

41587
72908
32004
82750
88669
78427

58056
08763
98357
75726
45683
45967

15553
02053

92758
%2664
72950
73703

. The 1isting of keys showing the repeated
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A5436 1 54831
AB43T 1 52601
A5438 1 39978
A5439 1 01088’
AS440 1 99175
AShR1 1 46220
A2 1 08B03C
ABRL3 1 23600
ABULY 1 33970
A548%5 1 146180
ABk6 1 68820
ASH4T 1 51210
A58 1 73020
ASB4Y9 1 03811
ASN50 1 20271
ABAS1T 1 93041
ASk52 T 1 53625
AS453 1 79815
ASKBE 1 31925
A3455 1 31808
A3466 1 %3218
ASMST 1 68028
A5458 1 56020
A5459 1 78610
£BMG0 -1 33620
A5461 1 94032
£HU62 1 57182
ASL6% 1 4288z
ASR6h 1 Oou22z
AS5455 - 1 82825
ASES6 1 T4915
ASEBT 1 31075
AS468 1 02045
ASk69 1 29925
ASLTO 1 97115
ASh7l 1 5808
Figure 12,

50729
59717
81868
€8503
66019
17267

17608
15731
16093
10187
19328
15243

176TT
55307
57232
57613
63747
64372

66863
79373
71290
78686
13643
15772
16261
ST549
RTT
90292
99683
33310

34878

36561 -

30900
39039
31113
78542

30212
31761
™25
96205
79379
49491

58351
21261

22121

33201
69311
09431

88571
49311
69201
28151
48149
61719

24429
08737
31497
64357
48311
61531
25191
32166
93724
8947k
TIZ4Y
21146
74716
07426
86306
74216
02316
T7407

digits (continued on next page).

26801

89982
11089
36887
70741
01702

41805
82501
61307
72803
90509
09307

46303
96383
05780
40881

83692

26790

11397
06712
42015
81812
43604
86705

21301
13917
92312
01815
46912

23673

16779
31374
16877
65572
73374
39810

50831
72919
82965
58987
g 225
81518

50500
53549
68534
54555
93566
72588

81550
57916
31968
70930
72219
27261

88235

22058

81060
68039
3510
27509

88541
77811
88426
65408
53440
72851

27895
88887
54871
33894
73825
74097

43607
49273
98783
88368
45189
7757

47806
T7043
97700
87379
77909
57547

oT776
49579
79707
49306
55973

05587
95743

11969
41557
71746
57956
07503
grioT
30384

44169

14629
44957

0473

40087
10743
40328
80984
TO0kO0
51603

The listing of keys shoving the repeated
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ASHT2 1 53034
ASMT3 1 43064
ASHTE 1 0897k
£51T75 1 39988
A5HT6 T 1 43128
- &WTT 1 63838
ASH78 1 59268
ASRTI 1 59045
A30 1 47905
A5331 1 00185
AS482. 1 23185.
AS433 1 91825
£E48E 1 556218
L58E5 1 20630
I5886 1 64000
25437 1 56080
45488 1. 43088
A54839 1 06988
454990 1. 20138
AS191 1 93868
“A5492 1 56p78
AB493 1 36160
A5494% 1 40880
£5495 1 6428¢C
t5h96 1 66038
5897 1 58668
£5098 1 43878
AS499 1 43122
Figure 12.

TOPSECGREFEREAM

72973
75090
77188
51098
58183
53320

54248
60582
62943
65070
20133
29310

3£278
47882
4523
41947

51962 .

58003

52132
55313
56277
1419

16382
1022)

83617
84772

83171

33171

06517
317
62327

62132
03272
39342
Tok12
62249
03119
89799
22276
43346

65416
34257
37367
»6L27
24122
L2372

53242

29112
39792

1 93161

59221

. 29301

18145
61715
24k 25
29416

digits (continued on next page).

70

12917
61317
72719
61009
72807
90907

09709
15641
63542
76040
73877
93973

06379

30741
19042
11001
66802

75900
93701
06303
71702
92300 _
00801

k0682
89585
22081
99514

82071

67054

51095
62864
58885
92856

77989
32231
TT25%
21295
34885
73856

22898
50275
95247
78211
82841
58814

32805
77836
21858
65525
58506
94538

72910
75909
52911
77816

01948
11074
41700
93180
83649
479

53087
55654
05950
95509
80600

70459

50009
76303
%6008
56154
13104
43650

73909

43757
97059
87159
T7657

48456
48003
18707
00449

The 1isting of keys showing the repeated
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Sheet Line No.

No.

5400
54,01
54C2
5.3
5L.ChL
5L(5
5.C6
10T
5LC€E
5LC¢
5i1C
5,11
5z

5413 -

IRV
£415
5510
“L17
£L18
5419
LL20
L2l
£L2z2
5L22
SLek
5L25
5426
5,27
£,28
5429
5430
s431
5432
ak33
L4304
535
5426
5657
5438
5L3S
54LLO

Group in
Line

PPosition
in Group

1 2 3 L 5 6 7. 8
123456 125456 123456 123456 123456 123456 123456 123456

515432 351423 235243 313545 241525 134234 525434 201423
477101 O0LBSO 211793 539247 578183 951509 614857 138666
477101 001890 211795 589247 578183 951509 614857 138666
477101 001890 211793 589247 578133 951509 614857 138666
477101 Q01890 211793 589247 578183 951509 614857 138666
L77101 O01B9C 211795 589247 578183 951509. 614857 138666
294 L 220493 765086 64,3031 893879 086851 339523 791421
29L Ly, 22CLS5 75036 643031 892879 ©86851 339523 T9L421
25414 230493 264086 643031 8938790986951 339523 791421
2941 230L93 264086 61,3031 893875 086851 339523 791421

| OQLOS7 9i4653 760039 137776 1344l 434030 136481 885522

477101 001890 211793 589247 578183 951509 614857 138666

011057 9LL6S53 760039 137776 134444 434030 136481 885522
01057 944653 70039 137776 13uLhh 434030 136481 885522

- 011067 944653 760039 137776 134444 434030 136481 885522

51,7626 0074L6T 32Wk03 425169 512560 900416 675118 358629
547626 00TLET 321403 425169 512560 90GL16 675118 358629
54,7626 O0TL6T 321403 425169 512560 900L16 675118 358629,

L7701 001890 211793 589247 578163 951509 614857 138666
477101 001890 211793 589247 576183 951509 614857 138666
526532 387425 60S8L8 825368 512540 612406 (56116 382215
526532 3@7425 B05808 825268 51254L0 612406 096116 382215

| 526632 287425 605808 825368 512540 612,06 096116 382215

885893 106527 158423 QLC599 583052 524543 216652 974881
885893 106527 158423 Q40599 583052 524543 216652 974881
385898 106527 158423 040599 583052 524542 216652 97,881
885858 106527 158423 QL0599 583052 524543 216652 97,881
885893 106527 158423 OL0599 583052 524543 216652 974881
569925 323241 396965 257380 999031 L8575 435363 Lu3955
563925 323241 396565 257380 995031 948575 435363 LL3955
569925 323241 396965 257380 959031 948575 435363 LL3955

..569925 323241 396965 257380 999031 948575 435363 LL3955

526632 3871,25 605808 825368 5125L0 612,06 096116 382215

. 526632 38742560588 825368 512540 612406 096116 382215

526632 387425 605808 825363 512540 612406 096116 382215
526632 387425 6056C8 825368 512540 612,06 096116 382215
152083 304638 34,2733 497427 134474 075060 224480 82,813
152083 304638 342733 497427 134474 073060 224480 824813
151899 146616 212421 351216 626792 71548L 558509 402332
885893 106527 158423 040599 583052 524543 216652 974881
885898 106527 158423 OLOS99 583052 524543 216652 97,881
569925 3232L1 396965 257380 999031 9LASTS 435363 443955

Pigurc 13, Digits in pattern V positions, and extract from figure

L (continued on next page).
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5#58
5459
5460
5461
5462
5463
5464
54,65
54,66
5,67
sLE8
54,69
5470
SL71
5472
5,73
S&% .

- 5LT5

SL76

5477

5.78

5L79

54,80

5431

5482

5483

5L8L, ,

54,85

Figure "13.

4 {continued).

011057 G44653 760039 137776 1344k L34L03C 136481 885522
OLYIC57 944653 760039 137776 13i44Li, 434030 136481 885522
011057 9uA4é53 760039 137776 134L4L 434,030 136481 885522
011057 944653 760039 137776 13L4LL 43L030 136481 185522
011057 9653 760C39 137776 13hh4L, 434030 136481 885522
011057 944653 760039 137776 1344LJ, 434030 136481 885522
011057 944653 760039 137776 13444L 434030 136481 885522

. 011057 944653 760039 137776 L34LLL 434030 136431 885522 -

151899 246616 212421 351216 626792 71548k 558509 102332
151897 146616 212421 351216 626792 T1548L 558509 102332

7151899 146616 212421 351216 626792 71548l 558509 402332

569925 323241 396965 257380 999031 948575 435363 443955
569925 323421 396965 257380 999031 G48575 435363 L43955
569925 ‘325421 396565 257380 999C3L 948575 435363 LL3955
877101 QLOL9T 212785 533248 853889 5518C1 114527 735566
- 877101 04C49C. 213735 583248 893889 551801 114527 735566

" 877101 040450 213729 583248 893889 551801 114527 735566
. 011057 944653 760C39 137776 L34Lik 434030 136481 885522

011057 944653 760039 137776 13LLhL 434030 136481 885522
011057 944653 760039 137776 134LLS 434030 136481 835522
236180 571806 984997 399352 578124 167529 297852 111104
29414l 230493 264087 643031 893879 086851 339523 796421
29L144 230693 264,087 64303) 893879 086851 339523 796421
294144 250493 264C86 643031 893879 086851 339523 796421
536780 542506 991660 356352 275227 $67124 997042 610004

. 526780 542506 981960 396352 275227 567124 997042 610004

536790 542506 98196C 396352 275227 567124 997042 610004
536780 54,2506 981960 396352 275227 56712h 997042 610004

53678C 52506 981960. 396352 275227 56712k 997042 6100CL "

536780 542505 981960 396352 275227 56712, 997042 610004
477101 001890 211793 "589247 578183 951509 614857 138666

. 477101 Q01890 211793 589247 578183 951505 614857 138666

477101 001890 211793 589247 578183 951509 614857 138666
477101 OC1850 211793 589247 578183 951509 614857 138666
852083 378338 343767 492425 381975 173660 224190 221113
852083 378338 343767 k92425 381975 17366C 224190 221113
852083 378338 3L3767 492425 381975 173660 224190 221113
852083 378338 343767 492425 381975 173660 224190 221113
569425 344241 395920 259386 466435 548979 935533 TLOOSS
(569425 3ul2hL)l 395920 259386 466435 548979 935533 740055
569425 344281 395920 259386 466435 548979 935533 7LO05S5

. 536780 542506 981960 396352 275227 567124 997042 61000k
- 536780, 5425Gh 981960 396352 275227 56Ti2L 997042 610004
536780 542506 981560 396352 275227 567124 997042 610004 -

L7426 Cu426T 329425 L29165 466i65 300919 775538 755829
Digits in pattern V positions, and extract from figure
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®
Digits in Pattern V Positions

(Sheet) Line No. 1 2 3 & 5 6 7 8 _
{¥o. ) Group in _ .

uine 123455 123456 123856 123456 123456 123456 123456 123456

Posltlon ’ :

. Group 515432 341413 235343 313545 241525 13423% 525434 241423
5486 OLTE2E OhL26S 320425 429165 466465 300919 775538 755829
5487 O47426 O4L26T 325425 429165 466465 300919 775538 755829 -
5488 852082 778338 3U3T6T 492425 381975 173660 228190 221113
5489 - 852082 378338 343767 492425 381975 173660 225190 221113
5490 852082 378338 345767 492425 381975 173660 224190 221113
5491 852082 378338 345767 492425 381975 173660 224190 221113
5492 - 852083 378338 343767 492425 381975 173660 224190 221113
5493 011057 944653 760039 137776 1344ak k33030 136481 885522
5494 . 011057 Q44653 760039 137776 134444 434030 136481 885522
5495 011057 944653 750039 137776 134444 434030 136481 885522
5495 © 885898 106527 158423 040599 583052 524543 216652 973881
5497 . 835808 106527 158423 040599 583052 524543 216652 974881
5498 88589 106527 158423 030599 583052 524543 216652 974881
5499 23618¢ 571805 084957 399355 578123 667529 297852 111104

. Figure 13. Digits in Pattern V Positions, and extract

from figure &,
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Figure 13 shows that each of the 48 elements which
generated the digits liated hsd the same cycle; that 1is,
vhen a "4" appears in the position of the first group which
ashows this clustering, it can.be taken for granted that in
most of the listings the clustering positions of the other
47 groups vill bave the digits 77101001890211793589247578
1829515090148571385€6. It seeomel clear that this similarity
in the 48 positions resulted from the fact that the elements
invelved all received the same motivation and thereby acted
1n parallaf fashion, but ve could still formulate no more
explicit theory to account for al) the phenomena thus far
abservad.

13. Methods of discovering the five pattern positions.--
It wvas imunediately assumed that if one-fifth of the posi~

ticns had the same cycle and acted in the same fashion so
thet the clustering phenomencn' could be observed dy eye,
there were four other sets of pattern positions which
vorld act in the samne fashion. The problem then presented
Jteelf of locating the four othexr sets of pattern position

In earlier exanination of the additive under study,
wve had noticed that, when thers occurred a four-digit
repetition between the additlve of tvo different pad-
sheets in the same group, the digit which did not repeat
wvas glmost alvays in the position five of the first group--
the Pattern V Position. That is, vhen the smme four digits
received in the first group of one pad-sheet and the
first group of another pad-sheet, they would be found in
positions 1, 2, 3, and 4; and position 5 (the Pattern
V Poaition which was the one observed to shov clustering)
did not repeat. It had also beea noticed that when auch
four-digit repetition occurred in the first four digits
of group one, and when the fifth digit did not repeat, the
same two iigits were 1nvolved in the fifth position.
Notice the example given belov of four-digit repetitions
between first groups of pad-sheets in the 5400's; and

Th
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notice also that the digits involved in the Pattern V
Foeition are 4 and 5: .

Pad-~ ' First

__ Sheet Group
5401 - A 74014
5466 74915
5402 s2074
5467 41075
5416 23184
5482 : 23185

At t.e ssnme time, it wes noticed that vhen three-
cigit repetitions occurred betveen two different pad-
sheeta, they occurred most frequently in digits 1, 2, and
4, Again, the Fattern V Position did not shov a repeti-
tion, and the digits involved in the third position vere
eimost elvays 0 and 9, thus:

Ped- First
Sheet ) : aroup
5405 58082
BAT1 . 58984
5485 ' 20930
5419 . 20035
S3IT : 56925
5350 ) : 56022

It wes apsumed that the third digit of the first group wvas
the recond most obvicus, or easily discoverable,position;
1t acted 1n relaticn to the remoining digite as 5 had

75
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acted in relation to 1, 2,.3, and &, And so one position
out of each of the remalning 47 groups ought to act in the
same fashion also. Further, since four-digit repetitions

' seemed almost alveys to occur in positions Y, 2, 3, and &

end’ in opnjunction with theé digits 4 and 5 in the Pattern
V Fosition, it was assumed that there was a causal rela-
tlonship between the digits 4 and 5 in posfition 5 and the
four-digit repetition. Similarly the 0 and 9 in position
3 seemed related to the three-digit repetitions. The
vhenomenon vas interpreted as the result of an inter-
ruption in the flov of the firat four digits caused by

‘the element which generated the fifth digit eny time the |

digits 4 or 5 appesred and of an interruption in the fliow
of the digits ir positions 1, 2, and 4 every time the ©
or O zppeared in position 3.

Thus far the investigatioﬁ kagd deen one of observa-
tion of many phenomens; some reletionships among them

- hacd beenr observed, but they had not been explained in any
.wholly satisfactory vay. But about this time we began

fornulating a hypothesis about the nature of the additive
generator. All the observed phenomena could be accounted
for on the grounds that the machine was mechanical, not
electrical (in its generation,that is though it mighc
wvell de elestrically driven) and that the "elements”
vhich produced the digite 1n the several positions wvere
actuslly revolving wheels with 10 digits in mixed ordez’
enbossed on their surfaces., The fouredigit repetitions
were lmmedlately interpreted as belng the results of

notches ¢ interrupter points on the Pattern V wheels. The

four positions which showed the repetition in the first

group, for example, were consiGered to depend on the fifth

position: the fifth position vas responsible forsinter-.
ruptions in the other four positions, and yet the cycle
of the fifth position wes apparen*ly not disturbed by the
first four {as in ordinery cyclometry, except that the .
wheels in this case vere not in conventlional order from

76
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left tc right or right-to. left erd that they bore mixed
sequences). Moreover the Pattern V digits throughout the
48 groupe were prcduced by 8 single action; they were
called the most obvicus positicns, or the first set of
positione "in dependence order® and vere also referred to
as “the fast-wheel positions” (meaning the positions the
eyocles of which were never interrupted, or the vheels
whizh turned one point on their rims with each movement
of %he additive generator.) Such prineiples are obvious
in %he light of the whole reconsiruction, but. at this
stage of the inveatigation their ° formetion represented
a great step forvard eveli thouzh they seemed to explain
less than what remained to be. explained. .

Though wve were still working in the dark, ve vere
ro longer groping, and this method of studying repeti-
tions led to the location of the five sets of pattern
positions. But we 2130 used a second method %o great
advantage wvith the help of IBM. We recalled that the fact
vhizsh drewv the first set of paitera positions to our atten-
tlon vas that digits clustered so obviously in those
posicions that the phenomenon could be noticed even by eye.
Therefore, we a3sumed that if the first set of pattern
positions were eliminated and if each of the remaining
positions of group one vere sprted one at & time, a
clustering of digits in one position in each of the re-
maining 47 groups wonld result’ vhen the next most obvious
pettern position (or the pattern position mext in de-
pendence order) of the first group were encountered.. This
rrocess wvas performed by IBiM, and when the sort on posi-
tion three of the first group was examined, it was clear
that a certaln amount of clustering wvas more obvioua in

one position of each of the remaining 47 groups (see figure

13.) All the pad-sheets listed have 8 6 in position thres
of the first group. The positions which shov the most
obvious clustering and which have the greatest limitation
in number cof different digits are marked wvith arrovs,

T
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Pad Group Group Group Group Group Group
Sheet 1 2 3 4 5 - 6

S51gh 2567~ =7339 3129~ 257-2 31-41 7-753
5133 3963- -7798 6116~ 818-0 84-69 9-483
5134 0962- -3308 6134~ 269~9 52-61 4-983
5137 6962- -8729 7829-  857-9 31-99  7-783
5346 6168- -0721 0827~ 858-7 38-89  7-646
5151 676k - -0601 Ob ki~ 818-2 80-19 7-373
5175 6762- -750% 5735-  817-0 88-99 7-783
5178 6764~ .  ~7733 9731~ 216-3 62-51 ' 7-377
£17¢ 9262- -3680 3456~ 819-5 63-09 ~  7-453
51E7 9484 - -0689 3721~ 818-1 60-39 7-603
E1C) 5966~ -638 T722- 667-2 57-49 4-253
£169 3266- -S677 8772- 835-7 T7-09 1-253
520 0 Th64- -0619 3711- . 858-1 30-39 4-603
5215 5268- -1630 3429- . 860-5 58-09 ha553
BR%H0 3561~ -4678 3779- 837-2 T2-39 1-703
5233 2367~ -6698 6447~ 823-2 81-49 8-753
5239 4762- -7643 6741~ 809-2 93-19 0-453
5247 5062~ 7624 5420- 827-0 58-99 5-703
53C4 326%- -C790 8110- 818-3 88-59 9-323
5307 0160~ -9703  2131- 819-1 62-49 4243
5335 4360~ -4783 - 3831- 865-1 53-49 4206
5342 0366- ~4707 L13e- 815.2 63-29 4-073
8347 2068- -€£732 £623- 820-5 52-79 8-156
5367 4666- -5387 4121- 223-3 57-11 8-573
5370 14360- -1383 2126~ 227-7 55+31  BeOk3
5315 3162- ~3793 2114 - 816-1 80-49 9-943
54205 7767- -6TT3 4159- 860-4 28-29  0-763
5428 9968- -0719 7837~ 808-9 98-99 4-683
5435 6267- -6604 5730- 813-0 . 81-69 7-703
5437 5360~ -977T7 3176~ 899-2 73-19 4-273
5443 2360-  -4731 2126~ 825-1 53-49 7-043
5452 5362- =3747 4814 836-2 72-19 5-973
549 7661« -5772 6153- 867-5 27-09 0-503
5497 5866~ 4772 6171- 895-5 75-09 %-003

Figure 14i. The sort used in determining
Pattern Position III,
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These positions were called Pattern III Positions after the

‘position in the first group vhich showed the next most

obvious clustering after Pattera V.

Thia method of dlscovering pattern positions would
work definitely only on the' first two most obvious sets
of positions. For. the thi¥d and fourth sets of posi-
tions, 1t was necessary to use the first method, the
study of tvo-digit and one-digit repstitions, and the
study. of the digits vhick occurred in the previous pat-

. tern posltions in ‘connection with the repetitions.

The third and fourth sets of pattern positions had
to be discovered & group at & time. For example, in the
case of group ome, only three positions were left to De.
identified after the Pattern V and the Pattern 1II position
wore eliminated. Tne remaining positions were 1, 2, and 4.
In tke work done in discovering the third set of pattern
positions, it was n=cessary to cbaerve the pumber of two-
digit hits in.positions.l and 2, and 1 and 4, and 2 and 3.
This stucy showed that the greatest number of two-diglt
hits occurred in pesitions 2 and 4 and that, at the sams
time, in position 1, the digits on the two pad-sheets
vhich showved the tVOndigit hit would be O and 6. In
this way, the position which belonged with the third set
of pattemn positions {Pattern Position I) could be dis-
covered for each of the 48 groups.

Similarly, one-digit hits showed position % of the
first group to be the position vhich belonged to the
fourth set -of pattern positions; and so on throughout the
48 groups, one position in each group could be discovered
by this method to be the position which belonged to the
fourth set of pattern positions. The last set of pattern
positions (Pattern Position II)} was naturally made up of
the 48 digit positions which remained unidentified.

79
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Now these patterns were believed to have arisen from
the action of a generating mechine and, since they could
be extracted in order, to have been generated in order
by a regular motion., This order vould have to be re-
covered in the reconstruction of the method of genera-
tion. The term dependence order was used to descride
tiwe order in vhich thsse patterns vere related.

The following is a list of the five sets of pattern
vositions showing which digit of each of the 48 groups
was involved ln each pettern position in t.ho material
compromised from Dr, Wolff in 1940: .

T . 2 1 =z I 3 t 5 1 6 1 7T

}
rou 31231:56é1'22-56=122a§§ 123456 ;123456 (123456 123456

8
123456

ﬂ:

.Stt V ' . ‘ . N

vosmm[ 525452| 341413 | 235343| 313545 281525 | 134234 525434
Patt. III;
Ponitions) 332155, 132135 [b44514| 131521 | 133111 553151 | w3322
Paht' I I . -
Positions Js3211 224551 1123121 ) 555412452233 342522 | 214141
Pats., IV

.Positf.onsI y24323] 53322 |512452] 224154 | 325342 | 225345 | 331215

Patt, IT | : N
Positionss 5] 252544 | 515244 351235) 442253 (514454 (811413 1152553

21}114 2>

B232u2

31515%
132535

554511

When our conventions vere finally established, hovever, we

" deeided to refer to the Pattern V Positions as the posi-

tions for fast vheels or for first wheels in dependence
order; to refer to Patield IXI positions as the positions

for second wheels in dependence order; Pattern I positions

agy third in dependence order; Pattern IV Positions as
fourth 'in dependence ordeér; and Pattern II Posa.t.tona as
fifth in dependence order.

&0
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Then these date were rearranged into what w&s called
the "dependence order"” for the 48 groups of the com
promised materjal (sec figure 15 in vhich each digit is

"identified by i1ts place in the depensence order). Botice

that in group one, the £ifth position 1s labeled first
in dependence order; the third position is second in.
dependence order; the first digit is third in dependence
order; the fourth digit 1s fourth; and the second dalgit

_ls f£ifth. The resultant 35242 .58 the dependence pattern.

ermulated
Abont this tlre ve/another hypnthesis about the

generating machine-<later proved correct--which explained
the - occurrence of these pattern positions: each group
wap generated by a sepsrate machire, and the whole
gensrator vas a comrplex of 48 small five-digit machines,
Hance the 48 fast vheels~-one for each group.

19. The 10-100-1,000-10,000-100,000 relationship
between séts of pattiern positions.=-After the five sets
of patzern positicna had been completely determinsd, it
va3 possibls to study the rel:itlonships among the Gif- -
ferent sets. From.e close study of figure 13 there can
be discovered twenty unique 48-digit numbers (i.e.,
sequences of 48 digits) generated by the fast wheels
{those belonging to Pattern Position V), ' It will be

- noticed also that these tventy numbers fall into two sets

of ten each and that the two aets are closely related to
each other. These ere listed in figure 16 and are ‘
labeled arbitrarily so that number 1 of the first set of
10 is relsted to nunber 1 of the secomd set of 10, etg,

~ Notice that the similarity tetween mumber 1 of the first

set and nuwiber ] of the second set continues throughout

‘the 48 digits, as cen be seen vhen the tvo related lines

are auperimposed.

81
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Figure 15. The complete dependence pattern based on the
dependence order of the vheels of the 48
groupe I1n the Wolff material.

Group No, ! 2 . 3 5 . 6 -
Position, 12595 12345 12385 - 19345 12345 @ 12345
Tize 1 . 35283 14235 © S2341° 23415 38152 31542
T 8 9 . 10 11 12
— Lire 2 C 23145 53214 12835 25413 14253 34152
‘ 33 ol 15 16 17 18
Line 3 . _3152% #3125 58321 . 35142 23514 34125
: 19 20 21 22 .23 24 !
Line 4 . 28153 14253 . 25143 45231 32513 2335k1
. 25 26 27 - 28 29 30 :
Lire 5 _ 21435 34213 . 1225% 23451 . 21345 24351 :
- 31 32 33 . 3% 35 36 i
Line & 25341  '5%132 53214 21343 53182 23514 :
- 37 38 39 50 41 52 1
Lane 7 53%21. 31425 45231 k215 42135 32514 !
43 4y 45 46 47 48 ;
o Line 8 . 41325 32415 | 15243 32815 51423 52134 ’

et e At i et b A e te o
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¥IRST SLT -

577101001860211793589247573183951509614 857138666
294144 230493264 03664 30318938790868513395237914 21
01105794465376003913777513'14144 340301364 81885522
Ol T4 26044 2673294 254 2916546 54 65300919775538755829
5266323874 2560580882536851 2590612406096116382215
8858981£65271584 2304 05995632052524 523216652974 881
56092532324 139696525 738059505194 85754 3536344 3955
85208337833834 37671924 25281975173660244190221113
151809146616212L21351216€ 267927154 84558509402332
53678054 2506981960396352275327567 124 997042610004

OO @~ G\ = Ul 0

SECOND BET

8TT71010430490213789583248893889551801114527735566
09'1 04424 835326905164 2032381975986650539193282321
811857926653753025131771€2674 31344 344 365014 73022
SRT62600TH6T321R03425169512560900416675118358629
4267323325256 018668263602 T524 T312104306046631415
0859981832272594 6204 7596599051724 5450163624 52281
. 5684253414 241355€ 202597864664 3554 E97993553374 0055
15208330463834 27334971 27234 4740750602244 80824 813
© 55189914651521642535021558 092415503758559946832
2361805718060 5973993555578123667529297852111104

SO EWN -

Figure 16. Th2 tvo sets of ten 4#8-digit sequences
generated by the fast vheels (based on
figures 12 and 13,)




DOCID: 4325626 FOPSEECRE '

’

477101001890211793589247578183951, %gggm _27138666
877101040£9021378958324 22882251 1114527735566

Notice also that number 2 pf tqe first set and number 2
of the secoid set, are different in the same positions
{with only twvo exceptions)l es number 1 of the first set
and pumber 1 of the seoomi.

| 2941%1+230493264 086643031893 72_86 _51)395_@512 321
094041 248393260061642032381975986650539195282321

This difference between the two lines superimposed in the

tvo examples above and indeed tetvean the tvo sets of ten,
was mccounted for ac having been caused by some sort of
ckange, e.g8., hand resetting of the wheels vwhioh printed

the digits in the fast-wheel positions, It vas auumed -
zhat vithin any given setting of the "fast wheels,” :
shere would be a liumitation of 10 and only 10 combinations
of digits which could be generated by virtue of the fact
that theze "fast wheeld,” esch with & cycle of 10, were
alvays turning one step for each movement cf the addi-

tive generating mschine and being in step, produced such

a cycle cf ter 48-digit numbers. .

In ordér to determine the relationship between the
fest wheels (or first vheels in dependence order) and
the second wheels in dependence .order, it was thought
logical to study thé pad-sheets vhich shoved the same one
of the ten unique numbers generated by the fast vheels -
and the digits which appeared on these pad-sheets in the
positions of the second wheels. - In other vords, it was
decided to chcose ped-sheets which had, for example, the
fast~vheel poaitions vielding the number beginnins 0131057

llater explained e&s erising from doubled digite within
the sequencs on the vheel.

84
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and to list the digits which appeared on these pa.d-aheets
in the positiona for second vneels. :

. Figure 1? shows the pad-ahest number, the digits in
fast-wheel positions for the first line of the pad-sheets,
and the 48 Adigits which appeared in second-vheel posi-
tions, An X marks the first occurrence of eack of the 48-
digit numdbers, Those not merked with en X ere exactly

_the same as one of those alreedy marked.  From figure 17,

it will be seen tbhat, if the pad-sheets which have cne

of ¢the ten numbers in fast-wheel positions are studied

vith a viev to. determining the reletionship which exists
hetwveen the fast-wheel positions and second-vheel positions,
ths relationship 1s agaia 1 to 10-~that 1s, on the pad- ‘
sheets which show the same number in fast-vheel positions,
ths second wheels will geaewate 10 {and only 10) dj.rferent

aumoers.

It was decided to study the second-vheel numbere .on
the sheets which showed the cther nine unique fast-
wheel numbers. &8 each unique fast-vheel number was
studied, 1t was seen that 10 unique nunbers resulted from
second-vheel positions. In figure 18 are shown all pad-
shsets which yioelded the line 011057 for fast-vheel posi-
tions and the numbers yielded by second vheels. (In

- figures 17ff., the 48-digit numbers generated by sets of

vheels in dependence order are reprosented by the six
digits of the first line--that is, ons digit from each of
the six groups of the first line, The other seven lines
are omitted for simpl:toity) .

Once again a set of 10 and only 10 numbers vas found.
Figure 19 shows how these 10 figures are in turn folloved
hy other sets of numbers, also limited to ten; 1t shows
fast-vheel numbers for the first line and the second-
vheel numbers for the first line, Again, those marked with
an X are the basic 10 and all otlmrs are repetitions. of
one of theae.

8
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. Pat. V Pattern IIT . S e .
Pad ° First Tine .Idne line line ' 1line 1ine Line - Line
Sheet Iine .. 1 - 3. N us: - ‘6 T 8 ___

——— _ 5409 011057 X

5810 011057 X
5411 011057 X
5512 011057 X

T 5k 011057

. Sh%2 011057

© 543 011057 'K

“Shk " 021057 X.

5443 011057
5h45 011057
5547 021057
5548 011057
— 5458 011057
. 5459 011057
546C 011057 X
. 5¥9x  CR1057
5494 012057
5405 011057
5310 011057 X
5320 011057 X
5328 011057
- 53%7 013057
5343 011057
5352 011057 X
5355 011057
. 5359 C11057
- 5360 011057

839969 842845 053740 148010, 148463 ‘811975 192344 637135
226087 550731 877232 312678 726615 866125 470802 402787
068406 657736 950658 720783 039814 235490 305216 784920

068406 657755 950654 720783 039814 235490 305216 ‘784920
671893 295084 516323 105309 447795 247703 302551 780062

834217 638629 626911 690884 920109 094561 297020 936541

113759 405232 7Ch329 343173 831527 308588 834183 535035
839969 &42B45 053740 148010 148463 811975 192344 637135

229087 560731 877232 412678 726615 866125 470802 402787

987153 834143 391164 594292 996302 160242 283183 509145 -

094114 306658 185458 080250 787286 759857 540974 090056
094114 306658 185458 080250 T87286 759859 S40ST4 090056

902640 TTI406 843876 333434 403921 752317 288480 161672
‘671893 295984 516323 105309 447795 24T703 302551 780062

056378 513584 497037 461939512838 503078 173093 692302
094114 306658 185458 080250 787286 759859 540974 090056
229087 560731 877232 412678 726615 866125 470802 402787

- 068406, 657736 950554 720733 03981” 235490 305216 784920

"Figure 17. The enalyais of the psttern III

48-d1git figures.

‘113759 205232 ?04329 3“3173 831527 308588 834183 535035 '
639965 Tu2845 053740 148010 148463 811975 192344 637135
226087 560731 877232 412678 726615 866125 470802 770178
068406 657736 950654 720783 039814 255490 305216 784920
. 229087 S6DT31 877232 412678 726615 866125 192482 632322
068405 €5TT36 950654 720783 039814 235490 305216 787920
671893 295984 516323 105309 47795 247703 302551 782062
go2640 TT1405 843876 333434403921 452317 288480 161672,
115759 405232 TO4329 343173 831527 308588 834183 535035 .
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Pattern V . Pattern V : .
_ _ Pad irst Pattern III Pad First Pattern II1I
Sheet Line . _First line . Sheet Line First Line
9339 011057 gobkc . 9859 011057 987153

9ik0 011057 = 113759 . 9881 011057 094114
9835 011057 229087

"9892 011057 08414

Vo
30

(I

- o34 011057 229087
9146 011057 06806 -

9I71 011057 = 068406 9907 011057 902640
9175 011057 671893 . . 9919 011057 1113759
_ 9182 011057 902640 . 9938 011057 834217
- 9193 011057 = 834217 _ 95%0 011057 056378
’ 9197 011057 . - 056378 ' 9946 011057 068406
9227 011057 Q02640 _ 9931 011057 834217.
9236 011057 229087 9953 011057 056378

9961 011057 671893

Figure 18.  The relationship of Pattern v nnmbera i
. " " to Pattern III numbers.
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Ped - First Pettern IIT . Pad First  Patteran III

viwet Line _First line ~.Sheet_idne _First line -
5121 Ol1057 X 834217 9242 011057 834216
5132 011057 834217 9246 011057 Q94114
5133 011057 X 671593 79247 011057 003114
5135 011057 834217 9252 011057 839969
5310 011057 X 987153 9255 011057 113759
5320 011057 X 094114 --9258 011057 671893
5328 011057 09114 9261 011057 687153
£337 Cl1057 X 902640 9285 1011057 056378
5343 011057 " 671893 . 9287 011057 902640
5352 031057 X 056378 ‘9296 011057 835217
5355 011057 = 09%11% _9302 011057 094114
5250 011057 X 229057 C 9306 011057 229087
5360 011057 X 068406 9313 011057 229087
5371 011057 987153 9326 011057 839969
5372 . 011057 056378 9328 011057 834217
5382 011057 002640 9330 011057 056378
EN09 G11057 X 113759 . .9337 011057 068406
5410 011057 X 839969 9340 ° 011057 113759
5411 _C11057 229087 9386 011057 671893
5412 011657 c68%06 g38¢ 011057 . 937153
5LL1 011057 229087 9396 011057 839969
542 011057 668406 9422 011057 839969
Si343 011057 €71693 o426 011057 113756
5444 011057 502640 9501 011057 902640
5445 011057 113759 9505 011057 229087
5L46 011057 839969 9559 011057 839969
5447 011057 = 229087 957k 011057 834217
5448 012057 068406 " 9576 011057 094114
5458 011057 058406 9580 011057 839969
5459 011057 671893 9586 011057 833217
5L60 031057 83h217 19605 011057 113759
2493 011057 113759 ° . 9611 011057 671893
5484 031057 839963 9614 011057 056378
5495 1011057 229087 9639 011057 671893
5973 011057 839969 9641 011057 987153
5974 011057 225087 | 9642 0©11057 113759
5975 011057 068406 9652 011057 .  0S411%
5976 1Uil057 671893 T 9659 011057 068406
6066 011057 056378 . 9689 011057 229087 .
6067 011057 054114 - 9692 011057 902640
6068 011057 902640 9693 011057 09%11%
6069 011057 113759 9698 011057 902640
6117 011057 = 833267 9713 011057 671893
6147 031057 9387153 9716 0©11057 094114
6182 011057 =~ 902640 9726 011057 671893
6183 011057 113759 9761 011057 229087
6184 011057 - 839569 9776 011057 056378
6251 011657 068406  97TTT 011057 . 09h11h
6267 011057 671893 grés 011057 = 229087
6303 011057 094114 9889 011057 - 113759
6323 011057 056378 9791 011057 068406
6491 011057 834217 . ~ 979% 011037 987153
9129 011057 094114 9811 011057 094114
0132 011057 987153 9828 011057 068406

..b Patterp III nmbers. s

'
e ae s ———— A TR ot A



DOCID: 4325626

™,

3

¥nigue ... .Unique Unigue Unigue
4 Fert Wheel - Secord Whesl Fast Wheel .. Second Wneel
. Numbers liumbers Nuembers -_Numbers
1 38N1k7 1 908640
2 265407 2 229087
3 078896 3 062406
B 4 529089 ; 4 112759
1) B0 5 - 631213 4) ouThe 5 833969
6 912750 6 09611k
7 133963 7. 9841E3
E— & 957373 . 8 057378
9 096118 9 678893
0 0oousH4Y o 831217
1 13396% 1 226087
2 825089 2 833969
3 531213 3 069406
& 3BU157 .4 678893
2} 20414y 5 257373 5) 526632 5 831217
6 260407 6 09611%
7 07889 7 SouB%0
8 096118 8 112759
‘¢ Doubhly 9 057378
0 912750 0 984153
1 113759 1 902640
2 839969 2 113759
3 229087 3 056378
- | -4 068406 - 4 987153
3) 011057 -5 671883 6) 885898 S5 094N
6 S02640 6 229087
7T 834217 T 839969
8 987153 8 o60ucs
g9 094114 S 671853
0 056378 0 &3a217
1~ 112759 1 113759
2 504640 2 902640
3 068406 3 ©56378°
\ y 833569 3 09414
T) 569925 5 229087 9) 151899 5 987153
- &6 831217 6 8317
7 096114 7 839969
" 8 057378 8 671893
9  98k153 g 229087
0 678893 0 068806
- 1 094114 1 833969
! 2 056378 2 S0%64h
3 987153 3 112750
L OGBHOG - % 069%0T
8) 852085 5 671893 0) 53678 5 678896
6 8327 6 95T
7 839969 7T 831213
8 226087 8 220089
. § 79578 8 835113
Figure 19, ;:rv,t_le‘:'_i_i(isc'dve '

‘9:;'(__31: ten gets of digits genereted

-,

e . ——— = b Eraet  TRB A M WP rtarbs v -
1 : '

o e ——— . 43 Tt ) A4 i e e i ——— s

C e e emmamems s 8e  met—tn foat b

e




DocID: 43256261 6 p G H-ERET-CREAM

From the 1ist of second-wheel pumbers all pad-sheets
were pulled which had the second-vheel number 094114, etc.,

" and the third-wheel numbers vere listed for study. Again

a 1l-t0-10 relationship was reveeled--that is, pad-sheets.
which had the fast-wheel number C11057 ard the second-
vheel number 094113 yielded in third-wheel positions 10
rubers and only 10. Figure 20 shows the third-whesl
numbers; again, the basic 10 are marked with an X and
those not marked are rapetitions., Since the amount of
‘captured material available for study wvas limited, it was
not possible to find all the unique sets of digits
genorated DY the fourth and fifth sets of patteran posli-
tions, but it was sssumed, since the fast wheels generated
10 aumbers and no more, since the second wheels in de-
pendence order generated 100 numcers, and since the

third wheels in dependenceé order gensrated 1,000, that the
fourth Set of wheels would generate 10,000 and the fifth
set of wheels would generate 100,000,

This l-to0-10 relationahip among the different sets of
patiern positions was assumed to arise from what came to
be callied a noteh position on all vheels in every group.
Beceuse of the way the additives were mixed, we concelved
of all the wheels of the machine advancing simultanecusly
except at the completion of the cycle of cne of the wheels
(of eech set of five), vhen that vheel would cause the
wheele dépendend on 1t _to stop. In the course of the
eycle of the fast wheel, for exsmple, one of the ten
points on 1ts rim would affect the cycles of the other
four wheels in its group of five by causing them to stop .
one movement and print the same digits twice (the opposite
of the true meter motion of & rumbering machine); in the
ceurse of tke cycle of the second wheel, there was one
point on 1ts rim which would in turn affect the cycles of
the other three vheels in dependence order by causing

" them %o step one movement in their cycles and to print

89
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Pattern I

Figure 20. The ten unique numbers in Pattern Position I.

011057

. " Pattern V
Pad First First First
Snest Idne. -Line Line
5320  -...011057 091113 X - 774280
5328 = 011057 - o941 X 57562y
5355 ° 011057 oghIIs X SLT7975
6067 011057 09411 | X 561181
6309 011057 09411% X 393169
9129 011057 osh11a X 582258
9246 011057 094114 X 233537
9247 011057 094114 . 575624
9302 011057 094114 . 482258
9576 011057 094114 X 914374
9652 012057 " 0%4114 X 002654
9693 011057 . 094114 393169
9716 011057 094114 002654
97T 011057 . 094114 SET975
9811 011057 . T094114 X 621097
9881 011057 094114 774280
9892 094114

461181
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the seme digits tvice., The same phepnomenon seemed to
exist in the case of the third and fourth vheels in de-
pendence order. The notch point of the third vheels
wvould cuase the fourth and fifth wheels in dependence
order to stop onge in their cycles and to print the
sams digits twice. The fourth wheel's notch affected
only the cycle of the fifth vheel in dependence order.

20.  Methods of determining order of digits in the

‘240 aeguencea.«»-ﬂov that our theories concern.tng the

essentials of the action of the mechanism generating the

“additive accounted fairly well for the observed phenomensg,

1% became necessary to determine the actusl order of the
digits embossed on the rims of the 230 wheels involved
in the edditive gererator, In this discussion it must

be understood that the derivation of the sequences is &
rvlative derivetion and that the direction in which the
digits actually appear on the wheels of the machine end
the actusl direction in which the machine turns the
vheels may never be known. Our only concern in the
derivation of sequences was consistency in derivation.

A3 long &8s all sequznces were derived and recorded on the
basis of the same conventions, the actual direoction of
the digits on the wheels of the machine was immaterial.
Msthod (a) makes uss of four-digit repetitions. If such
a repetition involves all the digits in & group save

that generated by the fast vheel, then we can say that
the repetition was caused by the notch action of the

fast vheel and 1s possible only on adjacent pad-sheets--
thode generated ons after or before the other. If such
shoets &re adjacent, then the digits of the columns were -
adjacent in the sequence of the wheels. Method {b) makes
use of the effect of the nateh action of 2 wheel on that -
next higher in dependence order. Since this action
through causing a repetition in the sequence displaces
the seguence one step on the rim of a wheel, where we can
f£ind evidence ¢f such notch action, we can chain the

91
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digits of the additive before and after the notch action.
to reconstruct the sequence. .This evidence appears
vhen we 11st for sach of the ten anumbers of a wheel the
ten numbera of .vheelo next higher in dependence order
(ses paragraph 19). Taird, method (c) mekes use of two
settings of the second wheels in dependence order.

These can be detected in the 1lines (or numbers.) If we
cen rearrange the lines of the fast wheels in the oprder
'in which they were produced; we can recover the sequences
on the wheels making up these lines. Finally, method (d)
zakes use of other phenomens erising from hand re-.
gsettings of the vheels. Since the displacement of a
vheed by resetiing is uniform throughout the sequence, we
carn again chein the digits to recover a sequence or one
of 1ts decimations. -Methed (a) ylelds sequences for
vherels second, third, fourthk, and fifth in dependence
order, other than those exhibiting the repetitions, Fast
vheels cannot be completely derived by this method of =
solution alone. Method (b) will yield only the sequences
displaced by the nctiibes on the vheels higher in de- .
pendensce ordsr. Theoretically the sequences for second
wheels in dependence order can be derived if enough
materigl is availeble so that all the ten numbera
generated by them can be obtained for study, dbut the
data are never extensive enough for such complete re-
covery. In this method, it will be cbserved that vhen
tvo faat-wheel notches turn up at the same time, no dis-
rlacement will be shown in second wheels jin dependence
order. Method {c) gives only fast-vheel sequences, and
only where there i3 evidence of resetting. By method -
(4], one can derive only the digits for sequences which
shov displacement through hand resetting; if for example,
a third vheel in dependence order is reset, wheels three,
four, and five can evéntually be derived, but vheels one
and two vill shov no displacement and therefore cannot
be derived, since they have neither been reset, nor are

g2 -
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thsy affected by the resetting of thg third vheel. More-

over, this method at best produced only one of four pos-
sible cdecimgtions of the rezl settings. As a result cf
these limitatlions, the four methods had to be used
aimultaneously.

F.gure 21 is & 1ist of pairs of pad-sheets vhich
heve been superimposed. Agugin, only the first line of
the pad-skeels have been shown since they illustrate the

- entire process. These pad-ghécts show 4-digit hits in

the first group at the notch position of the fast vheel.
The convention was established that the noteh aetion
oc3urs between the 4 and 5 on this fast wheel, so that
ths pad-sheet vhich shows the % is placed above and the
one vhich shows the 5, below. The 5 is cireled and

' arbitrarily c¢alled "the notch point"”. In the derivation

of the sequences, this convention dictates the direction
of the process.

The aaaunption in figure 21 1s that since the tvo
pad-sheets 5402 and S467 ghow She four-digit hit 4107
vi*h a % on one and & 5 on the other, the two pad-sheets

e generated by shrondglogically adjacent movements of
tba sdditive generator. It &an, therefore, be assumed
that the digit 7 of pad-sheet 5402 in the first digit

_of the second group {also on & fast vheel) 1s adjscent

ov. the rim of that wheel to the 3 below .in pad-sheet S467.

But since all fast vheels are in phass with one another,

tke fast wvheels of 811 the other groups will showv only
tvo d1gits which vere in phase vith the tvo digits of
the first-group fast wheel. Since the fast-wheel pairs
change {at peir io. 8}, we assumed that there had been &
hend resetting of the wheels at this point, and hence ve
derived two discrete pairs of dizits within the sequence
of the fast wheel of the second and following groups.
Since only two pairs of digits can be given for these

95




. GROUP NUMBER 12

1)
2)
3)
¥)
5)
6)

7}

8]

— 10}

. 11}’

3

52341

DEPENDESCE ORDER 35241 14235

PAD SHEET NUMBER

{5802 . .

‘ S BO7R 77991
{5867 o 10%5

(402 - 7aony 75579'

(5466 - - 139¥5. 34878
(5403 . 02044 .. T708%

(s468 = 2065 30900
(5404 29924 = 7Th121

. {5469 o _22@ 39039'

(5416 228 732l
(5k82. @ 30133 .

(sh17 93824 79240

(5483 T 9388 3970
{5418 ° .. 59214 - 71679
[ " 35278
{5178 . 6764 2778
{5151 6 340601 .
A §514_.7 | . 08y 26968,

2183 . 28085 h1592 -
(5245 - 03064 BT
(528 - = 0 T R9873

(5331 ., 06084 75787

— -

(5312 7 "7 gkodh) 34603

-l. * ~ : .
£ - ST
-"PO-P-S'E-G'R'E‘ILG'R‘MM‘

— — — — — =

06197
07326

C3e3T
76

BazsT -
56306

72217

; 03207

2.2?75

39117
. 3346
79737 .
_©§272 @828
s ol

, 81862

"61 |
1 ._2.'

69416

9T516 N
) 04147 B

' 63175'
52497
32526
2T |
98367
09116

' 11712;
. 3@14 '

‘39330
' 16779 @1825

62615

“16877

. .70711
65572

. 90614

75877
09517
93973

61021

81027

50014
7
950&5
33808

‘50086

91768
88867 " 10743

01553
- 40087

L1324

8098'&
713'59

W)

71250

Wes5 . 80600

75078

73855

‘*..212 82020

' 12375

55767

‘ &571_2-

4157k

62551
80219 -

gz,

812#1

,8'2 01"

el ...46
55029
52620

%1979
TOk59

Caser
B

650

rerso.

‘86154

héo

41056
90267
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12)
12)

1)

'16)

17)
18)

19)

21)

22}

31337

GROUP NUMBER 1 2 3

DEPENDENCE ORDER 25241  1u235 52341
PAD SHEET RUMBER _
{5202 31924 . 27871. O4716
(5200 31925 u0349 26467
{5313 % 75604 39167
(5385 2265 34290 49416
(536 3803% 73708 - 58157
(538 . | 38035) 37692 59406
(5288 39_0134 27699 34406
(5189~ 7 9075 ‘:—éﬁg 3%507
(5370 JB300% . 74383 21267
(5335 %5} WGB3 . 38316
{5166 59944 20838 _ 74216
(5296 o ' 48382 66247
{5176 © 51028 ,29511 02316
{5195 : 1025 43823  GAp17
(5299 - . 50804 29334 56236
(s169 =~ @ 4 87217
{5390 _ 5812y 78378  T3ATT
(5129 58125 372 62196
(5391 5381 - 71273 29437 -
(5111 53815) 353u1 33116
(5106 | 638%% T6820 3327
{5356 : @ _ 41236

2341

. 39974

13667

41717
Q177

- 81610

11875
82771
46361
2217
86571

.. 32671
16862 |

10773
35562

12779

26560

96819
79770

06017

99371

10317
25073

34152

- 75317

73225
57070

65858

60009
60800

=

55031
53849

52337
50245

97351
35217
57395
55261

24046
78895

28088
72836

98055
32811

1542

92958
16463

91027

10279

91406
10357

82743
46706

81040

L0206

52308

46653

N
1o

- 52283
46907

51709
40750

51509

40059

71177
70173
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GROUP NUMBER T 23 3 5 6
DEPENDENCE ORDER 35241 14235 52341 23815 34152  315h2
PAD SHEET FUMBER T S
(5389 63018 TG4 . 32337 73017 T80T5  T1I5T0
23 (5128 639Y%5 31020 3Wps6 6GOOT] 92858  70STA
o) (5198 73988 21811 . 24176 3037% 91327 02668
(5181 13989 45329 36397 15067 38285 46543
25) {5392 71838 73261 09547 0191% 82088 0449
(5362 I38B 337> 23756 92677 80836 #0309
26y (5127 9488k 70811 28107 13812 T7HO35 81657
© (5399 . 54883) 38320 31376 _ 2 98841 70783
27) (517 9308t 20033 29246 T26T2 52315 12669
' (5148 93086) 48981 - 33357 66864 50224 T6TLO0
28) (5286 . 9388% 20381 26216 1557F 52325 42363
{5256 93845 AA7B1  3T34T 22867 60281 | TE64T
Sequences derived from these data
Notc'h Point-+«~--0 ; l?ﬁp 1'{’:5@ 03! 0 r@' 0%, 1 0B
1 C? 11627 '677 ) %;5 ?:%g re's
2 5233 TH9m TB'T T . 997
3 S B8 M2y 66783 Shis . g%
3 £ 105 BIdE uske X =
5 . P09l §8ar 319™% 58,81 E“ o7
6 . B W79%69 896w 1267 BT 8 .?9
7 & Ro578 Tomd 25?-1 g" 57 &79
8 » 19872 318 31 1,0
9 ¥ sy la451 a3Tig 869 {4 Hb
Figure 21; Deriving the notch points and sequences.
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sequences they are marked incompletely derived in the
listing of the derived sequence in figure 21.. All that
cen be sald about the sequence for the fast wvheel of
the second group is that 7 is adjacent to 3 and that 2
is adjecent to %.

As for the derivation of the sequences of the other
wheels, & good, simple eximple of the principles lies in
the third digi% o¥ the second group in figure 21, Notice
that this digit is the second in dependence order in the
second group. From palrs of pad-sheets 1 and 9, 9 ocan
bs satd to be edjacent to 5. Then, looking down the
same column, ve can pake the following atatements:

From pairs 2, 10, and 18..,.............5 is adjacent to 8.
" ® 12, 17, 22, €08 26..ccceessess8 " " "3,
" " 16, 19, 808 28...c0000000000003 " "1,

and 7 1s the notch point for the sequence, since in ell

.three peirs used, there wvas & 3-digit hit in the posi-

tions which printed wheeies 3, 4, and 5 in dependence

order. (The hits which yield the notech position in
figure 21 hsve been underiined 1in both pad-sheets

and the digilt which is called the notch position 13
circled.) Continuing,

vrom pairs 8, 11, 8Rd 1%..ecnvsccncecsee? 1a adjacent to 6.
" 7. 13, &Dd 15‘...'..'...'.‘0.6 ." 2.

" " 6, 21, @nd 25.csceseevectacesd " " 3.
" " 5, 813 20i.iscracecavecsecansd " "1,
" " b, 8Nd 23.aeecrsscccescannsssd " 0.
And " 3, 808 2Teesirerrivonscceacesld " "9,

since 9 wes the digit we sdarted vith, the segueace has
been completely solved and reeds: 76231095853,

95
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Some sequences are incomplete because the dats are
not complete; some notch points are unknown because they
are on rifth wvheels 1n dependence. order, the notch points
of vhich could not be discovercd. In the actual
derivetion of sequences which have doubled diglts, 'dif-
ficulties arise at some points decause it cannot be
determined inmédistely vhich of the doubled digits
should be chosen. Method {a), then, sllows us to re-
canstruct sequensces through the assumption that the
repetition in the first group reveals chronologically

-adjacent aedditives,

. With mathod (v), second wheels in dependence order
vhich showv the effect of notech action by the fast vheels
can be solved. Figure 22 (used in both metbod (b) and
Method (c)) chows the two sets of fast-wheel numbers
generated by two different settings of the additive
gensrator and the tvo sets of ten second-vheel numbers
which vere discovered on the pad-sheets which showed
eech of the fast-vheel numbers. The ten nuubers _
generated by second vheele on the pad-sheets showing the

- same fast-vheel numver have deen arranged arbitrarily,

but each set of ten is in itself arranged consistently
vith every other set. (Reading down the like columns
reveals this consistency.)

Notice that the blocks of ten second-vheel numbers
have been arranged left to right on the basia of the
degree of columnar éifference shown from the first block
of ten. Those with most differences are. farthest from
the left (chosen arbitrerily). The columns whish show
differences are marksd. The columnar differencea vere

' apsumed to have occurred as a result of the action of a

noteh position on the faat vheel which controls the

% \
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" WHEEL

BLOCK NUMBER

FAST-WHEEL LINES

SECOND
WHEXL
LINES

BLOCK NUMBER ~

FAST-WHREL LINLS

S:xCOoMD -
WHEEL
LINES

BLOCK NUMBER
FAST-WHEEL LINES

SECOND

LIBES

2. 3 ¥ 5

877101

- 905758
984378
0935%0

. 115869 -

- 2214307

o1D3
06&13
052814
838589
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RLOCK KUMBER

FAST-WHEEL LINES O4T426

SECOND
WHEEL
LIKES

_Figure 22. Derivipg sequences from additives vhich show

6 7

& hand resetting.

SETTING II - Continued .

8
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' changed ¢olumn.? That is, the digite in column 4 for

instance, of dlock 2 raflect a displacement or movenment
of the wheels vhish produced the digits ip column 4 of -
block 1 and are, therefore, assumed to be adjacent to the

.Aigits on the same line of bleck i. Therafore, the sequencs

°If that 1s the case,. the vay ve formulated the
arrangement of the blecits of ten dy degree of columnar

‘difference was the following: essume that block 1 is the

point a% vhich no antch actions have affegted the second-
wheel numbers; let 1ine 1 of block 1 be represanted, there-
fure, by 3ix zeros, indicating that none of the 3ix second
wnaels have been affected by fast-whael notches; then
compare line 1 of block 1 with the line 1 of dlock 2, and,
3ince columnar changes are assumed to represent displscse-
zents of 1 step on. the rims of second wheels by fast-
wheel notches, put @ 1 in positicns where changes ocsur.
If, then, line 2 cf block 1 of setting I is compared with
line 1 of all the other nine tlocka, the following results:

SETTIRG I

Coup“ring ) vith 1 000000
1 -2 000100 .
! 1" '3 eo0100
" 1 " . % goo101
" 1" 5 100201
" 1" €6 100101
e 1 *7T 101101
" 1 " 5 101102
" i " 2 101101
" 1 " 0 1201202
If the same type of comparison is made in the case of line
1l's of the biocks 1in Setting 11, the rolloving countour

results:

98 - )
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for the second wheel in dependence order for group &4

can be derived by cheining adjacent digits. I the
fast-vheel notch hes causec the second-vheel sequence
to stop one in its oycle, then the changed column repre-
sents the digits anead in the sequence--that is, ve can
sey from lines 1 of block 1 and 2, that T 1s adecenz to
and belfore a8 6, snd 8o on. .

Kets 2 (oont'd, ).

SETTING II o
Comparing 1 with 1 000000
L T 2 ‘000000
" i 3 100000
" 1" 4 100001
n " 5 100001
" 1" é 100001
. 1 n 7 1 o 1 0 0 1
» 5 8 101001
i b R 9 101001
. 1" 10 101001

If, too, the line 2's of each block of ten for Setting I

are comph¥ed in the same fashion, the same countour as
showh abpve for Setting I reeults, and so oh through
comperisons of each of the 10 lines for the tem dlocks.
It will sleo De noticed thet the cclumns 2 and 6 of the
Setting I contour snd columns 2, 4, and 5 of the Setting
II contcur shous zeros throughout; hence the notech posi~
3ions on the fast vheels for . grsups 2 and 5 in the case
of Setting I and 2, 4, snd 5 fo» Setting 1T are set 8o
that they sot slmwltaneously. These contours, then,

arsg representations of the action of the notchﬁa of the

fast vheel, -

g9
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From line Berececscsascessevencansd 13 ad jacent to a
7.-..--uncnq-..cnbl..t.ol " "
" * 2-..--‘---.o-oosoo-.ooc'o} n . “. "
" " 5'."'h.......cl"...“.l "‘ " N " "
n ." 10-.---.--.-'.onaooo.i.ooog' " " " "
." " . 6..-‘.l..l.l."l.....‘t."e " " " "
" " 9.....--..-..u-“"'..l'lk - " " "
- " " 8'-‘.'B.‘.l;l‘.lﬂ..".lll.o n " "
- " u--a-.o-.--us--o‘qooo¢-¢o9- " « -“ "
. ' . ) .
- and 7 was the first digit of the sequeace. The sequence

as derived then readss 76 1312814 069, This method
- . of derivation, unfortunately, does not yield the motch
poaition of the sequence derived.

Method (c)} is the method whereby the sequence of ths
fast wvheoels can be derived from the ten pessible fast-
vheel lines by arranging the lines acoording to degree
of difference using deta from two different settings (or
numbers). First, from figure 22, vhich shows the sets of
ten second-wheel pumbers listed under each faste-wvheel

- line asscciated with them in the order of degree of dif-
Terence from the first block, ve can say that if the set
—_— of ten second-wheel numbers associated with the fast-

vheel line reading Q9L O4h is considered as & base for
comparison, then there are two second~-wheel sets which
shov the least amount of difference from the base~- .
these are those asssclated with fastewvheel lines 877101
and 236180. Then 1t can be said that the set for the
fast-wheel 1ine 426732 shows the next least amount of
difference frox the base and so on for the others so
that the order (with undeterminsble members) of the
fast-wheel lines for both settings is:

100
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SETTING I - SETTING II

No. of v ' No, of

- “columm . . column
o : - infig, -.. in'fig.
Order . - 2or Oxder - - 22
1 o94okLy " 1 1 (2981%4) 1
2 87701y 2 I . larTriolf 2

- {238180) 3 2 . 536780 3

3 hL26732 4 (526632]. &
n (569425 5 ) {569925; 5

© \54%7626 6 4{0474262 6
811857 7T > Yo11057p 7

5 ¢551899}§> 8 - 151899 8
Y0 85058 9 (885898 9
152083 10 {852083) 10

; The ex&t¢t positions of the fast-wheel lines are
entablished iIn onrnly three cases, and we have therefore
only three lines placed relative to one another without.
anbiguity. The location of the bracketed lines is une
cartain because of the fact that they came from sets of
second-vheel numbers which shoved the same degree of
difference from the base. The follcwing shows the three
certain lines pleced: T . '

SETTING T .. SETTINO 1I

0O 9 4 0 4 & “ = e @ o =
e = e e e 5.3 6 7T 80
4 2 6 7 3 2 - o = @« = =

() | 101
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Since in Setting I lines, through the principle of
degree of difference, the 2 in the first position must
precede the %, (the location of whick has been estab-
1ished e_zxa.ctly), and in Setting II lines, the 2 is
adjacent %o the 4 vith no intervening 8, as in Setting
1, ve can establish the exact position of the lines -
236180 and 877101 in Setting I thms:

. SETTING X
osu'ouu
877101
236180
I 2 6,7 32

- B - - ™ -

- e e s W e

- e e - - -

_Nov, since iR columa 2 of Setting I, the portion of

29
4
5

VR

1
L S ]

2

| t oy
IR T L T S T IS are

.SETTISG II

' DO &
V1LY OE

the sequence established is 9732, we can essume’ that the -
sequence will read the same in column 2 of Setting II.
I7 the complete liat of Setting II lines is consulted,

4t will be found that there is 2 unique 2 in the second

. column sequence. Therefore, the line which has the
urigque 2 in the second position cen be placed exectly.
We have, then, up to this point established the lines thus:

SETTING

PN RO
I DO

RO -2

11
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With fragments thus derived of 81l six seqﬁencea, the ten
lines can be placed exactly, ard &ll the raet~vhee1
sequences are eatabliahed.

Method (d) yieids only relstively correct sequences--
that 1s, the order of digits which results from the solu-
tion 13 only one of four possible decimations of the
a2tuzl sequence. This is true because of the fact that
solution comes about as & result of the assumption that,
ia the case of hand resettings of the sequence, the re-~
setting 1s not necessarily e displacemsnt of one step
on the rims of the vheels. The resetting may, actuslly,
be a displacement of the sequence by three or four steps;
yet, the assumption is that vhen a sequence has been
displaced, the original position and the resetting posi-
tlon yleld constant but relative positions of the digits
in the sequence. In:the two sets of 10 unigue numbers
generated by the fast wheels listed below, it will be
noticed that columns ] and 4 shov a change which can be
accounted for only as the result of a hand resetting. It
is from this resetiing thet the sequences reset can be
solved relatively:

SETTING I © SETTING II
«» * &
1 877101 ] 3 7 710 1
2 0 S % 0 4 & 2 2 9 4% 1 & &
3. 8 11 8 5 7 3 ¢C 11057
3 54 76 26 4 08 T8 26
5 Yy 2 6 7 3 2 5 5 2 66 3 2
6 0 8599 8 6 885 89 8
7 5 6 9 4 2 5 7 56 9 9 2.5
8 1520283 8 8520083
9 5 51 8 9 9 9 151899
o 2 3 6 1 8 0 ¢ 5 3 6 7 8 ¢
103
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From the 1llustration, we will derive the ssquence
for column %, From line ) of Setting I and line 1 and
Setting II, we can say that "1" $s a certain distance in
the sequence from another "1", and so on the following

stetements can be mdez ' : .

Fram lf:'.ne Zeasecossnal 12 1;; same dlstance from O

. 8.osot.0\ooo " " " th‘ o
n- o '3. o " " n " n gm 1‘

.r. .-. gl l)lu.'.oa " " “ " " mmrs
n " Gu:'“..n:'da n n n ” n 9

e P e e ey

n o oon k.........—.é b " n [] [ 6

" " 5-----.0.-.6 "' n " n " 7 :

L 7 S S L. " " 1, and that

was the first digit derived, Now, 21l we can say 1s that
the order of digits ebove is oné of four possible decima-
ticps since we do not knov hov many steps there are be-
tween the digits vhich have been related above, We know
in each cese only that the cugits related are the seme
mmber of ateps spart.

If the constant distance between the digit,s rela.t.ed
above 1s, for example, the intepval 1, then the sequence
would read as if the digits wvere e.djseent, snd the
saquence would b1 1 0 0 8 8 9 & 6 7. Butif
the interval were 3, the sequence vould read 1 0 9 7 0 8
6 1°8 4, If the interval were 7, it would read 0 1 4 8
T 6 8 0.7 9., And, finally, if the interval vere 9, the
sequence would resd 1 7 6 4 9 8 8 © 0 1. Any even
interval vould have given two chains of 5, and 5 would
heve given five chains of 2. Since the ¢wo digits be-
tween 'vhich the notch action occurs are edjacent in the
original sequence, the proper decimation can be determined
by finding the two digits and then choosing that decima-
¢ion in vhich those two digits are actually adjacent.

104
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By 8 continuation of these four methods thé se-
quences were eventually all recovered,

4 .

21. Additive, key, development number, and delte
relationships.--Sincs our nypotheses concerning the
action of the additive generator not only accounted for
all the observed data but also made posaible the predic-
tion of unknowns in the mwaterial, it was possible for us
to duplicate this action. The example belov 8hovs suc-
cessive movements of the machine and the additive
generated by those movements in two of its 48 groups.
The depenéence order above the .groups determines vhich

E— wheel the notch positions affect. The nothhes on the
wheals are clrcled and, the repetitions caused by the
notch sctions are underliined: ‘

1

Group 1 Oroup 2
Dependence Orcer 3 5 2 4 1} 142365
a

68180 70967

_ 37072 80097
54068 62189

5166 L3571

54 165. 243221

3225 5927902

19480 92@2%

47035 5541

— 3%3@2 @i%iﬁ
66259 36846.

@8s50 T1730

71142 8795353

62008 63067

30086 43197

300808 205809

20085 52277

58270 937229

57465 53329

[
(=]
AN ]
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@

Since such a complicated manipulation of sequences .
of digits as mixed &s those in the illustration 1s not
only cumbersome but conducive to conaiderable error, it
ves found convenient to establish 2 convemtion of re-
ferring all 210 sequences to the normal asequence from 0
through 9. It was decided to reorder all sequences in
terms of the normal sequence, slvays speaking of the
notch point as key 0. Thus the sequences in the illus-
tretlon above can De arranged with all the notch posi-
t4ons parallel.

. . Group 1
Dependence Order 3 5 2 4 1
Eey -
o @ou=2s
1 78295
2 67240
> 34005
—— ¥y 53882
- 5. 59279
6 17960
T Lele2
8 1088
9 62036

(The notch positions on the £ifth wheels in dependence
order are not circled becsuse there s no wy of deter-
nininz the notch since the £ifth wheel does not affect
any other vheels.) From this, the additives are trans-
lated into key tersu thus:

106
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6789@1234 6783@123
far VORI 0 OV Ff e N SN
789 123!5678 - .
Y #5§§118900 Ofrd <
J 56789@12_. tﬁ.

;@t102865@05290286@505
e Bl 00 100 \Ofu © @) OYON 2 © OfDI0] -0
2100@ Ny QO NOH O OOl
i b ar 43911§§12LM08?

LL 51486(75

o

‘Mﬁméﬁpﬁw:‘

107

. Since the dependence order varies from group to
group, it was necessary for general use to adopt the can-

ventional dependcnce order 12345, because that is the
opder in vhieh the wheels affect one another; hence the

transpositions
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-~

Group 1 Key
Addsitive . Substitution
Dependente Order 1 2 > & L 12345
01688 67281
20377 - 78352
80564 8946
6@ N 9(6‘&3!'-
BD5TE QL6 3
52523 118574
04189 22685
50%371 33796
288@% 4806
92696 5917
09036 66017
217412 77128
80602 88239
(%0280 éga‘uo
03830 9380
5@}250 1(_?52#0
02578 21451
545867 325602

It 48 still nocessary, however, to be able to refer
to the progressive action of the sdditive generator;
conventionally, this was in termes of the series of

nunmbera from 1 through 100,00C in order., In other words,.

ve numbered esch pege of sdditive in the order in wvhich
it vas generated by the additive generstor. This serial
designation ve referred to as the "development number.”
Fut ip order for us to number the five-digit additives:
generated by esch of the 48 sets of five vheels, we had

' to adopt & consiatont convention concerning the polnt

vhers the numbering process began. ' We decided to ad._opt '
ths convention of giving all additives in every group &
development number designation on the baa!.o.‘ of the

108
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aunmption that all five wheels had been set at thei.r
noteh points (xey O);

If, therefore, & ruo-vhnfmcme had all its
vheels set at their notch positions, the key for the
gdditive vhich the machine would produce at that point
vould be 00000 and the development would also bs 00000,
The nex? printing of the machines would cause the vheels

_ of the machine to be in the key positions 11111, and the

development number designation would be 0000, The
example below shows the relationships among development
pumber, key, and additive, the additive equivalents (from
given sequences) for key digits, and the additive as it
would be printed by the machine in the 35241 dependence
order for group 1.

109
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M&itive

281

posed into De-
pendence Order

for Grou

Additive TPrans-

Equivalent

for Xey

. Eey

Development
Number

000tz v OV n0 MO IO O B2t 10
L 2OIMND VN N OO D 6@763551&# O © -0

087#39761 3308743 ll
.2;9&.087628 O ar O 0 =00 .
a763551486660763551nu Q@?G

55052902863505290826@505290

L9n0876284 22®§¥087L622§§2®

HAUT OB NOAH O O[OlH g © D Nt OfOlOIA NGO ©

\Oloj et

J2u08291000 2&08291000@2&08
55052902869505290826@505290

0L23&5678 201234 §§
\012345678 L123¥56 7_7*
6f23h5678w 123&56# 9012

D rRamnanotololoo o

5
Cr NN D MO
&123#56789.@123.4567890123....55

CHNING NG ND OO A NN N D N0 M NN D
0000000000 RMHMNMAHMMHHAMHANNNNNNN
0000000000000 0O00NO00O0COOROO -

0,.00.0000000000000000_00000000
.000000OOO.OOOOOOOQO.OOOOOOOOAO

T '

. The rblatiénphip betveen Xey and develcpment mumber
could be easily found by means of IBN 1iatings vyich '

110
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shoved development numbey ‘and the key vhich by defini-
tion 1s assoclated with it, For purposes of finding'a
development number if the key is known, the IBM lists
vere sorted sccording to key so that all possible keys

" e¢ould be found in numerical order vith the development

number shown beside {t. For purposes of £inding the
Yey sssociated with any posasible development number,

" the IBM lists vere sorted according to development

nurber and shoved the koy assoclated with it. These
runs have been referred to as "Standard Coylometers™
(see paregraph 40). Another method of obisining & key
frox 8 development number without the use of & ¢yclom-
eter involves coaleulation. The first digit of key
represents the fast wheel, vhich, in the devolopment
number, is the las¢ digit. The second vheel in de-
pendence order is represented by the second digif of

- key but 1s the next-to-last digit of the development

number. . And so on, until the last Qigit of the Xkey,
vhick represents the slowest vheel or the fifth vheel

'in depencdence order, which, in turn, is represented by

the first digit of the development number, This set of
sonventions is such, therefore, that the first digit of
key 1a alvays exactly the same digit as the last aigtt
of development, and the last digit of development number,
therefore, represents the key position of the fast vheel,

" and the five-digit development number gives the total

number of steps the fast vheel viil have had to teke from
the arbitrary starting point of development number 00000,

© Take for example, the Xey for development number 23709;

the fast wheel must have taken 25,7090 steps on its rim
from develcpment number 00000 in order to produce the

-additive generated at development number 235709. The

f£irst.digit of key for development number 23709 is 9 -

"sinoe the last digit of development number is the key

position for the fast vheel and the first digit of m is
the key position for the fast vheel,

111
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- Bu%, in order to get the key position for the
socond vheel in dependepce order, one must gubtract
from the total steps of the fast vhael, the number of
¢times the fast wheel has caused the sscond wheel to -
atop in its cycle apd print the same digit tvice, Tha
nunber of notch actions of the fast wheel will have
been one-tenth of the total number of steps it took,

- _ ‘and 15, therefore, 2,370. The result of the sudtrastion
i8 21,339, vhich represents the total number of steps
teXen by the second wheel in dependence order in the
course of producing development number 23709, There-
fore, the key position for the second vheel in de-
pendence order 1s 9. FKow since the eoffect of the notch
action of the fast vheel on all other vheels has deen

4 discounted, it is npecessary to discount the retarding
ection of each of the other vheels, so that each time -
andther digit of key for the developmenti mumber is pro-
duced, until all the notch effects of wvheels 1, 2, 3,
and 4 have-been discounted. The conpletc caleulation 1s
given below: -

23709 = dev. no. of fast-vheel steps - first digit of koy =9
2370 = rast-vheel notch actions : '
—_— , 21339 « number of second-wvheel steps -second digit of key = 9

2 = second-vheel noteh actions
19_];& a number of third-vheel stops = th:lrd digit of key = 6
i « third-vheel notch actions
17266 » number of fourth-vheel steps -fourth d:.git of key = 6
1728 = fourth-wheel notch actions :
15558 « pumber of fifth-wvheel steps - fifth digit or koy w B

The key corresponding to development number 23709 1a thus

found to be 99668. Clearly, this process mey be reversed
- to-obtain the development number for & given key. For

ennple, given the key 99668 ve my proceed as follovs:

® . 2
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Step 1 Step 2

Step 4 Step 5

10

Step 2
9 g 09 09 709
X . 3=0 0 70 110
9. L ) 39 39 339
X = 3 "»2 22 33
6 3 06 06 206
X XeO 0 _20 20
6 6 86 - 86 86
X X=8 8 §_ - 8
] 8 8 8 ., 8
Stgj 6 Step T Step 8 Step 9 St
708 3709 3709 23709 23709
0 - 370 _ 2370 - 2370 0
239 ) 1329 1339 - 1339 21339
T 206 - ‘ : 2 - 206 19206
20 20 - : 20
73 86 . % 86 17286 .
8 . 8 8 8 1728
8 8 - 8 . 8 15558

In step O, the development number is found to be 23709;
step 10 nesd bes teken anly if it is desired to deter-

" mine the number of steps for each vheel.

Up to this time, calculetions have been illustrated
for one machine only, that vhich generated the first
group; the conventions vere sc set up that these sane
calculations might be made on any one of the 48 machines
alikxe, Therefore, there arose the problem of what rela-

tionships existed among the different mechines,

. relationship vas represented by vhat ve called delta.

This delta 1s only the constant lateral difference between
any two given machines as long as neither of the mechines

ns

This

e
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has been reset. Assume, for example, that twvo different
pad-sheets have been covered and from the additive in
each of the first six groups of the two pad-sheets, '
development nuwbers have been computed, Hotice that the
difference between the tvo development numbers of addi-
tive produced by the sawe machine is alvays the same
from group to group: :

Developwent Group Group Group Group Oroup Group

aumbers 1 2 -3 3 5 6
Pad-sheet
5382 26385 99908 ToMh 29116 32880 59174
5428 . 26511 00030 73370 29282. 33006 59300

126 126 126 126 126 126

Botice, als9, that 1f the development number for group 1
of pad-sheet 5382 were subtractsd from the development
nundber of group 2 for the samd pad sheet, the sawe
difference would exist as between the same two groups of
pad-sheet 5428; the same relationship exists also between
any tvo given groups of tvo differeat pad-sheets in the
same setting seriles,

Develop~ Group Group Qroup Graup Group Group
ment nos. 1 2 3 3 5 6

Pad-sheet - -

5382 - S ' ~
lateral 26385 . 99904 T>2ub . @9116 32880 5917%
differences 4., T3515 s, T3340 o, 85872 - o4 03768 ,,; 26294

5428 :
Lateral 26511 _ 00030 75370  =292%2 33006 59300
differences 5, T3519 ,,, 73380 ,,; 45872 ,, O376%F ., 2629%

1 : -
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These delta relationships were most useful in the |
process of deciphering messages vhich were readable
through en interpretation of development nupbers within
the 1limits of a setting series for which the wheel
settings had been determined by the solution of an over-
2ap. ({See section IV for a discussion of the function
of overlapping :Ln determining the vheel settings.)

22. p_eM the pature of the sdditive generator.--

The specific nature of the machines which genere.teu the
pages of additive used by the Germans for the one-time

pad system was, particularly during the early period of .
solution, & matter of great concern. Gradually it be-

.came possible, from a series of inferences, to deter-

mine with a falr degree of certainty the exact principles

involved in the machine.

In the very 'beginning of solution, after the fre-
quency distributions hsed been made on the 240 positions
of the books of compromised pe.d-aheets , 1t was obvious
that the elements of the machine which generated the
digits on the pad-sheets involved 10 units; that 1is,
vhen a hundred distributions were made on a given posi-
tion throughout a volume of sheets and when that posi-
tion shoved & missing digit, there wes always & compensé-
tion of frequency welght on another digit of those re-

"maining and not &n equal d:l.stribuuon of tallies on tke

remsining.

A close study by IBM experts of the actusl photo-

v g:-e.pha of the pad-sheets captured from Dr. Wolff re-

vealed the fact that the elements of the machine must
be wheels or turning éisks with digits embossed on the
surfaces of their rims, IBK experts were asked to
inspect the actual photographs in order tc determine

whether or not the sheets had been produced by IBM

scramblers or printed by IBM tabulators. In the cou.rsé
of the investigation, several aberrations or distortions
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.

of digits vere noticed. The greatly enlarged photo-
graphs presented in figures 23a snd b shov that the
elements are disks or vheels vhen one considers the

fact that the 8 in position 220 of pad-sneet 6818

(figure 23a) can have been both raised and only partially
printed (and therefore penciled in later) omnly if the
particolar element which printed 1t were circular,

' The same observation can be made about the 2 and the 7

in position 28 and 29 of pad-sheet 8290 in rigure 23b.

At the same time, one case of damaged digits in the -
same position was found. It will be noticed that the
second digit of each of the five-digit numders in figure
24 1s damaged or broken in certain spots. Apparently,
the machine vhich printed the additive was of the type of
printing apparatus called a flat-bed press. Some metal
particle may well have fellen into the bed; and vhen the
machine was started, the wheel (in position 52) took
three steps in its cycle without paper in place to cushion
the vheels before the metal was removed or pushed out of ‘
place by the paper, thus the three digits were dameged -

" dy the particle of metel. When the sequence of digita

embossed on the rim of the vheel in position 52 vas
derived, 1t was found to be 3628170547; the damaged
digite 2, 8 end 1 are adjacent in the sequence., - Prcbsbly,
the same thing which damaged one digit damaged the others.
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pature of the additive generator, there came from GCC3,

.

The fect that the 8 did not break fn the middle, even
though the ohstacle may have struck it there, can be '
explained by the fact that the 8 has a doudle thick-
ness -of metal in the center vhere the tvo oval halves
meet.

The machine which generated the German additive
wvas, then, en apparatus with 240 vheela or disks which
bad 10 digits in mixed sequence embossed on each of
their rims. The 240 wheels vere arranged in 48 groups
of 5, Each group of five wvheels operated as a separate
machine and moved in step with all the others; the
vheels seem to have receilved motivaticn simultaneously
from the same or a similar source. The apparatus printed
the digits on the pad-sheets directly from the vheels

240 at & time and can be ssid to have deen a.nalogous to

a numbering machine in method of opera.uon.

As confirmation of the inferences msde &bout the .‘
by dag in February, 1945, a nontechnical description of
a cipter machine sold to the German Ooverament, which
was egssentially s deseription of the type of machine

the Germans used to generate the additive for the one-
time ped system:

This morning Mr, Lorant of the firm of
Loranco Ltd. Engineers, 42 Newlands Park, 3S,E. ¢
26, vas interviewed at the Foreign Office by
Mr. kastvard; Commander Travis and Mr. Fosa,

He explained e printing device that his firm

had supplled to the German Govermsent in 1925.

It hed proved successfuyl and there had boen a
repeat order in 1926 and another this year [1932].
The German Governcent had appc_rently never made
any proviso that its nature should be kept

secret end his firm was accordingly trying to
'sell one to His Majesty's Government also.
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Mr, Lorant appeared to belleve that it vas
a device for printing a given number of copies
of & cypber telegram aand then automucally
dtstributing the type so that no unauthorised
copies could de made afterwvards, It became
olear, hovever, that the real use of the
device was for printing a given puxber of
copiea of & page, of an adder or subt.mtor
recyphering tible and then e.utomtieally '
altering all the figures to print the next page.
It was far easlier to mensge and quioker to
¢henge then ordinary moveable type.

The device, of wnich he shoved a photo-
grapn, consisted of printed pages of 38 five-
figure groups; eight lines with six groups in
eacn llne. Each five-figure group vas
printed by & quintet of vheels. (See Figx 2{5]}
here the quintet is in position for printing
the group 15437). The wheels had ten or more
figures engraved on them {Mr. Lorent said up
to thirteen) in an arbitrary order and every
figure from 70" to "9" was represented at least
once, The wheel could.be tumed by hend .s¢ that
any figures could be printed. ({The figures
of the cypher telegram according to Mr. Lorant).
Then, vhen a specified pumber of copies had
besn mede, the wheels were all moved by cams
through one or sometimes two units to be in
position for printing the corresponding group
on the next page, .{Mr. lorant said that this
shirt was to distridute the type and prevent
unauthorized copies being made.) Contiguous
vheels d1d not necessarily have the same
Augber of units on their edges., Thus a

- quintet might contain two vheels v!.ch 11
units, two vithk 12 and one with 13. Ian the
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first models, apparently, all vheels moveé
through one unit et each Shift dut they vere
nov provided ¥ith extra cams so that they
would sometimes mové two units, The wvheels,
vhich vere all numbered, could be taken out of
their places and rearranged, The German
Government had 8lso 230 spare vheels to choose
from. :

Pigure 2 [5]).

It will be seen that this device provides
a means of printing A large number of different .
pages of figures in & short time, and that one
vage wvould be very difficult, if not impossible
to deduce from the previous one, There was
no device for numoering the pages, ao presumably
they need not be bound together in the order
of printing. !&r. lorant assid that the Jerman
Government had printed tvo million pages of
figures (cypher telegrams according to Mr.
Lorant) without a breakdown.

120

S by s s e

o m e dm———

g hem

PR P —



DOCID: 4325626

TOPSECRETFT CREAM-

-

My, Lorant was askec to inform the Foreign
Office of the cost of the machine,

lith June, 1932. ‘2

later, TICOM material captured in Germany contained
the bills of sale, receipts of payment, and requests
for repairs. All the details in these papers con-

formed to those of the machine as it had been recomstructed,

' 23. Tbe machins reconstructed.--The machine for
generating a & metrical gseries of mmbers has wheels or
disks with the normal series of numbers from O threugh
9 erbossed in reverse on their rims; a notch poaition
on all vheels 1n the form of & depression in a flange
on the side of the wheel where the motivating finger
grips the vheel to turn it in its cycle; nine non-
noton positions in the form of ledges on the flange
on the side of the wvheels, and the motivating finpgers,
each aystematically shorter than the other in 12345
order -with the largest finger opposite the fast wheel.
In figure 26 the metrical numbering mechine is &t the
position to print the number 12503. The tallest {or 1)
finger motivates the units wheel {fast vaeel), Notice
that the notch position appoa.ra in the cross section
of the "units” or fast vheel as a depression,

The German additive manufacturing machine, on the
other hand, is in some sonses the inverse of the
metric numbering machine. Its principal items are
vheels or disks with mixed sequences of ten numbers

(vhtch may or may not include all the posaible 10 digits)

embossed in reverse on their rims; & noteh position on
211 the vheels in the form of a ledge in the flange on
the side of the viheel vhere the motivating finger grips
the vhes) to turn it in its c¢ycle; nine nonnotch posi-~

"tions, in the form of depressiocns in the flange on the
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slde of the vheels; the motlvating fingers, stlll vith
five different lenzsths but in a mixed order (see
rigure 27). ) ,

The two wachines perform almost invesge tasks.
The metrical numbering machine changes one diglt at &
time in the norwal sequence of "its fast vheel except
vhen the potch point of the fast wheel comes up; then
the fingers make it posaible for the next vheel in
order to turn one point in its cycle. The Germsn
Additive Mepufacturing Machine, on the other hand,
changes (by virtue of the fact that the fingers can
plunge into depressions of all five vheels) the digits
of a2ll five vheels with each movement of the machine
except vhen any one of the five vheels has a notch
point in position, at which time the whoels which are
motivated by shorter fingers than the wvheel with the
noteh point in position 4o not turn in their cycles.

Despite the fact that the machines perfornm almost
inverse tasks, both have a pericd of 100,000, If both .
machinss had the same sequences embossed on their wvheels,
doth machines would, in the course of 100,000 movements,
generate exactliy the same’ set of numbers, but in a
different order.

2%, The shuffling of padesheets after gensration.--
In viev of the systematic motion of the German Additive

Mapufacturing Machine and in viev of 1its cyclic character=
istics, the German cryptographers apparently realized

the necesaity of destroying the order in wvhich the

sheets vere generated by shuffling the sheets thoroughly.
In the course of reading & great number of messages en-
oiphsreé¢ with pad-sheets generated by this machine, ve
dlsacovered two, more or less, aystematic methods of
shuffling the pad-sheets. These methods of shuffling
vere epparently never followed conalstently nor to any
great extent, but there vwas an cbaervabdble tendency to
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follov simple psychological patterns in executing the
tvo different methods of shuffling,

In the firat method, as the pad-sheets came off the
machine, they were stacked in handy piles af various
sizes. When & great number of piles of pad-sheets had
been generated, the sheets vers shuffled by a process
of gathering them one, tvo, or three at a time from the
tops of the piles of sheets, After a hundred pad-
sheets hed been gathered from the tops of the piles,
they were given serisl pad-sheet numbers and were then
bound 1into a volume, This method of shuffling,
partidularly when the operator doing the shuffling
simplified his task by folloving a regular pattern of
gathering, resulted often in a constant interval between
pad-sheet numbers vhich were put on sheets generated in
sequence (sheets vwith adjaceat development numbers). 1If,
for exsmple, it were known that pad-sheet 2188 had been
gensrated immedistely preceding pad-sheet 5624, the
chances were good that pad-sheet 2189 would immediately
precede pad-sheet 5625 in generation order.

This first method of shuffling was used in the case
of pad-sheets vhich had only ons hunber on them--the .
serial page pumber, For trarfic enciphered with pad-
sheets of this type, the pad-sheets were used in serisal
order of pad.sheet number and the indicators on this
traffic, therefore, vere in serial order.

The second method, hovever, vas used in connsction
vith pad-sheets which had two numders--the red serial
page number, and & black numder vhich was used as the
indicator. The black numbers vere not serial, but acemed
to be in a completsly mixed order., In the second method,

" as the pad-sheets came off the machine, they were stacked,

ae in the first method in handy piles of various sizes.
But, in this case the stacks were produced from several
different machines vhich were apparently printing other

s
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sheets of additive at the same time, The stacks then
wvere mildly shuffled within themselves dy & simple
process of changing positions of portions of the stacks,
Then, the black indicator numbers ware put onm all the
pad~-gheeta serially. After this proc¢ess, all or the
stacks vere thoroughly shuffled together and vere then
gathered into lots of a hundred, numbered again serially
with red pege numbers erd bound into volumes, Since the
black indicetor numbers vere used on the traffic, the

‘development nuzber order of portions of the original

stecks could be obtained by sorting the traffic on the
black indicator number,

Thus, from the original additive compromised in 1540
frow Dr, Wolff, almost the complele generation scheme
of the CGerman Additive Nanufacturing Machine was brought
to light and was lairgely understood before we tried to
solve the generation scheme of the additive used on cur-
rent traffic. Next came the problem of enalyzing the
hypotheticel additive derived from isologs and the
solution of completely new settings of the additive
generator from cipher text,

s
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SECTION IV

Cryptenalytic Developaent

Paragraph

Tae unknovna......‘....‘...,'.u.a‘.....-..u........‘.w--.-..-.25

The-solutfon of the generation schewme of hypothetiocal .

‘ddit:vell-.-Q-..l.l..'."".!'ll!‘.l’....‘l"'-l...l‘...

Discovering the dependence pattern......,cceveccscavocraesl-

qﬂgueﬂca aolu"-ion..”.n.....”...-........-.".-..----...28
Pad-~sheet placement techniquesu...-....-........."......29
O‘rerla‘p tech.nlqucs.........................“.............30
nmmmcme decryptm...7.’.......‘..I".".B...-....}l
Conspectus Of FeCOVOITeuiorossebsenssoancacscossarssocansseld

25. The un¥rowns.--The precedj.ng sections present
the deta rnown be‘ ore messages vere solved: the mechanics
of the cryptogrephy, the findings of the firat attempts
at solution, and the nature of the machine vhich genersted
the Germpan additive, " Some of the keying elements vere
still not understood, but we knew what they vere., The un-
imowna involved in the solution vere: o

a,

Ce

d.

the dependence pattern (or the order of
the motivating fingers) for each of the
five-uhssl machines in the frenme;

- the particular set of 240 vheels used in the

machine at a given time;
the order or arrangement of the 240 wheels;

the settings of each of the 240 vheels in
the frame vhen. the machine began generating
additive; and

the exact number of movements of the machines
from the given starting point &t which &
e specific sheet of additive vas produced.

S U SR
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The first three of these elewents we called the setup;
the first four, the setting serles; the first five, the
placement. - Yhen the setting gerles and one additive wvere
kncwn for it, ‘all additives possible could be predicted.

Zach ped was in turn ldentified by e development mumber;

snfi 3his davelopment number was & short cut to the addi-
vive of a pad-sheet once all cther elements were known.

26, The solution of the generation scheme of
aypsthetical additive.--The problem to be attacked first
438 the hypothetical additive--the great bank of addi-
tivs recovered by the gssumption of ¢ribs for a large
body of material, With the possibility of solution -
proved, the solution of the generation scheme vas a
elmpler matter then the original entry. To be sure, it
ves complicated by new factorg but in essence 1t involved

the. same procedure, The hypothetical additive vas derived

from severel circuiis, and, therefore, ggyolved additive
generated from sopething like at least/different setups
of the additive manufacturing mwachine. Consequently an

" nGditional problem of isolating homogeneous material was

involved. Moreover, the additive was at times corrupt;
paturally, the e¢ribe werse not -infallible, and the trans-
ritted cipher text was subject to garbles so that the
additive text vas far less relladle than that fopr vhich
pad-sheets had been captured., The paragraphs below follow
roughly the chronclogy of .the several problemsa, but within
them are dlscussed technigues of recovery developed at
¢ifferent stages of the inveatigation end in gensral
srranged in order of an incredsing number of unknowns.

27- Discovering the depsndence pattern.--Three basis
methods of solving the dependence pattern determine which
of several. already solved setups of the additive manue-
facturing macnine might have been used to generate the
additive to disguise the plain code in any given cipher
text, First, 1s the method of assumling at least a two- .
groyp stereotyped beginning for several ciphei messages

A 128 B
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erd looking for fast-wheel hi#s iz eaech group; i.e.,
looking for @ high percentage of single digit hits in
the same position in group ons, at the same time 23 a

. nigh percentage of hits in a single position of the

second of any other group. By this approach the de-

pendence vattern c¢an be disecovered. The next step in this
method i3 ¢c recover for sach message a8 much addltive as
the cribs permit and cowpute development numbers for each

"possible setup so Far recovered with thst dependence

ratterr until & cluster of development numbers appear.
The German hebits of assemblmg ped-sheets led to this
clustering in development numbers of consecutive pa.d-
sheets (see parsgrepns 23 and 24), In the absence of &
relladble crib, cipher text can be aligned in development

nuader order with the help of four-digit hits, caused by the

enzipherment of the =ame plein pode by four-digit repeti-
tions in the sdditive brought about by the notch position
of the fast wheel, VWhen this nas been done, relative
whes) sequences can be derived. From differences between
the cipher diglits in the sequernce,’ the actual sequence can’
be determined, since the differences can be metohed with
the differences in the recovered plain sequence, If the
sequence is in the same positién as {t was in an already
solved set of 240, then the whole set of sequences to-
gether with the wheel order has been determined.

The setond method of working from cipher text in-
volves looking. for four-digit c¢ipher hite which, by the
frequency of their occurrence and by the difference between
the two digits wvhich do not hit, can be determlned to be _-
the repetitions caused by repeated placode. encipmred by
additive containing & repetition caused by the fast-wheel

‘noteh. In this way, the fa