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Rules

Remember to write your name and UNI on the blue exam
book.

Important: also write your name on this paper
You must turn inboth the exam sheet and the blue book

Books and notes are allowed during this examination;
computers are not permitted.

This is a time-limited test. All papers must be turned in 75
minutes after the beginning of the test.

The points for each question are a rough guide to the effort
| think is required. If you're spending more time or writ-
ing much more on a 10-point question than on a 20-point
question, you may want to rethink your approach.

The total points add up to 75 .

Good luck, and may the Force be with you.
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(15 points) Alice wishes to have a secure conversation with Bob. Shevestrigs certificate, and
uses the public key to encrypt a session key. She then uses that $ess{for a symmetric cipher)
to talk with him. Some timefter this conversation is over, the CA that issued Bob’s certificate is

compromised, and a fraudulent certificate for someone claiming to be BoluedisdAre Alice’s

conversations with Bob at risk of being decrypted? Why or why not?

They are not at risk. You need Bob’s real private key to decrypt the session key, and hence
the communications; the CA would not have that. Future messages may be at risk, if Alice

used the wrong certificate.

(15 points) Most IPsec ESP implementations use CBC mode. Someone héscbidse CBC mode

isn’t the only choice, and that CFB, OFB, and CTR modes are just as gduslis partially correct.

In fact, OFB or CTR mode should not be used with static keys. That is, theges are dangerous
unless you use IKE or some other key management protocol. Why? (Negema that the ESP
sequence number is used for the counter.)

If you use the same sequence number with the same key, the key stream will repeat, opening
up an easy attack: XOR two ciphertexts together to cancel out the effect of the keystream,

yielding the XOR of one plaintext with the other.




(15 points) Suppose | decide to administer the final as an online, take-hsme&d@revent cheating,
| insist that everyone get a certificate from the CA of their own choosBige two reasons why this
won't achieve my goal.

(a) Do | trust those CAs that everyone choses? (b) The certificate is securing communica-
tions; it is not ensuring that there is no collaboration or other forms of cheating.

(20 points) You've just been appointed Chief Technology Officer fonagjor intelligence agency.
Your spies in various countries want to email in their reports. The requitemaee (a) that the reports
be kept confidential, so that only the authorized recipient can read thetmat recipients be able to
verify that the emails are from the right party; and (c) that the identity of émelers be hidden, to
protect them from counterintelligence agents who may be eavesdropgpxpigain what you would
do in your design to achieve each of these three goals.

(a) Encrypt the messages using the recipient’'s public key to hide a session key. (b) Digi-
tally sign the messages, using a per-spy secret key. (c) Sign first and encrypt the signed
message, to hide the identity of the signer.

(10 points) You're a web security expert who has been building sdadlogging sites; in particular,
you've built mechanisms to restrict who can post comments. You've now &ggroached to design
a bank's web site. Why is this a very different problem? (Note: remembeéthisais a 10-point

guestion, and gauge your answer accordingly.)

(a) Much more is at risk; you need to take more precautions. (b) On blogs, anyone can
comment; with a bank, you need to restrict user actions to their own accounts.



