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Static Keys

= In theory, static keys can be used; in practice,
they have several disadvantages

s Primary disadvantage: they almost certainly
will not be random enough

m (If they're passwords, attackers can launch a
password guessing attack)

s History (and theory) suggest that it's a bad
idea to encrypt too much plaintext with a
single key

= You can't use replay protection with static keys
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Replay Protection

s [he first packet transmitted on an SA must be
numbered 1

= Any time a machine reboots and loses
knowledge of its sequence number status, it
will restart from 1

s Besides, 272 packets isn't that many; it will
wrap around at some point

s Replays can be used to attack confidentiality
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SA Management

We spoke of the SADB
How does it get populated?
We must negotiate it!
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Other Issues

s SA lifetime

m  Dead peer detection
s SA tear-down

= Algorithm negotiation
s Other negotiations
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IKE

s Very complex protocol
m Does a lot, probably too much

s We'll just skim the surface, and we'll discuss

IKEvV2, which is simpler
s |'ll be simplitying it, too. ..
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Basic Philosophy

s [wo parties, Initiator and Responder

m First set up a control SA (known in IKEv1 as a
Phase 1 SA)

s Use the control SA to create child SAs (known
as Phase 2 SAs)

s Actual IPsec data is protected via child SAs

s Other control traffic can use the control SA
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Initial Exchange

m (Each message includes a random SPI, to
distinguish between different IKE sessions.)

s Negotiate cryptographic algorithms

s Do a Diffie-Hellman exchange

R — I: SA,.1,KE,, N,, |Certreq]

SA Crypto algorithm proposals and answer
KE Diffie-Hellman exponential
N Nonce (random number)

Certreq List of trust anchors (CAs)
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What Do We Have?

s | has proposed several algorithms; R has
accepted one of each category

= [he two sides have a Diffie-Hellman shared
secret. The Diffie-Hellman shared secret is
combined with the two nonces to produce seed
keying material. Any message M protected by
keying material derived from this will be
written | M

s Different keys are used in each direction

s | knows what CAs R trusts

s Neither side knows the other’s identity yet
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s I — R: |ID;,SA2, TS;, TS,, [Cert]|, Auth
IKE
Basic Philosophy

Initial Exchange R—1: IDT, SATQ, TS@, TST, [Cert] ; Auth

What Do We Have?

e bowere? Both sides send their own identities, the SA data

Traffic Selectors

. for subsequent exchanges, traffic selectors, and an
Eelel authenticator.

e The authenticator is either an HMAC or a digital
i signature of the message (including the SPI)
Pl concatenated with the current sender’s identity
ke and the other party’s nonce.

Eﬁihtditn There are various other optional payloads for

Right Way certificates, CAs, etc.

Some Attacks
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What Do We Have?

s Both sides know the other’s identity

s Both sides have authenticated the other

s Both sides have shared seed key material

s | has proposed a traffic selector; R has
accepted a possibly-narrower one
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Traffic Selectors

A traffic selector is a list of IP addresses and
port numbers that are to be protected by the
SA

TS; specifies source addresses and ports; TS,
specifies destination addresses and ports

| proposes a certain range of traffic it wishes to
protect

R may agree to a narrower range

This lets | — possibly a laptop — have a
simple, “protect everything” configuration; the
central gateway can narrow the scope of
protection if desired
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Child SAs

m | he control SA can now be used to create

child SAs for actual user traffic

I — R:
R—1I:

SAaNia

KE;], | TS;, TS,

SA. N,

KE,|, [TS;, TS,]

s Send new nonces for use in calculating keying
material. For greater forward secrecy, send an

optional new Diffie-Hellman exponential.
s Optionally negotiate new traffic selectors
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CU Rekeying

Any SA can be rekeyed

To rekey an SA, send a Rekey message with an

SA identifier, new nonces, and perhaps new
Diffie-Hellman exponentials
Omit traffic selectors

18 / 41



CSs
CU

Key Management
Requirements

Internet Key
Exchange (IKE)

IKE

Basic Philosophy
Initial Exchange
What Do We Have?
Authentication
What Do We Have?
Traffic Selectors
Child SAs

Rekeying

SA Lifetime

Other Control
Messages

Timeouts

Denial of Service
Defenses

IKE Cookies
Using IKE

Authentication for
IKE

Preshared Secrets

EAP
Authentication: The
Right Way

Some Attacks

SA Lifetime

s SAs do not have negotiated lifetimes

m  When either side thinks an SA has been
around for long enough, it negotiates a new SA

m  Net effect: SA lifetime is the shorter of the
two sides’ preferences

s After the new one is set up, delete the old SA
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Exchange (IKE)
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Initial Exchange .

et Bcranee @ Obtain a remote |P address

Authentication m  Check version information
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IKE runs over UDP

Each side must therefore implement its own
timers and retranmissions

It's reasonable to keep a cache of
recently-received and -transmitted messages —
when a duplicate request arrives, retransmit
the cached copy
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What if an attacker attempts to exhaust R's

CPU time or memory?
CPU time: force it to calculate many D-H

exponentials

Memory: create initial SAs; don't authenticate

them
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Defenses

To prevent CPU time attacks, it's permissible
to reuse D-H exponentials for a short while
(though it hurts perfect forward secrecy)

To prevent memory attacks, watch for too
many incomplete SAs

When these start to occur, reject new requests
and send a cookie instead

These are stateless, cryptographically sealed
messages bound to the sender’s IP address
Require that such a cookie be returned with
the actual first message

Guards against spoofed IP address attacks
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IKE Cookies

m Create a string with a keylD, the sender’s IP

address, the SP
= HMAC that wit
that keylD — t
n  (Similar to seali
coincidence. . .)

~and the initiator's nonce.
n a locally-known key bound to

nat's your cookie
ng for HT TP cookies — not a

= When you receive the retried request, with the
cookie, verify that the received cookie
corresponds to what you would have sent

s (The keylD is to permit key changes.)
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Using IKE

A host is configured with an initial protection
SPD

When a packet is to be sent that matches the
SPD, IPsec searches for an existing SA

If there is none, a request is sent to the local
IKE daemon

The IKE daemon attempts to create an SA,
and updates the SADB

(On some systems, this may result in updating

the SPD)
The packet Is then transmitted
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Authentication for IKE

Certificates
Preshared secrets
Extensible Authentication Protocol (EAP)
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Generally used for random keys

In IKEv1, cannot always be used — bug in the

protocol
Simpler than certificates
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Can handle more or less anything
Most commonly used for user-to-VPN
authentication

Supports passwords and one-time tokens (i.e.,

SecurlD)
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Ry Management m |KE should only use certificates

Internet Key m For other mechanisms, use them to contact a
o certificate and key storage system

el Bl s Authenticate to the key storage system;

Basic Philosophy
What Do We Have?
Authentication dOWﬂ |Oad you r pr|Vate key a nd Certlflcate

What Do We Have?

Traffic Selectors s Alternative: generate the key and certificate

Child SAs

Rekeying on the fly

SA Lifetime
Other Control

Messages s |KE becomes simpler; easy to extend to novel

Timeouts

Denial of Service authentication systems

Defenses
IKE Cookies
Using IKE

Authentication for
IKE

Preshared Secrets
EAP

Authentication: The
Right Way

Some Attacks
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Attacks!

| keep talking about subtle attacks
Let's look at some old ones. ..
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SA?
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Assumptions

s [ he enemy can mount chosen plaintext attacks

s (Realistic — for example, send an email that
will be downloaded over the IPsec connection)

m For some attacks, the bad guy has a login on
some machine protected by that IPsec SA
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Splicing Attack — Reading Data

s Suppose that (a) ESP is being used with no
authentication, (b) no sequence numbers, and
(c) the good guy and the bad guy can send
traffic on the same SA

s [ he bad guy intercepts a good guy's packet,
sends a UDP packet with checksums turned
off, and intercepts it, too

m [he attacker then uses CBC splicing to replace
the end of the UDP packet with the good
guy's packet, and reinjects it

s [he receiving IPsec sees this packet, decrypts
It, and passes it to the bad guy's UDP listener
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Splicing Attack — Inserting Data

s Send a packet with the desired insertion, and
Intercept It

m Intercept a packet, and combine that packet'’s
TCP header with your data, and reinject it

s Receiver will accept the spliced packet. ..
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el Short-Block Guessing Attack

co hereemet @ Simplified version: use remote TCP as an
i (8 oracle (see the reading for details)

Some Attack s Using a prebuilt dictionary and CBC splicing,
Q;C_nﬁ'tfns k create a guess at a single byte (such as a
EZ.‘EEZR: character in a password) and send it

el (065 s If the guess is wrong, the TCP checksum
doesn’'t match, so the remote TCP does
S nothing

lSLJAgSpt s If the guess is right, the TCP checksum
e matches, so the remote TCP emits an

Defenses

encrypted “duplicate ACK" packet
m [ he presence of any packet from the remote
end indicates that the guess was correct

m [hisis a form of side-channel attack
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Side-Channel Attacks

s Cryptographic mechanisms are (in reality)
embedded in an implementation

s [he implementation can leak information, up

to and including bits of the key
s Examples: differential power analysis, cache
timing attacks, etc.
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Defenses

s Use ESP authentication

s Use ESP sequence numbers, to prevent
reinjection of the UDP packet (though there
are other variants that make that less useful)

s Use a separate SA for each connection
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SA?
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Lessons. ..

= A long time ago, | led the fight to take
sequence numbers out of the IPsec protocol
(see RFC 1825-1829)

s | then invented some of these attacks

s | then led the fight to put sequence numbers

pback in, and to add authentication to the ESP

neader

m Lesson: don't be afraid to admit mistakes. . .
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oy prenagement m If you use separate SAs for each connection, it

nternet Key makes life easier for traffic analysts
Some Attacks m |t can also aid cryptanalysts
Attacks!

Assumptions
Splicing Attack —
Reading Data
Splicing Attack —
Inserting Data

Short-Block
Guessing Attack

Side-Channel
Attacks

Defenses
Lessons. . .

Using a Separate
SA?

Probable Plaintext
Attacks

Defenses
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SA?
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Attacks
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Probable Plaintext Attacks

How does a cryptanalyst know if a guess at
the key was correct?

What should the packet look like?

Compare certain fields from two packets for
the same connection — they should match
Source and destination IP address must match
exactly

Probabilistically, most bits of counters (such as
TCP sequence numbers) will match: if you
add 512 to a 32-bit number, probability is .97
that the high-order 18 bits remain unchanged,
and the low-order 9 bits are always unchanged
Other fields can be matched as well
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Attacks!
Assumptions
Splicing Attack —
Reading Data
Splicing Attack —
Inserting Data
Short-Block
Guessing Attack
Side-Channel
Attacks
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Lessons. ..

Using a Separate
SA?

Probable Plaintext
Attacks

Defenses

Defenses

= Not easy!
= [ry avoiding per-connection SAs
Don't use ciphers that are weak enough that

this i1s a useful attack. ..
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