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Hardware / Software StackLatency

Application

System

Hardware

Kernel

Process and circuit design

Driver

In-kernel PM Subsystem
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Example

Linux CPUfreq 
power governor

Qualcomm 
device driver

Qualcomm 
mpdecision

service

PM-optimized
application



ET Pt

T ET =
∫ T
0 Pt t

t
Vt Ft Pt ∝ V 2

t × Ft



SoC Processor
(Nexus 6)

SPM
(All cores)Core 0

Voltage
Control

Voltage Domain
(All cores)

PMA8084
PMIC 

Voltage output 
to cores

Input

Voltage output 
to other peripherals

0
1
2
3

Core 0Core 0Core 0



Clock
MUX Core

Clock Domain (per-core)

PLL
(fixed rate)

HFPLL
(variable rate)

Half 
Divider

300 MHz

N * 19.2 MHz

N/2 * 19.2 MHz

N Multiplier Source Selector

0

1

2

SoC Processor
(Nexus 6)





TFF

common
clock signal

provider

clk

...input output

clk

FFsrc FFdst

... ...

Dsrc Qsrc QdstDdst

Intermediate 
combinatorial logic

clock pulse

input (0    1)

Qsrc

Ddst

output (0    1)

1

Tclk

Tmax_path

0

1

0

1

0

1

0

1

0

TFF
Tsetup

common clock
signal

Q D



D

Q

FF FF

T

T

T Q FF D FF

D → Q T

K

T ≥ T + T + T +K

FF

FF FF

T

T

0

T



clock pulse

input (0    1)

Qsrc

Ddst

output (0    0)

1

Tclk’

Tmax_path

0

1

0

1

0

1

0

1

0

Tsetup TFF

glitched
output

0

T → T ′

1→ 0

TFF

clock pulse

input (0    1)

Qsrc

Ddst

output (0    0)

1

Tclk

Tmax_path’

0

1

0

1

0

1

0

1

0

TFF
Tsetup

glitched
output

0

T → T ′ 1→ 0





0.5 0.6 0.7 0.8 0.9 1.0 1.1 1.2 1.3
9oOtagH (9)

0.0

0.5

1.0

1.5

2.0

2.5

3.0

3.5

)
rH

q
u

H
n

Fy
 (

G
H

z)

1HxuV 6

0axiPuP 233

9HnGor VtoFN 233





0.65 0.70 0.75 0.80 0.85 0.90 0.95 1.00 1.05
9oOtagH (9)

0.5

1.0

1.5

2.0

2.5

)
rH

q
u

H
n

Fy
 (

G
H

z)

1HxuV 6P (A57 FOuVtHr ForH)

0axiPuP 2PP

9HnGor VtoFN 2PP



0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
9oOtagH (9)

0.0

0.5

1.0

1.5

2.0

2.5

3.0

)
rH

q
u

H
n

Fy
 (

G
H

z)

3ixHO ("3HrforPanFH" FOuVtHr ForH)

0axiPuP 233

9HnGor VtoFk 233



Corevictim

Coreattack

...

...

Victim 
thread

Attack 
thread

Prep Phase Attack Phase

1

Targeted subset of
entire victim execution 

2
Clearing
residual
states

Profiling

3 Timing
anchor

4 Pre-delay
5

Fault

6

F

F

F

F

F



T

F

F

F F

F

T

Fθ|T = {F , F , F , F , F }



Voltage and Frequency Regulators

Trusted mode Normal mode 
(Insecure)

Core0

Trusted 
code

Untrusted 
code

Hardware-enforced 
isolation

Regulator 
HW-SW interface

voltage/frequency changes

Shared power domain



F



F

F

F

F

F



1 2 3 4 5 6 7 8
# of faulted AE6 rounds

0.0

0.1

0.2

0.3

0.4

0.5

0.6

0.7
1

o
rm

a
liz

e
d

 f
re

q
u

e
n

cy

1 3 5 7 9 11 13 15
# of faulted Eytes within one round

0.0

0.1

0.2

0.3

0.4

0.5

0.6

1
o
rm

a
liz

e
d

 f
re

q
u

e
n

cy

F F

F = 3.69GHz

F = 680

F



F

2128

212

F

CCNT /CCNT

CCNT



0.0 0.2 0.4 0.6 0.8 1.0

Cycle length ratio: ggNTattack/ggNTtarget

0

1

2

3

4

5

6

7

8

9

10

C
o
rr

u
S

te
d

 A
E

6
 r

o
u

n
d

F

CCNT F

Fθ, = {F = 1.055V, F =

200k, F = 3.69GHz, F = 680, F = 2.61GHz}

2.7GHz



N d

e

C H(C)

C Sig

Sig ← (H(C))d N

N C

N Sige N == H(C)

N



N e S
H

S e N
r ← 22048

R← r2 N
Nrev ← (N)
r−1 ← (r, Nrev)
found first one bit← false

i ∈ {bitlen(e)− 1 .. 0}
found first one bit
x← (x, x, Nrev, r−1)
e[i] == 1
x← (x, a, Nrev, r−1)

e[i] == 1
Srev ← (S)
x← (Srev, R, Nrev, r−1)
a← x
found first one bit← true

x← (x, 1, Nrev, r−1)
H ← (x)

H

x y r N

(x, y, N, r−1)← x · y · r−1 N



src
d← 0
dst← {0}

i ∈ {0 .. len(src)/4− 1}
j ∈ {0 .. 2}
d← (src[i ∗ 4 + j] | d)≪ 8

d← src[i ∗ 4 + 3] | d
k ← len(src)− i ∗ 4− 4
dst[k .. k + 3]← d

dst

H(CA)

CA

S
′

A

H(CA)

S C

: (S
′

A , e, N)
fault−−−→ H(CA)

: (S, e, N) −−−→ H(C)



(S
′

A , e, N) S
′

A

N

N

NA

NA,rev
fault←−−− (N)

NA,rev NA NA,rev NA

NA N NA NA

N p q

NA {NA, dA, e}

{NA, dA, e} CA

SA ← (H(CA))dA NA

NA NA

ρ NA



NA

S
′

A

S
′

A

SA H(CA) S
′

A

SA

S
′

A S
′

A

SA

S
′

A

NA N SA

Nrev

(S
′

A , e, N) H(CA)

H(CA)

SA NA (SA, e, NA) H(CA)

xdesired

(SA, e, NA)

r NA r−1
A

xdesired ← SA · (r2 NA) · r−1
A NA

(S
′

A , e, N)

N NA N NA



N R

N S
′

A

xfault ← (S
′

A , r2 N, NA, r
−1
A )

xfault

(S
′

A , e, N)

xfault ← S
′

A · (r2 N) · r−1
A NA

xfault = xdesired

S
′

A K = (r2 N) · r−1
A xdesired

S
′

A ·K NA ≡ xdesired NA

xdesired

K NA gcd(K, NA)

S
′

A y S
′

A ·K + y ·NA = xdesired

S
′

A (S
′

A , e, N)

N NA SA

gcd(K, NA) = 1 xdesired

gcd(K, NA)

a b x y ax+ by = gcd(a, b)



=



Prime Probe

g

g



Sample ID over time

‘G
a
p

 d
u
ra

tio
n
’,

 g
 v

a
lu

e
s

feat_cache1

feat_cache2

k1

k2

k1

g

g > k2 k1 = 140 k2 = 15

g g > k2

Nrev



Nrev

F F

F F = 3.99GHz

F = 1

F

Nrev F

Nrev

F

F



F Nrev

F

Nrev

Fθ, = {F = 1.055V, F = , F = 3.99GHz, F = 1, F =

2.61GHz}



0 50 100 150 200 250

3osition of first faulted byte in the Nrev buffer

0

5

10

15

20

25

30

F
re

q
u

e
n

Fy
 o

f 
fa

u
lt

s

NA

Nrev N

NA

NA S
′

A





















10101011
01010110
10101011
01100100

Harvest pointers to 
executable memory

Memory 
Disclosure Bug Control Flow

Hijacking

Direct

Indirect

Fine-grained ASLR
Memory Space

10101011
01010110
10101011
01100100

Static 

Dynamic / JIT

Scan & disassemble
executable pages

XOR EAX, EAX
RET

MOV ECX, 3
RET

SUB ECX, EBX
RET

Construct on-the-fly
code reuse payload

Code Reuse 
Shellcode

1 2

Execute attack
payload

DEFENSES Prevent code pointers from 
being disclosed
[32] Readactor (indirect)
[31] Readactor++ (indirect)
[10] Oxymoron+ (direct)

Prevent executable memory
from being read/disclosed
[31/32] Readactor(++) #

[11] XnR+

[50] HideM+

Prevent disclosed executable memory 
from being executed
[35] Isomeron+# (randomize execution paths)
[144] Heisenbyte+# (destructive code reads)
[162] NEAR+# (destructive code reads)
[111] BGDX+# (destructive code reads)

+ - protects close-sourced COTS binaries# - handles dynamic JIT code

Find usable code reuse gadgets Build payload and execute
Typical

dynamic 
code reuse 

attack

ATTACK
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MMU

94 C3 00 00
00 30 00 00
...
33 C0 
FF 24 85
00 01 00 00

0x100:
0x104:
... :

0x200:
0x202:

jmp 0x100[eax*4]

Instruction 
Pipeline

Physical Memory

CPU

0x0000c394
0x00000300
...
xor eax, eax
jmp 0x100[eax*4]

Raw Bytes Disassembly

1

2

3

Instruction Fetch
Mem Load/Store

Memory intended as code

Memory intended as data

EIP: 0x202



MMU

94 C3 00 00
00 30 00 00
...
33 C0 
FF 24 85
00 01 00 00

0x100:
0x104:
... :

0x200:
0x202:

jmp 0x100[eax*4]

Instruction 
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PhysMem

CPU
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...
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Memory marked as 
execute-only

MMU

FF C3 00 00
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...
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0x100:
0x104:
... :

0x200:
0x202:

CPU
4

94 C3 00 00
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...
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FF 24 85
00 01 00 00

MMU

FF C3 00 00
00 30 00 00
...
33 C0 
FF 24 85
00 01 00 00

0x100:
0x104:
... :

0x200:
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CPU

5

94 C3 00 00
00 30 00 00
...
33 C0 
FF 24 85
00 01 00 00

0x1100:
0x1104:

... :
0x1200:
0x1202:

6

FF FF

(a) Memory read of execute-only memory detected (b) Destructively read executable memory (c) Shellcode uses executable memory read earlier

0x1100:
0x1104:

... :
0x1200:
0x1202:

EIP: 0x202

Shellcode
0x100

EIP: 0x100

Executed:  inc ebx
Desired:  xchg eax,esp
      ret
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Hades (this work) [142]

SCRAP (JOP), 2013 [73]

Android malware 
detection, 2013 [36]

Traditional AV software [141]

Function-level, since 2007 [109]

System-calls,
since 1996 [46, 93, 133]

Content-based,
since 2003 [82, 91, 156]

kBouncer (ROP), 2013 [107]

Runtime heuristics 
(shellcode), since 2007 [114, 113]

NumChecker (rootkit), 2013 [157]
Architectural events,

since 2011 [92]
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