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Abstract

This paperdescribe my experiencesin corverting a Sory
Playstatior? into a network analysistool. Thepapetis divided
into threelogical sectionswhich examne the various aspects
involved in developing suchatool. The first two sectionsare
concenedwith the practicalunderpinnirgs of network anal-
ysis andthe designand architectue of the Sory Playstation
2 (PS2)platformrespectiely. The third sectionis concered
with the specificchallergesthatwereencounteredwhile port-
ing the network analysisapplicationto the PS2.

1 Introduction

With therapidexparsionin recentyearsof interretworkedap-
plications,mostnotally the World Wide Web (WWW), indi-
viduds andcompmnieshave hadto chang the natue of their
exposureto the outsideworld. Along with the move from a
physical to a virtual marketplace an additioral technolgical
needhasarisen:to insurethatthe new virtual marletdaceis
securereliable,andresponsie to client requests.In order to
provide suchservicescompaies have putin placemeasues
to pre-enptively detectmaliciousbehaior (beit from a per
sonor a faulty pieceof hardvare equipnent) andto proted
their onlineassetswith firewalls, cryptagraphy andotherpro-
prietarymeasures.

Thefocusof this paperis thepre-enptive detectiorof mali-
cioususersandfaulty equipnentrelatedto the networking as-
pectof thesystemCurrently therearetwo method whichare
usedto dothistypeof network monitaing. Thefirst methal is
having atypical machire suchasa UNIX workstationactasa
monita for othermachins. Suchanappoachis describedy
Mogu [5]. An alternatve metha involves the useof a dedi-
catedpieceof hardwareto perfam the network monitoiing. It
is this secondalternatve that! will beexploring in porting the
network monitaiing applicatian to the PS2.

Therehave beenmary worksthatdealwith the analysisof
TCPor network traffic in general[6, 5]. This papermresets a
high level overview of suchworksin orderto lay the theoreti-
cal foundationfor the proposedapplicdion. In cortrastto the
cited works, however, this paperwill alsoexanine the feasi-
bility of corvertingarelatively inexpensive embediedsystem
- the PS2- into adedicatechetwork analyzer

By porting the network analysissoftware to an emled-
ded systemsuchasthe PS2,mary issuesariseand mustbe
dealtwith. First andforenpst, computationalresourcs such
asavailablememoy areextremelylimited, asthey arewith all
embeded systemsAdditiondly, whenporting to an embed-

dedplatform it is necessaryo undestandthe capabilitiesand
limitations of the platform.

This paper presentshe experiencesof the authorporting a
puHicly availablenetwork analysistool to the PS2.Section2
presets anovewiew of the currenttechniqesandtechnole
giesusedfor network analysis Section3 presentanovervieny
of the PS2archtecture,and Section4 describeghe goalsfor
theprgect.

2 Network Analysis

The ideabehird network analysisis relatively simple: listen
to all the traffic traversingthe network, categyorize the traffic,
andgereraterepots basedon the obsered patterrs. Theim-
plementationof this idea,however, is significantlymorecom-
plex. There aremary issuesvhich codd causehe monitaing
appication to miss pacletsandhencemisrepresendata.For
instancejf the throughput of the network is greaterthanthe
throughput of the monitoiing device, it is possiblethat pack
etswill bedroped.Furthernore, asidefrom listeningto the
traffic, thereis a significantamouwnt of work expendedin the
catgorization and processingof the paclet itself which can
causeaddtional delaysand/a buffer overflows. It mustalso
be notedthatin certaincorditionsit is possiblethat paclets
will be contedmore thanoncewhenthey shouldh’t be, such
aswhena pacletis retrarsmitteddueto checksunerrors.Fil-
teringout this datais time consuming andnot necessarilythe
appopiateaction,if, for instanceoneis trying to determire
network healthbasedupa the nunberof pacletsretrarsmit-
ted. In order to overcometheseobstaclesa numker of archi-
tecturd designshave beenputforward. Oneappoachthathas
beensuggesteds to usea layeredarchitectual apprachin
corjunctionwith pratocol and/orpacletfiltering.

2.1 Layered Architecture and Filtering

In orderto remaove ary extraneousprocessindrom the execu
tion path,acomman themethathasbeenintrodwcedinto mary
network analysissystemss the useof a layeredarchitectue.
Thearchitectue generallyconsistsof the input/link layer, the
pratocol filtering layer, andthe actualdataprocessinglayer
Theideais thatif we are not interestedn certainprotccols
(e.g, we only wish to examine IP traffic) thenwe shouldnot
wasteary time with the processingf pacletsbeingusedby
othe protocds andshouldinsteaddiscardthemascloselyto
the link layer asa possible.This way, the moritor is free to
examne a new paclet without having hadto go through the
actualpaclet analysis.One sucharchitectue is descriled by
Ranumetalin [6].



2.2 Network Flow Table Maintenance

Protocd filtering not withstandim, it is still desirableto min-
imize the amouwnt of processingtime and,if possible,mem-
ory usedby the moritoring applicatio for paclet processing.
Sincethemonita maintairs anetwork flow in somedatastruc-
ture, it is desiralie to minimize the amoun of time spentlo-
cating the apprgiate memoy locationfor the given paclet.
In mary works,aswell asin publicly availabletools, the au-
thors have electedto usea hashtableo storethe flow infor-
mation [6, 5] . This allows for a fasttablelookup via a hash
function which uniqudy identiesthe comectionbeingmoni-
tored. Oncethislookup is madetheprocessingf thereceved
pacletcanbelimited to atableentryupdateor addition

Aside from addirg informationto the flow table, it is also
necessaryo purge datafrom the table. When a connetion
is closed,for instance the entriesrelatedto that connetion
shouldbe removed from the flow table.In normad, erra free
operdion, the connectia terminatio canbe detectedvia the
semanticof the protacols beingused(i.e. the sendimy of FIN
pacletsin the TCP pratocol). In lessthanideal condtions,
however, additicmal measurs suchasinactivity timeoutsmust
alsobeusedo properly purge theflow table. Theconfiguration
of theinactiity timer mustbecareflly implemented,becase
a misconfigiration can causea conrectionthat is active but
dormantto be purgedfrom theflow tableincorrectly.

2.3 External Report Generation

Although notintegrd to the moritoring systemitself, it is im-

portart thatthe datacollectedbe usableby network admiris-

trators.This requiressomeform of reportgeneation over the

collecteddataset. For perfamancereasonsit is usually not
feasibleto have this reportgeneratio run in the sameprocess
asthe datacollection processinstead,mary applicationde-
velopershave optedto runtherepat geneationasanexternd

taskwhich canrun onadistinctpieceof hardware [6, 1].

2.4 Existing Tools

As the needfor network moritoring hasincreasedso too has
the availability of techndogical toolsto monita the network.
In this paper have limited the scopeof my discussiorto soft-
wareutilities whichareopen sourceandpublicly available.Of
those,pertapsthe mostfamows andwidely usedarelibpcap
andtcpdump. Although they arenot directly useful for net-
work analysisin andof themseles, they do provide a method
for abstractinghe low level network interfaceandpreseting
aunifiedview of network datato theuser

For more advencednetwork analysis,tools suchas Argus
[1] andEthemp€ have built more comgdex monitaing struc-
tureson top of the libpcapinterface For the puposesof this
paper | have chosento port the Argus softwareto the PS2
sincethe sourcecodeis structuedin a clearmannerandbe-
causeArgus definesa clearseparatio betweerthe datagath-
ering/arlysisandthe repating. This allows meto introduce
my own front endto dotherepating.

http:/iwww.tcpdump.og
2http:/letheape.soureforge.net

3 ThePlaystation 2 Platform

The PS2platform is an embedeéd platform specifically de-
signedfor multimeda applicdions.As describd by R. Dubey,
thearchitetural designfor sucha multimedia platform is rad-
ically differentfrom the architectual designof generalpur
poseprocess® (GPPs) [3]. Beforepotting an applicatio to
the PS2,it is important to undestandthe designberefits and
limitations of sucha platfom.

3.1 Differences Between GPPs and the P2

As descriled by R. Dubey andJonStokes,the goal of a mul-
timediasystemsuchasthe PS2is to processlarge amounts
of constatly changiig datawith a relatively static setof in-
structiors [3, 8]. GPP-basedystemspn the otherhand are
desigredto hande relatively staticdatasetswith awide range
of instructiors. For exampe, GPP-basedystemsaneasilybe
usedto develop word processingapplications which acton a
small setof data(the document)but canperform mary oper
ationson that data(layout manipulation, spell check,etc...)
Multimeda systemsby contrastaredesigne to hande audo
and video datastreamswhich are constantlychangng from
oneframeto the next, but commanly applyonly a smallsetof
opeationsto the data(rotaion, zoom,etc...).

Basedon the different usagepatterrs, it is no surpise that
theinternalprocessodesignsof the two systemsaredranat-
ically differert. Whereaghe GPP-basedystemanake useof
large datacachesthePS2doesnot. Sincethedatais constatly
chamging for multimeda systemsthe cachemisspercentag
wouldbetoo highto justify theinclusion of adatacachedn the
core processor Additionally, the various datasegmeris pro-
cessedvy the PS2are nomally indepement of one anotter
andcanthusbe maniplatedin parallel.Becauseof this, the
PS2allowsits vectorunitsto be operdedin avarietyof modes
allowing up to 16 8-hit datasegmeris to be processedin par
allel.

3.2 The Emotion Engine

The coreof the PS2platform is the EmotionEngire (EE). As
illustratedin Figurel, theEE consistof aMIPSI1II CPUcore,
anFPU,two vecta units(VUO andVU1), animageproassing
unit (IPU), a 10-channelDMA cortroller, agraphicsinterface
unit (GIF), an RDRAM interface unit, and an I/O interface
unit, all integraed on a single die. Furthemore, to increase
the datathroughput of the device, all of the compaentsare
comectedvia a sharedL28bit bus (excluding the FPUwhich
is conrecteddirectlyto theMIPSIII corevia a128bit bus).

In termsof function, the corecompnentsaredivided into
threegroups. Thefirst, which consistsof the MIPS Ill CPU,
the FPU, andthe VUO unit, arenormally usedfor the logical
processingof thedata. The VUL unitis usedto dotheintense
vecta graphis maripulation,andthe IPU is usedfor image
decanpressionSinceall the commnentssharea 128bit bus,
it is alsopossibleto usethe variouscompamentsin othercon-
figurationswhich allow for moreparallelism For instancethe
MIPS CPUandthe VUO couldbe manipdating a multimeda
imageat the sametime thatthe VU1 is working on a differ-
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entimage.Alternatively, the two vecta units canbe ‘locked
togethe to do 128-kit SIMD in thefollowing configuations:
16 8-hit ops/gcle, 8 1-hit ops/gcle, or 4 32-bit ops/gcle [9].

In additin to the multimeda specific compaments, the
MIPS Il CPUcommnentcanperfam mostcomman risk op-
erationsncludng:

- MUL/DIV

- 3-opMUL/MADD

- Arithmetic ADD/SUB
- PackandExterd

- Min/Max

- Absolute

- Shift

- Logicalinstructions
- Compardnstructiors
- Quadverd Load/Stoe

The MIPS lll CPU alsoincludesa 16K instructioncache
anda smaller8K datacacheand cortainsa 6 stagepipeline
(select fetch,decale andregisterread,execue, cacheaccess,
andwriteback) For more efficient1/O, the CPU alsocontairs
16K of ‘scratchmd RAM (SPRAM)’ which is accessiblgo
the CPUfor loadinstructiors but is alsodirectly accessibldy
VUO andis alsousedasa stagingareafor placingdataonthe
128bit sharedous.

4 Portingtothe PS2

In orderto corvertthe PS2into a network analyzer decided
to portthe Argus suiteof applicatiors to the PS2.Howeverin

orderto keepthe systemascloseto a gereric PS2aspossible
and maintainthe advantags of standad embeded systems

suchasminimd userinteractio, faststartupandautomatiae-
covery, asdescribd by Seltzer[7], | have optedto porttheap-
plicationin a mannerthatwould allow it to run usingasingle
PS2memay cardwithou requiring additioral storagesuchas
a harddrive. In orderto accomfish this pot, the following
softwareandhardvareprerequisitesvereobtained

PS2Network Adaper

A Standard Megalyte Memay Card

TheLinux pott to the PS2

Argus2.05 Souce Code

4.1 Obstaclesto Porting

Although it shouldnot have beendifficult to port the desired
softwareto the PS2platform, thereweremary obstacleghat
wereencainteredalongthe way. Thefirst andmostdauntirg

obstaclewas that of the limited memory Although the PS2
has32 MB of RAM, both the OS kernelaswell asthe ap-
plicationandits librariesmustbe storedon an 8MB memoy

card Becauseall applications arelinked againstthe standad

libc library, this library mustbeincluded. However, uponex-

amindion of the sharedlibrary, it becoms ohvious that we
have hit an appaent limitation; the libc library itself is ap-
proximately 8MB. Dealingwith the size of the standad libc

library, however, is notwithouta solution In fact,becausé¢he
sizeof thelibrary malesit difficult to usein embedeéd sys-
tems,otheralternatveshave beendeveloped.As describe by
Todd E. Sundsted,therearetwo comnon alternaties: uClibc
andDietlibc [10].

Although, the useof uClibc would alleviate the size prob
lem, in the end| did not useit dueto linker erross that were
encainteredwhile building the uCilbc developmentapgica-
tions.It shouldbenotedhowever, thatfor generbdevelopment
asdescribé by SundsteduClibc is frequently used.Furthe-
more, thereseemto have beensuccessfuportsof the uClibc
environmentto the PS2 [2]. Insteadof uClibc, | took anotter
appoachsimilarto theonedescribedy Patryk Laurert [4]. |
createda 16MB disk image,copiedglibc into thatimageand
thencompessedhatimagesothatit would fit within thelim-
its imposedby the availablemedia

In addition to therequiredlibc library, | alsohadto obtaina
pott of Argusandits requitedlibraries.In theend,therequire-
mernts coud berefinedto thefollowing compaments:

- libpcap
- bisor?
- Argus

Comjpling bisonwentsmootlty. Compilinglibpcap however,
proved a bit more challengimy. The heades contaired within
the libpcap distribution were expecting certainkerrel func-
tionsto beavailable. Thekerrel releasedy Sory for thePS2,
however, did not cortain the desiredfunctions. This issue,

3Available at http//www.gnu.og/software/bison/bisorhtml



however, was circumwentedby the useof the Xrhino kernd
4 which representsa community-suppoted effort to upgrade
thePS2Linux kerrel to amore recentversion Uponcompila-
tion andsuccessfuinstallationof the latestkernel,| wasable
to getthelibpcaplibrary to comple. Oncethesdibrarieswere
compled, thecomplation of the Argus suiteprogressedvith-
outary issues.

Thefinal issueto overcomefor theportof thenetwork anal-
ysistool to thePS2 wastheflawedimplementationof thenet-
work driver for the PS2Network Adapter However, Sory has
released betaversionof theresmapdriver (the driver which
contrds the PS2network adapterwhich hassofar provento
berelatively stable.

5 PS2 Network Analyzer Runtime

After compilingthe requred programs,a 16MB RAM image
wascreatedisingthefollowing comnands:

dd if=/dev/zero of =na.ing bs=1k count=16384
nke2fs -i 16384 -b 1024 -m5 -F -v na.ing

This imagewas thenmounted tempoarily on the file sys-
tem,andthefollowing directorystructurewascreated:

drwxr - xr-x 2 root root 1024 Dec 14 22:54 bin

drwxr - xr - x 2 root root 1024 Dec 14 22:49 dev

drwxr - xr - x 3 root root 1024 Dec 15 10:31 etc
STWr--T-- 1 root root 218 Dec 15 12:18 flow. conf
drwxr - xr - x 3 root root 1024 Dec 15 09:16 lib

- FWKT - XT - X 1 root root 59 Dec 14 23:24 linuxrc
drwxr - xr - x 2 root root 12288 Dec 14 22:48 | ost+found
=TT = XT =X 1 root root 89 Dec 15 12:18 na.sh
drwxr - xr-x 2 root root 1024 Dec 15 09: 37 shin
drwxr - xr-x 5 root root 1024 Dec 14 22:51 usr

bi n/

- FWKT = XT =X 1 root root 113304 Dec 14 22:50 ash

- FWKT = XT =X 1 root root 78088 Dec 14 22:54 |s

I rwxr wxr wx 1 root root 3 Dec 14 22:50 sh -> ash
dev/

(all standard dev devices created by MAKEDEV std and MAKEDEV consol e)

etc/

drwxr - xr-x 2 root root 1024 Dec 15 09:35 init.d

STWr--T-- 1 root root 91 Dec 15 10:31 inittab

STWr--T-- 1 root root 16 Dec 15 09: 34 nodul es. conf

- VKT - XT - X 1 root root 300 Dec 15 09:33 rc.nodul es

letclinit.d/

- FWKE - XT - X 1 root root 233 Dec 15 09:35 rcS

lib/

- TWXT - XT - X 1 root root 607432 Dec 14 22:56 1d-2.2.2.s0

I rwr wxr wx 1 root root 11 Dec 14 22:56 ld.so.1 -> 1d-2.2.2.s0

- FWXT - XT - X 1 root root 7860856 Dec 14 22:54 libc-2.2.2.s0

I rwr wxr wx 1 root root 13 Dec 14 22:55 libc.so.6 -> libc-2.2.2.s0
- TWXT - XT - X 1 root root 1192451 Dec 14 22:54 1ibm2.2.2.s0

I rwxr wxr wx 1 root root 13 Dec 14 22:55 libmso.6 -> |ibm2.2.2.s0
= FWXT = XT =X 1 root root 983551 Dec 14 23:08 |ibpthread. so.0

- FWKT - XT - X 1 root root 360644 Dec 14 23:09 librt.so.1

= FWXT = XT = X 1 root root 16156 Dec 14 23:08 |ibterntap.so.2

drwxr - xr - x 3 root root 1024 Dec 15 09: 16 nodul es

I'i b/ modul es/ 2. 2. 21- prel-xr 7/ m sc/

STW-r--T-- 1 root r oot 43388 Dec 15 09:17 smap. o
sbi n/

= FWXT = XT =X 1 root root 72252 Dec 15 09:18 ifconfig
- KT - XT - X 1 root root 1285 Dec 15 09:18 ifdown
- FWKT = XT =X 1 root root 3331 Dec 15 09:18 ifup

- VKT - XT - X 1 root root 44292 Dec 14 22:57 init

- VKT - XT - X 1 root root 133772 Dec 15 09:36 insnod
usr/

drwxr - xr-x 2 root root 1024 Dec 15 10:18 bin
drwxr - xr-x 2 root root 1024 Dec 14 22:51 lib
drwxr - xr-x 2 root root 1024 Dec 14 22:51 shin
usr/ bin/

- VKT - XT - X 1 root root 114248 Dec 14 22:52 bison
- FWKE - XT - X 1 root root 5524 Dec 15 10:18 clear

- FWKT = XT =X 1 root root 440230 Dec 14 22:52 ra

- FWKE - XT - X 1 root root 435596 Dec 14 22:52 racount
- TWXT - XT - X 1 root r oot 508494 Dec 14 22:52 ragator
=TT = XT =X 1 root root 497114 Dec 14 22:52 ranon
- TWXT - XT - X 1 root r oot 480928 Dec 14 22:52 rapath
=TT = XT =X 1 root root 441452 Dec 14 22:52 rasort
=TT = XT =X 1 root root 445298 Dec 14 22:52 raxm

4Availableat http:/playstaton2-linux.com/progctskrhino-kernel/

usr/lib/

STW-r--T-- 1 root r oot 184912 Dec 14 22:51 argus_conmon. a
STW-r--T-- 1 root r oot 137704 Dec 14 22:51 argus_parse.a
STWr--T - 1 root root 224594 Dec 14 22:51 libpcap. a
usr/sbin/

- FWKE - XT - X 1 root r oot 676874 Dec 14 22:51 argus

As notedabore, this imagewas thencompressedinto the
naglibc.img (for atotal of 4,428,284 bytes).This wascopiel
to the memoy cardin addtion to the Xrhino kernel (which
wasalsocompessedo 2,678,535bytes).

6 Additional Setup

In additionto the port and the compessiononto the 8MB
memay card, therewere a few additioral stepsthat hadto
be takenin order to have the systemboot properly. The first
regurementwasthatthe Linux CD be placedin the CD drive.
Although it would have beenpreferdle to be ableto boa di-
rectly off of thememoy card(andhencerequiie noadditioral
meda), the PS2bodloaderdoesnot allow this. The CD must
bein thedrive in order to bootstrapgheloadprocess.Thesec-
ondadditionalrequirenentwastheprope setupfor thebootp
andnetworking. In orderto properly initialize the systemthe
following init scriptswereadded

1. inittab:
id:1:initdefaul t:
si::sysinit:/etc/init.d/rcS
1::sysinit:/usr/bin/clear
2::sysinit:/na.sh

2. modules.conf
alias eth0 smap

3. rc.modules:
#!/ bi n/ sh
# Prel oad ethO driver,
grep '[ \t]*ethO:’ /proc/net/dev \
2>/ dev/nul | >/dev/ nul
et hO_f ound=$?

if [ $ethO_found -ne 0 ]; then
echo "Prel oad ethO driver"

/sbin/ifconfig ethO 2> /dev/null > /dev/null

fi
4. rcS:

#!/ bi n/sh
#

export PATH=/sbin:/usr/sbin:/bin:/usr/bin

# mount proc file system
mount -t proc proc /proc

# | oad PS2 nodul es
[ etc/rc. nodul es

if ethO is not present.



i nsnod smap

ifconfig ethO 192.168.1.92 \
broadcast 192.168. 1. 255 \
net mask 255. 255. 255.0 up

5. na.sh:

#!/bin/sh

/usr/bin/clear

lusr/sbin/fargus -S 4 -w- | \
/usr/bin/ragator -f /flow conf -r -

Thesescriptswere addedto properly initialize the network-
ing andto startthe systeminto the network monitoing mode
immediately This added a slight measureof securityby not
allowing ary othercommaulsto be executel whenthe PS2is
run asa network analyzer thusmakingit harder to compo-
misethenetwork montoring sener.

7 Results

After settingupthescriptsandinstallingtheimage thesystem
was boaed and began to monitor the network. For this test,
the machire was put on a small private network which was
runring a few applicatiors (webbrowser gnuella, email,and
othercommon web basedapplicatiors). The resultingoutpu

is shavn in Figure2.

Figure2: PS2Network Analyzerin Action

8 FutureWork and Consider ations

This projectcanbe considreda proof of concep. Thereare
mary otherwaysin which the PS2Network Analyzer canbe
mademore comgete. Someof the areasvhich may be of in-
terestare:minimizing theamoun of memoy usedby theker-
nel andthe runtime Whenthe kernelwas comjled, it was
mainly a stock kernelwith someminar patches.There are
mary areasin which the kernelcouldbe trimmed down. Fur
thermae, as mentiored above, the useof uClibc insteadof
glibc would greatlyimprove thememay footprint. In addition
to the memoryenharementsthereis alsoroom for userin-
terface/pesentatiorenhacementsAt thetime of this writing,

Sory hadjust recentlyreleasedh library to allow PS2deve-
opes accesgo DMA chanrels, the scratchpd memory and
the GIF. By progammirg to this library, a very sophisticated
userinterfacecouldbe createdLastly, sincethe Playstatior?
is runmingafull Linux kernel,it is possiblethatthe PS2coud
be a securityrisk to the network which it is monitoiing. This
canbe containedoy severing the transmitwires in the RJ45
cable(asis dore in mary securityconscios institutions),and
canalsobeaccomfishedby tweakingandsecuringhekerrel.
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