
DejaView:  A Personal VirtualDejaView:  A Personal Virtual
Computer RecorderComputer Recorder

Jason NiehJason Nieh

Columbia UniversityColumbia University





Oren
Laadan

Shaya
Potter

Ricardo
Baratto

Dan
Phung



The MEMEX VisionThe MEMEX Vision

““A device in which an individualA device in which an individual
stores all his books, records, andstores all his books, records, and

communications, and which iscommunications, and which is
mechanized so that it may be consultedmechanized so that it may be consulted

with exceeding speed and flexibility.with exceeding speed and flexibility.””

Vannevar Bush, "As We May Think", July 1945Vannevar Bush, "As We May Think", July 1945



The MEMEX MachineThe MEMEX Machine

“It is an enlarged intimate supplement
to his memory.”



TodayToday

 It is important to archive, search, view andIt is important to archive, search, view and
manipulate what we have manipulate what we have seenseen



Are We There Yet ?Are We There Yet ?



Are We There Yet ?Are We There Yet ?



DejaViewDejaView

 A Personal Virtual Computer RecorderA Personal Virtual Computer Recorder
that provides a complete recording ofthat provides a complete recording of
a desktop computing experiencea desktop computing experience
 designed for transparencydesigned for transparency
 fast enough for interactive usefast enough for interactive use



DejaViewDejaView

 Provides a Tivo-like experience forProvides a Tivo-like experience for
the user's desktopthe user's desktop
 record displayrecord display

 to playback, browse, fast-forward, rewindto playback, browse, fast-forward, rewind
 record text and contextrecord text and context

 to use as index to search the display recordto use as index to search the display record
 record execution staterecord execution state

 to revive and manipulate previous sessionsto revive and manipulate previous sessions



DejaView ArchitectureDejaView Architecture



DejaView ArchitectureDejaView Architecture
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Display RecordingDisplay Recording

 Need to record the display ...Need to record the display ...
 transparentlytransparently
 efficientlyefficiently
 at full-fidelityat full-fidelity



Display systemDisplay system
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system
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framebuffer



PossibilitiesPossibilities

 Window system commands?Window system commands?
 complex, non-determinismcomplex, non-determinism
 network limitsnetwork limits

 Pixels?Pixels?
 high bandwidthhigh bandwidth

 MPEG?MPEG?
 high overheadhigh overhead
 loss of display fidelityloss of display fidelity



DejaViewDejaView Approach Approach

 Virtual display driverVirtual display driver
 no longer tied to a piece of hardwareno longer tied to a piece of hardware
 can redirect the display anywherecan redirect the display anywhere

Display
updates

Input
events
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Virtual DisplayVirtual Display

 Standard device interfaceStandard device interface
 provides full transparencyprovides full transparency

 Intercepts low level display updatesIntercepts low level display updates
 records only changesrecords only changes
 fast, efficient, optimized for desktopfast, efficient, optimized for desktop

 Logs all display updatesLogs all display updates
 no loss of informationno loss of information



Text and Context RecordingText and Context Recording

 Need to record the text and context ...Need to record the text and context ...
 retain semanticsretain semantics
 transparentlytransparently
 efficientlyefficiently



PossibilitiesPossibilities

 Window system commands?Window system commands?
 not enough informationnot enough information

 OCR?OCR?
 too slowtoo slow
 inaccurateinaccurate



DejaViewDejaView Approach Approach

 Leverage accessibility infrastructureLeverage accessibility infrastructure
 used by screen readers to convert text toused by screen readers to convert text to

speech, for the visually impairedspeech, for the visually impaired
 available on most modern desktopsavailable on most modern desktops
 incorporated into standard GUI toolkitincorporated into standard GUI toolkit

  already does what we need !  already does what we need !



Accessibility InterfacesAccessibility Interfaces

 Accessibility infrastructureAccessibility infrastructure
 standard interface standard interface –– transparent transparent
 efficient efficient –– see evaluation see evaluation

 Provides useful contextual informationProvides useful contextual information
about the contents, e.g:about the contents, e.g:
 name and type of applicationname and type of application
 which window has focuswhich window has focus
 special properties (e.g. menu text)special properties (e.g. menu text) ‏‏



Execution RecordingExecution Recording

 Need to record execution state...Need to record execution state...
 to be able to revive at later timeto be able to revive at later time

 underlying system may changeunderlying system may change
 include the entire desktop sessioninclude the entire desktop session

 not only a single processnot only a single process
 fast enough to save frequentlyfast enough to save frequently
 without degrading user experiencewithout degrading user experience



PossibilitiesPossibilities

 CheckpointingCheckpointing using  using VMMsVMMs??
 too slowtoo slow
 too much statetoo much state

 Log and replay?Log and replay?
 need to replay from the middleneed to replay from the middle
 SMP too hard/slow in practiceSMP too hard/slow in practice



DejaViewDejaView Approach Approach

 Encapsulate only the user's desktopEncapsulate only the user's desktop
and decouple it from the underlying OSand decouple it from the underlying OS
 repeatedly checkpoint the desktop sessionrepeatedly checkpoint the desktop session

to be able to revive at a later timeto be able to revive at a later time
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ChallengesChallenges

 Desktop consists of  multiple processesDesktop consists of  multiple processes
 processes have dependenciesprocesses have dependencies
 processes are a moving targetprocesses are a moving target
 need to capture globally consistent stateneed to capture globally consistent state

 Need to transparently support largeNeed to transparently support large
existing installed application baseexisting installed application base



ProblemProblem

intint  iChildPIDiChildPID;;

if (if (iChildPIDiChildPID=fork()) {=fork()) {
/* parent does some work *//* parent does some work */
waitpid(iChildPIDwaitpid(iChildPID););

} else {} else {
/* child does some work *//* child does some work */
exit(0);exit(0);

}}



Resource consistency problemResource consistency problem

Host A(t) Host A(t+x)
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Host A(t+x)

PID 20

Resource conflict problemResource conflict problem

Host A(t)
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Resources May Conflict With Other Processes
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Resource dependency problemResource dependency problem

Host A(t) Host A(t+x)

Child

Parent Parent

Parent and child depend on each other

Parent



Problem recapProblem recap

resource consistencyresource consistency
 names cannames can’’t changet change
resource conflictresource conflict
 names cannames can’’t be duplicatest be duplicates
resource dependencyresource dependency
 checkpoint must be completecheckpoint must be complete



Pod solutionPod solution

 POD (POD (PrOcessPrOcess Domain) Domain)

 can contain any number of processescan contain any number of processes

 migrated as a unitmigrated as a unit

 private virtual private virtual namespacenamespace



PID and IPC key virtualizationPID and IPC key virtualization

 create unique namespace for the podcreate unique namespace for the pod
 names are virtualizednames are virtualized
 when entering a system call, replace podwhen entering a system call, replace pod

virtual identifiers with real onesvirtual identifiers with real ones
 when exiting a system call, replace realwhen exiting a system call, replace real

return values with pod virtual onesreturn values with pod virtual ones
 mask out identifiers that do not belong to themask out identifiers that do not belong to the

podpod



Memory virtualizationMemory virtualization

 like IPC, create unique shared memorylike IPC, create unique shared memory
namespacenamespace

 modern architectures support virtualmodern architectures support virtual
memorymemory



Desktop PODDesktop POD

 Desktop Desktop PrOcessPrOcess Domain (POD) Domain (POD)
 encapsulate userencapsulate user’’s desktops desktop

 Private, virtual namespacePrivate, virtual namespace
 level of indirectionlevel of indirection
 isolated, self-containedisolated, self-contained



Virtual Execution EnvironmentVirtual Execution Environment

 Interpose on operating system APIInterpose on operating system API
 transparent, lightweighttransparent, lightweight

 Operating system virtualizationOperating system virtualization
 confine dependencies among processesconfine dependencies among processes
 remove dependencies on OS instanceremove dependencies on OS instance



Execution CheckpointExecution Checkpoint

 Auxiliary checkpoint processAuxiliary checkpoint process
 Consistent checkpointingConsistent checkpointing

(1)(1) quiesce session quiesce session
(2)(2) save execution state save execution state
(3)(3) save file system state (snapshot) save file system state (snapshot)
(4)(4) let session resume let session resume



Quiescing the PODQuiescing the POD

 Freeze processesFreeze processes
 ensure global consistencyensure global consistency

 Put processes in a known statePut processes in a known state
 easy to restoreeasy to restore

 Use native Use native SIGSTOPSIGSTOP
 forced known state with minimal stackforced known state with minimal stack
 synchronization handled nativelysynchronization handled natively
 watch out for visible side-effectswatch out for visible side-effects



Save Execution StateSave Execution State

  Process DependenciesProcess Dependencies

threadsprocess
group

parent

process
session

sibling children

open
files

shared
signals

shared
memory

• • •

process
relationships

process
heirarchy

shared
resources



The Process ForestThe Process Forest

 A-prioriA-priori
 parent-childparent-child
 sessionsession
 threadsthreads

 A-posterioriA-posteriori
 process groupprocess group
 shared resourcesshared resources

process  
   relationships

shared
resources

process
hierarchy



DumpForestDumpForest  AlgorithmAlgorithm

 The algorithm records the state of theThe algorithm records the state of the
process forest in a consistent mannerprocess forest in a consistent manner

 GoalGoal: find creator, not just parent: find creator, not just parent

 InputInput: available state at the time of the: available state at the time of the
checkpointcheckpoint
 no logging or replay of eventsno logging or replay of events

 OutputOutput: a table that will hold a set of: a table that will hold a set of
instructions to recreate the forestinstructions to recreate the forest



Save File System StateSave File System State

 Leverage log-structured file systemLeverage log-structured file system
 every transaction results in a snapshotevery transaction results in a snapshot



Optimize for InteractivityOptimize for Interactivity

 Remove work from critical path:Remove work from critical path:
 pre-pre-quiescequiesce
 pre-snapshotpre-snapshot
 incremental checkpointincremental checkpoint
 copy-on-writecopy-on-write
 deferred write-backdeferred write-back



Checkpoint PolicyCheckpoint Policy

 Only checkpoint on display updatesOnly checkpoint on display updates
 this is what interests the userthis is what interests the user

 Only when there are enough updatesOnly when there are enough updates
 skip unnecessary checkpoints to reduceskip unnecessary checkpoints to reduce

storage requirementsstorage requirements
 Limit checkpoint rateLimit checkpoint rate

 so runtime overhead is manageableso runtime overhead is manageable



Reviving ExecutionReviving Execution

 Revive to a previous checkpointRevive to a previous checkpoint
(1)(1) restore file system state restore file system state
(2)(2) restore execution state restore execution state
(3)(3) let session resume let session resume



Restore file system stateRestore file system state

 Leverage union file systemLeverage union file system
 combine the read-only snapshot with acombine the read-only snapshot with a

fresh read-write file system layer on topfresh read-write file system layer on top



Restore execution stateRestore execution state

 In-contextIn-context
 Restore process forestRestore process forest

 leverage existing process creationleverage existing process creation
functionalityfunctionality

 Restore process stateRestore process state
 Resume sessionResume session



 Revived session has own environmentRevived session has own environment
 Multiple sessions can run concurrentlyMultiple sessions can run concurrently

Parallel WorldsParallel Worlds
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DejaView PerformanceDejaView Performance



ImplementationImplementation

 X windows virtual display driverX windows virtual display driver
 GNOME accessibility infrastructureGNOME accessibility infrastructure
 TsearchTsearch with  with PostgreSQLPostgreSQL
 User-space utilities and Linux kernelUser-space utilities and Linux kernel

modulemodule

No application, window system, or baseNo application, window system, or base
kernel changeskernel changes



Performance EvaluationPerformance Evaluation

 System overhead:System overhead:
 runtime overhead of recordingruntime overhead of recording
 impact on system interactivityimpact on system interactivity
 storage requirementsstorage requirements

 Access to data:Access to data:
 search and browse latencysearch and browse latency
 playback speedplayback speed
 session revive latencysession revive latency



Application ScenariosApplication Scenarios

 BenchmarksBenchmarks
 webweb - rapid-fire browsing- rapid-fire browsing
 videovideo - full screen playback- full screen playback
 untaruntar - untar of kernel source files- untar of kernel source files
 gzipgzip - compress kernel source tar file- compress kernel source tar file
 makemake - kernel make- kernel make
 octaveoctave - matlab clone calculation- matlab clone calculation
 catcat - cat of a large file to screen- cat of a large file to screen
 usageusage - real desktop usage- real desktop usage



Recording Runtime OverheadRecording Runtime Overhead

 Display and execution recording overhead is lowDisplay and execution recording overhead is low
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Checkpoint LatencyCheckpoint Latency

 Downtime low enough for interactive usage Downtime low enough for interactive usage
 Total time low enough for frequent checkpoints Total time low enough for frequent checkpoints

0

20

40

60

80

100

120

140

160

180

200

web video untar gzip make octave cat usage

T
im

e
 [

m
s

]

Total time

Downtime



Checkpoint LatencyCheckpoint Latency
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Recording Storage GrowthRecording Storage Growth

Storage requirements are lower than PVR with equivalent displayStorage requirements are lower than PVR with equivalent display
resolutionresolution
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Recording Storage GrowthRecording Storage Growth
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Browse and Search LatencyBrowse and Search Latency

Searching and browsing are fast enough to support interactiveSearching and browsing are fast enough to support interactive
useuse
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Playback SpeedupPlayback Speedup

 Faster than real-time visual search through the display recordingFaster than real-time visual search through the display recording
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Session ReviveSession Revive

 Latency to revive a session (from cold cache) is within a fewLatency to revive a session (from cold cache) is within a few
secondsseconds
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ConclusionsConclusions

 DejaView: a new personal virtualDejaView: a new personal virtual
computer recorder modelcomputer recorder model
 novel use of virtual display, virtualnovel use of virtual display, virtual

execution environment and accessibilityexecution environment and accessibility
 users can find, access and manipulate datausers can find, access and manipulate data

they have previously seenthey have previously seen
 allows recording, playback, browsing,allows recording, playback, browsing,

searching, and reviving live desktopsearching, and reviving live desktop
 modest performance overhead, fast enoughmodest performance overhead, fast enough

for interactive usefor interactive use



Future WorkFuture Work

 A new A new paradiagmparadiagm for desktop search for desktop search
 how to determine relevance?how to determine relevance?
 relationship to desktop file search?relationship to desktop file search?
 user interface issuesuser interface issues

 Collaborative Collaborative DejaViewDejaView



More InfoMore Info

Network Computing LaboratoryNetwork Computing Laboratory
http://http://ncl.cs.columbia.eduncl.cs.columbia.edu



Reviving the NetworkReviving the Network

 What is the network state after revive ?What is the network state after revive ?
 like resuming a hibernated laptoplike resuming a hibernated laptop
 stateful protocols: drop all connectionsstateful protocols: drop all connections
 stateless protocol: don't carestateless protocol: don't care

 What about network access ?What about network access ?
 disabled by defaultdisabled by default
 enable per application, or globallyenable per application, or globally



VirtualizationVirtualization
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