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CODIS DNA Profiling

FBI Criminal Database

Check for match

“On April 21, 2021, […] the 20 millionth 

DNA profile was contributed to the 

national DNA database via the CODIS 

software […] This remarkable crime-

solving tool has aided over 545,000 

investigations”

FBI.gov, April 21th, 2021

New York Times, October 27th, 2019
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CODIS DNA Profiling

Check    for match

FBI Criminal 
Database

Added to database

FBI Criminal 
Database

After query:

Regardless of match result
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What is the Problem?

Washington Post, January 11th, 2020New York Times, August 15th, 2019

Newsweek, Febuary 11th, 2019

New York Times, March 31st, 2019
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Approach

• Privacy preserving cryptographic protocol

• Protects privacy of collected DNA profile

• Protects privacy of DNA profiles in database

• Works in the field (does not take hours)

Match

only sees match result

does not learn what is in 

does not learn what is 



Protocol Overview
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• Private DNA Matching à private evaluation of 
Finite State Machines (FSM)
• Evaluating equality
• Evaluating number of matching components

• Obliviously evaluate FSM with Oblivious 
Transfers (OT)

• Iterative protocol that uses problem’s structure
• Unlike Yao / FHE / Private Equality Testing
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STR Profiles

Short Tandem Repeats (STR)

20

CSF1PO FGA THO1 TPOX VWA D3S1358 D5S818 D7S820 … D19S433

STR
machine

10 87 41 127 63 4 89 1 … 27
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STR Profiles

10 87 41 127 63 4 89 1 … 27

10 87 41 127 63 4 89 1 … 27

10 87 28 127 63 4 89 1 … 27

Full
Partial
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Creating the FSM
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Creating the FSM
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Creating the FSM
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STR Matching with FSM
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STR Matching with FSM
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Equality FSM

Send query through FSM to get match result
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Oblivious Transfer (1 out of k)

Receiver Sender
c ∈ {0, 1, … , k-1} m0, m1, … , mk-1

mc

Start:

Finish: Nothing
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FSM Transition with Oblivious Transfer

0

1

q1

0,1

q0

0,1q2 q3

Client
Server

c = (current state, transition)
c = (q0, 1) = q2

0 transition 1 transition
q0 M(q0,0)= q1 M(q0,1)= q2

q1 M(q1,0)= q3 M(q1,1)= q3

q2 M(q2,0)= q3 M(q2,1)= q3

q3 M(q3,0)= end M(q3,1)= end
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FSM Transition with Oblivious Transfer

0
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q1

0,1

q0

0,1q2 q3

Will learn states!

Server

0 transition 1 transition
q0 M(q0,0)= q1 M(q0,1)= q2

q1 M(q1,0)= q3 M(q1,1)= q3

q2 M(q2,0)= q3 M(q2,1)= q3
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FSM Transition with Oblivious Transfer

0

1

q !(1)

0,1

q!(0)

0,1q !(2)

q !(3)

Client

c = (current state, transition)

Permute States!

Server

0 transition 1 transition
!(q0) M(!(q0),0)= !(q1) M(!(q0),1)= !(q2)
!(q1) M(!(q1),0)= !(q3) M(!(q1),1)= !(q3)
!(q2) M(!(q2),0)= !(q3) M(!(q2),1)= !(q3)
!(q3) M(!(q3),0)= end M(!(q3),1)= end



Optimize Communication with Layered FSM
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Implementation
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• Precomputed OT correlations
• OTs require only symmetric operations

• Ran protocol in parallel for all simulated database entries

• Used different STR profile types for countries that use CODIS like systems

• Benchmarked on AWS
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Time vs. Database Size
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Communication vs. Database Size
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Summary

• Performs privacy preserving matching
• Privacy for suspect and database

• Operates efficiently
• 3 minutes for five million database entries

• Feasible on mobile device
• Moderate end-to-end communication cost    

( 860 MB )
• Low client side storage requirement.            

( 290 MB )

Match

only sees match result

does not learn what is in 

does not learn what is 
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Conclusion

• Generic search for various genomic data
• Low stringency matching
• 23 and Me genomic data

New York Times, July 1st, 201923andMe.com
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Questions

• Email: jab7dq@virginia.edu
• Code: https://github.com/jBlinden/private-codis
• Paper (Nature Computational Science): https://rdcu.be/cjq70

mailto:jab7dq@virginia.edu
https://github.com/jBlinden/private-codis
https://rdcu.be/cjq70

