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I ntroduction

The continuous operation of the financial and banking system in the United States is key to all
organized economic activity. Protecting the financial and banking infrastructure has been
recognized as a national priority and has been receiving increased attention in organizations
connected with this sector. In the past severa years, many of these organizations have
significantly improved their awareness of vulnerabilities and their ability to respond to threats
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and attacks. Most would agree, however, that there is much to be done in achieving a national
financial and banking infrastructure thet isboth highly resistant to attack, both physical and
“cyber”, and also highly resilient in the event that an attack does occur.

The Treasury s Office of Critical Infrastructure Protection and Compliance Policy (CIP&CP) has
been working with public and private sector institutions in the financial and banking sector to
assess vulnerabilities and highlight areas for improvement. As part of this effort, CIP& CP has
created a research and development agenda (R& D Agenda) aimed at improving both the state-of-
the-art in Critical Infrastructure Protection (CIP) as well as the state-of-the-practice as it relates
to this sector of the economy. General research topics as well as specific projects have been
identified that, if accomplished and the results implemented, will improve both the technol ogies
and business practices related to CIP. The Agenda soverall godl isto support research and

devel opment activities and process improvements that will raise the overall level of the sector’s
preparedness and resiliency as well as the individual level at each ingtitution. Projects oriented
to “closing the gap” between available state-of-the-art technologies and business practices and
those that are actually implemented (the “ state-of-the-practice”) are a particular priority.

As CIP became atopic of national (and international) interest, governmental and non-profit
organizations began to assess the state-of-the-art and highlight those areas that required further
R&D. Most of these efforts were oriented to technology R& D, rather than business practice
R&D, and did not particularly highlight the needs of any one sector of the economy. CIP&CP
reviewed the output of these activities (see the Source Material list) and other documents and
met with various industry experts. These meetings led to the creation of an R&D Agenda to
address the needs of the financial and banking sector. The reader will find that most research
areas on the CIP& CP list are, therefore, familiar (with sources identified), although the focus and
detail has been related to their value to the financial and banking. Many of these projects will
have value across other sectors as well.

The R&D Agenda' s suggested projects come from many sources. They have been classified
according to several different criteriato ensure that the totality will span all facets of the “ CIP
life-cycle,” awide variety of technology and business practice areas, short- to long-term
development timeframes, as well as low- to high-risk in terms of achieving useful outcome.

Asaresult of our methodology, research by government, private sector, or public sector
institutions may be being conducted on topics that are the same or similar to the ones listed in the
R&D Agenda. Asthe R&D Agenda emphasizes the interests of the financial and banking sector,
“high priority” projects have been gleaned from the general list. Topics have been listed as
“high priority” if they represent R&D areas that are not only of significant interest to the
financial and banking community, but also are uniquely addressed under the mission of the
CIP&CP Office. It is expected that R& D awards under this program will span a majority of the
various classifications with emphasis on “closing the gap.”

Severa factors contribute to the inability to “close the gap” between the state-of-the-art and the
state-of-the-practice in CIP. First, what we “know should be done” is often at a high level
(“networks must be more secure”) rather than at a detailed operational level (“implement this
protocol and this business practice in thisway”). Second, improving an organization’s CIP state-
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of-the-practice requires resources that may other have competing demands, and whose business
case may not always clear. Lastly, in some areas we do not know how to make enterprises both
highly impervious to attack while also making it able to quickly recover if its defenses are
breached. Asaresult, there is much to do in expanding the state-of-the-art. Research is
encouraged in al aspects of developing solutions to these problems for the financial sector.

Relevant Presidential Directives and Action Recommendations:
From Presidential Decision Directive 63 (May 1998): “Department of the Treasury and the
financial sector are expected to:
- Assessthe vulnerabilities of financial and banking to cyber attacks and recommend
measures to eliminate significant vulnerabilities;
- Develop an Industry-owned and operated information sharing system for identifying and
defending against major cyber attacks;
- Recommend a program of research and development to keep the industry at the cutting
edge of information systems security; and
- Develop and implement an industry-wide information system vulnerability awareness
and education program.”
From the National Strategy to Secure Cyberspace: “ A/R 3-6: A public-private partnership should
continue work in helping to secure the Nation’s cyber infrastructure through participation in, as
appropriate and feasible, a technology and R& D gap analysis to provide input into the federal
cybersecurity research agenda, coordination on the conduct of associated research, and the
development and dissemination of best practices for cybersecurity.” “A/R 2-12: To optimize
research efforts relative to those of the private sector, DHS will ensure that adequate mechanisms
exist for coordination of research and devel opment among academia, industry and government, and
will develop new mechanisms where needed.”

Resear ch topics wer e selected based on the following criteria:

- ClPresearch of interest to the financial and banking sector.

- Generaly does not include topics of broad genera interest (e.g. software development
methodologies, secure hardware).

- May include topics of interest to other industry sectors, but impact focuses on finance and
banking.

- R&D may include the creation of “best practices’” and ways of improving the “ state-of-
the-practice” as well as the “ state-of-the-art.”

Program Areas — CIP “life-cycle” (extension of framework in *“ Finance and Banking
Sector, The National Strategy for Critical Infrastructure Assurance”):

- Policy and Strategy

- Awareness and Assessment (and Understanding/Training)

- Preparation and Prevention (Protection and Deterrence)

- Detection and Reaction (Response)

- Recovery and Restoration (Decontamination and Reconstitution)

- Risk Management (Financia and other)

Resear ch Impact/Impact Areas —business practice or technology characteristic:
- Business continuity, system backup and recovery (BusCont)
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- Information security and privacy, including encryption technologies (InfoSec)
o anti-virus, PKI, vulnerability assessment, content scanning, application security,
and various encryption technol ogies.
- Authentication and access control (A&AC)
0 Internet access control, intrusion detection, security appliances, firewalls
- Network, communications, and messaging protocols (NetProt)
o virtua private networks (VPN), common message protocols, XML
- Operations center management (OpCitr)
- Third party relationships, outsourcing, etc. (3rdParty)
- Interdependence with other areas, e.g. telecommunications (I nterdep)
- Best practices (BP)

Timeframe:

- Expected timeframe for research to produce commercialy viable results. Industry
adoption timeframe begins when commercialy viable results are available and may be
significant.

- Near-termis 12-24 months.

- Mid-termis 2-4 years.

- Long-term is greater than four years.

Resear ch Risk:

- Eachresearch areaisrated asto “risk” of achieving acommercially useful outcome in the
desired timeframe.

- Distinguishes between “developmental” activities (low risk) vs. areas where the expected
outcome has a higher degree of uncertainty or may not even be known when the research
is begun (high risk).

- Technology development risk is based on whether aresearch areais extending
technologies aready in wide spread use as well as whether significant breakthroughs are
required to achieve desired results.

- Risks associated with implementing new or better business policies and processes are
related to the likelihood of achieving adoption and benefits.

Sour ce:
- Documents, including public and private research studies, governmert documents,
articles, white papers, etc. used as source materials.

Priority:

- Priority specifically (1) for improving the resiliency of the finance and banking sector,
AND (2) for the purposes of funding this R&D Agenda. Priorities are thus related to
BOTH the finance and banking sector, and to the specific R& D program that should be
managed by the Treasury CIP-CP office.

- Based on impact, risk, cost, uniqueness, time frame, and other factors relevant to the
specific research item.

- Other projects may be high priority for improving the resiliency of the finance and
banking sector, but are already being addressed by other government granting or research
programs.
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Estimated Funding:
- “Order of magnitude” estimates of funding required for initiation of an effective R&D
program
- Total expected funding to achieve implemental results would be determined during the
initial project stages.

Description:
- Short description of the example R&D project.
- Intended to give a general framework for the R&D area.
- Provides general guidance rather than specifying detailed requirements.
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Summary of High Priority Topicsfor Funding via Treasury CIP-CP Initiative

Research Topic | Program Area | First Research Risk | Funding
(not in priority Commercial Estimate**
order) Use Time-

Frame
Best practices Preparation and | Near-term Low Lessthan
repository Prevention $1M
Standards for Policy and Near-term Low Lessthan
end-to-end Strategy; Risk $IM
testing of Management
industry backup
systems
Life-cycle Risk Near-term Low Lessthan
costing Management $1M
Implications of | Policy and Near-term Low Lessthan
industry Strategy; Risk $1M
outsourcing M anagement
Security Awarenessand | Near-term Low $1-3M
proceduresto Assessment,

defend against Preparation and
“insider” cyber- | Prevention,

attacks Detection and

Reaction
Business Policy and Near-term Low $1-3M
continuity Strategy,
strategies Recovery and

Restoration
Datareplication | Recovery and Near-term Low $1-3M
best practices Restoration
Clearing systems | Preparation and | Near-term Low $1-3M
interoperability | Prevention,

Recovery and

Restoration
Patch Preparation and | Near-term Low $1-3M
clearinghouse Prevention
Creating public | Policy and Near-term Medium Lessthan
policy to Strategy $1M
promote
improved critical
infrastructure
protection
Asset movement | Detection and Near-term Medium $3-7TM
pattern Reaction
recognition
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Research Topic | Program Area | First Research Risk | Funding
(notin priority Commercial Estimate**
order) Use Time-
Frame

Datareplication | Preparationand | Near-term Medium $3-7T™M
technology Prevention,

Recovery and

Restoration
Enterprise Policy and Mid-term Low $1-3M
security Strategy,
management Awareness and

Assessment,

Preparation and

Prevention
Wide-spread Preparation and | Mid-term Medium $1-3M
identity theft Prevention;

Detection and

Discovery;

Recovery and

Restoration
Technology to Awarenessand | Mid-term Medium $3-T™M
defend against Assessment,
“insider” cyber- | Preparation and
attacks Prevention,

Detection and

Reaction
Highreliability | Preparationand | Mid-term Medium Greater than
biometric Prevention $™M
identification
systems
Securing Preparation and | Mid-term High Greater than
software Prevention, $7™M
environments Detection and
including Reaction
commercial “ off-
the-shelf”
software
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Example R& D Agenda Topics

Research Topic* Program Areas I mpact (Impact Area) First Commercial | Research
Use Timeframe Risk
Enterprise Policy and Strategy, | Increased control Mid-term Low
security Awareness and over security for the
management Assessment, entire enterprise (BP)
Preparation and
Prevention
Source: 13P Cyber Security R&D Agenda; NRC Making the Funding Est.: Priority:
Nation Safe $1-3M HIGH
Description:

“Integrating diverse security technologies into a coherent capability for maintaining access to and
use of enterprise resources, monitoring behavior on enterprise systems, and detecting and
responding to suspicious or unacceptable behavior...

Research in the areas of enterprise policy definition and management, definition and maintenance
of atargeted risk posture, and definition of, and protection at, security boundaries.” [13P]

“Develop better system-administration tools for specifying security policies and checking against
pre-specified system configurations...Create and employ metrics to determine the improvement
to system security resulting from the installation of a security measure.” [NRC]

# Research Topic* Program Areas I mpact (Impact Area) First Commercial | Research
Use Timeframe Risk
Integration of | Policy and Strategy, | Increased control Mid-term Medium
physical and Awareness and over security for the
cyber security | Assessment, entire enterprise (BP)
Preparation and
Prevention
Source:  http://www.opensecurityexchange.com

Description:

IT attacks can amplify the impact of physical attacks and vice versa. “The lack of technical
integration between physical and I T security systems has resulted in organizational and
procedural gaps... [organizations are] unable to consistently implement security policies.”
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Research Topic* Program Areas I mpact (Impact Area) First Commercial | Research
Use Timeframe Risk
Networ k Preparation and Decreased Mid-term Medium
security Prevention, vulnerability across
standards Detection and heterogeneous
coordination Reaction connected networks
(InfoSec, NetProt)

Source: 13P Banking and Finance Sector Workshop, June 24-25,
2002; NRC Making the Nation Safe

Description:

Research focusing on improving coordination of security standards across network connections,
ensuring security across wired and wireless devices, with particular concern being given to both
for interoperability and privacy.

Research Topic* Program Areas I mpact (Impact Area) First Commercial | Research
Use Timeframe Risk
Secure Preparation and Provide more secure | Mid—Long High
software Prevention, systems (InfoSec) term
development Detection and
methods Reaction
Source: 3P Survey of R&D; NRC Making the Nation Safe

“The approach taken to information infrastructure protection (12P) in software engineering
methodol ogies practiced today is inadequate to support the goals of full integrated end-to-end
security in new systems. Research is needed to establish more robust security practices in code
development and to determine how these practices can be made general.” [13P]
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# Research Topic* Program Areas I mpact (I mpact Area) First Commercial | Research
Use Timeframe Risk
5 | Securing Preparation and Improved security of | Mid-term High
software Prevention, integrated computer
environments | Detection and system environments
including Reaction (InfoSec)
commercial
“ off-the-shelf”
software
Source: National Scale INFOSEC Research Hard Problems List Funding E<t. Priority:
greater than HIGH
$7M

Description:

Almost al financial and banking institutions are dependent on at least some commercial off-the-
shelf (COTYS) software, whether for accounting, Customer Resource Management (CRM), or
mission specific functions. Current security technology does not provide appropriate solutions in

an environment integrating COTS packages.

Methods are needed for integrating COTS components (as well as custom developed software)
from multiple vendors into secure computer environmentsthat also give consideration to usability
of the security mechanisms.

# Research Topic* Program Areas I mpact (I mpact Area) First Commercial | Research
Use Timeframe Risk
6 | Accesscontrol | Preparation and Improved system Near-term Low
language Prevention security (A&AC)
standards

Source: http://www.0asis-

open.org/committees/tc home.php?wg abbrev=xacml

Description:

The Organization for the Advancement of Structured Information Standards (OASIS) had

promulgated a standard for expressing authorization policiesin XML called eXtensivel Access
Control Markup Language (XACML). Further work needs to be done in creating stardards and
best practices for adoption and use of this or similar access control languages.
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Research Topic* Program Areas I mpact (I mpact Area) First Commercial | Research
Use Timeframe Risk
Technology to | Awareness and Improved ability to Mid-term Medium
defend against | Assessment, prevent, detect, and
“insder” Preparation and mitigate cyberattacks
cyber-attacks | Prevention, from inside personnel
Detection and (InfoSec, BusCont,
Reaction A&AC)
Source: 13P Banking and Finance Sector Workshop, June 24-25, Funding Est.: Priority:
2002; DoD Insider Threat Mitigation $3-7M HIGH

Description:

Insider cyber-attacks are both more prevalent and can be more devastating to an organization than

externally generated attacks.

Research needs to be focused on technology relating to preventing, detecting, and responding to
insider attacks. Topics may include “strong universal authentication/identification, effective

intrusion detection, tools that allow detection of unrecognized threats (unknown viruses, internal
misconduct, patterns of fraud), improvements in software and operating systems (fault tolerance,
testing methods to allow earlier detection of vulnerabilities), and improvements in security tools
and algorithms to increase detection rates while minimizing false alarms.”

# Research Topic* Program Areas I mpact (Impact Area) First Commercial | Research
Use Timeframe Risk
Security Awareness and Improved ability to Near-term Low
proceduresto | Assessment, prevent, detect, and
defend against | Preparation and mitigate cyber attacks
“insider” Prevention, from inside personnel
cyber-attacks | Detection and (InfoSec, BusCont,
Reaction A&AC)
Source: 13P Banking and Finance Sector Workshop, June 24-25, Funding Est.: Priority:
2002; DaoD Insider Threat Mitigation $1-3M HIGH

Description:

Insider cyber-attacks are both more prevalent and can be more devastating to an organization than

externally generated attacks.

Although there are many existing “best practices’ for reducing the threat of insider cyber-attacks,
research is needed into improved ways of disseminating and implementing these.
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# Research Topic* Program Areas I mpact (I mpact Area) First Commercial | Research
Use Timeframe Risk
9 | Wireless Detection and Improved security of | Mid-term Medium
sensor Reaction CIP assets (InfoSec)
networks

Source: Multiple sources

Description:

Current research on wireless sensor networks has opened new frontiers of environment
monitoring and surveillance, e.g. of critical financial and banking center operations. Wireless

sensors can control doors, tag computers, operate cameras and other monitoring device to provide
security information remotely.

Research would focus on applications relevant to the financial and banking sector.

# Research Topic* Program Areas Impact (I mpact Area) First Commercial Research
Use Timeframe Risk
10 | High reliability | Preparation and Improved security for | Mid-term Medium
biometric Prevention the enterprise and
identification computer systems
systems (A&AC)
Source: Multiple sources Funding Est.: Priority:
greater than HIGH
$7M

Description:

Biometric identification systems span a number of technologies. As of yet, none of these systems
has achieved the right balance of reliability, security, cost, and ease of use. Continued research is
required in all areasto achieve high reliability (both positive and negative) at low cost.
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# Research Topic* Program Areas I mpact (I mpact Area) First Commercial | Research
Use Timeframe Risk
11 | Gait Preparation and More reliable Long-term Medium
recognition Prevention, detection of potential
Detection and criminal or terrorist
Reaction activity (A&AC)

Source: Multiple sources

Description:

Gait or walking patterns are one example of a biometric that shows promise for uniquely

detecting individuals. Research into detecting gait patterns related to threat activity will be of use
in the financial and banking sector in relation to physical security of critical infrastructure.

# Research Topic* Program Areas I mpact (Impact Area) First Commercial | Research
Use Timeframe Risk
12 | Identifying Preparation and Improved trust in Long-term Medium
peoplein Prevention, cyber-transactions
cyberspace Detection and and relationships
Reaction (A&AC)

Source: 13P Banking and Finance Sector Workshop, June 24-
25,2002 (13P Cyber Security R& D Agenda); NRC Making the
Nation Safe

Description:
Just as techniques are needed for uniquely identifying individuals in person, techniques are
similarly needed for uniquely identifying individuals in cyberspace if commercial transactions are

to proceed smoothly.

Research is needed into approaches for identifying individuals across institutions, networks, and
geographies, without referring to a central authority. “Trust models’ must be defined given the
dynamic nature of such relationships. Any such models and approaches have to scale to fit the

needs of the national financial and banking sector.
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# Research Topic* Program Areas I mpact (I mpact Area) First Commercial | Research
Use Timeframe Risk
13 | Asset Detection and Reduce the use of the | Near-term Medium
movement Reaction financial system for
pattern terrorist activities
recognition (A&AC)
Source: Multiple sources Funding E<t. Priority:
$3-7M HIGH

Description:

Terrorist organizations require significant financial resourcesto fund their activities, from
recruiting to training to specific acts Individuals and otherwise legitimate organizations make
use of awide variety of money laundering techniques to provide funding to such organizations.

Research is needed in techniques for detecting suspicious use of the financial system for

transferring money or other assets in pursuit of terrorism. Research may include advanced data
mining, pattern recognition, and related techniques for detection of money laundering and other

money movement activity, including ways to “anonymize” transaction records to ensure

appropriate levels of privacy. Pattern recognition techniques currently used in other domains may

have applicability.

# Research Topic* Program Areas I mpact (I mpact Area) First Commercial | Research
Use Timeframe Risk
14 | Quantum Preparation and Increased data Mid-term (2-3 | Medium
encryption Prevention security and privacy | years)
(InfoSec)
Source: Multiple sources

Description:

Most new encryption methods discovered in the past decade have based their security on the fact
that it would be too costly for current computer technology to be used to crack them. Current
computer technology, however, has continued to expand at a rate where more and more secure
encryption methods are constantly required.

Research is needed into extremely secure encryption technology not subject to cracking simply by
applying more processing power.
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# Research Topic* Program Areas I mpact (I mpact Area) First Commercial | Research
Use Timeframe Risk
15 | Business Policy and Strategy, | Improved ability to Near-term Low
continuity Recovery and recover from cyber-
strategies Restoration attacks (BusCon, BP)
Source: Multiple sources Funding Est.: Priority:
$1-3M HIGH

Description:

The development of business continuity plans isof high importance to organizations in the
financial and banking sector. Plans must be developed that allow organizatiors to implement
business continuity strategies in the event of one or multiple simultaneous disasters. However,
there are significant questions regarding whether current strategies and plans will achieve this

objective.

Research is needed into strategies and plans for recovering from cyber-attacks that are (1) cost-
effective, and (2) have a high likelihood that the strategies and plars will be appropriately

implemented. Research is needed to develop strategies that will determine the minimal

operational requirements of an organization and how these requirements can be achieved after an
attack. Issues related to outsourcing of critical services must also be addressed.

# Research Topic* Program Areas I mpact (Impact Area) First Commercial | Research
Use Timeframe Risk
16 | Data Preparation and Allows more Near-term Medium
replication Prevention, dispersed backup
technology Recovery and sites (BusCon)
Restoration
Source: Multiple sources, Hitachi white paper. Funding Est.. Priority:
$3-7M HIGH

Description:

Advances in data replication technology are required to provide adequate database
synchronization among backup computer sites that may be separated by distances in excess of a

hundred miles. Regardless of technology used, the ability to recover and/or reconstruct data after
adisaster is paramount in restoring the business operations.

Research is needed that will lead to technology improvements in the areas of data
synchronization, dataintegrity, and data recoverability and reconstruction.
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# Research Topic* Program Areas I mpact (I mpact Area) First Commercial | Research
Use Timeframe Risk
17 | Data Recovery and Provide guidelinesto | Near-term Low
replication best | Restoration assist organizationsin
practices developing their top
level disaster
recovery
regquirements
Source: Multiple sources Funding Est.: Priority:
$1-3M HIGH

Description:

Selection of recovery time objective (RTO) and recovery point objective (RPO) for critical
business processes is complex and greatly affects the cost of disaster recovery solutions. Distance
between locations for production and backup operations greatly affects the options available and
the cost of disaster recovery operations. Organizations need a framework for making these and
other decisions regarding data replication approaches in the context of sound business practices.

# Research Topic* Program Areas I mpact (Impact Area) First Commercial Research
Use Timeframe Risk
18 | Data Recovery and Improved data Mid-term Medium
decontam- Restoration restoration after
ination attack (BusCon)
approaches

Source: NRC Making the Nation Safe

Description:

“Unlike a [database] restore operation used to recreate a clean system after afailure,
reconstitution [of data after an attack] requires an additional step: decontamination, which isthe
process of distinguishing clean system state (unaffected by the intruder) from the portions of
infected system state, and eliminating the causes of those differences. Because system users
would prefer that as little good data as possible be discarded, this problem is quite difficult.

Research is need to create “new decontamination approaches for discarding as little good data as
possible, and for removing active and potential infections, on a system that cannot be shut down

for decontamination.”
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# Research Topic* Program Areas I mpact (I mpact Area) First Commercial Research
Use Timeframe Risk
19 | Clearing Preparation and Allows different Near-term Low
systemsinter- | Prevention, clearing
operability Recovery and organizations to
Restoration provide mutual
backup service to
their customers
(NetProt, BusCont)
Source: Interagency Paper on Sounds Business Practices... Funding E<t. Priority:
$1-3M HIGH

Description:

Rather than clearing and settling al financia transactions between two parties, many types of
transactions (such as purchase and sale of amost all types of securities, large money transfers,
and the like) are cleared through intermediary organizations and systems which serve in the roles
of communication networks or clearinghouse or both. In many cases, a financia institution may
use only a single clearinghouse for a particular type of transaction, potentially leading to
significant system-wide vulnerabilities in the event of a disaster. Example: FedWire and CHIPS
both provide clearing services but use different communications formats, protocols, and
networks. Some banks have connections to both networks, but often do not have the capability of
shifting traffic from one to the other due to the lack of standardization.

Research is needed into the definition and cost/benefit of implementing common protocols which
would alow clearing system interoperability for various types of financial transactions.

# Research Topic* Program Areas I mpact (Impact Area) First Commercial Research
Use Timeframe Risk
20 | Common XML | Preparation and Increased ability to Near-term Low
frameworks Prevention have aternative
financial systems for backup

transactions

(BusCont); increased
ability to analyze

financial transactions
for patterns (InfoSec)

Source: http://lighthouse-partners.com/xml/

Description:
To facilitate using different organizations for trading, clearing, and settlement, common XML
frameworks need to be developed and agreed upon across the industry. For example, although
FIX is an accepted standard for securities trading, different organizations have implemented
different aspects of the protocol. FIX-XML (FIXML) frameworks are being added to the
standard to facilitate the standard adoption Additional frameworks need to be developed for
additional types of transactions and procedures need to be developed for encouraging adoption.
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# Research Topic* Program Areas I mpact (I mpact Area) First Commercial | Research
Use Timeframe Risk
21 | Best practices | Preparation and Information sharing Near-term Low
repository Prevention (BP)
Source: Multiple sources Funding Est.: Priority:
less than $1M HIGH

Description:

Create a best practices and standards repository available for members of the financial and
banking sector viathe web. Industry, enterprise, system and process practices and standards
should be sought out, summarized, categorized, indexed, and made available to the community.
Example: DOJ standards registry (http://it.ojp.gov/|sr/public/index.jsp)

# Research Topic* Program Areas I mpact (Impact Area) First Commercial | Research
Use Timeframe Risk
22 | Patch Preparation and Information sharing Near-term Low
clearinghouse | Prevention (BP)
Source: National Strategy AR 2-7; NRC Making the Naion Safe Funding Est.: Priority:
$1-3M HIGH

Description:

Financial organizations use software from many different vendors. Vendors typically provide
annual releases of this software to organizations that are on paid maintenance plans, but also
develop multiple interim “patches’ that are only distributed to organizations that specifically
inquire. Often these patches have to do with correcting security flaws.

Creating a “ patch clearinghouse” available to al organizations in the sector will help ensure that
important software updates become known to the community on atimely basis. Establishment of
uniform rating system for severity of problems or importance of patch will help organizations set
priorities for implementing patches. A contributory database listing effective patch sets across
multiple software systems will assist all participants in deciding which patches to use. An
independent patch testing agency will help establish the trustworthiness of patches in different
operational environments.
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# Research Topic* Program Areas I mpact (I mpact Area) First Commercial | Research
Use Timeframe Risk
23 | Lifecycle Risk Management Improve the ability of | Near-term Low
costing organizations to
implement cost-
effective CIP
solutions (BP)
Source: EC Comprehensive Roadmap: Analysis and A ssessment Funding Est.. Priority:
for CIP; Giga Information Report less than $1M HIGH

Description:

One of the key issues in the adoption of improved CIP technology is the ability of organizations
to fully understand the costs and benefits. Research is needed on life-cycle costs of CIP
technologies and the creation of cost-benefit models that can be used in organizational decision

making.

# Research Topic* Program Areas I mpact (I mpact Area) First Commercial | Research
Use Timeframe Risk
24 | Creating Policy and Strategy | Reduce the gap Near-term Medium
public policy to between “ state of the
promote art” and “ state of the
improved practice’ in
critical employing best
infrastructure practices (BP)
protection
Source: NRC Making the Nation Safer Funding E<t. Priority:
less than $1M HIGH

Description:

Market forces have not yet provided sufficient incentive for banks and financial organizations to
uniformly adopt the best technologies and practices available for critical infrastructure protection,
including security and business continuity. This means that there is a range of implementation
with some organizations significantly below the state-of-the-art. Improving the overall resiliency
of the finance and banking sector requires the development of public policies that encourage
implementation of such best practices and technol ogies to the goal of significantly improved
critical infrastructure protection
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# Research Topic* Program Areas I mpact (I mpact Area) First Commercial Research
Use Timeframe Risk
25 | Sandardsfor | Preparation and Ensure efficacy of Near-term Low
end-to-end Prevention; industry-wide backup
testing of Recovery and systems (BusCont)
industry Restoration
backup systems
Source: Multiple sources Funding Est.: Priority:
less than $1M HIGH

Description:

The ability of key components of the finance and banking sector to continue to function in the
face of amajor disaster will be largely dependent on how well the various back-up systems are
able to communicate with one another. This takes in more than just the ability to establish and
maintain communication; it also includes the capability to conduct transactions at a volume and
level of accuracy sufficient to maintain confidence in the system.

# Research Topic* Program Areas Impact (I mpact Area) First Commercial Research
Use Timeframe Risk
26 | Implications of | Policy and Strategy; | Better understanding | Near-term Low
industry Risk Management of outsourcing effects
outsourcing (3" Party, BusCont,
BP)
Source: Multiple sources Funding Est.: Priority:
Lessthan $1IM | High

Description:

There is an expanding trend in the industry to outsource various functions, particularly those
related to networks and information systems. The implications of this trend for cyber-security,
business continuity, and overall risk management have yet to be investigated.
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# Research Topic* Program Areas I mpact (I mpact Area) First Commercial | Research
Use Timeframe Risk
27 | Tracking Preparation and Improved resiliency Near-term Low
physical Prevention; of financia services
diversity of Detection and telecommunications
telecommuni- | Discovery;
cationscircuits | Recovery and
Restoration
Source: Federal Reserve Board, National Telecommunications Funding Est.: Priority:
System
Description:

In order to have an effective continuity of operations plan, many financia institutions have sought
to obtain true physical diversity in critical and back-up telecom services as away of ensuring
rapid recovery from service disruptions. These circuits often qualify for and are registered under
the National Communications System’s (NCS) Telecommunications Service Priority (TSP)
program for restoration and emergency provisioning. “Physical diversity” requires that the two
circuits are sufficiently far apart at al points such that an incident that disrupts one circuit is
unlikely to affect the other (e.g. not in the same conduit, along either side of the same railroad
track or bridge, located in same telecom hotel). The events of Sept 11th brought to light the fact
that diversity frequently is not maintained during routine telecom business processes (e.g.,
grooming, technology upgrades & other engineering changes) because many service providers
have not devel oped protocols for tracking and maintaining circuit diversity. In addition, it is even
more difficult to assure diversity of critical circuit pairs when different telecom providers are
supplying circuits.

TSP circuit registration provides a basis for tracking circuits that are critical to the National
Security and Emergency Preparedness (NS/EP) of the United States. It may be possible to use the
TSP program for tracking NS/EP circuits as a basis for also tracking pairs of critical circuits
through an expansion of the information maintained on circuit registration records.

Research is needed on ways to track diversity of NS/EP circuit pairs and protocols for
maintaining diversity across telecom providers. Research should consider the need for an
automated data base that identifies paired circuit information; establishing uniform procedures for
preserving diversity; and use of real-time data update procedures (e.g., use of hand-held data
collection devices) to assure that normal grooming and other types of engineering processes do
not erode physical diversity. This analysis could recommend several maor improvements to the
TSP program — or development of a multi-provider circuit diversity tracking program that
includes standardized protocols for marking and maintaining pairs of diverse circuits.
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Explanation of Column Headings:

# Research Topic Program Areas I mpact (I mpact Area) First Commercial | Research
Use Timeframe Risk
28 | Wide-spread Preparation and Information security | Mid-term Medium
identity theft Prevention; and privacy (InfoSec)
Detection and
Discovery;
Recovery and
Restoration
Source: Multiple sources Funding Est.: Priority:
$1-3M High

Description:
Identity theft is aform of attack that has been primarily used for fraudulent gain and is not yet
commonly recognized as an infrastructure attack. As identity theft becomes more widespread and
flagrant, however, it may become a basis for broader and more far reaching interruption to the
finance and banking sector. Further, new initiatives such as centralized identity databases with
biometric information may increase the severity of such attacks.

Research is required into prevention, detection, impact, and response to wide-spread identify theft
attacks.
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Research Topic

Brief title for research project

Program Areas

R&D activities can focus on one or more aspects of the CIP life-cycle,
from policy and strategy to recovery and restoration of business
activities.

Impact (Impact Area)

Expected impact in improving resiliency of the finance and banking
sector (business practice or technology characteristic impacted)

Timeframe Expected time frame both of research project and of development into
products or services in use in industry.

Research Risk Indication of whether thisis “developmental” research, with results
that are highly likely (low risk), “initial” research, with results that are
very uncertain (high risk), or somewhere in between.

Source Data or interview sources

Priority Importance within the Treasury CIP-CP R&D program.

Funding Est. Rough order of magnitude to initiate a research program designed to
show practical results. Total funding to be determined during early
project stages.

Description Short description or examples of expected research projects.
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