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Abstract

The Session Initiation Protocol (SIP) is an application-layer control (signaling) protocol for creat-
ing, modifying and terminating sessions with one or more participants. These sessions include Internet
multimedia conferences, Internet telephone calls and multimedia distribution. Members in a session can
communicate via multicast or via a mesh of unicast relations, or a combination of these.

SIP invitations used to create sessions carry session descriptions which allow participants to agree
on a set of compatible media types. SIP supports user mobility by proxying and redirecting requests
to the user’s current location. Users can register their current location. SIP is not tied to any particular
conference control protocol. SIP is designed to be independent of the lower-layer transport protocol and
can be extended with additional capabilities.
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1 Introduction

1.1 Overview of SIP Functionality

The Session Initiation Protocol (SIP) is an application-layer control protocol that can establish, modify and
terminate multimedia sessions or calls. These multimedia sessions include multimedia conferences, distance
learning, Internet telephony and similar applications. SIP can invite both persons and “robots”, such as a
media storage service. SIP can invite parties to both unicast and multicast sessions; the initiator does not
necessarily have to be a member of the session to which it is inviting. Media and participants can be added
to an existing session.

SIP can be used to initiate sessions as well as invite members to sessions that have been advertised and
established by other means. Sessions can be advertised using multicast protocols such as SAP, electronic
mail, news groups, web pages or directories (LDAP), among others.

SIP transparently supports name mapping and redirection services, allowing the implementation of

ISDN and Intelligent Network telephony subscriber services. These facilities also grabdgal mobility.
In the parlance of telecommunications intelligent network services, this is defined as: “Personal mobility
is the ability of end users to originate and receive calls and access subscribed telecommunication services
on any terminal in any location, and the ability of the network to identify end users as they move. Personal
mobility is based on the use of a unique personal identity (i.e., personal number).” [1, p. 44]. Personal
mobility complements terminal mobility, i.e., the ability to maintain communications when moving a single
end system from one subnet to another.

SIP supports five facets of establishing and terminating multimedia communications:

User location: determination of the end system to be used for communication;

User capabilities: determination of the media and media parameters to be used;

User availability: determination of the willingness of the called party to engage in communications;
Call setup: “ringing”, establishment of call parameters at both called and calling party;

Call handling: including transfer and termination of calls.
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SIP can also initiate multi-party calls using a multipoint control unit (MCU) or fully-meshed intercon-
nection instead of multicast. Internet telephony gateways that connect Public Switched Telephone Network
(PSTN) parties can also use SIP to set up calls between them.

SIP is designed as part of the overall IETF multimedia data and control architecture currently incorporat-
ing protocols such as RSVP (RFC 2205 [2]) for reserving network resources, the real-time transport protocol
(RTP) (RFC 1889 [3]) for transporting real-time data and providing QOS feedback, the real-time streaming
protocol (RTSP) (RFC 2326 [4]) for controlling delivery of streaming media, the session announcement
protocol (SAP) [5] for advertising multimedia sessions via multicast and the session description protocol
(SDP) (RFC 2327 [6]) for describing multimedia sessions. However, the functionality and operation of SIP
does not depend on any of these protocols.

SIP can also be used in conjunction with other call setup and signaling protocols. In that mode, an
end system uses SIP exchanges to determine the appropriate end system address and protocol from a given
address that is protocol-independent. For example, SIP could be used to determine that the party can be
reached via H.323 [7], obtain the H.245 [8] gateway and user address and then use H.225.0 [9] to establish
the call. In another example, SIP might be used to determine that the callee is reachable via the PSTN and
indicate the phone number to be called, possibly suggesting an Internet-to-PSTN gateway to be used.

SIP does not offer conference control services such as floor control or voting and does not prescribe how
a conference is to be managed, but SIP can be used to introduce conference control protocols. SIP does not
allocate multicast addresses.

SIP can invite users to sessions with and without resource reservation. SIP does not reserve resources,
but can convey to the invited system the information necessary to do this.

1.2 Terminology

In this document, the key words1UST”, “ MUST NOT”, “ REQUIRED', “ SHALL", “ SHALL NOT”, “ SHOULD",
“SHOULD NOT’, “RECOMMENDED’, “MAY”, and “OPTIONAL” are to be interpreted as described in RFC
2119 [10] and indicate requirement levels for compliant SIP implementations.

1.3 Definitions

This specification uses a number of terms to refer to the roles played by participants in SIP communications.
The definitions of client, server and proxy are similar to those used by the Hypertext Transport Protocol
(HTTP) (RFC 2616 [11]). The terms and generic syntax of URI and URL are defined in RFC 2396 [12].
The following terms have special significance for SIP.

Call: A call consists of all participants in a conference invited by a common source. A SIP call is identified
by a globally unique call-id (Section 6.12). Thus, if a user is, for example, invited to the same
multicast session by several people, each of these invitations will be a unique call. A point-to-point
Internet telephony conversation maps into a single SIP call. In a multiparty conference unit (MCU)
based call-in conference, each participant uses a separate call to invite himself to the MCU.

Call leg: A call leg is identified by the combination of ti@all-ID header field and thaddr-spec andtag
of theTo andFrom header fields. Only theser andhostport parts of theaddr-spec are significant.
Within the sameCall-ID, requests withFrom A and To value B belong to the same call leg as the
requests in the opposite direction, ilerpm B andTo A.
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Client: An application program that sends SIP requests. Clients may or may not interact directly with a
human userUser agentandproxiescontain clients (and servers).

Conference: A multimedia session (see below), identified by a common session description. A conference
can have zero or more members and includes the cases of a multicast conference, a full-mesh confer-
ence and a two-party “telephone call’, as well as combinations of these. Any number of calls can be
used to create a conference.

Downstream: Requests sent in the direction from the caller to the callee (i.e., user agent client to user agent
server).

Final response: A response that terminates a SIP transaction, as oppose@rtvigional respons¢hat
does not. All 2xx, 3xx, 4xx, 5xx and 6xx responses are final.

Initiator, calling party, caller: The party initiating a conference invitation. Note that the calling party does
not have to be the same as the one creating the conference.

Invitation: A request sent to a user (or service) requesting participation in a session. A successful SIP
invitation consists of two transactions: BMVITE request followed by aACK request.

Invitee, invited user, called party, callee: The person or service that the calling party is trying to invite to
a conference.

Isomorphic request or response: Two requests or responses are defined tedmorphicfor the purposes
of this document if they have the same values for@adl-ID, To, From andCSeq header fields. In
addition, isomorphic requests have to have the seemuest-URI.

Location server: Seelocation service.

Location service: A location service is used by a SIP redirect or proxy server to obtain information about a
callee’s possible location(s). Location services are offered by location servers. Location gBewers
be co-located with a SIP server, but the manner in which a SIP server requests location services is
beyond the scope of this document.

Outbound proxy: A proxythat is located near the originator of requests. It receives all outgoing requests
from a particular UAC, regardless of eventual destination, and, after possible rewriting, sends them
to the address indicated in the request-URI.

Parallel search: In a parallel search, a proxy issues several requests to possible user locations upon receiv-
ing an incoming request. Rather than issuing one request and then waiting for the final response before
issuing the next request as isagquential searcha parallel search issues requests without waiting for
the result of previous requests.

Provisional response: A response used by the server to indicate progress, but that does not terminate a SIP
transaction. 1xx responses are provisional, other responses are confitgred

Proxy, proxy server: An intermediary program that acts as both a server and a client for the purpose of
making requests on behalf of other clients. Requests are serviced internally or by passing them on,
possibly after translation, to other servers. A proxy interprets, and, if necessary, rewrites a request
message before forwarding it.
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Redirect server: A redirect server is a server that accepts a SIP request, maps the address into zero or more
new addresses and returns these addresses to the client. Uplikeyaserverit does not initiate its
own SIP request. Unlike aser agent serveit does not accept calls.

Registrar: A registrar is a server that acceREGISTER requests. A registrar is typically co-located with
a proxy or redirect server angay offer location services.

Ringback: Ringback is the signaling tone produced by the calling client's application indicating that a
called party is being alerted (ringing).

Server: A server is an application program that accepts requests in order to service requests and sends back
responses to those requests. Servers are either proxy, redirect or user agent servers or registrars.

Session: From the SDP specification: “A multimedia session is a set of multimedia senders and receivers
and the data streams flowing from senders to receivers. A multimedia conference is an example of a
multimedia session.” (RFC 2327 [6]) (A session as defined for SDP can comprise one or more RTP
sessions.) As defined, a callee can be invited several times, by different calls, to the same session.
If SDP is used, a session is defined by the concatenation afstiienamesession igdnetwork type
address typandaddresslements in the origin field.

(SIP) transaction: A SIP transaction occurs between a client and a server and comprises all messages from
the first request sent from the client to the server up to a final (non-1xx) response sent from the server
to the client. A transaction is identified by t&Seq sequence number (Section 6.17) within a single
call leg. The ACK request has the san@Seq number as the correspondit§yVITE request, but
comprises a transaction of its own.

Upstream: Responses sent in the direction from the user agent server to the user agent client.
URL-encoded: A character string encoded according to RFC 1738, Section 2.2 [13].

User agent client (UAC), calling user agent:A user agent client is a client application that initiates the
SIP request.

User agent server (UAS), called user agentA user agent server is a server application that contacts the
user when a SIP request is received and that returns a response on behalf of the user. The response
accepts, rejects or redirects the request.

User agent (UA): An application which contains both a user agent client and user agent server.

An application progranmAY be capable of acting both as a client and a server. For example, a typical
multimedia conference control application would act as a user agent client to initiate calls or to invite others
to conferences and as a user agent server to accept invitations. The properties of the different SIP server
types are summarized in Table 1.

1.4 Overview of SIP Operation

This section explains the basic protocol functionality and operation. Callers and callees are identified by
SIP addresses, described in Section 1.4.1. When making a SIP call, a caller first locates the appropriate
server (Section 1.4.2) and then sends a SIP request (Section 1.4.3). The most common SIP operation is the

Handley/Schulzrinne/Schooler/Rosenberg Expires February 2000 [Page 10]



INTERNET-DRAFT draft-ietf-mmusic-sip-new-00.ps August 1999

property redirect proxy useragent registrar
server  server server
also acts as a SIP client no yes no no
returnslxx status yes yes yes yes
returns2xx status no yes yes yes
returns3xx status yes yes yes yes
returns4xx status yes yes yes yes
returnsbxx status yes yes yes yes
returnséxx status no yes yes yes
insertsVia header no yes no no
acceptsACK yes yes yes no

Table 1: Properties of the different SIP server types

invitation (Section 1.4.4). Instead of directly reaching the intended callee, a SIP request may be redirected
or may trigger a chain of new SIP requests by proxies (Section 1.4.5). Users can register their location(s)
with SIP servers (Section 4.2.6).

1.4.1 SIP Addressing

The “objects” addressed by SIP are users at hosts, identified by a SIP URL. The SIP URL takes a form
similar to amailto or telnet URL, i.e.,user@hostTheuserpart is a user name or a telephone number. The
hostpart is either a domain name or a numeric network address. See section 2 for a detailed discussion of
SIP URL's.

A user's SIP address can be obtained out-of-band, can be learned via existing media agents, can be
included in some mailers’ message headers, or can be recorded during previous invitation interactions. In
many cases, a user’s SIP URL can be guessed from their email address.

A SIP URL address can designate an individual (possibly located at one of several end systems), the
first available person from a group of individuals or a whole group. The form of the address, for example,
sip:sales@example.com , is not sufficient, in general, to determine the intent of the caller.

If a user or service chooses to be reachable at an address that is guessable from the person’s name and
organizational affiliation, the traditional method of ensuring privacy by having an unlisted “phone” number
is compromised. However, unlike traditional telephony, SIP offers authentication and access control mecha-
nisms and can avail itself of lower-layer security mechanisms, so that client software can reject unauthorized
or undesired call attempts.

1.4.2 Locating a SIP Server

When a client wishes to send a request, the client either sends it to a locally configured SIP proxy server
(as in HTTP), independent of tiRequest-URI, or sends it to the IP address and port corresponding to the
Request-URI.

For the latter case, the client must determine the protocol, port and IP address of a server to which to
send the request. A cliestHouLD follow the steps below to obtain this information, bway follow the
alternative, optional procedure defined in Appendix D. At each step, unless stated otherwise, the client
SHOULD try to contact a server at the port number listed inRegjuest-URI. If no port number is present
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in the Request-URI, the client uses port 5060. If tHeequest-URI specifies a protocol (TCP or UDP),
the client contacts the server using that protocol. If no protocol is specified, the client tries UDP (if UDP is
supported). If the attempt fails, or if the client doesn't support UDP but supports TCP, it then tries TCP.

A client sHOULD be able to interpret explicit network notifications (such as ICMP messages) which
indicate that a server is not reachable, rather than relying solely on timeouts. (For socket-based programs:
For TCP,connect() returnsECONNREFUSEHfxhe client could not connect to a server at that address.

For UDP, the socket needs to be bound to the destination addressosimgct() rather tharsendto()

or similar so that a seconglrite()  orsend() fails with ECONNREFUSEDhere is no server listening)
If the client finds the server is not reachable at a particular addressoit LD behave as if it had received a
400-class error response to that request.

The client tries to find one or more addresses for the SIP server by querying DNS. The procedure is as
follows:

1. If the host portion of theRequest-URI is an IP address, the client contacts the server at the given
address. Otherwise, the client proceeds to the next step.

2. The client queries the DNS server for address records for the host portionRédguest-URI. If the
DNS server returns no address records, the client stops, as it has been unable to locate a server. By
address record, we mean A RR’s, AAAA RR’s, or other similar address records, chosen according to
the client’'s network protocol capabilities.

There are no mandatory rules on how to select a host name for a SIP server. Users are encouraged to name their
SIP servers using the sip.domainname (i.e., sip.example.com) convention, as specified in RFC 2219 [14]. Users may
only know an email address instead of a full SIP URL for a callee, however. In that case, implementations may be
able to increase the likelihood of reaching a SIP server for that domain by constructing a SIP URL from that email
address by prefixing the host name with “sip.”. In the future, this mechanism is likely to become unnecessary as
better DNS techniques, such as the one in Appendix D, become widely available.

A client MAY cache a successful DNS query result. A successful query is one which contained records
in the answer, and a server was contacted at one of the addresses from the answer. When the client wishes
to send a request to the same hosmutsT start the search as if it had just received this answer from the
name server. The cliemtusT follow the procedures in RFC1035 [15] regarding DNS cache invalidation
when the DNS time-to-live expires.

1.4.3 SIP Transaction

Once thehostpart has been resolved to a SIP server, the client sends one or more SIP requests to that server
and receives one or more responses from the server. A request (and its retransmissions) together with the
responses triggered by that request make up a SIP transaction. All responses to a request contain the same
values in theCall-ID, CSeq, To, andFrom fields (with the possible addition of a tag in the field (section
6.38)). This allows responses to be matched with requests ACiKerequest following anNVITE is not
part of the transaction since it may traverse a different set of hosts.

If TCP is used, request and responses within a single SIP transaction are carried over the same TCP
connection (see Section 10). Several SIP requests from the same client to the samessenss the same
TCP connection oMAY use a new connection for each request.

If the client sent the request via unicast UDP, the response is sent to the address contained itViae next
header field (Section 6.41) of the response. If the request is sent via multicast UDP, the response is directed
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to the same multicast address and destination port. For UDP, reliability is achieved using retransmission
(Section 10).
The SIP message format and operation is independent of the transport protocol.

1.4.4 SIP Invitation

A successful SIP invitation consists of two requeB#/ITE followed by ACK. TheINVITE (Section 4.2.1)
request asks the callee to join a particular conference or establish a two-party conversation. After the callee
has agreed to participate in the call, the caller confirms that it has received that response by seA@ikg an
(Section 4.2.2) request. If the caller no longer wants to participate in the call, it s8\s sequest instead

of anACK.

ThelNVITE request typically contains a session description, for example written in SDP (RFC 2327 [6])
format, that provides the called party with enough information to join the session. For multicast sessions,
the session description enumerates the media types and formats that are allowed to be distributed to that
session. For a unicast session, the session description enumerates the media types and formats that the caller
is willing to use and where it wishes the media data to be sent. In either case, if the callee wishes to accept
the call, it responds to the invitation by returning a similar description listing the media it wishes to use. For
a multicast session, the calleeouLD only return a session description if it is unable to receive the media
indicated in the caller's description or wants to receive data via unicast.

The protocol exchanges for tihdVITE method are shown in Fig. 1 for a proxy server and in Fig. 2 for
a redirect server. (Note that the messages shown in the figures have been abbreviated slightly.) In Fig. 1,
the proxy server accepts thVITE request (step 1), contacts the location service with all or parts of the
address (step 2) and obtains a more precise location (step 3). The proxy server then issudsvVaTE P
request to the address(es) returned by the location service (step 4). The user agent server alerts the user (step
5) and returns a success indication to the proxy server (step 6). The proxy server then returns the success
result to the original caller (step 7). The receipt of this message is confirmed by the caller ugi@dKan
request, which is forwarded to the callee (steps 8 and 9). Note th'sCKrcan also be sent directly to the
callee, bypassing the proxy. All requests and responses have theCsdintie.

cs.columbia.edu

location server
INVITE sip:henning@cs.columbia.edu SIP/2.0 INVITE sip:hgs@play SIP/2.0
From: §|D1CZ_@CS-IU’be”'n-d? 2 From: sip:cz@cs.tu-berlin.de play
. To: sip:henning@cs.columbia.edu o © To: sip:henning@cs.columbia.edu
cs.tu-berlin.de Call-ID: 19970827@lion.cs = o Call-ID: 19970827@lion.cs
g @ >
5 el |2
cz@cs.tu-berlin.de ®)

ACK sip:hgs@play SIP/2.0

ACK sip:henning@cs.columbia.edu SIP/2.0 From: sip:cz@cs.tu-berlin.de T

From: sip:cz@cs.tu-berlin.de
To: sip:henning@cs.columbia.edu
Call-ID: 19970827@lion.cs

To: sip:henning@cs.columbia.edu
Call-ID: 19970827@lion.cs

Figure 1: Example of SIP proxy server

The redirect server shown in Fig. 2 acceptsIti®ITE request (step 1), contacts the location service as
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before (steps 2 and 3) and, instead of contacting the newly found address itself, returns the address to the
caller (step 4), which is then acknowledged viaA@K request (step 5). The caller issues a new request,
with the samezall-ID but a highelCSeq, to the address returned by the first server (step 6). In the example,

the call succeeds (step 7). The caller and callee complete the handshake M@K dstep 8).

cs.columbia.edu

location server

®

L.

»

INVITE sip:henning@cs.columbia.edu SIP/2.0
From: sip:cz@cs.tu-berlin.de

To: sip:henning@cs.columbia.edu

Call-ID: 970827@lion.cs

®

henning

cs.tu-berlin.de

play.cs.columbia.ed

-
-

cz@cs.tu-berlin @

tune

\
&

@ ACK sip:henning@cs.columbia.edu SIP/2.0
From: sip:cz@cs.tu-berlin.de
To: sip:henning@cs.columbia.edu
Call-ID: 970827 @lion.cs

lion

INVITE sip:hgs@play.cs.columbia.edu SIP/2.0
From: sip:cz@cs.tu-berlin.de

To: sip:henning@cs.columbia.edu /

Call-ID: 970827 @lion.cs

play hgs@play

@

ACK sip:hgs@play.cs.columbia.edu SIP/2.0
From: cz@cs.tu-berlin.de

To: henning@cs.columbia.edu
Call-ID: 970827 @lion.cs

Figure 2: Example of SIP redirect server

The next section discusses what happens if the location service returns more than one possible alterna-
tive.

1.4.5 Locating a User

A callee may move between a number of different end systems over time. These locations can be dynam-
ically registered with the SIP server (Sections 1.4.7, 4.2.6). A location semweralso use one or more

other protocols, such as finger (RFC 1288 [16]), rwhois (RFC 2167 [17]), LDAP (RFC 1777 [18]), multicast-
based protocols [19] or operating-system dependent mechanisms to actively determine the end system where
a user might be reachable. A location semvety return several locations because the user is logged in at
several hosts simultaneously or because the location server has (temporarily) inaccurate information. The
SIP server combines the results to yield a list of a zero or more locations.
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The action taken on receiving a list of locations varies with the type of SIP server. A SIP redirect server
returns the list to the client &Sontact headers (Section 6.13). A SIP proxy server can sequentially or in
parallel try the addresses until the call is successful (2xx response) or the callee has declined the call (6xx
response). With sequential attempts, a proxy server can implement an “anycast” service.

If a proxy server forwards a SIP requestMitST add itself to the beginning of the list of forwarders
noted in theVia (Section 6.41) headers. Th&a trace ensures that replies can take the same path back,
ensuring correct operation through compliant firewalls and avoiding request loops. On the response path,
each hosmMuUsT remove itsVia, so that routing internal information is hidden from the callee and outside
networks. A proxy servexmuUsT check that it does not generate a request to a host listed Mighsent-
by, via-received or via-maddr parameters (Section 6.41). (Note: If a host has several names or network
addresses, this does not always work. Thus, each host also checks if it is pary/@f lise)

A SIP invitation may traverse more than one SIP proxy server. If one of these “forks” the request, i.e.,
issues more than one request in response to receiving the invitation request, it is possible that a client is
reached, independently, by more than one copy of the invitation request. Each of these copies bears the
sameCall-ID. The user agemiusT return the same status response returned in the first response. Duplicate
requests are not an error.

1.4.6 Changing an Existing Session

In some circumstances, it is desirable to change the parameters of an existing session. This is done by re-
issuing theNVITE, using the sam€&all-ID, but a new or different body or header fields to convey the new
information. This reNVITE MUST have a highe€CSeq than any previous request from the client to the
server.

For example, two parties may have been conversing and then want to add a third party, switching to
multicast for efficiency. One of the participants invites the third party with the new multicast address and
simultaneously sends dNVITE to the second party, with the new multicast session description, but with
the old call identifier.

1.4.7 Registration Services

TheREGISTER request allows a client to let a proxy or redirect server know at which address(es) it can be
reached. A clienmAy also use it to install call handling features at the server.

1.5 Protocol Properties
1.5.1 Minimal State

A single conference session or call involves one or more SIP request-response transactions. Proxy servers
do not have to keep state for a particular call, however, they maintain state for a single SIP transaction,
as discussed in Section 12. For efficiency, a semser cache the results of location service requests.

1.5.2 Lower-Layer-Protocol Neutral

SIP makes minimal assumptions about the underlying transport and network-layer protocols. The lower-
layer can provide either a packet or a byte stream service, with reliable or unreliable service.

In an Internet context, SIP is able to utilize both UDP and TCP as transport protocols, among others.
UDP allows the application to more carefully control the timing of messages and their retransmission, to
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perform parallel searches without requiring TCP connection state for each outstanding request, and to use
multicast. Routers can more readily snoop SIP UDP packets. TCP allows easier passage through existing
firewalls.

When TCP is used, SIP can use one or more connections to attempt to contact a user or to modify
parameters of an existing conference. Different SIP requests for the same SWRcalke different TCP
connections or a single persistent connection, as appropriate.

For concreteness, this document will only refer to Internet protocols. Howevern/SiRalso be used
directly with protocols such as ATM AAL5, IPX, frame relay or X.25. The necessary naming conventions
are beyond the scope of this document. User agenrtsuLD implement both UDP and TCP transport.
Proxy, registrar, and redirect servers ST implement both UDP and TCP transport.

1.5.3 Text-Based

SIP is text-based, using 1ISO 10646 in UTF-8 encoding throughout. This allows easy implementation in
languages such as Java, Tcl and Perl, allows easy debugging, and most importantly, makes SIP flexible
and extensible. As SIP is used for initiating multimedia conferences rather than delivering media data, it is
believed that the additional overhead of using a text-based protocol is not significant.

2 SIP Uniform Resource Locators

SIP URLs are used within SIP messages to indicate the originatom(, current destinationRequest-
URI) and final recipientTo) of a SIP request, and to specify redirection addresSesatact). A SIP URL
can also be embedded in web pages or other hyperlinks to indicate that a particular user or service can be
called via SIP. When used as a hyperlink, the SIP URL indicates the use IDfWHEE method.
The SIP URL scheme is defined to allow setting $Buest-header fields and the SIPnessage-
body.

This corresponds to the usemfilto: URLSs. It makes it possible, for example, to specify the subject, urgency
or media types of calls initiated through a web page or as part of an email message.

A SIP URL follows the guidelines of RFC 2396 [12] and has the syntax shown in Fig. 3. The syntax
is described using Augmented Backus-Naur Form (See Section C). Notedeaved characters have
to be escaped and that the “set of characters reserved within any given URI component is defined by that
component. In general, a character is reserved if the semantics of the URI changes if the character is replaced
with its escaped US-ASCII encoding” [12]. Excluded US-ASCII characters [12, Sec. 2.4.3], such as space
and control characters and characters used as URL delimitersyatsobe escaped.

The URI character classes referenced above are described in Appendix C.

The components of the SIP URI have the following meanings.

user: If the host is an Internet telephony gateway, thser field MAY also encode a telephone number
using the notation ofelephone-subscriber (Fig. 4). The telephone number is a special case of a
user name and cannot be distinguished by a BNF. Thus, a URL params#erjs added to distin-
guish telephone numbers from user names. finene identifier is to be used when connecting to
a telephony gateway. Even without this parameter, recipients of SIP WiRksinterpret the pre-@
part as a phone number if local restrictions on the name space for user name allow it.
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SIP-URL

userinfo
user

password

hostport
host
hostname
domainlabel

toplabel
IPv4address
port
url-parameters
url-parameter

transport-param
user-param
method-param
ttl-param

ttl
maddr-param
other-param
headers
header

hname

hvalue

uric

reserved

digits

draft-iet--mmusic-sip-new-00.ps August 1999

"sip:” [ userinfo "@" ] hostport
url-parameters [ headers |
user [ ":" password ]
*(unreserved | escaped |

TS|
*(unreserved | escaped |
&S| )

host [ ”.” port ]

hostname | IPv4address

*( domainlabel ") toplabel [ "." ]

alphanum

alphanum *( alphanum | *-" ) alphanum
alpha | alpha *( alphanum | ”-") alphanum
1xdigit ".” 1*digit ".” 1*digit ".” 1*digit

*digit

*( ™" url-parameter)

transport-param | user-param | method-param
ttl-param | maddr-param | other-param
"transport="( "udp” | "tcp” )

"user=" ( "phone” | "ip”)

"method=" Method

"tl=" ttl

1*3DIGIT ; 0 to 255

"maddr=" host

(token | (token "=" (' token | quoted-string)))
"?" header *( "&” header)

hname "=" hvalue

1*uric

*uric

reserved | unreserved | escaped
ST TT T @” | &

!1=n !1+n n$n n,n

1*DIGIT

Figure 3: SIP URL syntax

password : The SIP schemaAy use the format User:password” in the userinfo field. The use of
passwords in thaserinfo is NOT RECOMMENDED, because the passing of authentication information
in clear text (such as URIs) has proven to be a security risk in almost every case where it has been

used.

host: Themailto: URL and RFC 822 email addresses require that numeric host addresses (“host numbers”)
are enclosed in square brackets (presumably, since host names might be numeric), while host numbers
without brackets are used for all other URLs. The SIP URL requires the latter form, without brackets.
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telephone-subscriber
global-phone-number

global-phone-number | local-phone-number
"+” 1*phonedigit [ isdn-subaddress ]

[ post-dial ]

1*( phonedigit | dtmf-digit

| pause-character) [ isdn-subaddress ]

[ post-dial ]

™" "isub=" 1*phonedigit

local-phone-number

isdn-subaddress

post-dial = " "postd=" 1*( phonedigit | dtmf-digit
| pause-character)
phonedigit = DIGIT | visual-separator

visual-separator
pause-character

nn | nn

one-second-pause | wait-for-dial-tone

one-second-pause = "p”
wait-for-dial-tone = "w”
dtmf—diglt - NxN | 1!#” | HAH | HBH | HCH | HDH

Figure 4: SIP URL syntax; telephone subscriber

The issue of IPv6 literal addresses in URLs is being looked at elsewhere in the IETF. SIP implementers
are advised to keep up to date on that activity.

port: The port number to send a request to. If not present, the procedures outlined in Section 1.4.2 are used
to determine the port number to send a request to.

URL parameters: SIP URLs can define specific parameters of the request. URL parameters are added
after thehost component and are separated by semi-colons.tfmsport parameter determines the
the transport mechanism (UDP or TCP). UDP is to be assumed when no explicit transport parameter
is included. Thenaddr parameter provides the server address to be contacted for this user, overriding
the address supplied in thmst field. This address is typically a multicast address, but could also
be the address of a backup server. Tthparameter determines the time-to-live value of the UDP
multicast packet anshusT only be used imaddr is a multicast address and the transport protocol is
UDP. Theuser parameter was described above. For example, to specify tpd@d@big.com
using multicast to 239.255.255.1 with a ttl of 15, the following URL would be used:

sip:j.doe@big.com;maddr=239.255.255.1;ttI=15

Thetransport, maddr, andttl parametersiusT NOT be used in thé-rom and To header fields and
theRequest-URI; they are ignored if present.

Headers: Headers of the SIP request can be defined with the “?” mechanism within a SIP URL. The special
hname “body” indicates that the associatbsialue is themessage-body of the SIPINVITE request.
HeaderswusT NOT be used in th&rom andTo header fields and tHeequest-URI; they are ignored
if present.hname andhvalue are encodings of a SIP header name and value, respectively. All URL
reserved characters in the header names and vallugs be escaped.
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Method: The method of the SIP request can be specified witlmbihod parameter. This parameteusTt
NOT be used in thé&rom andTo header fields and thHRequest-URI; they are ignored if present.

Table 2 summarizes where the components of the SIP URL can be used. Entries marked “x” are manda-
tory, those marked “0” are optional, and those marked “-” are not allowed. For optional elements, the second
column indicates the default value if the element is not present.

default Req.-URI To From Contact external
user - o] o] 0 0 o]
password - 0 0 - o] 0
host mandatory X X X X X
port 5060 o] o] o] o] 0
user-param ip o] o] o} o] 0
method INVITE - - - o] o]
maddr-param — o} - - 0 o]
ttl-param 1 o] - - o] o]
transp.-param — o} - - 0 o]
headers - - - - o] 0

Table 2: Use and default values of URL components for SIP headergjest-URI and references
Examples of SIP URLs are:

sip:j.doe@big.com
sip:j.doe:secret@big.com;transport=tcp
sip:j.doe@big.com?subject=project%20x&priority=urgent
sip:+1-212-555-1212:1234@gateway.com;user=phone
sip:1212@gateway.com

sip:alice@10.1.2.3

sip:alice@example.com
sip:alice%40example.com@gateway.com
sip:alice@registrar.com;method=REGISTER

Within a SIP message, URLs are used to indicate the source and intended destination of a request,
redirection addresses and the current destination of a request. Normally all these fields will contain SIP
URLs.

SIP URLs are case-insensitive, so that for example the two Wfl:pdoe@example.com and
SIP:J.Doe@Example.com are equivalent. All URL parameters are included when comparing SIP
URLSs for equality.

SIP header fieldstAy contain non-SIP URLs. As an example, if a call from a telephone is relayed to
the Internet via SIP, the SIFFom header field might contain a phone URL.
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3 SIP Message Overview

SIP is a text-based protocol and uses the ISO 10646 character set in UTF-8 encoding (RFC 2279 [20]).
SendersvusT terminate lines with a CRLF, but receivens/ST also interpret CR and LF by themselves as
line terminators.

Except for the above difference in character sets and line termination, much of the message syntax is and
header fields are identical to HTTP/1.1; rather than repeating the syntax and semantics here we use [HX.Y]
to refer to Section X.Y of the current HTTP/1.1 specification (RFC 2616 [11]). In addition, we describe SIP
in both prose and an augmented Backus-Naur form (ABNF). See section C for an overview of ABNF.

Note, however, that SIP is not an extension of HTTP.

Unlike HTTP, SIPMAY use UDP. When sent over TCP or UDP, multiple SIP transactions can be carried
in a single TCP connection or UDP datagram. UDP datagrams, including all headers|.b NOT be
larger than the path maximum transmission unit (MTU) if the MTU is known, or 1500 bytes if the MTU is
unknown.

The MTU of 1500 bytes accommodates encapsulation within the “typical” ethernet MTU without IP fragmen-
tation. Recent studies [21, p. 154] indicate that an MTU of 1500 bytes is a reasonable assumption. The next lower
common MTU values are 1006 bytes for SLIP and 296 for low-delay PPP (RFC 1191 [22]). Thus, another reason-
able value would be a message size of 950 bytes, to accommodate packet headers within the SLIP MTU without
fragmentation.

A SIP message is either a request from a client to a server, or a response from a server to a client.
SIP-message = Request| Response

Both Request (section 4) andResponse (section 5) messages use theneric-message format of
RFC 822 [23] for transferring entities (the body of the message). Both types of messages corstigttof a
line, one or more header fields (also known as “headers”), an empty line (i.e., a line with nothing preceding
the carriage-return line-feedRLF)) indicating the end of the header fields, and an optionassage-
body. To avoid confusion with similar-named headers in HTTP, we refer to the headers describing the
message body as entity headers. These components are described in detail in the upcoming sections.

start-line
*message-header
CRLF

[ message-body ]

generic-message

start-line = Request-Line | ;Section 4.1
Status-Line :Section 5.1
message-header = ( general-header

| request-header
| response-header
| entity-header )

In the interest of robustness, any leading empty link(s3T be ignored. In other words, if tHeequest
or Response message begins with one or m@&LF, CR, or LFs, these charactersusT be ignored.
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general-header

entity-header

request-header

response-header

4 Request
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Accept
Accept-Encoding
Accept-Language
Call-ID

Contact

CSeq

Date

Encryption
Expires

From
Record-Route
Timestamp

To

User-Agent

Via
Content-Encoding
Content-Length
Content-Type
Authorization
Contact

Hide
Max-Forwards
Organization
Priority
Proxy-Authorization
Proxy-Require
Route

Require
Response-Key
Subject

Allow
Proxy-Authenticate
Retry-After
Server
Unsupported
Warning
WWW-Authenticate

; Section 6.7

: Section 6.8

; Section 6.9

: Section 6.12
; Section 6.13
: Section 6.17
; Section 6.18
: Section 6.19
: Section 6.20
; Section 6.21
: Section 6.30
; Section 6.37
: Section 6.38
; Section 6.40
: Section 6.41
; Section 6.14
: Section 6.15
; Section 6.16
: Section 6.11
; Section 6.13
; Section 6.22
: Section 6.24
; Section 6.25
: Section 6.26
; Section 6.28
: Section 6.29
; Section 6.34
: Section 6.31
; Section 6.32
: Section 6.36
; Section 6.10
; Section 6.27
: Section 6.33
; Section 6.35
: Section 6.39
; Section 6.42
: Section 6.43

Table 3: SIP headers

TheRequest message format is shown below:
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Request = Request-Line ; Section 4.1
*( general-header
| request-header
| entity-header)
CRLF
[ message-body] ; Section 8

4.1 Request-Line

The Request-Line begins with a method token, followed by tRequest-URI and the protocol version,
and ending withCRLF. The elements are separated®# characters. N&R or LF are allowed except in
the final CRLF sequence.

Request-Line = Method SP Request-URI SP SIP-Version CRLF

4.2 Methods

The methods are defined below. Methods that are not supported by a proxy or redirect server are treated by
that server as if they were @PTIONS method and forwarded accordingly. Methods that are not supported

by a user agent server or registrar cause a 501 (Not Implemented) response to be returned (Section 7). Asin
HTTP, theMethod token is case-sensitive.

Method = "INVITE” |"ACK” | "OPTIONS” | "BYE”
"CANCEL’ | "REGISTER”

4.2.1 INVITE

The INVITE method indicates that the user or service is being invited to participate in a session. The
message bodyAy contain a description of the session to which the callee is being invited. For two-party
calls, the caller indicates the type of media it is able to receive and possibly the media it is willing to send
as well as their parameters such as network destination. A success resp@tsindicate in its message
body which media the callee wishes to receive md indicate the media the callee is going to send.

Not all session description formats have the ability to indicate sending media.

The callerMmAY choose to omit the request body (i.e., not send a session description) or send a session
description that does not list any media types. This indicates that the caller does not know its desired
media characteristics until the call has been accepted. In this case, theHd#ARK D still return a session
description in its informational (1xx) or success (2xx) response, containing those media streams and codecs
it supports.

If the INVITE request did not contain a complete session description, the paller include one in the
ACK request. A UACMUST NOT send an updated session description irA@K request if it had already
sent a complete session description in lR¥ITE request. If the UAC wishes to modify the session after
the call setup has begunMUST use anotheiNVITE request instead.

Delaying the session description until tAEK request is useful for gateways from H.323v1 to SIP, where the
H.323 media characteristics are not known until the call is established.
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A serverMAY automatically respond to an invitation for a conference the user is already participating
in, identified either by the SIEall-ID or a globally unique identifier within the session description, with a
200 (OK) response.

If a user agent receives 8XVITE request for an existing call leg with a higheéBeq sequence number
than any previousNVITE for the sameCall-ID, it MUST check any version identifiers in the session de-
scription or, if there are no version identifiers, the content of the session description to see if it has changed.
It MUST also inspect any other header fields for changes. If there is a change, the usenagenpdate
any internal state or information generated as a result of that header. If the session description has changed,
the user agent servefusT adjust the session parameters accordingly, possibly after asking the user for
confirmation. (Versioning of the session description can be used to accommodate the capabilities of new
arrivals to a conference, add or delete media or change from a unicast to a multicast conference.)

If an INVITE request for an existing session fails, the session description agreed upon in the last suc-
cessfullNVITE transaction remains in force.

A UAC MuUST NOT issue anotheiNVITE request for the same call leg before the previous transaction
has completed. A UAS that receives IdVITE before it sent the final response tol&VITE with a lower
CSeq numbermusT return a 400 (Bad Request) response T include aRetry-After header field
with a randomly chosen value of between 0 and 10 seconds. A UA that receilld¥diic while it has an
INVITE transaction pending, returns a 500 (Internal Server Error) and also incluRes\aAfter header
field.

A UAC mUST be prepared to receive media data according to the session description as soon as it sends
anINVITE (or redNVITE) and can start sending media data when it receives a provisional or final response
containing a session description.

This methodvusT be supported by SIP proxy, redirect and user agent servers as well as clients.

4.2.2 ACK

The ACK request confirms that the client has received a final responsellMVARE request. ACK is used
onlywith INVITE requests.) 2xx responses are acknowledged by client user agents, all other final responses
by the first proxy or client user agent to receive the response.Vides always initialized to the host that
originates theACK request, i.e., the client user agent after a 2xx response or the first proxy to receive a
non-2xx final response. T&CK request is forwarded as the correspondiNYITE request, based on its
Request-URI. See Section 10 for details.
The ACK requestMAY contain a message body with the final session description to be used by the
callee. If theACK message body is empty, the callee uses the session descriptionIMvieE request.
See Section 4.2.1 for further details on the relationship between session descriptidW$TiE and ACK
requests.
A proxy server receiving aACK request after having sent a 3xx, 4xx, 5xx, or 6xx response must make
a determination about whether tA€K is for it, or for some user agent or proxy server further downstream.
This determination is made by examining the tag in Toefield. If the tag in theACK To header field
matches the tag in thp header field of the response, and Brem, CSeq andCall-ID header fields in the
response match those in tA€K, the ACK is meant for the proxy server. Otherwise, €K SHOULD be
proxied downstream as any other request.
It is possible for a user agent client or proxy server to receive multiple 3xx, 4xx, 5xx, and 6xx responses to
a request along a single branch. This can happen under various error conditions, typically when a forking proxy

transitions from stateful to stateless before receiving all responses. The various responses will all be identical, except
for the tag in theTo field, which is different for each one. It can therefore be used as a means to disambiguate them.
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This methodvusT be supported by SIP proxy, redirect and user agent servers as well as clients.

4.2.3 OPTIONS

The server is being queried as to its capabilities. A server that believes it can contact the user, such as a user
agent where the user is logged in and has been recently agtiverespond to this request with a capability
set. A called user agemAy return a status reflecting how it would have responded to an invitation, e.g.,
600 (Busy). Such a servexHoULD return anAllow header field indicating the methods that it supports.
Proxy and redirect servers simply forward the request without indicating their capabilities.

This methodvusT be supported by SIP proxy, redirect and user agent servers, registrars and clients.

424 BYE

The user agent client us8¥E to indicate to the server that it wishes to release the caB.Y& request is
forwarded like arINVITE request anaiAY be issued by either caller or callee. A party to a salbuLD
issue aBYE request before releasing a call (“hanging up”). A party receivilBY& requestMUST cease
transmitting media streams specifically directed at the party issuingYEerequest.

A BYE request from either called or calling party terminates any penthhWJTE, but theINVITE
request transactiomusT be completed with a final response.

If the INVITE request contained @ontact header, the calleesHouLD send aBYE request to that
address rather than tiveom address.

This methodvusT be supported by proxy servers asidouLD be supported by redirect and user agent
SIP servers.

425 CANCEL

The CANCEL request cancels a pending request with the s@aileID, To, From and CSeq (sequence
number only) header field values, but does not affect a completed request. (A request is considered com-
pleted if the server has returned a final status response.)

A user agent client or proxy cliemAy issue aCANCEL request at any time. A proxy, in particular,

MAY choose to send EANCEL to destinations that have not yet returned a final response after it has
received a 2xx or 6xx response for one or more of the parallel-search requests. A proxy that receives a
CANCEL request forwards the request to all destinations with pending requests.

TheCall-ID, To, the numeric part oc€Seq andFrom header fields in th€E ANCEL request are identical
to those in the original request. This allow€ANCEL request to be matched with the request it cancels.
However, to allow the client to distinguish responses taGAACEL from those to the original request, the
CSeq Method component is set t&€ANCEL. The Via header field is initialized to the proxy issuing the
CANCEL request. (Thus, responses to tBiBNCEL request only reach the issuing proxy.)

Once a user agent server has receiv&€PAICEL, it MUST NOT issue a 2xx response for the cancelled
original request. Instead, it issues a 487 (Request cancelled) response immediately upon receipt of the
CANCEL request.

A redirect or user agent server receiving ANCEL request responds with a status of 200 (OK) if the
transaction exists and a status of 481 (Transaction Does Not EXxist) if not, but takes no further action. In

particular, any existing call is unaffected.
If the CANCEL request terminates a pending request, the saMeruLD NOT send a final response
for the request that was canceled. However, a UAC or proxy that has SeAN&EL request must be
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prepared to receive one or more final responses. If a UAC receives such a response, it g&bidsaarif
no CANCEL had been sent.

The CANCEL might have gotten lost or the final response andGA&CEL crossed paths.
A UAC sHouLD NoT cancel ariNVITE request for an existing call.

A UAC has no easy way of knowing whether thelITE was indeed canceled. If it receives a 2xx response
for the INVITE request, it will know that th&€€ ANCEL failed, but sinceCANCEL requests are acknowledged by
each intermediate proxy, there is no end-to-end confirmation.

The BYE request cannot be used to cancel branches of a parallel search, since several branches may, through
intermediate proxies, find the same user agent server and then terminate the call. To terminate a call instead of just
pending searches, the UAC must WB€E instead of or in addition t€ ANCEL. While CANCEL can terminate
any pending request other thACK or CANCEL, it is typically useful only fodiNVITE. 200 responses iNVITE
and 200 responses @ANCEL are distinguished by the method in tiseq header field, so there is no ambiguity.

This methodvusT be supported by proxy servers aadouLD be supported by all other SIP server
types.

4.2.6 REGISTER

A client uses th&REGISTER method to register the address listed in Toeneader field with a SIP server.

A user agenMAy register with a local server on startup by sendif@EGISTER request to the well-
known “all SIP servers” multicast address “sip.mcast.net” (224.0.1.75). This regpestLD be scoped to
ensure it is not forwarded beyond the boundaries of the administrative systenvAvhise done with either
TTL or administrative scopes [24], depending on what is implemented in the network. SIP usemagents
listen to that address and use it to become aware of the location of other local users [19]; however, they do
not respond to the request. A user agent also be configured with the address of a registrar server to
which it sends &REGISTER request upon startup.

Requests are processed in the order received. ClgnsJLD avoid sending a new registration (as
opposed to a retransmission) until they have received the response from the server for the previous one.

Clients may register from different locations, by necessity using diffeZaiitID values. Thus, th€Seq value

cannot be used to enforce ordering. Since registrations are additive, ordering is less of a problem than if each
REGISTER request completely replaced all earlier ones.

The meaning of th&REGISTER request-header fields is defined as follows. We define “address-of-
record” as the SIP address that the registry knows the registrand, typically of the form “user@domain”
rather than “user@host”. In third-party registration, the entity issuing the request is different from the entity
being registered.

To: TheTo header field contains the address-of-record whose registration is to be created or updated.

From: TheFrom header field contains the address-of-record of the person responsible for the registration.
For first-party registration, it is identical to tfile header field value.

Request-URI: The Request-URI hames the destination of the registration request, i.e., the domain of
the registrar. The user namvST be empty. Generally, the domains in tRequest-URI and the
To header field have the same value; however, it is possible to register as a “visitor”, while main-
taining one’s name. For example, a travedgralice@acme.com  (To) might register under the
Request-URI sip:atlanta.hiayh.org , with the former as thdo header field and the latter
as theRequest-URI. TheREGISTER request is no longer forwarded once it has reached the server
whose authoritative domain is the one listed in Rexjuest-URI.
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Call-ID: Allregistrations from a cliensHOULD use the sam€all-ID header value, at least within the same
reboot cycle.

Cseq: Registrations with the sam@all-ID MusT have increasingCSeq header values. However, the
server does not reject out-of-order requests.

Contact : The requesimAY contain aContact header field; future NnoOREGISTER requests for the URI
given in theTo header fieldsHouLD be directed to the address(es) given in@wntact header.
If the request does not contairCantact header, the registration remains unchanged.

This is useful to obtain the current list of registrations in the response.

Registrations using SIP URIs that differ in one or morénost, port, transport-param or maddr-

param (see Figure 3) from an existing registration are added to the list of registrations. Other URI
types are compared according to the standard URI equivalency rules for the URI schema. If the URIs
are equivalent to that of an existing registration, the new registration replaces the old one if it has a
higherq value or, for the same value df if the ttl value is higher. All current registrationsust

share the samaction value. Registrations that have a differeation than current registrations for

the same usewusT be rejected with status of 409 (Conflict).

A proxy server ignores thg parameter when processing nBEGISTER requests, while a redirect
server simply returns that parameter in@sntact response header field.

Having the proxy server interpret thigparameter is not sufficient to guide proxy behavior, as it is not clear,
for example, how long it is supposed to wait between trying addresses.

If the registration is changed while a user agent or proxy server processes an invitation, the new
informationsHOULD be used.

This allows a service known as “directed pick-up”. In the telephone network, directed pickup permits a
user at a remote station who hears his own phone ringing to pick up at that station, dial an access code, and be
connected to the calling user as if he had answered his own phone.

A serverMAY choose any duration for the registration lifetime. Registrations not refreshed after this
amount of timesHOULD be silently discarded. Responses to a registratieouLD include anExpires
header (Section 6.20) expires Contact parameters (Section 6.13), indicating the time at which the server
will drop the registration. If none is present, one hour is assumed. Chemtsequest a registration lifetime
by indicating the time in aixpires header in the request. A seng&iouULD NOTuse a higher lifetime than
the one requested, bmtay use a lower one. A single address (if host-independent) be registered from
several different clients.

A client cancels an existing registration by sendinRBGISTER request with an expiration time
(Expires) of zero seconds, either for a particul@ontact or the wildcardContact designated by a “*”
if it wants to cancel all registrations. Registrations are matched based asehehost, port andmaddr
parameters.

The servesHOULD return the current list of registrations in the 200 responseadact header fields.

Itis particularly important thaREGISTER requests are authenticated since they allow to redirect future
requests (see Section 13.2).

Beyond its use as a simple location service, this method is needed if there are several SIP servers on a single
host. In that case, only one of the servers can use the default port number.

Support of this method IRECOMMENDED.
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4.3 Request-URI

TheRequest-URI is a SIP URL as described in Section 2 or a general URI (RFC 2396 [12]). In particular,
it MUST NOT contain unescaped spaces or control characters. It indicates the user or service to which this
request is being addressed. Unlike Toefield, theRequest-URI MAY be re-written by proxies.

As shown in Table 2, th®equest-URI MAY contain theuser-param parameter as well as transport-
related parameters. A server that receives a SIP-URL with illegal elements removes them before further
processing.

Transport-related parameters are needed when a UAC proxies all requests to a default proxy, which would then
need this information to generate the appropriate request.

Typically, the UAC sets thRequest-URI andTo to the same SIP URL, presumed to remain unchanged over
long time periods. However, if the UAC has cached a more direct path to the callee, e.g., frGontiaet header
field of a response to a previous request, Toewould still contain the long-term, “public” address, while the
Request-URI would be set to the cached address.

Proxy and redirect servermgAy use the information in th&equest-URI and request header fields to han-
dle the request and possibly rewrite tRequest-URI. For example, a request addressed to the generic address
sip:sales@acme.com is proxied to the particular person, e.gip:bob@ny.acme.com , with the To field
remaining asip:sales@acme.com. At ny.acme.com , Bob then designates Alice as the temporary substi-
tute.

The host part of th®equest-URI typically agrees with one of the host names of the receiving server.
If it does not, the servesHOULD proxy the request to the address indicated or return a 404 (Not Found)
response if it is unwilling or unable to do so. For example, Reguest-URI and server host name can
disagree in the case of a firewall proxy that handles outgoing calls. This mode of operation is similar to that
of HTTP proxies.

If a SIP server receives a request with a URI indicating a scheme other than SIP which that server does
not understand, the serverusT return a 400 (Bad Request) response.MUST do this even if thelo
header field contains a scheme it does understand. This is because proxies are responsible for processing
the Request-URI; the To field is of end-to-end significance.

4.3.1 SIP Version

Both request and response messages include the version of SIP in use, and follow [H3.1] (with HTTP re-

placed by SIP, and HTTP/1.1 replaced by SIP/2.0) regarding version ordering, compliance requirements, and
upgrading of version numbers. To be compliant with this specification, applications sending SIP messages
MUST include aSIP-Version of “SIP/2.0".

4.4 Option Tags

Option tags are unique identifiers used to designate new options in SIP. These tags areResgarin
(Section 6.31) antnsupported (Section 6.39) fields.
Syntax:

option-tag = token

See Section C for a definition of token. The creator of a new SIP optiosrT either prefix the option
with their reverse domain name or register the new option with the Internet Assigned Numbers Authority
(IANA). For example, “com.foo.mynewfeature” is an apt name for a feature whose inventor can be reached

Handley/Schulzrinne/Schooler/Rosenberg Expires February 2000 [Page 27]



INTERNET-DRAFT draft-ietf-mmusic-sip-new-00.ps August 1999

at “foo.com”. Individual organizations are then responsible for ensuring that option names don't collide.
Options registered with IANA have the prefix “org.iana.sip.”, options described in RFCs have the prefix
“org.ietf.ric.N”, where N is the RFC number. Option tags are case-insensitive.

4.4.1 Registering New Option Tags with IANA

When registering a new SIP option, the following informatiwasT be provided:

e Name and description of option. The namay be of any length, busHOULD be no more than
twenty characters long. The nam@sT consist of alphanum (See Figure 3) characters only;

¢ Indication of who has change control over the option (for example, IETF, ISO, ITU-T, other interna-
tional standardization bodies, a consortium or a particular company or group of companies);

e A reference to a further description, if available, for example (in order of preference) an RFC, a
published paper, a patent filing, a technical report, documented source code or a computer manual;

e Contact information (postal and email address);

Registrations should be sentitma@iana.org
This procedure has been borrowed from RTSP [4] and the RTP AVP [25].

5 Response

After receiving and interpreting a request message, the recipient responds with a SIP response message. The
response message format is shown below:

Response = Status-Line ; Section 5.1
*( general-header
| response-header
| entity-header)
CRLF
[ message-body] ; Section 8

SIP’s structure of responses is similar to [H6], but is defined explicitly here.

5.1 Status-Line

The first line of aResponse message is thBtatus-Line, consisting of the protocol version (Section 4.3.1)
followed by a numericStatus-Code and its associated textual phrase, with each element separated by SP
characters. N&R or LF is allowed except in the find&RLF sequence.

Status-Line = SIP-version SP Status-Code SP Reason-Phrase CRLF
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5.1.1 Status Codes and Reason Phrases

TheStatus-Code is a 3-digit integer result code that indicates the outcome of the attempt to understand and
satisfy the request. THeeason-Phrase is intended to give a short textual description of 8tatus-Code.

The Status-Code is intended for use by automata, whereasReason-Phrase is intended for the human

user. The client is not required to examine or displayRieason-Phrase.

Status-Code = Informational ;Fig. 5
| Success ;Fig. 5
| Redirection ;Fig. 6
| Client-Error ;Fig. 7
| Server-Error ;Fig. 8
| Global-Failure ;Fig. 9
| extension-code

extension-code = 3DIGIT

*<TEXT-UTFS8, excludingCR, LF>

Reason-Phrase

We provide an overview of th8tatus-Code below, and provide full definitions in Section 7. The first
digit of the Status-Code defines the class of response. The last two digits do not have any categorization
role. SIP/2.0 allows 6 values for the first digit:

1xx: Informational — request received, continuing to process the request;

2xx: Success — the action was successfully received, understood, and accepted,;

3xx: Redirection — further action needs to be taken in order to complete the request;
4xx: Client Error — the request contains bad syntax or cannot be fulfilled at this server;
5xx: Server Error — the server failed to fulfill an apparently valid request;

6xx: Global Failure — the request cannot be fulfilled at any server.

Figures 5 through 9 present the individual values of the numeric response codes, and an example set
of corresponding reason phrases for SIP/2.0. These reason phrases are only recommended; they may be
replaced by local equivalents without affecting the protocol. Note that SIP adopts many HTTP/1.1 response
codes. SIP/2.0 adds response codes in the range starting at x80 to avoid conflicts with newly defined HTTP
response codes, and adds a new class, 6xx, of response codes.

SIP response codes are extensible. SIP applications are not required to understand the meaning of all
registered response codes, though such understanding is obviously desirable. However, applications
understand the class of any response code, as indicated by the first digit, and treat any unrecognized response
as being equivalent to the x00 response code of that class, with the exception that an unrecognized response
MUST NOT be cached. For example, if a client receives an unrecognized response code of 431, it can safely
assume that there was something wrong with its request and treat the response as if it had received a 400
(Bad Request) response code. In such cases, user agemts D present to the user the message body
returned with the response, since that message body is likely to include human-readable information which
will explain the unusual status.
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Informational = "100" ; Trying
| 7"180” ; Ringing
| 181" ; Callls Being Forwarded
| 7"182" ; Queued
Success = "200" ;0K
Figure 5: Informational and success status codes
Redirection = "300” ; Multiple Choices
| "301” ; Moved Permanently
| 7"302" ; Moved Temporarily
| 303" ; See Other
| "305" ; Use Proxy
| 380" ; Alternative Service
Figure 6: Redirection status codes
Client-Error "400” ; Bad Request

| 401" ; Unauthorized

| "402" ; Payment Required
| 403" ; Forbidden

| 404" ; Not Found

| "405" ; Method Not Allowed
| 406" ; Not Acceptable

| "407" ; Proxy Authentication Required
| 408" ; Request Timeout
| 7"409” ; Conflict

| "410" ; Gone

| "411" ; Length Required
| 7"413” ; Request Entity Too Large

| "414” ; Request-URI Too Large

| 7"415” ; Unsupported Media Type

| 7"420” ; Bad Extension

| "480” ; Temporarily not available

| 481" ; Call Leg/Transaction Does Not Exist
| "482" ; Loop Detected

| 7483" ; Too Many Hops

| "484" ; Address Incomplete

| 485" ; Ambiguous

| "486”" ; Busy Here

Figure 7: Client error status codes
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"500” ; Internal Server Error
"501” ; Not Implemented

"502" ; Bad Gateway

"503" ; Service Unavailable
"504" ; Gateway Time-out

"505” ; SIP Version not supported

Server-Error

Figure 8: Server error status codes

Global-Failure "600" ; Busy Everywhere
"603” ; Decline
"604” ; Does not exist anywhere

"606” ; Not Acceptable

Figure 9: Global failure status codes

6 Header Field Definitions

SIP header fields are similar to HTTP header fields in both syntax and semantics. In particular, SIP header
fields follow the syntax for message-header as described in [H4.2]. The rules for extending header fields
over multiple lines, and use of multiple message-header fields with the same field-name, described in [H4.2]
also apply to SIP. The rules in [H4.2] regarding ordering of header fields apply to SIP, with the exception of
Via fields, see below, whose order matters. Additionally, if authentication is used, the rules in Section 13.2
apply. ProxiessHouLD NoTreorder header fields. Proxies adi header fields anstAy add other hop-

by-hop header fields. They can modify certain header fields, sudlard-orwards (Section 6.24) and “fix

up” the Via header fields with received” parameters as described in Section 6.41.1. ProxigstT NOT

alter any fields that are authenticated (see Section 13.2).

The header fields required, optional and not applicable for each method are listed in Table 4 and Table 5.
The table uses “0” to indicate optional, “m” mandatory and “-” for not applicable. A “*” indicates that the
header fields are needed only if message body is not empty. See sections 6.15, 6.16 and 8 for details.

The “where” column describes the request and response types with which the header field can be used.
“R” refers to header fields that can be used in requests (that is, request and general header fields). “r’ desig-
nates a response or general-header field as applicable to all responses, while a list of numeric values indicates
the status codes with which the header field can be used. “g” and “e” designate general (Section 6.1) and
entity header (Section 6.2) fields, respectively. If a header field is marked “c”, it is copied from the request
to the response.

The “enc.” column describes whether this message heademfietdbe encrypted end-to-end. A “n”
designates fields thatusT NOT be encrypted, while “c” designates fields tlstouLD be encrypted if
encryption is used.

The “e-e” column has a value of “e” for end-to-end and a value of “h” for hop-by-hop header fields.

Other header fields can be added as required; a sensr ignore header fields not defined in this
specification that it does not understand. A prexysT NOT remove or modify header fields not defined
in this specification that it does not understand. A compact form of these header fields is also defined in
Section 9 for use over UDP when the request has to fit into a single packet and size is an issue.
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where enc. e-e ACK BYE CAN INV OPT REG

Accept R e - o] o] 0] o] 0
Accept 415 e - o] o] 0] o] o]
Accept-Encoding R e - o] 0 o] o] 0
Accept-Encoding 415 e - o] 0 o] o] o]
Accept-Language R e - 0] o] 0] o] 0
Accept-Language 415 e - o] o] o] o] o]
Allow 200 e - - - - m -
Allow 405 e m m m m m m
Authorization R e o] o] o] 0 o] o]
Authorization r e o] o] 0 o] o] 0
Call-ID gc n e m m m m m m
Contact R e o] - - 0 0 o]
Contact Ixx e - - - o] o] -
Contact 2XX e - - - o] o] o]
Contact 3xx e - o] - o] o] o]
Contact 485 e - o] - 0 0 o]
Content-Encoding e e o] o] - o] 0 o]
Content-Length e e m m m m m m
Content-Type e e * * - * * *
CSeq gc n e m m m m m m
Date g e o] o] o] o] o] o]
Encryption g n e o] o] 0 o] o] o]
Expires g e - - - o] - o]
From gc n e m m m m m m
Hide R n h 0 0 o] 0 0 o]
Max-Forwards R n e o] o] o] o] o] 0
Organization g C h - - - o] o] 0

Table 4: Summary of header fields, A-O

Table 6 in Appendix A lists those header fields that different client and server typss be able to
parse.

6.1 General Header Fields

General header fields apply to both request and response messagegerigral-header” field names can

be extended reliably only in combination with a change in the protocol version. However, new or experi-
mental header fieldaAy be given the semantics of general header fields if all parties in the communication
recognize them to begeneral-header” fields. Unrecognized header fields are treatedeagtity-header”

fields.

Handley/Schulzrinne/Schooler/Rosenberg Expires February 2000 [Page 32]



INTERNET-DRAFT draft-ietf-mmusic-sip-new-00.ps August 1999

where enc. e-e ACK BYE CAN INV OPT REG

Priority R o e - - - o] - -
Proxy-Authenticate 407 n h o] o] o] o] o] o]
Proxy-Authorization R n h 0 0 0 o] 0 0
Proxy-Require R n h o] o] o] o] o] 0
Record-Route R h o] o} o] 0 o] o]
Record-Route 2xx,401,484 h o] o] o] 0] 0 0
Require R e 0 0 0 o] 0 0
Retry-After R c e - - - - - o]
Retry-After 404,413,480,486 c e o] o] o] 0 o] o]

500,503 c e 0 0 0 0 0 0

600,603 c e o] o] o] 0 o] o]
Response-Key R c e - o] o] o] o] 0]
Route R h o] o] o] 0 o] o]
Server r c e o] o] o] o] 0 o]
Subject R c e - - - o] - -
Timestamp g e 0 0 0 o] 0 0
To gc(1) n e m m m m m m
Unsupported 420 e 0 0 0 o] 0 o]
User-Agent g c e o] 0] o] o] 0] o]
Via gc(2) n e m m m m m m
Warning r e o] o] o] 0 o] o]
WWW-Authenticate R c e o] o] o] 0 o] o]
WWW-Authenticate 401 c e o] o] o] o] o] 0

Table 5: Summary of header fields, P-Z; (1): copied with possible addition of tag; (2): UAS removes first
Via header field

6.2 Entity Header Fields

The “entity-header” fields define meta-information about the message-body or, if no body is present, about
the resource identified by the request. The term “entity header” is an HTTP 1.1 term where the response
body can contain a transformed version of the message body. The original message body is referred to as
the “entity”. We retain the same terminology for header fields but usually refer to the “message body” rather
then the entity as the two are the same in SIP.

6.3 Request Header Fields

The “request-header” fields allow the client to pass additional information about the request, and about the
client itself, to the server. These fields act as request modifiers, with semantics equivalent to the parameters
of a programming language method invocation.

The “request-header” field names can be extended reliably only in combination with a change in
the protocol version. However, new or experimental header fieddsbe given the semantics oféquest-
header” fields if all parties in the communication recognize them to be request-header fields. Unrecognized
header fields are treated antity-header” fields.
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6.4 Response Header Fields

The “response-header” fields allow the server to pass additional information about the response which
cannot be placed in th8tatus-Line. These header fields give information about the server and about
further access to the resource identified byReguest-URI.

Response-header field names can be extended reliably only in combination with a change in the
protocol version. However, new or experimental header figlds be given the semantics ofé'sponse-
header” fields if all parties in the communication recognize them to tesponse-header” fields. Unrec-
ognized header fields are treated astity-header” fields.

6.5 End-to-end and Hop-by-hop Headers

End-to-end heademgusT be transmitted unmodified across all proxies, while hop-by-hop headerde
modified or added by proxies.

6.6 Header Field Format

Header fields (eneral-header”, “ request-header”, “ response-header”, and “entity-header”) follow

the same generic header format as that given in Section 3.1 of RFC 822 [23]. Each header field consists of
a name followed by a colon (":") and the field value. Field names are case-insensitive. The fielsixalue

be preceded by any amount of leading white space (LWS), though a single space (SP) is preferred. Header
fields can be extended over multiple lines by preceding each extra line with at leaSPaorehorizontal

tab (HT). ApplicationsvusT follow HTTP “common form” when generating these constructs, since there
might exist some implementations that fail to accept anything beyond the common forms.

message-header
field-name
field-value
field-content

field-name ™" [ field-value ] CRLF
token

*( field-content | LWS)

<the OCTETs making up the field-value
and consisting of either *TEXT-UTF8

or combinations ofoken,

separators, andquoted-string>

The relative order of header fields with different field names is not significant. Multiple header fields
with the same field-name may be present in a message if and only if the entire field-value for that header
field is defined as a comma-separated list (#évalues)). It MUST be possible to combine the multiple
header fields into one “field-name: field-value” pair, without changing the semantics of the message, by
appending each subsequdetd-value to the first, each separated by a comma. The order in which header
fields with the same field-name are received is therefore significant to the interpretation of the combined
field value, and thus a proxyusT NOT change the order of these field values when a message is forwarded.

Field names are not case-sensitive, although their values may be.

6.7 Accept

TheAccept header follows the syntax defined in [H14.1]. The semantics are also identical, with the excep-
tion that if noAccept header is present, the sergrouLD assume a default value application/sdp
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As a request-header field, it is used only with those methods that take message bodies. In a 415 (Unsup-
ported Media Type) response, it indicates which content types are acceptable in requests.
Example:

Accept: application/sdp;level=1, application/x-private, text/html

6.8 Accept-Encoding

The Accept-Encoding request-header field is similar Accept, but restricts the content-codings [H3.4.1]
that are acceptable in the response. See [H14.3]. The syntax of this header is defined in [H14.3]. The
semantics in SIP are identical to those defined in [H14.3].

6.9 Accept-Language

The Accept-Language header follows the syntax defined in [H14.4]. The rules for ordering the languages
based on the g parameter apply to SIP as well. When used in SIRctept-Language request-header
field can be used to allow the client to indicate to the server in which language it would prefer to receive
reason phrases, session descriptions or status responses carried as message bodiessa& prexyhis
field to help select the destination for the call, for example, a human operator conversant in a language
spoken by the caller.

Example:

Accept-Language: da, en-gb;q=0.8, en;q=0.7

6.10 Allow

The Allow entity-header field lists the set of methods supported by the resource identified by the Request-
URI. The purpose of this field is strictly to inform the recipient of valid methods associated with the resource.
An Allow header fieldvusT be present in a 405 (Method Not Allowed) response sRduLD be present

in anOPTIONS response.

Allow = T"Allow” ":” 1#Method

6.11 Authorization

A user agent that wishes to authenticate itself with a server — usually, but not necessarily, after receiving
a 401 response MAY do so by including arAuthorization request-header field with the request. The
Authorization field value consists of credentials containing the authentication information of the user agent
for the realm of the resource being requested.

Section 13.2 overviews the use of tAathorization header, and section 15 describes the syntax and
semantics when used with PGP based authentication.

6.12 Call-ID

TheCall-ID general-header field uniquely identifies a particular invitation or all registrations of a particular
client. Note that a single multimedia conference can give rise to several calls with difakibDs, e.qg., if
a user invites a single individual several times to the same (long-running) conference.
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For anINVITE request, a callee user agent sersepuLD NOT alert the user if the user has responded
previously to theCall-ID in the INVITE request. If the user is already a member of the conference and
the conference parameters contained in the session description have not changed, a callee user agent server
MAY silently accept the call, regardless of Ball-ID. An invitation for an existingCall-ID or session can
change the parameters of the conference. A client applicationdecide to simply indicate to the user that
the conference parameters have been changed and accept the invitation automatically seduire user
confirmation.

A user may be invited to the same conference or call using several diffeehtDs. If desired, the
client MAY use identifiers within the session description to detect this duplication. For example, SDP con-
tains a session id and version number in the originfield.

The REGISTER andOPTIONS methods use th€all-ID value to unambiguously match requests and
responses. AIREGISTER requests issued by a single cliouLD use the sam€all-ID, at least within
the same boot cycle.

Since theCall-ID is generated by and for SIP, there is no reason to deal with the complexity of URL-encoding
and case-ignoring string comparison.

callid = |ocal-id "@” host
local-id = 1*uric
Cal-ID = ("Call-ID"|"i") ™" callid

“host” sHouLD be either a fully qualified domain name or a globally routable IP address. If this is
the case, thelbcal-id” SHOULD be an identifier consisting of URI characters that is unique withiost”.
Use of cryptographically random identifiers [26]RECOMMENDED. If, however,host is not an FQDN or
globally routable IP address (such as a net 10 addresdndakid MUsT be globally unique, as opposed to
unique withinhost. These rules guarantee overall global uniqueness dt#ielD. The value forCall-ID
MUST NOT be reused for a different calCall-IDs are case-sensitive.
Using cryptographically random identifiers provides some protection against session hij&iindp, To and

From are needed to identify eall leg. The distinction between call and call leg matters in calls with third-party
control.

For systems which have tight bandwidth constraints, many of the mandatory SIP headers have a compact
form, as discussed in Section 9. These are alternate names for the headers which occupy less space in the
message. In the case G&ll-ID, the compact form is

For example, both of the following are valid:

Call-ID: f81d4fae-7dec-11d0-a765-00a0c91leb6bf6@foo.bar.com
or
i:-f81d4fae-7dec-11d0-a765-00a0c91leb6bf6@foo.bar.com

6.13 Contact

The Contact general-header field can appearlMVITE, ACK, and REGISTER requests, and in 1xx,
2xx, 3xx, and 485 responses. In general, it provides a URL where the user can be reached for further
communications.
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In some of the cases below, the client uses information fronCtrgact header field irRequest-URI
of future requests. In these cases, the client copies all buttle¢hod-param” element of theaddr-spec
part of theContact header field into th&equest-URI of the request. Unless the client is configured to use
a default proxy for all outgoing requests, it then directs the request to the address specifiedrbgdde *
and ‘port” parameters, using the transport protocol given in tirarisport” parameter. If ‘maddr” is a
multicast address, the value dfl” is used as the time-to-live value.

INVITE and ACK requests: INVITE requestsvusT andACK requestsvAY containContact headers in-
dicating from which location the request is originating. The URL in@untact header field is then
used by subsequent requests from the callee.

This allows the callee to send future requests, su@\ds directly to the caller instead of through a series
of proxies. TheVia header is not sufficient since the desired address may be that of a proxy.

INVITE 2xx responses:A user agent server sending a definitive, positive response (2xg)r insert a
Contact response header field indicating the SIP address under which it is reachable most directly
for future SIP requests, such A€K, within the sameCall-ID. TheContact header field contains the
address of the server itself or that of a proxy, e.g., if the host is behind a firewall. The value of this
Contact header is copied into theequest-URI of subsequent requests for this call if the response
did not also contain &ecord-Route header. If the response also contairRexord-Route header
field, the address in theontact header field is added as the last item in Route header field. See
Section 6.30 for details.

TheContact valuesHOULD NOTbe cached across calls, as it may not represent the most desirable location
for a particular destination address.

INVITE 1xx responses:A UAS sending a provisional response (1xxpy insert aContact response
header. It has the same semantics in a 1xx response aslB\ZKKE response. Note th&ANCEL
requestsvUST NOT be sent to that address, but rather follow the same path as the original request.

REGISTER requests: REGISTER requestavAy contain aContact header field indicating at which lo-
cations the user is reachable. TREGISTER request defines a wildca@ontact field, “*”, which
MUST only be used wittExpires: 0 to remove all registrations for a particular user. An optional
“expires” parameter indicates the desired expiration time of the registrationCtfrdact entry does
not have an éxpires” parameter, thé&xpires header field is used as the default value. If neither of
these mechanisms is used, SIP URIs are assumed to expire after one hour. Other URI schemes have
no expiration times.

REGISTER 2xx responses:A REGISTER responseMAY return all locations at which the user is cur-
rently reachable. An optionakekpires” parameter indicates the expiration time of the registration.
If a Contact entry does not have amXpires” parameter, the value of thexpires header field indi-
cates the expiration time. If neither mechanism is used, the expiration time specified in the request,
explicitly or by default, is used.

3xx and 485 responsesThe Contact response-header field can be used with a 3xx or 485 (Ambiguous)
response codes to indicate one or more alternate addresses to try. It can appear in respMises to
INVITE andOPTIONS methods. The&ontact header field contains URIs giving the new locations
or user names to try, or may simply specify additional transport parameters. A 300 (Multiple Choices),
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301 (Moved Permanently), 302 (Moved Temporarily) or 485 (Ambiguous) resfseiseLD contain

a Contact field containing URIs of new addresses to be tried. A 301 or 302 response may also give
the same location and username that was being tried but specify additional transport parameters such
as a different server or multicast address to try or a change of SIP transport from UDP to TCP or
vice versa. The client copies information from t@entact header field into th&kequest-URI as
described above.

Note that theContact header fieldvwAy also refer to a different entity than the one originally called. For
example, a SIP call connected to GSTN gateway may need to deliver a special information announcement
such as “The number you have dialed has been changed.”

A Contact response header field can contain any suitable URI indicating where the called party can be
reached, not limited to SIP URLs. For example, it could contain URL’s for phones, fég, @rthey were
defined) or anailto: (RFC 2368, [27]) URL.

The following parameters are defined. Additional parameters may be defined in other specifications.

g: The “gvalue” indicates the relative preference among the locations givgvalue” values are decimal
numbers from 0 to 1, with higher values indicating higher preference.

action : The “action” parameter is used only when registering with REGISTER request. It indicates
whether the client wishes that the server proxy or redirect future requests intended for the client. If
this parameter is not specified the action taken depends on server configuration. In its response, the
registrarsHoULD indicate the mode used. This parameter is ignored for other requests.

expires : The “expires” parameter indicates how long the URI is valid. The parameter is either a number
indicating seconds or a quoted string containin§IB-date. If this parameter is not provided, the
value of theExpires header field determines how long the URI is valid. Implementations treat
values larger than 2**32-1 (4294967295 seconds or 136 years) as equivalent to 2**32-1.

Contact = ("Contact” | "'m”) ™"
("™ | (1# (( name-addr | addr-spec )
[ *( ;" contact-params) ])))

name-addr = [ display-name ] "<” addr-spec ">"
addr-spec = SIP-URL | URI
display-name = *token | quoted-string
contact-params "q” "=" qvalue
"action” "=" "proxy” | "redirect”

contact-extension

|
| "expires” "=" delta-seconds | <"> SIP-date <">
|
= token [ "=" ( token | quoted-string ) ]

contact-extension

Even if the ‘display-name” is empty, the ‘hame-addr” form MUST be used if the &ddr-spec” con-
tains a comma, semicolon or question mark.

TheContact header field fulfills functionality similar to thieocation header field in HTTP. However, the HTTP
header only allows one address, unquoted. Since URIs can contain commas and semicolons as reserved characters,
they can be mistaken for header or parameter delimiters, respectively. The current syntax corresponds to that for the
To andFrom header, which also allows the use of display names.

Example:
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Contact: "Mr. Watson" <sip:watson@worcester.bell-telephone.com>
;9=0.7; expires=3600,
"Mr. Watson" <mailto:watson@bell-telephone.com> ;q=0.1

6.14 Content-Encoding

Content-Encoding = ("Content-Encoding”
1#content-coding

") me

The Content-Encoding entity-header field is used as a modifier to theetia-type”. When present,
its value indicates what additional content codings have been applied to the entity-body, and thus what
decoding mechanismsusT be applied in order to obtain the media-type referenced b threent-Type
header field. Content-Encoding is primarily used to allow a body to be compressed without losing the
identity of its underlying media type.

If multiple encodings have been applied to an entity, the content codings be listed in the order in
which they were applied.

All content-coding values are case-insensitive. The Internet Assigned Numbers Authority (IANA) acts
as a registry for content-coding value tokens. See [3.5] for a definition of the syntearftant-coding.

ClientsmAY apply content encodings to the body in requests. If the server is not capable of decoding
the body, or does not recognize any of the content-coding values St send a 415 “Unsupported Media
Type” response, listing acceptable encodings inAbeept-Encoding header. A servemAay apply content
encodings to the bodies in responses. The sanusT only use encodings listed in theccept-Encoding
header in the request.

6.15 Content-Length

TheContent-Length entity-header field indicates the size of the message-body, in decimal number of octets,
sent to the recipient.

Content-Length = ("Content-Length”

"Iy 1*DIGIT
An example is
Content-Length: 3495

ApplicationssHouLD use this field to indicate the size of the message-body to be transferred, regardless
of the media type of the entity. Angontent-Length greater than or equal to zero is a valid value. If no
body is present in a message, thenG@matent-Length header fieldiusT be set to zero. If a server receives
a UDP request withouEontent-Length, it MUST assume that the request encompasses the remainder of
the packet. If a server receives a UDP request witoatent-Length, but the value is larger than the size
of the body sent in the request, the clisrtouLD generate a 400 class response. If there is additional data
in the UDP packet after the last byte of the body has been read, the sers&rtreat the remaining data as
a separate message. This allows several messages to be placed in a single UDP packet.

If a response does not contairCantent-Length, the client assumes that it encompasses the remainder
of the UDP packet or the data until the TCP connection is closed, as applicable. Section 8 describes how to
determine the length of the message body.
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6.16 Content-Type

The Content-Type entity-header field indicates the media type of the message-body sent to the recipient.
The “media-type” element is defined in [H3.7].

Content-Type = ("Content-Type” | "c”) """ media-type
Examples of this header field are

Content-Type: application/sdp
Content-Type: text/html; charset=ISO-8859-4

6.17 CSeq

ClientsmusT add theCSeq (command sequence) general-header field to every requeSSey header
field in a request contains the request method and a single decimal sequence number chosen by the requesting
client, unique within a single value @all-ID. The sequence numbetusT be expressible as a 32-bit
unsigned integer. The initial value of the sequence number is arbitrarybst be less than 2**31.
Consecutive requests that differ in request method, headers or body, but have tigafidieiusT contain
strictly monotonically increasing and contiguous sequence numbers; sequence numbers do not wrap around.
Retransmissions of the same request carry the same sequence numberINiTah with a different
message body or different header fields (a “re-invitation”) acquires a new, higher sequence number. A
serverMuUsT echo theCSeq value from the request in its response. If Method value is missing in the
receivedCSeq header field, the server fills it in appropriately.

The ACK and CANCEL requestsvMusT contain the sam€Seq value as thdNVITE request that it
refers to, while aBBYE request cancelling an invitatiomusT have a higher sequence number. BXE
request with a&CSeq that is not higher should cause a 400 response to be generated.

A user agent servenusT remember the highest sequence number folldMWMI TE request with the same
Call-ID value. The servemusT respond to, and then discard, atVITE request with a lower sequence
number.

All requests spawned in a parallel search have the £28®#) value as the request triggering the parallel
search.

CSeq = "CSeq””” 1*DIGIT Method

Strictly speakingCSeq header fields are needed for any SIP request that can be cancell&iviy @ CAN-

CEL request or where a client can issue several requests for the Galhid in close succession. Without a
sequence number, the response ttNMITE could be mistaken for the response to the cancellaBdfE or CAN-

CEL). Also, if the network duplicates packets or if A€K is delayed until the server has sent an additional response,
the client could interpret an old response as the response to a re-invitation issued shortly thereafteZ.Seging

also makes it easy for the server to distinguish different versions of an invitation, without comparing the message
body.

The Method value allows the client to distinguish the response toNMITE request from that of €ANCEL
response CANCEL requests can be generated by proxies; if they were to increase the sequence number, it might
conflict with a later request issued by the user agent for the same call.

With a length of 32 bits, a server could generate, within a single call, one request a second for about 136 years
before needing to wrap around. The initial value of the sequence number is chosen so that subsequent requests
within the same call will not wrap around. A non-zero initial value allows to use a time-based initial sequence
number, if the client desires. A client could, for example, choose the 31 most significant bits of a 32-bit second
clock as an initial sequence number.
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Forked requeststusT have the sam€&Seq as there would be ambiguity otherwise between these forked re-
quests and latBYE issued by the client user agent.

Example:

CSeq: 4711 INVITE

6.18 Date

Date is a general-header field. Its syntax is:

Date = "Date” ™" SIP-date
SIP-date rfc1123-date

See [H14.18] for a definition of rfc1123-date. Note that unlike HTTP/1.1, SIP only supports the most
recent RFC 1123 [28] formatting for dates. As in [H3.3], SIP restricts the timezoBEhuate to “GMT”,
while RFC 1123 allows any timezone.

The consistent use of GMT betweBate, Expires andRetry-After headers allows implementation of simple
clients that do not have a notion of absolute time.
The Date header field reflects the time when the request or response is first sent. Thus, retransmissions
have the samBate header field value as the original.

The Date header field can be used by simple end systems without a battery-backed clock to acquire a notion of
current time. However, in its GMT-form, it requires clients to know their offset from GMT.

6.19 Encryption

The Encryption general-header field specifies that the content has been encrypted. Section 13 describes
the overall SIP security architecture and algorithms. This header field is intended for end-to-end encryption
of requests and responses. Requests are encrypted based on the public key belonging to the entity named
in the To header field. Responses are encrypted based on the public key conveye@Respunse-Key
header field. Note that the public keys themselves may not be used for the encryption. This depends on the
particular algorithms used.

For any encrypted message, at least the message body and possibly other message header fields are
encrypted. An application receiving a request or response containiggamyption header field decrypts
the body and then concatenates the plaintext to the request line and headers of the original message. Message
headers in the decrypted part completely replace those with the same field name in the plaintext part. (Note:
If only the body of the message is to be encrypted, the body has to be prefixed with CRLF to allow proper
concatenation.) Note that the request methodReguest-URI cannot be encrypted.

Encryption only provides privacy; the recipient has no guarantee that the request or response came from the

party listed in thd=rom message header, only that the sender used the recipient’s public key. However, proxies will
not be able to modify the request or response.

Encryption = "Encryption” ":” encryption-scheme 1*SP
#encryption-params

token

token [ "=" ( token | quoted-string ) ]

encryption-scheme
encryption-params
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The token indicates the form of encryption used; it is described in section 13.
The example in Figure 10 shows a message encrypted with ASCIl-armored PGP that was generated by
applying “pgp -ea” to the payload to be encrypted.

INVITE sip:watson@boston.bell-telephone.com SIP/2.0
Via: SIP/2.0/UDP 169.130.12.5

From: <sip:a.g.bell@bell-telephone.com>

To: T. A. Watson <sip:watson@bell-telephone.com>

Call-ID: 187602141351 @worcester.bell-telephone.com
Content-Length: 885

Encryption: PGP version=2.6.2,encoding=ascii

hQEMAXxkp5GPd+j5xAQf/ZDIfGD/PDOM1wayvwdQAKgGgimZWe+MTy9NEX8025Red
hO/pyrd/+DV5C2BYs7yzSOSXaj1C/tTK/4do6rtjhP8QA3vbDdVdaFciwEVAcuXs
ODxINAVqyDi1RgFC28BJIVQ5KfEKPUACKTK7WIRSBc7vNPEA3nyqZGBTwhxRSbIR
RuFEsHSVojdCam4htcgxGnFwD9sksqs6LIyCFaiTAhWtwcCaN437G7mUYzy2KLcA
zPVGQq1VQg83b99zPzIXxRdIZ+K7+bAnu8Rtu+ohOCMLV3TPXbyp+errlYiThCZHIu
X9dOVj3CM|CP66RSHa/eaOWYTRRNYA/G+kdP8DSUcqYAAAE/hZPX6nFIgk7AVnf6
IPWHUPTeINUJpzUp50u+q/5P7ZAsn+cSAUF2YWtVjCf+SQmMBR13p2EYYWHoxIA2/
GgKADYe4M3JSwOtqwU8zUJF3FItk7vsxmSqtUQrRQailhgNyG 7KxJt4YjWnEjF5E
WUIPhvyGFMJaeQXIyGRYZAYVKKklyAJcm29zL ACxU5alX4M25IHQd9FR9Zmq6Jed
wbWhvia6cAlfsviZ9JGocmQYF7pcuz5pnczgP+/yvRgFItDGD/v3s++G2R+ViVYJO
z/IxGUZaM4I1WBCf+4DUjNanZM0oxAE28NjalZ0rrldDQmO8VIFtPKdHxkgA5iJP+
6VGOFti1Ak4kmEzOvM/Nsv7kkubTFhRIO50iJIGr9S1UhenlZv9I6RuXsOY/EwH2
z8X9NAMhMyXEVuUC9Irt8/AUhmVQ==

=bOW+

Figure 10: PGP Encryption Example

Since proxies can base their forwarding decision on any combination of SIP header fields, there is no
guarantee that an encrypted request “hiding” header fields will reach the same destination as an otherwise
identical un-encrypted request.

6.20 Expires

TheExpires entity-header field gives the date and time after which the message content expires.

This header field is currently defined only for tREGISTER andINVITE methods. FOREGISTER,
itis a request and response-header field. RE&ISTER request, the client indicates how long it wishes the
registration to be valid. In the response, the server indicates the earliest expiration time of all registrations.
The servemAY choose a shorter time interval than that requested by the cliersHmtLD NOT choose a
longer one.

For INVITE requests, it is a request and response-header field. In a request, the caller can limit the
validity of an invitation, for example, if a client wants to limit the time duration of a search or a conference
invitation. A user interface1Ay take this as a hint to leave the invitation window on the screen even if the
user is not currently at the workstation. This also limits the duration of a search. If the request expires before
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the search completes, the proxy returns a 408 (Request Timeout) status. In a 302 (Moved Temporarily)
response, a server can advise the client of the maximal duration of the redirection.

Note that the expiration time doest affect the duration of the actual session that may result from the
invitation. Session description protocols may offer the ability to express time limits on the session duration,
however.

The value of this field can be eitheiSP-date or an integer number of seconds (in decimal), measured
from the receipt of the request. The latter approach is preferable for short durations, as it does not depend
on clients and servers sharing a synchronized clock. Implementationgreat values larger than 2**32-1
(4294967295 or 136 years) as equivalent to 2**32-1.

Expires = "Expires””” ( SIP-date | delta-seconds )

Two examples of its use are

Expires: Thu, 01 Dec 1994 16:00:00 GMT
Expires: 5

6.21 From

Requests and respons@s ST contain aFrom general-header field, indicating the initiator of the request.
(Note that this may be different from the initiator of the call leg. Requests sent by the callee to the caller
still use the callee’s address in thReom header field.) The From field MAY contain the tag” parameter.
The server copies tHerom header field from the request to the response. The optiaigblay-name” is
meant to be rendered by a human-user interface. A systenuLD use the display name “Anonymous” if
the identity of the client is to remain hidden.

TheSIP-URL MUST NOT contain the transport-param”, “ maddr-param”, “ ttl-param”, or “headers”
elements. A server that receives a SIP-URL with these elements ignores them.

Even if the ‘display-name” is empty, the ‘hame-addr” form MUST be used if the &ddr-spec” con-
tains a comma, question mark, or semicolon.

From = ("From” | "f") ™" ( name-addr | addr-spec )
*( " addr-params )

tag-param | addr-extension

"tag=" UUID

")

token [ "=" ( token | quoted-string ) ]

addr-params
tag-param

uuID = 1*(hex
addr-extension

Examples:

From: "A. G. Bell" <sip:agbh@bell-telephone.com>
From: sip:+12125551212@server.phone2net.com
From: Anonymous <sip:c80qz84zk7z@privacy.org>

The “tag” MAY appear in thd=rom field of a request. IMUST be present when it is possible that two
instances of a user sharing a SIP address can make call invitations with th€ah+ii.

The “tag” value MUST be globally unique and cryptographically random with at least 32 bits of ran-
domness. A single user maintains the same tag throughout the call identified@glHB.
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Call-ID, To andFrom are needed to identify @all leg. The distinction between call and call leg matters in calls
with multiple responses to a forked request. The format is similar to the equivalent RFC 822 [23] header, but with a
URI instead of just an email address.

6.22 Hide

A client uses theHide request header field to indicate that it wants the path comprised &fitheeader
fields (Section 6.41) to be hidden from subsequent proxies and user agents. It can take twdlidems:
route andHide: hop. Hide header fields are typically added by the client user agentyhutbe added by
any proxy along the path.

If a request contains theédide: route” header field, all following proxiesHoOULD hide their previous
hop. If a request contains thelide: hop” header field, only the next proxyHouLD hide the previous hop
and then remove thidide option unless it also wants to remain anonymous.

A server hides the previous hop by encrypting thest” and “port” parts of the top-mosYVia header
field with an algorithm of its choice. ServesiouLD add additional “salt” to the Kost” and “port”
information prior to encryption to prevent malicious downstream proxies from guessing earlier parts of the
path based on seeing identical encryptéa headers. HiddeKia fields are marked with thehidden” Via
option, as described in Section 6.41.

A server that is capable of hidingia headersvusT attempt to decrypt alVia headers marked as
“hidden” to perform loop detection. Servers that are not capable of hiding can ignore hddéalds in
their loop detection algorithm.

If hidden headers were not marked, a proxy would have to decrypt all headers to detect loops, just in case one
was encrypted, as théide: Hop option may have been removed along the way.

A hostmusT NOT add such aHMide: hop” header field unless it can guarantee it will only send a request
for this destination to the same next hop. The reason for this is that it is possible that the request will loop
back through this same hop from a downstream proxy. The loop will be detected by the next hop if the
choice of next hop is fixed, but could loop an arbitrary number of times otherwise.

A client requesting Mide: route” can only rely on keeping the request path private if it sends the request
to a trusted proxy. Hiding the route of a SIP request is of limited value if the request results in data packets
being exchanged directly between the calling and called user agent.

The use ofHide header fields is discouraged unless path privacy is truly neddield; fields impose
extra processing costs and restrictions for proxies and can cause requests to generate 482 (Loop Detected)
responses that could otherwise be avoided.

The encryption oVia header fields is described in more detail in Section 13.

TheHide header field has the following syntax:

Hide = "Hide” ™" ("route” | "hop”)

6.23 In-Reply-To

Theln-Reply-To header fields enumerates the call-IDs that this call references or returns.

This allows automatic call distribution systems to route return calls to the originator of the first call and allows
callees to filter calls, so that only calls that return calls they have originated will be accepted. This field is not a
substitute for request authentication.

In-Reply-To = ’"In-Reply-To” ".” 1# callid
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Example:

In-Reply-To: 70710@saturn.bell-tel.com, 17320@saturn.bell-tel.com

6.24 Max-Forwards

The Max-Forwards request-header field may be used with any SIP method to limit the number of proxies
or gateways that can forward the request to the next downstream server. This can also be useful when the
client is attempting to trace a request chain which appears to be failing or looping in mid-chain.

Max-Forwards = "Max-Forwards” ;" 1*DIGIT

The Max-Forwards value is a decimal integer indicating the remaining number of times this request
message is allowed to be forwarded.

Each proxy or gateway recipient of a request containiipa-Forwards header fielduusT check and
update its value prior to forwarding the request. If the received value is zero (0), the recipisntNOT
forward the request. Instead, for tEPTIONS and REGISTER methods, itMusT respond as the final
recipient. For all other methods, the server returns 483 (Too many hops).

If the receivedMlax-Forwards value is greater than zero, then the forwarded mesgaga contain an
updated Max-Forwards field with a value decremented by one (1).

Example:

Max-Forwards: 6

6.25 Organization

TheOrganization general-header field conveys the name of the organization to which the entity issuing the
request or response belongsmkiy also be inserted by proxies at the boundary of an organization.

The fieldmAY be used by client software to filter calls.

Organization = “Organization” ™" *TEXT-UTF8

6.26 Priority

ThePriority request-header field indicates the urgency of the request as perceived by the client.

Priority
priority-value = "emergency”
|  "non-urgent”

"Priority” ”.” priority-value
"urgent” | "normal”

It is RECOMMENDED that the value of “emergency” only be used when life, limb or property are in
imminent danger.
Examples:

Subject: A tornado is heading our way!
Priority: emergency
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Subject: Weekend plans
Priority: non-urgent

These are the values of RFC 2076 [29], with the addition of “emergency”.

6.27 Proxy-Authenticate

The Proxy-Authenticate response-header fielusT be included as part of a 407 (Proxy Authentication
Required) response. The field value consists of a challenge that indicates the authentication scheme and
parameters applicable to the proxy for tRisquest-URI.

Unlike its usage within HTTP, theroxy-Authenticate heademusT be passed upstream in the response
to the UAC. In SIP, only UAC’s can authenticate themselves to proxies.

The syntax for this header is defined in [H14.33]. See 14 for further details on its usage.

A client sHOULD cache the credentials used for a particular proxy server and realm for the next request
to that server. Credentials are, in general, valid for a specific value &fahaest-URI at a particular proxy
server. If a client contacts a proxy server that has required authentication in the past, but the client does not
have credentials for the particulRequest-URI, it MAY attempt to use the most-recently used credential.
The server responds with 401 (Unauthorized) if the client guessed wrong.

This suggested caching behavior is motivated by proxies restricting phone calls to authenticated users. It seems

likely that in most cases, all destinations require the same password. Note that end-to-end authentication is likely to
be destination-specific.

6.28 Proxy-Authorization

The Proxy-Authorization request-header field allows the client to identify itself (or its user) to a proxy
which requires authentication. Troxy-Authorization field value consists of credentials containing the
authentication information of the user agent for the proxy and/or realm of the resource being requested.

Unlike Authorization, the Proxy-Authorization header field applies only to the next outbound proxy
that demanded authentication using Br@xy- Authenticate field. When multiple proxies are used in a
chain, theProxy-Authorization header field is consumed by the first outbound proxy that was expecting to
receive credentials. A proxyAy relay the credentials from the client request to the next proxy if that is the
mechanism by which the proxies cooperatively authenticate a given request.

See [H14.34] for a definition of the syntax, and section 14 for a discussion of its usage.

6.29 Proxy-Require

The Proxy-Require header field is used to indicate proxy-sensitive featureswtbatr be supported by the
proxy. Any Proxy-Require header field features that are not supported by the proxgT be negatively
acknowledged by the proxy to the client if not supported. Proxy servers treat this field identically to the
Require field.

See Section 6.31 for more details on the mechanics of this message and a usage example.

6.30 Record-Route

TheRecord-Route request and response header field is added to a request by any proxy that insists on being
in the path of subsequent requests for the same call leg. It contains a globally red®babést-URI that
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identifies the proxy server. Each proxy server addRéguest-URI to the beginning of the list.

The server copies tHeecord-Route header field unchanged into the responBecprd-Route is only
relevant for 2xx responses and responses where the server can expect the client to retry for @edidame
as in 401 (Unauthorized) or 484 (Address Incomplete).)

The calling user agent client copies tRecord-Route header into &oute header field of subsequent
requests within the same call lagyersingthe order of requests, so that the first entry is closest to the user
agent client. If the response containe@antact header field, the calling user agent adds its content as the
last Route header. Unless this would cause a loop, any cliensT send any subsequent requests for this
call leg to the firsRequest-URI in the Route request header field and remove that entry.

The calling user agemausT NOT use theRecord-Route header field in requests that cont&ioute
header fields.

Some proxies, such as those controlling firewalls or in an automatic call distribution (ACD) system, need to
maintain call state and thus need to receive BM{, redINVITE andACK packets for the call.

TheRecord-Route header field has the following syntax:
Record-Route = "Record-Route” ":" 1# name-addr

Proxy serversHOULD use the fnaddr” URL parameter containing their address to ensure that subse-
guent requests are guaranteed to reach exactly the same server.

Example for a request that has traversed the hests.org andbell-telephone.com , in that
order:

Record-Route: <sip:a.g.bell@bell-telephone.com>,
<sip:a.bell@ieee.org>

6.31 Require

The Require request-header field is used by clients to tell user agent servers about options that the client
expects the server to support in order to properly process the request. If a server does not understand the
option, it MUST respond by returning status code 420 (Bad Extension) and list those options it does not
understand in th&lnsupported header.

Require = "Require” " 1#option-tag
Example:

C->S: INVITE sip:watson@bell-telephone.com SIP/2.0
Require: com.example.billing
Payment: sheep_skins, conch_shells

S->C: SIP/2.0 420 Bad Extension
Unsupported: com.example.billing

This is to make sure that the client-server interaction will proceed without delay when all options are understood
by both sides, and only slow down if options are not understood (as in the example above). For a well-matched
client-server pair, the interaction proceeds quickly, saving a round-trip often required by negotiation mechanisms.
In addition, it also removes ambiguity when the client requires features that the server does not understand. Some
features, such as call handling fields, are only of interest to end systems.
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Proxy and redirect serversusT ignore features that are not understood. If a particular extension re-
quires that intermediate devices support it, the extensiosT be tagged in théroxy-Require field as
well (see Section 6.29).

6.32 Response-Key

TheResponse-Key request-header field can be used by a client to request the key that the called user agent
SHOULD use to encrypt the response with. The syntax is:

Response-Key = "Response-Key” ".” key-scheme 1*SP #key-param
key-scheme = token
key-param = token [ "=" (token | quoted-string ) ]

The "key-scheme” gives the type of encryption to be used for the response. Section 13 describes
security schemes.
If the client insists that the server return an encrypted response, it includes a

Require: org.ietf.sip.encrypt-response

header field in its request. If the server cannot encrypt for whatever reaseusit follow normal
Require header field procedures and return a 420 (Bad Extension) response. Rétiigre header field is
not present, a servaHouLD still encrypt if it can.

6.33 Retry-After

The Retry-After general-header field can be used with a 503 (Service Unavailable) response to indicate
how long the service is expected to be unavailable to the requesting client and with a 404 (Not Found), 600
(Busy), or 603 (Decline) response to indicate when the called party anticipates being available again. The
value of this field can be either &1P-date or an integer number of seconds (in decimal) after the time of
the response.

A REGISTER requestMAY include this header field when deleting registrations wiftofitact: *
;expires: 0”. The Retry-After value then indicates when the user might again be reachable. The registrar
MAY then include this information in responses to future calls.

An optional comment can be used to indicate additional information about the time of callback. An
optional ‘duration” parameter indicates how long the called party will be reachable starting at the initial
time of availability. If no duration parameter is given, the service is assumed to be available indefinitely.

Retry-After = "Retry-After””.” ( SIP-date | delta-seconds )
[ comment] [ ”;” "duration” "=" delta-seconds ]

Examples of its use are

Retry-After: Mon, 21 Jul 1997 18:48:34 GMT (I'm in a meeting)
Retry-After: Mon, 01 Jan 9999 00:00:00 GMT

(Dear John: Don’'t call me back, ever)
Retry-After: Fri, 26 Sep 1997 21:00:00 GMT;duration=3600
Retry-After. 120
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In the third example, the callee is reachable for one hour starting at 21:00 GMT. In the last example, the
delay is 2 minutes.

6.34 Route

The Route request-header field determines the route taken by a request. Each host removes the first entry
and then proxies the request to the host listed in that entry, also using itRednest-URI. The operation
is further described in Section 6.30.

TheRoute header field has the following syntax:

Route = "Route” ;" 1# name-addr

6.35 Server

The Server response-header field contains information about the software used by the user agent server to
handle the request. The syntax for this field is defined in [H14.39].

6.36 Subject

This is intended to provide a summary, or to indicate the nature, of the call, allowing call filtering without
having to parse the session description. (Also, the session description does not have to use the same subject
indication as the invitation.)

Subject = ("Subject”

"s” ) """ *TEXT-UTF8

Example:

Subject: Tune in - they are talking about your work!

6.37 Timestamp

The timestamp general-header field describes when the client sent the request to the server. The value of
the timestamp is of significance only to the client andAt use any timescale. The serweusT echo the

exact same value amnglay , if it has accurate information about this, add a floating point number indicating

the number of seconds that have elapsed since it has received the request. The timestamp is used by the
client to compute the round-trip time to the server so that it can adjust the timeout value for retransmissions.

Timestamp = "Timestamp””.” *(DIGIT) [ " *(DIGIT) ] [ delay ]
delay *(DIGIT) [ ") *(DIGIT) ]

Note that theranusT NOT be any LWS between a DIGIT and the decimal point.

6.38 To

The To general-header field specifies recipient of the request, with the same SIP URL syntaXresthe
field.

To = ("To"|"t")"” (name-addr | addr-spec)
*( " addr-params )
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Requests and responsessT contain alo general-header field, indicating the desired recipient of the
request. The optionaldisplay-name” is meant to be rendered by a human-user interface. The UAS or
redirect server copies thk header field into its response, and st add a tag” parameter if the request
contained more than onda header field.

If there was more than onia header field, the request was handled by at least one proxy server. Since the
receiver cannot know whether any of the proxy servers forked the request, it is safest to assume that they might
have.

TheSIP-URL MUST NOT contain the transport-param”, “ maddr-param”, “ ttl-param”, or “headers”
elements. A server that receives a SIP-URL with these elements removes them before further processing.

The “tag” parameter serves as a general mechanism to distinguish multiple instances of a user identified
by a single SIP URL. As proxies can fork requests, the same request can reach multiple instances of a user
(mobile and home phones, for example). As each can respond, there needs to be a means to distinguish
the responses from each at the caller. The situation also arises with multicast requests. The t&g in the
header field serves to distinguish responses at the UAGQUHT be placed in thdo field of the response
by each instance when there is a possibility that the request was forked at an intermediate proiagThe “
MUST be added by UAS, registrars and redirect serversyiddT NOT be inserted into responses forwarded
upstream by proxies. Thedg” is added for all definitive responses for all methods, amad be added for
informational responses from a UAS or redirect server. All subsequent transactions between two entities
MUST include the tag” parameter, as described in Section 11.

See Section 6.21 for details of theayy” parameter.

The “tag” parameter info headers is ignored when matching responses to requests that did not contain
a “tag” in their To header.

A SIP server returns a 400 (Bad Request) response if it receives a requestTwitieader field con-
taining a URI with a scheme it does not recognize.

Even if the ‘display-name” is empty, the ‘hame-addr” form MUST be used if the &ddr-spec” con-
tains a comma, question mark, or semicolon.

The following are examples of valitb headers:

To: The Operator <sip:operator@cs.columbia.edu>;tag=287447
To: sip:+12125551212@server.phone2net.com

Call-ID, To andFrom are needed to identify @all leg. The distinction between call and call leg matters in calls
with multiple responses from a forked request. Ttey" is added to thelo header field in the response to allow
forking of future requests for the same call by proxies, while addressing only one of the possibly several responding
user agent servers. It also allows several instances of the callee to send requests that can be distinguished.

6.39 Unsupported

TheUnsupported response-header field lists the features not supported by the server. See Section 6.31 for
a usage example and motivation.
Syntax:

Unsupported = "Unsupported” ™" 1#option-tag
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6.40 User-Agent

The User-Agent general-header field contains information about the client user agent originating the re-
guest. The syntax and semantics are defined in [H14.42].

6.41 Via

TheVia field indicates the path taken by the request so far. This prevents request looping and ensures replies
take the same path as the requests, which assists in firewall traversal and other unusual routing situations.

6.41.1 Requests

The client originating the requestusT insert into the request\aa field containing its host name or network
address and, if not the default port number, the port number at which it wishes to receive responses. (Note
that this port number can differ from the UDP source port number of the request.) A fully-qualified domain
name iISRECOMMENDED. Each subsequent proxy server that sends the request orwasdsadd its own
additionalVia field before any existinyia fields. A proxy that receives a redirection (3xx) response and
then searches recursivelyysT use the sam¥ia headers as on the original proxied request.

A proxy sHouLD check the top-mosVia header field to ensure that it contains the sender’s correct
network address, as seen from that proxy. If the sender’s address is incorrect, thevpwxyadd an
additional ‘received” attribute, as described 6.41.2.

A host behind a network address translator (NAT) or firewall may not be able to insert a network address into
the Via header that can be reached by the next hop beyond the NAT. Use ofdbized attribute allows SIP
requests to traverse NAT'’s which only modify the source IP address. NAT'’s which modify port numbers, called
Network Address Port Translator’'s (NAPT) will not properly pass SIP when transported on UDP, in which case an
application layer gateway is required. When run over TCP, SIP stands a better chance of traversing NAT's, since its
behavior is similar to HTTP in this case (but of course on different ports).

A proxy sending a request to a multicast addmasssT add the tnaddr” parameter to its/ia header
field, andsHouLD add the ftlI” parameter. If a server receives a request which containedreddr”
parameter in the topmodatia field, it SHouLD send the response to the multicast address listed in the
“maddr” parameter.

If a proxy server receives a request which contains its own address Midheeader value, imMUST
respond with a 482 (Loop Detected) status code.

A proxy servermusT NOT forward a request to a multicast group which already appears in any of the
Via headers.

This prevents a malfunctioning proxy server from causing loops. Also, it cannot be guaranteed that a proxy

server can always detect that the address returned by a location service refers to a host list¥kitighes a
single host may have aliases or several network interfaces.

6.41.2 Receiver-tagge®ia Header Fields

Normally, every host that sends or forwards a SIP message adisfeeld indicating the path traversed.
However, it is possible that Network Address Translators (NATs) change the source address and port of the
request (e.g., from net-10 to a globally routable address), in which casegheader field cannot be relied
on to route replies. To prevent this, a prosyouLD check the top-mostia header field to ensure that it
contains the sender’s correct network address, as seen from that proxy. If the sender’s address is incorrect,
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the proxyMmusT add a ‘teceived” parameter to th&/ia header field inserted by the previous hop. Such a
modifiedVia header field is known as a receiver-tagdéd header field. An example is:

Via: SIP/2.0/UDP erlang.bell-telephone.com:5060
Via: SIP/2.0/UDP 10.0.0.1:5060 ;received=199.172.136.3

In this example, the message originated from 10.0.0.1 and traversed a NAT with the external address
border.ieee.org (199.172.136.3) to reaatrlang.bell-telephone.com. The latter noticed
the mismatch, and added a parameter to the previous Kapiseader field, containing the address that the
packet actually came from. (Note that the NBdrder.ieee.org is not a SIP server.)

6.41.3 Responses
Via header fields in responses are processed by a proxy or UAC according to the following rules:

1. The firstVia header field should indicate the proxy or client processing this response. If it does not,
discard the message. Otherwise, remove\sfield.

2. If there is no secondia header field, this response is destined for this client. Otherwise, the process-
ing depends on whether théa field contains athaddr” parameter or is a receiver-tagged field:

¢ If the secondvia header field contains arfaddr” parameter, send the response to the multicast
address listed there, using the port indicatedserit-by”, or port 5060 if none is present. The
responsesHOULD be sent using the TTL indicated in th&l™ parameter, or with a TTL of 1 if
that parameter is not present. For robustness, respens&s be sent to the address indicated
in the “maddr” parameter even if it is not a multicast address.

¢ If the seconaVia header field does not contain maddr” parameter and is a receiver-tagged
field (Section 6.41.2), send the message to the address imgbeived” parameter, using the
port indicated in the sent-by” value, or using port 5060 if none is present.

¢ If neither of the previous cases apply, send the message to the address indicatecéntthg™
value in the seconWia header field.

6.41.4 User Agent and Redirect Servers
A UAS or redirect server sends a response based on one of the following rules:

e If the first Via header field in the request containsradddr’ parameter, send the response to the
multicast address listed there, using the port indicatedsémt-by”, or port 5060 if none is present.
The responssHOULD be sent using the TTL indicated in th#l™ parameter, or with a TTL of 1 if
that parameter is not present. For robustness, respensesbe sent to the address indicated in the
“maddr” parameter even if it is not a multicast address.

e If the address in thesent-by” value of the firstVia field differs from the source address of the packet,
send the response to the actual packet source address, similar to the treatment for receivétidagged
header fields (Section 6.41.2).

e If neither of these conditions is true, send the response to the address containedsantiey”
value. If the request was sent using TCP, use the existing TCP connection if available.
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6.41.5 Syntax

The format for &/ia header field is shown in Fig. 11. Thenaddr” parameter, designating the multicast ad-
dress, and thettl” parameter, designating the time-to-live (TTL) value, are included only if the request was
sent via multicast. Theréceived” parameter is added only for receiver-addéd fields (Section 6.41.2).

For reasons of privacy, a client or proxy may wish to hideViia information by encrypting it (see Sec-

tion 6.22). The hidden” parameter is included if this header field was hidden by the upstream proxy (see
6.22). Note that privacy of the proxy relies on the cooperation of the next hop, as the next-hop proxy will,
by necessity, know the IP address and port number of the source host.

Via = ("Via” | "v") ™" 1#( sent-protocol sent-by
*( ™" via-params ) [ comment ] )

via-params = via-hidden | via-ttl | via-maddr
| via-received | via-branch | via-extension
via-hidden = “hidden”
via-ttl = "t ="l
via-maddr = “maddr’ "=" maddr
via-received = ’received” "=" host
via-branch "branch” "=" token

via-extension
sent-protocol

token [ =" ( token | quoted-string ) ]
protocol-name "/” protocol-version
"[” transport

protocol-name = "SIP” | token

protocol-version = token

transport = "UDP”|"TCP” | token

sent-by = (host[”” port]) | (concealed-host)
concealed-host = token

ttl = 1*3DIGIT ; 0to 255

Figure 11: Syntax of¥/ia header field

The "branch” parameter is included by every forking proxy. The tokensT be unique for each
distinct request generated when a proxy forlBANCEL requestavusT have the sambranch value as
the corresponding forked request. When a response arrives at the proxy it can use the branch value to figure
out which branch the response corresponds to. A proxy which generates a single request (nonmarking)
also insert theBranch” parameter. The identifier has to be unique only within a set of isomorphic requests.

Via: SIP/2.0/UDP first.example.com:4000;ttl=16
;maddr=224.2.0.1 ;branch=a7c6a8dlze (Example)
Via: SIP/2.0/UDP adk8%20.8x%fe%03 ;hidden
6.42 Warning

The Warning response-header field is used to carry additional information about the status of a response.
Warning headers are sent with responses and have the following format:
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Warning = "Warning” ":” 1#warning-value
warning-value = warn-code SP warn-agent SP warn-text
warn-code = 3DIGIT
warn-agent = (host[”” port]) | pseudonym
; the name or pseudonym of the server adding
; the Warning header, for use in debugging
warn-text = quoted-string

A responseMAY carry more than on@/arning header.

The “warn-text” should be in a natural language that is most likely to be intelligible to the human user
receiving the response. This decision can be based on any available knowledge, such as the location of the
cache or user, thaccept-Language field in a request, or th€ontent-Language field in a response. The
default language is i-default [30].

Any serverMAY addWarning headers to a response. Proxy serveusT place additionaMWarning
headers before anfuthorization headers. Within that constraindyarning headerswusT be added after
any existingWarning headers not covered by a signature. A proxy semesT NOT delete anyVarning
header field that it received with a response.

When multipleWarning headers are attached to a response, the user agentLD display as many
of them as possible, in the order that they appear in the response. If it is not possible to display all of the
warnings, the user agent first displays warnings that appear early in the response.

The warn-code consists of three digits. A first digit of “3” indicates warnings specific to SIP.

This is a list of the currently-definedvarn-code”s, each with a recommended warn-text in English, and
a description of its meaning. Note that these warnings describe failures induced by the session description.

Warnings 300 through 329 are reserved for indicating problems with keywords in the session description,
330 through 339 are warnings related to basic network services requested in the session description, 370
through 379 are warnings related to quantitative QoS parameters requested in the session description, and
390 through 399 are miscellaneous warnings that do not fall into one of the above categories.

300 Incompatible network protocol: One or more network protocols contained in the session description
are not available.

301 Incompatible network address formats: One or more network address formats contained in the ses-
sion description are not available.

302 Incompatible transport protocol: One or more transport protocols described in the session descrip-
tion are not available.

303 Incompatible bandwidth units: One or more bandwidth measurement units contained in the session
description were not understood.

304 Media type not available: One or more media types contained in the session description are not avail-
able.

305 Incompatible media format: One or more media formats contained in the session description are not
available.

306 Attribute not understood: One or more of the media attributes in the session description are not sup-
ported.
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307 Session description parameter not understoodA parameter other than those listed above was not
understood.

330 Multicast not available: The site where the user is located does not support multicast.

331 Unicast not available: The site where the user is located does not support unicast communication (usu-
ally due to the presence of a firewall).

370 Insufficient bandwidth: The bandwidth specified in the session description or defined by the media
exceeds that known to be available.

399 Miscellaneous warning: The warning text can include arbitrary information to be presented to a hu-
man user, or logged. A system receiving this warmngsT NOT take any automated action.

1xx and 2xx have been taken by HTTP/1.1.

Additional “warn-code”s, as in the example below, can be defined through IANA.
Examples:

Warning: 307 isi.edu "Session parameter 'foo’ not understood”
Warning: 301 isi.edu "Incompatible network address type 'E.164™

6.43 WWW-Authenticate

The WWW-Authenticate response-header fiedusT be included in 401 (Unauthorized) response mes-
sages. The field value consists of at least one challenge that indicates the authentication scheme(s) and
parameters applicable to tikequest-URI. See [H14.46] for a definition of the syntax, and section 14 for
an overview of usage.

The content of therealm” parametersHouLD be displayed to the user. A user agesntouLD cache
the authorization credentials for a given value of the destinafforhéader) andrealm” and attempt to
re-use these values on the next request for that destination.

In addition to the “basic” and “digest” authentication schemes defined in the specifications cited above,
SIP defines a new scheme, PGP (RFC 2015, [31]), Section 15. Other schemes, such as S/MIME, are for
further study.

7 Status Code Definitions

The response codes are consistent with, and extend, HTTP/1.1 response codes. Not all HTTP/1.1 response
codes are appropriate, and only those that are appropriate are given here. Other HTTP/1.1 response codes
SHOULD NOT be used. Response codes not defined by HTTP/1.1 have codes x80 upwards to avoid clashes
with future HTTP response codes. Also, SIP defines a new class, 6xx. The default behavior for unknown
response codes is given for each category of codes.

7.1 Informational 1xx

Informational responses indicate that the server or proxy contacted is performing some further action and
does not yet have a definitive response. The clertuLD wait for a further response from the server, and
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the servelsHOULD send such a response without further prompting. A sesweruLD send a 1xx response

if it expects to take more than 200 ms to obtain a final response. A sRRxrissue zero or more 1xx
responses, with no restriction on their ordering or uniqueness. Note that 1xx responses are not transmitted
reliably, that is, they do not cause the client to sendA@k. Servers are free to retransmit informational
responses and clients can inquire about the current state of call processing by re-sending the request.

7.1.1 100 Trying

Some unspecified action is being taken on behalf of this call (e.g., a database is being consulted), but the
user has not yet been located.

7.1.2 180 Ringing

The called user agent has located a possible location where the user has registered recently and is trying to
alert the user.

7.1.3 181 Call Is Being Forwarded

A proxy serverMAY use this status code to indicate that the call is being forwarded to a different set of
destinations.

7.1.4 182 Queued

The called party is temporarily unavailable, but the callee has decided to queue the call rather than reject it.
When the callee becomes available, it will return the appropriate final status response. The reason phrase
MAY give further details about the status of the call, e.g., “5 calls queued; expected waiting time is 15
minutes”. The servemAy issue several 182 responses to update the caller about the status of the queued
call.

7.2 Successful 2xx

The request was successful amdsT terminate a search.

7.2.1 200 0K

The request has succeeded. The information returned with the response depends on the method used in the
request, for example:

BYE: The call has been terminated. The message body is empty.

CANCEL: The search has been cancelled. The message body is empty.

INVITE: The callee has agreed to participate; the message body indicates the callee’s capabilities.
OPTIONS: The callee has agreed to share its capabilities, included in the message body.

REGISTER: The registration has succeeded. The client treats the message body accordiGgmbats-
Type.
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7.3 Redirection 3xx

3xx responses give information about the user's new location, or about alternative services that might be
able to satisfy the call. TheyHOULD terminate an existing search, amdy cause the initiator to begin a
new search if appropriate.

Any redirection (3xx) respons@usT NOT suggest any of the addresses in Yha (Section 6.41) path
of the request in th€ontact header field. (Addresses match if their host and port number match.)

To avoid forwarding loops, a user agent client or praxysT check whether the address returned by a
redirect server equals an address tried earlier.

7.3.1 300 Multiple Choices

The address in the request resolved to several choices, each with its own specific location, and the user (or
user agent) can select a preferred communication end point and redirect its request to that location.

The responseHOULD include an entity containing a list of resource characteristics and location(s) from
which the user or user agent can choose the one most appropriate, if alloweddnc#mt request header.
The entity format is specified by the media type given in @antent-Type header field. The choices
SHOULD also be listed afontact fields (Section 6.13). Unlike HTTP, the SIP respomsgy contain
severalContact fields or a list of addresses inGontact field. User agentsmAy use theContact header
field value for automatic redirection efAY ask the user to confirm a choice. However, this specification
does not define any standard for such automatic selection.

This status response is appropriate if the callee can be reached at several different locations and the server cannot
or prefers not to proxy the request.

7.3.2 301 Moved Permanently

The user can no longer be found at the address iRdwuest-URI and the requesting cliestHouLD retry

at the new address given by tli®ntact header field (Section 6.13). The calouLD update any local
directories, address books and user location caches with this new value and redirect future requests to the
address(es) listed.

7.3.3 302 Moved Temporarily

The requesting cliensHOULD retry the request at the new address(es) given byCiietact header field

(Section 6.13). The duration of the redirection can be indicated throudgtxpines (Section 6.20) header.
If there is no explicit expiration time, the address is only valid for this call modT NOT be cached for
future calls.

7.3.4 305 Use Proxy

The requested resoureeusT be accessed through the proxy given by @antact field. The Contact
field gives the URI of the proxy. The recipient is expected to repeat this single request via the proxy. 305
responsesiusT only be generated by user agent servers.
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7.3.5 380 Alternative Service

The call was not successful, but alternative services are possible. The alternative services are described in
the message body of the response. Formats for such bodies are not defined here, and may be the subject of
future standardization.

7.4 Request Failure 4xx

4xx responses are definite failure responses from a particular server. TheselieatDd NOT retry the
same request without modification (e.g., adding appropriate authorization). However, the same request to a
different server might be successful.

7.4.1 400 Bad Request

The request could not be understood due to malformed syntax.

7.4.2 401 Unauthorized

The request requires user authentication.

7.4.3 402 Payment Required

Reserved for future use.

7.4.4 403 Forbidden

The server understood the request, but is refusing to fulfill it. Authorization will not help, and the request
SHOULD NOT be repeated.

7.4.5 404 Not Found

The server has definitive information that the user does not exist at the domain specifiedReytiest-

URI. This status is also returned if the domain in Request-URI does not match any of the domains
handled by the recipient of the request.

7.4.6 405 Method Not Allowed

The method specified in tHeequest-Line is not allowed for the address identified by fRequest-URI.

The responseiusT include anAllow header field containing a list of valid methods for the indicated address.
7.4.7 406 Not Acceptable

The resource identified by the request is only capable of generating response entities which have content
characteristics not acceptable according to the accept headers sent in the request.
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7.4.8 407 Proxy Authentication Required

This code is similar to 401 (Unauthorized), but indicates that the dlierstT first authenticate itself with

the proxy. The proxyusT return aProxy-Authenticate header field (section 6.27) containing a challenge

applicable to the proxy for the requested resource. The aliamtrepeat the request with a suitable Proxy-

Authorization header field (section 6.28). SIP access authentication is explained in section 13.2 and 14.
This status code is used for applications where access to the communication channel (e.g., a telephony

gateway) rather than the callee requires authentication.

7.4.9 408 Request Timeout

The server could not produce a response, e.g., a user location, within the time indicatedEkpities
request-header field. The cliemiy repeat the request without modifications at any later time.

7.4.10 409 Conflict

The request could not be completed due to a conflict with the current state of the resource. This response is
returned if theaction parameter in & EGISTER request conflicts with existing registrations.

7.4.11 410 Gone

The requested resource is no longer available at the server and no forwarding address is known. This
condition is expected to be considered permanent. If the server does not know, or has no facility to determine,
whether or not the condition is permanent, the status code 404 (Not Fedpd)LD be used instead.

7.4.12 411 Length Required

The server refuses to accept the request without a de@uedent-Length. The clientMAY repeat the
request if it adds a vali€ontent-Length header field containing the length of the message-body in the
request message.

7.4.13 413 Request Entity Too Large

The server is refusing to process a request because the request entity is larger than the server is willing or
able to process. The server MAY close the connection to prevent the client from continuing the request.

If the condition is temporary, the serveHOULD include aRetry-After header field to indicate that it is
temporary and after what time the clienay try again.

7.4.14 414 Request-URI Too Long

The server is refusing to service the request because the Request-URI is longer than the server is willing to
interpret.

7.4.15 415 Unsupported Media Type

The server is refusing to service the request because the message body of the request is in a format not
supported by the requested resource for the requested method. ThesseyveD return a list of acceptable
formats using théccept, Accept-Encoding andAccept-Language header fields.
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7.4.16 420 Bad Extension

The server did not understand the protocol extension specifieRegaire (Section 6.31) header field.

7.4.17 480 Temporarily Unavailable

The callee’s end system was contacted successfully but the callee is currently unavailable (e.g., not logged
in or logged in in such a manner as to preclude communication with the callee). The responselicate
a better time to call in th&etry-After header. The user could also be available elsewhere (unbeknownst to
this host), thus, this response does not terminate any searches. The reasospbtaseindicate a more
precise cause as to why the callee is unavailable. This &l@eLD be setable by the user agent. Status
486 (Busy HereMAY be used to more precisely indicate a particular reason for the call failure.
This status is also returned by a redirect server that recognizes the user identifiedRlegthest-URI,
but does not currently have a valid forwarding location for that user.

7.4.18 481 Call Leg/Transaction Does Not Exist

This status is returned under two conditions: The server receidEarequest that does not match any
existing call leg or the server receivedCANCEL request that does not match any existing transaction. (A
server simply discards akCK referring to an unknown transaction.)

7.4.19 482 Loop Detected

The server received a request witNia (Section 6.41) path containing itself.

7.4.20 483 Too Many Hops

The server received a request that contains nweeentries (hops) (Section 6.41) than allowed by the
Max-Forwards (Section 6.24) header field.

7.4.21 484 Address Incomplete

The server received a request witlia(Section 6.38) address Bequest-URI that was incomplete. Addi-
tional informationsHouULD be provided.
This status code allows overlapped dialing. With overlapped dialing, the client does not know the length of the

dialing string. It sends strings of increasing lengths, prompting the user for more input, until it no longer receives a
484 status response.

7.4.22 485 Ambiguous

The callee address provided in the request was ambiguous. The responsentain a listing of possible
unambiguous addressesGontact headers.

Revealing alternatives can infringe on privacy concerns of the user or the organizatimusitbe
possible to configure a server to respond with status 404 (Not Found) or to suppress the listing of possible
choices if the request address was ambiguous.

Example response to a request with the UB:@example.com
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485 Ambiguous SIP/2.0

Contact: Carol Lee <sip:carol.lee@example.com>
Contact: Ping Lee <sip:p.lee@example.com>
Contact: Lee M. Foote <sip:lee.foote@example.com>

Some email and voice mail systems provide this functionality. A status code separate from 3xx is used since
the semantics are different: for 300, it is assumed that the same person or service will be reached by the choices
provided. While an automated choice or sequential search makes sense for a 3xx response, user intervention is
required for a 485 response.

7.4.23 486 Busy Here

The callee’s end system was contacted successfully but the callee is currently not willing or able to take
additional calls. The respons&y indicate a better time to call in tHRetry-After header. The user could

also be available elsewhere, such as through a voice mail service, thus, this response does not terminate any
searches. Status 600 (Busy EverywheneduLD be used if the client knows that no other end system will

be able to accept this call.

7.4.24 487 Request Cancelled

The original request was cancelled b€ ANCEL request.

7.5 Server Failure 5xx

5xx responses are failure responses given when a server itself has erred. They are not definitive failures, and
MUST NOT terminate a search if other possible locations remain untried.

7.5.1 500 Server Internal Error

The server encountered an unexpected condition that prevented it from fulfilling the request. Thexlient
display the specific error condition, anthy retry the request after several seconds.

If the condition is temporary, the serveay indicate when the client may retry the request using the
Retry-After header.
7.5.2 501 Not Implemented
The server does not support the functionality required to fulfill the request. This is the appropriate response
when the server does not recognize the request method and is not capable of supporting it for any user.
7.5.3 502 Bad Gateway
The server, while acting as a gateway or proxy, received an invalid response from the downstream server it
accessed in attempting to fulfill the request.

7.5.4 503 Service Unavailable

The server is currently unable to handle the request due to a temporary overloading or maintenance of the
server. The implication is that this is a temporary condition which will be alleviated after some delay. If
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known, the length of the delayAy be indicated in &Retry-After header. If ndRetry-After is given, the
client MmusT handle the response as it would for a 500 response.

Note: The existence of the 503 status code does not imply that a server has to use it when becoming
overloaded. Some servayay wish to simply refuse the connection.

7.5.5 504 Gateway Time-out

The server, while acting as a gateway, did not receive a timely response from the server (e.g., a location
server) it accessed in attempting to complete the request.

7.5.6 505 Version Not Supported

The server does not support, or refuses to support, the SIP protocol version that was used in the request
message. The server is indicating that it is unable or unwilling to complete the request using the same major
version as the client, other than with this error message. The resparseontain an entity describing why

that version is not supported and what other protocols are supported by that server. The format for such an
entity is not defined here and may be the subject of future standardization.

7.6 Global Failures 6xx

6xx responses indicate that a server has definitive information about a particular user, not just the particular
instance indicated in theRequest-URI. All further searches for this user are doomed to failure and pending
searchesHOULD be terminated.

7.6.1 600 Busy Everywhere

The callee’s end system was contacted successfully but the callee is busy and does not wish to take the call
at this time. The responseay indicate a better time to call in thRetry-After header. If the callee does

not wish to reveal the reason for declining the call, the callee uses status code 603 (Decline) instead. This
status response is returned only if the client knows that no other end point (such as a voice mail system) will
answer the request. Otherwise, 486 (Busy Here) should be returned.

7.6.2 603 Decline

The callee’s machine was successfully contacted but the user explicitly does not wish to or cannot partici-
pate. The responseay indicate a better time to call in tHeetry-After header.

7.6.3 604 Does Not Exist Anywhere

The server has authoritative information that the user indicated ifidhrequest field does not exist any-
where. Searching for the user elsewhere will not yield any results.

7.6.4 606 Not Acceptable

The user’s agent was contacted successfully but some aspects of the session description such as the requested
media, bandwidth, or addressing style were not acceptable.
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A 606 (Not Acceptable) response means that the user wishes to communicate, but cannot adequately sup-
port the session described. The 606 (Not Acceptable) respomsecontain a list of reasons in\Warning
header field describing why the session described cannot be supported. Reasons are listed in Section 6.42.
It is hoped that negotiation will not frequently be needed, and when a new user is being invited to join an
already existing conference, negotiation may not be possible. It is up to the invitation initiator to decide
whether or not to act on a 606 (Not Acceptable) response.

8 SIP Message Body

8.1 Body Inclusion

RequestsiAy contain message bodies unless otherwise noted. Within this specificatiddy Eheequest
MUST NOT contain a message body. FACK, INVITE and OPTIONS, the message body is always a
session description. The use of message bodidREGISTER requests is for further study.

For response messages, the request method and the response status code determine the type and interpre-
tation of any message body. All responsesr include a body. Message bodies for 1xx responses contain
advisory information about the progress of the request. 1xx respon$B/IDE requestaviAy contain
session descriptions. Their interpretation depends on the response status code, but generally informs the
caller what kind of session the callee is likely to establish, subject to later modification in the 2xx response.
Request methods not defined in this specificatioty also contain session descriptionS2xx responses
to INVITE requests contain session descriptions. In 3xx responses, the messageaboctyntain the de-
scription of alternative destinations or services, as described in Section 7.3. For responses with status 400 or
greater, the message boshpy contain additional, human-readable information about the reasons for fail-
ure. It isRECOMMENDED that information in 1xx and 300 and greater responses be oftéxtélain
or text/html

8.2 Message Body Type

The Internet media type of the message bed\sT be given by theContent-Type header field. If the body
has undergone any encoding (such as compression) themubisbe indicated by th€ontent-Encoding
header field, otherwis€ontent-Encoding MUST be omitted. If applicable, the character set of the message
body is indicated as part of tl@ontent-Type header-field value.

The “multipart” MIME type [32]MAY be used within the body of the message.

8.3 Message Body Length

The body length in bytesHoULD be given by theContent-Length header field. Section 6.15 describes the
behavior in detail.

The “chunked” transfer encoding of HTTP/IMUST NOT be used for SIP. (Note: The chunked encoding
modifies the body of a message in order to transfer it as a series of chunks, each with its own size indicator.)

9 Compact Form

When SIP is carried over UDP with authentication and a complex session description, it may be possible
that the size of a request or response is larger than the MTU. To address this problem, a more compact form
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of SIP is also defined by using abbreviations for the common header fields listed below:

short field name long field name note
Content-Type

Content-Encoding

From

Call-ID

Contact from “moved”
Content-Length

Subject

To

Via

<0 —3~ 0o

Thus, the message in section 16.2 could also be written:

INVITE sip:schooler@vilsi.caltech.edu SIP/2.0
v:SIP/2.0/UDP 131.215.131.131;maddr=239.128.16.254;ttI=16
v:SIP/2.0/UDP 128.16.64.19

f:sip:mjh@isi.edu

t:sip:schooler@cs.caltech.edu

i:62729-27@128.16.64.19

c:application/sdp

CSeq: 4711 INVITE

[:187

v=0

o=userl 53655765 2353687637 IN IP4 128.3.4.5
s=Mbone Audio

i=Discussion of Mbone Engineering Issues
e=mbone@somewhere.com

c=IN IP4 224.2.0.1/127

t=0 0

m=audio 3456 RTP/AVP 0

a=rtpmap:0 PCMU/8000

ClientsmAY mix short field names and long field names within the same request. Senysrsaccept
both short and long field names for requests. Proxi@s change header fields between their long and short
forms, but thismusT NOT be done to fields following aAuthorization header.

10 Behavior of SIP Clients and Servers

10.1 General Remarks

SIP is defined so it can use either UDP (unicast or multicast) or TCP as a transport protocol; it provides its
own reliability mechanism.
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10.1.1 Requests

Servers discard isomorphic requests, but first retransmit the appropriate response. (SIP requests are said to
beidempotenti.e., receiving more than one copy of a request does not change the server state.)

After receiving aCANCEL request from an upstream client, a stateful proxy semsaer send aCAN-
CEL on all branches where it has not yet received a final response.

When a user agent server receives a request, it checkSatéD against those of in-progress calls.
If the Call-ID was found, it compares the tag valueTaf with the user’s tag and rejects the request if the
two do not match. If thé-rom header, including any tag value, matches the value for an existing call leg,
the server compares tl&Seq header field value. If less than or equal to the current sequence number, the
request is a retransmission. Otherwise, it is a new request. Frthra header does not match an existing
call leg, a new call leg is created.

If the Call-ID was not found, a new call leg is created, with entries foffthd=rom andCall-ID headers.
In this case, thdo header field should not have contained a tag. The server returns a response containing
the samelo value, but with a unique tag added. The tagv be omitted if the request contained only one
Via header field.

10.1.2 Responses

A serverMAY issue one or more provisional responses at any time before sending a final response. If a
stateful proxy, user agent server, redirect server or registrar cannot respond to a request with a final response
within 200 ms, itSHOULD issue a provisional (1xx) response as soon as possible. Stateless prozies

NOT issue provisional responses on their own.

Responses are mapped to requests by the matdbingrom, Call-ID, CSeq headers and thieranch
parameter of the firdfia header. Responses terminate request retransmissions even if th&fdbeaders
that cause them to be delivered to an upstream client.

A stateful proxy may receive a response that it does not have state for, that is, where it has no a record of
an associated request. If thl@a header field indicates that the upstream server used TCP, the proxy actively
opens a TCP connection to that address. Thus, proxies have to be prepared to receive responses on the
incoming side of passive TCP connections, even though most responses will arrive on the incoming side of
an active connection. (An active connection is a TCP connection initiated by the proxy, a passive connection
is one accepted by the proxy, but initiated by another entity.)

100 responsesHOULD NOT be forwarded, other 1xx responsesy be forwarded, possibly after the
server eliminates responses with status codes that had already been sent earlier. 2xx responses are forwarded
according to thé/ia header. Once a stateful proxy has received a 2xx responsesit NOT forward non-
2xx final responses. Responses with status 300 and higher are retransmitted by each stateful proxy or UAS
until the next upstream proxy or UAC sends/A&@K (see below for timing details) @ANCEL.

A stateful proxysHoOULD maintain state for at least 32 seconds after the receipt of the first definitive
non-200 response, in order to handle retransmissions of the response.

The 32 second window is given by the maximum retransmission duration of 200-class responses using the default
timers, in case thACK is lost somewhere on the way to the called user agent or the next stateful proxy.

10.2 Source Addresses, Destination Addresses and Connections
10.2.1 Unicast UDP
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Responses are returned to the network address and port listedviratheader field (Section 6.41Nptthe
source address of the request.

Recall that responses are not generated by the next-hop stateless server, but generated by either a proxy server
or the user agent server. Thus, the stateless proxy can only ugmtheader field to forward the response.

10.2.2 Multicast UDP

RequestsiAY be multicast; multicast requests likely feature a host-indeperiRieqiest-URI. This request
SHOULD be scoped to ensure it is not forwarded beyond the boundaries of the administrative system. This
MAY be done with either TTL or administrative scopes [24], depending on what is implemented in the
network.

A client receiving a multicast query does not have to check whethdrdbiart of theRequest-URI
matches its own host or domain name. If the request was received via multicast, the response is also returned
via multicast. Responses to multicast requests are multicast with the same TTL as the request, where the
TTL is derived from thetl parameter in th&ia header (Section 6.41).

To avoid response implosion, servens/ST NOT answer multicast requests with a status code other
than 2xx, 401 or 6xx. The servedelays its response by a random interval uniformly distributed between
zero and one second. Serversy suppress responses if they hear a lower-numbered or 6xx response from
another group member prior to sending. Servers do not respdDANECEL requests received via multicast
to avoid request implosion. A proxy or UAGHoULD send aCANCEL on receiving the first 2xx or 6xx
response to a multicast request.

Server response suppression g4 since it requires a server to violate some basic message processing rules.
Lets say A sends a multicast request, and it is received by B,C, and D. B sends a 200 response. Thé&/tapmost
field in the response will contain the address of A. C will also receive this response, and could use it to suppress its
own response. However, C would normally not examine this response, as the tdfieriestot its own. Normally,

a response received with an incorrect topméatMUsST be dropped, but not in this case. To distinguish this packet
from a misrouted or multicast looped packet is fairly complex, and for this reason the proceduveys & he
CANCEL, instead, provides a simpler and more standard way to perform response suppression. It is for this reason
that the use o€EANCEL here is assHOULD

10.3 TCP

A single TCP connection can serve one or more SIP transactions. A transaction contains zero or more
provisional responses followed by one or more final responses. (Typically, transactions contain exactly one
final response, but there are exceptional circumstances, where, for example, multiple 200 responses can be
generated.)

The clientsHoOULD keep the connection open at least until the first final response arrives. If the client
closes or resets the TCP connection prior to receiving the first final response, the server treats this action as
equivalent to &£ANCEL request.

This behavior makes it less likely that malfunctioning clients cause a proxy server to keep connection state
indefinitely.

The serveisHOULD NOT close the TCP connection until it has sent its final response, at which point it
MAY close the TCP connection if it wishes to. However, normally it is the client’s responsibility to close the
connection.

If the server leaves the connection open, and if the client so desikesritre-use the connection for
further SIP requests or for requests from the same family of protocols (such as HTTP or stream control
commands).
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If a server needs to return a response to a client and no longer has a connection open to thatglient, it
open a connection to the address listed in\tireeheader. Thus, a proxy or user agentst be prepared to
receive both requests and responses on a “passive” connection.

10.4 Reliability for BYE, CANCEL, OPTIONS, REGISTER Requests
10.4.1 UDP

A SIP clientusing UDPsHouULD retransmit aBBYE, CANCEL, OPTIONS, or REGISTER request with
an exponential backoff, starting affd second interval, doubling the interval for each packet, and capping
off at aT2 second interval. This means that after the first packet is sent, the second Blssstonds
later, the nex® = T'1 seconds after that, the nek& T'1 seconds after that, and so on, until the interval hits
T2. Subsequent retransmissions are space@bgeconds. If the client receives a provisional response,
it continues to retransmit the request, but with an interval'®seconds. Retransmissions cease when the
client has sent a total of eleven packets, or receives a definitive response. Default valliearfiol7'2 are
500 ms and 4 s, respectively. Cliemtiay use larger values, bHOULD NOT use smaller ones. Servers
retransmit the response upon receipt of a request retransmission. After the server sends a final response, it
cannot be sure the client has received the response, andtlaug b cache the results for at leaki « T2
seconds to avoid having to, for example, contact the user or location server again upon receiving a request
retransmission.
Use of the exponential backoff is for congestion control purposes. However, the back-off must cap off, since
request retransmissions are used to trigger response retransmissions at the server. Without a cap, the loss of a single
response could significantly increase transaction latencies.
The value of the initial retransmission timer is smaller than that that for TCP since it is expected that network
paths suitable for interactive communications have round-trip times smaller than 500 ms. For congestion control
purposes, the retransmission count has to be bounded. Given that most transactions are expected to consist of one
request and a few responses, round-trip time estimation is not likely to be very useful. If RTT estimation is desired
to more quickly discover a missing final response, each request retransmission needs to be labeled with its own

Timestamp (Section 6.37), returned in the response. The server caches the result until it can be sure that the client
will not retransmit the same request again.

Each server in a proxy chain generates its own final responSBANLEL request. The server responds
immediately upon receipt of th e ANCEL request rather than waiting until it has received final responses
from the CANCEL requests it generates.

BYE and OPTIONS final responses are generated by redirect and user agent seREBESTER
final responses are generated by registrars. Note that in contrast to the reliability mechanism described in
Section 10.5, responses to these requests@metransmitted periodically antbt acknowledged vi&ACK.

10.4.2 TCP

Clients using TCP doot need to retransmit requests.

10.5 Reliability for INVITE Requests
Special considerations apply for tHeéVITE method.
1. After receiving an invitation, considerable time can elapse before the server can determine the out-

come. For example, if the called party is “rung” or extensive searches are performed, delays between
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the request and a definitive response can reach several tens of seconds. If either caller or callee are
automated servers not directly controlled by a human being, a call attempt could be unbounded in
time.

2. If a telephony user interface is modeled or if we need to interface to the PSTN, the caller's user
interface will provide “ringback”, a signal that the callee is being alerted. (The status response 180
(Ringing) MAY be used to initiate ringback.) Once the callee picks up, the caller needs to know so that
it can enable the voice path and stop ringback. The callee’s response to the invitation could get lost.
Unless the response is transmitted reliably, the caller will continue to hear ringback while the callee
assumes that the call exists.

3. The client has to be able to terminate an on-going request, e.g., because it is no longer willing to wait
for the connection or search to succeed. The server will have to wait several retransmission intervals
to interpret the lack of request retransmissions as the end of a call. If the call succeeds shortly after
the caller has given up, the callee will “pick up the phone” and not be “connected”.

10.5.1 UDP

For UDP, A SIP cliensHouLD retransmit a SIPNVITE request with an interval that starts@at seconds,
and doubles after each packet transmission. The client ceases retransmissions if it receives a provisional or
definitive response, or once it has sent a total of 7 request packets.

A server which transmits a provisional response should retransmit it upon reception of a duplicate re-
quest. A server which transmits a final response should retransmit it with an interval that staits at
seconds, and doubles for each subsequent packet. Response retransmissions cease when any one of the
following occurs:

1. AnACK request for the same transaction is received,;
2. aBYE request for the same call leg is received,

3. aCANCEL request for the same call leg is receiaat the final response status was equal or greater
to 300;

4. the response has been transmitted 7 times.

Only the user agent client generatesfK for 2xx final responses, If the response contain€atact
header field, thédCK mMAY be sent to the address listed in ti@intact header field. If the response did
not contain &Contact header, the client uses the samoeheader field anRequest-URI as for thelNVITE
request and sends t&€K to the same destination as the origindV/ITE request ACKs for final responses
other than 2xx are sent to the same server that the original request was sent to, using RRegaese URI
as the original request. Note, however, thatThéeader field in th&CK is copied from the response being
acknowledged, not the request, and tlhnay additionally contain théag parameter. Also note than unlike
2xx final responses, a proxy generateA&K for non-2xx final responses.

The ACK requestMusT NOT be acknowledged to prevent a respoA&eK feedback loop. Fig. 12 and
13 show the client and server state diagram for invitations.

The mechanism in Sec. 10.4 would not work well RNVITE because of the long delays betwdBiVITE and
a final response. If the 200 response were to get lost, the callee would believe the call to exist, but the voice path
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Figure 12: State transition diagram of client fofVITE method

would be dead since the caller does not know that the callee has picked up. THN/IfFiE retransmission interval

would have to be on the order of a second or two to limit the duration of this state confusion. Retransmitting the
response with an exponential back-off helps ensure that the response is received, without placing an undue burden
on the network.

10.5.2 TCP

A user agent using TCRIUST NOT retransmit requests, but uses the same algorithm as for UDP (Sec-
tion 10.5.1) to retransmit responses until it receives\ai.
It is necessary to retransmit 2xx responses as their reliability is assured end-to-end only. If the chain of proxies

has a UDP link in the middle, it could lose the response, with no possibility of recovery. For simplicity, we also
retransmit non-2xx responses, although that is not strictly necessary.

10.6 Reliability for ACK Requests

The ACK request does not generate responses. It is only generated when a respond&Aid Brmequest
arrives (see Section 10.5). This behavior is independent of the transport protocol. Note &@Ktrexjuest
MAY take a different path than the origin®dVITE request, antMAY even cause a new TCP connection to
be opened in order to send it.
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Figure 13: State transition diagram of server fd¥/ITE method

10.7 ICMP Handling

Handling of ICMP messages in the case of UDP messages is straightforward. For requests, a host, net-
work, port, or protocol unreachable erremouULD be treated as if a 400-class response was received. For
responses, these err&souULD cause the server to cease retransmitting the response.

Source quench ICMP messagasoULD be ignored. TTL exceeded erragsoULD be ignored. Param-
eter problem errorsHoOULD be treated as if a 400-class response was received.

11 Behavior of SIP User Agents

This section describes the rules for user agent client and servers for generating and processing requests and
responses.

11.1 Caller Issues InitialINVITE Request

When a user agent client desires to initiate a call, it formulaté'®iT E request. Thdo field in the request
contains the address of the callee, and remains unaltered as the request traverses prdresudsidJRI

contains the same address, but may be rewritten by proxies.Fiime field contains the address of the
caller. If theFrom address can appear in requests generated by other user agent clients for the same call,
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the callermusT insert thetag parameter in th&rom field. A UAC MAY optionally add a&Contact header
containing an address where it would like to be contacted for transactions from the callee back to the caller.

11.2 Callee Issues Response

When the initialINVITE request is received at the callee, the callee can accept, redirect, or reject the call.
In all of these cases, it formulates a response. The response copy theTo, From, Call-ID, CSeq and

Via fields from the request. Additionally, the responding URBsT add thetag parameter to th&o field

in the response if the request contained more thanvbadeader field. Since a request from a UAC may
fork and arrive at multiple hosts, thag parameter serves to distinguish, at the UAC, multiple responses
from different UAS’s. The UASvAY add aContact header field in the response. It contains an address
where the callee would like to be contacted for subsequent transactions, includiagKhier the current
INVITE. The UAS stores the values of the andFrom field, including any tags. These become the local
and remote addresses of the call leg, respectively.

11.3 Caller Receives Response to Initial Request

Multiple responses may arrive at the UAC for a singl®/ITE request, due to a forking proxy. Each response

is distinguished by thetag” parameter in thdlo header field, and each represents a distinct call leg. The
caller MAY choose to acknowledge or terminate the call with each responding UAS. To acknowledge, it
sends arACK request, and to terminate it sendB¥E request. Thélo header field in thCK or BYE

MUST be the same as the To field in the 200 response, includingaanyThe From header fieldvusT be

the same as therom header field in the 200 (OK) response, including any tag. Reguest-URI of the

ACK or BYE requesiMAY be set to whatever address was found inGloatact header field in the 200 (OK)
response, if present. Alternately, a UAC may copy the address froffotheader field into th&equest-

URI. The UAC also notes the value of tHe andFrom header fields in each response. For each call leg,
the To header field becomes the remote address, andrtima header field becomes the local address.

11.4 Caller or Callee Generate Subsequent Requests

Once the call has been established, either the caller or callgegeneratd NVITE or BYE requests to
change or terminate the call. Regardless of whether the caller or callee is generating the new request, the
header fields in the request are set as follows. For the desired call I6@ tieader field is set to the remote
address, and thierom header field is set to the local address (both including any tags)Cohtact header
field MAY be different than th€ontact header field sent in a previous response or request RElgiest-
URI MAY be set to the value of tHeontact header field received in a previous request or response from the
remote party.

The network destination ariRlequest-URI of requests is determined according to the following rules:

e If the response from the previous request contain&®keord-Route header field, the UAC sends
the request to the last entry in the list and removes that entry. As described in Section 6.30, the
Request-URI is set to that value.

e Otherwise, if the response from the previous response contai@eshtact header field, the request
is directed to the host and port identified there. Rezmuest-URI is set to the value of th€ontact
header. The request does not contakaaite header field in this case.
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e Otherwise, if the UAC is configured with the address of an outbound proxy server, the UAC sends
the request there. THeequest-URI contains the same URL as tfie header field if the UAC is the
callee. It copies the URL antb header field from the callerBrom header if the UAC is the callee.

e Otherwise, if the UAC is the caller, it copies tfie header field into th&®equest-URI If the UAC is
the callee, it copies therom value of the caller’s request into tie header field and thRequest-
URI. In both cases, the UAC sends the request to the host identified in the URL.

If a UAC does not support DNS resolution or the fRlecord-Route/Route mechanism, imAY send
all requests to a locally configured outbound proxy. In that case, that proxy behaves as described above. The
UAC musT, however, perform the mapping Biecord-Route to Route header fields ansiusT includeall
Route header fields, i.e., the UAC does not remove the Retite header field.

11.5 Receiving Subsequent Requests

When a request is received during a call, the following checks are made:

1. If the Call-ID is new, the request is for a new call, regardless of the values dbthedFrom header
fields.

2. If theCall-ID exists, the request is for an existing call. If ffee From, Call-ID, andCSeq values ex-
actly match (including tags) those of any requests received previously, the request is a retransmission.

3. If there was no match to the previous step, TheandFrom fields are compared against existing call
leg local and remote addresses. If there is a match, and$leg in the request is higher than the last
CSeqreceived on that leg, the request is a new transaction for an existing call leg.

12 Behavior of SIP Proxy and Redirect Servers

This section describes behavior of SIP redirect and proxy servers in detail. Proxy servers can “fork” con-
nections, i.e., a single incoming request spawns several outgoing (client) requests.

12.1 Redirect Server

A redirect server does not issue any SIP requests of its own. After receiving a request otleANGEL,

the server gathers the list of alternative locations and returns a final response of class 3xx or it refuses the
request. For well-forme@ANCEL requests, iSHOULD return a 2xx response. This response ends the SIP
transaction. The redirect server maintains transaction state for the whole SIP transaction. It is up to the
client to detect forwarding loops between redirect servers.

12.2 User Agent Server

User agent servers behave similarly to redirect servers, except that they also accept requests and can return
a response of class 2xx.

If a UAS receives atNVITE request for a call leg that has been terminated with an e&Y& request,
the server responds with 481 (Call Leg/Transaction Does Not Exist).
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12.3 Proxy Server

This section outlines processing rules for proxy servers. A proxy server can either be stateful or stateless.
When stateful, a proxy remembers the incoming request which generated outgoing requests, and the out-
going requests. A stateless proxy forgets all information once an outgoing request is generated. A forking

proxy SHOULD be stateful. Proxies that accept TCP connectionsT be stateful.

Otherwise, if the proxy were to lose a request, the TCP client would never retransmit it.

A stateful proxysHOULD NOT become stateless until after it sends a definitive response upstream, and
at least 32 seconds after it received a definitive response.

A stateful proxy acts similar to a virtual UAS/UAC, but cannot be viewed as just a UAS and UAC
glued together at the back. (In particular, it does not originate requedtsiinplements the server state
machine when receiving requests, and the client state machine for generating outgoing requests, with the
exception of receiving a 2xx response tolAlVITE. Instead of generating ai\CK, the 2xx response is
always forwarded upstream towards the caller. Furtherm®@¥’s for 200 responses ttNVITE’s are
always proxied downstream towards the UAS, as they would be for a stateless proxy.

A statelessgproxy forwards every request it receives downstream, and every response it receives up-
stream.

12.3.1 Proxying Requests

To prevent loops, a serverusT check if its own address is already contained in\tee header field of the
incoming request.

The To, From, Call-ID, and Contact tags are copied exactly from the original request. The proxy
SHOULD change th&rkequest-URI to indicate the server where it intends to send the request.

A proxy server always inserts\&ia header field containing its own address into those requests that are
caused by an incoming request. Each proxysT insert a branch” parameter (Section 6.41).

12.3.2 Proxying Responses

A proxy only processes a response if the topméatfield matches one of its addresses. A response with a
non-matching topyia field MUST be dropped.

12.3.3 Stateless Proxy: Proxying Responses

A stateless proxy removes its omtia field, and checks the address in the néigt field. In the case of UDP,
the response is sent to the address listed in thaddr” tag if present, otherwise to theeceived” tag if
present, and finally to the address in tleefit-by” field. A proxy MusT remain stateful when handling
requests received via TCP.

A stateless proxyusT NOT generate its own provisional responses.

12.3.4 Stateful Proxy: Receiving Requests

When a stateful proxy receives a request, it check3oh&rom (including tags)Call-ID andCSeq against

existing request records. If the tuple exists, the request is a retransmission. The provisional or final response
sent previously is retransmitted, as per the server state machine. If the tuple does not exist, the request
corresponds to a new transaction, and the request should be proxied.
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A stateful proxy servemAy generate its own provisional (1xX) responses.

12.3.5 Stateful Proxy: ReceivingACK s

When anACK request is received, it is either processed locally or proxied. To make this determination, the
To, From, CSeq andCall-ID fields are compared against those in previous requests. If there is no match,
the ACK request is proxied as if it were dNVITE request. If there is a match, and if the server had ever
sent a 200 response upstream, @K is proxied. If the server had never sent any responses upstream, the
ACK is also proxied. If the server had sent a 3xx, 4xX, 5xx or 6xx response, but no 2xx resposekthe

is processed locally if the tag in tHe field of theACK matches the tag sent by the proxy in the response.

12.3.6 Stateful Proxy: Receiving Responses

When a proxy server receives a response that has pass#haticbecks, the proxy server checks e
(without the tag)From (including the tag)Call-ID andCSeq against values seen in previous requests. If
there is no match, the response is forwarded upstream to the address listed/ia fledd. If there is a

maitch, the branch” tag in theVia field is examined. If it matches a known branch identifier, the response

is for the given branch, and processed by the virtual client for the given branch. Otherwise, the response is
dropped.

A stateful proxy should obey the rules in Section 12.4 to determine if the response should be proxied
upstream. If it is to be proxied, the same rules for stateless proxies above are followed, with the following
addition for TCP. If a request was received via TCP (indicated by the protocol in théiddpeader), the
proxy checks to see if it has a connection currently open to that address. If so, the response is sent on that
connection. Otherwise, a new TCP connection is opened to the address and poWia fileéd, and the
response is sent there. Note that this implies that a UAC or pywgT be prepared to receive responses on
the incoming side of a TCP connection. Definitive hon 200-class respons&s be retransmitted by the
proxy, even over a TCP connection.

12.3.7 Stateless, Non-Forking Proxy

Proxies in this category issue at most a single unicast request for each incoming SIP request, that is, they
do not “fork” requests. However, servevs\y choose to always operate in a mode that allows issuing of
several requests, as described in Section 12.4.

The server can forward the request and any responses. It does not have to maintain any state for the SIP
transaction. Reliability is assured by the next redirect or stateful proxy server in the server chain.

A proxy serversHOULD cache the result of any address translations and the response to speed forward-
ing of retransmissions. After the cache entry has been expired, the server cannot tell whether an incoming
request is actually a retransmission of an older request. The server will treat it as a new request and com-
mence another search.

12.4 Forking Proxy

The servemusT respond to the request immediately with a 100 (Trying) response.

Successful responses to ENVITE requestMAY contain aContact header field so that the following
ACK or BYE bypasses the proxy search mechanism. If the proxy requires future requests to be routed
through it, it adds &ecord-Route header to the request (Section 6.30).
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The following C-code describes the behavior of a proxy server issuing several requests in response to
an incomingINVITE request. The functiorequest( r, a, b) sends a SIP request of typeo address
a, with branch idb. await _response() waits until a response is received and returns the response.
close( a) closes the TCP connection to client with addressesponse( r) sends a response to the
client. ismulticast() returns 1 if the location is a multicast address and zero otherwise. The variable
timeleft indicates the amount of time left until the maximum response time has expired. The variable
recurse indicates whether the server will recursively try addresses returned through a 3xx response. A
servemmAyY decide to recursively try only certain addresses, e.g., those which are within the same domain as
the proxy server. Thus, an initial multicast request can trigger additional unicast requests.

[* request type */
typedef enum {INVITE, ACK, BYE, OPTIONS, CANCEL, REGISTER} Method;

process_request(Method R, int N, address_t address]])

{
struct {
int branch; /* branch id */
int done; /* has responded */

} outgoing[];

char *location[]; /* list of locations */

Handley/Schulzrinne/Schooler/Rosenberg

int heard = 0; /* number of sites heard from */
int class; /* class of status code */
int timeleft = 120;  /* sample timeout value */
int loc = O; /* number of locations */
struct { /* response */
int status; /* response: CANCEL=-1 */
int locations; /* number of redirect locations */
char *location[];  /* redirect locations */
address_t a; /* address of respondent */
int branch; /* branch identifier */
} r, best; /* response, best response */
int i

best.status = 1000;
for i = 0; i < N;

i++) {

request(R, address]i], i);

outgoingl[i].done =

0;

outgoingl[i].branch = i;

}

while (timeleft > 0 && heard < N) {
r = await_response();
class = r.status / 100;

[* If final response, mark branch as done. */

Expires February 2000

[Page 75]



INTERNET-DRAFT draft-ietf-mmusic-sip-new-00.ps

if (class >= 2) {
heard++;
for i = 0; 1 <N; i++) {
if (r.branch == outgoing]i].branch) {
outgoing[i].done = 1;
break;
}
}
}

/* CANCEL: respond, fork and wait for responses */
/* terminate INVITE with 40
else if (class < 0) {

best.status = 200;

response(best);

for i = 0; i < N; i++) {

if (‘outgoing[i].done)
request(CANCEL, address]i], outgoing]i].branch);
}

best.status = -1;

}

/* Send an ACK */

if (class = 2) {
if (R == INVITE) request(ACK, r.a, r.branch);
}

if (class == 2) {
if (r.status < best.status) best = r;
break;

}

else if (class == 3) {

/* A server MAY optionally recurse. The server MUST check
* whether it has tried this location before and whether the
* |ocation is part of the Via path of the incoming request.
* This check is omitted here for brevity. Multicast locations
* MUST NOT be returned to the client if the server is not
* recursing.

*/
if (recurse) {
multicast = 0;
N += r.locations;
for (i = 0; i < r.locations; i++) {
request(R, r.location[i]);
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}
} else if (lismulticast(r.location)) {
best = r,
}
}
else if (class == 4) {
if (best.status >= 400) best = r,
}
else if (class == 5) {
if (best.status >= 500) best = r;
}
else if (class == 6) {
best = r;
break;
}

}

/* We haven’t heard anything useful from anybody. */
if (best.status == 1000) {
best.status = 404;
}
if (best.status/100 !'= 3) loc = O;
response(best);

Responses are processed as follows. The process completes (and state can be freed) when all requests
have been answered by final status responses (for unicast) or 60 seconds have elapsed (for multicast). A
proxy MAY send aCANCEL to all branches and return a 408 (Timeout) to the client after 60 seconds or
more.

1xx: The proxyMAY forward the response upstream towards the client.

2xx: The proxymusT forward the response upstream towards the client, without sendidgCEndown-
stream. After receiving a 2xx, the servany terminate all other pending requests by sending a
CANCEL request and closing the TCP connection, if applicable. (Terminating pending requests is
advisable as searches consume resources. INS6TE requests could “ring” on a number of work-
stations if the callee is currently logged in more than once.)

3xx: The proxyMUsT send anACK and MAY recurse on the liste@ontact addresses. Otherwise, the
lowest-numbered response is returned if there were no 2xx responses.

Location lists are not merged as that would prevent forwarding of authenticated responses. Also, responses
can have message bodies, so that merging is not feasible.

4xx, 5xx: The proxyMusT send anrACK and remember the response if it has a lower status code than any
previous 4xx and 5xx responses. On completion, the lowest-numbered response is returned if there
were no 2xx or 3xx responses.
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6xx: The proxymusT forward the response to the client and send&x. Other pending requestsay be
terminated withCANCEL as described for 2xx responses.

A proxy server forwards any response foall-IDs for which it does not have a pending transaction
according to the responsefa header. User agent servers responBYd requests for unknown call legs
with status code 481 (Transaction Does Not Exist); they &G requests with unknown call legs silently.
Special considerations apply for choosing forwarding destinationa@i andBYE requests. In most
cases, these requests will bypass proxies and reach the desired party directly, keeping proxies from having
to make forwarding decisions.
A proxy MAY maintain call state for a period of its choosing. If a proxy still has list of destinations that
it forwarded the lasiNVITE to, it sHOULD direct ACK requests only to those downstream servers.

13 Security Considerations

13.1 Confidentiality and Privacy: Encryption
13.1.1 End-to-End Encryption

SIP requests and responses can contain sensitive information about the communication patterns and com-
munication content of individuals. The SIP message bedy also contain encryption keys for the session
itself. SIP supports three complementary forms of encryption to protect privacy:

e End-to-end encryption of the SIP message body and certain sensitive header fields;
e hop-by-hop encryption to prevent eavesdropping that tracks who is calling whom;

¢ hop-by-hop encryption d¥ia fields to hide the route a request has taken.

Not all of the SIP request or response can be encrypted end-to-end because header fieldBosaoth as
Via need to be visible to proxies so that the SIP request can be routed correctly. Hop-by-hop encryption
encrypts the entire SIP request or response on the wire so that packet sniffers or other eavesdroppers cannot
see who is calling whom. Hop-by-hop encryption can also encrypt requests and responses that have been
end-to-end encrypted. Note that proxies can still see who is calling whom, and this information is also
deducible by performing a network traffic analysis, so this provides a very limited but still worthwhile
degree of protection.

SIPViafields are used to route a response back along the path taken by the request and to prevent infinite
request loops. However, the information given by them can also provide useful information to an attacker.
Section 6.22 describes how a sender can request that Via fields be encrypted by cooperating proxies without
compromising the purpose of the Via field.

End-to-end encryption relies on keys shared by the two user agents involved in the request. Typically,
the message is sent encrypted with the public key of the recipient, so that only that recipient can read
the message. All implementatiossiouLD support PGP-based encryption [33] andy implement other
schemes.

A SIP request (or response) is end-to-end encrypted by splitting the message to be sent into a part to
be encrypted and a short header that will remain in the clear. Some parts of the SIP message, namely the
request line, the response line and certain header fields marked with “n” in the “enc.” column in Table 4
and 5 need to be read and returned by proxies and Musr NOT be encrypted end-to-end. Possibly

Handley/Schulzrinne/Schooler/Rosenberg Expires February 2000 [Page 78]



INTERNET-DRAFT draft-ietf-mmusic-sip-new-00.ps August 1999

sensitive information that needs to be made available as plaintext include destination atjrard (he
forwarding path Yia) of the call. TheAuthorization header fielduusT remain in the clear if it contains a
digital signature as the signature is generated after encryptiomasube encrypted if it contains “basic” or
“digest” authentication. ThErom header fieldsHoUuLD normally remain in the clear, butay be encrypted
if required, in which case some proxiggy return a 401 (Unauthorized) status if they requifeg@m field.

Other header fieldsAy be encrypted omAY travel in the clear as desired by the sender. $hbject,
Allow andContent-Type header fields will typically be encrypted. TAecept, Accept-Language, Date,
Expires, Priority, Require, Call-ID, Cseq, andTimestamp header fields will remain in the clear.

All fields that will remain in the cleamusT precede those that will be encrypted. The message is
encrypted starting with the first character of the first header field that will be encrypted and continuing
through to the end of the message body. If no header fields are to be encrypted, encrypting starts with the
second CRLF pair after the last header field, as shown below. Carriage return and line feed characters have
been made visible as “$”, and the encrypted part of the message is outlined.

INVITE sip:watson@boston.bell-telephone.com SIP/2.0$
Via: SIP/2.0/UDP 169.130.12.5%

To: T. A. Watson <sip:watson@bell-telephone.com>$
From: A. Bell <sip:a.g.bell@bell-telephone.com>$
Encryption: PGP version=5.0$

Content-Length: 224$

Call-ID: 187602141351@worcester.bell-telephone.com$

CSeq: 488%
$
*kkkkkkkkkhkkkkkhkkkhkkhhkkkhhkhkkhkhkhkkhkkhkhkkhkkhkkkkhkkkhkkkhkhkkkkikx
* Subject: Mr. Watson, come here.$ *
* Content-Type: application/sdp$ *
* $ *
* V:i)$ *
* o=bell 53655765 2353687637 IN IP4 128.3.4.5% *
* c=IN IP4 135.180.144.94% *
* m=audio 3456 RTP/AVP 0 3 4 5% *

kkkkkkhkkkkkkkkkkkkkkhkkkhkkkkkkkkkkkkhkhkkkkkkkkkkkkkkkk

An Encryption header fieldvusT be added to indicate the encryption mechanism use@.oAtent-

Length field is added that indicates the length of the encrypted body. The encrypted body is preceded by a
blank line as a normal SIP message body would be.

Upon receipt by the called user agent possessing the correct decryption key, the message body as indi-
cated by theContent-Length field is decrypted, and the now-decrypted body is appended to the clear-text
header fields. There is no need for an additid@ahtent-Length header field within the encrypted body
because the length of the actual message body is unambiguous after decryption.

Had no SIP header fields required encryption, the message would have been as below. Note that the
encrypted bodyusT then include a blank line (start with CRLF) to disambiguate between any possible
SIP header fields that might have been present and the SIP message body.

INVITE sip:watson@boston.bell-telephone.com SIP/2.0$
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Via: SIP/2.0/UDP 169.130.12.5%

To: T. A. Watson <sip:watson@bell-telephone.com>$
From: A. Bell <a.g.bell@bell-telephone.com>$
Encryption: PGP version=5.0$

Content-Type: application/sdp$

Content-Length: 107$

***ic********************************************

* $ *
* v=0$% *
* o=bell 53655765 2353687637 IN IP4 128.3.4.5% *

* c=IN IP4 135.180.144.94% *

* m=audio 3456 RTP/AVP 0 3 4 5% *

kkkkkkhkkkkkkkkkkkkkkhkkkhkkkkkkkkkkkkkhkhkhkkkkkkkkkx

13.1.2 Privacy of SIP Responses

SIP requests can be sent securely using end-to-end encryption and authentication to a called user agent that
sends an insecure response. This is allowed by the SIP security model, but is not a good idea. However,
unless the correct behavior is explicit, it would not always be possible for the called user agent to infer
what a reasonable behavior was. Thus when end-to-end encryption is used by the request originator, the
encryption key to be used for the resporseouLD be specified in the request. If this were not done,
it might be possible for the called user agent to incorrectly infer an appropriate key to use in the response.
Thus, to prevent key-guessing becoming an acceptable strategy, we specify that a called user agent receiving
a request that does not specify a key to be used for the respeisa D send that response unencrypted.

Any SIP header fields that were encrypted in a reqeestuLD also be encrypted in an encrypted
responseContact response fieldsiAy be encrypted if the information they contain is sensitivayiar be
left in the clear to permit proxies more scope for localized searches.

13.1.3 Encryption by Proxies

Normally, proxies are not allowed to alter end-to-end header fields and message bodies. Wawxies
however, encrypt an unsigned request or response with the key of the call recipient.

Proxies need to encrypt a SIP request if the end system cannot perform encryption or to enforce organizational
security policies.

13.1.4 Hop-by-Hop Encryption

SIP requests and responsesay also be protected by security mechanisms at the transport or network
layer. No particular mechanism is defined or recommended here. Two possibilities are IPSEC [34] or TLS
[35]. The use of a particular mechanism will generally need to be specified out of band, through manual
configuration, for example.
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13.1.5 Via field encryption

WhenVia header fields are to be hidden, a proxy that receives a request containing an appréiuiate “
hop” header field (as specified in section 6.Z29ouLD encrypt the header field. As only the proxy that
encrypts the field will decrypt it, the algorithm chosen is entirely up to the proxy implementor. Two methods
satisfy these requirements:

e The server keeps a cache\Gh header fields and the associaledheader field, and replaces th&a
header field with an index into the cache. On the reverse path, takéettheader field from the cache
rather than the message.

This is insufficient to prevent message looping, and so an additionalu®r be added so that the
proxy can detect loops. Thi&1ouLD NOT nhormally be the address of the proxy as the goal is to hide
the route, so instead a sufficiently large random nursleyuLD be used by the proxy and maintained
in the cache.

It is possible for replies to get directed to the wrong originator if the cache entry gets reused, so great
care needs to be taken to ensure this does not happen.

e The servemAY use a secret key to encrypt thiga field, a timestamp and an appropriate checksum
in any such message with the same secret key. The checksum is needed to detect whether successful
decoding has occurred, and the timestamp is required to prevent possible replay attacks and to ensure
that no two requests from the same previous hop have the same encwatédld. This is the
preferred solution.

13.2 Message Integrity and Access Control: Authentication

Protective measures need to be taken to prevent an active attacker from modifying and replaying SIP requests
and responses. The same cryptographic measures that are used to ensure the authenticity of the SIP message
also serve to authenticate the originator of the message. However, the “basic” and “digest” authentication
mechanism offer authentication only, without message integrity.

Transport-layer or network-layer authenticatiany be used for hop-by-hop authentication. SIP also
extends the HTTRVWW-Authenticate (Section 6.43) andwuthorization (Section 6.11) header field and
their Proxy- counterparts to include cryptographically strong signatures. SIP also supports the HTTP “basic”
and “digest” schemes (see Section 14) and other HTTP authentication schemes to be defined that offer a
rudimentary mechanism of ascertaining the identity of the caller.

SIP requestsiAY be authenticated using tiheithorization header field to include a digital signature of
certain header fields, the request method and version number and the payload, none of which are modified
between client and called user agent. Fhehorization header field is used in requests to authenticate
the request originator end-to-end to proxies and the called user agent, and in responses to authenticate the
called user agent or proxies returning their own failure codes. If required, hop-by-hop authentication can be
provided, for example, by the IPSEC Authentication Header.

SIP does not dictate which digital signature scheme is used for authentication, but does define how
to provide authentication using PGP in Section 15. As indicated above, SIP implementatioralso
use “basic” and “digest” authentication and other authentication mechanisms defined for HTTP. Note that
“basic” authentication has severe security limitations. The following does not apply to these schemes.

To cryptographically sign a SIP request, the order of the SIP header fields is important. When an
Authorization header field is present, it indicates that all header fields followind\tlirorization header
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field have been included in the signature. Therefore, hop-by-hop header fields midahor SHOULD
be modified by proxiesusT precede théuthorization header field as they will generally be modified or
added-to by proxy servers. Hop-by-hop header fields witieh be modified by a proxyAy appear before
or after theAuthorization header. When they appear before, thieyr be modified by a proxy. When they
appear after, themusT NOT be modified by a proxy. To sign a request, a client constructs a message from
the request method (in upper case) followed, without LWS, by the SIP version number, followed, again
without LWS, by the request headers to be signed and the message body. The message thus constructed is
then signed.

For example, if the SIP request is to be:

INVITE sip:watson@boston.bell-telephone.com SIP/2.0
Via: SIP/2.0/UDP 169.130.12.5

Authorization: PGP version=5.0, signature=...

From: A. Bell <sip:a.g.bell@bell-telephone.com>

To: T. A. Watson <sip:watson@bell-telephone.com>

Call-ID: 187602141351@worcester.bell-telephone.com
Subject: Mr. Watson, come here.

Content-Type: application/sdp

Content-Length: ...

v=0

o=bell 53655765 2353687637 IN IP4 128.3.4.5
c=IN IP4 135.180.144.94

m=audio 3456 RTP/AVP 0 3 4 5

Then the data block that is signed is:

INVITESIP/2.0From: A. Bell <sip:a.g.bell@bell-telephone.com>
To: T. A. Watson <sip:watson@bell-telephone.com>

Call-ID: 187602141351@worcester.bell-telephone.com
Subject: Mr. Watson, come here.

Content-Type: application/sdp

Content-Length: ...

v=0

o=bell 53655765 2353687637 IN IP4 128.3.4.5
c=IN IP4 135.180.144.94

m=audio 3456 RTP/AVP 0 3 4 5

Clients wishing to authenticate requestssT construct the portion of the message below Augho-
rization header using a canonical form. This allows a proxy to parse the message, take it apart, and recon-
struct it, without causing an authentication failure due to extra white space, for example. Canonical form
consists of the following rules:

e No short form header fields

e Header field names are capitalized as shown in this document
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¢ No white space between the header name and the colon

e A single space after the colon

e Line termination with a CRLF

¢ No line folding

e No comma separated lists of header values; each must appear as a separate header

e Only a single SP between tokens, between tokens and quoted strings, and between guoted strings; no
SP after last token or quoted string

e No LWS between tokens and separators, except as described above for after the colon in header fields

Note that if a message is encrypted and authenticated using a digital signature, when the message is
generated encryption is performed before the digital signature is generated. On receipt, the digital signature
is checked before decryption.

A client MAY require that a server sign its response by includinBeguire: org.ietf.sip.signed-
response request header field. The client indicates the desired authentication method Wa/\Ne-
Authenticate header.

The correct behavior in handling unauthenticated responses to a request that requires authenticated re-
sponses is described in section 13.2.1.

13.2.1 Trusting responses

There is the possibility that an eavesdropper listens to requests and then injects unauthenticated responses
that terminate, redirect or otherwise interfere with a call. (Even encrypted requests contain enough informa-
tion to fake a response.)

Clients need to be particularly careful with 3xx redirection responses. Thus a client receiving, for exam-
ple, a 301 (Moved Permanently) which was not authenticated when the public key of the called user agent
is known to the client, and authentication was requested in the reguestLD be treated as suspicious.

The correct behavior in such a case would be for the called-user to form a dated response containing the
Contact field to be used, to sign it, and give this signed stub response to the proxy that will provide the
redirection. Thus the response can be authenticated correctly. A sheniLD NOT automatically redirect

such a request to the new location without alerting the user to the authentication failure before doing so.

Another problem might be responses such as 6xx failure responses which would simply terminate a
search, or “4xx” and “5xx” response failures.

If TCP is being used, a proxyHOULD treat 4xx and 5xx responses as valid, as they will not terminate
a search. However, fake 6xx responses from a rogue proxy terminate a search incorrectly. 6xx responses
SHOULD be authenticated if requested by the client, and failure to dersmuLD cause such a client to
ignore the 6xx response and continue a search.

With UDP, the same problem with 6xx responses exists, but also an active eavesdropper can generate
4xx and 5xx responses that might cause a proxy or client to believe a failure occurred when in fact it did not.
Typically 4xx and 5xx responses will not be signed by the called user agent, and so there is no simple way
to detect these rogue responses. This problem is best prevented by using hop-by-hop encryption of the SIP
request, which removes any additional problems that UDP might have over TCP.
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These attacks are prevented by having the client require response authentication and dropping unau-
thenticated responses. A server user agent that cannot perform response authentication responds using the
normalRequire response of 420 (Bad Extension).

13.3 Callee Privacy

User location and SIP-initiated calls can violate a callee’s privacy. An implements#tionLD be able to
restrict, on a per-user basis, what kind of location and availability information is given out to certain classes
of callers.

13.4 Known Security Problems

With either TCP or UDP, a denial of service attack exists by a rogue proxy sending 6xx responses. Although
a clientsHouLD choose to ignore such responses if it requested authentication, a proxy cannot do so. It
is obliged to forward the 6xx response back to the client. The client can then ignore the response, but if it
repeats the request it will probably reach the same rogue proxy again, and the process will repeat.

14 SIP Authentication using HTTP Basic and Digest Schemes

SIP implementationsiAy use HTTP’s basic and digest authentication mechanisms (RFC 2617 [36]) to
provide a rudimentary form of security. This section overviews usage of these mechanisms in SIP. The basic
operation is almost completely identical to that for HTTP [36]. This section outlines this operation, pointing
to RFC 2617 [36] for details, and noting the differences when used in SIP.

14.1 Framework

The framework for SIP authentication parallels that for HTTP (RFC 2617 [36]). In particular, the BNF
for auth-scheme, auth-param, challenge, realm, realm-value, andcredentials is identical. The 401
response is used by user agent servers in SIP to challenge the authorization of a user agent client. Addi-
tionally, registrars and redirect serveray make use of 401 responses for authorization, but proxiest
NOT, and insteadvAY use the 407 response. The requirements for inclusion dPtbry-Authenticate,
Proxy-Authorization, WWW-Authenticate, andAuthorization in the various messages is identical to RFC
2617 [36].

Since SIP does not have the concept of a canonical root URL, the notion of protections spaces are
interpreted differently for SIP. The realm is a protection domain for all SIP URIs with the same value for the
userinfo, host andport part of the SIFRequest-URI. For example:

INVITE sip:alice.wonderland@example.com SIP/2.0
WWW-Authenticate: Basic realm="business"

and

INVITE sip:aw@example.com SIP/2.0
WWW-Authenticate: Basic realm="business"
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define different protection realms according to this rule.
When a UAC resubmits a request with its credentials after receiving a 401 or 407 respamgsy it
increment theCSeq header field as it would normally do when sending an updated request.

14.2 Basic Authentication

The rules for basic authentication follow those defined in [36, Section 2] but with the words “origin server”
replaced with “user agent server, redirect server , or registrar”.

Since SIP URIs are not hierarchical, the paragraph in [36, Section 2] that states that “all paths at or
deeper than the depth of the last symbolic element in the path field of the Request-URI also are within the
protection space specified by the Basic realm value of the current challenge” does not apply for SIP. SIP
clientsmAY preemptively send the correspondiAgthorization header with requests for SIP URIs within
the same protection realm (as defined above) without receipt of another challenge from the server.

14.3 Digest Authentication

The rules for digest authentication follow those defined in [36, Section 3], with “HTTP 1.1” replaced by
“SIP/2.0” in addition to the following differences:

1. The URI included in the challenge has the following BNF:
URI = SIP-URL
2. The BNF fordigest-uri-value is:
digest-uri-value = Request-URI ; as defined in Section 4.3
The example procedure for choosing a nonce baséttamdoes not work for SIP.
TheAuthentication-Info andProxy-Authentication-Info fields are not used in SIP.

. The text in RFC 2617 [36] regarding cache operation does not apply to SIP.

o o o~ oW

. RFC 2617 [36] requires that a server check that the URI in the request line, and the URI included in
the Authorization header, point to the same resource. In a SIP context, these two URI's may actually
refer to different users, due to forwarding at some proxy. Therefore, in SIP, a sexvetheck that

the request-uri in théuthorization header corresponds to a user that the server is willing to accept
forwarded or direct calls for.

14.4 Proxy-Authentication

The use of theProxy-Authentication and Proxy-Authorization parallel that as described in [36, Sec-

tion 3.6], with one difference. ProxiegusT NOT add theProxy-Authorization header. 407 responses
MUST be forwarded upstream towards the client following the procedures for any other response. It is the
client’s responsibility to add thBroxy-Authorization header containing credentials for the proxy which
has asked for authentication.

If a proxy were to resubmit a request withPaoxy-Authorization header field, it would need to increment the
CSeq in the new request. However, this would mean that the UAC which submitted the original request would
discard a response from the UAS, as @f®eq value would be different.

See sections 6.27 and 6.28 for additional information on usage of these fields as they apply to SIP.
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15 SIP Security Using PGP

15.1 PGP Authentication Scheme

The “pgp” authentication scheme is based on the model that the client authenticates itself with a request
signed with the client’s private key. The server can then ascertain the origin of the request if it has access
to the public key, preferably signed by a trusted third party. Implementations supporting this setisme
implement the definitions and default algorithms of RFC 2440 [37]namd implement the older version,

based upon PGP 2.6, described in RFC 1991 [33].

15.1.1 TheWWW-Authenticate Response Header

WWW-Authenticate = "WWW-Authenticate” ”.” "pgp” pgp-challenge
pgp-challenge = # pgp-params
pgp-params = realm | pgp-version | pgp-algorithm | nonce
realm = ’"realm” "=" realm-value
realm-value = quoted-string
pgp-version = ’version” "="

<"> digit *( " digit ) *letter <">
pgp-algorithm = "algorithm” "=" ( "md5” | "shal” | token )
nonce = "nonce” "=" nonce-value
nonce-value = quoted-string

The meanings of the values of the parameters used above are as follows:

realm: A string to be displayed to users so they know which identity to use. This str@g/LD con-
tain at least the name of the host performing the authenticationvandadditionally indicate the
collection of users who might have access. An example mightUsers with call-out
privileges ”

pgp-algorithm : The value of this parameter indicates the PGP message integrity check (MIC) to be used
to produce the signature. If this not present it is assumed to be "md5”. The currently defined values
are "md>5” for the MD5 checksum, and "shal” for the SHA.1 algorithm.

pgp-version : The version of PGP that the cliemtusT use. Common values are “2.6.2” and “5.0”. The
default is 5.0.

nonce : A server-specified data string which should be uniquely generated each time a 401 response is
made. It iISRECOMMENDED that this string be base64 or hexadecimal data. Specifically, since the
string is passed in the header lines as a quoted string, the double-quote character is not allowed. The
contents of the nonce are implementation dependent. The quality of the implementation depends on
a good choice. Since the nonce is used only to prevent replay attacks and is signed, a time stamp in
units convenient to the server is sufficient.

Replay attacks within the duration of the call setup are of limited interest, so that timestamps with a
resolution of a few seconds are often should be sufficient. In that case, the server does not have to keep a
record of the nonces.

Example:
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WWW-Authenticate: pgp version="5.0"
realm="Your Startrek identity, please" ;algorithm=md5
nonce="913082051"

15.1.2 TheAuthorization Request Header

The client is expected to retry the request, passinguhorization header line, which is defined as follows.

"Authorization” ™" "pgp” *( ;" pgp-response )
realm | pgp-version | pgp-signature

| signed-by | nonce

pgp-signature = "signhature” "=" quoted-string

signed-hy "signed-by” "=" <”> URI <">

Authorization
pgp-response

The clientMusT increment theCSeq header before resubmitting the request. The signaawsTt
correspond to therom header of the request unless gigned-by parameter is provided.

pgp-signature . The PGP ASCIl-armored signature [33] and [37], as it appears between the “BEGIN PGP
MESSAGE" and “END PGP MESSAGE” delimiters, without the version indication. The signature is
included without any linebreaks.

The signature is computed, in order, across the nonce (if present), realm, request method, request
version and header fields following thuthorization header and the message body, in the same
order as they appear in the message. The nonce, realm, request method and version are prepended
to the header fields without any white space. The signature is computed across the headers as sent,
and the terminating CRLF. The CRLF following tiaithorization header is NOT included in the
signature.

A servermMAY be configured not to generate nonces only if replay attacks are not a concern.

Not generating nonces avoids the additional set of request, 401 response and pasKibhessages and
reduces delay by one round-trip time.

Using the ASCll-armored version is about 25% less space-efficient than including the binary signature, but
it is significantly easier for the receiver to piece together. Versions of the PGP program always include the full
(compressed) signed text in their output unless ASCll-armored metie () is specified. Typical signatures
are about 200 bytes long. — The PGP signature mechanism allows the client to simply pass the request to an
external PGP program. This relies on the requirement that proxy servers are not allowed to reorder or change
header fields.

realm: Therealm is copied from the correspondiryWW-Authenticate header field parameter.

signed-by : If and only if the request was not signed by the entity listed infittem header, thsigned-by
header indicates the name of the signing entity, expressed as a URI.

Receivers of signed SIP messagesouLD discard any end-to-end header fields aboveAinoriza-
tion header, as they may have been maliciously added en route by a proxy.
Example:
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Authorization: pgp version="5.0"
;realm="Your Startrek identity, please"
;nonce="913082051"
;signhature="iIQB1AWUBNNJiUaYBnHMIiiQh1lAQFYsgL/Wt3dk6 TWK81/b0gcNDf
VAUGUA4rhEBW972IPXFS0Z94L1ghCLInTPaghHFw1ch3IBO1rAORhpV4t5yCduUt
SRYBSKkOK2905e1KIFeW23EzYPVUM2TIDAhbcjbMdfC+KLFX
=alrx"

15.2 PGP Encryption Scheme

The PGP encryption scheme uses the following syntax:

Encryption "Encryption” ™" "pgp” pgp-eparams
pgp-eparams 1# ( pgp-version | pgp-encoding )
pgp-encoding = “encoding” "=" "ascii” | token

encoding : Describes the encoding or “armor” used by PGP. The value "ascii” refers to the standard PGP
ASCII armor, without the lines containing “BEGIN PGP MESSAGE” and “END PGP MESSAGE”
and without the version identifier. By default, the encrypted part is included as binary.

Example:
Encryption: pgp version="2.6.2", encoding="ascii"

15.3 Response-Key Header Field for PGP

Response-Key
pgp-eparams

pgp-key

"Response-Key” ":” "pgp” pgp-eparams
1# ( pgp-version | pgp-encoding | pgp-key)
"key” "=" quoted-string

If ASCII encoding has been requested viaéimeoding parameter, thkey parameter contains the user’s
public key as extracted from the pgp key ring with the “pgp -kisafr.
Example:

Response-Key: pgp version="2.6.2", encoding="ascii",
key="mQBtAzZNWHNYAAAEDAL7QVAdK2utY05wuUG+ItYK5tCF8BHNJM60sU4rLaV+eUnkMk
MOmMJIWtc2wXcZx1XaXb2lkydTQOesrUR75IWwNXBUZXPEIMThEa5WLST7VLme7njnx
SE86SgWmMAZx500kIdQAFEbQXSGVubmluzZyBTY2h1bHpyaW5uZSA8c2NodWx6cmlu
bmVAY3MuY29sdW1liaWEuZWR1Pg==
=+y19"

16 Examples

In the following examples, we often omit the message body and the correspdddirignt-Length and
Content-Type headers for brevity.
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16.1 Registration

A user at hossaturn.bell-tel.com registers on start-up, via multicast, with the local SIP server
namedbell-tel.com . In the example, the user agent saturn  expects to receive SIP requests on
UDP port 3890.

C->S: REGISTER sip:bell-tel.com SIP/2.0
Via: SIP/2.0/UDP saturn.bell-tel.com
From: sip:watson@bell-tel.com
To: sip:watson@bell-tel.com
Call-ID: 70710@saturn.bell-tel.com
CSeq: 1 REGISTER
Contact: <sip:watson@saturn.bell-tel.com:3890;transport=udp>
Expires: 7200

The registration expires after two hours. Any future invitationsviatson@bell-tel.com arriv-
ing atsip.bell-tel.com will now be redirected tavatson@saturn.bell-tel.com , UDP port
3890.

If Watson wants to be reached elsewhere, say, an on-line service he uses while traveling, he updates his
reservation after first cancelling any existing locations:

C->S: REGISTER sip:bell-tel.com SIP/2.0
Via: SIP/2.0/UDP saturn.bell-tel.com
From: sip:watson@bell-tel.com
To: sip:watson@bell-tel.com
Call-ID: 70710@saturn.bell-tel.com
CSeq: 2 REGISTER
Contact: *
Expires: 0

C->S: REGISTER sip:bell-tel.com SIP/2.0
Via: SIP/2.0/UDP saturn.bell-tel.com
From: sip:watson@bell-tel.com
To: sip:watson@bell-tel.com
Call-ID: 70710@saturn.bell-tel.com
CSeq: 3 REGISTER
Contact: sip:tawatson@example.com

Now, the server will forward any request for Watson to the servexample.com , using theRequest-
URI tawatson@example.com . For the server atxample.com to reach Watson, he will need to send
aREGISTER there, or inform the server of his current location through some other means.

It is possible to use third-party registration. Here, the secrétaryliligent registers his boss, T.
Watson:

C->S: REGISTER sip:bell-tel.com SIP/2.0
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Via: SIP/2.0/UDP pluto.bell-tel.com
From: sip:jon.diligent@bell-tel.com
To: sip:watson@bell-tel.com
Call-ID: 17320@pluto.bell-tel.com
CSeq: 1 REGISTER

Contact: sip:tawatson@example.com

The request could be sent to either the registrdoedittel.com or the server agxample.com .
In the latter case, the server etample.com would proxy the request to the address indicated in the
Request-URI. Then,Max-Forwards header could be used to restrict the registration to that server.

16.2 Invitation to a Multicast Conference

The first example inviteschooler@vlsi.cs.caltech.edu to a multicast session. All examples use
the Session Description Protocol (SDP) (RFC 2327 [6]) as the session description format.

16.2.1 Request

C->S: INVITE sip:schooler@cs.caltech.edu SIP/2.0

Via: SIP/2.0/UDP csvax.cs.caltech.edu;branch=8348
:maddr=239.128.16.254:ttl1=16

Via: SIP/2.0/lUDP north.east.isi.edu
From: Mark Handley <sip:mjh@isi.edu>
To: Eve Schooler <sip:schooler@caltech.edu>
Call-ID: 2963313058@north.east.isi.edu
CSeq: 1 INVITE
Subject: SIP will be discussed, too
Content-Type: application/sdp
Content-Length: 187

v=0

o=userl 53655765 2353687637 IN IP4 128.3.4.5
s=Mbone Audio

i=Discussion of Mbone Engineering Issues
e=mbone@somewhere.com

c=IN IP4 224.2.0.1/127

t=0 0

m=audio 3456 RTP/AVP 0

a=rtpmap:0 PCMU/8000

The From request header above states that the request was initiat@jhi@isi.edu and addressed
to schooler@caltech.edu (From header fields). Th&/ia fields list the hosts along the path from
invitation initiator (the last element of the list) towards the callee. In the example above, the message
was last multicast to the administratively scoped gragp.128.16.254  with a ttl of 16 from the host
csvax.cs.caltech.edu . The second/ia header field indicates that it was originally sent from the host
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north.east.isi.edu . TheRequest-URI indicates that the request is currently being being addressed
to schooler@cs.caltech.edu , the local address thasvax looked up for the callee.

In this case, the session description is using the Session Description Protocol (SDP), as stated in the
Content-Type header.

The header is terminated by an empty line and is followed by a message body containing the session
description.

16.2.2 Response

The called user agent, directly or indirectly through proxy servers, indicates that it is alerting (“ringing”) the
called party:

S->C: SIP/2.0 180 Ringing
Via: SIP/2.0/UDP csvax.cs.caltech.edu;branch=8348
:maddr=239.128.16.254;ttlI=16
Via: SIP/2.0/UDP north.east.isi.edu
From: Mark Handley <sip:mjh@isi.edu>
To: Eve Schooler <sip:schooler@caltech.edu> ;tag=9883472
Call-ID: 2963313058@north.east.isi.edu
CSeq: 1 INVITE

A sample response to the invitation is given below. The first line of the response states the SIP version
number, that it is a 200 (OK) response, which means the request was successiia ibaders are taken
from the request, and entries are removed hop by hop as the response retraces the path of the request. A new
authentication fieldhAy be added by the invited user’s agent if required. Tladl-ID is taken directly from
the original request, along with the remaining fields of the request message. The original sértsa of
field is preserved (i.e., it is the session initiator).

In addition, theContact header gives details of the host where the user was located, or alternatively the
relevant proxy contact point which should be reachable from the caller’s host.

S->C: SIP/2.0 200 OK
Via: SIP/2.0/UDP csvax.cs.caltech.edu;branch=8348
:maddr=239.128.16.254;ttlI=16
Via: SIP/2.0/lUDP north.east.isi.edu
From: Mark Handley <sip:mjh@isi.edu>
To: Eve Schooler <sip:schooler@caltech.edu> ;tag=9883472
Call-ID: 2963313058@north.east.isi.edu
CSeq: 1 INVITE
Contact: sip:es@jove.cs.caltech.edu

The caller confirms the invitation by sending A€K request to the location named in tl®ntact
header:

C->S: ACK sip:es@jove.cs.caltech.edu SIP/2.0
Via: SIP/2.0/UDP north.east.isi.edu
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From: Mark Handley <sip:mjh@isi.edu>

To: Eve Schooler <sip:schooler@caltech.edu> ;tag=9883472
Call-ID: 2963313058@north.east.isi.edu

CSeq: 1 ACK

16.3 Two-party Call

For two-party Internet phone calls, the response must contain a description of where to send the data. In
the example below, Bell calls Watson. Bell indicates that he can receive RTP audio codings 0 (PCMU), 3
(GSM), 4 (G.723) and 5 (DV14).

C->S: INVITE sip:watson@boston.bell-tel.com SIP/2.0
Via: SIP/2.0/UDP kton.bell-tel.com
From: A. Bell <sip:a.g.bell@bell-tel.com>
To: T. Watson <sip:watson@bell-tel.com>
Call-ID: 3298420296 @kton.bell-tel.com
CSeq: 1 INVITE
Subject: Mr. Watson, come here.
Content-Type: application/sdp
Content-Length: ...

v=0

o=bell 53655765 2353687637 IN IP4 128.3.4.5
s=Mr. Watson, come here.

c=IN IP4 kton.bell-tel.com

m=audio 3456 RTP/AVP 0 3 4 5
a=rtpmap:0 PCMU/8000

a=rtpmap:3 GSM/8000

a=rtpmap:4 G723/8000

a=rtpmap:5 DVI4/8000

S->C: SIP/2.0 100 Trying
Via: SIP/2.0/lUDP kton.bell-tel.com
From: A. Bell <sip:a.g.bell@bell-tel.com>
To: T. Watson <sip:watson@bell-tel.com> ;tag=37462311
Call-ID: 3298420296 @kton.bell-tel.com
CSeq: 1 INVITE
Content-Length: 0

S->C: SIP/2.0 180 Ringing
Via: SIP/2.0/UDP kton.bell-tel.com
From: A. Bell <sip:a.g.bell@bell-tel.com>
To: T. Watson <sip:watson@bell-tel.com> ;tag=37462311
Call-ID: 3298420296 @kton.bell-tel.com
CSeq: 1 INVITE
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Content-Length: 0

S->C: SIP/2.0 182 Queued, 2 callers ahead
Via: SIP/2.0/UDP kton.bell-tel.com
From: A. Bell <sip:a.g.bell@bell-tel.com>
To: T. Watson <sip:watson@bell-tel.com> ;tag=37462311
Call-ID: 3298420296 @kton.bell-tel.com
CSeq: 1 INVITE
Content-Length: 0

S->C: SIP/2.0 182 Queued, 1 caller ahead
Via: SIP/2.0/UDP kton.bell-tel.com
From: A. Bell <sip:a.g.bell@bell-tel.com>
To: T. Watson <sip:watson@bell-tel.com> ;tag=37462311
Call-ID: 3298420296 @kton.bell-tel.com
CSeq: 1 INVITE
Content-Length: 0

S->C: SIP/2.0 200 OK
Via: SIP/2.0/UDP kton.bell-tel.com
From: A. Bell <sip:a.g.bell@bell-tel.com>
To: <sip:watson@bell-tel.com> ;tag=37462311
Call-ID: 3298420296 @kton.bell-tel.com
CSeq: 1 INVITE
Contact: sip:watson@boston.bell-tel.com
Content-Type: application/sdp
Content-Length: ...

v=0

o=watson 4858949 4858949 IN IP4 192.1.2.3
s=I'm on my way

c=IN IP4 boston.bell-tel.com

m=audio 5004 RTP/AVP 0 3

a=rtpmap:0 PCMU/8000

a=rtpmap:3 GSM/8000

The example illustrates the use of informational status responses. Here, the reception of the call is
confirmed immediately (100), then, possibly after some database mapping delay, the call rings (180) and is
then queued, with periodic status updates.

Watson can only receive PCMU and GSM. Note that Watson’s list of codecs may or may not be a subset
of the one offered by Bell, as each party indicates the data types it is willing to receive. Watson will send
audio data to port 3456 at c.bell-tel.com, Bell will send to port 5004 at boston.bell-tel.com.

By default, the media session is one RTP session. Watson will receive RTCP packets on port 5005, while
Bell will receive them on port 3457.
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Since the two sides have agreed on the set of media, Bell confirms the call without enclosing another
session description:

C->S: ACK sip:watson@boston.bell-tel.com SIP/2.0
Via: SIP/2.0/UDP kton.bell-tel.com
From: A. Bell <sip:a.g.bell@bell-tel.com>
To: T. Watson <sip:watson@bell-tel.com> ;tag=37462311
Call-ID: 3298420296 @kton.bell-tel.com
CSeq: 1 ACK

16.4 Terminating a Call

To terminate a call, caller or callee can serB8¥E request:

C->S: BYE sip:watson@boston.bell-tel.com SIP/2.0
Via: SIP/2.0/UDP kton.bell-tel.com
From: A. Bell <sip:a.g.bell@bell-tel.com>
To: T. A. Watson <sip:watson@bell-tel.com> ;tag=37462311
Call-ID: 3298420296 @kton.bell-tel.com
CSeq: 2 BYE

If the callee wants to abort the call, it simply reverses ToeandFrom fields. Note that it is unlikely
that aBYE from the callee will traverse the same proxies as the origM=I TE.

16.5 Forking Proxy

In this example, Bell4.g.bell@bell-tel.com ) (C), currently seated at hostbell-tel.com
wants to call Watsont{vatson@ieee.org ). At the time of the call, Watson is logged in at two work-
stationst.watson@x.bell-tel.com (X) andwatson@y.bell-tel.com (Y), and has registered
with the IEEE proxy server (P) calleslp.ieee.org . The IEEE server also has a registration for the
home machine of Watson, atatson@h.bell-tel.com (H), as well as a permanent registration at
watson@acm.org (A). For brevity, the examples omit the session description\dadeader fields.

Bell's user agent sends the invitation to the SIP server forgdbe.org domain:

C->P: INVITE sip:t.watson@ieee.org SIP/2.0

Via: SIP/2.0/UDP c.bell-tel.com
From: A. Bell <sip:a.g.bell@bell-tel.com>
To: T. Watson <sip:t.watson@ieee.org>

Call-ID: 31415@c.bell-tel.com
CSeq: 1 INVITE

The SIP server deee.org tries the four addresses in parallel. It sends the following message to the
home machine:

P->H: INVITE sip:watson@h.bell-tel.com SIP/2.0
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Via: SIP/2.0/UDP sip.ieee.org ;branch=1
Via: SIP/2.0/UDP c.bell-tel.com

From: A. Bell <sip:a.g.bell@bell-tel.com>
To: T. Watson <sip:t.watson@ieee.org>

Call-ID: 31415@c.bell-tel.com
CSeq: 1 INVITE

This request immediately yields a 404 (Not Found) response, since Watson is not currently logged in at
home:

H->P: SIP/2.0 404 Not Found

Via: SIP/2.0/UDP sip.ieee.org ;branch=1

Via: SIP/2.0/UDP c.bell-tel.com

From: A. Bell <sip:a.g.bell@bell-tel.com>

To: T. Watson <sip:t.watson@ieee.org>;tag=87454273

Call-ID: 31415@c.bell-tel.com
CSeq: 1 INVITE

The proxyACKs the response so that host H can stop retransmitting it:

P->H: ACK sip:watson@h.bell-tel.com SIP/2.0

Via: SIP/2.0/UDP sip.ieee.org ;branch=1
From: A. Bell <sip:a.g.bell@bell-tel.com>
To: T. Watson <sip:t.watson@ieee.org>;tag=87454273

Call-ID: 31415@c.bell-tel.com
CSeq: 1 ACK

Also, P attempts to reach Watson through the ACM server:

P->A: INVITE sip:watson@acm.org SIP/2.0

Via: SIP/2.0/UDP sip.ieee.org ;branch=2
Via: SIP/2.0/UDP c.bell-tel.com

From: A. Bell <sip:a.g.bell@bell-tel.com>
To: T. Watson <sip:t.watson@ieee.org>

Call-ID: 31415@c.bell-tel.com
CSeq: 1 INVITE

In parallel, the next attempt proceeds, withIBVITE to X and Y:

P->X: INVITE sip:t.watson@x.bell-tel.com SIP/2.0

Via: SIP/2.0/UDP sip.ieee.org ;branch=3
Via: SIP/2.0/UDP c.bell-tel.com

From: A. Bell <sip:a.g.bell@bell-tel.com>
To: T. Watson <sip:t.watson@ieee.org>

Call-ID: 31415@c.bell-tel.com
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CSeq: 1 INVITE

P->Y: INVITE sip:watson@y.bell-tel.com SIP/2.0

Via: SIP/2.0/UDP sip.ieee.org ;branch=4
Via: SIP/2.0/UDP c.bell-tel.com

From: A. Bell <sip:a.g.bell@bell-tel.com>
To: T. Watson <sip:t.watson@ieee.org>

Call-ID: 31415@c.bell-tel.com
CSeq: 1 INVITE

As it happens, both Watson at X and a colleague in the other lab at host Y hear the phones ringing and
pick up. Both X and Y return 200s via the proxy to Bell.

X->P: SIP/2.0 200 OK

Via: SIP/2.0/UDP sip.ieee.org ;branch=3

Via: SIP/2.0/UDP c.bell-tel.com

From: A. Bell <sip:a.g.bell@bell-tel.com>

To: T. Watson <sip:t.watson@ieee.org> ;tag=192137601
Call-ID: 31415@c.bell-tel.com

CSeq: 1 INVITE

Contact: sip:t.watson@x.bell-tel.com

Y->P: SIP/2.0 200 OK

Via: SIP/2.0/UDP sip.ieee.org ;branch=4

Via: SIP/2.0/UDP c.bell-tel.com

Contact: sip:t.watson@y.bell-tel.com

From: A. Bell <sip:a.g.bell@bell-tel.com>

To: T. Watson <sip:t.watson@ieee.org> ;tag=35253448
Call-ID: 31415@c.bell-tel.com

CSeq: 1 INVITE

Both responses are forwarded to Bell, using i@ information. At this point, the ACM server is still
searching its database. P can now cancel this attempt:

P->A: CANCEL sip:watson@acm.org SIP/2.0

Via: SIP/2.0/UDP sip.ieee.org ;branch=2
From: A. Bell <sip:a.g.bell@bell-tel.com>
To: T. Watson <sip:t.watson@ieee.org>

Call-ID: 31415@c.bell-tel.com
CSeq: 1 CANCEL

The ACM server gladly stops its neural-network database search and responds with a 200. The 200 will
not travel any further, since P is the |1&&& stop.

A->P: SIP/2.0 200 OK
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Via: SIP/2.0/UDP sip.ieee.org ;branch=2
From: A. Bell <sip:a.g.bell@bell-tel.com>
To: T. Watson <sip:t.watson@ieee.org>

Call-ID: 31415@c.bell-tel.com
CSeq: 1 CANCEL

Bell gets the two 200 responses from X and Y in short order. Bell's reaction now depends on his
software. He can either send ACK to both if human intelligence is needed to determine who he wants
to talk to or he can automatically reject one of the two calls. Here, he acknowledges both, separately and
directly to the final destination:

C->X: ACK sip:t.watson@x.bell-tel.com SIP/2.0

Via: SIP/2.0/UDP c.bell-tel.com
From: A. Bell <sip:a.g.bell@bell-tel.com>
To: T. Watson <sip:t.watson@ieee.org>;tag=192137601
Call-ID: 31415@c.bell-tel.com
CSeq: 1 ACK
C->Y: ACK sip:watson@y.bell-tel.com SIP/2.0
Via: SIP/2.0/UDP c.bell-tel.com
From: A. Bell <sip:a.g.bell@bell-tel.com>
To: T. Watson <sip:t.watson@ieee.org>;tag=35253448
Call-ID: 31415@c.bell-tel.com
CSeq: 1 ACK

After a brief discussion between Bell with X and Y, it becomes clear that Watson is at X. (Note that this
is not a three-way call; only Bell can talk to X and Y, but X and Y cannot talk to each other.) Thus, Bell
sends 8BYE to Y, which is replied to:

C->Y: BYE sip:watson@y.bell-tel.com SIP/2.0

Via: SIP/2.0/UDP c.bell-tel.com
From: A. Bell <sip:a.g.bell@bell-tel.com>
To: T. Watson <sip:t.watson@ieee.org>;tag=35253448
Call-ID: 31415@c.bell-tel.com
CSeq: 2 BYE
Y->C: SIP/2.0 200 OK
Via: SIP/2.0/UDP c.bell-tel.com
From: A. Bell <sip:a.g.bell@bell-tel.com>
To: T. Watson <sip:t.watson@ieee.org>;tag=35253448
Call-ID: 31415@c.bell-tel.com
CSeq: 2 BYE
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16.6 Redirects

Replies with status codes 301 (Moved Permanently) or 302 (Moved Temporarily) specify another location
using theContact field. Continuing our earlier example, the server Reae.org decides to redirect
rather than proxy the request:

P->C: SIP/2.0 302 Moved temporarily

Via: SIP/2.0/UDP c.bell-tel.com
From: A. Bell <sip:a.g.bell@bell-tel.com>
To: T. Watson <sip:t.watson@ieee.org>;tag=72538263

Call-ID: 31415@c.bell-tel.com

CSeq: 1 INVITE

Contact: sip:watson@h.bell-tel.com,
sip:watson@acm.org, sip:t.watson@x.bell-tel.com,
sip:watson@y.bell-tel.com

CSeq: 1 INVITE

As another example, assume Alice (A) wants to delegate her calls to Bob (B) while she is on vacation
until July 29th, 1998. Any calls meant for her will reach Bob with Alicésfield, indicating to him what
role he is to play. Charlie (C) calls Alice (A), whose server returns:

A->C:. SIP/2.0 302 Moved temporarily
From: Charlie <sip:charlie@caller.com>
To: Alice <sip:alice@anywhere.com> ;tag=2332462
Call-ID: 27182@caller.com
Contact: sip:bob@anywhere.com
Expires: Wed, 29 Jul 1998 9:00:00 GMT
CSeq: 1 INVITE

Charlie then sends the following request to the SIP server cuitlygrhere.com domain. Note that
the server aanywhere.com forwards the request to Bob based on Request-URI.

C->B: INVITE sip:bob@anywhere.com SIP/2.0
From: sip:charlie@caller.com
To: sip:alice@anywhere.com
Call-ID: 27182@caller.com
CSeq: 2 INVITE

In the third redirection example, we assume that all outgoing requests are directed through a local fire-
wall F atcaller.com , with Charlie again inviting Alice:

C->F: INVITE sip:alice@anywhere.com SIP/2.0
From: sip:charlie@caller.com
To: Alice <sip:alice@anywhere.com>
Call-ID: 27182@caller.com
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CSeq: 1 INVITE

The local firewall ataller.com  happens to be overloaded and thus redirects the call from Charlie to

a secondary server S:

F->C: SIP/2.0 302 Moved temporarily
From: sip:charlie@caller.com
To: Alice <sip:alice@anywhere.com>
Call-ID: 27182@caller.com
CSeq: 1 INVITE
Contact: <sip:alice@anywhere.com:5080;maddr=spare.caller.com>

Based on this response, Charlie directs the same invitation to the secondarggareeraller.com
at port 5080, but maintains the saRequest-URI as before:

C->S: INVITE sip:alice@anywhere.com SIP/2.0
From: sip:charlie@caller.com
To: Alice <sip:alice@anywhere.com>
Call-ID: 27182@caller.com
CSeq: 2 INVITE

16.7 Negotiation

An example of a 606 (Not Acceptable) response is:

S->C: SIP/2.0 606 Not Acceptable

From: sip:mjh@isi.edu

To: <sip:schooler@cs.caltech.edu> ;tag=7434264

Call-ID: 14142@north.east.isi.edu

CSeq: 1 INVITE

Contact: sip:mjh@north.east.isi.edu

Warning: 370 "Insufficient bandwidth (only have ISDN)",
305 "Incompatible media format",
330 "Multicast not available"

Content-Type: application/sdp

Content-Length: 50

v=0

s=Let's talk

b=CT:128

c=IN IP4 north.east.isi.edu
m=audio 3456 RTP/AVP 5 0 7
a=rtpmap:5 DVI4/8000
a=rtpmap:0 PCMU/8000
a=rtpmap:7 LPC/8000
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m=video 2232 RTP/AVP 31
a=rtpmap:31 H261/90000

In this example, the original request specified a bandwidth that was higher than the access link could
support, requested multicast, and requested a set of media encodings. The response states that only 128 kb/s
is available and that (only) DVI, PCM or LPC audio could be supported in order of preference.

The response also states that multicast is not available. In such a case, it might be appropriate to set up
a transcoding gateway and re-invite the user.

16.8 OPTIONS Request

A caller Alice can use a@PTIONS request to find out the capabilities of a potential callee Bob, without
“ringing” the designated address. Bob returns a description indicating that he is capable of receiving audio
encodings PCM Ulaw (payload type 0), 1016 (payload type 1), GSM (payload type 3), and SX7300/8000
(dynamic payload type 99), and video encodings H.261 (payload type 31) and H.263 (payload type 34).

C->S: OPTIONS sip:bob@example.com SIP/2.0
From: Alice <sip:alice@anywhere.org>
To: Bob <sip:bob@example.com>
Call-ID: 6378@host.anywhere.org
CSeq: 1 OPTIONS
Accept. application/sdp

S->C: SIP/2.0 200 OK
From: Alice <sip:alice@anywhere.org>
To: Bob <sip:bob@example.com> ;tag=376364382
Call-ID: 6378@host.anywhere.org
Content-Length: 81
Content-Type: application/sdp

v=0

m=audio 0 RTP/AVP 0 1 3 99
a=rtpmap:0 PCMU/8000
a=rtpmap:1 1016/8000
a=rtpmap:3 GSM/8000
a=rtpmap:99 SX7300/8000
m=video 0 RTP/AVP 31 34
a=rtpmap:31 H261/90000
a=rtpmap:34 H263/90000
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A Minimal Implementation

A.1 Client

All clients MUST be able to generate tHBIVITE and ACK requests. ClientsiusT generate and parse
the Call-ID, Content-Length, Content-Type, CSeq, From andTo headers. ClientsusT also parse the
Require header. A minimal implementatiomusT understand SDP (RFC 2327, [6]). NMtUST be able to
recognize the status code classes 1 through 6 and act accordingly.

The following capability sets build on top of the minimal implementation described in the previous
paragraph. In general, each capability listed below builds on the ones above it:

Basic: A basic implementation adds support for B¥E method to allow the interruption of a pending call
attempt. It includes &ser-Agent header in its requests and indicates its preferred language in the
Accept-Language header.

Redirection: To support call forwarding, a client needs to be able to understan@dh&act header, but
only theSIP-URL part, not the parameters.

Firewall-friendly: A firewall-friendly client understands tHRoute andRecord-Route header fields and
can be configured to use a local proxy for all outgoing requests.

Negotiation: A client MUST be able to request tt@PTIONS method and understand the 380 (Alterna-
tive Service) status and thi@ontact parameters to participate in terminal and media negotiation. It
SHOULD be able to parse th&/arning response header to provide useful feedback to the caller.

Authentication: If a client wishes to invite callees that require caller authenticatiomuisT be able to
recognize the 401 (Unauthorized) status cadesT be able to generate thuthorization request
header anahusT understand thg&/WW-Authenticate response header.

If a client wishes to use proxies that require caller authenticationy&T be able to recognize the
407 (Proxy Authentication Required) status cadesT be able to generate tiroxy-Authorization
request header and understandRinexy-Authenticate response header.

A.2 Server

A minimally compliant server implementatianusTt understand théNVITE, ACK, OPTIONS andBYE
requests. A proxy serverusT also understan@ANCEL. It MUST parse and generate, as appropriate, the
Call-ID, Content-Length, Content-Type, CSeq, Expires, From, Max-Forwards, Require, To andVia
headers. IMusT echo theCSeq andTimestamp headers in the response.skouLD include theServer
header in its responses.

A.3 Header Processing

Table 6 lists the headers that different implementations support. UAC refers to a user-agent client (calling
user agent), UAS to a user-agent server (called user-agent).

The fields in the table have the following meaning. Type is as in Table 4 and 5. “-” indicates the field
is not meaningful to this system (although it might be generated by it). “m” indicates themfigdda be
understood. “b” indicates the fielsHoOULD be understood by a Basic implementation. “r” indicates the
field sHoULD be understood if the system claims to understand redirection. “a” indicates theHield. D
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be understood if the system claims to support authentication. “e” indicates theHieldLb be understood
if the system claims to support encryption. “0” indicates support of the field is purely optional. Headers
whose support is optional for all implementations are not shown.

type UAC proxy UAS registrar

Accept R - 0] m m
Accept-Encoding R - - m m
Accept-Language R - b b b
Allow 405 o] - - -
Authorization R a 0 a a
Call-ID g m m m m
Content-Encoding g m - m m
Content-Length g m m m m
Content-Type g m - m m
CSeq g m m m m
Encryption g e - e e
Expires g - o] o] m
From g m o] m m
Hide R - m - -
Contact R - - - m
Contact r r r - -
Max-Forwards R - b - -
Proxy-Authenticate 407 a - - -
Proxy-Authorization R - a - -
Proxy-Require R - m - -
Require R m - m m
Response-Key R - - e e
Route R - m - -
Timestamp g 0 o] m m
To g m m m m
Unsupported r b b - -
User-Agent g b - b -
Via g m m m
WWW-Authenticate 401 a - - -

Table 6: Header Field Processing Requirements

B Usage of the Session Description Protocol (SDP)

This section describes the use of the Session Description Protocol (SDP) (RFC 2327 [6]). SDP is identified
asContent-Type “application/sdp”. Each SIP message body may only contain one SDP message unless the
SIP message body is of type “multipart”.
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B.1 Configuring Media Streams

The caller and callee align their media descriptions so thatttmenedia stream (“m="line) in the caller’s

session description corresponds to tttle media stream in the callee’s description.
All media descriptionsHOULD contain “a=rtpmap” mappings from RTP payload types to encodings.

This allows easier migration away from static payload types.

User agentsusT NOT reuse dynamic payload types for different encodings when issuinghNatg-E.

If the callee wants to neither send nor receive a stream offered by the caller, the callee sets the port
number of that stream to zero in its media description.

There currently is no other way than port zero for the callee to refuse a bidirectional stream offered by the caller.
Both caller and callee need to be aware what media tools are to be started.

For example, assume that the caller Alice has included the following description INVIBIE request.
It includes a bidirectional audio stream and two bidirectional video streams, using H.261 (payload type 31)
and MPEG (payload type 32).

v=0

o=alice 2890844526 2890844526 IN IP4 host.anywhere.com
c=IN IP4 host.anywhere.com

m=audio 49170 RTP/AVP 0

a=rtpmap:0 PCMU/8000

m=video 51372 RTP/AVP 31

a=rtpmap:31 H261/90000

m=video 53000 RTP/AVP 32

a=rtpmap:32 MPV/90000

The callee, Bob, does not want to receive or send the first video stream, so it returns the media description
below:

v=0

o=bob 2890844730 2890844730 IN IP4 host.example.com
c=IN IP4 host.example.com

m=audio 47920 RTP/AVP 0 1

a=rtpmap:0 PCMU/8000

m=video 0 RTP/AVP 31

m=video 53000 RTP/AVP 32

a=rtpmap:32 MPV/90000

B.2 Setting SDP Values for Unicast

If a session description from a caller contains a media stream which is listed as send (receive) only, it means
that the caller is only willing to send (receive) this stream, not receive (send). The same is true for the callee.

For receive-only and send-or-receive streams, the port number and address in the session description
indicate where the media stream should be sent to by the recipient of the session description, either caller or
callee. For send-only streams, the address and port number have no significage@®and be set to zero.
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The list of payload types for each media stream conveys two pieces of information, namely the set of
codecs that the caller or callee is capable of sending or receiving, and the RTP payload type numbers used
to identify those codecs. For receive-only or send-and-receive media streams, aroallen list all of the
codecs it is capable of supporting in the session description INYITE or ACK. For send-only streams,
the callersHouLD indicate only those it wishes to send for this session. For receive-only streams, the
payload type numbers indicate the value of the payload type field in RTP packets the caller is expecting
to receive for that codec type. For send-only streams, the payload type numbers indicate the value of the
payload type field in RTP packets the caller is planning to send for that codec type. For send-and-receive
streams, the payload type numbers indicate the value of the payload type field the caller expects to both send
and receive.

If a media stream is listed as receive-only by the caller, the callee lists, in the response, those codecs
it intends to use from among the ones listed in the request. If a media stream is listed as send-only by the
caller, the callee lists, in the response, those codecs it is willing to receive among the ones listed in the the
request. If the media stream is listed as both send and receive, the callee lists those codecs it is capable of
sending or receiving among the ones listed by the caller ilNNETE. The actual payload type numbers in
the callee’s session description corresponding to a particular emdst be the same as the caller’'s session
description.

If caller and callee have no media formats in common for a particular stream, the sakgereturn a
session description containing the particular “m="line, but with the port number set to zero, and no payload
types listed.

If there are no media formats in common for all streams, the callemJLD return a 400 response, with
a 304Warning header field.

B.3 Multicast Operation

The interpretation of send-only and receive-only for multicast media sessions differs from that for unicast
sessions. For multicast, send-only means thatrélogient of the session description (caller or callee)
SHoULD only send media streams to the address and port indicated. Receive-only means that the recipient
of the session descriptiactHOULD only receive media on the address and port indicated.

For multicast, receive and send multicast addresses are the same and all parties use the same port num-
bers to receive media data. If the session description provided by the caller is acceptable to the callee, the
callee can choose not to include a session descriptismmerecho the description in the response.

A calleemAY , in the response, return a session description with some of the payload types removed, or
port numbers set to zero (but no other value). This indicates to the caller that the callee does not support the
given stream or media types which were removed. A callesT NOT change whether a given stream is
send-only, receive-only, or send-and-receive.

If a callee does not support multicast at allsHouLD return a 400 status response and include a 330
Warning.

B.4 Delayed Media Streams

In some cases, a caller may not know the set of media formats which it can support at the time it would
like to issue an invitation. This is the case when the caller is actually a gateway to another protocol which
performs media format negotiation after call setup. When this occurs, a galleissue anNVITE with

a session description that contains no media lines. The cale@LD interpret this to mean that the caller
wishes to participate in a multimedia session described by the session description, but that the media streams
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are not yet known. The callesiouLD return a session description indicating the streams and media formats
it is willing to support, however. The callerAy update the session description either inAl@K request or
in areINVITE at a later time, once the streams are known.

B.5 Putting Media Streams on Hold

If a party in a call wants to put the other party “on hold”, i.e., request that it temporarily stops sending
one or more media streams, a party re-invites the other by senditiy\dmE request with a modified
session description. The session description is the same as in the original invitation (or response), but the
“c” destination addresses for the media streams to be put on hold are set to zero (0.0.0.0).

B.6 Subject and SDP “s="Line

The SDP “s=" line and the SIBubject header field have different meanings when inviting to a multicast
session. The session description line describes the subject of the multicast session, whileSihgjeiP
header field describes the reason for the invitation. The example in Section 16.2 illustrates this point. For
invitations to two-party sessions, the SDP “s=" Imay be left empty.

B.7 The SDP “o="Line

The “0="line is not strictly necessary for two-party sessions,NousT be present to allow re-use of SDP-
based tools.

C Summary of Augmented BNF

All of the mechanisms specified in this document are described in both prose and an augmented Backus-
Naur Form (BNF) similar to that used by RFC 822 [23] and RFC 2234 [38]. Implementors will need to
be familiar with the notation in order to understand this specification. The augmented BNF includes the
following constructs:

name = definition
The name of a rule is simply the name itself (without any enclosintidnd “>") and is separated from
its definition by the equal “=" character. White space is only significant in that indentation of continuation
lines is used to indicate a rule definition that spans more than one line. Certain basic rules are in uppercase,

such as SP, LWS, HT, CRLF, DIGIT, ALPHA, etc. Angle brackets are used within definitions whenever
their presence will facilitate discerning the use of rule names.

"literal"
Quotation marks surround literal text. Unless stated otherwise, the text is case-insensitive.
rulel | rule2

Elements separated by a bar ("—") are alternatives, e.g.,|“ge5will accept yes or no.
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(rulel rule2)

Elements enclosed in parentheses are treated as a single element. Thus, “(e|dvarffetem)” allows the
token sequences "elem foo elem” and "elem bar elem”.

*rule

The character ™" preceding an element indicates repetition. The full form is "jn¢ *jm¢ element” indicating
at least jn¢, and at most jm¢, occurrences of element. Default values are 0 and infinity so that "*(element)”
allows any number, including zero; "1*element” requires at least one; and "1*2element” allows one or two.

[rule]
Square brackets enclose optional elements; "[foo bar]” is equivalent to "*1(foo bar)”.
N rule

Specific repetition: £n>(element)” is equivalent to<n>*<n>(element)”; that is, exactly:n> occur-
rences of (element). Thus 2DIGIT is a 2-digit number, and 3ALPHA is a string of three alphabetic charac-
ters.

#rule

A construct #" is defined, similar to *, for defining lists of elements. The full form is<¢' n >#< m >
element” indicating at leaskc n > and at mosk m > elements, each separated by one or more commas
(“,”) and opPTIONAL linear white space (LWS). This makes the usual form of lists very easy; a rule such as

(*LWS element *( *LWS " *LWS element))

can be shown a$# element. Wherever this construct is used, null elements are allowed, but do not
contribute to the count of elements present. That (glement), , (element)” is permitted, but counts
as only two elements. Therefore, where at least one element is required, at least one non-null element
MUST be present. Default values are 0 and infinity so ti&tiément” allows any number, including zero;
“1#element” requires at least one; and#2element” allows one or two.

; comment

A semi-colon, set off some distance to the right of rule text, starts a comment that continues to the end of
line. This is a simple way of including useful notes in parallel with the specifications.

implied *LWS
The grammar described by this specification is word-based. Except where noted otherwise, linear white

space (LWS) can be included between any two adjacent words (token or quoted-string), and between ad-
jacent tokens and separators, without changing the interpretation of a field. At least one delimiter (LWS
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and/or separatorayiusT exist between any two tokens (for the definition of "token” below), since they
would otherwise be interpreted as a single token.
C.1 Basic Rules

The following rules are used throughout this specification to describe basic parsing constructs. The US-
ASCII coded character set is defined by ANSI X3.4-1986.

OCTET = %x00-ff ; any 8-bit sequence of data
CHAR =  %x00-7f ; any US-ASCII character (octets 0 - 127)
upalpha = "A”|"B"|"C"|"D"|"E"|"F" | "G”" | "H" | "I" |
"I KL | "MT | "N O | P "QT | 'R”
"STTT U | VW X YT | 2
lowalpha = "a”|"b”|"c”|"d"|"e” |"f"|"g"|"h"|"i
KT e e To” | pt | g | |
ST Ut VT W X | YT |
alpha = lowalpha | upalpha
digit = "Q"|"1"|"2"|"3"|"4” | "5 | "6" | "T”
"g" | "9
alphanum = alpha| digit
CTL = 9%x00-1f | Ox7f ; (octets 0 — 31) an®EL (127)
CR = %d13; US-ASCII CR, carriage return character
LF = %0d10 ; US-ASCII LF, line feed character
SP = %d32; US-ASCII SP, space character
HT = %d09 ; US-ASCII HT, horizontal tab character
CRLF = CRLF; typically the end of a line

The following are defined in RFC 2396 [12] for the SIP URI:

unreserved = alphanum | mark

mark = 1!_1’ | H_H ‘ 1!.1! | 1!!” ‘ "~ | NxkN | mn
‘ 1!(1! H)”

escaped = "%" hex hex

SIP header field values can be folded onto multiple lines if the continuation line begins with a space or
horizontal tab. All linear white space, including folding, has the same semantics as SP. A reaipient
replace any linear white space with a single SP before interpreting the field value or forwarding the message
downstream.

LWS = |[CRLF]1*(SP|HT); linear whitespace

The TEXT-UTFS8 rule is only used for descriptive field contents and values that are not intended to be
interpreted by the message parser. Words of *TEXT-UTF8 contain characters from the UTF-8 character set
(RFC 2279 [20]). In this regard, SIP differs from HTTP, which uses the ISO 8859-1 character set.

TEXT-UTF8 = <anyUTF-8 character encoding,exceptCTLs,
but includingLWS>
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A CRLF is allowed in the definition of TEXT-UTF8 only as part of a header field continuation. It is
expected that the folding LWS will be replaced with a single SP before interpretation of the TEXT-UTF8
value.

Hexadecimal numeric characters are used in several protocol elements.

heX = ”A” nBu nCH nDn ”E” ”F”
‘ Han nbn | HCH Hdn ‘ nen nfn ‘ dlglt

Many SIP header field values consist of words separated by LWS or special characters. These special
charactersausT be in a quoted string to be used within a parameter value.

token = 1*(alphanum | ™" | " | " 9" | R I | AT e | )
separators = "("[")"|"<"|">"|"@" |

TN <>

T ||

"7} | SP | HT

Comments can be included in some SIP header fields by surrounding the comment text with parentheses.
Comments are only allowed in fields containing “comment” as part of their field value definition. In all other
fields, parentheses are considered part of the field value.

comment “(“ *(ctext | quoted-pair | comment) )"
ctext = <anyTEXT-UTF8 excluding“(* and“)">

A string of text is parsed as a single word if it is quoted using double-quote marks.

quoted-string = ("¢ *(qdtext | quoted-pair ) j"¢, )
qdtext iany TEXT-UTF8 except i"¢.¢

The backslash characteh () MAY be used as a single-character quoting mechanism only within quoted-
string and comment constructs.

quoted-pair = "\ "CHAR

D Using SRV DNS Records

The following procedure is experimental and relies on DNS SRV records (RFC 2052 [39]). The steps listed
below are used in place of the two steps in section 1.4.2.

If a step elicits no addresses, the client continues to the next step. However if a step elicits one or more
addresses, but no SIP server at any of those addresses responds, then the client concludes the server is down
and doesn’t continue on to the next step.

When SRV records are to be used, the protocol to use when querying for the SRV record is “sip”. SRV
records contain port numbers for servers, in addition to IP addresses; the client always uses this port number
when contacting the SIP server. Otherwise, the port number in the SIP URI is used, if present. If there is no
port number in the URI, the default port, 5060, is used.
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. If the host portion of theRequest-URI is an IP address, the client contacts the server at the given

address. If thdnost portion of theRequest-URI is not an IP address, the client proceeds to the next
step.

. TheRequest-URI is examined. If it contains an explicit port number, the next two steps are skipped.

. TheRequest-URI is examined. If it does not specify a protocol (TCP or UDP), the client queries the

name server for SRV records for both UDP (if supported by the client) and TCP (if supported by the
client) SIP servers. The format of these queries is defined in RFC 2052 [39]. The results of the query
or queries are merged together and ordered based on priority. Then, the searching technique outlined
in RFC 2052 [39] is used to select servers in order. If DNS doesn’t return any records, the user goes
to the last step. Otherwise, the user attempts to contact each server in the order listed. If no server is
contacted, the user gives up.

. If the Request-URI specifies a protocol (TCP or UDP) that is supported by the client, the client

queries the name server for SRV records for SIP servers of that protocol type only. If the client does
not support the protocol specified in tRequest-URI, it gives up. The searching technique outlined

in RFC 2052 [39] is used to select servers from the DNS response in order. If DNS doesn’t return any
records, the user goes to the last step. Otherwise, the user attempts to contact each server in the order
listed. If no server is contacted, the user gives up.

. The client queries the name server for address records for the host portionRédbest-URI. If

there were no address records, the client stops, as it has been unable to locate a server. By address
record, we mean A RR’s, AAAA RR’s, or their most modern equivalent.

A client MAY cache a successful DNS query result. A successful query is one which contained records

in the answer, and a server was contacted at one of the addresses from the answer. When the client wishes
to send a request to the same host, it starts the search as if it had just received this answer from the name
server. The server uses the procedures specified in RFC1035 [15] regarding cache invalidation when the
time-to-live of the DNS result expires. If the client does not find a SIP server among the addresses listed in
the cached answer, it starts the search at the beginning of the sequence described above.

For example, consider a client that wishes to send a SIP requesRéltheest-URI for the destination

is sip:user@company.com. The client only supports UDP. It would follow these steps:

E

1. The host portion is not an IP address, so the client goes to step 2 above.

2. The client does a DNS query of QNAME="sip.udp.company.com”, QCLASS=IN, QTYPE=SRV.

Since it doesn’t support TCP, it omits the TCP query. There were no addresses in the DNS response,
so the client goes to the next step.

3. The client does a DNS query for A records for “company.com”. An address is found, so that client

attempts to contact a server at that address at port 5060.

IANA Considerations

Section 4.4 describes a name space and mechanism for registering SIP options.

Section 6.42 describes the name space for registeringv&iR-codes.
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F Changes Needed for Draft Version

ABNF rules now describe tokens explicitly rather than by subtraction; explicit character enumeration
for CTL, etc.

Registrars should be careful to check ate header as the expiration time may well be in the past,
as seen by the client.

Content-Length is mandatory; Table 4 erroneously marked it as optional.

User-Agent was classified in a syntax definition as a request header rather than a general header.
Clarify ordering of items to be signed and include realm in list.

Allow Record-Route in 401 and 484 responses.

Hop-by-hop need to preceded end-to-end headers only if authentication is used (Section 6).

1xx message bodiasAy now contain session descriptions.

Changed references to HTTP/1.1 and authentication to point to the latest RFCs.

Added 487 (Request cancelled) status response. It is issued if the original request was cancelled via
CANCEL.

Added in Section 4.2.4: "BYE request from either called or calling party terminates any pending
INVITE, but theINVITE request transactiomusT be completed with a final response.”

Clarified in Section 4.2.1 what happens if tWdVITE requests meet each other on the wire, either
traveling the same or in opposite directions:

A UAC muST NOT issue anotheNVITE request for the same call leg before the pre-
vious transaction has completed. A UAS that receiveNAfITE before it sent the final
response to atNVITE with a lower CSeq numbermusT return a 400 (Bad Request)
response andiusT include aRetry-After header field with a randomly chosen value of
between 0 and 10 seconds. A UA that receiveBNAATE while it has anNVITE transac-
tion pending, returns a 500 (Internal Server Error) and also includRetry-After header
field.

Clarified in Section 4.2.1: “If alNVITE request for an existing session fails, the session description
agreed upon in the last succesdMVITE transaction remains in force.”

Bug: Allow was listed as optional in 405 responses in Table 4. It is mandatory.

Bug: TheFrom, To, and Via headers were missing extension parameters. Hiryption and
Response-Key header fields now “officially” allow parameters consisting only of a token, rather
than just “token = value”.

Bug: UDP spec not clear on whether responses sent to source port of request or port in Via. Should
use port in Via. Check NAPT issues.
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e The spec was not clear on the identification of a call leg. Section 1.3 says it's the combinalmn of
From, andCall-ID. However, requests from the callee to the caller havelthand From reversed,
so this definition is not quite accurate. Additionally, the tag field should be included in the definition
of call leg. The spec now says that a call leg is defined as the combination of local-address, remote-
address, and call-id, where these addresses include tags. Also note that only the username and host
part of theTo andFrom fields are used for this purpose, so that:

"User 1" <sip:userl@columbia.edu>

and

Joe <sip:userl@columbia.edu>

would be the same when determining the call leg.

Text was added to Section 6.21 to emphasize thaFthen andTo headers designate the originator
of the request, not that of the call leg.

e Bug: Section 4.2.5 is unclear about 200 response3ANCEL. It should clarify that a UAS which
receives anNVITE, and the a CANCELMUST NOT respond to the INVITE* with a 200 OK, but
SHOULD respond to the *CANCEL* with a 200 OK. In the current reading, its not clear whether the
200 OK it is supposed to send is to tVITE or CANCEL, and thus it reads inconsistently.

e When a UAS receives @ANCEL before sending a 200 OK (in fact, before sending any final re-
sponse), it doenot need to respond to the original requestsfitouLD not send a final response to
the original request). However, a UAC or proxy that sen@RACEL should be prepared to possibly
receive a final response to the original request, even after sen@ANEEL. This is possible when
a CANCEL and final response "pass each other on the wire”, ofGA®CEL is lost. A UAC or
proxy which receives a final response to the original request, after send@AN&EL, SHOULD
send aACK for that request (it would only send AGK for a 200 response tNVITE if it were a
UAC, of course, since proxies doATK 200 OKs toINVITEs). When this situation occurs, the UAS
will have sent a response to the original request, and then receive a CANCEL. The UAS SHOULD
still respond with a 200 OK to the CANCEL.

e Bug: All URI parameters, excephethod, are allowed in &Request-URI. Consequently, also up-
dated the description of which parameters are copied from 3xx responses in Sec. 6.13.

e Bug: Consider a proxy that implements an ACD service. It proxies call requests to operators based
on some complex logic. After receiving atdVITE, proxying it, and forwarding the response, the
proxy eventually times out its state. Later on,ADK (a late one, or one that has been wandering in
the network) arrives. Where should the proxy send this? Ideally, the proxy should know where it sent
the INVITE, and send it to the same place. This is not workable for complex forwarding logic. To
fix this, theACKs should go directly to the UAS. This will occur if a UAS inserts a Contact into the
200 OK, and if the UAC honors this in subsequent requests (includi®lg). However, insertion of
Contact, and honoring of Contact, are SHOULD, not MUST, so this "lost ACK” case is still possible
in conditionally compliant implementations. TO fix this, (1) insertion of a Contact header, and (2)
honoring of a Contact header, should be made MUST strength. (Q: is this the only solution???)
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e Bug: The use of CRLF,CR,or LF to terminate lines is confusing. Basically, each header line can
be terminated by a CR, LF, or CRLF. Furthermore, the end of the headers is signified by a "double
return”. Thus, if the BNF is defined as:

return = (CR| LF | CRLF)
and double-return is (CRLF CRLF)

This grammar is not context-free, since CR LF could be either return or double return, and thus you
may not be able to distinguish the end of line with end of headers. In fact, the header section should
be terminated by a double-return of the form: double-return = (CR|@Ej LF) | (CR LF CR LF)

This is inconsistent with the BNF currently defined in the spec, which reads like the former definition.
This needs to be explicitly clarified in the spec.

e Bug: The URI comparison rules are very vague. In particular, when a registration is being performed,
how are the URI’s in the Contact headers compared with existing registered URIs? Clearly the user-
name and host part should be compared; what about port (answer: yes, port as well). This comparison
rule needs to be explicitly defined. In general, URI comparison rules need to be clearly defined.

e Bug: The spec is not clear on whether both parties “shareCtheq space. In other words, if A sends
anINVITE to B with CSeq: 0, and then B sends a BYE to A, does B need use CSeq:1B¥H3
Answer: no. TheCSeq space is maintained independently in both directions.

e Bug: The Call-ID BNF allows only for something of the fordmcal-id@host. Technically, there is
no reason why this restriction needs to be in the BNF. It is easy enough to allow:

Call-ID = token

i.e., any token. The rules about how this should be generated (localid@host) remain the same. This is
mostly to improve robustness.

e Bug: Section 4.2.6 specifies that, foOR&EGISTER request, the user name of the Request-URI MUST
be empty. While it does not mention anything about the “@” sign, the SIP-URL BNF is defined so
that an "@” sign is used only in conjunction with a user ID. The implication that no “@” sign appears
in aREGISTER Request-URI is never explicitly stated.

e Bug: rounded brackets in Contact header are sort of legacy, and very hard to implement. They are
also not that useful. Perhaps they should be removed. Vote during bakeoff was that this is OK.

e Bug: The spec says that a proxy is a back to back UAS/UAC. This is almost, but not quite, true. For
example, a UAS should insert a tag into a provisional response, but a proxy should not. This should
be clarified.

e Issue: Usage of Content-Length. Spec is not that clear under what conditions its needed, particularly
with TCP. This should be clarified. Another issue: should Content-Length just be made mandatory?
It's not as a carryover from HTTP; do we have the same assumptions they do? Also, the section on
Content-Length does not discuss behavior for requests over TCP that do not contain Content-Lengths
(Answer: if no Content-Length is present in requests, the request packet must be terminated with a
close connection. However, having the client close a connection is the same as sending a CANCEL,
SO no response is ever received. Now, a client *can* do this, but it makes no sense)
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e Issue: INREGISTER requests, should the request URI be a fully qualified hostname, or the domain-
name:

REGISTER sip:machine.company.com SIP/2.0

or

REGISTER sip:company.com SIP/2.0

It matters since registrars check if the domain name is there’s before accepting the registration. The
comparison might fail if the wrong thing is sent. Answer: probably a proxy/UAC SHOULD send it

to company.com (and then use SRV to find the right machine), but a registrar SHOULD accept both
fully qualified host names and domain names in comparisons. In fact, the registrar probably should
be making this comparison on the To field, not the Request-URI!

e Issue: The tag in the To field should also be inserted into the response when the request was multicast,
not just when there was more than one Via field. The server knows if its multicast based on the maddr
tag in the Via field.

e Issue: A sends alNVITE to B, and B returns a 180 with a tag. Then, A sends BYE to B, without
a tag in the To field. Should B accept this BYE or not? Answer: not sure; | think actually it says
somewhere in the spec you are not supposed to initiate a new transaction until the previous completes.

e Bug: Section 6.37 says that all subsequent transactions between both parties MUST include the tag
in the To field. This is a contradiction to a previous section, where the tag may not always be there.
Furthermore, the tag is not placed iCANCEL request.

e Bug: No default value for the g parameter in Contact is defined. This is not strictly needed, but is
useful for consistent behaviors at recursive proxies and at UAC’s

e Bug: A INVITEs B through a proxy, B responds to A with a tag in the To field. Later, A sends a
redNVITE to B, with a tag in the To field, through the proxy. This request is malformed, so the proxy
returns a 400 error. Normally, a proxy will insert a tag into the To field of a 400 response. But here, it
cannot, since a tag is already present in the request. Thus, the rule should be that if a request arrives
with a tag, the entity sending a response MUST NOT insert an additional tag, even if it a different
entity than the one that created the tag in the first place.

e Bug: When UAS mirrors the To field in the response, and the UAC "matches” it to determine what
call and call-leg it is, it MUST make the comparison based on the user, host, and tag of the URI only
- not based on the display name, existence of brackets, etc. (Basically, don’t do a pure string match)

e Bug: When multicasting a register, if a server wishes to authenticate the user it, must return a 401.
However, it is not permitted to send a 400 response via multicast. How should this be handled?

e Bug: If a proxy sends a request by UDP (TCP), the spec does not disallow placing TCP (UDP) in the
transport parameter of the Via field, which it should.
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e Bug: The spec says that if a server receiveSANCEL for which it has no pending transaction,
it returns an error. This, however, is not true for a proxy. A stateless proxy SHOULD forward the
CANCEL as it would any nodNVITE request.

e Bug: Currently, the spec says a proxy should not inséteeord- Route into a request with Route
headers. | think this is wrong. The Route should be refreshed with each new request by a new Record-
Route. The primary motivation here is mobility; if a user moves and sends a new request with a new
Contact header, the Route must change. Similarly, this new route may require new proxies on the
route (or old ones to drop off).

e We now allowAccept andAccept-Encoding in BYE andCANCEL requests. There is no particular
reason not to allow them, as both requests could theoretically return responses, particularly when
interworking with other signaling systems.

e Add ability to hideFrom addresses. Encryption? Flag?

e Section 6.13 in the rfc begins mid-paragraph after the BNF. The following text seems to have been
misplaced in the conversion to ASCII:

Even if the “display-name” is empty, the “name-addr” form MUST be used if the “addr-
spec” contains a comma, semicolon or question mark.

e Section 14 references [36], which is an Internet draft on http basic and digest. The reference is
normative. | think this should have been a reference to the RFC on digest authentication, which this
draft updates.

e There were two incompatible BNFs foW¥WW-Authenticate. One defined for PGP, and the other
borrowed from HTTP. For basic or digest:

WWW-Authenticate: basic realm="Wallyworld"

and for pgp:

WWW-Authenticate: pgp; realm="Wallyworld"

The latter is incorrect and the semicolon has been removed.

e Table 5 listsWWW-Authenticate as a response-header allowed only in 401 responses. However, sec-
tion 13.2 allows its reuse in requests contairftequire: org.ietf.sip.signed-response
header. Also examples in section 14.1 hew&/W-Authenticate in INVITE requests with n®equire:
present

A client MAY require that a server sign its response by includiRegguire:  org.ietf.sip.signed-respo
request header field. The client indicates the desired authentication method via the WWW- Authenti-
cate header.

This is also an inconsistency. If we do allow this, th&WW-Authenticate must be a request and
response header field, and thathorization header as well, since then it is included in a signed
response.
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e Text on including Authorization in responses and WWW-Authenticate in requests needs to be added.

e Theln-Reply-To header was added.
¢ Ping liveness detection. Motivation:

A proxy may be keeping track of a call during its entire duration, for example to maintain consistent routing
for all subsequent requests. The proxy enforces that requests traverse it bResorg-Route. If, however,
aBYE fails to arrive at the termination of a call (e.g., because of application failure or network partition), the
proxy must know to delete the call record. If the proxy deletes a call record before a session is terminated
(by timeout, for example), it makes the routing of subsequent call messages impossible (since the information
regarding the ultimate destination of BVITE may no longer be available). Without the ability for a proxy
server to check the liveness of a session, there is no way to rectify this problem.

Solutions suggested:
e proxy sends réNVITE;
e session lifetime;

e A PING request would be retransmitted (T1, doubled each time, max of T2, up to 11 times) until a
provisional or final response is received. Once that is accomplished, it is only retransmitted at the
frequency specified in the "Period” header. As long as another provisional response is received in at
the fregency specified in the "Period” header, the PING is not retransmitted.

e TheOPTIONS request is answered with a special 2xx status if the call leg exists at the server. (What
about changes in SDP?)

¢ (?) Add redirection history. May have privacy implications.
e Add session lifetime as SIP header (Session-Expires?)

e UA Record-Route behavior: 1. The Record-Route list from a response must be inverted and placed
in the Route header in subsequent requests 2. Subsequent requests are sent to the first server on the
Route list

| think even minimal implementations SHOULD do (1), so that a proxy is burdened with remembering
the Record-Routes from responses and storing them in requests. However, (2) can be done by either
the UAC or the proxy that the UAC always sends a request to. Basically, when a proxy receives a
request with a Route header, it removes the next Route header and forwards it there. Consider a UAC
which does (1) but not (2). Now, lets say a proxy doesn't list itself in a Record-Route header, but the
UAC always sends all requests to that proxy. When a request arrives, the proxy follows normal Route
processing rules and the message is forwarded correctly. If the proxy does list itself in the Record-
Route, the UAC will end up sending a request to the proxy, but the top Route header in the request is
the address of the proxy itself. Thus, the proxy shouldn’t send it to this address (which would cause
a loop), but rather it should check if the top Route header is its own address, and if so just remove it,
and then send to the next address.

With this additional processing step, it is possible for UAC’s to send requests always to a specific
proxy, but they still SHOULD reflect the Record-Route headers into a Route header. | suspect this is
the far easier part of the processing in any case.
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e Expires header clarified: limits only durationdfVITE transaction, not the actual session. SDP does
the latter.

e automatic proxy configuration; header or configuration language?
e emptyTo andFrom in initial REGISTER requests (agreed);
e received-port for NAPT support inVia header field;

e Proxy authentication: If a forking proxy adds or changesfathorization header, itMusT change
the branch parameter in the&/ia header to avoid being confused by retransmission of earlier 407
responses. If a request triggered a 407 response, the downstream proxy inspects retransmissions of the
the same request to see if it contains new authorization header. If so, it re-evaluates its authentication
decision. This is a slight deviation from the usual idempotency rules.

¢ In-Reply-To andReferences for follow-up calls, similar to [40].

e Use of cookies with SIP?

G Open iIssues

G.1 URI Syntax

The problem is that since [userinfo @] is optional, when you start parsing after the “scheme:”, you don't
know whether this is userinfo or hostport. Thus, if you hit a semicolon, you won't know whether now you
are seeing parameters for the URI, or whether this is part of the hostport. Yes, you could first scane the
whole thing for an @ sign, then decide whether there is a userinfo, but this requires a two pass parse. I'd
rather be able to decide once | hit a semicolon or at sign.

userinfo is defined as *( some stuff). This means there can be zero of them,so that:

sip:@dnrc.bell-labs.com

and

sip:dnrc.bell-labs.com

| still think hname and hvalue cannot be *uric. The "&” and "=" should be disallowed. | know the text
says they must be escaped encoded, but the BNF still allows them to be present, since uric includes reserved,
which includes both & and =.

G.2 Merges for forked request

We could also solve th€EANCEL problem by requiring the one Via field in tHt@ANCEL to contain this
same identifier.

G.3 Formatting

Move table-of-contents between abstract and intro in ASCII version.

“We usually abide by the "3 line rule” which is that if a paragraph doesn’t have at least 6 lines (3 on one
page, 3 on another) then it CAN'T be broken up. The .ne command is for keeping sentences together. If it
is code we just let it run, but we try to keep paragraphs under six lines together on the same page.”
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