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Introduction

ITU-T SG16 is chartered with the responsibility of study in the area of multimedia systems.  Over the years, a number of Recommendations have been published that have been met with good success in the market.  However, as is always the case with any new area of study, protocols are developed that prove to have both strengths and weaknesses and do not meet the market requirements as well as they could.

It is widely believed that packet-based networks represent the foundation of the next generation of communication systems.  The first standards-based protocols developed to address the market requirements for packet-based networks are T.120, H.323, and SIP (from the IETF).  While these are good protocols and meet the requirements for the market today, it should also be recognized that these protocols are a first attempt at addressing the needs of a packet-based multimedia communication market.

During the development of these protocols, some poor assumptions and mistakes were made.  For example, it was originally believed that multipoint communication was vitally important, yet few vendors have implemented multipoint capabilities.  Instead, most vendors rely on multipoint control units (MCUs) to simulate a conference.  In truth, depending on the MCU for multipoint functionality works well.  Unfortunately, it leaves much unneeded protocol elements within H.323 and T.120.

Whereas H.323 and T.120 have been cited as being complex, SIP has likewise been cited for being incomplete.  For example, SIP has no standard means of reporting PSTN error codes, lacks well-defined procedures for error recovery, and uses a textual encoding that has proven to be problematic over some network links due to the size of the messages.  In addition, those who have adopted SIP within their environment are forced to introduce non-standard extensions to meet their basic requirements.  This has been true for both 3GPP and PacketCable.  Unfortunately, such non-standard extensions only lead to interoperability problems.

Both H.323 and SIP were developed with a “peer to peer” model in mind.  Although each has an adjunct device to which it communicates (Gatekeeper in H.323 networks and Proxy in SIP networks) that can handle some functions, such as address resolution and call routing, the protocols still suffer in the area of “services,” as each protocol requires that services like call transfer, call hold, etc., be performed by the endpoint.  This requirement simply adds to the complexity of the endpoint device.  Having that functionality in a centralized device would allow the endpoint to be less complex and would better allow the service provider or equipment manufacturer to introduce new features and services, control the endpoints, and manage the endpoints.

The recognized need to better control the endpoints resulted in the creation of protocols such as MGCP and H.248, which are referred to as device control protocols.  The device control protocols limit the scope of what an endpoint can do unilaterally, while at the same time moving the more complex call control signalling to a centralized device.  Unfortunately, such a design puts a higher burden on the centralized device and weakens the autonomy of the endpoint.  In theory, the device control protocol could provide voice, video, and data (e.g., T.120) services.  However, in reality it has proven to be a challenge to find interoperable systems that will provide all three classes of media to the end user.

In the first-generation protocols, a number of critical areas were neglected.  For example, Quality of Service (QoS), security, lawful interception, emergency services, provisioning, and management were all considered second and, more often than not, under specified, if specified at all.

For these reasons, it is proposed that ITU-T SG16 consider embarking on the development of a second-generation protocol that tries to correct the mistakes made in the first-generation protocols.  The protocol should be a multiservice communication protocol (MCP), providing voice, video, and data capabilities.

Scope of the Work

The scope of this work would overlap the work done in H.323, T.120, and H.248.  However, the objective of the work is to learn from the weaknesses discovered in the first-generation protocols to create a stronger, more viable second-generation protocol.

Areas for Consideration

The second-generation protocol should consider the following areas:

· QoS 

· Security 

· Modularity

· Scalability

· IP Network Issues

· Scalability (transport selection, call state issues, etc.)

· Robustness

· Service control / Service interaction 

· Call State

· Lawful interception 

· SCN interworking

· Precision of the Recommendation

· Provisioning 

· Management 

· Media transmission 

· Emergency services

· Protocol simplicity

· Optimised encoding

· Audio, video, and data capabilities

Quality of Service (QoS)

QoS issues have often been left as the last area to receive attention.  We should strive to focus on QoS from the outset.

Security

Like QoS, security should be considered at the outset.  This should encompass authentication, authorization, non-repudiation, and encryption.  In developing a protocol for both the enterprise and the service provider environment, security is a key component to any successful protocol.  With the current first-generation protocols, security has proven to be an interworking problem.  The reason is that security was considered “after the fact,” so many people created proprietary means of providing security.

Modularity

MCP should have protocol elements that are modular, but the system as a whole should be one that is unified and well defined.  Whereas H.323 and SIP rely on endpoints for many services, this functionality should be moved into a centralized server.  The MCP endpoint should have basic primitives, such as “move this call leg here” and “join these two call legs.”  This would allow the endpoint to move a call leg to/from the server for the purpose of park, transfer, pickup, etc., with limited protocol complexity.

Data capabilities should be well integrated into MCP, providing the endpoint with full control over audio, video, and data sessions between itself and another endpoint.  The complexity of the data protocols should be drastically reduced from that of T.120.

IP Network Issues

In the IP environment, MCP should take advantage of the IPv6 features.  In addition, elements such as NAT devices and firewalls should be considered right away, so as to avoid problems in trying to build end-to-end communication networks.

Scalability

H.323 and SIP both enjoy scalability by allowing communications to take place directly between two endpoints.  Unfortunately, device-control protocols add a level of signalling which imposes a burden on the signalling systems.  This burden translates to a need for more processing power to accomplish the same task, delays in signalling, and interworking “hurdles” to jump.

MCP should take advantage of the direct call signalling model but should give up some more intensive call control operations to achieve a higher level of scalability than the combined MG + MGC of the first-generation protocols.

Robustness

MCP should be designed with robustness in mind.  Issues, such as device failure, should be considered immediately.  The goal of MCP should be to provide a communication environment wherein failures of one or more components minimally disrupts communication.  Error resilience in call signalling, service control, and media transmission should be carefully considered so that the resulting protocol is carrier grade.

Service Control / Service Interaction

Whereas the first-generation protocols largely left service control as an item outside the scope of the protocol, service control is the revenue-generating factor for service providers, which ultimately deploy these systems.  We should carefully consider how the components of the system interact with each other to provide services and how those services are controlled as we move forward.  Elements from the device-control protocols should be carefully married into MCP, so that events like off-hook can be signalled and indications like message waiting can be provided without overly complicating the protocol.

Call State

There is general agreement that minimizing call state is beneficial, as it leads to higher scalability.  In reality, having no call state may also translate into the service provider not being able to collect money for calls.  Hence, there must be a balance between state that is maintained and the desire to remove call state.  Consideration should be given to the extent to which any element in the environment needs to maintain call state and remove as much as possible.  Consideration should also be given to the ability to move call state between functional components of the system.

Lawful Interception

Largely left untouched even to this day, lawful interception is vitally important to the commercial, long-term success of packet-based communication systems.  It should be clearly defined in MCP how lawful interception is provided or where it should be provided.  Since requirements may differ from country to country, inserting specific provisions into the protocol may be difficult.  However, we should study aspects of lawful interception that are common in all requirements and do what we can to help facilitate the development of a protocol that is friendly to the need of law enforcement, yet also providing security to users against outside intruders who have no legal right to intercept the communications.

SCN Interworking

Interworking with the switched circuit network should be of utmost importance.  As a consequence of H.323’s adoption of Q.931, H.323 has enjoyed a high degree of interworking capability.  Still, there have been issues with media cut-through, release/release complete, in-band tones and announcements (including during call transfer), disconnect reasons, etc.  MCP should strive to provide the functionality needed to seamlessly interwork with the PSTN yet maintain the properties that make it unique and a powerful packet-based multiservice protocol.

Precision of the Standard

Due to the fact that experts working on H.323 were under intense pressure to produce a Recommendation for “time to market,” the text is less precise and more erroneous than it would have been if more time and attention to detail were afforded the work.  It should be a goal of the MCP development that the quality of the Recommendations be improved to avoid interworking and interoperability issues.

Provisioning

Provisioning is also an area that has largely been ignored.  If we were to examine the various devices on the market, we would quickly determine that it is nearly impossible to “plug and play” what should be interoperable systems with each other.  The idea of being able to enter a retail store and purchase any IP phone that is guaranteed to work within your residential H.323 or SIP service environment is highly desirable but impossible today.  Tasks such as provisioning a basic telephone should be within the scope of MCP.

Management

H.323 provides basic management capabilities via H.341, but those capabilities are insufficient.  More attention needs to be given to the needs of the service provider and enterprise to manage equipment under its control.

Media Transmission

MCP should focus on optimising the media transmission in a number of areas.  It should consider things such as multiplexing streams between large trunking gateways, reducing the size of the headers in each packet, addressing link bandwidth issues, propagation of media over error-prone connections.

Emergency Services

With the recent events that occurred in the United States, a heightened awareness has been raised to the need for communication during a catastrophic event around the world.  MCP should address issues of emergency services to ensure that call signalling and media are provided end-to-end, even under the most adverse conditions.  Traffic should be classified, and consideration should be given to how the traffic is classified.

Protocol Simplicity

While no powerful communication system is simple, care should be exercised in the development of MCP to ensure that the protocol elements are as simple to implement as possible.  Complexity is unavoidable, but it is also recognized that there are ways to simplify any problem.

One way to simplify the protocol is to logically divide the functionality clearly between the endpoint, a server, or other entities that might become part of MCP.  Crisply defined divisions of responsibility would be instrumental in both achieving the simplicity goal, as well as the scalability and service control goals.  It should also be a goal that little, if any, additional protocol has to be added to support various entities within the system, such as communication with an MCU, IVR, voicemail, or other system.

Optimised Encoding

One area that has long been an area of concern by some people is that ASN.1 PER is supposedly complex.  Those familiar with it or who have tools to hide the complexity feel differently.  Nonetheless, everyone agrees that the binary encoding used in H.323 is very space efficient yet does have some inherent complexity as a result.

On the other hand, the use of text encoding for SIP has also proven problematic, as text messages are getting too large to comfortably fit within the MTU size of the IP network.  In addition, parsing a text message does not make it immediately usable by the system, as the parsed message then has to be converted into an internally usable form.

For these reasons, it is proposed that SG16 work with the ASN.1 experts to define a “lite” version of ASN.1 syntax.  We should create a syntax that strikes a balance between complexity and efficiency of compiling the syntax and encoding values.  In addition, developers and technicians for should adopt a common presentation language to aid in such tasks as debugging the protocol.

Audio, Video, And Data Capabilities

Most importantly, SG16 should focus on a multiservice communication protocol (MCP) that provides audio, video, and data capabilities to the end user.  We should not forget that we are trying to make great progress in the way in which people communicate around the world.  The communication protocol of the Next Generation Network will be the protocol that provides multiservice communication capabilities.
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