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Abstract. DotSlashallows differentweb sitesto form a mutual-aidcommunity

and use sparecapacityin the communityto relieve web hotspotsexperienced
by ary individual site. As a rescuesystem DotSlashinterveneswhena web site

becomeseaily loaded,andis phasedut oncetheworkloadreturnsto normal.

It aimsto complementheexisting websenerinfrastructureo handleshort-term
loadspikeseffectively. DotSlashis self-con guring,scalablecost-efective, easy
to use,andtransparento clients. It targetssmall web sites,althoughlarge web

sitescanalsobene t from it. We have implementedha prototypeof DotSlashon

top of Apache.Experimentshav thatusingDotSlashaweb sener canincrease
therequestrateit supportecandthe datarateit deliveredto clientsby anorder

of magnitude,even if only HTTP redirectis used.Parts of this work may be

applicableto otherservicessuchasGrid computationakervices.

1 Intr oduction

As moreweb sitesexperiencea requestoadthatcanno longerbe handledby a single
sener, usingmultiple senersto seneasinglesitebecomeswidesprea@pproachTra-
ditionally, adistributedwebsener systemhasuseda x ednumberof dedicatedseners
basedn capacityplanning,whichworkswell if therequestoadis relatively consistent
andmatcheghe plannedcapacity However, webrequestgouldbevery bursty. A well-
identi ed problemwebhotspotgalsoknown as ash crowdsor the Slashdogffect[2])
maytriggera largeloadincreasebut only lastfor a shorttime [14, 24]. For suchsitua-
tions, overprovisioninga website is not only uneconomicabut alsodif cult sincethe
peakloadis hardto predict[16].

To handleweb hotspotseffectively, we adwocatedynamicallocationof sener ca-
pacityfrom asener pooldistributedglobally becaus¢heaccessink of alocal network
couldbecomeabottleneck As anexampleof globalsener pools,contentdelivery net-
works (CDNs)[27] have beenusedby largewebssites but smallweb sitesoftencannot
afford the costparticularly sincethey may needtheseservicesvery rarely. We seeka
more cost-efective mechanismAs differentweb sites(e.qg.,differenttypesor in dif-
ferentlocations)arelesslik ely to experiencetheir peakrequestoadsat the sametime,
they could form a mutual-aidcommunity andusesparecapacityin the communityto
relieve web hotspotsexperiencedoy ary individual site [10]. Basedon this obsena-
tion, we designedDotSlashwhich allows a web site to build an adaptve distributed
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websener systemonthe y to expandits capacityby utilizing sparecapacityat other
sites.UsingDotSlashawebsite notonly hasa x edsetof origin serves, but alsohas
a changingsetof rescueserves draftedfrom othersites.A web sener allocatesand
releasesescuesenersbasedon its load conditions.The rescueprocesss completely
self-managingndtransparento clients.

DotSlashdoesnotaimto supportarequestoadthatis persistenthhigherthanaweb
site's plannedcapacity but ratherto complementhe existing web sener infrastructure
to handleshort-termload spikes effectively. We envision a spectrumof mechanisms
for web sitesto handleload spikes.Infrastructure-basedpproacheshouldhandlethe
requestload sufciently in most cases(e.g., 99:9% of time), but they might be too
expensve for short-termenormoudoad spikesandinsufcient for unexpectedoadin-
creasestor thesecasesPotSlashintervenesso thata web site cansupportits request
loadin morecasege.g.,99:999%of time). In parallel,awebsitecanuseservicedegra-
dation[1] suchasturning off dynamiccontentandservinga trimmedversionof static
contentunderheaily-loadedconditions As thelastresort,awebsitecanuseadmission
control[31] to rejecta fraction of requestandonly admitpreferredclients.

DotSlashhasthe following advantagesFirst, it is self-con guring in that service
discovery [13] is usedto allow senersof differentweb sitesto learnabouteachother
dynamically rescueactionsaretriggeredautomaticallypasedn loadconditions anda
rescuesener cansene the contentof its origin senerson the y without the needof
arny advancecon guration. Secondjt is scalablebecausea web sener canexpandits
capacityasneededy usingmorerescueseners.Third, it is very cost-efective since
it utilizes sparecapacityin awebsenercommunityto bene t ary participatingsener,
andit is built on top of the existing web sener infrastructure without incurring any
additionalhardwarecost. Fourth, it is easyto usebecausetandardNS mechanisms
andHTTP redirectareusedto of oad clientrequest$rom anorigin senerto its rescue
seners,withouttheneedof changingoperatingsystenor DNSsenersoftware.An add-
onmoduleto thewebsenersoftwareis sufcient to supportall neededunctions. Fifth,
it is transparento clientssinceit only usessener-side mechanismsClient browsers
remainunchangedand client bookmarkscontinueto work. Finally, an origin sener
hasfull controlof its own rescueproceduresuchashow to chooseescuesenersand
whento of oad clientrequestdo rescueseners.

DotSlashtargetssmall web sites,althoughlarge web site canalsobene t from it.
We focuson load migrationfor staticweb pagesn this paper andplanto investigate
load migrationfor dynamiccontentin the next stageof this project.Partsof this work
may be applicableto otherservicessuchasGrid computationakerviceg12]. There-
mainderof this paperis organizedasfollows. We discussrelatedwork in Section2,
give anoverview of DotSlashin Section3, presentDotSlashdesign,implementation
andevaluationin Section4, 5 and6, respectrely, andconcludein Section?.

2 RelatedWork

Caching[29] providesmary bene tsfor webcontentretrieval, suchasreducingband-
width consumptiorandclient-percevedlateng. Cachingmayappeaiat several differ-
entplacessuchasclient-sideproxy cachingintermediatenetwork caching andsener-



sidereversecachingmary of which arenot controlledby origin webseners.DotSlash
usescachingatrescuesenersto relievetheloadspike atanorigin sener, wherecaching
is setup ondemandandfully controlledby theorigin sener.

CDN [27] servicesdeliver partor all of the contentfor a web site to improve the
performancef contentdelivery. As aninfrastructure-basegpproachCDN servicesare
goodfor reinforcingaweb sitein along run, but lessef cient for handlingshort-term
loadspikes.Also, usingCDN servicesieedsadvancecon gurationssuchascontracting
with a CDN provider and changingthe URIs of of oading objects(e.g., Akamaized
[3]). As analternatie mechanismo CDN servicesDotSlashoffers cost-efective and
automatedescueservicedor betterhandlingshort-termoadspikes.

Distributedweb sener systemsarea widespreadipproacho supporthigh request
loadsandreduceclient-perceveddelays.Thesesystem®ftenusereplicatedvebseners
(e.g.,ScalaSerer [5] andGeoWeb[9]), with a focuson load balancingandservinga
client requestfrom the closestsener. In contrast,DotSlashallows an origin sener to
build a distributed systemof heterogeneousescuesenerson demandso asto relieve
the heavily-loadedorigin sener. DC-Apache[17] supportscollaborationsamonghet-
erogeneousveb seners.However, it relieson staticcon guration to form collaborat-
ing sener groups,which limits its scalabilityandadaptvity to changingervironments.
Also, DC-Apacheincursa costfor eachrequesty generatingall hyperlinksdynami-
cally. DotSlashaddressetheseissueshy forming collaboratingsener groupsdynam-
ically, andusingsimplerandwidely applicablemechanismso of oad clientrequests.
BackslasH25] suggestsisingpeerto-peer(P2P)overlay networksto build distributed
websener systemsandusingdistributedhashtableto locateresources.

The InternetEngineeringTask Force (IETF) hasdevelopeda model for content
internetworking (CDI) [11,23]. The DotSlasharchitectureappeardo be a specialcase
of the CDI architecturewhereeachweb sener itself is a contentnetwork. However,
the CDI framework doesnot addresghe issueof usingdynamicsener allocationand
dynamicrateadjustmenbasedn feedbacko handleshort-termload spikes,whichis
themainfocusof DotSlash.

Client-sidemechanismsallow clientsto help eachotherso asto alleviate sener-
side congestiorandreduceclient-perceved delays.An origin web sener canmediate
clientcooperatiorby redirectinga clientto anotherclientthathasrecentlydownloaded
theURI, e.g.,Pseudoservinfll 5] andCoopNet20]. Clientscanalsoform P2Poverlay
networks andusesearchmechanismso locateresourcese.g.,PROOFS[26] andBit-
Torrent[7]. Client-sideP2Poverlaynetworkshave advantagesn sharingargeandpop-
ular les, which canreducerequestioadsat origin web seners.In general client-side
mechanismscalewell asthe numberof clientsincreasesbut they arenot transparent
to clients,which arelik ely to preventwidespreadieployment.

Grid technologiesllow “coordinatedresourcesharingandproblemsolvingin dy-
namic, multi-institutional organizations”[12], with a focus on large-scalecomputa-
tional problemsand complex applications.The sharingin Grid is broaderthan sim-
ply le exchangejt caninvolve directaccesso computerssoftware,data,andother
resourcesln contrast,DotSlashemploys interweb-sitecollaborationgo handleweb
hotspotseffectively, with anemphasion overloadcontrolat web senersanddissemi-
natingpopular les to alarge numberof clients.
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Fig. 1. An examplefor DotSlashrescuerelationships

3 DotSlashOverview

DotSlashusesa mutual-aidrescuemodel. A web sener joins a mutual-aidcommunity
by registeringitself with a DotSlashserviceregistry, andcontributing its sparecapacity
to thecommunity In caseof beingheaily loaded a participatingsener discoversand
usessparecapacitiesat othersenersin its communityvia DotSlashrescueservicesln
our currentprototype DotSlashis intendedfor a cooperatie ervironment,andthusno
payments involvedin obtainingrescueservices.

In DotSlashawebseneris in oneof thefollowing statesat ary time: SOSstateif
it getsrescueservicedrom others rescuestateif it providesrescueservicego others,
andnormal stateotherwise.Thesethreestatesare mutually exclusive: a sener is not
allowedto getarescueserviceaswell asto provide a rescueserviceat the sametime.
Using this rule canavoid complex rescuescenarioge.g.,a rescueloop whereS; re-
questsarescueservicefrom S,, S, requesta rescueservicefrom Sz, andS; requests
arescueservicefrom S; ), andkeepDotSlashsimpleandrobustwithout compromising
scalability Throughoutthis paper we usethe notationorigin sener andrescuesener
in the following way. Whentwo senerssetup a rescuerelationship the onethatben-
e ts from therescueserviceis the origin sener, andthe onethat providesthe rescue
serviceis therescuesener. Fig. 1 shovs an exampleof rescuerelationshipgor eight
web seners,whereanarrov from Sy to S, denoteghatS, providesarescueservice
to Si. In this gure, S; andS; areorigin seners,Ss, S4, S5 andSg arerescueseners,
andS; andSg have notinvolvedthemseleswith rescueservices.

3.1 RescueExamples

In DotSlashanorigin senerusesHTTP redirectandDNS roundrobinto of oad client
requestdo its rescueseners,andarescuesener senesasa reversecachingproxy for
its origin seners.Therearefour rescuecases(1) HTTP redirect(at the origin sener)
andcachemiss(attherescuesener), (2) HTTP redirectandcachehit, (3) DNS round
robin andcachemiss,and(4) DNS roundrobin andcachehit. We shav examplesfor
casel and4 next; case2 and3 canbederivedsimilarly.

In Fig. 2, theorigin seneris wwworigin.comwith IP addresd..2.3.4(referredto as
So), andtherescueseneris wwwrescuecomwith IP addres$.6.7.8(referredto asSy ).
St hasassignednaliaswww-vhl.escuecomto Sy, andS, hasaddedS; 's IP address
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Fig. 2. Rescueexamples

to its roundrobin local DNS. Fig. 2(a) givesan examplefor casel, whereclient C;
follows aten-stemprocedureo retrieve http://wwworigin.com/inde.htmt

. C1 resohesS,'s domainnamewwworigin.com

. C1 getsS,'sIP addresd.2.3.4

. C1 makesanHTTP requesto S, usinghttp://wwworigin.com/inde.htmt

. C1 getsanHTTP redirectfrom S, ashttp://www-vh1l.escuecom/inde.htmt

. C1 resohesS; 'saliaswww-vhl.escuecom

. C1 getsS; 'sIP addres$.6.7.8

. C1 makesanHTTPrequesto S; usinghttp://www-vh1l.escuecom/inde.htmt

. S; makesa reverseproxy requestto S, using http://wwworigin.com/inde.htmi
becaus®f acachemissfor http://www-vh1l.escuecom/inde&.htmi

. Sp sendgherequestede to S;;

10. S; cachegherequestede, andreturnsthe le to C;.
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Fig. 2(b) givesanexamplefor case4, whereclient C, followsafour-stepprocedure
to retrieve http://wwworigin.com/inde.htmt

1. C, resohesS,'s domainnamewwworigin.com

2. C, getsS; 'sIP addres$.6.7.8dueto DNSroundrobinat S,'slocal DNS;
3. C; makesanHTTPrequesto S, usinghttp://wwworigin.com/inde.htmt
4. C, getstherequestede from S; becaus®f acachehit.

4 DotSlashDesign

The mainfocusof DotSlashis to allow a websiteto build anadaptve distributedweb
sener systemin a fully automatedvay. DotSlashconsistsof dynamicvirtual hosting,
requestedirectionworkloadmonitoring,rescuecontrol,andservicediscovery.

4.1 Dynamic Virtual Hosting

Dynamicvirtual hostingallows arescuesener to sene the contentof its origin seners
on the y . Existing virtual hosting(e.g., Apache[4]) needsadwancecon gurations:
registeringvirtual hostnamesn DNS, creatingDocumentRoaodlirectoriesandadding



directivesto thecon guration le to mapvirtual hostnamego DocumentRoadirecto-
ries.DotSlashhandlesall thesecon gurationsdynamically

A rescuesener generatesieededvirtual hosthnamesdynamicallyby addinga se-
gquencenumbercomponento its con guredname e.g.,host-vik segnurr .domainfor
host.domainwhere < segnurkr is monotonicallyincreasing.Virtual host namesare
registeredusing A recordsvia dynamicDNS updateq28]. We have setup a domain
dot-slash.nethatacceptwirtual hosthnameregistrations For example wwwrescuecom
canobtaina uniquehostnamefoo in dot-slash.netandregisterits virtual hostnames
asfoo-vh< seqnure .dot-slash.Bt A rescuesener assignsa uniquevirtual hostname
to eachof its origin seners,whichis usedin the HTTP redirectsssuedirom the corre-
spondingorigin sener.

As arescuesener, wwwrescuecommayreceverequestsisingthreedifferentkinds
of Host header elds: its con gured namewwwrescuecom an assignedvirtual host
namesuchaswww-vhl.escuecom or anorigin sener namesuchaswwworigin.com
Its own contentis requestedn the rst casewhereaghe contentof its origin seners
is requestedhn thelasttwo casesMoreover, the secondcaseis dueto HTTP redirects,
andthethird casels dueto DNS roundrobin. A rescuesener maintainsatableto map
assignedvirtual hostnamesto its origin seners. To map the Host header eld of a
requestarescuesenerchecksoththevirtual hostnameandthe origin senernamein
eachmappingentry; if eitherone matchesthe origin sener nameis returned.Dueto
client-sidecachingwebclientsmay continueto requestnorigin sener's contentfrom
its old rescueseners.To handlethis situationproperly arescuesenerdoesnotremove
a mappingentry immediatelyafter the rescueservicehasbeenterminated but rather
keepsthe mappingentry for a con gured time suchas 24 hours,andredirectssucha
requesbackto the correspondingrigin senervia anHTTP redirect.

A rescuesener works asa reversecachingproxy for its origin seners.For exam-
ple,whenwwwrescuecomhasa cachemissfor http://www-vhl.escuecom/inde.html
it mapswww-vhl.escuecomto wwworigin.com andissuesa reverseproxy request
for http://wwworigin.com/ind&.html Usingreversecachingproxy offersafew advan-
tagesFirst,as les arereplicatedon demandthe origin senerincurslow costsinceit
doesnot needto maintainstatesfor replicatedles andcanavoid transferringles that
arenot requestedt therescuesener. Secondasproxy andcachingarefunctionssup-
portedby mostweb sener software, it is simpleto usereverseproxyingto getneeded

les, andusethe samecachingmechanismso cacheproxied les andlocal les.

4.2 RequestRedirection

Requestedirection[8, 6,30] allows anorigin senerto of oad clientrequestgo its res-
cueseners,whichinvolvestwo aspectsthe mechanismso of oad clientrequestsand
the policiesto choosea rescuesener amongmultiple choices A clientrequesttanbe
redirectedby theorigin sener's authoritatve DNS, theorigin seneritself, or aredirec-
tor at transportlayer (content-blind)or applicationlayer (content-avare).Redirection
policies can be basedon load at rescueseners, locality of requestedles at rescue
seners,andproximity betweertheclientandrescueseners.

DotSlashusestwo mechanismgor requestredirections:DNS round robin at the

rst level for crudeload distribution, and HTTP redirectat the secondevel for ne-



grainedoadbalancingDNS roundrobincanreduceherequestrrival rateattheorigin
sener, andHTTP redirectcanincreasehe servicerateof the origin sener becausan
HTTPredirectis muchcheapeto senethantheoriginal contentBoth mechanismsan
increaseheorigin sener's throughpufor requestandling.

We investigatedthree optionsfor constructingredirectURIs: IP addressyirtual
directory and virtual host name.Using the rescuesener's IP addresscan save the
client's DNS lookup time for the rescuesener's name,but the rescuesener is un-
ableto tell whetherarequests for itself or for oneof its origin seners.Usingavirtual
directory suchas/dotslash-vhhttp://wwworigin.com/inde.htmlcan be redirectedas
http://wwwrescuecom/dotslash-vh/wwarigin.com/inde.html. The problemis thatit
doesnotwork for embeddedelative URIs. DotSlashusesvirtual hostnameswhich al-
lows propervirtual hostingat therescuesener, andworksfor embeddedelative URIs.

In termsof redirectionpolicies, DotSlashusesstandarddNS roundrobin without
modifying the DNS sener software,andusesweightedroundrobin (WRR) for HTTP
redirects,wherethe weight is the allowed redirectdatarate assignedy eachrescue
sener. Dueto factorssuchas cachingand embeddedelative URIs, the redirectdata
rateseerby theorigin senermaybedifferentfrom thatsenedby therescuesener. For
simplicity, an origin sener only controlsthe datarate of redirectedles, notincluding
embeddedbjectssuchasimagesandrelieson aratefeedbackrom therescuesener
to adjustits redirectdatarate(seeSectiond.4 for details).

Redirectionneedsto be avoided for communicationsbetweentwo collaborating
senersand for requestf getting sener statusinformation. On one hand,a request
sender(aweb client or a web sener) needsto bypassDNS roundrobin by usingthe
sener's|P addresdglirectly in thefollowing caseswhena sener initiatesa rescuecon-
nectionto anothersener, whena rescuesener makes a reverseproxy requestto its
origin sener, andwhena client retrieves a sener's statusinformation. On the other
hand,a requestrecever (i.e., a web sener) needsto avoid performingan HTTP redi-
rectif the requestis from a rescuesener, or if the requestis for the sener's status
information.

4.3 Workload Monitoring

Workloadmonitoringallows a web sener to reactquickly to load changesMajor Dot-
Slashparametersre summarizedn Table 1. We measurehe utilization of eachre-
sourceatawebsener separatelyAccordingto arecentstudy[20], network bandwidth
is the mostconstrainedesourcdor mostweb sitesduring hotspotsWe focuson mon-
itoring network utilization |, in this paperWe usetwo con gurable parameterdpwer
threshold |, andupperthreshold Y, to de ne threeregionsfor ,: lightly loadedre-
gion[0; ), desiredioadregion|[ | ; Y], andheaily loadedregion ( Y;100%] Fur-
thermorewe de ne areferencautilization %, as( |, + Y)=2.

In DotSlashwe monitoroutboundHTTPtraf ¢ within awebsener, withoutrelying
on anexternalmoduleto monitortraf c onthelink. We assumehereis no signi cant
othertraf ¢ besidesHTTP at a web sener, andassumea web sener hasa symmetric
link or its inboundbandwidthis greaterthanits outboundbandwidth,which is true,
for example,for a web sener behindDSL. Sincea web sener's outbounddatarate



Table 1. Major DotSlashparametersywheretype C is for con gurableparameterstype O is for
measureautputstypel is for controlinputs,andtypeD is for derived parameters

Parameter Description Type
I and ! [lowerandupperthresholdfor network utilization, default 50% and75%| C
T maximumdatarate (kB/s) for outboundHTTP trafc C

controlinterval, default 1 second C

usedin exponentiallyweightedmaoving averagelter , default 0:5 C
d realdatarate(kB/s) of outboundHTTPtrafc (0]
rd realredirectdatarate (kB/s) (0]
& allowedredirectdatarate (kB/s) |

P, redirectprobability I
n network utilization, n = 4= ¢ D
N referencenetwork utilization, 4 = (4 + },)=2 D
N referencelatarate(kB/s), 'y = & T D

adjustmentactorfor controlinputs, = =% D

is normally greaterthanits inbounddatarate, it shouldbe sufcient to only monitor
outboundHTTP traf c.

Due to headeroverhead(suchas TCP and IP headers)and retransmissionshe
HTTP trafc rate monitoredby DotSlashis lessthantherealtraf c rateon the link.
Sincethe headeoverheads relatively constantindotheroverheadsreusuallysmall,
to simplify calculation,we usea con gurable parameter ' to denotethe maximum
dataratefor outboundHTTP trafc, where [' = BU, B is the network bandwidth,
andU is the percentagef bandwidththat is usablefor HTTP traf c. We performa
specialaccountingor HTTP redirectsbecause¢hey mayaccounfor alargepercentage
of HTTPresponseandtheirheadeoverheads largecomparedo theirsmallsizes For
anHTTPredirectrespons®f n bytes,its accountingsizeA, = (n+ O)U bytes,where
O istheheadeverheadA websenersends ve TCP pacletsfor eachHTTP redirect:
onefor establishinghe TCP connectionpnefor acknavledgingthe HTTP requestpne
for sendingthe HTTP responseandtwo for terminatingthe TCP connectionThe rst
TCPheade(SYN ACK) is 40 bytes,andtherestfour TCP headersre 32 byteseach.
Thus,0 = (40+ 32 4)+ 20 5+ (14+ 4) 5= 358hytes,whichincludesthe TCP
andIP headersandthe Ethernetheadersindtrailers.

4.4 RescueControl

Rescuecontrol allows a web sener to tuneits resourceutilization by usingrescueac-
tions that are triggeredautomaticallybasedon load conditions.To control , within
the desiredoadregion[ ! ; Y], overloadcontrolactionsaretriggeredif , > Y, and
underloadcontrolactionsaretriggeredif , < | . To controlthe utilization of multi-
ple resourcespverloadcontrol actionsaretriggeredif any resourceds heavily loaded,
andunderloadcontrolactionsaretriggeredif all resourcesrelightly loaded.

Origin senersandrescuesenersusedifferentcontrolparametersin origin sener

controlsthe redirectprobability P, by increasingP; if , > | anddecreasind, if



n < |, whereasarescuesener controlsthe allowed redirectdatarate 2, for each
of its origin senersby decreasing 2, if , > Y andincreasing 2,if , < L.An
origin sener shouldensurethe real redirectdatarate 4 &,, but arescuesener
mayexperience 4 > 2.

We usethe following control stratgyies. A con gurable parameter denotesthe
controlintenal, whichis thesmallestime unit for performingworkloadmonitoringand
rescuecontrol. Othertime intervals are speci ed asa multiple of the controlinterval.
To handlestochasticsywe applyanexponentiallyweightedmoving averagelter to ,,
P and 2. Using , asanexample, »(k) = nkk 1)+ (1 ) n(k), where

n(K) is the currentraw measurement,, (k) is the Itered valueof ,(k), ,(k 1)
is the previous Itered value,and is a con gurable parametemwith a default value
0:5. If multiple rescuesener candidatesre available,the onewith the largestrescue
capacityshouldbeused rst. This policy canhelpanorigin senerto keepthe number
of its rescuesenersassmallaspossible Minimizing the numberof rescuesenerscan
reducetheir cachemissesandthusreducethe datatransfersattheorigin sener.

The DotSlashrescueprotocol(DSRP)is anapplication-leel request-responggo-
tocol using single-linepuretext messagesA requesthasa commandstring (starting
with aletter)followedby optionalparameterayhereasaresponsdasa responseode
(threedigits) followed by the responsestring and optional parametersDSRPde nes
threerequestsSOSfor initiating a rescuerelationship,RATE for adjustinga redirect
datarate,and SHUTDQWN for terminatinga rescuerelationship.An SOSrequestis
alwayssentby an origin sener, anda RATE requests alwayssentby arescuesener,
buta SHUTDONNrequestmaybesentby anorigin serneror arescuesener. To initiate
arescuerelationship,an origin sener sendsan SOSrequestio a choserrescuesener
candidateTherequeshasthefollowing parametersthe origin sener's fully quali ed
domainname,its IP addressandits port numberfor webrequestsWhenawebsener
recevesan SOSrequestjt canacceptthe requesty sendinga “200 OK” responser
rejectthe requestby sendinga “403 Reject” responseA “200 OK” responséiasthe
following parametersa uniquealiasof therescuesener assignedo the origin sener,
therescuesener'sIP addresstherescuesener's portnumberfor webrequestsandthe
allowedredirectdataratethatthe origin sener canof oad to therescuesener.

Fig. 3 summarize®otSlashrescueactionsandstatetransitionsWe describerescue
actionsin eachstatenext. Thenormalstatehastwo rescueactionsinitial allocationand
initial rescueFor the rst casejf awebseneris heaily loaded(i.e., , > ), then
it needdo allocateits rst rescuesener, setP, to 0:5, andswitchto the SOSstate.For
the secondcase f aweb sener recevesarescuerequestandit is lightly loaded(i.e.,

n < 1), thenit canacceptthe rescuerequestset a,to (% n)  orasmaller
valuedeterminedy arateallocationpolicy, andswitchto therescuestate.

The SOSstatehasfour rescueactions:increaseP, , additionalallocation,decrease
P, andreleaseFor the rst casejf anorigin seneris heaily loadedandit hasunused
redirectcapacity(i.e., rq < &), thenit needsto increaseP; until P, reachesl.
For the secondcase,if anorigin seneris heaily loadedandit hasrun out of redirect
capacity(i.e., rq equals 2;), thenit needdo allocateanadditionalrescuesenersoas
to increassts redirectcapacity For the third case f anorigin seneris lightly loaded
andit still redirectsrequestgo rescueseners(i.e., P, > 0), thenit needgo decrease
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Fig. 3. DotSlashrescueactionsandstatetransitions

P, until P, reache®. For thelastcase|f anorigin sener hasbeenlightly loadedand
hasnot redirectedrequestgo rescueseners(i.e., P, is 0) for a con gured numberof
consecutre control intervals, thenit needsto releaseall rescueseners.Fig. 4 gives
the algorithmfor adjustingP, atan origin sener, whichincrease®, if , > |, and
decreaseB; if , < 'n.Theadjustments controlledby parameter = =", where
> 1forincreasesince , > 1 > “,and < 1fordecreassince , < 'n <
. Further the adjustments smoothedby using an exponentiallyweightedmoving
averagelter with = 0:5. To avoid in nite corvergenceanincreasdrom above 0:99
is setto 1, andadecreasérom below 0:1 is setto 0. To reactquickly to load spikes,an
increasdrom below 0:5is setto 0:5.

The rescuestatehas ve rescueactions:decrease 2, heary-load shutdavn, in-
crease 2,, additionalrescue andidle shutdavn. For the rst case|if arescuesener
is heavily loadedandits 2; > 0, thenit needsto decrease 2, until 2, reache<.
For the secondcase|f arescueseneris heaiily loadedandits 2, is 0, thenit needs
to shutdavn therescuerelationship Whena rescuesener hasshutdavn all rescuere-
lationships;it switchesto the normalstate.For the third case whenarescueseneris
lightly loadedand 2, < 4, thenit canincrease 2. Notethata rescuesener should
notincrease 24 if g isfarbelov 2,.Forthefourth casejf arescueseneris lightly
loaded,andit recevesa new rescuerequestthenit canaccepthe rescuerequestand
assigna 2, tothenew origin sener. By doingso,therescuesenerwill have multiple
origin seners,anda separate 2 is assignedo eachorigin sener. For thelastcasef
arescuesener hasanorigin senerwhose ;4 hasbeen0 for a con gured numberof
consecutie controlintervals, thenthe rescuesener shouldshutdavn the rescuerela-
tionshipsoasto releaseescuearesourcesn caseof theorigin senerfailure or network
separationFig. 5 givesthe algorithmfor adjusting 2, at a rescuesener, which de-
creases 2, if , > U, andincreases 2, if , < 1. Thisalgorithmis very similar
to the algorithmshawn in Fig. 4. However, thesetwo algorithmsmake adjustmentsn
oppositedirectionsbecaus¢heir adjustingfactorsare andl= , respectiely. We keep
the adjustingfactorfor 2, within the rangeof [0:5; 2] to avoid over-reactingadjust-
ments Also, we keepthe Itered valueof 2, asaninteger.



/l Compute /I IncreaseP; if o > |

/| Decreasé®; if o< |

= n=%h; if (Pr < 1)f if (P, > 0)f
if (P, < 0:5)f if (Pr < 0:1)f
Pr = 0:5; Pr =0
g elseif (P; > 0:99) f g elsef
Pr=1; t= Pr;
g elsef PP=P,+(1 )t
t = min( Pr;1); g
Pr=P,+(1 )t g
g
g
Fig. 4. Algorithm for adjustingP; atanorigin sener
// Compute I/l Decrease 24 if o > 4 Il Increase 34if o < L
= n="h if ( Fq>0)f if (fg< o)f
if ( <05)f t= &= t=min( 3= "4);
= 05 fa=(n)( Fg+ (@ )); a, = (int)( 3+ @ )
gelseif ( > 2)f g g
= 2,

g

Fig. 5. Algorithm for adjusting 24 atarescuesener

4.5 SewiceDiscovery

Servicediscovery allows senersof differentweb sitesto learn abouteachotherdy-

namically and collaboratewithout any administratorintervention. DotSlashusesthe
ServicelocationProtocol(SLP)[13] sinceit is anIETF proposedstandardor service
discovery in IP networks, andit is e xible, lightweight and powerful. Basedon the
SLP meshenhancemenimSLP[33]), DotSlashusesmultiple well-known servicereg-

istriesthatmaintaina fully-meshedpeerrelationship A websener canuseary service
registry to registerits informationandto searchinformationaboutotherweb seners.
Serviceregistrationsreceved by oneregistry will be propagatedo otherregistriesas
soonas possible,and anti-entrogy [32] is usedto ensureconsisteng amongall ser

vice registries.Only a smallnumberof suchserviceregistriesareneededor reliability

andscalability All of themsene the scope‘DotSlash” (resenedfor DotSlashrescue
servicesyothatthey will notaffectlocal servicediscovery.

Thetemplatefor DotSlashrescueserviceshasthe following attributes:the domain
namefor the web sener, its IP addresswvhich is usedto bypassDNS roundrobin, its
port numberfor web requestsits port numberfor DotSlashrescueservices,andthe
currentallowedredirectdatarate 2, computecasmax(( %  n) §';0). A websener
performsserviceregistrationsandsearchegeriodicallywith acon gurableinterval .
and s, respectiely. To getreadyfor loadspikes,awebsenermaintainsalist of rescue
sener candidatesA DotSlashservicesearchrequestusespreferencelters [34] that
allow theregistry to sortthe searctresultbasedon 2, andto only returnthe desired
numberof matchingentrieswhichis usefulif mary entriesmatcha searchrequest.
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Fig. 6. DotSlashsoftwarearchitecture

5 Implementation

We useApache[4] asour basesystemsinceit is opensourceandis the mostpopular
web sener [19]. Fig. 6 shavs the DotSlashsoftware architecture DotSlashis imple-
mentedastwo parts:Mod_dots and Dotsd Mod_dotsis an Apachemodulethat sup-
portsDotSlashfunctionsrelatedto client requesiprocessingincluding accountingfor
eachresponseHTTP redirect,and dynamicvirtual hosting.Dotsd is a daemonthat
accomplishestherDotSlashunctions,including servicediscovery, dynamicDNS up-
dates,and rescuecontrol and management-or corvenience Dotsd is startedwithin
the Apachesener, andis shutdavn whenthe Apachesener is shutdavn. Dotsd and
Mod_dotssharecontrol datastructuressia sharednemory DNS senersandDotSlash
serviceregistriesareDotSlashcomponentgxternalto the Apachesener. We useBIND
asDNS seners,andusemSLPDirectory Agents(DAs) asDotSlashserviceregistries.
A websenerinteractswith otherwebsenersvia its DotsdusingDSRPcarriedby TCP

The control datain sharedmemoryare divided into two parts:a workload meter
for the web sener itself, and a peertable for collaboratingweb seners. The peerta-
ble maintainsaccountingnformationof redirectedraf c for peersTraf c accounting
is performedin two time scalesthe currentcontrol interval andthe sener's lifetime
(from the sener's startingtime to now). The formeraccountings usedto triggerres-
cueactions,andthe correspondingountersareresetto zeroat the endof the current
controlinterval. Thelatteraccountingallows computingvariousaveragetraf ¢ ratesby
samplingthe correspondingountersat desiredime intervals.

Dotsdis implementedisingpthreadlt hastwo mainthreadsa controlthreadanda
aDSRPsener. Thecontrolthreadrunsattheendof eachcontrolinterval for processing
tasksthat needto be doneperiodically suchascomputingthe currentworkloadlevel,
triggeringrescueactionsif neededand checkingwhetherit needsto performservice
discorery. The DSRPsener acceptonnectiongrom otherDotsdsand createsa new
threadfor processingeachacceptedcconnection.Dotsd also includesthreeclients: a
DNS clientfor dynamicDNS updatesan SLP ServiceAgentfor serviceregistrations,
andanSLP UserAgentfor servicesearches.

Mod_dotshandledraf ¢ accountingperformsHTTP redirectsfor anorigin sener,
supportdynamicvirtual hostingfor arescuesener, andimplementsa contenthandler
for /dotslash-statusothatarequesfor http://host.domain/dotslash-stataanretrieve
thecurrentDotSlashstatusfor theweb sener host.domain



6 Evaluation

For awebsener, we usetwo performancenetricsD andR, whereD is themaximum
datarate of HTTP responsesleliveredto clients,andR is the maximumrequestrate
supportedOur goalis to improve a web sener's D andR by using DotSlashrescue
servicesFor awebsenerwithoutusingDotSlashjts D andR canbeestimatedis
and 7 =(F + H), respectiely, whereF istheaveragesizeof requestedes, andH is
theaverageHTTP headessizeof responsesassuminghe CPUis not a bottleneck For
ary web sener, the maximumrateof HTTP redirectsit cansupportcanbe estimated
as § =A;, whereA, is theaccountingsizefor an HTTP redirect.Thus,awebsener
canimproveits R andD by usingDotSlashasfollows.If it only usesHTTP redirectto
of oad clientrequestsits R isboundedy ' =A,, andits D isboundedy R(F + H).
However, awebsener canuseDNS roundrobin to overcomethis scalinglimitation so
asto furtherimproveits R andD.

We performedexperimentsn ourlocalareanetworks(LANSs) andonPlanetLal21]
for two goals.First, givena web sener with a constrainton its outboundbandwidth,
we wantto improveits R andD by usingDotSlastrescueservicesandaimto achieve
animprovementcloseto theanalyticalbound,i.e.,thewebsener canhandlearequest
ratecloseto ' =A; whenonly HTTP redirectis used.Secondwe wantto con rm that
ourworkloadcontrolalgorithmworksasexpected.

6.1 Workload Generation

We usehttperf[18] to generatavorkloads.If the requestrateto be generateds high,
multiple httperfclientsareused,eachrunningon a separatenachine To simulateweb
hotspots,a small numberof les are requestedepeatedlyfrom a web sener. Each
requestusesa separatel CP connection.Thus,the requestrate equalsthe connection
rate.We madetwo enhancement® httperfto facilitateexperimentson DotSlash First,
we extendechttperfto handleHTTPredirectsautomaticallysinceanhttperfclientneeds
to follow HTTP redirectsin orderto completeworkload migrationsfrom an origin
senertoits rescueseners.Secondywe wroteashellscriptto supportworkloadpro les.
A workload pro le speci es a sequencef requestratesand their testingdurations,
whichis corvenientfor describingworkloadchanges.

For a web sener, its R andD are determinedas follows. We usehttperf clients
to issuerequestdo the web sener, startingat a low requestrate, and increasingthe
requestategraduallyuntil theweb sener getsoverloadedA clientuses? secondg9]
asthetimeoutvaluefor gettingeachresponself morethan10%([9] of issuedrequests
time out,aclientdeclareshewebsenerasbeingoverloadedFor asequencef testing
requestratesthataremonotonicallyincreasingy, < r, <, if thewebsener gets
overloadedatr;, thenR = r; ;. For all testingrequestrates,up to R, the maximum
dataratedeliveredto clientsis D.

6.2 Experimental Setup

In our LANSs, we usea clusterof 30 Linux machineswhich areconnectedising100
Mb/s fastEthernet.Thesemachineshave two differentcon gurations,CLIC andiDot.



Theformerhasa 1 GHz Intel Pentiumlll CPU,and512MB of memory whereaghe
latterhasa2 GHz AMD Athlon XP CPU,and1 GB of memory They all runRedha®.0,
with Linux kernel2.4.20-20.9PlanetLabconsistsof morethan300 nodesdistributed
all over the world, eachwith a CPU of at leastl GHz clock rate,and hasat least1
GB of memory PlanetLabnodeshave four typesof network connectionsDSL lines,
Internet2 North Americacommoditylnternet,andoutsideNorth America.They all run
Redha.0,with Linux kernel2.4.22-r3planetlabandPlanetLalsoftware2.0.

We setup the DotSlashsoftwarein threesteps.First, we compile Apache2.0.48
with the worker multi-processingnodule,the proxy modules the cachemodules.and
our DotSlashmodule We con gure Apacheasfollows. Sincereverseproxyingis taken
careof by DotSlashautomatically no proxy con guration is neededCachingis con-

gured with 256 KB of memorycache,and 10 MB of disk cache andthe maximum
le sizeallowedin memorycacheis 20 kB. For the DotSlashmodule,we only con-
gure 7. Secondwe useBIND 9.2.2asthe DNS sener software,andsetup a DNS
domaindot-slash.netAll rescuesenersregistertheirvirtual hosthamesn thisdomain
via dynamicDNS updatesCurrently we have testedDotSlashworkload migrations
via HTTP redirect,without using DNS roundrobin. Third, we setup a DotSlashser

vice registry usinganmSLPDA. Eachweb sener registersitself with this well-known

serviceregistry, anddiscosersotherweb senersby looking up this registry.

6.3 Experimental Resultson PlanetLab

WerunawebseneronaPlanetLatDSL node planetlabl.gti-dsl.nodeslgnet-lab.org
(referredto asgtidsll), for which the outboundbandwidthis the bottleneck.We run
httperfon alocal CLIC machineTen les arerequestedepeatedlyfrom gtidsl1, with
anaveragesizeof 6 KB [30]. Our goalis to measurefrom the client side,gtidsl’s R
andD in two casespamelywithout usingDotSlashversususingDotSlash.

For the rst caseDotSlashis disabled.The requestatestartsat 1 request/second,
increaseso 20 requests/secondiith a stepsizeof 1, andeachrequestatelastsfor 60
secondsFig. 7(a) shavs theexperimentakesults.In this gure, gtidsl1getsoverloaded
at 10 requests/seconayvhere 14% of requests84 out of 600, time out. Thus,R is 9
requests/secon@hemeasured is 53:9 kB/s, attainedwhentherequesrateis R.

For the secondcase,DotSlashis enabled We setgtidsll's [ to 53:9 kB/s. To
provide neededescuecapacityfor gtidsll, we run anotherweb sener on alocaliDot
machine(namedmaglev), andits ' is setto 2000kB/s. The requestrate startsat 4
requests/seconthcreaseso 200requests/secondjth astepof 4, andeachrequestate
lastsfor 60 secondsFig. 7(b) shavs the experimentalresults.In this gure, whenthe
requestatereaches requests/seconthe origin sener gtidsl1 startsto redirectclient
requestyia HTTP redirectsto therescuesener maglev. As therequestateincreases,
the redirectrateincreasesccordingly Eventually gtidsl1 redirectsalmostall clients
requestdo maglev. In this experiment,gtids|1 getsoverloadedat 92 requests/second,
where25% of requests1404out of 5520 time out. Thus,R is 88 requests/second@he
measure® is 544:1 kB/s, attainedwhentherequestateis 84 requests/second.

Comparingthe resultsobtainedfrom the above two caseswe have 88=9 = 9:78,
and544:1=53:9 = 10:1, meaningthatby usingDotSlashrescueserviceswe got about
an order of magnitudeimprovementfor gtidsl1 onits R andD, evenif only HTTP
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Fig. 7. Thedatarateandrequestatefor a PlanetLatDSL nodegtidsllin two casesnotedifferent
scalesf ordinates

redirectis used.To shav the effectivenessof DotSlash,we alsocompareR with its
analyticalbound {'=A, below. In this experiment,we only measured 7 at gtidsl1,
without knowing its outboundbandwidthB . To be conserative, we useU = (F +
H)=(F + H + O) = 95% whereF = 6 KB, H = 250bytes,andO = 358bytes.Here
theheademwoverheadO for a single-requestT TP transactioris the sameasthatfor an
HTTP redirect(calculatedn Section4.3). Sincethesizeof anHTTP redirectresponse
isn = 227bytesin theexperimentwe have A, = (n + O)U = 556bytes.As aresult,
R isboundedby §=A; = 539 1000-556= 97 requests/seconandwe achiered
88=97 = 91%of its analyticalbound.

6.4 Experimental Resultsin LANs

In the previous sectionwe have shavn the performanceémprovementmeasuredrom
the client side,for a web sener by usingDotSlashrescueservicesn a wide areanet-
work setting.In this sectionwe will shaw, via aninsidelook from the sener side,how
workloadis migratedfrom an origin sener to its rescueseners. The workload mon-
itoring componentin DotSlashmaintainsa numberof countersfor outboundHTTP
trafc, including total bytessened, the numberof client requestssened, the num-
ber of client requestgedirected andthe numberof requestsened for rescuingoth-
ers. The valuesof thesecountersfor a web sener host.domaircan be obtainedfrom
http://host.domain/dotslash-status?aiBy samplingthesecountersat a desirednter-
val, we can calculatethe neededaveragevaluesof outbounddatarate, requestrate,
redirectrate,andrescuerate.

In this experimentfour machinesbjs, ottawa lisbon anddelhi, runaswebseners,
wherebjs is aniDot machine,andthe otherthreeare CLIC machinesTo emulatea
scenariowherebjs works asan origin sener with a bottleneckon its outboundband-
width, andtherestwebsenerswork asrescueseners,we con guredtheir ' as1000Q
7000 5000 and3000kB/s, respectiely. We run httperfon ve CLIC machineswhich
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Fig. 8. Therequestatesanddataratesatthe origin sener bjs andits rescueseners

issuerequestgo bjs usingthe sameworkload pro le. The maximumrequestrateis
400 5 = 2000requests/secon@ndthe durationof the experimentis 15 minutes.
Ten les arerequestedepeatedlywith an averagesizeof 4 KB. We run a shell script
to getthe DotSlashstatusfrom the four web senersat aninterval of 30 secondsThe
retrieved statusdataare storedin round-robindatabaseasingRRDtool[22], with one
databasdor eachweb sener. Fig. 8 shavs the dataratesandrequestatesfor the four
websenersin adurationof 17 minutes.

We obserne the following resultsfrom Fig. 8(a). First, bjs can supporta request
rate of 2000requests/seconavhich is closeto ['=A,, the analyticalmaximumrate
of HTTP redirectsat bjs. SinceA; = (n + O)U = 468 bytesin this experiment,
wheren = 227 bytes,O = 358 bytes,and U takesits default value 80% we have

4 =A; = 2140requests/secon&econdthe redirectrate at bjs increasesasthe re-
questrate increasesandit is roughly the sameas the requestrate onceit is above
1500requests/second.he reasonis that bjs increasegedirect probability P, asits
load increasesWhentherateof HTTP redirectsis greaterthan ' 1=A,; = 1603re-
quests/second?, will stayat 1, thatis all client requestsare redirectedfrom bjs to
its rescueseners. Third, bjs allocatesone rescuesener at a time, and usesthe one
with thelargestrescuecapacity rst. Whena new rescueseneris addedn, therescue
ratesat the existing rescuesenersdecreaseAlso, therescueaatesat rescuesenersare
proportionalto their rescuecapacitiebecaus®f the WRR at bjs.

Comparingrig. 8(b) and8(a),we obsene thatrescuesenershave similarly shaped
curves for their dataratesand rescuerates.In contrast,as we expected,the origin
sener bjs have quite different shapesfor its the requestrate and datarate curves:
its the requestrateincreasesigni cantly from 200 requests/seconat 1:5 minutesto
2000requests/secorat 11 minutes,but its datarateis roughly unchangedstayingat

m u —

4 n = 750kB/s for the mostpart. This indicatesthat bjs hassuccessfullymigrated
its workloadto its rescuesenersunderthe constrainof its outboundoandwidth Also,



we obsene thatwhenthe requestrateis between1600and 2000requests/seconthe
datarate at bjs goesabove 750 kB/s, but still staysbelov 7 = 1000kB/s. This s

becausdjs canonly supporta rateof 1600requests/secorfdr HTTP redirectswith a

datarateof 750kB/s. Furthermorewe obsenethatthetotal datarateof all webseners
hasa maximumvalueof 9:7 MB/s, which is higherthan9:2 MB/s, the maximumdata
ratemeasuredrom the httperf clients. The differenceis dueto our specialaccounting
for HTTP redirects As describedn Section4.3,anHTTP redirectis 227 bytes,but is

countedas468bytes,whichresultsin arateincreaseof 241 2000= 0:482MBJ/s for

2000HTTPredirects.

7 Conclusion

We have describedhe design,implementationandevaluationof DotSlashin this pa-
per. As arescuesystem DotSlashcomplementshe existing web sener infrastructure
to handlewebhotspotsffectively. It is self-con guring,scalablecost-efective,easyto
use,andtransparento clients. Throughour preliminaryexperimentakesults we have
demonstratedhe advantagef usingDotSlash wherea web sener increaseshe re-
questrateit supportecandthe datarateit deliveredto clientsby anorderof magnitude,
evenif only HTTP redirectis used.

We planto performtrace-drven experimentson DotSlashby usinglog les from
web hotspotevents,andincorporateDNS roundrobin in the performancesvaluation.
Also, we planto investigatdoad migrationfor dynamiccontentwhich will extendthe
reachof DotSlashto moreweb sites.Our prototypeimplementatiorof DotSlashwill
bereleasedisopensourcesoftware.
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