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Abstract. DotSlashallows differentwebsitesto form a mutual-aidcommunity,
and usesparecapacityin the communityto relieve web hotspotsexperienced
by any individual site.As a rescuesystem,DotSlashinterveneswhena website
becomesheavily loaded,andis phasedout oncetheworkloadreturnsto normal.
It aimsto complementtheexistingwebserver infrastructureto handleshort-term
loadspikeseffectively. DotSlashis self-con�guring,scalable,cost-effective,easy
to use,andtransparentto clients.It targetssmall web sites,althoughlargeweb
sitescanalsobene�t from it. We have implementeda prototypeof DotSlashon
top of Apache.Experimentsshow thatusingDotSlasha webserver canincrease
the requestrateit supportedandthedatarateit deliveredto clientsby an order
of magnitude,even if only HTTP redirect is used.Parts of this work may be
applicableto otherservicessuchasGrid computationalservices.

1 Intr oduction

As morewebsitesexperiencea requestloadthatcanno longerbehandledby a single
server, usingmultipleserversto serveasinglesitebecomesawidespreadapproach.Tra-
ditionally, adistributedwebserversystemhasuseda�x ednumberof dedicatedservers
basedoncapacityplanning,whichworkswell if therequestloadis relatively consistent
andmatchestheplannedcapacity. However, webrequestscouldbeverybursty. A well-
identi�ed problemwebhotspots(alsoknown as�ash crowdsor theSlashdoteffect [2])
maytriggera largeloadincreasebut only last for a shorttime [14,24]. For suchsitua-
tions,overprovisioninga website is not only uneconomicalbut alsodif�cult sincethe
peakloadis hardto predict[16].

To handleweb hotspotseffectively, we advocatedynamicallocationof server ca-
pacityfrom aserverpooldistributedgloballybecausetheaccesslink of a localnetwork
couldbecomeabottleneck.As anexampleof globalserverpools,contentdeliverynet-
works(CDNs)[27] havebeenusedby largewebsites,but smallwebsitesoftencannot
afford thecostparticularlysincethey may needtheseservicesvery rarely. We seeka
morecost-effective mechanism.As differentweb sites(e.g.,differenttypesor in dif-
ferentlocations)arelesslikely to experiencetheir peakrequestloadsat thesametime,
they couldform a mutual-aidcommunity, andusesparecapacityin thecommunityto
relieve web hotspotsexperiencedby any individual site [10]. Basedon this observa-
tion, we designedDotSlashwhich allows a web site to build an adaptive distributed
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webserver systemon the�y to expandits capacityby utilizing sparecapacityat other
sites.UsingDotSlash,a websitenotonly hasa �x edsetof origin servers, but alsohas
a changingsetof rescueservers draftedfrom othersites.A web server allocatesand
releasesrescueserversbasedon its loadconditions.Therescueprocessis completely
self-managingandtransparentto clients.

DotSlashdoesnotaimto supportarequestloadthatis persistentlyhigherthanaweb
site's plannedcapacity, but ratherto complementtheexistingwebserver infrastructure
to handleshort-termload spikeseffectively. We envision a spectrumof mechanisms
for websitesto handleloadspikes.Infrastructure-basedapproachesshouldhandlethe
requestload suf�ciently in most cases(e.g., 99:9% of time), but they might be too
expensive for short-termenormousloadspikesandinsuf�cient for unexpectedloadin-
creases.For thesecases,DotSlashintervenessothata websitecansupportits request
loadin morecases(e.g.,99:999%of time).In parallel,awebsitecanuseservicedegra-
dation[1] suchasturningoff dynamiccontentandservinga trimmedversionof static
contentunderheavily-loadedconditions.As thelastresort,awebsitecanuseadmission
control[31] to rejecta fractionof requestsandonly admitpreferredclients.

DotSlashhasthe following advantages.First, it is self-con�guring in that service
discovery [13] is usedto allow serversof differentwebsitesto learnabouteachother
dynamically, rescueactionsaretriggeredautomaticallybasedon loadconditions,anda
rescueserver canserve thecontentof its origin serverson the �y without theneedof
any advancecon�guration.Second,it is scalablebecausea webserver canexpandits
capacityasneededby usingmorerescueservers.Third, it is very cost-effective since
it utilizessparecapacityin a webservercommunityto bene�t any participatingserver,
and it is built on top of the existing web server infrastructure,without incurring any
additionalhardwarecost.Fourth, it is easyto usebecausestandardDNS mechanisms
andHTTPredirectareusedto of�oad client requestsfrom anorigin server to its rescue
servers,withouttheneedof changingoperatingsystemorDNSserversoftware.An add-
onmoduleto thewebserversoftwareis suf�cient to supportall neededfunctions.Fifth,
it is transparentto clientssinceit only usesserver-sidemechanisms.Client browsers
remainunchanged,andclient bookmarkscontinueto work. Finally, an origin server
hasfull controlof its own rescueprocedure,suchashow to chooserescueserversand
whento of�oad client requeststo rescueservers.

DotSlashtargetssmall web sites,althoughlarge web site canalsobene�t from it.
We focuson loadmigrationfor staticweb pagesin this paper, andplan to investigate
loadmigrationfor dynamiccontentin thenext stageof this project.Partsof this work
maybeapplicableto otherservicessuchasGrid computationalservices[12]. There-
mainderof this paperis organizedas follows. We discussrelatedwork in Section2,
give an overview of DotSlashin Section3, presentDotSlashdesign,implementation
andevaluationin Section4, 5 and6, respectively, andconcludein Section7.

2 RelatedWork

Caching[29] providesmany bene�ts for webcontentretrieval, suchasreducingband-
width consumptionandclient-perceivedlatency. Cachingmayappearat severaldiffer-
entplaces,suchasclient-sideproxycaching,intermediatenetwork caching,andserver-



sidereversecaching,many of whicharenotcontrolledby origin webservers.DotSlash
usescachingatrescueserversto relievetheloadspikeatanorigin server, wherecaching
is setupondemandandfully controlledby theorigin server.

CDN [27] servicesdeliver part or all of the contentfor a web site to improve the
performanceof contentdelivery. Asaninfrastructure-basedapproach,CDNservicesare
goodfor reinforcinga website in a long run,but lessef�cient for handlingshort-term
loadspikes.Also,usingCDN servicesneedsadvancecon�gurationssuchascontracting
with a CDN provider andchangingthe URIs of of�oading objects(e.g.,Akamaized
[3]). As analternative mechanismto CDN services,DotSlashofferscost-effectiveand
automatedrescueservicesfor betterhandlingshort-termloadspikes.

Distributedwebserver systemsarea widespreadapproachto supporthigh request
loadsandreduceclient-perceiveddelays.Thesesystemsoftenusereplicatedwebservers
(e.g.,ScalaServer [5] andGeoWeb [9]), with a focuson loadbalancingandservinga
client requestfrom the closestserver. In contrast,DotSlashallows an origin server to
build a distributedsystemof heterogeneousrescueserverson demandsoasto relieve
theheavily-loadedorigin server. DC-Apache[17] supportscollaborationsamonghet-
erogeneousweb servers.However, it relieson staticcon�guration to form collaborat-
ing servergroups,which limits its scalabilityandadaptivity to changingenvironments.
Also, DC-Apacheincursa costfor eachrequestby generatingall hyperlinksdynami-
cally. DotSlashaddressestheseissuesby forming collaboratingserver groupsdynam-
ically, andusingsimplerandwidely applicablemechanismsto of�oad client requests.
Backslash[25] suggestsusingpeer-to-peer(P2P)overlaynetworksto build distributed
webserversystemsandusingdistributedhashtableto locateresources.

The InternetEngineeringTask Force (IETF) hasdevelopeda model for content
internetworking (CDI) [11,23]. TheDotSlasharchitectureappearsto bea specialcase
of the CDI architecture,whereeachweb server itself is a contentnetwork. However,
theCDI framework doesnot addressthe issueof usingdynamicserver allocationand
dynamicrateadjustmentbasedon feedbackto handleshort-termloadspikes,which is
themainfocusof DotSlash.

Client-sidemechanismsallow clients to help eachotherso asto alleviate server-
sidecongestionandreduceclient-perceiveddelays.An origin webserver canmediate
clientcooperationby redirectingaclient to anotherclient thathasrecentlydownloaded
theURI, e.g.,Pseudoserving[15] andCoopNet[20]. Clientscanalsoform P2Poverlay
networksandusesearchmechanismsto locateresources,e.g.,PROOFS[26] andBit-
Torrent[7]. Client-sideP2Poverlaynetworkshaveadvantagesin sharinglargeandpop-
ular �les, which canreducerequestloadsat origin webservers.In general,client-side
mechanismsscalewell asthenumberof clientsincreases,but they arenot transparent
to clients,whicharelikely to preventwidespreaddeployment.

Grid technologiesallow “coordinatedresourcesharingandproblemsolvingin dy-
namic, multi-institutional organizations”[12], with a focus on large-scalecomputa-
tional problemsand complex applications.The sharingin Grid is broaderthansim-
ply �le exchange;it caninvolve direct accessto computers,software,data,andother
resources.In contrast,DotSlashemploys inter-web-sitecollaborationsto handleweb
hotspotseffectively, with anemphasison overloadcontrolat webserversanddissemi-
natingpopular�les to a largenumberof clients.
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Fig.1. An examplefor DotSlashrescuerelationships

3 DotSlashOverview

DotSlashusesa mutual-aidrescuemodel.A webserver joins a mutual-aidcommunity
by registeringitself with aDotSlashserviceregistry, andcontributingits sparecapacity
to thecommunity. In caseof beingheavily loaded,a participatingserverdiscoversand
usessparecapacitiesat otherserversin its communityvia DotSlashrescueservices.In
our currentprototype,DotSlashis intendedfor a cooperativeenvironment,andthusno
paymentis involvedin obtainingrescueservices.

In DotSlash,a webserver is in oneof thefollowing statesat any time: SOSstateif
it getsrescueservicesfrom others,rescuestateif it providesrescueservicesto others,
andnormal stateotherwise.Thesethreestatesaremutually exclusive: a server is not
allowedto geta rescueserviceaswell asto providea rescueserviceat thesametime.
Using this rule canavoid complex rescuescenarios(e.g.,a rescueloop whereS1 re-
questsa rescueservicefrom S2, S2 requestsa rescueservicefrom S3, andS3 requests
a rescueservicefrom S1), andkeepDotSlashsimpleandrobustwithoutcompromising
scalability. Throughoutthis paper, we usethenotationorigin server andrescueserver
in the following way. Whentwo serverssetup a rescuerelationship,theonethatben-
e�ts from the rescueserviceis the origin server, andthe onethat providesthe rescue
serviceis the rescueserver. Fig. 1 shows an exampleof rescuerelationshipsfor eight
webservers,whereanarrow from Sy to Sx denotesthatSy providesa rescueservice
to Sx . In this �gure, S1 andS2 areorigin servers,S3, S4, S5 andS6 arerescueservers,
andS7 andS8 havenot involvedthemselveswith rescueservices.

3.1 RescueExamples

In DotSlash,anorigin serverusesHTTPredirectandDNSroundrobinto of�oad client
requeststo its rescueservers,anda rescueserver servesasa reversecachingproxy for
its origin servers.Therearefour rescuecases:(1) HTTP redirect(at theorigin server)
andcachemiss(at therescueserver), (2) HTTP redirectandcachehit, (3) DNS round
robin andcachemiss,and(4) DNS roundrobin andcachehit. We show examplesfor
case1 and4 next; case2 and3 canbederivedsimilarly.

In Fig. 2, theorigin server is www.origin.comwith IP address1.2.3.4(referredto as
So), andtherescueserveris www.rescue.comwith IP address5.6.7.8(referredto asSr ).
Sr hasassignedanaliaswww-vh1.rescue.comto So, andSo hasaddedSr 's IP address
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to its roundrobin local DNS. Fig. 2(a) givesan examplefor case1, whereclient C1

followsa ten-stepprocedureto retrievehttp://www.origin.com/index.html:

1. C1 resolvesSo's domainnamewww.origin.com;
2. C1 getsSo's IP address1.2.3.4;
3. C1 makesanHTTPrequestto So usinghttp://www.origin.com/index.html;
4. C1 getsanHTTPredirectfrom So ashttp://www-vh1.rescue.com/index.html;
5. C1 resolvesSr 's aliaswww-vh1.rescue.com;
6. C1 getsSr 's IP address5.6.7.8;
7. C1 makesanHTTPrequestto Sr usinghttp://www-vh1.rescue.com/index.html;
8. Sr makes a reverseproxy requestto So using http://www.origin.com/index.html

becauseof acachemissfor http://www-vh1.rescue.com/index.html;
9. So sendstherequested�le to Sr ;

10. Sr cachestherequested�le, andreturnsthe�le to C1.

Fig.2(b)givesanexamplefor case4, whereclientC2 followsafour-stepprocedure
to retrievehttp://www.origin.com/index.html:

1. C2 resolvesSo's domainnamewww.origin.com;
2. C2 getsSr 's IP address5.6.7.8dueto DNS roundrobinat So's localDNS;
3. C2 makesanHTTPrequestto Sr usinghttp://www.origin.com/index.html;
4. C2 getstherequested�le from Sr becauseof a cachehit.

4 DotSlashDesign

Themainfocusof DotSlashis to allow a websiteto build anadaptive distributedweb
server systemin a fully automatedway. DotSlashconsistsof dynamicvirtual hosting,
requestredirection,workloadmonitoring,rescuecontrol,andservicediscovery.

4.1 Dynamic Virtual Hosting

Dynamicvirtual hostingallowsa rescueserver to serve thecontentof its origin servers
on the �y . Existing virtual hosting(e.g.,Apache[4]) needsadvancecon�gurations:
registeringvirtual hostnamesin DNS,creatingDocumentRootdirectories,andadding



directivesto thecon�guration�le to mapvirtual hostnamesto DocumentRootdirecto-
ries.DotSlashhandlesall thesecon�gurationsdynamically.

A rescueserver generatesneededvirtual hostnamesdynamicallyby addinga se-
quencenumbercomponentto its con�guredname,e.g.,host-vh< seqnum> .domainfor
host.domain, where< seqnum> is monotonicallyincreasing.Virtual host namesare
registeredusingA recordsvia dynamicDNS updates[28]. We have setup a domain
dot-slash.netthatacceptsvirtual hostnameregistrations.For example,www.rescue.com
canobtaina uniquehostnamefoo in dot-slash.net, andregisterits virtual hostnames
asfoo-vh< seqnum> .dot-slash.net. A rescueserver assignsa uniquevirtual hostname
to eachof its origin servers,which is usedin theHTTPredirectsissuedfrom thecorre-
spondingorigin server.

As arescueserver, www.rescue.commayreceiverequestsusingthreedifferentkinds
of Host header�elds: its con�gured namewww.rescue.com, an assignedvirtual host
namesuchaswww-vh1.rescue.com, or anorigin servernamesuchaswww.origin.com.
Its own contentis requestedin the �rst case,whereasthecontentof its origin servers
is requestedin thelast two cases.Moreover, thesecondcaseis dueto HTTP redirects,
andthethird caseis dueto DNS roundrobin.A rescueservermaintainsa tableto map
assignedvirtual host namesto its origin servers.To map the Host header�eld of a
request,a rescueserverchecksboththevirtual hostnameandtheorigin servernamein
eachmappingentry; if eitheronematches,theorigin server nameis returned.Due to
client-sidecaching,webclientsmaycontinueto requestanorigin server'scontentfrom
its old rescueservers.To handlethissituationproperly, a rescueserverdoesnot remove
a mappingentry immediatelyafter the rescueservicehasbeenterminated,but rather
keepsthe mappingentry for a con�gured time suchas24 hours,andredirectssucha
requestbackto thecorrespondingorigin servervia anHTTPredirect.

A rescueserver worksasa reversecachingproxy for its origin servers.For exam-
ple,whenwww.rescue.comhasacachemissfor http://www-vh1.rescue.com/index.html,
it mapswww-vh1.rescue.comto www.origin.com, and issuesa reverseproxy request
for http://www.origin.com/index.html. Usingreversecachingproxy offersa few advan-
tages.First,as�les arereplicatedon demand,theorigin server incurslow costsinceit
doesnotneedto maintainstatesfor replicated�les andcanavoid transferring�les that
arenot requestedat therescueserver. Second,asproxy andcachingarefunctionssup-
portedby mostwebserver software,it is simpleto usereverseproxyingto getneeded
�les, andusethesamecachingmechanismsto cacheproxied�les andlocal �les.

4.2 RequestRedirection

Requestredirection[8,6,30] allowsanorigin server to of�oad client requeststo its res-
cueservers,which involvestwo aspects:themechanismsto of�oad client requestsand
thepoliciesto choosea rescueserver amongmultiple choices.A client requestcanbe
redirectedby theorigin server'sauthoritativeDNS,theorigin server itself, or a redirec-
tor at transportlayer (content-blind)or applicationlayer (content-aware).Redirection
policies can be basedon load at rescueservers, locality of requested�les at rescue
servers,andproximity betweentheclientandrescueservers.

DotSlashusestwo mechanismsfor requestredirections:DNS round robin at the
�rst level for crudeload distribution, andHTTP redirectat the secondlevel for �ne-



grainedloadbalancing.DNSroundrobincanreducetherequestarrival rateattheorigin
server, andHTTP redirectcanincreasetheservicerateof theorigin server becausean
HTTPredirectis muchcheaperto servethantheoriginalcontent.Bothmechanismscan
increasetheorigin server's throughputfor requesthandling.

We investigatedthreeoptionsfor constructingredirectURIs: IP address,virtual
directory, and virtual host name.Using the rescueserver's IP addresscan save the
client's DNS lookup time for the rescueserver's name,but the rescueserver is un-
ableto tell whethera requestis for itself or for oneof its origin servers.Usingavirtual
directorysuchas/dotslash-vh, http://www.origin.com/index.htmlcanbe redirectedas
http://www.rescue.com/dotslash-vh/www.origin.com/index.html. The problemis that it
doesnotwork for embeddedrelativeURIs.DotSlashusesvirtual hostnames,whichal-
lowspropervirtual hostingat therescueserver, andworksfor embeddedrelativeURIs.

In termsof redirectionpolicies,DotSlashusesstandardDNS roundrobin without
modifying theDNS server software,andusesweightedroundrobin (WRR) for HTTP
redirects,wherethe weight is the allowed redirectdatarateassignedby eachrescue
server. Due to factorssuchascachingandembeddedrelative URIs, the redirectdata
rateseenby theorigin servermaybedifferentfrom thatservedby therescueserver. For
simplicity, anorigin server only controlsthedatarateof redirected�les, not including
embeddedobjectssuchasimages,andrelieson a ratefeedbackfrom therescueserver
to adjustits redirectdatarate(seeSection4.4for details).

Redirectionneedsto be avoided for communicationsbetweentwo collaborating
serversand for requestsof gettingserver statusinformation.On onehand,a request
sender(a web client or a web server) needsto bypassDNS roundrobin by usingthe
server's IP addressdirectly in thefollowing cases:whenaserver initiatesa rescuecon-
nectionto anotherserver, whena rescueserver makesa reverseproxy requestto its
origin server, andwhena client retrievesa server's statusinformation.On the other
hand,a requestreceiver (i.e., a web server) needsto avoid performinganHTTP redi-
rect if the requestis from a rescueserver, or if the requestis for the server's status
information.

4.3 Workload Monitoring

Workloadmonitoringallowsa webserver to reactquickly to loadchanges.Major Dot-
Slashparametersaresummarizedin Table1. We measurethe utilization of eachre-
sourceatawebserverseparately. Accordingto a recentstudy[20], network bandwidth
is themostconstrainedresourcefor mostwebsitesduringhotspots.We focusonmon-
itoring network utilization � n in this paper. We usetwo con�gurableparameters,lower
threshold� l

n andupperthreshold� u
n , to de�ne threeregionsfor � n : lightly loadedre-

gion [0; � l
n ), desiredload region [� l

n ; � u
n ], andheavily loadedregion (� u

n ; 100%]. Fur-
thermore,we de�ne a referenceutilization ^� n as(� l

n + � u
n )=2.

In DotSlash,wemonitoroutboundHTTPtraf�c within awebserver, withoutrelying
on anexternalmoduleto monitor traf�c on thelink. We assumethereis no signi�cant
othertraf�c besidesHTTP at a webserver, andassumea webserver hasa symmetric
link or its inboundbandwidthis greaterthan its outboundbandwidth,which is true,
for example,for a web server behindDSL. Sincea web server's outbounddatarate



Table 1. Major DotSlashparameters,wheretypeC is for con�gurableparameters,typeO is for
measuredoutputs,typeI is for controlinputs,andtypeD is for derivedparameters

Parameter Description Type
� l

n and� u
n lower andupperthresholdfor network utilization,default 50%and75% C

� m
d maximumdatarate(kB/s) for outboundHTTPtraf�c C

� controlinterval, default 1 second C
� usedin exponentiallyweightedmoving average�lter , default 0:5 C
� d realdatarate(kB/s) of outboundHTTPtraf�c O
� r d realredirectdatarate(kB/s) O
� a

r d allowedredirectdatarate(kB/s) I
Pr redirectprobability I
� n network utilization, � n = � d=� m

d D
^� n referencenetwork utilization, ^� n = (� u

n + � l
n )=2 D

^� d referencedatarate(kB/s), ^� d = ^� n � m
d D

� adjustmentfactorfor control inputs,� = � n = ^� n D

is normally greaterthanits inbounddatarate,it shouldbe suf�cient to only monitor
outboundHTTP traf�c.

Due to headeroverhead(suchas TCP and IP headers)and retransmissions,the
HTTP traf�c ratemonitoredby DotSlashis lessthan the real traf�c rateon the link.
Sincetheheaderoverheadis relatively constantandotheroverheadsareusuallysmall,
to simplify calculation,we usea con�gurableparameter� m

d to denotethe maximum
dataratefor outboundHTTP traf�c, where� m

d = B U, B is the network bandwidth,
andU is the percentageof bandwidththat is usablefor HTTP traf�c. We performa
specialaccountingfor HTTPredirectsbecausethey mayaccountfor a largepercentage
of HTTPresponsesandtheirheaderoverheadis largecomparedto theirsmallsizes.For
anHTTPredirectresponseof n bytes,its accountingsizeA r = (n + O)U bytes,where
O is theheaderoverhead.A webserversends� veTCPpacketsfor eachHTTPredirect:
onefor establishingtheTCPconnection,onefor acknowledgingtheHTTPrequest,one
for sendingtheHTTP response,andtwo for terminatingtheTCPconnection.The�rst
TCPheader(SYN ACK) is 40 bytes,andtherestfour TCPheadersare32 byteseach.
Thus,O = (40 + 32� 4) + 20� 5 + (14 + 4) � 5 = 358bytes,which includestheTCP
andIP headers,andtheEthernetheadersandtrailers.

4.4 RescueControl

Rescuecontrolallows a webserver to tuneits resourceutilization by usingrescueac-
tions that aretriggeredautomaticallybasedon load conditions.To control � n within
thedesiredloadregion [� l

n ; � u
n ], overloadcontrolactionsaretriggeredif � n > � u

n , and
under-loadcontrolactionsaretriggeredif � n < � l

n . To controltheutilization of multi-
ple resources,overloadcontrolactionsaretriggeredif any resourceis heavily loaded,
andunder-loadcontrolactionsaretriggeredif all resourcesarelightly loaded.

Origin serversandrescueserversusedifferentcontrolparameters.An origin server
controlsthe redirectprobabilityPr by increasingPr if � n > � u

n anddecreasingPr if



� n < � l
n , whereasa rescueserver controlstheallowedredirectdatarate� a

r d for each
of its origin serversby decreasing� a

r d if � n > � u
n andincreasing� a

r d if � n < � l
n . An

origin server shouldensurethe real redirectdatarate� r d � � a
r d, but a rescueserver

mayexperience� r d > � a
r d.

We usethe following control strategies.A con�gurable parameter� denotesthe
controlinterval,whichis thesmallesttimeunit for performingworkloadmonitoringand
rescuecontrol.Othertime intervalsarespeci�ed asa multiple of the control interval.
To handlestochastics,weapplyanexponentiallyweightedmoving average�lter to � n ,
Pr and� a

r d. Using � n asan example,� n (k) = � � n (k � 1) + (1 � � )� n (k), where
� n (k) is thecurrentraw measurement,� n (k) is the �ltered valueof � n (k), � n (k � 1)
is the previous �ltered value,and � is a con�gurable parameterwith a default value
0:5. If multiple rescueserver candidatesareavailable,the onewith the largestrescue
capacityshouldbeused�rst. This policy canhelpanorigin server to keepthenumber
of its rescueserversassmallaspossible.Minimizing thenumberof rescueserverscan
reducetheir cachemisses,andthusreducethedatatransfersat theorigin server.

TheDotSlashrescueprotocol(DSRP)is anapplication-level request-responsepro-
tocol usingsingle-linepure text messages.A requesthasa commandstring (starting
with a letter)followedby optionalparameters,whereasa responsehasa responsecode
(threedigits) followed by the responsestring andoptionalparameters.DSRPde�nes
threerequests:SOSfor initiating a rescuerelationship,RATE for adjustinga redirect
datarate,andSHUTDOWN for terminatinga rescuerelationship.An SOSrequestis
alwayssentby anorigin server, anda RATE requestis alwayssentby a rescueserver,
but aSHUTDOWNrequestmaybesentby anorigin serveror arescueserver. To initiate
a rescuerelationship,anorigin server sendsanSOSrequestto a chosenrescueserver
candidate.Therequesthasthefollowing parameters:theorigin server's fully quali�ed
domainname,its IP address,andits port numberfor webrequests.Whena webserver
receivesanSOSrequest,it canacceptthe requestby sendinga “200 OK” responseor
rejectthe requestby sendinga “403 Reject” response.A “200 OK” responsehasthe
following parameters:a uniquealiasof therescueserver assignedto theorigin server,
therescueserver'sIP address,therescueserver'sportnumberfor webrequests,andthe
allowedredirectdataratethattheorigin servercanof�oad to therescueserver.

Fig.3 summarizesDotSlashrescueactionsandstatetransitions.Wedescriberescue
actionsin eachstatenext. Thenormalstatehastwo rescueactions:initial allocationand
initial rescue.For the �rst case,if a webserver is heavily loaded(i.e., � n > � u

n ), then
it needsto allocateits �rst rescueserver, setPr to 0:5, andswitchto theSOSstate.For
thesecondcase,if a webserver receivesa rescuerequestandit is lightly loaded(i.e.,
� n < � l

n ), thenit canacceptthe rescuerequest,set� a
r d to ( ^� n � � n )� m

d or a smaller
valuedeterminedby arateallocationpolicy, andswitchto therescuestate.

TheSOSstatehasfour rescueactions:increasePr , additionalallocation,decrease
Pr , andrelease.For the�rst case,if anorigin server is heavily loadedandit hasunused
redirectcapacity(i.e., � r d < � a

r d), then it needsto increasePr until Pr reaches1.
For thesecondcase,if anorigin server is heavily loadedandit hasrun out of redirect
capacity(i.e., � r d equals� a

r d), thenit needsto allocateanadditionalrescueserversoas
to increaseits redirectcapacity. For thethird case,if anorigin server is lightly loaded
andit still redirectsrequeststo rescueservers(i.e., Pr > 0), thenit needsto decrease
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Pr until Pr reaches0. For thelastcase,if anorigin server hasbeenlightly loadedand
hasnot redirectedrequeststo rescueservers(i.e., Pr is 0) for a con�gured numberof
consecutive control intervals, then it needsto releaseall rescueservers.Fig. 4 gives
thealgorithmfor adjustingPr at anorigin server, which increasesPr if � n > � u

n , and
decreasesPr if � n < � l

n . Theadjustmentis controlledby parameter� = � n = ^� n , where
� > 1 for increasesince� n > � u

n > ^� n , and� < 1 for decreasesince� n < � l
n <

^� n . Further, the adjustmentis smoothedby usingan exponentiallyweightedmoving
average�lter with � = 0:5. To avoid in�nite convergence,anincreasefrom above0:99
is setto 1, andadecreasefrom below 0:1 is setto 0. To reactquickly to loadspikes,an
increasefrom below 0:5 is setto 0:5.

The rescuestatehas� ve rescueactions:decrease� a
r d, heavy-load shutdown, in-

crease� a
r d, additionalrescue,andidle shutdown. For the �rst case,if a rescueserver

is heavily loadedandits � a
r d > 0, thenit needsto decrease� a

r d until � a
r d reaches0.

For thesecondcase,if a rescueserver is heavily loadedandits � a
r d is 0, thenit needs

to shutdown therescuerelationship.Whena rescueserver hasshutdown all rescuere-
lationships,it switchesto thenormalstate.For the third case,whena rescueserver is
lightly loadedand� a

r d < ^� d , thenit canincrease� a
r d. Notethata rescueserver should

not increase� a
r d if � r d is farbelow � a

r d. For thefourthcase,if a rescueserver is lightly
loaded,andit receivesa new rescuerequest,thenit canaccepttherescuerequest,and
assigna � a

r d to thenew origin server. By doingso,therescueserverwill havemultiple
origin servers,anda separate� a

r d is assignedto eachorigin server. For thelastcase,if
a rescueserver hasanorigin server whose� r d hasbeen0 for a con�gured numberof
consecutive control intervals, thenthe rescueserver shouldshutdown the rescuerela-
tionshipsoasto releaserescueresourcesin caseof theorigin server failureor network
separation.Fig. 5 givesthe algorithmfor adjusting� a

r d at a rescueserver, which de-
creases� a

r d if � n > � u
n , andincreases� a

r d if � n < � l
n . This algorithmis very similar

to thealgorithmshown in Fig. 4. However, thesetwo algorithmsmake adjustmentsin
oppositedirectionsbecausetheiradjustingfactorsare� and1=� , respectively. Wekeep
the adjustingfactorfor � a

r d within the rangeof [0:5; 2] to avoid over-reactingadjust-
ments.Also, we keepthe�ltered valueof � a

r d asaninteger.



// Compute�
� = � n = ^� n ;

// IncreasePr if � n > � u
n

if (Pr < 1) f
if (Pr < 0:5) f

Pr = 0:5;
g elseif (Pr > 0:99) f

Pr = 1;
g elsef

t = min(� Pr ; 1);
Pr = �P r + (1 � � )t ;

g
g

// DecreasePr if � n < � l
n

if (Pr > 0) f
if (Pr < 0:1) f

Pr = 0;
g elsef

t = � Pr ;
Pr = �P r + (1 � � )t ;

g
g

Fig.4. Algorithm for adjustingPr at anorigin server

// Compute�
� = � n = ^� n ;
if (� < 0:5) f

� = 0:5;
g elseif (� > 2) f

� = 2;
g

// Decrease� a
r d if � n > � u

n

if (� a
r d > 0) f

t = � a
r d=� ;

� a
r d = (int)( �� a

r d + (1 � � )t );
g

// Increase� a
r d if � n < � l

n

if (� a
r d < ^� d ) f

t = min(� a
r d=� ; ^� d );

� a
r d = (int)( �� a

r d + (1 � � )t );
g

Fig.5. Algorithm for adjusting� a
r d ata rescueserver

4.5 ServiceDiscovery

Servicediscovery allows serversof differentweb sitesto learnabouteachotherdy-
namically and collaboratewithout any administratorintervention.DotSlashusesthe
ServiceLocationProtocol(SLP)[13] sinceit is anIETF proposedstandardfor service
discovery in IP networks, and it is �e xible, lightweight and powerful. Basedon the
SLPmeshenhancement(mSLP[33]), DotSlashusesmultiple well-known servicereg-
istriesthatmaintaina fully-meshedpeerrelationship.A webservercanuseany service
registry to registerits informationandto searchinformationaboutotherweb servers.
Serviceregistrationsreceivedby oneregistry will be propagatedto otherregistriesas
soonaspossible,andanti-entropy [32] is usedto ensureconsistency amongall ser-
vice registries.Only asmallnumberof suchserviceregistriesareneededfor reliability
andscalability. All of themserve thescope“DotSlash” (reservedfor DotSlashrescue
services)sothatthey will notaffect local servicediscovery.

Thetemplatefor DotSlashrescueserviceshasthefollowing attributes:thedomain
namefor theweb server, its IP addresswhich is usedto bypassDNS roundrobin, its
port numberfor web requests,its port numberfor DotSlashrescueservices,andthe
currentallowedredirectdatarate� a

r d computedasmax(( ^� n � � n )� m
d ; 0). A webserver

performsserviceregistrationsandsearchesperiodicallywith a con�gurableinterval � r

and� s, respectively. To getreadyfor loadspikes,awebservermaintainsa list of rescue
server candidates.A DotSlashservicesearchrequestusespreference�lters [34] that
allow theregistry to sort thesearchresultbasedon � a

r d andto only returnthedesired
numberof matchingentries,which is usefulif many entriesmatchasearchrequest.
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5 Implementation

We useApache[4] asour basesystemsinceit is opensourceandis themostpopular
web server [19]. Fig. 6 shows the DotSlashsoftwarearchitecture.DotSlashis imple-
mentedas two parts:Mod dotsandDotsd. Mod dots is an Apachemodulethat sup-
portsDotSlashfunctionsrelatedto client requestprocessing,includingaccountingfor
eachresponse,HTTP redirect,and dynamicvirtual hosting.Dotsd is a daemonthat
accomplishesotherDotSlashfunctions,includingservicediscovery, dynamicDNSup-
dates,and rescuecontrol andmanagement.For convenience,Dotsd is startedwithin
the Apacheserver, andis shutdown whenthe Apacheserver is shutdown. Dotsdand
Mod dotssharecontroldatastructuresvia sharedmemory. DNS serversandDotSlash
serviceregistriesareDotSlashcomponentsexternalto theApacheserver. WeuseBIND
asDNS servers,andusemSLPDirectoryAgents(DAs) asDotSlashserviceregistries.
A webserverinteractswith otherwebserversvia its DotsdusingDSRPcarriedby TCP.

The control datain sharedmemoryaredivided into two parts:a workloadmeter
for the web server itself, anda peertablefor collaboratingweb servers.The peerta-
ble maintainsaccountinginformationof redirectedtraf�c for peers.Traf�c accounting
is performedin two time scales:the currentcontrol interval andthe server's lifetime
(from theserver's startingtime to now). The formeraccountingis usedto trigger res-
cueactions,andthecorrespondingcountersareresetto zeroat theendof thecurrent
controlinterval.Thelatteraccountingallowscomputingvariousaveragetraf�c ratesby
samplingthecorrespondingcountersat desiredtime intervals.

Dotsdis implementedusingpthread.It hastwo mainthreads:acontrolthreadanda
aDSRPserver. Thecontrolthreadrunsat theendof eachcontrolinterval for processing
tasksthatneedto be doneperiodicallysuchascomputingthecurrentworkloadlevel,
triggeringrescueactionsif needed,andcheckingwhetherit needsto performservice
discovery. TheDSRPserver acceptsconnectionsfrom otherDotsdsandcreatesa new
threadfor processingeachacceptedconnection.Dotsd also includesthreeclients: a
DNS client for dynamicDNS updates,anSLPServiceAgent for serviceregistrations,
andanSLPUserAgentfor servicesearches.

Mod dotshandlestraf�c accounting,performsHTTP redirectsfor anorigin server,
supportsdynamicvirtual hostingfor a rescueserver, andimplementsa contenthandler
for /dotslash-statussothata requestfor http://host.domain/dotslash-statuscanretrieve
thecurrentDotSlashstatusfor thewebserverhost.domain.



6 Evaluation

For a webserver, we usetwo performancemetricsD andR, whereD is themaximum
datarateof HTTP responsesdeliveredto clients,andR is the maximumrequestrate
supported.Our goal is to improve a web server's D andR by usingDotSlashrescue
services.For awebserverwithoutusingDotSlash,its D andR canbeestimatedas� m

d
and� m

d =(F + H ), respectively, whereF is theaveragesizeof requested�les, andH is
theaverageHTTP headersizeof responses,assumingtheCPUis not a bottleneck.For
any web server, themaximumrateof HTTP redirectsit cansupportcanbe estimated
as� m

d =A r , whereA r is theaccountingsizefor an HTTP redirect.Thus,a webserver
canimproveits R andD by usingDotSlashasfollows.If it only usesHTTPredirectto
of�oad client requests,its R is boundedby � m

d =A r , andits D is boundedby R(F + H ).
However, awebservercanuseDNSroundrobin to overcomethisscalinglimitation so
asto furtherimproveits R andD.

Weperformedexperimentsin ourlocalareanetworks(LANs) andonPlanetLab[21]
for two goals.First, given a web server with a constrainton its outboundbandwidth,
wewantto improveits R andD by usingDotSlashrescueservices,andaim to achieve
animprovementcloseto theanalyticalbound,i.e., thewebservercanhandlea request
ratecloseto � m

d =A r whenonly HTTPredirectis used.Second,wewantto con�rm that
ourworkloadcontrolalgorithmworksasexpected.

6.1 Workload Generation

We usehttperf [18] to generateworkloads.If the requestrateto be generatedis high,
multiple httperfclientsareused,eachrunningon a separatemachine.To simulateweb
hotspots,a small numberof �les are requestedrepeatedlyfrom a web server. Each
requestusesa separateTCP connection.Thus,the requestrateequalsthe connection
rate.Wemadetwo enhancementsto httperfto facilitateexperimentsonDotSlash.First,
weextendedhttperfto handleHTTPredirectsautomaticallysinceanhttperfclientneeds
to follow HTTP redirectsin order to completeworkload migrationsfrom an origin
serverto its rescueservers.Second,wewroteashellscriptto supportworkloadpro�les.
A workload pro�le speci�es a sequenceof requestratesand their testingdurations,
which is convenientfor describingworkloadchanges.

For a web server, its R andD aredeterminedas follows. We usehttperf clients
to issuerequeststo the web server, startingat a low requestrate,and increasingthe
requestrategraduallyuntil thewebservergetsoverloaded.A client uses7 seconds[9]
asthetimeoutvaluefor gettingeachresponse.If morethan10%[9] of issuedrequests
timeout,aclientdeclaresthewebserverasbeingoverloaded.For asequenceof testing
requestratesthataremonotonicallyincreasing,r 1 < r2 < � � �, if thewebserver gets
overloadedat r i , thenR = r i � 1. For all testingrequestrates,up to R, themaximum
dataratedeliveredto clientsis D .

6.2 Experimental Setup

In our LANs, we usea clusterof 30 Linux machines,which areconnectedusing100
Mb/s fastEthernet.Thesemachineshave two differentcon�gurations,CLIC andiDot.



Theformerhasa 1 GHz Intel PentiumIII CPU,and512MB of memory, whereasthe
latterhasa2 GHzAMD AthlonXP CPU,and1 GB of memory.They all runRedhat9.0,
with Linux kernel2.4.20-20.9.PlanetLabconsistsof morethan300nodesdistributed
all over the world, eachwith a CPU of at least1 GHz clock rate,andhasat least1
GB of memory. PlanetLabnodeshave four typesof network connections:DSL lines,
Internet2,NorthAmericacommodityInternet,andoutsideNorthAmerica.They all run
Redhat9.0,with Linux kernel2.4.22-r3planetlab,andPlanetLabsoftware2.0.

We setup the DotSlashsoftware in threesteps.First, we compileApache2.0.48
with theworker multi-processingmodule,theproxy modules,thecachemodules,and
ourDotSlashmodule.Wecon�gure Apacheasfollows.Sincereverseproxyingis taken
careof by DotSlashautomatically, no proxy con�guration is needed.Cachingis con-
�gured with 256 KB of memorycache,and10 MB of disk cache,andthe maximum
�le sizeallowed in memorycacheis 20 kB. For the DotSlashmodule,we only con-
�gure � m

d . Second,we useBIND 9.2.2astheDNS server software,andsetup a DNS
domaindot-slash.net. All rescueserversregistertheirvirtual hostnamesin thisdomain
via dynamicDNS updates.Currently, we have testedDotSlashworkloadmigrations
via HTTP redirect,without usingDNS roundrobin. Third, we setup a DotSlashser-
vice registryusinganmSLPDA. Eachwebserver registersitself with this well-known
serviceregistry, anddiscoversotherwebserversby lookingup this registry.

6.3 Experimental Resultson PlanetLab

WerunawebserveronaPlanetLabDSL node,planetlab1.gti-dsl.nodes.planet-lab.org
(referredto asgtidsl1), for which the outboundbandwidthis the bottleneck.We run
httperfon a local CLIC machine.Ten�les arerequestedrepeatedlyfrom gtidsl1, with
anaveragesizeof 6 KB [30]. Our goal is to measure,from theclient side,gtidsl1's R
andD in two cases,namelywithout usingDotSlashversususingDotSlash.

For the �rst case,DotSlashis disabled.Therequestratestartsat 1 request/second,
increasesto 20 requests/second,with a stepsizeof 1, andeachrequestratelastsfor 60
seconds.Fig.7(a)showstheexperimentalresults.In this �gure, gtidsl1getsoverloaded
at 10 requests/second,where14% of requests,84 out of 600, time out. Thus,R is 9
requests/second.ThemeasuredD is 53:9 kB/s,attainedwhentherequestrateis R.

For the secondcase,DotSlashis enabled.We set gtidsl1's � m
d to 53:9 kB/s. To

provide neededrescuecapacityfor gtidsl1, we run anotherwebserver on a local iDot
machine(namedmaglev), andits � m

d is setto 2000kB/s. The requestratestartsat 4
requests/second,increasesto 200requests/second,with astepof 4, andeachrequestrate
lastsfor 60 seconds.Fig. 7(b) shows theexperimentalresults.In this �gure, whenthe
requestratereaches8 requests/second,theorigin server gtidsl1startsto redirectclient
requestsvia HTTP redirectsto therescueserver maglev. As therequestrateincreases,
the redirectrate increasesaccordingly. Eventually, gtidsl1 redirectsalmostall clients
requeststo maglev. In this experiment,gtidsl1 getsoverloadedat 92 requests/second,
where25%of requests,1404outof 5520, timeout.Thus,R is 88requests/second.The
measuredD is 544:1 kB/s,attainedwhentherequestrateis 84 requests/second.

Comparingthe resultsobtainedfrom theabove two cases,we have 88=9 = 9:78,
and544:1=53:9 = 10:1, meaningthatby usingDotSlashrescueservices,we gotabout
an order of magnitudeimprovementfor gtidsl1 on its R andD, even if only HTTP
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Fig.7.Thedatarateandrequestratefor aPlanetLabDSL nodegtidsl1in two cases,notedifferent
scalesof ordinates

redirectis used.To show the effectivenessof DotSlash,we alsocompareR with its
analyticalbound� m

d =A r below. In this experiment,we only measured� m
d at gtidsl1,

without knowing its outboundbandwidthB . To be conservative, we useU = (F +
H )=(F + H + O) = 95%, whereF = 6 KB, H = 250bytes,andO = 358bytes.Here
theheaderoverheadO for a single-requestHTTP transactionis thesameasthatfor an
HTTP redirect(calculatedin Section4.3).Sincethesizeof anHTTP redirectresponse
is n = 227bytesin theexperiment,wehaveA r = (n + O)U = 556bytes.As aresult,
R is boundedby � m

d =A r = 53:9 � 1000=556 = 97 requests/second,andwe achieved
88=97 = 91%of its analyticalbound.

6.4 Experimental Resultsin LANs

In theprevioussectionwe have shown theperformanceimprovement,measuredfrom
theclient side,for a webserver by usingDotSlashrescueservicesin a wide areanet-
work setting.In this sectionwe will show, via aninsidelook from theserverside,how
workloadis migratedfrom an origin server to its rescueservers.The workloadmon-
itoring componentin DotSlashmaintainsa numberof countersfor outboundHTTP
traf�c, including total bytesserved, the numberof client requestsserved, the num-
ber of client requestsredirected,andthe numberof requestsserved for rescuingoth-
ers.The valuesof thesecountersfor a web server host.domaincanbe obtainedfrom
http://host.domain/dotslash-status?auto. By samplingthesecountersat a desiredinter-
val, we can calculatethe neededaveragevaluesof outbounddatarate, requestrate,
redirectrate,andrescuerate.

In thisexperiment,four machines,bjs, ottawa, lisbon, anddelhi, runaswebservers,
wherebjs is an iDot machine,and the other threeareCLIC machines.To emulatea
scenariowherebjs works asan origin server with a bottleneckon its outboundband-
width, andtherestwebserverswork asrescueservers,wecon�guredtheir � m

d as1000,
7000, 5000, and3000kB/s,respectively. We runhttperfon � veCLIC machines,which
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Fig.8. Therequestratesanddataratesat theorigin server bjsandits rescueservers

issuerequeststo bjs using the sameworkloadpro�le. The maximumrequestrate is
400 � 5 = 2000 requests/second,and the durationof the experimentis 15 minutes.
Ten�les arerequestedrepeatedly, with anaveragesizeof 4 KB. We run a shellscript
to get theDotSlashstatusfrom the four webserversat an interval of 30 seconds.The
retrievedstatusdataarestoredin round-robindatabasesusingRRDtool [22], with one
databasefor eachwebserver. Fig. 8 shows thedataratesandrequestratesfor thefour
webserversin a durationof 17minutes.

We observe the following resultsfrom Fig. 8(a). First, bjs can supporta request
rateof 2000requests/second,which is closeto � m

d =A r , the analyticalmaximumrate
of HTTP redirectsat bjs. SinceA r = (n + O)U = 468 bytesin this experiment,
wheren = 227 bytes,O = 358 bytes,andU takes its default value80%, we have
� m

d =A r = 2140requests/second.Second,the redirectrateat bjs increasesas the re-
questrate increases,and it is roughly the sameas the requestrate onceit is above
1500 requests/second.The reasonis that bjs increasesredirectprobability Pr as its
load increases.Whentherateof HTTP redirectsis greaterthan� m

d � u
n =A r = 1603re-

quests/second,Pr will stay at 1, that is all client requestsare redirectedfrom bjs to
its rescueservers.Third, bjs allocatesone rescueserver at a time, and usesthe one
with thelargestrescuecapacity�rst. Whena new rescueserver is addedin, therescue
ratesat theexisting rescueserversdecrease.Also, therescueratesat rescueserversare
proportionalto their rescuecapacitiesbecauseof theWRR at bjs.

ComparingFig. 8(b)and8(a),weobservethatrescueservershavesimilarly shaped
curves for their data ratesand rescuerates.In contrast,as we expected,the origin
server bjs have quite different shapesfor its the requestrate and data rate curves:
its the requestrateincreasessigni�cantly from 200 requests/secondat 1:5 minutesto
2000requests/secondat 11 minutes,but its datarateis roughlyunchanged,stayingat
� m

d � u
n = 750kB/s for themostpart.This indicatesthatbjs hassuccessfullymigrated

its workloadto its rescueserversundertheconstraintof its outboundbandwidth.Also,



we observe thatwhentherequestrateis between1600and2000requests/second,the
datarateat bjs goesabove 750 kB/s, but still staysbelow � m

d = 1000kB/s. This is
becausebjs canonly supporta rateof 1600requests/secondfor HTTP redirectswith a
datarateof 750kB/s.Furthermore,weobservethatthetotaldatarateof all webservers
hasa maximumvalueof 9:7 MB/s, which is higherthan9:2 MB/s, themaximumdata
ratemeasuredfrom thehttperfclients.Thedifferenceis dueto our specialaccounting
for HTTP redirects.As describedin Section4.3,anHTTP redirectis 227bytes,but is
countedas468bytes,which resultsin a rateincreaseof 241� 2000= 0:482MB/s for
2000HTTPredirects.

7 Conclusion

We have describedthedesign,implementation,andevaluationof DotSlashin this pa-
per. As a rescuesystem,DotSlashcomplementstheexisting webserver infrastructure
to handlewebhotspotseffectively. It is self-con�guring,scalable,cost-effective,easyto
use,andtransparentto clients.Throughour preliminaryexperimentalresults,we have
demonstratedtheadvantagesof usingDotSlash,wherea web server increasesthe re-
questrateit supportedandthedatarateit deliveredto clientsby anorderof magnitude,
evenif only HTTPredirectis used.

We plan to performtrace-drivenexperimentson DotSlashby usinglog �les from
web hotspotevents,andincorporateDNS roundrobin in the performanceevaluation.
Also, we planto investigateloadmigrationfor dynamiccontent,whichwill extendthe
reachof DotSlashto moreweb sites.Our prototypeimplementationof DotSlashwill
bereleasedasopensourcesoftware.
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