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Surveillance—What is It?

* |t’s a way of seeing what people are doing that goes beyond what we can see
or hear

* \We all know about statutes, court decisions, and court orders: the Wiretap
Act, the Stored Communications Act, the Pen/Trap Act, Katz, Smith, Jones,

Kyllo, Carpenter, warrants and subpoenas, etc.

* But how does it work”? How are phones tapped? Internet conversations? How
are people’s movements tracked”? How do you look inside a house?
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Wiretapping Phones
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The (Traditional) Phone Network

* Customers had telephones

 Each phone was connected to a phone
switch in a switching office (often called
the central office, or CO)

* The switches—originally
electromechanical, now computerized
—are connected to each other

* A switch might handle thousands of
phone lines

 The phones were dumb; the switches
were smart
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Tapping Phones—History
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* Old-style phones had a two-wire, I8
analog connection M

* Tapping a line was as simple as
climbing a telephone pole and
connecting a “butt set” to that
person’s wires (if you knew which
they were)

* |t was simple and effective, and
worked for many decades

Photo from Wikimedia Commons

e However...
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Loop Extenders

 The top of a telephone pole can be cold, hot,
wet, etc.

 Worse yet, it’s noticeable

 And you can’t use your butt set at a phone
company switching office because of the
prevalence of subscriber loop carriers

e Solution: a loop extender—connect one pair
of wires to the target’s phone line and
another to a vacant friendly pair

* Taps can now be done in the switching office
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This Worked, for a While...

* One brief telco visit to install the
loop extender on a pole or in the
SLC cabinet

* No one is going to wonder
about that

* Listening to the call could be
done from the CO

* But by 1990, the FBI foresaw
trouble
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New Phone Technologies

* New phone technologies were on the horizon
* Cell phones existed, though they were comparatively rare

* |ISDN—/Integrated Services Digital Network, which provided the blazingly
fast speed of 56K bps—was digital

* [here was starting to be an increase in modem calls

» Butt sets would no longer work—another solution was needed
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The Digital Telephony Bill

* The FBIl understood that there was trouble coming

* They asked Congress to pass the Digital Telephony Bill, eventually enacted as
CALEA (Communications Assistance to Law Enforcement Act, 47 U.S.C.
§§1001-1010)

 CALEA required that phone switches have a standardized wiretap interface,
regardless of the underlying technology

* Crucially—no requirement that the phone companies break encryption unless
they supplied the encryption keys
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CALEA Problems

 Modern phone switches are computers running very complex, highly
specialized software

* Modifying this code is difficult and expensive
e CALEA authorized $500M for conversion costs—but it wasn’t nearly enough

* A phone switch is a computer—what if someone hacks it and exploits the
CALEA interface?

* That happened, in Greece—some blame US intelligence
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Voice Over IP

* The call is set up by messages
between VoIP providers

* The actual call might travel via a
different path, on different
networks

* The provider may not be on the
path for the actual conversation,
and hence can’t tap the call

* The provider may also be in a
different jurisdiction
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Cellular Calls

* Cell phones talk to base stations (technically: base stations connect to mobile switching
centers (MSC), which are linked to the conventional phone network)

* A phone announces itself to a base station, which (after authentication) tells the phone
network where this particular phone is now

* In particular, the home register knows what MSC should handle incoming calls to that
number

* |t’s possible to send queries to the home register to track someone, with or without
proper legal authorization—any phone company in the world can do it...

* |If the phone moves during a call, the call is handed off to another base station or MSC

* Taps are done at the MSCs or phone switches, not by intercepting the radio signals ..
CU
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Where Things Stand

* The traditional landline network is effectively dead
* Almost all calls use VolP or cellular

* This means that CALEA is the only solution—if it works at all
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Tapping the Internet
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Legal Authority

* The 1986 amendments to the Wiretap Act extended coverage to ISPs as well as phone
companies

* Dod and the FCC have decided that CALEA applies to ISPs

* 47 U.S.C. §1001(8)(B)(ii): “The term “telecommunications carrier” means a person or entity
engaged in the transmission or switching of wire or electronic communications as a common
carrier for hire; and includes... a person or entity engaged in providing wire or electronic
communication switching or transmission service to the extent that the Commission finds that
such service is a replacement for a substantial portion of the local telephone exchange service

* |SPs provide “electronic communications” (18 U.S.C. §2510(12)) but generally not “a
replacement for a substantial portion of the local telephone exchange service” unless they also
do VolP—so why does CALEA apply? (Am. Council on Educ. v. FCC, 451 F.3d 226 (D.C. Cir.
2000))
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Technical Challenges

* An Internet message is broken up into multiple packets

* The system must function correctly if packets are dropped, damaged,
duplicated, or reordered

* Every packet on the net Is independent; most media are multi-access, i.e.,
contain data to and/or from multiple destinations

* Conclusion: interception has to be done based on data in the packets—and
these are often not knowable in advance
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Internet Routing

e A web browser in London wants to
query a web server in New York

 The London ISP A hands off the query
to ISP B as quickly as it can, to cross
the Atlantic

* The reply, via ISP B, is handed to ISP A
as quickly as possible

* This is called hot potato routing

* Routing is asymmetric, so taps have to
be done as close to the target as
possible

NYC
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A I y p I ca I I I I ac ket Destination Ethernet Address
Ethernet
> Header
Source Ethernet Address (Link layer)

Four Sections... e

1. The link-layer (Ethernet, WiFi, (Othes) P

> Header

etC .) h ead e r Source IP Address (Network layer)
Destination IP Address
2 . The In ternet PrOtOCOI (IP) header Source Port Number Destination Port Number
(Other) TCP
. . Acknowledgment Number > Header
3. The Transmission Control o i (Transpor ayen
Protocol (TCP) header (Other Urgent Ponter

4. The payload (user data) Pagioad
>(Application layer)

Decisions on what packets to
actually intercept can be based on
any of these sections.
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Link-Layer (Ethernet, WiFi) Addresses

Destination Ethernet Address

Ethernet

» Header
Source Ethernet Address (Link layer)

(Other)

 Ethernet and WiFi addresses are manufactured into devices (more
complicated for iOS)

* They do not leave the local network—you can’t tap my home computer at my
ISP based on its WiFi address; you can only do that if you come into my

apartment

* Might be useful for tapping in office environments if the network administrators

are not suspects
CSw
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IP Addresses

(Other)

IP

> Header
(Network layer)

Source IP Address
Destination IP Address

* (Roughly) akin to street addresses

* Visible throughout the Internet—Dbut often are changed at the border to a
residence or company

* (The reasons are complicated...)

* The easiest way to tap—if you know the target’s |IP address, which you

generally don’t; they're usually dynamically assigned
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TCP Port Numbers

Source Port Number Destination Port Number
(Other)

TCP

Acknowledgment Number > Header
(Other) Window Size (Transport layer)
(Other) Urgent Pointer

* |f IP addresses are like street addresses, TCP port numbers are like rooms in
a building

e 25,110, 143, 587 are for email: 80 is for web, etc.
* (There are other ports for encrypted versions of the above)

 |f you want to capture only someone reading mail, you’'d tap ports 110 and

143
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User Payloads

» Can contain anything— protocol-specific

* You might look at From/To on email traffic, or URLs on web traffic

 Utility today is hindered by near-ubiquitous encryption

CSe
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How To Tap?

* [wo issues: network access and filtering

* (Remember that most media are “multi-access” —many devices (and
people) are using the medium)

* Locations for tapping: residence (requires cooperation from another resident
or surreptitious entry), business (employer, public hotspot, hotel, etc.), ISP

CSe
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Residences

 Must have permission to enter—warrant or other resident—in addition to
wiretap warrant

 Sometimes, one can tap WiFi from outside, if your surveillance van isn’t too
obvious...

* Must have a way to connect to the residential network

* Without cooperation, that can be hard—WiFi is generally encrypted these
days, and you probably need the key

* Generally filter on Ethernet/WiFi address

CSe
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* Easiest to tap into switch

 But—switches send traffic to a port
only if destined for a computer on that
port

 However, unlike home switches, enterprise
switches and routers generally have mirror
or monitoring ports—they see all traffic
sent to/from a specified other port

* No need to worry about WiFi encryption

* Cooperation can be compelled under 18
U.S.C. §2518(4)(e)

25
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* Must tap close to the target, not on the Internet backbone
* Easy to know the customer’s IP address, but hard to do minimization

My spouse and | each have phones, tablets, and computers—whose traffic
Is targeted? On the Internet, all of those devices will have the same IP
address.

* Again, cooperation can be compelled under 18 U.S.C. §2518(4)(e)
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IP Address Assignment

* Most user computers (laptops, desktops, phones, tablets, etc.) receive their IP addresses
dynamically

* Server |IP addresses are generally static—useful if tapping, say, a criminal web site
* A protocol known as DHCP (Dynamic Host Configuration Protocol) is used
 Computers send a broadcast DHCP request message

 The DHCP server (built in to home routers; a separate computer for enterprises) looks at the
computer’s MAC address or (sometimes) hosthname to assign an address

* Previous addresses are reused if still available; if not, a new one is assigned

* |P address assignments have lease times —computers must renew their lease to retain their IP

address
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Content Versus Metadata
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What Type of Tap is Authorized?

* Content taps require “super-warrants” (18 U.S.C. §2516)

* Metadata taps—"dial, routing, addressing, and signaling” —require a much
simpler court order (18 U.S.C. §§3121-3127)

» “[T]he information likely to be obtained is relevant to an ongoing criminal
iInvestigation”

* Generically known as pen/trap orders
* A pen register records the numbers someone dials

* A trap-and-trace device records the caller’'s number

CSe
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Pen Registers

* (Ancient) rotary dial phones produce electrical
impulses for digits dialed

* Early pen registers simply made a mark on a paper
tape for each impulse

 “Indeed, a law enforcement official could not even
determine from the use of a pen register whether a
communication existed. These devices do not hear
sound. They disclose only the telephone numbers that
have been dialed -- a means of establishing
communication. Neither the purport of any
communication between the caller and the recipient
of the call, their identities, nor whether the call was
even completed is disclosed by pen registers.” United
States v. New York Telephone Co., 434 U.S. 159
(1977)

* (Trap-and-trace is more complex, and used to work
using CallerID technology)

CSe
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Metadata on the Internet

* What is the equivalent of a phone number on
the Internet?

* The answer can be very complicated! Application - — =~ == — oo oo Application
Transport F-------—-—-—-—-———— - - ———— - - — - Transport
* |P addresses are seen by every router along Network |- Network -4 Network |- Network
the path, and hence are clearly third-party data Link  f-4 Lk (-4 Lk -4  Link
Physical |--  Physical | -- Physical }-- Physical
* Port numbers are often end-to-end only, and Host A Router Router Host B

hence not third-party data—but it gets
complicated! (They’re sometimes taken by
ISPs, but not voluntarily given...)

e Email addresses are sometimes even worse

* Courts (and DodJ) don’t understand the
subtleties
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Example: Email

* Internet protocols make a distinction
between a message envelope, message
headers, and message bodies

* The message body is always end-to-end
—but what about gmail’s ad-scanning?
Virus scanning? CSAM scanning?

* The envelope is usually third party data—
but some people (like me) run their own
mall servers, so it’s not

e Headers are a combination of end-to-end
and third party data

* |t’s actually more complex than that...
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Metadata Analysis

 Metadata analysis is an extremely powerful technique

 Who talks to whom is extremely revealing

* The military calls it traffic analysis, and has been using it for more than 100
years

* During World War |, it was used as an adjunct to cryptanalysis, but it has
iIndependent value

e Much harder to hide metadata than to hide content

« (For web browsing, use Tor to hide your metadata) S
CU
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Finding Paul Revere Through
Metadata

* There are good records of who
belonged to which patriotic
organizations in pre-Revolution
Boston

* By a bit of simple analysis, it’s
possible to see who linked them
all together: Paul Revere

* Note well: this is not based on
any knowledge of what was said
or done at any of these meetings
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Filtering
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What to Filter?

 How do you pick out the proper traffic to intercept?
* A wiretap warrant has to be particularized
* What are you filtering on?

* (Is it a Fourth Amendment search if a program looks at packets, only to
discard them, if no person sees them? What if you do full-stream collection
and filter it later?)
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Carnivore

o Carnivore Configuration

~ Filter Sets -

* About 25 years ago, the FBI had a tapping/ ‘

filtering system called Carnivore [Pt i

ADevice\EI90x]
\Device\NDISLoop2

4 Fixed IP Addresses
IV Filter on Fixed IP Addresses
172207 63

-~ Ports -

Filter orx. [~ TCP Ports
I~ UDP Ports

¢ Dynamic IP Addresses :

Fiteror: [ RADIUS Toggle
IV DHCP Display

-DHCP MAC Address

00.10.4B.680E2.29

Toagal
Dis -

> 110
[120-FTP Data
121 -FTP Control
w25 - SMTP [E-mail)
[(180-HTTP Web]

1 1 1 1 |1

- Pgftocols to Captury,

Full Pen MNone -
¢ L t M d DCS1 OOO : CP c 'S - -DHCP Ports
a er rena e s vaiFie Sira UDP ‘e ' o Add Delete =
" MNo Max File Size P Pe:M gptions (.i Add ports from list Range

& Max File Size: I 2 MB
- Total Memory Usage
" Automatic

< Suggested Amount: [ 54 MB

Data Text Strings
Filter on Data Text Strings
ngger on Full Session

* Now replaced by commercial software mgzses || acd | etes]

- Startup IPs

Il |doe@iitn. org
v mdoe{@itn.org

* Note all of the filtering options

Cancel

 Fixed IP address or DHCP

Output Directory: |Ccapture_files\S 14 Browse |

 TCP port numbers

* Content vs. pen/trap

Screenshot from Independent Technical Review of the Carnivore System— Final Report
https://www.justice.gov/archive/jmd/carniv_final.pdf

* Email addresses

* Other text strings in data
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Open Source

O) O Thunderbolt Ethernet Slot 1, Port 3: en9
[ D ==
AE 10 BNRE Qes=zg - E @ q &
N =3 -
Time Source Destination Protocol  Length | Info —
4J Us JL T TL L ICUU s s MUV JAUI s CL LT L A1 4 ICUU s s ™MUJ s CUL I s VIULL T VY Lurir vu v I‘C.I.yIIIJUI SJuUuLaLLvaLLauavill 1uV1 ICUU s s "TUJ s CUL Ll s VIULLs T VI IV JAQsUT s UU s Ve
16 0.527522 fe80::467:e02f:6fc2:7b5 fe80::406:3205:e21e:21f2 ICMPV6 78 Neighbor Advertisement fe80::467:e02f:6fc2:7b5 (sol)
0.531470 text-1b.eqiad.wikimedia.o.. 192.168.2.34 443 - 63571 [RST] Seq=65 Win=0 Len=0
18 0.531632 text-1b.eqiad.wikimedia.o.. 192.168.2.34 TCP 60 443 - 63571 [RST] Seq=65 Win=0 Len=0
19 0.531862 text-1b.eqiad.wikimedia.o.. 192.168.2.34 TCP 60 443 - 63571 [RST] Seq=65 Win=0 Len=0 |
20 0.579865 fe80::467:e02f:6fc2:7b5 fe80::1405:6967:937b:91a@ TCP 173 54480 - 7000 [PSH, ACK] Seq=1 Ack=1 Win=2048 Len=87 TSval=3726894..
21 0.589936 fe80::1405:6967:937b:91a0 fe80::467:e02f:6fc2:7b5 TCP 86 7000 - 54480 [ACK] Seq=1 Ack=88 Win=4093 Len=0 TSval=2334511337 T..
22 0.590909 fe80::1405:6967:937b:91a0 fe80::467:e02f:6fc2:7b5 TCP 322 7000 - 54480 [PSH, ACK] Seq=1 Ack=88 Win=4096 Len=236 TSval=23345..
23 0.591006 fe80::467:e02f:6fc2:7b5 fe80::1405:6967:937b:91a@ TCP 86 54480 - 7000 [ACK] Seq=88 Ack=237 Win=2044 Len=0 TSval=3726894714..
24 0.622787 dyn-129-236-166-192.dyn.c.. 239.255.255.250 SSDP 167 M-SEARCH * HTTP/1.1
25 0.646105 iapetus.astro.columbia.edu 239.255.255.250 SSDP 167 M-SEARCH x HTTP/1.1
26 0.663880 5d1bs52. cac.columbia.edu 239.255.255.250 SSDP 179 M-SEARCH x HTTP/1.1
27 0.667953 dyn-129-236-167-89.dyn.co.. 239.255.255.250 SSDP 167 M-SEARCH * HTTP/1.1
28 0.695038 5d1bs52. cac.columbia.edu 239.255.255.250 SSDP 179 M-SEARCH x HTTP/1.1
Frame 18: 60 bytes on wire (480 bits), 60 bytes capture 0000 64 4b f@ 12 ac 68 5c a6 e6 15 f3 bc 08 00 45 48 dK-:-h\- ---- - EH
Ethernet II, Src: TPLink_15:f3:bc (5c:a6:e6:15:f3:bc), @®;@ 03 %g 30 gg :g eg 33 Qg 39 gg gg gg 33 gg Cg 38 '("@53{ P
: A it A9 TN T YL T 0020 0 1 53 d4 7 1 50 04 M-S { e P-
Destination: CalDigit_12:ac:68 (64:4b:f0:12:ac:68) 0030 00 00 21 62 00 00 00 00 20 20 20 20 TSR

Source: TPLink_15:f3:bc (5c:ab:e6:15:f3:bc)
Type: IPv4 (0x0800)
Trailer: 000020202020
Internet Protocol Version 4, Src: text-1lb.eqiad.wikimed

> Transmission Control Protocol, Src Port: 443, Dst Port:

There Is also a command line program, tcpdump, available on Linux and preinstalled on every Mac.
(Why is this not barred by 18 U.S. Code § 25127)
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Open Source

,. O Thunderbolt Ethernet Slot 1, Port 3: en9
W =3 -
Time Source Destination Protocol  Length | Info —
LJ Us JL T4 A ICUUV s s MUV JAUJI s CL AT 4 Al 4 ICUUV s s ™ MU J QUL T s VIUVLLAs T VI Lurir vu v I‘C.l.yIIIJUI SJULLLLLGQuUavll 1vi ICUU s s ™MUJ s CUL I s VIVLAs T VI 1T VI JQAQa U UU s Vs il
16 0.527522 fe80::467:e02f:6fc2:7b5 fe80::406:3205:e21e:21f2 ICMPV6 78 Neighbor Advertisement fe80::467:e02f:6fc2:7b5 (sol)
0.531470 text-1b.eqiad.wikimedia.o.. 192.168.2.34 443 - 63571 [RST] Seq=65 Win=0 Len=0
18 0.531632 text-1lb.eqiad.wikimedia.o.. 192.168.2.34 TCP 60 443 - 63571 [RST] Seq=65 Win=0 Len=0
19 0.531862 text-1lb.eqiad.wikimedia.o.. 192.168.2.34 TCP 60 443 - 63571 [RST] Seq=65 Win=0 Len=0 |
20 0.579865 fe80::467:e02f:6fc2:7b5 fe80::1405:6967:937b:91a@0 TCP 173 54480 - 7000 [PSH, ACK] Seq=1 Ack=1 Win=2048 Len=87 TSval=3726894..
21 0.589936 fe80::1405:6967:937b:91a0 fe80::467:e02f:6fc2:7b5 TCP 86 7000 - 54480 [ACK] Seq=1 Ack=88 Win=4093 Len=0 TSval=2334511337 T..
22 0.590909 fe80::1405:6967:937b:91a0 fe80::467:e02f:6fc2:7b5 TCP 322 7000 - 54480 [PSH, ACK] Seq=1 Ack=88 Win=4096 Len=236 TSval=23345..
23 0.591006 fe80::467:e02f:6fc2:7b5 fe80::1405:6967:937b:91a@0 TCP 86 54480 - 7000 [ACK] Seq=88 Ack=237 Win=2044 Len=0 TSval=3726894714..
24 0.622787 dyn-129-236-166-192.dyn.c.. 239.255.255.250 SSDP 167 M-SEARCH *x HTTP/1.1
25 0.646105 iapetus.astro.columbia.edu 239.255.255.250 SSDP 167 M-SEARCH x HTTP/1.1
26 0.663880 5d1lbs52.cac.columbia.edu 239.255.255.250 SSDP 179 M-SEARCH *x HTTP/1.1
27 0.667953 dyn-129-236-167-89.dyn.co.. 239.255.255.250 SSDP 167 M-SEARCH *x HTTP/1.1
28 0.695038 5d1lbs52.cac.columbia.edu 239.255.255.250 SSDP 179 M-SEARCH *x HTTP/1.1
Frame 18: 60 bytes on wire (480 bits), 60 bytes capture 0000 64 4b f@ 12 ac 68 5c a6 e6 15 f3 bc 08 00 45 48 dK---h\- - EH
Ethernet II, Src: TPLink_15:f3:bc (5c:a6:e6:15:f3:bc), @629 03 %g 30 gg :g eg 33 Gg 39 ?g gg gg 38 88 Cg 38 '("'@é3t P
: A T T T I LYY 0020 0 1 53 d4 7 1 50 04 MeeeGef v0neen P-
Destination: CalDigit_12:ac:68 (64:4b:f0:12:ac:68) 0030 00 00 21 62 00 00 00 00 20 20 20 20 TSR

Source: TPLink_15:f3:bc (5c:ab:e6:15:f3:bc)
Type: IPv4 (0x0800)
Trailer: 000020202020
Internet Protocol Version 4, Src: text-1lb.eqiad.wikimed

> Transmission Control Protocol, Src Port: 443, Dst Port:

There Is also a command line program, tcpdump, available on Linux and preinstalled on every Mac.
(Why is this not barred by 18 U.S. Code § 25127 The statute covers “device[s]... primarily useful for
the purpose of the surreptitious interception”.)
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Wireshark Filtering

O O Wireshark - Capture Filters
Filter Name v  Filter Expression
° AI I f ( pl ) f I Ethernet address 00:00:5e:00:53:00 ether host 00:00:5e:00:53:00
SO rtS O CO m eX I te rS Ethernet type 0x0806 (ARP) ether proto 0x0806
- No Broadcast and no Multicast not broadcast and not multicast
pOSSIbIe No ARP not arp
IPv4 only ip
IPv4 address 192.0.2.1 host 192.0.2.1
IPv6 only ip6
* Not as easy to go from a MAC
TCP only tcp
address to an IP address
. . . Non-DNS not port 53
automatically by monitoring TCP or UDP port 80 (HTTP)
HTTP TCP port (80) tcp port http

D H C P No ARP and no DNS not arp and port not 53

Non-HTTP and non-SMTP to/from www.wireshark.org not port 80 and not port 25 and host www.wireshark.org

* A standard tool used for
monitoring and debugging
networks and applications
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Dale:  : . 4/BI00529PM . -
Subjact- -

From: - COmnAT ke (varion W

| just received g cal fmm_m_ﬂmaf “Tg stale that ehé is unhappy With [TOS end the
UEL Un® wauld be an wndersiatement of sncredible properions -'I-ui.-i_: iy {2 relale whe.l.nr:ks ras

happaned with the azove nam_egl F I_SA:_ R )

: TR B o redan ELSUR FISAvery guickly crimmt ihe reques! m‘m“’“’
* One reason for filtering: B <o B et sacial sowara which could G whET e T 81 $20 h couia do. I
SR t k th _t fact = stes thal the lechnical peaple in Quantcg Bpproved the FISA language.
minimization, making sure tha e FB1 tchica poople went o st v 81 sovisre QD 2c2ooish
taps ple up as I|tt|e NOonN- electronic surveillance on !-.-1a-r:;h 16: L ikt x

targeted conversation as The softwaré was turred of and did nokvisi @-m&is The FEI Scivare not enly picked up the EMail

under the electranic survéillence of the FBIS larged, bist Alzp picked up E-Mails on non-covered

. ‘argots. The FBI lechnical person was epparently soUpsst Lhgihe gesiroyed all the E-Mail take, including
pOSSI ble ';he take on 3 lg-under the impression thal no ont e m the FB WHSIFEEEEHI la
suparvise the FBI technical person at the fime. Now the FEI teshin :;EL'FI.E'_QFIIE Wanl [ = new saftware

experimant g the carfler to see If It wotks.

° Req u i red by Stat Ute (1 8 U = S - C - -s'_a[Eﬁ th.-:ﬂ't DIPR was r.:-.-e‘r'L:.-Il:-l ,tr:.a'; the FEI.S-GT_TW'-.:I;é was I!'JIZ','-I"JBI'ILI-"!‘IEMHL OIPR was informad that it

wouid wark, - The FB| fechnizz| people arestill trying o mais it work InglR, znd want to resume he

2518(5)) and case law (Scott v. e o surweillance. The FEI peaple in eapaisa wan 8 physical search warrart 10 pick up the

E-Mails fram fhe carrier, which the FBI picked upon the target, but destroy=d.

U N Ited States, 436 U " S " 1 2 8) -.:':h::rn'-.e:l.rr.?_ that the FBI dozs'not havethe a'u.iih:n:-.}:y. tc.éasqrﬁé electronic survedllance Lentl she

recenes a writlen explanation of wha | has hn;:: ered and she flos somethng ;.;-.‘"r';‘.i'ﬁ'r.i'f:'f:ii.ift 'D'ﬁiﬁﬁﬂﬂf;"'i

eka has na intentioa of seclring 2 g8anch ".-'.ra"rra.'rt'e.’marrlLj.".tlil_t:?'zé |5 ;mlghﬁn;eﬂ aut.

) TO Uuc h Sto ne. reasonableness Of When yoi'ad r:-thi': .Eitﬂ;l'}i ta the F-Iﬁﬂ;i-rii-stak'és' [h EC l':n_é:ée-jjhfepiarﬂd bz ga 1o the fizld, and
w‘:a:;h.is in NSLU for signature before: il goes far Mg Sigfialure, you have a pattem of

ag e ntS , con d U Ct accurfehses-which indicete to OIPR &n inaljl!;t}’ﬂﬁ:t'ne, part of the F'E;?_t;l'nu&na?ge ite .Fi,s.n_r._

http://www.epic.org/privacy/carnivore/fisa.html
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Location [racking
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Where is Someone, and When?

* [here are many ways to track someone’s location

* They differ widely in prior knowledge required, accuracy, access required, and
legal justification

 Some of these are untested legally
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Location Tracking Mechanisms

 Phones
« GPS
o WiFi
« Tower triangulation

e Bluetooth Low Energy

Telcos
e Tower triangulation
 Tower dumps
» Cell site location information (CSLI)

Trackers

 Radio beacons
« GPS devices

* |P geolocation
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Phones and Location

* Phones have many ways of learning their location

WiFi—hear many WIiFI access points; ask a server where those signals
overlap

Bluetooth Low Energy—used for navigation within a building, due to its
accuracy

Cell tower triangulation—how strong is the signal from several nearby cell
sites?

GPS—listen to satellites
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Phones and Location: Uses

 Many phone apps need location data
* Mapping applications—where are you, to help you navigate?
* Dating apps—meet someone nearby
* Weather forecasts
 Reminders—tell you when you enter a particular area
 Many more

» E911—per FCC rules, phone systems must know the phone’s location on 911 calls, to direct
first responders

* Can be implemented on the phone (the normal case, today) or via the phone network
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Selling Location Data

 Many app providers that collect location data sell it, including to government
agencies

 Phone companies and ISPs can’t sell directly to government agencies: 18
U.S.C. §2702(a)(3)

* App providers sell this data to data brokers, who resell it to lots of folks

» Sales to government agencies are controversial—see, e.g., S.2576/H.R.4639
— Fourth Amendment |s Not For Sale Act

 What about Carpenter?
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Phone Companies

* Your phone connects to the cell site (“tower”) with the strongest signal
» Stronger signals means that your phone can use less battery power to transmit

* The phone network knows which tower you’re connected to, which sector (antenna, typically,
out of three) is being used, and what signal strength is used

 Phone companies keep such records for a few years, for traffic engineering
* This is CSLI—cell site location information

* This means that the phone network must know where your phone is
|t has to, anyway, to route calls to you

* |f more than one tower hears your phone, they can triangulate
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Triangulation

* Where do the circles overlap?

* Circle radius depends on
topography and signal
strength used

4
* Joday: ~1 mile radius In rural ’
areas, much smaller in cities,
and microcells in crowded,
often indoor areas (shopping

malls, hotel conference areas,
etc.)
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Tower Dumps

* Each cell cite knows what phones have connected to it

* |t is possible to do a tower dump —find out what phones connected to a particular tower in a given interval

* Often used to find suspects in a crime
* Legal status uncertain—is a geofence warrant sufficiently particularized?
 How large is the region? How long is the time interval? How many non-suspects’ phones will be found?

* The Fourth Circuit has heard oral arguments in an appeal (22-4489) in United States v. Chatrie, 590 F.
Supp. 3d 901 (2022); a Texas magistrate has differentiated a case there from Chatrie (In re Info. That Is
Stored at Premises Controlled by Google, 2023 U.S. Dist. LEXIS 3365)—and geofence warrants played
a major role in many January 6th cases

* Note: enterprise WiFi access points (and some consumer models) log the WiFi addresses of devices
connecting to them
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Physical Trackers

» Early tracking involved placing a radio transmitter on some vehicle or object, and
locating it via direction-finding

* Direction-finding goes back more than 100 years
* This requires physical access to whatever you want to track

* “A person traveling in an automobile on public thoroughfares has no reasonable

expectation of privacy in his movements from one place to another.” (United States v.
Knotts, 460 U.S. 276 (1983))

e But: Is a warrant necessary to attach the tracker?

e See United States v. Jones, 565 U.S. 400 (2012)
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GPS Tracking

» GPS trackers listen to satellite
signhals

* Note well: trackers do not transmit
to the satellites

* The more satellites they hear, the
more accurate the location will be

e (This example was in Central Park)

 Law enforcement uses GPS trackers
attached to cell phones, which relay
the location
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Track Loggings

* Even commercial GPS devices will
log a user’s track

* (This is part of my wanderings
through Central Park taking bird
photos...)

Entries are timestamped —GPS
technology inherently requires
extremely precise, accurate time

* Same physical access issues as in
Knotts and Jones —but see the
concurrences Iin Jones
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GPS isn’t perfect; there are numerous sources of
error

| did not venture into the Central Park Pond on
this photo expedition

The problem? Probably multipath —reflection of
the satellite signal from the tall buildings on W
59th St.

Other issues: GPS signals do not penetrate walls,
roofs, leafy vegetation, etc., particularly well

Canyons, natural or Manhattan, are quite
challenging

These cut down the number of satellites heard,
and the geometry makes errors more likely
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IP Geolocation

* Everyone talking on the Internet has an IP address

* Just like phone numbers, |IP addresses are allocated hierarchically and
geographically

* Any web site you contact knows approximately where you are, just based on
your IP address

» (Google has better technology for this)
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Physical Survelllance
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Physical Surveillance

* Physical surveillance is still done
* |nteresting questions—what is an improper enhancement to human senses?
* Binoculars and telescopes? Probably ok; known to the Framers

» Parabolic microphones? More doubtful, though some of the principles were known in ancient
Athens

* Alito’s “tiny constables” in Jones?
* Drug-sniffing dogs? Okay, per lllinois v. Caballes, 543 U.S. 405 (2005)
* |Infrared—an interesting case

* Terahertz radiation—no case law (lack of standing in Corbett v. City of New York, 2013 U.S. Dist.

LEXIS 204543)
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Bugging a Room

* Can law enforcement use your devices as
remote bugs?

* Not possible with old-fashioned
telephones

* Not permitted with one model of car
assistance feature —interfered with normal
usage (Company v. United States, 349
F.3d 1132 (9th Cir. 2003))

 But: U.S. v. Tomero, 462 F. Supp. 2d 565
(S.D.N.Y. 2006), permitted turning a
(dumb!) cellphone into a roving bug

 What about Alexa and kin? Your laptop?

BALANCING _

IMPEDANCE | ~——» F
00000
SWITCH DIAL ~}INDUCTION COIL~~_
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L »
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EQUALIZER

From A. H. Inglis and W. L. Tuffnell, “An Improved Telephone Set”, Bell Sys. Tech. J., April 1951
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Near Infrared

* Wavelengths a bit longer than
visible red light—Dbut invisible to

people

* Used in night vision goggles—
and Iin TV remote controls

 Some digital cameras can detect
such light—but some phones
filter out those signals using
software
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Far Infrared

e Detects heat emanations
* Relatively new technology

e Not In common use

* [echnology at issue In Kyllo

Mark Taylor, CC BY 2.0 <https://creativecommons.org/licenses/by/2.0>, via Wikimedia Commons
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Looking Through Walls

» [echnology Is being developed to see people through walls, using standard
WIiFI signals

* Obvious beneficial uses for firefighters, search and rescue teams, etc.

* Law enforcement? See Kyllo...
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https://arxiv.org/pdf/2301.00250.pdf

Third Party Data
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Companies Have Records

» Stored records can be used to learn about a person

* Many simply require a subpoena (third party doctrine); others require a
warrant (Carpenter)

 Many examples...
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Bank Records

» Bank records may be available by simple subpoena
* United States v. Miller, 425 U.S. 435 (1976)
 The same is likely true of other financial transactions

* “Follow the money”
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Network Traffic—NetFlow

 Many ISPs collect NetFlow data—the traffic matrix

* The traffic matrix is a table showing which |IP addresses sent how much data
to which other |IP addresses

* Used for traffic engineering and sometimes billing

* Has a suspect visited a particular site? When”? For how long? How much data
was sent?

* Note: NetFlow data is based on random sampling, and hence can miss short
connections
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Search History

* (Google, Bing, etc., keep records of folks’ search histories
 How long this Is retained can vary

* Always linked to a login, if any; may or may not be linked to |IP address
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* All web sites log all connections
* They have to, to catch operational errors

* But these logs are extremely revealing

. I heard you sa
 How long are they retained? YOu Sy

GET / HTTP/1.1
Host: greylock.cs.columbia.edu
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac O0S X 10.15; rv:72.0) Gecko/20100101 Firefox/72.0

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,*/*;q=0.8
* Who sees them?

Accept-Encoding: gzip, deflate
DNT: 1

Connection: keep-alive
Upgrade-Insecure-Requests: 1

* What legal process is necessary?
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Purchase History

 Amazon and others keep detailed records of what people buy
 Has someone purchased “suspicious” items?

* Unknown if they can search for “who bought item X on date Y?”
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Transportation Records

 The MTA records your Metrocard swipes and (probably) your OMNY taps
* E-Zpass records your driving

* Automatic license plate readers

* Have you bought train or bus tickets?

» Used a credit card to buy gas somewhere?

* An oil change on your car?

* Your mechanic probably sold the car’s mileage information
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Data Brokers

» Data brokers aggregate information from many different sources
* They literally have thousands of data points on every adult American

* We all cast giant data shadows —and these paint a very complete picture of
who we are and what we’re doing
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https://osf.io/qbe2s/?view_only=6f082b795a4b48b5beccc22b21bb2c99

Questions?

December 27, 2022, Conowingo Dam, MD CSG@
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