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W
h

at’s
th

e
P

ro
b

lem
?

�

B
ugs.

�

A
vailability.

�

S
niffing

and
spoofing.

�

N
one

ofthese
w

illgo
aw

ay!
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B
u

g
s

�

M
ost“Internet”

security
problem

s
are

caused
by

buggy
code

(plus
adm

inistrators
notinstalling

patches
for

know
n

security
bugs).

T
his

is
notjustthe

high-order
bitofInternetsecurity,it’s

the
high-order

byte.

�

B
uggy

code
w

on’tgo
aw

ay.

�

T
he

only
solution

is
to

keep
bad

guys
aw

ay
from

the
bugs.

�

Today,w
e

use
firew

alls
for

that.
Is

there
an

architecturally
clean,

scalable
alternative?

N
.B

.T
his

is
a

neither
a

requirem
entfor,nor

a
condem

nation
of,a

topologicalsolution.
Itis

a
statem

entofa
ongoing

need.
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A
vailab

ility

�

W
e

can’tfix
D

D
oS

problem
s

on
the

end
system

s
—

the
netw

ork’s
resources

are
being

abused,so
the

fix
has

to
be

in
the

net.

�

W
e

lack
proven

defenses
(though

there
are

severalschem
es

on
the

table).

�

S
hould

a
new

netw
ork

design
im

prove
our

ability
to

controlsuch
abuse?

H
ow

?

�

W
hat,ifanything,should

such
a

solution
have

in
com

m
on

w
ith

a
congestion

or
flash

crow
d

solution?

S
teven

M
.B

ellovin
—

June
21,2001

4



security
speculation

S
n

iffi
n

g
an

d
S

p
o

o
fi

n
g

�

T
here

have
been

a
variety

ofattacks
thatare

preventable
by

cryptography.

�

B
utcryptography

is
used

very
rarely.

�

W
illthis

change
in

the
future?
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E
n

cryp
tio

n

�

S
ym

m
etric-key

encryption
in

softw
are

is
cheap,and

getting
cheaper.

(O
n

a
450

M
hz

P
entium

II,A
E

S
has

been
m

easured
atabout243

M
bps.)

�

S
om

e
N

IC
cards

have
IP

sec
on-board.

�

R
C

4
is

tw
ice

as
fast,and

has
a

very
sm

allfootprint.

�

A
ssertio

n
:

A
sym

ptotically,encryption
is

free.
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W
h

at
A

b
o

u
t

th
e

L
ow

E
n

d
?

�

R
C

4
is

very
fast,even

on
w

im
py

processors.

�

B
esides,w

im
py

processors
don’tneed

to
talk

atsuch
data

rates.

�

C
aveat:

encryption
generally

needs
to

be
accom

panied
by

authentication,especially
w

ith
stream

ciphers
like

R
C

4.

�

A
uthentication

is
m

ore
expensive

than
R

C
4

encryption,though
notas

expensive
as

A
E

S
encrytion.
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W
h

at
A

b
o

u
t

th
e

H
ig

h
E

n
d

?

�

W
e

can
encryptblocks

very
fast;w

e
can’tencryptm

essages
m

uch
faster

than
O

C
-192.

�

W
ell,w

e
can,butw

e
can’tauthenticate

faster
than

that.

�

S
om

e
w

ork
going

on
for

new
com

bined
encryption/authentication

m
odes

ofoperation.

�

Tentative
conclusion:

the
high

end
w

on’tbe
a

problem
,either.
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B
u

t...

�

P
ublic

key
encryption

is
considerably

m
ore

expensive,and
is

likely
to

rem
ain

so.

�

W
illitever

be
cheap

enough
for

low
-end

devices?
U

nknow
n

—
there

are
som

e
new

schem
es,butthey’re

new
,and

their
strength

is
quite

unclear.

�

R
egardless,public

key
cryptography

w
illalw

ays
be

m
ore

expensive
than

sym
m

etric
crypto,especially

atthe
very

low
end.
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K
ey

M
an

ag
em

en
t

�

C
ryptography

generally
requires

key
m

anagem
ent.

�

It’s
alm

ostalw
ays

m
andatory

for
our

nice,cheap,stream
ciphers.

�

K
ey

m
anagem

entis
expensive:

–
In

round
trips

—
keys

m
ustbe

“fresh”
and

authentic.

–
In

hardw
are

—
you

m
ay

need
a

tim
er.

–
In

infrastructure
—

K
D

C
and/or

C
A

.

–
In

C
P

U
,ifyou

use
public

key.
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A
u

th
o

rizatio
n

�

A
n

encrypted
channelto

a
bad

guy
isn’tvery

useful.

�

You
need

to
know

to
w

hom
you’re

talking,and
w

hether
or

notthey’re
authorized.

�

M
ay

require
technicalinfrastructure;w

ill
require

m
anagem

ent
infrastructure.
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W
h

at
D

o
es

T
h

is
M

ean
?

�

W
e

m
ay

need
to

offload
som

e
functions

from
som

e
boxes:

–
P

roxy
key

m
anagem

ent?

–
P

roxy
authorization?

–
P

roxy
encryption?

�

A
uthorization

m
anagem

entis
very

difficult,and
is

getting
w

orse.
(C

an
the

m
anufacturer

ofyour
w

ashing
m

achine
query

its
M

IB
?

W
hat

aboutthe
ow

ner
ofa

leased
car?)

�

“S
cale

is
the

only
interesting

problem
.”

S
teven

M
.B

ellovin
—

June
21,2001

12


