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If our of r u
o) ou ur

Ro ert H Morris
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Wh ts the P em

Software is uggy

Bugs in security-sensitive software are
often security holes

n the whole, the rofession o0es not
now how to write correct co e

But we can an shoul write software
that is ore correct, an ore secure
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Pini es S ft e
Enginee Iing

Si licity is a virtue

f co eis co le , you ont nowifits
right ( utit ro a lyisnt)

na co le syste |, isolate security-
critical o ules Ma e the (at least)
Si le an correct
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nte f e Design

Mo ules shoul have a clean, clear,
recisely- e ne interface

Reliance on glo al stateis a it s too
har to now what s going on at any
given ti e

se of e licit ara eters a ein ut
assu tions e licit (talso a es

ulti le conte ts ossi le, ut thats not
always goo )
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T nsiti e T st

rogra S have to trust any rogra s
they invo e

[l Truste rogra S shoul not invo e any
untrustworthy rogra s

Si ilarly, they ust ensure that untruste
rogra S are not invo e in irectly
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R e C nditi ns

er ission-chec ing cannot e se arate
fro access

therwise, the attac er can su stitute a
new O ect for the one that was chec e

r use the access syste call for
security

t usually fails ut with race con itions,
you only have to win once
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ite

Sing ¢ ass € nitions forces interface
e nition

nternal o ule structure hi en fro the
outsi e

onstructors an  estructors (can)
Si lify storage anage ent

Ju icious use of o erator e nitions can

Si lify co e structure
But full IS argua |y too co le to
use
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CseSt d 1 e S

irewalls are nee e ecause ost
networ a lications on o0st co uters
are not trusta le Thatis, they ay e

uggy

irewalls wor ecause they ini i e the
a ount of co e that nee s to e truste

If ou o ru 0, o,
r f u ur
r 0, 0, 0,
r

n short, rewalls are a networ res onse
to a software engineering ro le
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Design Ch | es

li inate er , N S, NS, ro . etc
Restrict thingsli e T

e loy secure authentication
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CsesSt d

nfor ation retrieval rotocol

Syste sen s ac res onses inclu ing
le ty e an selector string

The selector string oftena lena e s
sent ac to the server to re uest that
ocu ent

ontrol les are use to force s ecial
actions, such as o -site lin s

But what if the user creates a ogus
selector or control le
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m ement ti h Ch i1 es

tion et the ae on eci e what Iles
shoul e accessi le fro the outsi e

arsing a le na e is har (though
Si ler on ni than on any other
syste s)

o her Iinvo es other rogra s via the
shell what a out shell etacharacters

What a out e rea er 1issions
tion 2 et the syste O it

Se chroot let the syste control the
le syste na es ace (The asic
chroot CcO eis b5 years ol , uites all,
an uite relia le)

No worries (fro this ers ective) a out
etacharacters other les (in e ect)
aren t there

Rely on either chroot or syste le
O es for rea er issions
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Ad nt ges f O ti n

No co le , error- rone er ission-
chec ing co e in the a lication

asily acco o ates i erent syste -
level er issions (i e, ilitary-style
an atory access controls)

Si ler structure, oreli ely to e
correct

ATaT Steven M. Bellovin — April 29, 1996 1




Shifting the Odds

m ing the S tin

chroot IS a rivilege o0 eration
are we give o her that uch ower

tre ely early chroot oOr
out oar O ule that sets u the
un rivilege environ ent efore invo ing

0 her

Shell etacharacters can still e
use to e ecute ina ro riate co an s

on t use the shell it s too
owerful ecute co an s e licitly

Share t o her area can let
users change the o her structure an or
cause e ecution of ina ro riate
ofo) an s

se the syste er ission
echanis so that o her access
les written vy t
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CsesSt d

urrent i le entation has overly-
general control structure There is a lot
of reliance on glo al state varia les

There are too any rivilege o0 erations
in the current co e, which i lies a nee
for a lot of 00 ee ing
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Rea
CO an
line

arse co an an
chec login state

ecute co an
via arser

Y
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gin Se en e
CO an

lear login state
et user ro le
hec fora o mo s set ag

CO an

f not anony ous, chec asswor on
failure, clear state an e it

Set irectory, ui , fro retrieve user
ro le

f anony ous, use chroot for access
control

Set logge -in ag
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An SIS

Too uch retaine state user ro le,
a o mo s ag, logge -in ag

Twisty control structure too uch other
CO e can e e ecute uring login
sSe uence

chroot the ri ary security
echanis for anony ous T one
uite late, an e en s on all that save
state

There have een at least three se arate
ugs re orte in the login rocess
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What woul you change for a
rewall-only t
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1l ed S ti n

With so little co e, the ugs are ( ore)
O Vvious
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CsesSt d Rem te
E e ti nin

urrently e ecutes only a few co an s,
un er the ¢ login

But s oole re ote e ecution an le
transfer are useful in general

an we a such a ca a ility to C
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Chie et d it

nly root can switch to an ar itrary user
account Shoul c run as root

o) an e ecution is only loosely
cou le tore ote achinei entity is the
cou ling secure enough that it can e
truste
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Ch i e Use n
t d 11iegedm d e

i it what hasto e truste (NB C
IS a large, co le rogra with a long
history of security ugs)

se cry togra hic authentication instea
of a asswor

a le oenig S as  ac age, layere
on to of ¢, has e actly 200 lines of
rivilege co e, lus 274 lines to calculate
a cry togra hic chec su

Bonus you can now use other trans ort
echanis s
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sea etc e s U r
st
ma u r
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