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How Important is Key Agility?

e We're now selecting AES — how important is key agility?
e Some ciphers have very fast key setup time; others are slow.

= You can (somewhat) compensate for slow key setup by caching key
schedules.
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Our Setup

e FreeS/WAN gateway at central site.
e FreeS/WAN “appliances in people’s houses.

e /28 or /29 protected LAN on far side of appliance.
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Methodology

Capture packet headers on plaintext side of our IPsec gateway.

Intuit SPI (and hence key) from remote address and knowledge of our
addressing plan.

Simulate an infinite-depth LRU cache.
Calculate how many hits at each depth.

Calculate cumulative hit rate for each depth.
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Measurements

145 gateways; 300 different machines protected.

More packets to the home than from it.

Many more bytes to the home than from it.

406 bytes/packet downstream; 106 bytes/packet upstream.
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Upstream Cache
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Conclusions

For 80% hit rate, a cache size of 5 is needed for encryption.
8-element cache needed for decryption.

For 95% hit rate, caches of 11 and 17 elements are needed.
Smaller packet sizes upstream mean more free time for key setup.

Difference probably due to delayed acks, smaller packets (and hence
more interleaving), and maybe “packet trains” downstream.
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