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iapcbc

W
hy

iaP
C

B
C

?

“Integrity-aw
are

P
laintext-C

iphertextB
lock

C
haining”, devised

by
G

ligor
and

D
onescu.

V
ery

efficient—
provides

confidentiality
and

integrity
in

one
pass.

S
hortkey-length

ciphers
such

as
D

E
S

are
secure

if used
thatw

ay.

O
perates

by
having

chaining
value

depend
on

allprior
blocks

of
ciphertext.
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iapcbc

O
p

eratio
n

IV
-like

initialblock
produced.

P
ayload

encrypted
w

ith
new

m
ode

ofoperation.

A
ny

0-costintegrity-check
value

can
be

appended
(and

encrypted);
w

e
use

the
S

P
Iand

the
sequence

num
ber,since

those
m

ustbe
protected

as
w

ell.

D
ecryptor

verifies
thatdecrypted

version
ofS

P
I,seq

m
atch

plaintext
versions.
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iapcbc

P
acket

L
ayo

u
t

S
P

I

sequence
num

ber

C
[0]

data

data
padding

padding
padlen

protocol

S
P

I

sequence
num

ber

constant0
(optional)
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K
eyin

g

Tw
o

keys
needed

–
one

for
confidentiality, one

to
produce

C
[0].

P
er-key,per-packetunique,secretnum

ber
needed

to
produce

C
[0].

P
R

N
G

(or
even

a
counter)

can
be

used;seed
M

U
S

T
be

unguessable.
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S
tru

ctu
ralIssu

es

A
P

Is,IK
E

notdesigned
for

com
bined

transform
.

W
ith

som
e

im
plem

entations,can
used

shared
buffer

betw
een

integrity
m

odule
and

encryption
m

odule.

U
se

tw
o

iaP
C

B
C

D
O

Ivalues,one
for

confidentiality
and

one
for

integrity;specify
thatthese

can
only

be
used

as
a

pair .

O
ther

possibilities
discussed

in
draft.
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iapcbc

R
eferen

ces

G
ligor

w
illdiscuss

iaP
C

B
C

design
in

the
S

A
A

G
session

on
T

hursday .

M
y

draftis
at

http://w
w

w
.research.att.com

/˜sm
b/papers/draft-bellovin-iapcbc-00.txt.
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