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Problem Areas 

 Trust model 

 Cognitive 



Ancient Trust Model 

--Robert Slater, 1876 



Today’s Trust Model 

9.9 Indemnities  

9.9.1 Indemnification by Subscribers 
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9.9.2 Indemnification by Relying Parties 
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9.10  Term and Termination  

9.10.1 Term 
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9.10.2 Termination  
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9.10.3 Effect of Termination and Survival  

K)"(#$&*+,(0$,"(#"9#$%,7#?H54#:&*,5,;(#76.-"+0,(#)0*$,2,)0($7#0*&#(&A&*$%&1&77#."6(-#./#,$7#
$&*+7#9"*#011#2&*$,9,20$&7#,776&-#9"*#$%&#*&+0,(-&*#"9#$%&#A01,-,$/#)&*,"-7#"9#762%#2&*$,9,20$&7J#

9.11  Individual Notices and Communications with Participants  
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Verisign’s CPS, 2009 



Follow the Money 

“A commercial certificate authority can be trusted to 
protect you from anyone from whom they won't take 
money” 

-- Matt Blaze 



Cognitive Issues 

  Users don’t understand certificates 

  Users don’t understand PKI 

  Users don’t know how many CAs their browsers trust 

  Users don’t understand the consequences of  failures 

  But it doesn’t matter much, because users rarely look at the little 
lock or the green EV icon 

  We can’t fix these problems 


