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t

E
xtranets

penetrate
the

perim
eter.

E
m

ployee
laptops

and
hom

e
com

puters
live

outside
the

firew
all.

D
ifferentorganizations

and
com

puters
w

ithin
the

com
pany

have
differentsecurity

needs.

Too
m

any
protocols

are
being

passed
through

the
firew

all.
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B
u

t
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alls

are
N

ecessary

Too
m

any
protocols

are
broken.

Too
m

any
im

plem
entations

are
buggy.

Too
m

any
com

puters
are

poorly
m

anaged.

O
rganizations

often
w

ish
to

enforce
a

com
m

on
security

policy.

S
teven

M
.B

ellovin
—

A
ugust23,1999

3



D
istributed

F
irew

alls

W
h

at
is

a
F

irew
all?

A
single

pointofcontrol.

A
filter

thatblocks
harm

fulprotocols.

A
shield

for
buggy

im
plem

entations.

Today’s
firew

alls
exploitaccidents

ofolder
topologies.

B
utenforcing

topologicalconstraints
is

an
artifact,nota

goal.
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T
h

e
D

istribu
ted

F
irew

all

C
ontrolrem

ains
centralized.

C
an

block
undesirable

protocols.

C
an

shield
buggy

im
plem

entations.

D
oes

notrely
on

topology.

N
o

single
pointoffailure.

S
teven

M
.B

ellovin
—

A
ugust23,1999

5



D
istributed

F
irew

alls

B
asic

To
o

ls

C
onfiguration

m
anagem

entpackages
(asd,rdist,S

M
S

,etc.)
N

ote
—

m
ustbe

secured,probably
via

digitalsignatures.

IP
S

E
C

P
ublic

key
certificates.
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G
en

eralP
h

ilo
so

p
hy

S
ystem

m
anager

uses
a

high-levellanguage
to

describe
the

endpoints
and

to
specify

the
security

policy.

A
com

piler
translates

the
policy

into
filter

rules.

T
he

m
anagem

enttooldistributes
the

policy
to

allendpoints

E
ndpoints

acceptor
rejectpackets,based

on
the

filter
rules

and
cryptographically-verified

identities..

F
iltering

is
done

atthe
IP

S
E

C
layer.

Topology
is

irrelevant;identity
m

atters.
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E
n

fo
rcem

en
t

S
hip

new
certificates

w
ith

filter
rules

and
softw

are
patches:

M
achines

w
ith

old
certificates

are
outsiders.

R
un

U
N

IX
or

W
indow

s
N

T
to

guard
againstuser

non-cooperation.
(B

uteven
today,it’s

hard
to

guard
againstinsiders

w
ho

w
on’t

co-operate.)
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