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W
hy

E
n

cryp
t?

G
eneralInternetsecurity:

m
any

security
holes

caused
b y

lack
of

encryption.

G
uard

againsttargeted
spying.

G
uard

againstw
idespread

“harvesting”
oftraffic.
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P
ro

tectin
g

P
assw

o
rd

s

O
rdinary

passw
ords

are
a

very
bad

f orm
ofauthentication,for

m
any

reasons.

P
assw

ord
eavesdropping

program
s

(com
m

only
kno w

n
as

“sniffers”)
are

quite
com

m
on.

E
ncryption

protects
passw

ords
from

this
threat(though

there
are

still
other

problem
s

w
ith

using
passw

ords).
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C
ryp

to
g

rap
h

ic
A

u
th

en
ticatio

n

In
som

e
cases,w

e
can

use
cryptographic

techniques
for

authentication,instead
ofpassw

ords.

T
his

use
ofcryptography

does
notrequire

secrecy, so
itis

m
uch

less
controversial.

B
ut...

M
any

applications
don’tsupport this.

Itisn’talw
ays

easy
to

retrotfit.
A

nd
som

e
such

techniques
have

bad
side-effects.S

teven
M

.B
ellovin

—
J uly

15,1999
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S
tim

u
latin

g
C

o
m

m
erce

C
onsum

ers
are

afraid
ofInternethackers.

E
ncryption

m
akes

people
feel

m
ore

secure.

O
fcourse,som

e
ofthis

faith
is

m
isplaced,butencr yption

is
im

portant
for

electronic
com

m
erce.
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O
n

e
S

ite’s
A

ssu
ran

ces

“O
ur

secure
server

softw
are

(S
S

L)
is

the
industry

standard
and

am
ong

the
bestsoftw

are
available

today
for

secure
com

m
erce

transactions.
It

encrypts
allofyour

personalinform
ation,including

credit card
num

ber,
nam

e,and
address,so

thatitcannotbe
read

as
the

inform
ation

travels
over

the
Internet.”
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P
reven

tin
g

C
rim

e

C
om

puter
hacking

is
a

crim
e

E
ncryption,by

blocking
hacking

attem
pts,can

reduce
crim

e.

O
ther

crim
es

can
be

prevented
as

w
ell:

creditcard
theft,spying,etc.
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H
o

n
g

K
o

n
g

From
w

w
w

.new
sbytes.com

:

...A
long

w
ith

stronger
fines,the

P
olice

are
hoping

for
stronger

encryption
and

the
use

ofkey
recovery

system
s

in
the

fight
againsthacking.

C
han

said
the

use
ofkey

escrow
system

s
w

ould
enable

com
panies

to
access

their
em

ployee’s
e-m

ails
and

the
police

to
access

suspects’files.
M

eanw
hile,stronger

levels
of

encryption
w

ould
m

ake
hacking

m
ore

difficultand
enhance

pub lic
confidence

in
the

netw
ork.

“W
e

definitely
supportstrong

encryption
for

e-com
m

erce,”
he

said.
“T

he
stronger

the
better;

the
greater

the
public

confidence.
W

e
also

support the
individual’s

rightto
encrypttheir

data.”

(I’lldiscuss
k ey

escrow
later .)
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P
reven

tin
g

E
co

n
o

m
ic

E
sp

io
n

ag
e

Intelligence
agencies

are
know

n
to

spy
on

other
countries’

businesses.

S
om

e
com

panies
do

the
sam

e
thing.

W
idespread

use
ofencryption

can
protectvaluab le

inform
ation.
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C
ryp

to
g

rap
hy

in
F

ran
ce

“T
he

G
overnm

entallow
ed

itselftim
e

to
reflect.

A
fter

consulting
those

involved,experts
and

internationalpartners ,itbecam
e

convinced
thatthe

dispositions
w

hich
resultfrom

the
law

of1996
are

no
longer

appropriate.
T

hey
strictly

restrain
the

use
ofencryption

in
F rance,w

ithoutallow
ing

the
authorities

to
efficiently

com
batcrim

inalacts
w

here
encoding

could
facilitate

dissim
ulation.

T
hey

also
m

ake
apparenta

r isk
ofisolation

for
France

w
ith

regard
to

her
m

ain
partners.

“T
he

G
overnm

enthas
therefore

decided
to

optfor
a

fundam
entalchange

ofdirection,w
hich

aim
s

to
m

ake
the

use
ofencryption

totally
perm

itted
in

France,w
hile

adapting
the

m
eans

atthe
disposalofthe

authorities
to

guarantee
public

liberty
in

this
new

environm
entand

to
com

batthe
use

of
encoding

m
ethods

f or
illicitends .”

S
teven

M
.B

ellovin
—

J uly
15,1999

10



C
ryptography

and
R

egulation

E
co

n
o

m
ic

Im
p

act

D
eveloping

cryptographic
products

is
good

for
b usiness.

O
ne

study
show

ed
thatexportcontrols

could
cost the

U
.S

.econom
y

$96,000,000,000
over

five
years.

R
estricting

exportor
use

ofcryptography
can

hurta
country’s

econom
y!
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C
ryp

to
g

rap
hy

an
d

N
atio

n
alS

ecu
rity

Yes,terrorists,drug
dealers, and

spies
w

illuse
cryptography.

T
hey’re

also
unlikely

to
abide

by
law

s
against it.

G
overnm

entpurchases
of“ordinary”

encryption
products,to

protect
its

ow
n,non-classified

com
puters,is

easier
(and

cheaper)
if

cryptography
is

w
idely

available.

F
urtherm

ore,a
country’s

security
also

depends
on

its
com

panies
being

protected
—

see
above.
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R
estrictin

g
C

ryp
to

g
rap

hy

K
now

ledge
ofcryptography

is
w

idespread.

A
nyone

can
getitor

im
plem

entit.

E
asy-to-use

cryptography
isn’tw

idespread
—

butthe
realenem

ies
are

m
otivated

to
use

inconvenientschem
es.

In
other

w
ords,restricting

cryptography
hur ts

only
the

legitim
ate

users.
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K
ey

E
scrow

S
om

e
governm

ents
have

proposed
“key

escro w
”

m
echanism

s.
T

hey
w

on’tw
ork.

K
ey

escrow
requires

a
a

very
com

plex, highly
secure

infrastructure.
T

hose
are

very
hard

to
build.

T
he

escrow
centers

are
a

prim
e

target for
hacking

by
spies,drug

dealers,terrorists,etc.
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C
o

n
clu

sio
n

s

C
ryptography

is
necessary

(though
notsufficient)

to
secure

the
Internet.

G
overnm

entrestrictions
on

cryptography
hur tcom

puter
security,and

often
hurtnationalsecurity

as
w

ell.

K
ey

escrow
m

echanism
s

w
on’tw

ork.
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