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Early Telegraphy

Early telegraphy, especially
overseas, was very
expensive: $100 for twenty
words trans-Atlantic in
1866.

Messages were no longer
sealed; a telegraph operator
saw them

T he solution was code
books

Precedent: optical
semaphore networks; naval
signaling flags

Samuel Morse's 1844
telegraph key.

(Alfred Harrell, 1974. ©Smithsonian Institution,
http://www.si.edu. Image 74-2491. Used by

permission.)
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Codebooks

Four Focus Areas

e Compression — reducing transmission cost
e Correction — detecting and correcting errors
e Confidentiality — protecting the content of a message

e Comprehension — understanding other cultures, distant in
time and space
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Codebooks

“England Expects that Every
an Will Do His Duty”

e Sir Home Popham: the first

jN.F.Q Ladders,  Scaling lIadders

true “conversational” naval N3 |Ladies
N.F.4 |Land. Land the troops
code ( 1380 3) N.F.5 As the troops land, form them
NI.6 Troops inended to be landed to
_ be heid ready
e Im P ortant common sentences N.F.7 Brigade denoted, to be held ready
— but also enough words to to laud
NFs Artillery denoted, to be held ready
convey more or less any to land
N.F.9 Engiueers and Artificers denoted,
MessSa g (S to be held ready to land
N.F.A Cavalry denoted, to be held ready
i to Jand .
¢ N Ote O ptlo na | param ete r N.I.B Regiment denoted, to be held
. | ready to land
e Nelson's famous signal (1805) NF.C Troops to land in light marching
. . order
was sent usi ng this code N.I.D Troops to land with oniy arms
and ammunition
P ( Nelson ori g inal |y said N.IF.E "Troops to land with oue day’s pro-
visions cooked. [If more than
“CO nfl d eS” , b ut t h at WO rd one day’s, it will be denoted by

. .
Numeral Signal.]

wasn’'t in the code book)
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Codebooks

The 1896 Atlas Universal Traveler’s

and Business Cipher Code

Gulheid

Gulist

Gullage
Guller

Gullible
Gulonis
Gulosity
Gulosos
Gulpende |
Gulping
Gumbies
Gumedra
Gumlac

Gunated
Gunation
Guncho

Gundelet |
Gunello |
Gunhild |
Gunshot
Gunster
Gunstock |
Gunstone
Gunther |
Guntram
Gurbion

e e ——

CUSTOMS AUTHORITIES.

Fear you will have trouble with the Customs.
Expect to have trouble with the Customs.
Had some trouble with the Customs.
Baggage seized by the Customs.

Articles and forfeited by the Customs.
Had no trouble with the Customs.

The Customs authorities here

The i - there

The " L at

Passed the Customs all right.

The English **

The American *°

The French o

The Foreign

The Chinese *

The Japanese *°

- With permission from the Customs.

Without * LI 0"

. Custom House,

" Custom **  here.

Custom ' at

Custom ‘‘ officers here.

Custom  * “oat

Custom " selzed (my —
|Eu“‘"~'"IL i " “ (' trunk)
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Codebooks

Notable Points

e Codewords are either English words or look more or less like
English words

e Plaintext organized into categories, e.g., “Customs
Authorities”

e Plaintext and codewords are both in collating sequence
order (a “one-part code’)

e Specialized areas of discourse, but many variant sentences
within each area

e Macro substitution
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Codebooks

Numerical Tables

ar
TR, 3 PART I-—BHIPPING AND INSURANCE 37
' ﬂ QUANTITY TABLES — continued JYLMO
* Hoosasans, | Casxs, Caesrs, Bmirﬂu, %nnm. Kamn] Lrrnes, Davus, Boxes, GarLons, éin.u- Ca Bavzs,
Bibgmeos | Quagme on' |on Kk Cemer’| Bostza on' | DI GRA | onsams i | Cortuwee |
QuastiTy
—] Co Con Co Con Cop
= A G B B G G
-______..-—-—_ E
jurcu |4s731| JUYEG |46790 | JVOEV [46848 | JWOOS |46908| JXIVY |45067| JYCEN [4s026| yYGOG 40
i“"'; TUTEW 2| JUYFH 1| JVOHY |456850 | TWORU 9| TXIXA 8| TYCFO 7| TYGUL 41
1| JuTeY 3| JUYGI 2| TvoIz 1| TWOUX |46910 | TXIYB 9| JYcIS 8| TYGXO 42
5| TOTIA 4| JoYH] 3| voJa 2| TWOVY 1| JX0AP |46970| JTYCEU 9| JYGYP 43
5 4| JVONE 3| JTWOXA 2| JXOEU 1| yycoy |46030| JYHAU 44
g 6 E{m 5| TVOOF 4| TWOYB 3| TXOEA 2| JYCRA 1| TYHEY 45
: 7 mygliu 6| JvoOsI 5| TWUAN 4| TXOOE 3| TYcup 2| JYHGA 46
9 X0 8| JUYLN T ggm: 6| JWUBO 6| JXOTI 4| TYCVE 3 % 47
B 9| JoYMoO 8 YO 7| TWUES 6| JXOUJ 6| TYCYH 4 48
1| jouBv 46740 JUYNP 9| JVOAB 8| JWUGU 7| JXOYN 6| JYczI 5| JYHOI 49
1| Joocw 1| JuYoRr |45800| JVUDE 9| TWUIW 8| JX0ZO 7| JYDAL 6| JYHUN 50
3| JouDx 2| JoYps 1| JVUEF |[45860 | TWUKY 9| JXYAI 8| JYDDO 7| JTYHVO 51
4| TOUEY 3| JUYRT 2| JTVUHI 1| JWUMA | 46920 | TXYEM 9| JYDEP 8! JYHYS 52
5| JUUFZ 4| Juysu 3| Tvuny 2| JWUOC 1| JXYGO |45880 | TYDIU 9| TYIAW 53

Tables were used for dates, quantities, etc. Note the ambiguity

in units: JYCFO could be 41 gallons, 41 kilogrammes, 41 sacks, Or
41 metres
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Size Matters Not
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|
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TOURISTS‘

TELEGRAPHIC CODE

YOR USE PETWEREN

poptter g AU,
BROWN, SHIPLEY & 0.,
‘Travelers’ office, SHIPHRAH,
123 Pall Mall, S-W-r LONDON.
London.

e
Rostgered AT
Brown Brothers & CO- SHIPLEY,
n Brothers & o | SHITNEW YORK.

Brown Brothers & Co.. } BIRCHBARK.
Philadeiphia. I LADELPHIA.

Brown Brothers & Co- }Tnmnmﬂ
Boston. BOSTON.

Alexandor Brown & Sons, | BROWNS
‘Baltimore. BALTIMORE.

Anp TIE USKES OF THEIR

TRAVELLING CREDITS.
—_—

Compited by Copyright 1900, 2
E. 1. GILOURT. by Drown Brothers & Con
New Ve

l\‘ I \\\‘\t 'I‘\\Nl‘ﬂl‘(\‘\‘N’\‘M‘\‘«M‘\'l\\l\\\l|\\\\\|\\\\A\|\\m\‘w\up‘\w e

| |
|‘||n|u||\|u|h|ul|\n| \\l\llvtlmv\\m"\‘v“An\\‘m\‘m\1\v\A\mn\\\\\\t\n\\n\\\\\w n\\m\\m \
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Codebooks

Domain-Specific Compression

e Many professions had their own code books
e Even explosives manufacturers had their own code

e Example: in the The Theatrical Cipher Code, DISORB meant
do not want drunkards and FILIATION meant chorus girls

who are shapely and good looking

e \We still use domain-specific compression: Lempel-Ziv does
not work nearly as well as JPEG and MP3 on pictures or

audio files
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Codebooks

The Theatrical Cipher Code (1905)

FHHEOT . . i0ww An opera company

Filament....... Are they willing to appear in tights

Filander...... Are you willing to appear in tights

i Dy T A e .Ballet giris

AT IR . e ais Burlesque opera

Filatare. .. .. .. Burlesque opera company

File......... . .Burlesque people

Filefish....... Chorus girl

Filial......... Chorus girls

Akl . o5 5.4 Chorus girls who are

Filiation...... Chorus girls who are shapely and good
looking

F'ilibuster. .... Chorus girls who are shapely, good looking
and can sing

Fillcoid. .. ... Chorus girls who can sing

Filiform. .. ... .Chorus man

Filigree....... Chorus men

Filing......... Chorus men who can sing

Fillet......... Chorus people

Fillip......... Chorus people who can sing

BINY: oo anasis Comic opera

M on o eans . Comic Opera Company

1 L1 —— .. Comic Opera people

Filiering...... Desirable chorus girl

Steven M. Bellovin __ August 14, 2009 __ 10



Codebooks

Too Many Phrases?

e In the ABC Code, Sixth Edition, there were some very
unusual phrases. ..

e ENBET: Captain is insane

e PAASG: Arrived here (at ---), encountered a severe gale
and heavy seas, which carried away boats and wheel,
stanchions and bulwarks, broke mast and jib-boom, all

sails gone

e ENIMP: Captured by pirates (21 different code words dealing
with captures; two whole pages on arrests!)

e In the 1930 International Police Telegraph Code, I0L is

Wishes to join Foreign Legion

CSG_b Steven M. Bellovin __ August 14, 2009 ___ 11
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Codebooks

Compression Metrics

e [ he goal was not to minimize characters sent, it was to
minimize cost

e Cost was affected by telegraph company tariffs and
international regulations

e Permissible “words’ changed over time: words in the local
language, words in one of several languages, pseudo-words
that were “pronounceable”, ten letters with a certain vowel
density — and ultimately, any five-letter sequence

CSG_b Steven M. Bellovin __ August 14, 2009 ___ 12
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Codebooks

Correction
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Codebooks

Error Correction

e \WWhat about errors during transmission?

e In the police code, SUB is Vienna, but SYB is Jerusalem —
and U and Y are adjacent on the keyboard

e Morse code had its own errors: .._. (F) could easily be
received as IN (.. _.),ER (. ._..),orUR (.._ .)

CSG_b Steven M. Bellovin __ August 14, 2009 ___ 14
CuU



Codebooks

A U.S. Supreme Court Case

The plaintiff wanted this sent:

AM EXCEEDINGLY BUSY ALL KINDS QUO PERHAPS
BRACKEN HALF OF IT MINCE MOMENT PROMPTLY OF

It was received as

DESTROY AM EXCEEDINGLY BUSY BUY ALL KINDS QUO PERHAPS
BRACKEN HALF OF IT MINCE MOMENT PROMPTLY OF PURCHASE

What was meant? Who is liable?

CSG_b Steven M. Bellovin __ August 14, 2009 ___ 15
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Codebooks

Issues

e T he message was mixed plaintext and code

e BAY was a code word; buy is plaintext. The two differ by a

single dot (“_... ._ _.__ " versus ‘... ... _.__

e As a result, the plaintiff's agent bought unwanted goods,
resulting in a large |loss

e [ he plaintiff had not requested reverse transmission as an
error-check

CSG_b Steven M. Bellovin __ August 14, 2009 ___ 16
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Codebooks

Techniques

e Terminal indices

e Mutilation Tables

e Check digits

e [ wo-letter differences

e Avoidance of common words

CSG_b Steven M. Bellovin __ August 14, 2009 ___ 17
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Codebooks

Mutilation Tables

UK QG GW XN FY S! LB YL Y No HX|X [p |F Jo Jv |m P |1 |u |s |1 |w
UN Q) GZ XQ FY SL LE vo TM NG HA|g {J |t |u |A |s |v {0 |8 M |p |D
UR ON GD XU FC SP LI vs 1o NRKHE|Y [R |7 Jo |1 {8 lc |w |1 Ju [x ic
UX OT 6 XA FI SV LO VY TW NOQ HK|L ¢ |E |P lu |N |o |2 tv |8 |1 |x
UY QU GK XB FJ SW LP vZ TX NRHL|N |E |6 |R (w P Ja |L |x |1 |k |z
UU QQ GG XX FF S§ LL ¥YY TT NN HH|F |X |2 () (0 {H [I [D |P |B |C IR
UB QX GN XE FM SZ LS VC TA NUHO|T |X |M |x Ip [v |w R |c |P |0 |E
UZ QY QL XC FK SX LO VA Ty NS HM{P |6 |1 [t (v {ris | jz |t [w [a

SEGTION (SEGCION - SECG!

T (TR|TS (YK (YA |7 [TX |16 |[TN JTH [TU [ TO
WL (WU WY wN | wD | wM| WA | Wi | wo| WK WX|WR
PE (PN PO P& [PW|PF [PT ;PC |P) [ PD|PQ {PK
CR|CA [CB |CT |C) [CcS [ca |Co |cw|cP|CD |CX
0D (OM|ON |OF |OV |0E [0S [0B |01 [OC |OP | 04
XMIXY | XW X0 [XE |XN iXB |XK [XR XL [ XY | XS
FU {FD {FE [FW [FM FY |FI |FT {FZ |FS$ |FG |FA
SH[SC [SR s |$Z [SI |SwW|SF |SM[SG [ST [SN
08 |DB DG {pU |DK |DT [ DH |DR | DX | DQ | DE | DY

Look up the first two letters in the upper left, move across to

the middle letter, move down to the lower table. Context often
permits disambiguation of the possible original words from the

five possibilities.

CS@ Steven M. Bellovin __ August 14, 2009 ___ 18
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Codebooks

Check Digits

E CHECK THE CHECK LETTER "zg
= THE CHECK LETTER, ie the 10th letter of two FIVE *
01 26 3! 7 I-I;"l;'l‘l“]{ CODE WORDS is found by adding up the
: ot o0 CODE WORD NUMBERS and

7 27 52 1 o
asr two figures IR
0 ) above 100.

Lealoeting anythi

81 EXAMPLE:

07 32 57 82| (959 NGP = We offer firm CIF in

1.8 A. Dollars Gold.
09 34 359 84 Yy - _—

10 35 60 85 06052
i 5 oL 2o 04192 GFG = market is expected to advance

12 37 62 &
13 38 63 88 03 ¢ = CHECK LETTER

and the two code words read :
- “«NGPIY UGFGC”

18 43 68 93 | pro derstandings are ABSOLUTELY EXCLUDED be-
19 44 69 94 cause the nearest last two figures of each of the three
phrases forward or backward are of at least two dif-

gL 48 @1 9 ferent letters out of three. S

23 48 73 98 | If, however, the 10th letter (THE CHECK LETTER)
24 49 74 99 arrives mutilated, although the meaning is apparently

25 50 75 100 correct, the word ending WITH THE 10TH LEIII?f
00 00 00 000 is to be repeated. CIRg

N <O N HOUOZEH R~~~ rOmmnuaw >
(7
Ny
=
o
o
v
=3

¥

Checksum calculations in the 1936 Cosmos Trading Code
C(S:%a Steven M. Bellovin __ August 14, 2009 ___ 19




Codebooks

Checksum Calculations Are Hard...

Note the paste-over in the example.

CS«z Steven M. Bellovin __ August 14, 2009 ___ 20
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Transposition

Codebooks

Building a VVocabulary is Hard

L etter Distance

HALAN HAALN BEBPY BEEPY
IBLAN IBALN CIBPY CIEPY
LELAN LEALN DOBPY DOEPY
OGLAN OGALN FUBPY FUEPY
QILAN QIALN GABPY GAEPY
UMLAN UMALN TAUMY TAZMY
WOLAN WOALN WIUMY WIZMY
ATLAN ATALN YOUMY YOzZMY
BULAN BUALN

EXLAN EXALN

FYLAN FYALN

Errors are in the Acme and Bentley code books. (Data from
Jim Reeds.)

CSG_b Steven M. Bellovin __ August 14, 2009 ___ 21
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Codebooks

Common Words

e Many people mixed plaintext and codewords

e Better-designed codes avoided codewords that could be
confused with plaintext in that field of discourse

e Not everyone got it right: the 1900 Tourist’'s Telegraphic
Code did use SUBWAY, REVOLT, and SAVAGERY

e Perhaps their class of tourist didn’t encounter such
things. ..

CSG_b Steven M. Bellovin __ August 14, 2009 ___ 22
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Codebooks

Confidentiality

CS‘iQ Steven M. Bellovin __ August 14, 2009 ___ 23
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Codebooks

Confidentiality

e Paper letters were sealed, and thus were (theoretically)
secure from sender to receiver

e [elegrams were handled by an intermediary, who could read

them

e Many people perceived a need for encryption

CSG_b Steven M. Bellovin __ August 14, 2009 ___ 24
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Codebooks

The Secret Corresponding VVocabulary

(1845)

C 1750.
1550 1600 1650 1700 1750
I i
1601 Chlorotic 1551 Chorus ‘1601 Chronological |1651 Churlish 1701 Ciphering
2 Chock 2 Chose | 2 ally 2 ishly 2  key
3 Chocolate 3 en 3 Chronometer 3 ishness ' 8 Circassian
4 nuat 4 Chouse 4 ric 4 ly . 4 Circeon
& Choice 5 ed 5 rical 5 Churn . & Circle
6 less 6 ing 6 etry 6 ed | 6 ed
7 ly 7 Chowder 7 Chrysalis 7 ing 7 er
8 ness 8 Christ 8 Chrysography 8 staff | 8 et
9 Choir 9 less 9 Chrysolite 9 Chyle | o ing
1510 service 1560 Christen 1610 Chub 1660 ifaction 1710 Circnuit
1 Choke 1 dom 1 bed 1 ifactive 1 eer
2 cherry 2 ed 2 by 2 iferous 2 ous
3 ed R ino 2 faced Q ana aQ PR

Encode to a letter/number pair. Encrypt by adding or

subtracting a prearranged value from the number. For greater
security, apply a monoalphabetic substitution to the letter.

CSsz
CU
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Codebooks

T hreat Models

“On the 1st February, 1870, the telegraph system throughout
the United Kingdom passes into the hands of the Government,
who will work the lines by Post Office officials. In other words,
those who have hitherto so judiciously and satisfactorily
managed the delivery of our sealed letters will in future be
entrusted also with the transmission and delivery of our open
letters in the shape of telegraphic communications, which will
thus be exposed not only to the gaze of public officials, but
from the necessity of the case must be read by them.”

Slater’s Telegraphic Code

CSG_b Steven M. Bellovin __ August 14, 2009 ___ 26
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Codebooks

Slater’'s Code Book

e Long-lived: 1870—1939

e Encode to 5-digit numbers

e Use additives, transpositions, or combinations

e Map the resulting numbers to other code words

e Note: the resulting message was quite expensive: there was
no error detection or compression, and the code words were
expensive under later tariffs. But the code lasted for almost
70 years.

CSG_b Steven M. Bellovin __ August 14, 2009 ___ 27
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Codebooks

Bloomer’s Commercial Cryptograph: A
Telegraph Code and Double
Index—Holocryptic Cipher (1874)

e Holocryptic: “wholly hidden or secret; spec. of a cipher
incapable of being read except by those who have the key”
(OED)

e Standard code words, code numbers, and phrases

e Suggestions for additives, transposition of code words, and
user-generated two-part code variant

e Different additives could be used for different words (the
holocryptic part)

e Room for user-created two-part codes

CSG_b Steven M. Bellovin __ August 14, 2009 ___ 28
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Codebooks

Room for a Two-Part Code

No. MARKET. Fie.
- No.of Ci- | No. of
No. SENTENCES, phor Werd,| No- | Cipuer. | JMo.of

21 |No change worth reporting ; everything je
about the nme....v.c.'...{! ......................... 2941|Field. ...... sussvsrraa

2942|Not enough of the article yet, to establish

Prices it ONr MATKeb. «covieemmnnciiaanes]ennnsenans 2042|Eielding....|--ceenunnn
R [ T R B 2043| Fieldfare ...|..........
2044|0n the first dnll market, te]egrnph us whnl

you can buy different Kinds fOr. .- eeneme|eneeennnnn 2944\ Fiendigh....|..........
9955 Others are withont change ....coceevvecenelonisennnns 2045| Figaro eeeeefieeeaceann
2046 Dmnéz to advance in prim there is but lit. < |

tle doing. . [ S 2046| Figel. ..cvaefonennnnnan
2047|Owing to large receipts aud higher freights.|.......... 2947 |Fighter. ....|.ccucenua..
R T Rt ndmanioniolions) N 2048| Fighting....---.......
2949/ PHniC. caeenrrannnnnes faessseesicsrannans cevssseas.|2949(Figulate coo.f.comnnn...
Bt T ) T ) B 1) ] N PO
2051 |Papic in all 8lockB..e.veseenrescannnronnnn|rnnnnnnns 2051 Filago...oeufencennasas
2052|Panie in the market, if yon want to sell tele-

graph lmmedm.ely ................................ 2052| Filament . cofeaeeennann
2053 Panic in the market of.cceeeecesenresoanefonennennns WSS Filature «uueleeernenna.
2954|Panic in the market on———present price iB..|...c......[2954[Filbert . cooafeauaua.a...

2955|Panic prevailing il is impossible to sell at .
anything like fair prices. ......oooovnnii]omaannnnns 2955|Filch .................

Users were instructed to write their own numbers for codewords
in column 3, and the corresponding decoding number for
plaintext sentences in column 6 (the double-index technique).
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Codebooks

Labor versus Management

e Railway workers had their own code, sometimes used to
arrange strikes via the railway’s own telegraph wires

e Management had its own secrecy codes

e From the examples I have, |labor did a better job with their
cryptography. ..

CS@ Steven M. Bellovin __ August 14, 2009 __ 30
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Codebooks

Sheahan’s Code

INSTRUCTIONS.

This Cipher Code arranged for use of the several
Organizations of Railway Employes is intended more
especially for Telegraphic Correspondence in time of
trouble, when it is desirable or necessary to send tele-
grams that can not be read by any but those for whom
they are intended, as is the case in time of strikes or
other important moves on the part of an Organization,
| as it is often necessary to use the Company’s wire to
|  reach members of the Organization on other parts of

-

CSsz
CU

Steven M. Bellovin __ August 14, 2009 __ 31



Codebooks

T he New York Central’s Code

INSTRUCTIONS

[his Code will be designated by the word VAN, and is to be used
only when secrecy is desired.
If the entire message is in ciphe

r, the word VAN must begin and end
the message.

It I'I%il-vy frequently be deemed unnecessary to cipher every word.
’heln only part of a message 18 ciphered, the ciphered word or
words must be preceded and followed by the word VAN.

g e ~

CS@ Steven M. Bellovin __ August 14, 2009 ___ 32
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Codebooks

A Cryptanalytic Assessment

e Few approached Slater’s or Bloomer’s sophistication

e Most commercial codes used a constant additive, then
mapped back to code word space

e Governments were often no better:

“When a single key number is used, the number may
be alternately added and subtracted. Other methods
will readily occur. The use of 50 or 100, while easy to
remember, should be avoided.”

(U.S. War Department, 1904)

CS@ Steven M. Bellovin __ August 14, 2009 ___ 33
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Codebooks

why Map to Code Word Space?

e Code words were cheaper than numeric groups

e Code words had error-detecting and error-correcting
properties

CSG_b Steven M. Bellovin __ August 14, 2009 ___ 34
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Comprehension

CS@ Steven M. Bellovin __ August 14, 2009 ___ 35
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Codebooks

Comprehension

e "A code reflects the world at a particular instant, and as
the world moves on it outmodes the code. New products,
new ways of doing things, new political or economic facts
begin to make its vocabulary old-fashioned.” (Kahn)

e Code books present a picture of a given era

e Code books could also be used for translation

CSsz
CU
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Codebooks

A Bygone Age

e NASUM: Marriage has been arranged between ____ (Unicode,
1897)

e MORDAX: Will lunch with you today (Unicode)

e 23697: Roman Catholic intrigue (China Inland Mission
Private Telegraph Code, 1907)

e N.0.M.: Send women on shore to wash (Popham’s Naval
Signal Code, under “Military and Technical Terms”, 1816)

e Professions: HKO (castle-keeper) and HKZ (boy)
(International Police Telegraph Code, 1930)

CSG_b Steven M. Bellovin __ August 14, 2009 ___ 37
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Codebooks

Translations

CSd Steven M. Bellovin __ August 14, 2009 __ 38
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Codebooks

CS
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Sending Chinese Characters

4-digit/3-letter link-layer
encoding for each
Chinese character

Widely used in China
until about 10 years ago
— faxes and cell phones
have taken over

Code points are still
used today to enter
names on official forms:
dialect-independent,
unambiguous, etc.

Steven M. Bellovin __ August 14, 2009 __ 39
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Code Points for Other Alphabets

CSd Steven M. Bellovin __ August 14, 2009 __ 40
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Codebooks

Cultural Norms: A Woodblock
Tibetan Codebook (1949/1985)

I
susy |ono\s |eoas’ [e00g |nuop | espe

|
>, o, = o

e | M | A | e | A | e

i LR |-|'.-5|'|..-,. |'|5'l'-5|+i e ﬂ'-l_'-f'l | a |

|l | | e |
sols [omee’ | enng josqp |wene

JErE—

o [ R | A F |

i
£ iy E4, |-_-|r|-i-_h:_l|. ﬂ.-l:..i-’.-n-' llli'."lt,. |Iﬁt['.| ik . £

H : it =
TR | [ e |2

e 3 1_1.'513__'5._'. |_'I|:I.:.'HJ.'I.FI'.'I1_':- l:'..tlﬂl_'\-rl ROy @ §
— e e — “_:_- o f—
o | O | O O | | 2R

||-|L..|_1 I ‘“1||1|..| ﬂ.--lLI_d-_l.I |I.II.|£'.. ﬂJ'_I-IlIT irhil.‘.‘rlrl.i
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Cultural Norms: An Illuminated

Persian Government Codebook (1901)
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Pervasive Codes: Catalogs

NorTON TELEGRAPH AND CABLE CODE

Wire price and delivery to change from hand table traverse
Ty o S R LR ST SR T DENTIR

INQUIRIES

Have you anything in stock which you can alter to specifications
BV TN S e /oietate Toieiete oto s s ohsls.o o oisie oo aln o (sls slols)sfo\ st SHtiofe ehebeterelolehoiote

Have you in stock, if so how soon can you ship...

If you cannot supply material as specified immediately advise

nearest you have in stock and how soon you can ship......... IciNG
Can you ship from 8tock. ......ooveettiiiiiiiiiiiiiieanne. IDEAL
Advise nearest you can shipatonce...........cooievnnaennnn. InoLo
If not in stock wire nearest available.................ooinnn IMPISH
Have you shippedorder. . . ......coeiiiniceieerenennanns IMPLEX
Advise date and specifications. .. ....... ..o it IMPOLT

REPLIES TO INQUIRIES

Can supply from regular stock..........oooiiiiiiiiiiiniienns IMAGE
Can supply from finished stock. . ..., IMPART
Reported available your letterof ...........cooiiiiiiiiiiits IrPAGO
Reported available our letterof . ........cooiiiiiiiiiiiinn, ILORA
Reported available your wire of ... ......ooiiiiiiiiiiiiiiatn IMPAIR
Reported available our wire of ........ ..o IMPEACH
Have available for substitution, ... ..........cooiiiinn IMPERIAL
Have in hold StoCK. ..cccvvtenieeeencacaocsccaecscecccancans Isaop
Can substitute same specificationsexcept. ............coo..en IMPEDE
Nothing available for substitution on order.................. INCENSE
Shall we subsStitute....c.cccoeeeeeeeceecacceoesccccsscooccnss INCITE
Absolutely nothing available. . ........ooiiiiiiiiiiane, INCHANT

Will alter if necessary without charge and invoice at size ordered.. . INDICT
Will alter to size desired but obliged to invoice at original

size no charge for work.......ccoveeeeicecenccieeenncnnns INDIGO
Will alter to size desired but obliged to invoice at
size plus cost of alterationr. . .......cooiiinieiiiiannn.en INDOLENT
Will alter if necessary and invoice at size ordered but must
charge for alteration.........cceovieeecicriesenceceanans INITIATE
MISCELLANEOUS

Give description of work on which wheels are to be used
or specify grain and grade desired. ...........ooiiiiiiiiann MAcCE

NorTON TELEGRAPH AND CABLE CODE

BUIDeNd Work on order. . oo ie iceieosenaitoinoncoiansnban MADDER
BRI R PRI RS ] (e o¥iu 0 6 61atarate. i e ahoate. ¢ ahslalralaisl oiot s oro biskatenstarelaiatete Magic
Muy we send or shall we replace. ......ooovivvnennieaneacens MOSER
B ) P TIOW: 100 DEOCERBE ¥ tiars . ateiasois: shelalal ihe) sletora o Siereublotehorons 28 Major
BRI B T DIOCRES STRTC: Jelc cliie toielsicia s vo s oiole sls/alsnefs s oislaratals s oiataiore MoPrGA
Advyise if our procedure does not meet with your approval. ... MANFUL
Vary best delivery possible. .. . ..t . it iiisieoaennns o MANIA
Must have serial number of machine. . ..................... MANSUR
Must havesizeof machine. ... ., i.civavcvessnesatonsons MANTON

MISCELLANEOUS SPECIFICATIONS

Countersunkoneside.........cceocceieioncaiennncanssss MANSION
Countersunkebothisideat s [ s o iiianiiiii. o sials olofeiais aere sjetete MARTYR
Tapered one side 24’ per foot......ccvcvveeiieeenneeaannnns MASON
Tapered both sides 34" per foot......coceeeeeeceianainanen MASTER
Tapered one side 34" perfoot........ccoeiviniininnnieees MaAscoT
Taperedibothisides 37/ perfoots i it i, toae v aa s siste MATRON
INf i AT T G o 0 .0 0 0 0 0 00 S DO HD O O MATRIX
INORIBIATIAUNNCI | o e St s T ia el s g abie s o % osiaaia violoe MAvYOR
IN Loy 5 A G 8 S0 G 6 1 6.0 A0 O A RO OO MAXIN
INJa%s 2377 (O 1 s B B 6 0100 DIOHE0 6 A EH0 o S SRS O MaNTO
N YC i o) (il o 5 s G s D0 B O 30 SO D e S D PO MaLoT
N DR G B T b S B A A0 B ABON GO0 5 SOOI R, S N Mazy
N O A DT eat e ey i s it o o eio s sl allagatana s Sioke) biazeld MEDICO
IN OO T et R 1L oot b oy s Dot rataterers oo stors s syeta STt o' s oine MEDLEY
s L T S i A0 000 Gt O% 0.0 0 ¢ G S0 TR AL IR I EO SRS 3.5 MENDER
TN S A N T S BB i A e i I DO G O B O N ] Fho it MENTOR
N O ORI L CR LB ol 5 c1s ie wloralshetolel S alatato e eV ale sl sketelataral s s (dysketa aleln MEMBAT
INO T ONTLeABE It vt o v oot i olaso R te ek oteibe <liolslakara sta,atals Tt Te lul o oT00 MEMCOB
D e et et s S e e RS MEPICA
N OSY 2L T TCATE B e st 5o 5 s, oo orale o o sioaate/ais’e ‘o ats ororataehsietake MEPONE
145y, T B Ve B 5 Bitions e b S0 BI85 A OO0 C O S D0k MERRIN

Cable Address: ‘““Norco"”

A. B. C. sth and 6th Leiber’s, Business, New Business, Bentley,
General and Western Union Codes

Codebooks
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Code Books Were Expensive

Some code books contained

advertisements

Usually, these were
business-oriented; some,
though, were aimed at
households

An 1896 code book cost
$5.00; in 1915, a room at
the Biltmore Hotel in New
York could cost $2.50.

(Note: about 5% of their
rooms didn’t have private
baths...)

e e r— —— T

Unify Your Domestic

Insurances
by taking up a Householders’

| Z5e25de] “ ALL-IN”
POLICY

which not only  consalidnles  and
3 simplifies your insurances, but saves
-‘1 umer.mcn:;.- amd Irguble, and covers
practically  vvery serfious sk te
" which the Flouseholder is llable, lor
oo tHN e low and inclusive premipm of
u {5 per £HW per ancum (ninimam
premivm 76}

ALL THESE RISKS ARE COYERED BY THE ONE POLICY. |
il Fegt = 5 " Ring ~ I e R,
Em)hk:;’L?lfliﬁt’ llnﬁrﬂ?&rﬁﬁhﬂn&w Capual I..lha::?—l'-‘hm,.n :
caused tg contents by Borsting of Water Pipes xnd Appacalua ing From
-S%Fﬁpd o Tﬂn;put—&xhplqum of Gas ar of Dﬁ%—
—Tﬁhﬁﬁﬂmmﬁ:FhFMm—MﬁMLm
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There Was a Confidentiality T hreat!

e The Official Secrets Act (1920) required British cable
companies to turn over copies of all international telegrams

e (An American executive — of a company with strong
British ties — assured Congress that it was all for show. . .)

e [0 protect its own traffic, Britain strove to expand the
“All-Red Route”

CSsz
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Copyright

e Under U.S. law of the time, books were not protected by
copyright unless they were first printed in the U.S. (The
U.S. didn't sign the Berne Convention until 1976.)

e The ABC Code was (legally) reprinted within the US
e [ he code words were used to build other codes

e But — importation of U.S. editions into the British Empire
was illegal

e British publishers sometimes printed first in the U.S., just
to protect copyright
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Codebooks

Compiling Your Own Code?
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Internet

NOTE.

The A B C Code 5th Edition was not pr?nted iq t:he
United States of America but was oxtcnan:cly m_rpwd
there. All genuine copies bear the name ufj I.den Fisher
& Co. Ltd., as Publishers, on the Ttl!c la;Ee. IT I_S
ILLEGAL TO IMPORT PIRA:I ED ‘I‘JD.ITIO‘.’TE
FROM THE UNITED STATLS OF .-\.\iﬂ.l{.l(.;‘\ AhD
SUCH COPIES ARE LIABLE TO Sl-.lzl l{.l-.: This
new Edition, the Seventh, has been pm.ugd in cob-
formity with the Copyright lLaws of the .lmled States
of America and is copyright in the United Statem of
America as well as in all countries Signatory 1o lh_eﬂnu
International Copyright Coovention, which includes
the British Empire and almost every civilisod country.

Was the U.S. considered ‘civilised” then?
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Codebooks

Copyright Infringement Without the
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The Telegraph Stack
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Codebooks

Different Layers

Plaintext

e Codes were used for
compression, confidentiality,
and compression

e T here were different layers — Codebook
and each function could be
done at each layer

e [ here were different tradeoffs

Telegraph Teletype
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Codebooks

T he Plaintext Layer

e Compression: Restricted word choice; stylized sentences;
sentence fragments that will be concatenated

e Semantic confidentiality — combine numerical fields based
on knowledge of ranges

e Encode numbers via code book even if not otherwise
needed, because words are easier to transmit correctly
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Codebooks

The Link Layer

e Confidentiality: avoid exposed links (radio; links not on the
All-Red Route)

e Correction: different links have different error properties

e Compression metrics
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Codebooks

(What's a Teletype?)

oD o o0 9 90 eew -
Aol B I

(Picture courtesy of Perry Metzger; taken at Bletchley Park)
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Codebooks

Compression Metrics

e Optimize cost, not transmission time
e Codebooks evolved as tariffs evolved

e An adversarial process between code compilers and
telegraph companies

e [ his is a security interaction!
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End-to-End vs. Hop-by-Hop

Plaintext s ) Plaintext
Codebook [ = Codebook
Teletype = > Teletype = > Teletype <> Teletype

Codebooks

Telegrams were often sent via multiple hops, and sometimes to
a decoding service. Confidentiality at a lower layer protected
that layer, or perhaps even that hop, but not the end-to-end
message. VPNs often have that problem today.
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A DNS Analog

GEOGRAPHICAL SECTION 385

- Codes Used

02-19-44................. 1

I E 3 ,\ \ ia ]”ln"lpl d’Acaia 11

Names Cable Address Business Key Code Word
TURIN %

Importa xo'lc Esportnzionc Soe Aron 11 Via Pri nclp d'Acaia.......] r
ancia g\. k 09 30 \u \Imxgmu.o .............................. | fO TN S R R K e S .le) \13 MO L R R
.

nto;uo o h\ Dcllu \‘;\1 ............................
ire di Cu urogne Corso Re Umberto 8.........0...iii0.. Ma
Cepare de 36:CorseY Bmanuele . . s e

g Martini & Dusio Via dei (hnr*“re B i N e A S D et
LT e N LA Martiny Manifatture Via Petro Micea 5.... ..ot viivn o nlmtmy. e S P RIS ey BRI c b L
e e MidheRn afiGiesT: s L i sae e s R e e e Pneumiclin........ S X e e ey e B EHEOM
36..............,.......,Mmhmr0¢,uenh1 VATSIY G100 S e b e R S A Mongenta Sl it o F28 i oiisiissivietans sl vamais o JEEVE
L A SR Orengo, Antonio Bla Castelloz18. i o e i sid s .-+, Orengocotton ...\ o, o Cl08 . s o i P orga el RELHM
SR Paviss i Viseosa Via Alfierd 050 bl i b, ey Viscopavia....... S E’RO-SEO ...................................... ..RELFK
U Pentenero: - Vitalt & C Via-Nagaa 20t aile &0 0o aan ialitd Pentenero. . .......asees B2 2T-MB2 . i iunnoionss saitiy don i T T .m&
e R Piaggio, C "’1(ara,n~, ‘ngg'o .................. Fa .............................................
T S GO Picena, G C Fratelli 17 Corso Inghilterra.......................0] Dicenators it s ¥ Gy S e e s e JEEMV
I Radicioni, Emilio 21 Via Arsenale.............cc..ociiiiiiaan Sippenti. s i BB o oniistos ity et S FOYAP
e Selson \t lb‘llmé ni1 Corag: Vitt- Braan 952 0 v L iiinina s s ae Selson-rne e dete sy E’3 MI-MB2 .5t s s e . - REKTL
T e G B DRG0 - s s T e s s e ke e e s Serrabsi S e F20... e i iiiasi s ssvins e oot ot CIWUI
RRE e Snia Soc di Nav Indus ¢ Commercio 15 Via Alfieri................ Gualispiaj. s i rana E30-I3 c i iniiis it s ne o CEEKAL
e Soc Comle Itala-Portoghese Via XX Settrembre 50............... Ttalportodsrrritamiee E30-I3 . .iciiiciiivaveosonisisinashy oo .
RO, - A Societa \’mmm le di Transporti Fratelli G fone drand Via Roma 22...Gondrand.....coovvnnnn. B18 i i i e wer...OECEX
B ...l Societe pour le Commerce de Boiz 7 Via Petravea, . .....ooooe, Feder sb: Sl sl s L30-Mb2 . . i iR e vee....OEQJY
U R Spa Ligure Piemontese Auto Soc Corso T rorru- 010122 = o i e S ) 8 I P e\ SRS e e
L Stabilimenti Selson Soc Anon Corso Vittorio Emle 2 No 9......... Selopib b re ettt ME-TI8 . iliieivevasvum ey R et
SO R Storero Automobili So¢ Anon 55 Via Madama Cristina............ L I A R f e ABG L. i i e e e JEFAW
L e e e B e R e s X A S s W Bubinaghi fieointian s an A20-DI8-I3-P10 vt oot avinassis iR SR ekt
D e e Sullivan Mach Co 4 Corso S Martino. ... ..ieeeirvivannnsess Axerio..... SR e MO e e s e CHINU
e S RN Tedeschi Ing Vittorio & Cia Via Monte Bianco 7................. Cabl_cs ................... El13-RIS ... iiiiviacins et REENF
B i Treves, Giuseppe Via Carlo Alberto 39.........cooviiiiiinninnn. oLl e e e o F23-G23-I3-01 in o vy o st RELMR
L R e Valletta, Cav Uff Prof V Via Garibaldi 23..........cc0vveevnnns Vlttono Valletta. oo oo oo A8 i s A ST Goanto oo St RELGL
B e Verona, Comm Cesare Via Carlo Alberto 20..............covvnns Cesare Verona............ M52 ... ... iiiiiiiiiiiiiiiiiisanessacnnaaaaaes RELKP
i e Wil & Co Corso G Rerraris: 71 il s e s i s e s Wildecos, toisaiandeiis Cl08i. g it T ansaaade REELD
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Codebooks

Parting T houghts

e [elegraph codebooks were used in Australia until at least
1972, and China until around 2000

e What we do today is the evolution of what was done then

e Huffman didn't invent compression; Hamming didn't invent
error correction; NIST didn't invent encryption
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Thanks to...

e Jim Reeds

e Hang Zhao, Seung Geol Choi Evelyn Guzman, Malek Ben
Salem, Arezu Moghadam, and Ted Lemon

e [ he research libraries and librarians of the world

e Google Books

Draft paper at papers/codebooks.pdf on my web page.
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