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Abstract

Attackson the routing system,with the goal of di-
verting trafc past an enemy-controlledpoint for
purposef earesdroppingor connection-hijacking,
have long beenknown. In principle, at least,these
attackscan be counteredby useof appropriateau-
thenticationtechniques.We demonstratea nev at-
tack,basedn link-cutting, thatcannotbe countered
in this fashion. Armed with a topology mapanda
list of already-compromiselihks androuters,anat-
taclker cancalculatewhich links to disable,in order
to forceselectedraf c to pasthecompromisecle-
ments. The calculationanecessaryo launchthis at-
tackarequite ef cient; in ourimplementationmost
runstook lessthan half a second,on databasesf
severalhundrednodes.We alsosuggest numberof
work-arounds,including one basedon using intru-
siondetectionsystemso modify routingmetrics.

1 Intr oduction
Attackson the routing system,with the goal of di-
vertingtrafc pastanenemy-controllegointfor pur
posesof eavesdroppingor connection-hijackingl],
have long beenknown [2, 3]. In suchattacks,an
enemyad\ertisesa falseroute. Thatis, somenode
claimsto have a better(lower-cost)routeto a given
destination. That will induce other nodesto send
trafc for that destinationto (or towards)the sub-
vertednode,whereit canbe capturedby theenemy
The false adwertisementcan be donein several
ways. The simplestmechanisis for the enemyto
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gain control of arouterandcon gure it to emit the
false adwertisements. Note that by “gain control”,
we do not necessarilynean“subvert”; gaining con-
trol might be assimpleasbuying a certaingradeof
servicefrom an ISP Alternatively, an attacler with
suitableaccesgo a network link cansimply inject
falsepacletsontothewire.

At leastin principle, pacletinjectionis relatively
easyto defendagainst. OSPF[4] can useKeyed
MD?5 [5] to guardagginstthis. Similarly, mary ISPs
useKeyed MD5 to protectBGPtransmissiong].

Defendingagainstfalseadwertisementsdy legiti-
mate spealersis harder [7] describeshow to use
digitally signedstatementsy OSPFtherouters'cer
ti cates includetheauthorizedaddressanges|8, 9]
extendsthatconcepto BGP[10, 11].

We presenta new attack, based on cutting
links and forcing the new pathto traverseenemy-
controlledlinks or nodes.Brie y, given knowledge
of the network topology anenemycaneasilycalcu-
late a setof links to cut. The usualrouting mecha-
nismswill detectthefailuresandroutearoundthem,
in sucha way thatselectedrafc will ow through
thecompromisealements.

Section2 explainshow routing works on the In-
ternet.Section3 shavs how to implementheattack,
giventhe natureof Internetrouting.

Thegraph-theoreti@algorithmis presentedh Sec-
tion 4. We implementedhe algorithmandappliedit
to someexperimentatopologiesthisis discussedn
Section5. We discusscountermeasuras Section6
beforeoutlining futurework.

1.1 Practical Link-Cutting

Therearea numberof waysto cut links. The most
obviousis physical: sever the wire or ber optic ca-



ble. While notacommonhackingtechniqueit might
be employed by more seriousenemies.Besidesho
network operatowill besurprisedo hearthataram-
pagingbackhoehassevereda ber.

Otherproblemshave existedin the pastthatcould
crashlinks. The original speci cationfor PPPover
SONETrings[12] did notspecifya“scrambler”;this
would have allowed an attacler to crasha link by
sendingpacletswith certainbit patternslt took ve
yearsfor the standardo beupdated13].

Finally, it may be possibleto make a link appear
deadto routing protocolsby ooding it via a dis-
tributeddenialof serviceattack[14]. Thistechnique
is trickier, sinceoncethelink appears$o bedown, all
traf c—including the attacktraf c—will be routed
aroundit, thuscausingt to appeato resurrecitself.

A variantof this attackinvolvesdisablingrouters
insteaddf links. This,too,is feasible.Overtheyears,
therehave beenanumberof bugsthatcancrashvari-
ousrouters(i.e., CERT Advisory CA-2002-03).Cer
tain sortsof pacletsdirectedto the routeritself can
drive up its CPU load andeffectively disableit; this
form of attackhasalreadybeenseenonthelnternet.

1.2 Terminology

This paperspeakf bothInternetroutingandgraph
theory In eachsection,we try to usethe appropri-
ate language. Thus, when we are discussingrout-
ing, we spealof routers(alsocallednodes)andlinks
(alsocalledwires). Whenwe arediscussinggraph-
theoreticconceptsthe sameentitiesare called ver
ticesandedges.

2 Routing on the Inter net

Most of this paperdealswith routing as a simple
graph-theoretigproblem. This doesnot matchthe
reality of the Internet. In this section,we (brie y)
sketchInternetroutingandexplain how to mapit to
thesimplegraphswe areconsidering.

The Internetis too big for a singlerouting algo-
rithm. Consequentlyahierarchicabpproachs used.
Routingtableswithin anautonomousystemAS)—
roughly speaking,an ISP or major customefr—are
determinedby an interior gatewvay protocol (IGP);
routing betweenASs is determinedby an exterior

gatewvay protocol (EGP). This hierarchicalrouting
hastwo effectson our attack. First, by constraining
the size of the ordinaryrouting calculation,it limits

limits the work neededo performthe attack. Sec-
ond, the different routing protocolsthat are in fact
usedhave differentimplicationsfor the practicality
of theattack.

2.1 Exterior Routing: BGP

Exterior routing—that is, routing between au-
tonomous systems—iscalculatedvia the Border
Gatewvay Protocol (BGP)[10]. BGPis a pathvector
protocol. Eachnodeapplieslocal policy to the paths
recevedfrom its peersin orderto calculatethe best
pathto destinationsadditionally it appendsts AS

numberto the pathandpasseshatpathto its peers.

Thereare two major implicationsof this. First,
individual nodegor earesdroppersnthelinks lead-
ing to thesenodes)do not have a completepicture
of the inter-AS topology Mapscanbe dravn, but
asis pointedout in [15] and[16], the taskis dif -
cult. Still, sufcient public dataexiststhatit maybe
possibleto constructa good-enoughapproximation.
Thebestpublicly-availabledatais describedn [17].
Secondyoutingpolicy is very important. We sketch
how to dealwith it in Section2.4,but in generalt is
ahardproblem.

After applying policy constraints BGP useshop
countasits metric. In orderto help achieve routing
policy goals—indvidual ASscananddo Iter BGP
datain orderto achieve certaingoals—itis common
to padthe AS pathwith repetitionsof the local AS,
thuslengtheningthe apparentostasseenfrom the
outside.Seethediscussiorof routing policy below.

2.2 Interior Routing: OSPFand IS-IS

Interior routing within an AS is commonly calcu-
latedby OSPF(OpenShortestPath First) [4] or IS-
IS (IntermediateSystem-Intermediat8ystem)[18].

(SomesmallsitesuseRIP (RoutinginformationPro-
tocol)[19]. RIPis adistancevectorprotocol;for our
purposesit hassimilarcharacteristicg BGP, in that
sitesdo not receve a completetopology map. We
will not bediscusst further here. Othersmall sites
useE-IGRR a proprietarydistancevectorprotocol.)
OSPFand I1S-IS are link-state protocols. That is,



Figure 1: Design of a typical Point of Presence
(POP).

eachnodeadertisegheexistenceandstatusof each
of its links. Furthermoreeachnoderead\ertisesthe
link informationit haslearnedfrom its neighbors.
Becausef this readwertisementall nodeslearnthe
entiretopology of the AS. They then calculatethe
pathto eachdestinatiorusingDijkstra's shortespath
algorithm.

Evena single AS cangrow too large for this pro-
cessto be feasible. Accordingly OSPFandIS-IS
permita two-level hierarcly. Routerswithin a area
know only thetopologywithin theirarea;only thein-
terarearoutersknow the topologyof morethanone
area.Onedistinguishedareaknown asArea0, is the
core; the otherareasmustconnectto it. Intra-area
pathsnever traverseother areas;this is sometimes
usedto constrairnroutingwithin POPg(seebelow).

Metrics for the routing calculationare arbitrary;
however, they mustbe consistentvithin anAS.

2.3 POP Design

As describedn [17], ISPsaretypically organizedas
POP9gPointsof Presenciconnectedby a backbone.
A typical POP layout is showvn in Figure 1. The
routerslabeledRb0 and Rb1 are badkbonerouters;
they areconnectedo otherPOPs.Backbonerouters
within a POPareconnectedn adensemeshby very
high speedinks.

Ra0,Ral,etc.,areaccesgouters. A typical POP
will have mary of these;they're usedto connect
to customersites. Links to other ISPs are often
throughspecializedaccesgouters;theseare some-
times known as gatevay routeis. Accessrouters
are generallyconnectedo two or more backbone
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routers,usually by links that are slower thanthose
used for interconnectionsbetweenthe backbone
routers.

In a large POP (Figure 2), therearelikely to be
too mary accessoutersto permitdirectconnection
to the backboneouters. In suchcasesaninterme-
diatelayerof routeris used.Accessroutersarecon-
nectedo two or moreintermediateouters;interme-
diateroutersareconnectedo two or morebackbone
routers.

Becauseof thelink speedsused,it is undesirable
to have trafc betweentwo backboneouterswithin
aPOPtraverseintermediater accessouters.Thisis
preventedarti cially , eitherby settingthe costmet-
ricsvery highonthelinks to theaccessoutersor by
puttingtheaccessouterswithin aPOPin a separate
OSPFarea.

In somePOPsalL AN—a single,multi-accesset-
work fabric—isusedfor interconnectionWe model
LANSs with ahiddenpseudo-nodevith links to all of
theroutersonthe LAN.

2.4 Routing Policy

For avariety of reasons|SPsdo not usesimplecost
metrics,especiallyfor inter-AS routes.Rather vari-
ouspoliciesconstrairroutingdecisions Sometimes,
thesepolicies are driven by businessrelationships,
suchasagreemnté which onelSPhaspaidanother
to carry sometypesof trafc, but not others. Other
policies are driven by load balancing,varying link
speedsbandwidthpricing,andmore.

Therehave beemafew attemptgo discoverrouting
polices;see,for example,[20, 21, 22, 23]. Policies
areoftenconsideredon dential, andarenoteasyto
determinefrom the outside. [22] shaws that deter
mining AS policiesis NP-complete;however, they
alsoshaw thatthereare ef cient approximational-
gorithmsthathandlemostof the actualinternet. We
note,though,thatin the securityarenagnemiesnay
not restrictthemseles to technicalmeansof gath-
eringinformation. Non-technicamechanisms—i.e.,
spying—is far from unknawn.

One simple caseis the so-called“stub AS”: one
thatnever carriesary transittrafc. A multi-homed
customersite falls into this categgory. We assignin-

nitely highweightsto all links enteringsuchanAS,



Figure2: Designof alarge POP TherouterslabeledRxi avoid having too muchfanoutfrom the backbone

routers.

sothatno routewill ever be computedhattraverses
suchanAS.

Moving beyond that is comple. If the attacler
hasperfectknowledgeof therelevantpolicies,there
is asimpleheuristicthatwill sufce: deleteall edges
from the graphthat are not available for trafc be-
tweenthetargetedpair of nodes.Thatis, if thetrafc
of interestis betweerhostsA andD, ary links over
whichthattrafc cannoto w effectively donotexist.
Deletingthemwill alsosimplify thegraph.

An examplecanmale this clearer In Figure3a,
X, Y, andZ aremajor (i.e., “Tier 1") ISPsthatpeer
with eachother By policy, however, thelinks X-Y,
Y-Z, and Z-X are only usablewhenthe sourceor
destinationis a customeiof thereceving ISP, Thus,
trafc from B to A will only ow via B-Y-X-A; it
will neverfollow the pathB—-Y-Z—X-A, evenif link
Y—X is down. If we aretrying to monitortrafc be-
tweenthosetwo nodeslink Y-Z effectively doesnot
exist, andcanbedeletedrom the graph(Figure3Db).

On the otherhand,if B is multihomedto Y and
Z (Figure3c),its trafc will beallowedto ow over
Y-Z. B is thusprotectedagainstfailuresof not just
B-Y (perhapsy is its primary ISP), but alsoagainst
otherlink failures. In suchcaseswe cannotdelete
thesdinks.

2.5 ComplexLayer 2 Topologies

As notedin [17], somelSPshave compl inte-POP
topologies.Theselinks aregenerallyvirtual circuits
implementedvia ATM, MPLS, or all-optical switch-
ing.

It is temptingto try to addthe layer 2 nodesto
the topology However, not all links that physically
exist areusedin all possibleways. In Figure4, for
example,thereis no directvirtual circuit from R1to
R4;thus,IP trafc betweerthetwo routerswould go
via eitherR1-R2—-R4or R1-R3-RA4.

Evenin simplertopologieswhatappeaitto bein-
dependenlinks may; in fact, sharelink provider fa-
cilities. The problemof geographicdink diversity
is well-known to organizationghatdesiremaximum
availability; they have notfoundit easyto solve. Ac-
cordingly, for purpose®f this paperwe areignoring
the actualimplementatiorof suchlinks, andareas-
sumingthat they are, in fact, independenphysical
wires.

3 Modeling Attacks

Giventheseconstraintsywe needto demonstratbow
an attacler can actually implementthe attack de-
scribedhere. Putanotherway, if anenemycontrols
certainlinks or routerswhatis thepreciseprocedure
to follow to launchthe attack?

The rst stepis to forcethetrafc throughanAS
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Figure3: Theeffectsof routingpolicy on single-andmulti-homedhosts.
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Figure4. A layer 3 topologyimplementedria layer 2 virtual circuits, shovn asdottedlines. The physical
links aresolid lines. Thereis no IP-layerlink from R1to R4, eventhoughthe physical pathexists.



containingacompromisedink or router We runthe
attackalgorithmonthe AS graph,treatingeachsuch
AS asacompromisedertex thatwe wishthetraf c
to traverse.If two ASspeerat morethanonepoint,
deleteall but onelink, but scalethe dif culty factor
for thelink to re ect thefactof multiple connections;
atthe BGPlevel, onecannotcontrolwhich suchlink
is used.Theoutputof this stepwill beasetof inter
AS links thatmustbecut.

Assumingthatthoselinks have beencut, we then
rerunthe BGP algorithmto seewhich compromised
ASswill betraversed.Recallthatour goalis notto
traverseevery compromised\S; ary onewill sufce.
For eachAS that will be traversed,we run the at-
tackalgorithmonits topology Upstreamanddown-
streamASs as representeds pseudo-nodesMul-
tiple links to theseASs areincludedin this graph,
asthey may needto be cut to force trafc over the
properpath.

At this point, the attacler hasthe necessarjnfor-
mation. Cutting the links identi ed in the rst step
will force the trafc throughone or more compro-
misedASs. For oneor moreof them, cut the links
within the AS, to forcetrafc overits compromised
links.

On the Internetitself, major providers are con-
nectedoy multiple links. Severingall of thelinks be-
tweena pair of suchprovidersis dif cult. Although
we take into accounthedif culty of severingalink,
our currentapproachonly makeslimited useof this
information. We hopeto extend our work to make
betteruseof thisinformation.

4 Link-Cutting Attacks

We now presentinalgorithmfor decidingwhatlinks
to cut. Let A bethetopologygraph,with n vertices
andm edgesfor someroutingarea.Assumehatthe
enemycontrolssomesetof vertices. Obviously,
JEj  n; mostlikely, JEj  n, andquitepossiblyjEj
is very small, perhapsoneor two. We alsoassume
thateachedgein A hasanon-n@ative integral cost,
which representghe costor dif culty in cuttingthat
edge.Thegoalof theenemyis, giventwo verticess
andt, to ensurethat the shortestpathbetweenthem
transitsat leastonememberof E, preferablyby cut-
ting edgesvhosetotal costis aslittle aspossible.

Thealgorithmis asfollows:

1. First, checkthe shortesipathfromstot in A.

If it containsany componenbf E, we aredone.

. For eachvertex v in E, calculatea shortessim-
ple (i.e.,norepeatedrertices)pathfrom s andt
containingy.

. If the setof pathsis empty the problemhasno
solution. Otherwise,from thesepaths,pick a
shortesbne,sayP, with lengthl. Assigneach
edgeonthis pathanin nite cost.

. Calculateaminimalcosts-t cutt of A E. Note
thats andt mustbe connectedn A  E; oth-
erwise,all pathsfrom stot in A would pass
through E and we would have stoppedat the
rst stepabove.

For eachmembere of the cut, calculatethe
shortespathfrom s tot containingein A E.
If this pathhaslengthlessthanor equall, re-
movetheedge.

Whenthe algorithmterminateswe endup with a
graphA® whichis A with theedgesselectedn Step
5 deleted Sinceevery pathfromstotin A E must
containanedgein thecut, every pathbetweers andt
in A® Ewill havelengthgreatetthanl. Any shorter
pathin A%mustuseanelemenif E. In addition,the
pathP of lengthl still existsin A°sinceeachof its
edgeshadin nite costandwould not be selectedn
the cut. Indeed,the minimum cut canhave in nite
costif andonly if thereis pathin A’ Efromstot
usingonly edgedrom P, animmediateconsequence
of the max o w-min cut theorem[24]. SinceP is
simple,sucha pathcannotexistin A° E. Wethus

nd thatary shortesipathconnectings andt in A°
musttraversek, asdesired.

Our method nds somesetof edgeswhosedele-
tion forcesa shortespaththroughE, andthe heuris-
tics provide somelocal minimization of the cost.
Notethat,for expedieng, we areonly attemptingto
solve arestrictedversionof thefull problem.We are
xing a pathwhich usesk and looking for a min-
imum cost set of edgeswhoseremaoval makes the

1An s-tcutis asetof edgedhat,if deletedcreatesadiscon-
nectedgraphwith s andt in separateomponents.The costof
thecutis the sumof the costof theedgesdn thecut.



given paththe shortestpath. The generalproblem,
though, allows pathswhich neednot be shortestin
theoriginal graph.Figure5 presents simpleexam-
ple wherethis approachailsto nd aminimumcut,
even when E containsa single vertex. The dashed

e \ weight=3
\

Figure5: Missingthe minimumcut.

edgehascost3; the resthave costl. The shortest
pathcontaininge is shavn in bold, having length 3.

Our algorithmwill thencut the single edgeof cost
3. A betterchoicewould beto cutedgesa c and
a t. This forcescommunicationalong the path
s e b d t. Thisis alongerpath,but the

total costis 2.

To simplify the presentationwe limited E to ver
tices, but E might containedgesas well. The al-
gorithm andits implementationare largely unmod-
i ed. Alternatively, we canjust cornvertthe problem
to onein which E only containsvertices. This can
be doneby deletingeachedgee in E from A and
addinga new enemy-controlledrertex ne to A, with
ne connectedy a singleedgeto eachendpointof e.
The costof theedgee is apportionedo thetwo nen
edges.

Note thatthe cut edgeschosenin step5 neednot
be independenbf eachother in that deletingone
may alsoincreasehe shortesipathlengthinvolving
others. Therefore,it is possiblewe may furtherre-
ducethe numberandtotal costof deletededgeshby

removing eachedgechoserbeforecheckinganother
edgein thecut.

Finding a shortestsimple pathin step2 assumes
thereis somesimplepathfrom s to t containingthe
vertex v. This canbe determinecby looking at the
block-cutpointtre€® of the graphA. Lets, t andv
be the 3 blocks containings, t andv, respecitiely.
Thenthe desiredsimplepathexistsin A if andonly
if the pathfrom s to v to t is simplein the block-
cutpointtree. It shouldbe notedthat this criterion
is necessanandsufcient not just for a solutionto
our restrictedversion, but for the generalproblem.
If noneof the enemyverticeslies on a simple path
from s tot, thereis no collectionof edgesvhich can
beremovredto make the shortespathfromstot go
throughE.

Calculatingshortestpathsandthe block-cutpoint
treearelinearin the numberof edgesin A. How-
ever, we areunsurewhat the compleity is of com-
puting the shortestsimple pathsof Step2, givenwe
know they exist. Ourimplementatiorrelieson var-
ious heuristics,suchas meiging the shortestpaths
from s tov andfromv tot; if v hasdegree2, remov-
ing an adjacenedgeandmeging the shortesipaths
from s andt to the edges endpointswith the edge;
andvariationson removing the shortespathP from
s to v, andseeingif thereis still a pathfrom v to t,
which canthenbe combinedwith P to form a sim-
ple path. Althoughelementaryour experiences that
they performsatistctorilyin practice(cd. Sections.

As shavn by Figure 5, the approachpresented
herecanmisssigni cantly bettersolutionsin terms
of cost, largely becauseve restrictthe problembe-
fore looking for a low-cost cut. This suggestsve
startwith aminimumcutin A E, usingtheoriginal
edgescosts. If the entirecut is removed, thereare
no pathsconnectings andt. We couldthenconsider
waysof removing only subset®f thecut,in hopesof

nding ashortespathusingE. Thiswould nd the
bestsolutionin the exampleof the gure.

2A cutpointis anodewhoseremaval separatethegraphinto
multiple non-trivial components.The block-cutpointtree of a
graphG is the treewhosenodesarethe cutpointsc; andbicon-
nectedcomponentspr blocks,B; of G, with edges(ci; Bj) if
cutpointc; belongsto block Bj .
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Figure6: A simplenetwork topology Thebold linesshav the normalshortespathfrom A to D.

Figure7: Monitoring a simplenetwork topology The bold lines shav the new shortesipathfrom A to D,
whentheattacler is monitoringthelink Wb0-Xb1,shovnin gray.



Figure8: Theattacler hascompromisedodeXbl.

5 Simulation Results

We implementedthe algorithmandran it on some
testtopologies.In all casesthe goal of the attacler
wasto monitortrafc from onearbitrarypointto an-
other givencontrolof somelinks.

We usedthreetopology setsfor our testruns: a
simple, arti cial topology modeledon a real (but
small) ISP, an actual ISP backbone,and a variety
of topologiesderived from actualBGP data. Unless
otherwisenoted,all edgeshave equalcost.

5.1 Articial Topology

Thearti cial network topologywe usedis shovn in
Figure6. In it, the attacler wishesto monitortraf c

estnew path(andthefewestlink cuts)areshown; in
this casethelink to theaccessouterZaOis severed.
(This example also shavs why POPsare designed
the way they are, to be resistantto single-element
failures.) If, onthe otherhand,we assumethatit is
easierto cutaninterPOPlink, we getFigure9b; the
new pathis longer andrequiresmorelink cuts, but
may be easierto mountin practice.

5.2 An ISP Network

To studythebehaior of ouralgorithmonareallSP's
network, we selecteneof thebackbonedopologies
from the Rodetfuelcollection. The datasetioesnot
include accessouters,but that is not a signi cant
disadwantage;as noted earlier routing never takes

o wing from hostA to D. We useit to demonstrate placethroughaccessoutersexceptat the sourceor

severaldifferentattacks.

In the rst, the attacler is monitoring interPOP
link Xb1-Wb0.Cuttinglink Wb1-Zb0blocksthedi-
rectpath;cuttingWb1-Yblpreventsroutingthrough
POPY. Figure7 shavstheresult.

In Figure8, the attacler controlsarouterin the X
POP Cuttingthesamedinks forcestraf ¢ throughthe
compromisedouterin thePOR

The third example (Figure9), wherethe attacler
controlsnodeZbl, demonstrateshe resultsof dif-
ferentattackdif culty levels.In Figure9a,theshort-

destinationThisrenderghemlargely uselesgor our
purposesthey're not usableeavesdroppingpointsin
the centerof a path,andanyonewith enoughaccess
to a sourceor destinationPOPto do eavesdropping
therecouldjust aseasilyearesdropon theactualtar-
get'slink.

We ran 200 testson a network with several hun-
dredrouters. The testswere divided into four cat-
egories: compromisedoutersversuscompromised
links, andone compromisecelementversus ve. A
sourcenode, a destinationnode, and one or more
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Figure9: NodeZbl is compromised.(a) shavs therouteif links within a POPcanbe cut; (b) shavs the

routeif interPOPlinks arecut.
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Tablel: Testresultson arealISP's backbone.

Type  Points OrigHop Hop Cuts Fail

Router 1 2.52 3.30 458 5

Router 5 3.86 2.04 4.06 0

Link 1 3.42 3.04 574 11

Link 5 3.84 240 4.56 1

Type The network elementthat wascom-
promised.

Points The number of elementscompro-
misedby the attacler.

OrigHop Theoriginal averagehop countfrom
thesourceto thedestination.

Hop Theaveragencreaseén hopcountaf-
tertheattack.

Cuts Thenumberof link cutsrequired.

Fail The number of times our algo-

rithm couldnot nd asolution,even
thoughoneis theoreticallypossible.

compromisectlementsvere selectedat randomfor
eachtrial. (In the rst testset,eightof thecasesvere
impossibleto solve.) The resultsare shavn in Ta-
ble 1; anumberof itemsstandout.

The rst is thatthe attackis practical:in 80-90%
of thecasesopuralgorithmsucceededh nding aset
of links to cut. Thefailurerateis dueto the limita-
tions of the heuristicswe currentlyemploy; we ex-
pectthatthefailureratecanbereduced.

Theseconds thatourintuitionis correctin onere-
gard: themorenodesthe attacler hascompromised,
the easierthe attackis. Fewer links needto be cut,
theincreasdn hop countdueto the attackis not as
great,andtherearefewerfailures.

Whatis lessobviousis thetradeof betweercom-
promising routersand compromisinglinks. Fewer
link cuts are necessarywith compromisedouters,
andthereare fewer failures; however, the effect on
hop countis ambiguous.

The effect on hop countis greaterthanwe would
like. In retrospectthis is not surprising;ISPsengi-
neertheir backbonedor ef cient transport;ary se-
riousdisruptionwill naturallycausea signi cant in-
creasen pathlength. This doessuggest counter

Table2: TestresultsonBGP-dervedtopologies.The
rst ve entriesarefor graphswhosenodeshave an
averagedegreeof 6.96;thenext ve have anaverage
degreeof 5.00. The starredentriesare for a better
positionedattacler. Eachline represent800simula-

tions.

Type  Points OrigHop Hop Cuts Fall
Router 1 1.29 1.69 26.67 21
Router 5 1.65 1.24 18.90 8
Link 1 1.49 207 3238 71
Link 5 1.66 1.51 25.00 6
Link* 5 1.66 0.52 6.09 2
Router 1 1.29 1.63 15.79 26
Router 5 1.81 125 1141 12
Link 1 151 2.00 20.20 137
Link 5 1.82 1.48 15.07 18
Link* 5 1.84 0.54 4.39 4

measurdor end-systemsamonitoringpathlengthsto
major destinationsnight shav thata link-cutting at-
tackis in progresg25].

Althoughnotshawvnin thetable,thealgorithmran
extremely quickly; no testrun took longerthan .1
seconds.

5.3 Inter-AS Topologies

We also ran the algorithm on inter-AS topologies.
We derived 160 testtopologiesfrom real interAS
maps,asdescribedn AppendixA. To testthe sen-
sitivity of thealgorithmto graphsizeandconnectv-
ity degree,we usedsuccessiely smallergraphsand
graphsof lesserdegree.Becausenoreinternettraf ¢
originatesrom biggerlSPs we usedaweightedran-
domdistributionto favor ISPs—ASs{o beprecise—
with moreconnectvity. Initially, we useda uniform
randomdistribution to selectthe location of the at-
tacker; largerISPshave morenetwork elementsub-
ject to compromise but they also have larger, and
generallymoresophisticatedstafs andprocedures.
TheinterAS coreis richly connectedthis shavs
in the low original hop count (Table 2). 1t is also
manifestedn thelower failurerate,which didn't ex-
ceedl17.125%;in arich topology it is easyto nd
pathsto the attacler's network elements. But the
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ahundanceof links makesthe attacler's link-cutting
job muchharder;asshawn in the table, very mary
links needto becut.

We relocatedthe attacler by using the same
weightedmechanismto selectthe attacler's loca-
tions. Theresultsweredramatic:thenumberof links
to becutwasreduceddy asigni cant factor thefail-
ureratewentdown, andthe increasen pathlength
from the attackwas diminished. This suggestghat
attaclerlocationis crucial.

Intuitively, onewould expectthe attacler's prob-
lem to be easierfor smallernetworks, andfor net-
workswith smalleraveragedegree.Figure10 showvs
that this is indeedthe case. The graphshavs both
the normaland reduced-dgreeversionsof the sec-
ond datasefrom Table2. The needto accountfor
routingpolicy thushasanothetbene t: it will reduce
thenumberof links thatneedto becut.

We ran one testusing the full BGP connectvity
graph,with 15K nodesand 28K links. While in no

Analytically, link-cuttingattacksvork becaus¢he
attacler candisruptthe topology Mechanismghat
presere the topology are thus a strong defense.
Optionsto do this include hard-to-cutlinks, such
as spread-spectrurmadio or line-of-sightlasers,or
restoratiortechniquesuchasAT&T' SFASTAR sys-
tem([29].

Protectingn thisfashionagainstnodedisablingis
harder A replacemenhodewould needto betopo-
logically identical, geographicallydistant (against
somethreatmodels),and built on a different soft-
ware base. Deploymentexpensefor sucha scheme
is probablyprohibitive.

A rich topology canmalke the attackmuchmore
dif cult to carryout. The calculationgemainfeasi-
ble, but cutting enoughlinks to carry out the attack
will be much more dif cult. Note that this coun-
termeasurenay requirethattheselinks be real, and
not just virtual circuits over a sharedinfrastructure.
Furthermorerich topologiescomplicatetheordinary

sensestatistically valid, we wantedto demonstrate network engineeringtasks,and slow down routing

that our prototype,unoptimizedcode could handle
a network of that size. Using weightedrandomlo-
cationsfor the source destinationand ve compro-
misedASs, we found a new pathof the samelength
in lessthanseven seconds.(All timings weredone
on aratherslow computer In otherwords, asene-
mies,we werent trying very hardandstill did pretty
well.)

6 Countermeasures

Link-cutting attacksarehardto counterbecauséhey
canoccureven whenall mechanismsre operating
properly In particular routingprotocolsareintended
to nd alternatgathsin thefaceof link failures.
Perhapghe bestsolutionis to useencryptionand

convergenceaftertopologychanges.

It is temptingto try to keepthe topology secret.
Experiencesuggestshat that will not work well.
Apartfrom mappingtechniqueg17, 30], topologies
arehardto changeevenold informationis likely to
be substantiallycorrect.

Topology monitoring can provide end systems
with a cluethatthis type of attackis in progressAs
noted theattackcanhave asigni cant effecton path
length;this is obsenable. Wanget al. [25] describe
similar monitoringto detectchangesn root sener
accessibility Note,though thatsometimeslternate
pathscanhave the samecostasthe original.

Themostintriguing countermeasurgsesanintru-
siondetectiorsysten{IDS) linkedto theroutingpro-
tocols.In thesimplestform, anIDS couldnoticeun-

not worry aboutthe problem. Properly-encrypted usualratesof link failures.But a moresophisticated
trafc is immuneto eaesdroppersand connection responsamay be feasible. We sketcha possiblede-
hijackers; a variety of anorymity schemeg26, 27] signhere.
can be usedto foil trafc analysis. (On the other  Assumethata network operatorhasa list of sen-
hand,it maybe possibleto uselink-cuttingto enable sitive endcustomersanda list of links thataremore
monitoring attacksagainstanorymouscommunica- exposedto eazesdropping.In responseo link fail-
tions networks[28].) Similarly, link encryptioncan ures,trafc will bererouted.If, atsuchatime, there
preventanattacler from exploiting anattack. isamarkedincreasen trafc betweersensitie sites
Encryptionis not always feasible,so we should over exposedlinks, an attackmay be in progress.
look for othersolutions. The IDS would then respondby adjustingrouting

12
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Figurel0: Link cutsasafunctionof nodesn thegraph.The“reduced’plotsarefor graphof lowerdegree.
Thelinesrepresensmoothedweragesor eachnumberof nodes.

metricsto divert traf c, especiallysensitve trafc,
from suchlinks.

To be sure,the enemycould counterby cutting
more links. This sort of outage,in responseo a
countermeasureywould be a very strong indicator
thatanattackwasindeedin progress.

7 Future Directions

Cutting links to facilitate eavesdroppings not new.
Kahn reportsthat on the very rst day of World
War |, the British cut Germary's transatlantictele-
graphcablesforcing themto useradioinstead31].
What is new hereis the demonstratiorof how to
calculatewhat links to cut in complex but realistic
topologies. We have demonstratedhat the calcula-
tionsandthe attackarefeasible.
Thereareanumberof importantwaysin thiswork
canbe extended. The rst is to dealwith the com-
plexities omitted from our analysis: routing policy
andcomple layer2 topologies.Thetwo areclosely
related;thelack of somepossiblevirtual circuit con-
nectionscan be consideredo be a form of routing

policy.

More generallywe needto explorethequestiorof
fate-sharing.As noted,even simplelayer 2 topolo-
gies are often implementedoy multiple circuits on
the same ber pair; if onelink is cut by physical
meansptherswill becutaswell. Thesamessueap-
pliesto routers:in a war situation,the military may
nd it easietto destry anentirePOR ratherthanjust
oneor two routers.

Our currentalgorithm dealswith interceptionof
trafc betweerntwo nodes.Sometimesanadwersary
would like to monitor trafc amongthree or more
nodes.A moresophisticatedlgorithmwould deter
mine the link cutsthat would satisfy multiple con-
straintssimultaneously If nothing else,routing on
the Internetis generallyasymmetric;an adwersary
would generallywant to monitor trafc in both di-
rectionsof ary particularpath.

As noted,the effect of attacler placements criti-
cal. It would beinterestingto designalgorithmsthat
locateddesirablenodesto compromisefor a given
numberof link cuts. More generally this algorithm
canbeseerasatool in designingmoresophisticated
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link-cutting attackswheretheattacler canminimize
thenumberof links to cut, theincreasén hopcount,
or the numbernodesor links that mustbe compro-
mised.

Even without extending the problem, there is
much room for improvementin our currentalgo-
rithm. As we notedin Section4, our approachpro-
vides only an approximatesolution to a restricted
version of the generalproblem. Though we ob-
tainreasonablsolutionsin practice we arefar from
claimingthatour resultsarenearoptimal. In partic-
ular, by restrictingthe problem,we only make local
useof thegivenedgecosts.Since,in reality, severing
a ber betweerPOPsnaybemucheasiethansever-
ing alink within aPORt is importantto broaderthe
algorithmto malke moreeffective useof thesenum-
bers.In this,therearetwo cause$or optimism.First,
the currentalgorithm usesso little time we can af-
ford a more expensve method. Second,at present
welargely considetthe problemasoneinvolving ab-
stractgraphs However, realnetwork topologieshave
graphcharacteristicahich,if consideredmayaidin
thesolution.

Thetwo-layerstratgy describedn Section3 can
resultin cutting morelinks thanneeded.While the
two-layer stratgy mirrors the routing mechanisms,
it might be possibleto optimizethe endresult,mini-
mizing thenumberof links thatmustactuallybe cut.

Finally, the currentalgorithmdealswith compro-
misedlinks or routers but works by cuttinglinks. In
somesituations,it's easierto take out a routerthan
alink. This, too, canbe modeledas a fate-sharing
problem: all links that enteror leave a nodeare cut
atthesametime. Note,though thatin this casefate-
sharingis not transitve; other links that sharethe
samephysical pathwould not be affected.
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A Derivation of the Inter-AS Graph

TheinterAS graphwe usedwasderivedfrom Route-
viewsdatafrom 8 April 2003.Thefull datasetlisted
over 28,000links from over 15,000ASs; we useda
smallfractionof thedata.

Ourbasegraphwasgeneratedby selectinghetop
200ASsassortedby degreeof connectvity. We ex-
tractedall links that were betweentwo membersof
thatlist. Thatleft uswith 195 ASsand1186links
betweerthem,for anaveragedegreeof 12.16.

For our simulationswe thengenerate®0 smaller
graphsby randomlydiscardingsomenodesaccord-
ing to a uniform randomdistribution. 10 weregen-
eratedfor eachdiscardpercentagef-or eachof these
smallergraphswe createda sparsetopologyby dis-
cardingapproximatelyhalf the links. (A few nodes
weredeletedaswell.)

The following table shawvs the approximateper
centagediscarded,and the number of remaining
nodesand the averagedegree for the original and
sparseversions.

Percent Full Sparse

discarded Nodes Degree Nodes Degree
10 173.30 11.13 164.50 7.87
20 153.20 9.85 145.00 6.86
30 130.10 8.54 121.70 5.97
40 107.30 7.10 100.00 4.96
50 88.50 6.29 80.30 4.50
60 66.90 5.15 58.80 3.93
70 47.60 4.24 43.20 3.20
80 26.50 3.36 23.50 2.67
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