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Abstract

Attackson the routing system,with the goal of di-
verting traf�c past an enemy-controlledpoint for
purposesof eavesdroppingor connection-hijacking,
have long beenknown. In principle, at least,these
attackscan be counteredby useof appropriateau-
thenticationtechniques.We demonstratea new at-
tack,basedon link-cutting, thatcannotbecountered
in this fashion. Armed with a topologymapanda
list of already-compromisedlinks androuters,anat-
tacker cancalculatewhich links to disable,in order
to forceselectedtraf�c to passthecompromisedele-
ments.Thecalculationsnecessaryto launchthis at-
tackarequiteef�cient; in our implementation,most
runs took lessthan half a second,on databasesof
severalhundrednodes.We alsosuggesta numberof
work-arounds,including one basedon using intru-
siondetectionsystemsto modify routingmetrics.

1 Intr oduction

Attackson the routing system,with the goal of di-
vertingtraf�c pastanenemy-controlledpointfor pur-
posesof eavesdroppingor connection-hijacking[1],
have long beenknown [2, 3]. In suchattacks,an
enemyadvertisesa falseroute. That is, somenode
claimsto have a better(lower-cost)routeto a given
destination. That will induceother nodesto send
traf�c for that destinationto (or towards) the sub-
vertednode,whereit canbecapturedby theenemy.

The false advertisementcan be done in several
ways. The simplestmechanismis for the enemyto
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gain control of a routerandcon�gure it to emit the
falseadvertisements.Note that by “gain control”,
we do not necessarilymean“subvert”; gainingcon-
trol might beassimpleasbuying a certaingradeof
servicefrom an ISP. Alternatively, an attacker with
suitableaccessto a network link can simply inject
falsepacketsontothewire.

At leastin principle,packet injection is relatively
easyto defendagainst. OSPF[4] can use Keyed
MD5 [5] to guardagainstthis. Similarly, many ISPs
useKeyedMD5 to protectBGPtransmissions[6].

Defendingagainst falseadvertisementsby legiti-
matespeakers is harder. [7] describeshow to use
digitally signedstatementsin OSPF;therouters'cer-
ti�cates includetheauthorizedaddressranges.[8, 9]
extendsthatconceptto BGP[10, 11].

We present a new attack, based on cutting
links and forcing the new path to traverseenemy-
controlledlinks or nodes.Brie�y , given knowledge
of thenetwork topology, anenemycaneasilycalcu-
late a setof links to cut. The usualrouting mecha-
nismswill detectthefailuresandroutearoundthem,
in sucha way that selectedtraf�c will �o w through
thecompromisedelements.

Section2 explainshow routing works on the In-
ternet.Section3 showshow to implementtheattack,
giventhenatureof Internetrouting.

Thegraph-theoreticalgorithmis presentedin Sec-
tion 4. We implementedthealgorithmandappliedit
to someexperimentaltopologies;this is discussedin
Section5. We discusscountermeasuresin Section6
beforeoutlining futurework.

1.1 Practical Link-Cutting

Therearea numberof waysto cut links. The most
obvious is physical: sever thewire or �ber optic ca-
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ble. Whilenotacommonhackingtechnique,it might
beemployedby moreseriousenemies.Besides,no
network operatorwill besurprisedto hearthataram-
pagingbackhoehassevereda �ber.

Otherproblemshaveexistedin thepastthatcould
crashlinks. The original speci�cationfor PPPover
SONETrings[12] did notspecifya“scrambler”;this
would have allowed an attacker to crasha link by
sendingpacketswith certainbit patterns.It took � ve
yearsfor thestandardto beupdated[13].

Finally, it may be possibleto make a link appear
deadto routing protocolsby �ooding it via a dis-
tributeddenialof serviceattack[14]. This technique
is trickier, sinceoncethelink appearsto bedown, all
traf�c—including the attacktraf�c—will be routed
aroundit, thuscausingit to appearto resurrectitself.

A variantof this attackinvolvesdisablingrouters
insteadof links. This,too,is feasible.Overtheyears,
therehavebeenanumberof bugsthatcancrashvari-
ousrouters(i.e.,CERT AdvisoryCA-2002-03).Cer-
tain sortsof packetsdirectedto the routeritself can
drive up its CPUloadandeffectively disableit; this
form of attackhasalreadybeenseenon theInternet.

1.2 Terminology

Thispaperspeaksof bothInternetroutingandgraph
theory. In eachsection,we try to usethe appropri-
ate language. Thus, when we are discussingrout-
ing, wespeakof routers(alsocallednodes)andlinks
(alsocalledwires). Whenwe arediscussinggraph-
theoreticconcepts,the sameentitiesarecalledver-
ticesandedges.

2 Routing on the Inter net

Most of this paperdealswith routing as a simple
graph-theoreticproblem. This doesnot matchthe
reality of the Internet. In this section,we (brie�y)
sketchInternetroutingandexplain how to mapit to
thesimplegraphsweareconsidering.

The Internetis too big for a single routing algo-
rithm. Consequently, ahierarchicalapproachis used.
Routingtableswithin anautonomoussystem(AS)—
roughly speaking,an ISP or major customer—are
determinedby an interior gateway protocol (IGP);
routing betweenASs is determinedby an exterior

gateway protocol (EGP). This hierarchicalrouting
hastwo effectson our attack.First, by constraining
thesizeof theordinaryroutingcalculation,it limits
limits the work neededto performthe attack. Sec-
ond, the different routing protocolsthat are in fact
usedhave different implicationsfor the practicality
of theattack.

2.1 Exterior Routing: BGP

Exterior routing—that is, routing between au-
tonomoussystems—iscalculatedvia the Border
GatewayProtocol(BGP)[10]. BGPis a pathvector
protocol.Eachnodeapplieslocalpolicy to thepaths
receivedfrom its peersin orderto calculatethebest
pathto destinations;additionally, it appendsits AS
numberto thepathandpassesthatpathto its peers.

Thereare two major implicationsof this. First,
individualnodes(or eavesdroppersonthelinks lead-
ing to thesenodes)do not have a completepicture
of the inter-AS topology. Mapscanbe drawn, but
as is pointedout in [15] and [16], the task is dif�-
cult. Still, suf�cient public dataexiststhat it maybe
possibleto constructa good-enoughapproximation.
Thebestpublicly-availabledatais describedin [17].
Second,routingpolicy is very important.We sketch
how to dealwith it in Section2.4,but in generalit is
ahardproblem.

After applyingpolicy constraints,BGP useshop
countasits metric. In orderto helpachieve routing
policy goals—individual ASscananddo �lter BGP
datain orderto achieve certaingoals—itis common
to padtheAS pathwith repetitionsof the local AS,
thuslengtheningthe apparentcostasseenfrom the
outside.Seethediscussionof routingpolicy below.

2.2 Interior Routing: OSPFand IS-IS

Interior routing within an AS is commonlycalcu-
latedby OSPF(OpenShortestPath First) [4] or IS-
IS (IntermediateSystem-IntermediateSystem)[18].
(SomesmallsitesuseRIP(RoutingInformationPro-
tocol) [19]. RIP is adistancevectorprotocol;for our
purposes,it hassimilarcharacteristicsto BGP, in that
sitesdo not receive a completetopologymap. We
will not bediscussit furtherhere. Othersmall sites
useE-IGRP, a proprietarydistancevectorprotocol.)
OSPFand IS-IS are link-state protocols. That is,
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Figure 1: Design of a typical Point of Presence
(POP).

eachnodeadvertisestheexistenceandstatusof each
of its links. Furthermore,eachnodereadvertisesthe
link information it has learnedfrom its neighbors.
Becauseof this readvertisement,all nodeslearnthe
entire topology of the AS. They then calculatethe
pathto eachdestinationusingDijkstra'sshortestpath
algorithm.

Evena singleAS cangrow too largefor this pro-
cessto be feasible. Accordingly, OSPFand IS-IS
permit a two-level hierarchy. Routerswithin a area
know only thetopologywithin theirarea;only thein-
terarearoutersknow the topologyof morethanone
area.Onedistinguishedarea,known asArea0, is the
core; the otherareasmustconnectto it. Intra-area
pathsnever traverseother areas;this is sometimes
usedto constrainroutingwithin POPs(seebelow).

Metrics for the routing calculationare arbitrary;
however, they mustbeconsistentwithin anAS.

2.3 POPDesign

As describedin [17], ISPsaretypically organizedas
POPs(Pointsof Presence) connectedby abackbone.
A typical POP layout is shown in Figure 1. The
routerslabeledRb0 andRb1 arebackbonerouters;
they areconnectedto otherPOPs.Backbonerouters
within aPOPareconnectedin adensemeshby very
highspeedlinks.

Ra0,Ra1,etc.,areaccessrouters. A typical POP
will have many of these; they're usedto connect
to customersites. Links to other ISPs are often
throughspecializedaccessrouters;thesearesome-
times known as gateway routers. Accessrouters
are generallyconnectedto two or more backbone

routers,usuallyby links that areslower than those
used for interconnectionsbetween the backbone
routers.

In a large POP(Figure2), thereare likely to be
too many accessroutersto permitdirect connection
to the backbonerouters. In suchcases,an interme-
diatelayerof routeris used.Accessroutersarecon-
nectedto two or moreintermediaterouters;interme-
diateroutersareconnectedto two or morebackbone
routers.

Becauseof the link speedsused,it is undesirable
to have traf�c betweentwo backbonerouterswithin
aPOPtraverseintermediateor accessrouters.Thisis
preventedarti�cially , eitherby settingthe costmet-
ricsveryhighonthelinks to theaccessrouters,or by
puttingtheaccessrouterswithin a POPin a separate
OSPFarea.

In somePOPs,aLAN—a single,multi-accessnet-
work fabric—isusedfor interconnection.We model
LANs with ahiddenpseudo-nodewith links to all of
therouterson theLAN.

2.4 Routing Policy

For a varietyof reasons,ISPsdo not usesimplecost
metrics,especiallyfor inter-AS routes.Rather, vari-
ouspoliciesconstrainroutingdecisions.Sometimes,
thesepolicies are driven by businessrelationships,
suchasagreemntsin whichoneISPhaspaidanother
to carry sometypesof traf�c, but not others.Other
policies are driven by load balancing,varying link
speeds,bandwidthpricing,andmore.

Therehavebeenafew attemptsto discoverrouting
polices;see,for example,[20, 21, 22, 23]. Policies
areoftenconsideredcon�dential,andarenoteasyto
determinefrom the outside. [22] shows that deter-
mining AS policies is NP-complete;however, they
alsoshow that thereareef�cient approximational-
gorithmsthathandlemostof theactualInternet.We
note,though,thatin thesecurityarena,enemiesmay
not restrict themselves to technicalmeansof gath-
eringinformation.Non-technicalmechanisms—i.e.,
spying—is far from unknown.

Onesimplecaseis the so-called“stub AS”: one
thatnever carriesany transittraf�c. A multi-homed
customersite falls into this category. We assignin-
�nitely highweightsto all links enteringsuchanAS,
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Figure2: Designof a largePOP. TherouterslabeledRxi avoid having too muchfanoutfrom thebackbone
routers.

sothatno routewill ever becomputedthattraverses
suchanAS.

Moving beyond that is complex. If the attacker
hasperfectknowledgeof therelevantpolicies,there
is asimpleheuristicthatwill suf�ce: deleteall edges
from the graphthat arenot available for traf�c be-
tweenthetargetedpairof nodes.Thatis, if thetraf�c
of interestis betweenhostsA andD, any links over
whichthattraf�c cannot�o w effectively donotexist.
Deletingthemwill alsosimplify thegraph.

An examplecanmake this clearer. In Figure3a,
X, Y, andZ aremajor (i.e., “Tier 1”) ISPsthatpeer
with eachother. By policy, however, the links X–Y,
Y–Z, and Z–X are only usablewhen the sourceor
destinationis a customerof thereceiving ISP. Thus,
traf�c from B to A will only �o w via B–Y–X–A; it
will never follow thepathB–Y–Z–X–A, evenif link
Y–X is down. If we aretrying to monitor traf�c be-
tweenthosetwo nodes,link Y–Z effectively doesnot
exist, andcanbedeletedfrom thegraph(Figure3b).

On the otherhand,if B is multihomedto Y and
Z (Figure3c), its traf�c will beallowedto �o w over
Y–Z. B is thusprotectedagainst failuresof not just
B–Y (perhapsY is its primaryISP),but alsoagainst
other link failures. In suchcases,we cannotdelete
theselinks.

2.5 ComplexLayer 2 Topologies

As notedin [17], someISPshavecomplex inter-POP
topologies.Theselinks aregenerallyvirtual circuits
implementedvia ATM, MPLS,or all-opticalswitch-
ing.

It is temptingto try to add the layer 2 nodesto
the topology. However, not all links that physically
exist areusedin all possibleways. In Figure4, for
example,thereis no directvirtual circuit from R1 to
R4; thus,IP traf�c betweenthetwo routerswouldgo
via eitherR1–R2–R4or R1–R3–R4.

Even in simplertopologies,whatappearto be in-
dependentlinks may, in fact,sharelink provider fa-
cilities. The problemof geographiclink diversity
is well-known to organizationsthatdesiremaximum
availability; they havenot foundit easyto solve. Ac-
cordingly, for purposesof thispaperweareignoring
theactualimplementationof suchlinks, andareas-
sumingthat they are, in fact, independentphysical
wires.

3 Modeling Attacks

Giventheseconstraints,weneedto demonstratehow
an attacker can actually implement the attack de-
scribedhere.Putanotherway, if anenemycontrols
certainlinks or routers,whatis thepreciseprocedure
to follow to launchtheattack?

The�rst stepis to forcethetraf�c throughanAS
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Figure3: Theeffectsof routingpolicy onsingle-andmulti-homedhosts.
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Figure4: A layer3 topologyimplementedvia layer2 virtual circuits,shown asdottedlines. Thephysical
links aresolid lines.Thereis no IP-layerlink from R1 to R4,eventhoughthephysicalpathexists.
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containingacompromisedlink or router. Werun the
attackalgorithmon theAS graph,treatingeachsuch
AS asa compromisedvertex thatwe wish thetraf�c
to traverse.If two ASspeerat morethanonepoint,
deleteall but onelink, but scalethedif�culty factor
for thelink to re�ect thefactof multipleconnections;
at theBGPlevel, onecannotcontrolwhichsuchlink
is used.Theoutputof this stepwill bea setof inter-
AS links thatmustbecut.

Assumingthat thoselinks have beencut, we then
reruntheBGPalgorithmto seewhich compromised
ASswill be traversed.Recallthatour goal is not to
traverseeverycompromisedAS;any onewill suf�ce.
For eachAS that will be traversed,we run the at-
tackalgorithmon its topology. Upstreamanddown-
streamASs as representedas pseudo-nodes.Mul-
tiple links to theseASs are includedin this graph,
asthey may needto be cut to force traf�c over the
properpath.

At this point, theattacker hasthenecessaryinfor-
mation. Cutting the links identi�ed in the �rst step
will force the traf�c throughone or more compro-
misedASs. For oneor moreof them,cut the links
within theAS, to force traf�c over its compromised
links.

On the Internet itself, major providers are con-
nectedby multiple links. Severingall of thelinks be-
tweena pair of suchprovidersis dif�cult. Although
we take into accountthedif�culty of severinga link,
our currentapproachonly makeslimited useof this
information. We hopeto extendour work to make
betteruseof this information.

4 Link-Cutting Attacks

Wenow presentanalgorithmfor decidingwhatlinks
to cut. Let A bethetopologygraph,with n vertices
andm edges,for someroutingarea.Assumethatthe
enemycontrolssomesetof verticesE. Obviously,
jEj � n; mostlikely, jEj � n, andquitepossiblyjEj
is very small, perhapsoneor two. We alsoassume
thateachedgein A hasa non-negative integral cost,
which representsthecostor dif�culty in cuttingthat
edge.Thegoalof theenemyis, giventwo verticess
andt, to ensurethat theshortestpathbetweenthem
transitsat leastonememberof E, preferablyby cut-
ting edgeswhosetotal costis aslittle aspossible.

Thealgorithmis asfollows:

1. First, checkthe shortestpathfrom s to t in A .
If it containsany componentof E, wearedone.

2. For eachvertex v in E, calculateashortestsim-
ple (i.e.,no repeatedvertices)pathfrom s andt
containingv.

3. If thesetof pathsis empty, theproblemhasno
solution. Otherwise,from thesepaths,pick a
shortestone,sayP, with lengthl . Assigneach
edgeon thispathanin�nite cost.

4. Calculateaminimalcosts-t cut1 of A � E. Note
that s andt mustbe connectedin A � E; oth-
erwise,all pathsfrom s to t in A would pass
throughE and we would have stoppedat the
�rst stepabove.

5. For eachmembere of the cut, calculatethe
shortestpathfrom s to t containinge in A � E.
If this pathhaslength lessthanor equall , re-
move theedge.

Whenthealgorithmterminates,we endup with a
graphA 0, which is A with theedgesselectedin Step
5 deleted.Sinceeverypathfrom s to t in A � E must
containanedgein thecut,everypathbetweens andt
in A 0� E will havelengthgreaterthanl. Any shorter
pathin A 0mustuseanelementof E. In addition,the
pathP of lengthl still exists in A 0 sinceeachof its
edgeshadin�nite costandwould not beselectedin
the cut. Indeed,the minimum cut canhave in�nite
costif andonly if thereis pathin A � E from s to t
usingonly edgesfrom P, animmediateconsequence
of the max �o w-min cut theorem[24]. SinceP is
simple,sucha pathcannotexist in A 0 � E. We thus
�nd that any shortestpathconnectings andt in A 0

musttraverseE, asdesired.
Our method�nds somesetof edgeswhosedele-

tion forcesa shortestpaththroughE, andtheheuris-
tics provide some local minimization of the cost.
Notethat,for expediency, we areonly attemptingto
solvea restrictedversionof thefull problem.Weare
�xing a path which usesE and looking for a min-
imum cost set of edgeswhoseremoval makes the

1An s-t cut is a setof edgesthat,if deleted,createsa discon-
nectedgraphwith s andt in separatecomponents.The costof
thecut is thesumof thecostof theedgesin thecut.
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given path the shortestpath. The generalproblem,
though,allows pathswhich neednot be shortestin
theoriginal graph.Figure5 presentsa simpleexam-
ple wherethis approachfails to �nd a minimumcut,
even whenE containsa singlevertex. The dashed

e

ab

s

weight=3

t

cd

Figure5: Missingtheminimumcut.

edgehascost3; the resthave cost1. The shortest
pathcontaininge is shown in bold, having length3.
Our algorithmwill thencut the singleedgeof cost
3. A betterchoicewould be to cut edgesa � c and
a � t. This forcescommunicationalong the path
s � e � b � d � t. This is a longer path, but the
total costis 2.

To simplify thepresentation,we limited E to ver-
tices, but E might containedgesas well. The al-
gorithm andits implementationare largely unmod-
i�ed. Alternatively, we canjust convert theproblem
to onein which E only containsvertices. This can
be doneby deletingeachedgee in E from A and
addinga new enemy-controlledvertex ne to A , with
ne connectedby a singleedgeto eachendpointof e.
Thecostof theedgee is apportionedto thetwo new
edges.

Note that thecut edgeschosenin step5 neednot
be independentof eachother, in that deletingone
mayalsoincreasetheshortestpathlengthinvolving
others. Therefore,it is possiblewe may further re-
ducethe numberandtotal costof deletededgesby

removing eachedgechosenbeforecheckinganother
edgein thecut.

Finding a shortestsimplepath in step2 assumes
thereis somesimplepathfrom s to t containingthe
vertex v. This canbe determinedby looking at the
block-cutpointtree2 of the graphA. Let �s, �t and �v
be the 3 blockscontainings, t andv, respectively.
Thenthedesiredsimplepathexists in A if andonly
if the path from �s to �v to �t is simple in the block-
cutpoint tree. It shouldbe notedthat this criterion
is necessaryandsuf�cient not just for a solutionto
our restrictedversion,but for the generalproblem.
If noneof the enemyverticeslies on a simplepath
from s to t, thereis nocollectionof edgeswhichcan
beremovedto make theshortestpathfrom s to t go
throughE.

Calculatingshortestpathsandthe block-cutpoint
treeare linear in the numberof edgesin A . How-
ever, we areunsurewhat the complexity is of com-
puting theshortestsimplepathsof Step2, givenwe
know they exist. Our implementationrelieson var-
ious heuristics,suchas merging the shortestpaths
from s to v andfrom v to t; if v hasdegree2, remov-
ing anadjacentedgeandmerging theshortestpaths
from s andt to the edge's endpointswith the edge;
andvariationson removing theshortestpathP from
s to v, andseeingif thereis still a pathfrom v to t,
which canthenbecombinedwith P to form a sim-
plepath.Althoughelementary, ourexperienceis that
they performsatisfactorily in practice(cd. Section5.

As shown by Figure 5, the approachpresented
herecanmisssigni�cantly bettersolutionsin terms
of cost, largely becausewe restrict the problembe-
fore looking for a low-cost cut. This suggestswe
startwith aminimumcut in A � E, usingtheoriginal
edgescosts. If the entirecut is removed, thereare
nopathsconnectings andt. We couldthenconsider
waysof removing only subsetsof thecut,in hopesof
�nding a shortestpathusingE. This would �nd the
bestsolutionin theexampleof the�gure.

2A cutpointis anodewhoseremoval separatesthegraphinto
multiple non-trivial components.The block-cutpointtreeof a
graphG is thetreewhosenodesarethecutpointsci andbicon-
nectedcomponents,or blocks,B j of G, with edges(ci ; B j ) if
cutpointci belongsto blockB j .
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5 Simulation Results

We implementedthe algorithm and ran it on some
testtopologies.In all cases,thegoalof theattacker
wasto monitortraf�c from onearbitrarypoint to an-
other, givencontrolof somelinks.

We usedthreetopologysetsfor our test runs: a
simple, arti�cial topology modeledon a real (but
small) ISP, an actual ISP backbone,and a variety
of topologiesderivedfrom actualBGPdata.Unless
otherwisenoted,all edgeshaveequalcost.

5.1 Arti�cial Topology

Thearti�cial network topologywe usedis shown in
Figure6. In it, theattacker wishesto monitor traf�c
�o wing from hostA to D. We useit to demonstrate
severaldifferentattacks.

In the �rst, the attacker is monitoring interPOP
link Xb1–Wb0.Cuttinglink Wb1–Zb0blocksthedi-
rectpath;cuttingWb1–Yb1preventsroutingthrough
POPY. Figure7 shows theresult.

In Figure8, theattacker controlsa routerin theX
POP. Cuttingthesamelinks forcestraf�c throughthe
compromisedrouterin thePOP.

The third example(Figure9), wherethe attacker
controlsnodeZb1, demonstratesthe resultsof dif-
ferentattackdif�culty levels. In Figure9a,theshort-

estnew path(andthefewestlink cuts)areshown; in
thiscase,thelink to theaccessrouterZa0is severed.
(This examplealso shows why POPsare designed
the way they are, to be resistantto single-element
failures.)If, on theotherhand,we assume,that it is
easierto cut aninterPOPlink, we getFigure9b; the
new pathis longer, andrequiresmorelink cuts,but
maybeeasierto mountin practice.

5.2 An ISP Network

To studythebehavior of ouralgorithmonarealISP's
network, weselectedoneof thebackbonetopologies
from theRocketfuelcollection.Thedatasetdoesnot
include accessrouters,but that is not a signi�cant
disadvantage;as notedearlier, routing never takes
placethroughaccessroutersexceptat thesourceor
destination.Thisrendersthemlargelyuselessfor our
purposes;they're not usableeavesdroppingpointsin
thecenterof a path,andanyonewith enoughaccess
to a sourceor destinationPOPto do eavesdropping
therecouldjustaseasilyeavesdropon theactualtar-
get's link.

We ran 200 testson a network with several hun-
dred routers. The testswere divided into four cat-
egories: compromisedroutersversuscompromised
links, andonecompromisedelementversus� ve. A
sourcenode, a destinationnode, and one or more
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Figure9: NodeZb1 is compromised.(a) shows the routeif links within a POPcanbecut; (b) shows the
routeif interPOPlinks arecut.
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Table1: Testresultsona realISP'sbackbone.

Type Points OrigHop Hop� Cuts Fail
Router 1 2.52 3.30 4.58 5
Router 5 3.86 2.04 4.06 0
Link 1 3.42 3.04 5.74 11
Link 5 3.84 2.40 4.56 1

Type The network elementthat wascom-
promised.

Points The number of elementscompro-
misedby theattacker.

OrigHop Theoriginal averagehopcountfrom
thesourceto thedestination.

Hop� Theaverageincreasein hopcountaf-
ter theattack.

Cuts Thenumberof link cutsrequired.
Fail The number of times our algo-

rithm couldnot �nd a solution,even
thoughoneis theoreticallypossible.

compromisedelementswereselectedat randomfor
eachtrial. (In the�rst testset,eightof thecaseswere
impossibleto solve.) The resultsareshown in Ta-
ble1; anumberof itemsstandout.

The �rst is that theattackis practical: in 80-90%
of thecases,ouralgorithmsucceededin �nding aset
of links to cut. The failure rateis dueto the limita-
tions of the heuristicswe currentlyemploy; we ex-
pectthatthefailureratecanbereduced.

Thesecondis thatourintuition is correctin onere-
gard: themorenodestheattacker hascompromised,
the easierthe attackis. Fewer links needto be cut,
the increasein hopcountdueto theattackis not as
great,andtherearefewer failures.

Whatis lessobviousis thetradeoff betweencom-
promisingroutersand compromisinglinks. Fewer
link cuts are necessarywith compromisedrouters,
andtherearefewer failures;however, the effect on
hopcountis ambiguous.

Theeffect on hopcountis greaterthanwe would
like. In retrospect,this is not surprising;ISPsengi-
neertheir backbonesfor ef�cient transport;any se-
riousdisruptionwill naturallycausea signi�cant in-
creasein path length. This doessuggesta counter-

Table2: TestresultsonBGP-derivedtopologies.The
�rst � ve entriesarefor graphswhosenodeshave an
averagedegreeof 6.96;thenext � vehaveanaverage
degreeof 5.00. The starredentriesarefor a better-
positionedattacker. Eachline represents800simula-
tions.

Type Points OrigHop Hop� Cuts Fail
Router 1 1.29 1.69 26.67 21
Router 5 1.65 1.24 18.90 8
Link 1 1.49 2.07 32.38 71
Link 5 1.66 1.51 25.00 6
Link* 5 1.66 0.52 6.09 2
Router 1 1.29 1.63 15.79 26
Router 5 1.81 1.25 11.41 12
Link 1 1.51 2.00 20.20 137
Link 5 1.82 1.48 15.07 18
Link* 5 1.84 0.54 4.39 4

measurefor end-systems:monitoringpathlengthsto
majordestinationsmight show thata link-cuttingat-
tackis in progress[25].

Althoughnotshown in thetable,thealgorithmran
extremely quickly; no test run took longer than .1
seconds.

5.3 Inter -AS Topologies

We also ran the algorithm on inter-AS topologies.
We derived 160 test topologiesfrom real inter-AS
maps,asdescribedin AppendixA. To testthesen-
sitivity of thealgorithmto graphsizeandconnectiv-
ity degree,we usedsuccessively smallergraphs,and
graphsof lesserdegree.Becausemoreinternettraf�c
originatesfrom biggerISPs,weusedaweightedran-
domdistributionto favor ISPs—ASs,to beprecise—
with moreconnectivity. Initially, we useda uniform
randomdistribution to selectthe locationof the at-
tacker; largerISPshavemorenetwork elementssub-
ject to compromise,but they also have larger, and
generallymoresophisticated,staffs andprocedures.

The inter-AS coreis richly connected;this shows
in the low original hop count (Table 2). It is also
manifestedin thelower failurerate,whichdidn't ex-
ceed17.125%;in a rich topology, it is easyto �nd
pathsto the attacker's network elements. But the
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abundanceof links makestheattacker's link-cutting
job muchharder;asshown in the table,very many
links needto becut.

We relocated the attacker by using the same
weightedmechanismto select the attacker's loca-
tions.Theresultsweredramatic:thenumberof links
to becutwasreducedby asigni�cant factor, thefail-
ure ratewent down, andthe increasein pathlength
from the attackwasdiminished. This suggeststhat
attacker locationis crucial.

Intuitively, onewould expectthe attacker's prob-
lem to be easierfor smallernetworks, and for net-
workswith smalleraveragedegree.Figure10shows
that this is indeedthe case. The graphshows both
the normalandreduced-degreeversionsof the sec-
ond datasetfrom Table2. The needto accountfor
routingpolicy thushasanotherbene�t: it will reduce
thenumberof links thatneedto becut.

We ran one test using the full BGP connectivity
graph,with 15K nodesand28K links. While in no
sensestatisticallyvalid, we wantedto demonstrate
that our prototype,unoptimizedcodecould handle
a network of that size. Using weightedrandomlo-
cationsfor thesource,destination,and� ve compro-
misedASs,we founda new pathof thesamelength
in lessthanseven seconds.(All timings weredone
on a ratherslow computer. In otherwords,asene-
mies,weweren't trying veryhardandstill did pretty
well.)

6 Countermeasures

Link-cuttingattacksarehardtocounter, becausethey
canoccureven whenall mechanismsareoperating
properly. In particular, routingprotocolsareintended
to �nd alternatepathsin thefaceof link failures.

Perhapsthebestsolutionis to useencryptionand
not worry about the problem. Properly-encrypted
traf�c is immuneto eavesdroppersand connection
hijackers; a variety of anonymity schemes[26, 27]
can be usedto foil traf�c analysis. (On the other
hand,it maybepossibleto uselink-cutting to enable
monitoringattacksagainstanonymouscommunica-
tionsnetworks [28].) Similarly, link encryptioncan
preventanattacker from exploiting anattack.

Encryptionis not always feasible,so we should
look for othersolutions.

Analytically, link-cuttingattacksworkbecausethe
attacker candisruptthe topology. Mechanismsthat
preserve the topology are thus a strong defense.
Options to do this include hard-to-cutlinks, such
as spread-spectrumradio or line-of-sight lasers,or
restorationtechniquessuchasAT&T' sFASTAR sys-
tem[29].

Protectingin this fashionagainstnodedisablingis
harder. A replacementnodewould needto betopo-
logically identical, geographicallydistant (against
somethreatmodels),and built on a different soft-
warebase.Deploymentexpensefor sucha scheme
is probablyprohibitive.

A rich topologycanmake the attackmuchmore
dif�cult to carryout. Thecalculationsremainfeasi-
ble, but cutting enoughlinks to carry out the attack
will be much more dif�cult. Note that this coun-
termeasuremayrequirethat theselinks bereal,and
not just virtual circuits over a sharedinfrastructure.
Furthermore,rich topologiescomplicatetheordinary
network engineeringtasks,and slow down routing
convergenceaftertopologychanges.

It is temptingto try to keepthe topologysecret.
Experiencesuggeststhat that will not work well.
Apart from mappingtechniques[17, 30], topologies
arehardto change;evenold informationis likely to
besubstantiallycorrect.

Topology monitoring can provide end systems
with a cluethatthis typeof attackis in progress.As
noted,theattackcanhaveasigni�cant effectonpath
length;this is observable. Wanget al. [25] describe
similar monitoring to detectchangesin root server
accessibility. Note,though,thatsometimesalternate
pathscanhave thesamecostastheoriginal.

Themostintriguingcountermeasureusesanintru-
siondetectionsystem(IDS) linkedto theroutingpro-
tocols.In thesimplestform, anIDS couldnoticeun-
usualratesof link failures.But a moresophisticated
responsemaybe feasible.We sketcha possiblede-
signhere.

Assumethata network operatorhasa list of sen-
sitive endcustomersanda list of links thataremore
exposedto eavesdropping.In responseto link fail-
ures,traf�c will bererouted.If, at sucha time, there
is amarkedincreasein traf�c betweensensitivesites
over exposedlinks, an attackmay be in progress.
The IDS would then respondby adjustingrouting
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metricsto divert traf�c, especiallysensitive traf�c,
from suchlinks.

To be sure, the enemycould counterby cutting
more links. This sort of outage,in responseto a
countermeasure,would be a very strong indicator
thatanattackwasindeedin progress.

7 Futur eDir ections

Cutting links to facilitateeavesdroppingis not new.
Kahn reports that on the very �rst day of World
War I, the British cut Germany's transatlantictele-
graphcables,forcing themto useradioinstead[31].
What is new here is the demonstrationof how to
calculatewhat links to cut in complex but realistic
topologies.We have demonstratedthat the calcula-
tionsandtheattackarefeasible.

Thereareanumberof importantwaysin thiswork
canbe extended.The �rst is to dealwith the com-
plexities omitted from our analysis: routing policy
andcomplex layer2 topologies.Thetwo areclosely
related;thelackof somepossiblevirtual circuit con-
nectionscanbe consideredto be a form of routing

policy.

Moregenerally, weneedto explorethequestionof
fate-sharing.As noted,even simplelayer 2 topolo-
gies are often implementedby multiple circuits on
the same�ber pair; if one link is cut by physical
means,otherswill becutaswell. Thesameissueap-
plies to routers:in a war situation,themilitary may
�nd it easierto destroy anentirePOP, ratherthanjust
oneor two routers.

Our currentalgorithm dealswith interceptionof
traf�c betweentwo nodes.Sometimes,anadversary
would like to monitor traf�c amongthreeor more
nodes.A moresophisticatedalgorithmwould deter-
mine the link cuts that would satisfymultiple con-
straintssimultaneously. If nothingelse,routing on
the Internet is generallyasymmetric;an adversary
would generallywant to monitor traf�c in both di-
rectionsof any particularpath.

As noted,theeffect of attacker placementis criti-
cal. It would beinterestingto designalgorithmsthat
locateddesirablenodesto compromisefor a given
numberof link cuts. More generally, this algorithm
canbeseenasatool in designingmoresophisticated
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link-cuttingattacks,wheretheattackercanminimize
thenumberof links to cut, theincreasein hopcount,
or the numbernodesor links that mustbe compro-
mised.

Even without extending the problem, there is
much room for improvement in our current algo-
rithm. As we notedin Section4, our approachpro-
vides only an approximatesolution to a restricted
version of the generalproblem. Though we ob-
tain reasonablesolutionsin practice,wearefar from
claimingthatour resultsarenearoptimal. In partic-
ular, by restrictingtheproblem,we only make local
useof thegivenedgecosts.Since,in reality, severing
a�ber betweenPOPsmaybemucheasierthansever-
ing alink within aPOP, it is importantto broadenthe
algorithmto make moreeffective useof thesenum-
bers.In this,therearetwocausesfor optimism.First,
the currentalgorithmusesso little time we canaf-
ford a moreexpensive method. Second,at present
welargelyconsidertheproblemasoneinvolving ab-
stractgraphs.However, realnetwork topologieshave
graphcharacteristicswhich,if considered,mayaidin
thesolution.

Thetwo-layerstrategy describedin Section3 can
result in cutting morelinks thanneeded.While the
two-layerstrategy mirrors the routing mechanisms,
it might bepossibleto optimizetheendresult,mini-
mizing thenumberof links thatmustactuallybecut.

Finally, thecurrentalgorithmdealswith compro-
misedlinks or routers,but worksby cuttinglinks. In
somesituations,it' s easierto take out a routerthan
a link. This, too, canbe modeledasa fate-sharing
problem: all links thatenteror leave a nodearecut
at thesametime. Note,though,thatin thiscasefate-
sharingis not transitive; other links that sharethe
samephysicalpathwouldnotbeaffected.
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A Derivation of the Inter -AS Graph

Theinter-AS graphweusedwasderivedfrom Route-
viewsdatafrom 8 April 2003.Thefull datasetlisted
over 28,000links from over 15,000ASs; we useda
smallfractionof thedata.

Ourbasegraphwasgeneratedby selectingthetop
200ASsassortedby degreeof connectivity. We ex-
tractedall links that werebetweentwo membersof
that list. That left us with 195 ASs and1186links
betweenthem,for anaveragedegreeof 12.16.

For oursimulations,we thengenerated80smaller
graphsby randomlydiscardingsomenodesaccord-
ing to a uniform randomdistribution. 10 weregen-
eratedfor eachdiscardpercentage.For eachof these
smallergraphs,wecreatedasparsertopologyby dis-
cardingapproximatelyhalf the links. (A few nodes
weredeletedaswell.)

The following table shows the approximateper-
centagediscarded,and the number of remaining
nodesand the averagedegree for the original and
sparseversions.

Percent Full Sparse
discarded Nodes Degree Nodes Degree

10 173.30 11.13 164.50 7.87
20 153.20 9.85 145.00 6.86
30 130.10 8.54 121.70 5.97
40 107.30 7.10 100.00 4.96
50 88.50 6.29 80.30 4.50
60 66.90 5.15 58.80 3.93
70 47.60 4.24 43.20 3.20
80 26.50 3.36 23.50 2.67
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