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Abstract

The Internet EngineeringTask Force (IETF) is in the
processof adoptingstandadsfor IP-layer encryptionand
authenticationIPSEC).We describehow“pr obableplain-
text” can be usedto aid in cryptanalyticattads, and an-
alyzethe protocol to showhow mud probable plaintext
is available We also showhow traffic analysisis a pow-
erful aid to the cryptanalyst. We concludeby outlining
somelikely changesto the underlyingprotocolsthat may
strengtherthemagainsttheseattads.

1. Intr oduction

DES,the DataEncryptionStandard25], is astrongcipher;
however, its key lengthis too shortto provide muchsecu-
rity againsta well-financedattacler [14]. More recently
designshave beenpublishedfor machineshatcanexhaus-
tively searchthe key spacein a shorttime for a compara-
tively modestinvestmen{34].

Most such designsassumeblocks of known plaintext,
thoughatleastone[33] relieson statisticalpropertieof the
underlyingtext. However, aswill be shavn, knowledgeof
full blocksof plaintext is notneededTheencryptecheaders
thatareusedin the forthcomingstandardgor IP-layeren-
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cryptionandauthenticatioflPSEC)[3, 1, 2, 22, 21]* pro-
vide ampleprobableplaintext. This plaintext canalsobe
usedto drive a DES-crackingengine.

A probableplaintext attack works by looking at cer
tain bit positionsfor which alikely valuecanbe predicted.
Ratherthanlooking for an exact match,though, even for
thosebit positions,the comparisorenginecountsthe num-
ber of matches. Packets with more than a certainthresh-
hold value of matchesare kicked out for further analysis
by a second-stagengineithis couldinvolve moreprobable
plaintext, semanticconsisteng checks,even (ultimately)
humananalysis.

It is not necessaryor all matchego be within a single
ciphertet block. However, sincethe costof a decryption
is roughly proportionatto the numberof decryptionopera-
tions, it is desirableo find singleblockswith ahighamount
of probableplaintext.

Normally, trial decryptionswill be precededy andata
gatheringphase. This phaseusestraffic analysis,paclet
length, auxiliary information determinedby other means
including corventionalintelligenceactvities, etc.,to deter
minethelikely probableplaintext patterns.

Section2 describe®ur notationandtherelevantproper
ties of the encryptionmodesused. Section3 describeghe
architectureof IPSEC.A detailedanalysisof the probable
plaintext, usingoneandtwo pacletsof ciphertet, is given
in Sections4 and5. Someof the attacksdescribeddepend
on the ability of the attacler to identify particularcorver-
sations;how this canbe doneis sketchedin Section6. We
concludewith adiscussiorof possibledefense¢Section7)
anda setof recommendationéSection9).

2. Propertiesof Encryption Modes

Our primary focus hereis DES usedin cipher block
chainingmode(CBC) [26]. For this form of attack,stream
ciphersareessentiallyequivalentto a CBC-modeblock ci-

1TheseRFCsareobsoletebut at presgtime have notyet beenreplaced
by newer versions.



pherwheretheinitialization vectoris known; this hassome
minor implicationsfor the single-packtattack.

The discussiorbelon focuseson aspectof interestto
us. More detailedinformation on the propertiesof these
andotherciphermodescanbefoundin [32].

2.1 Notation

We useC; = K[P;] to mean‘“ciphertext C; resultsfrom
theencryptiorof plaintext P; usingkey K. Thecorrespond-
ing decryptionis written P, = K~1[C;]. The symbol&®
denoteditwiseexclusive-OR.

If anumberis writtenwith asubscriptthatsubscripte-
notesthebaseunsubscriptetiumbersarein basel0.

2.2 Cipher Block Chaining

CBC encryption [26] operates by encrypting the
exclusive-OR of eachplaintext block andthe previous ci-
phertet block:

C; = K[H D Ci—l]-

To encryptthefirst plaintext block, Cy is setto theinitializa-

tionvector(lV). IVs maybeagreeduponin advance trans-
mitted encrypted,or transmittedin the clear Using non-
constantlVs is sometimegecommendedin orderto dis-

guisecommonprefixes. In the draft underdiscussiorhere,
aconstantV, derivedfrom the keying material,is usedfor

all paclets,in eitherdirection. The useof a replaycounter
senesto disguiseblock prefixes.

Decryptionis theinverseoperation:

P, =C; 10 K 1C;).

To encryptdatathatis not a multiple of the underlying
cipher's block size,somesort of paddingandlengthinfor-
mation must be added. Thereare a numberof different
techniqueghat may be used;noneof the straight-forvard
schemesddmuchto the securityof theencryption.

If thelV is unknawn, it is impossibleto decryptthefirst
block. In effect, a secretlV actsasa secondkey, but only
for processinghefirst block.

All subsequertilockscanbedecryptedjivenknowledge
of thekey andtheprecedingiphertext (notplaintext) block.
Thatis, asubstring(C;, . . ., C;) is avalid CBC encryption
of (P;,..., P;), with thelV setto C;_;.

3. The IPSEC Encryption Protocols

The paclet layout for the current draft specifica-
tion for the Encapsulating Security Payload (ESP)
(draft-ietf-ipsec-esp-des-nd5-03.txt) is
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Figure 1. Format of ESP packets. The shaded
portion of the packet is encrypted using DES
in CBC mode.

Hdr

Version Len prec/TOS PacletLength
IIIIIIIIIIIIIDMIIIIIIIIIIII
PacletID A FragmenOffset
TimetoLive| Protocol Checksum
SourceAddress
DestinationAddress

Figure 2. Format of the IP header.

shavn in Figure 1. The first 32 bits contain the SPI

(SecurityParametetdentifier). The SPIsenesasanindex

to the key, the IV, etc. The granularityof an SPI is not

definedby the standardit maybefor asinglecorversation,
or it may cover all traffic betweena pair of hosts. Since
the SPIis usedto find the decryptionkey, it is transmitted
in the clear;theremainderof the pacletis encryptedusing
DESin CBC mode.

Thereplaycounteris initialized from thekeying material
whenthe securityassociatioris created. It is not allowed
to wrap around;a new key mustbe negotiatedbefore232
pacletsaretransmitted.

Encryption may be host-to-host, host-to-firavall, or
firewall-to-firewall. In thelattertwo casestunnelmodeen-
cryptionis used;the payloadof the encryptionis an entire
IP paclet[29], includingthereal P headel(Figure2). For
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Figure 3. Format of the TCP header.
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Figure 4. Format of the UDP header.

host-to-hostencryption,tunnel mode may be used; more
likely, the encrypteddatastartswith the TCP[30] or UDP
[28] headergFigures3 and4).

BecauseCBC encryption operateson 8-byte blocks,
short paclets must be padded. Up to 255 bytes of ran-
dompaddingmaybeusedhowever, theamountmustbring
thetotal lengthto 6 bytesmorethana multiple of 8. The
paddingis followed by a single byte that tells hov much
paddingwasused.Thisis followedby a payloadtypebyte;
it identifiesthe headettype of theencrypteddata. If tunnel
modeis not used,this valueis (conceptually)nsertedinto
thelP heademwhenthe ESPcontroldatais deleted.

The last portion of the encryptedpaclet is the authen-
tication field. The authenticatiorfield is calculatedusing
the HMAC transform[4], andis basedon a negotiatedse-
cretkey. Authenticationis mandatoryto avoid someof the
attacksdescribedn [7].

4. Single-Packet Attacks

In a single-packt attack,trial decryptionsare doneon
one paclet at a time. The analysisdiffers dependingon
whetheror not tunnelmodeis used. It may be known a
priori, becauseof the presenceof firewall routers;if not,
the paclet length may be usefulin making a determina-
tion. Measurementlave shavn that30-40%of all paclets
are40-byteTCP ACK paclets[12, 23]. If randompadding
lengthsarenot used;the sizewill shav throughdirectly; if
they areused,analysisof the distribution of lengthsshould
yield sufficientinformation.

Dependingpn whetherthelV is known, we mayor may
not be ableto attackthe first block. The currentdraft in-
dicatesthatthe IV is not known, which is just aswell; the

contentof the block cansometimese predictedwith great
accurag.

Thefirst word is thereplaycounter In early versionsof
the specificationthereplaycounterwasdefinedasstarting
atone;if we couldinterceptpacketsfrom the beginning of
the associationye would know at least30 bits, and pos-
sibly all 32. Evenwith a comparatiely late interception,
we could probablyassumethat the high-order20-24 bits
arezero,especiallyif securityassociationgreshort-lived.
(Thereis an interestingtradeof here. Corventionalcryp-
tographicwisdomcallsfor limiting theamountof plaintext
encryptedunderary onekey. But too stringenta limit in-
creaseshe predictabilityof the valueof thereplaycounter
As we shallsee thereareothersuchtradeofs aswell.)

Morerecentversionsof thespecificatiorderive thestart-
ing value from the keying material. This blocks single-
pacletattacks.

4.1 ProbablePlaintext in the IP Header

Ouranalysismustnow bedonefor eachpossibleheader
If tunnelmodeis usedtheIP headeis next. Thefirst word
of it turnsoutto bevery predictable Theversionnumberis
always4,¢; the headeldengthis almostalways5,4, andthe
precedence/type-of-servifield is generally10,4. (Some
implementationsvill setoneof the type-of-servicebits; if
thelikelihoodof this bit beingsetcannotbe determinedy
traffic analysiswe loseat mostonebit of predictability)

We alsoknow a lot aboutthe paclet length, simply by
seeinghow longtheencryptedpacletis. If randompadding
lengthsarenot used;we cancalculateall but the low-order
few bits. If randomlengthsareused,we canrely on traffic
analysigo pick outthe ACK paclets,for whichthelP length
will alwaysbe28;4.

Underfavorablecircumstanceghen,thefirst ciphertext
block of atunnelmodepacletcontainsabout60 bits of pre-
dictableplaintext. If thelV is known, this blockwouldbea
primetargetfor a cryptanalysisievice.

Thenext blockis of lessuseto theattacler, yieldingonly
24-28bits of probableplaintext. The paclketID andcheck-
sumare effectively randomnumbers. The fragmentoffset
andflagfields,though aregenerallyall O; theprotocoliden-
tifier is almostcertainlyeither6,4 for TCPor 11,4 for UDP
(andtraffic analysiswill tell uswhich),andthetime-to-live
field will dependbnly onthe behavior of the sendinghost's
protocolstackandonits distancan hopsfrom the encryp-
tor. Thesemaybeknown, at leastto within a smallmargin
of error;if so,we canestimatevaluesfor thehigh-orderfew
bits.

Theremainingdfields of the IP headerarethe sourceand
destinatioraddressesln host-to-firavall mode,one of the
cleartext IP addressewill matchtheencryptectopy, giving
us 32 bits; if tunnelingis usedeventhoughwe arein host-



to-hostmode,we know all 64 bits.

The morelikely useof tunnel modeis for firewall-to-
firewall encryption.How mary of the addresits arepre-
dictablewill depencentirelyonthecircumstancedf valid,
assignednternetaddresseareusedbehindthefirewall, and
theseareknown to the attacler (perhapgrom unencrypted
connectiongrom insidehoststo othermachinesn theout-
side), 16-24bits per addressanbe predicted. The useof
CIDR block addressing16] makesthis evenmorelikely. It
would seemdesirable then, to usearbitrary addresse$or
machinesehindthe firewall, andrely on applicationgate-
ways[11] or network addressranslator$l15] to conceathis
data.A noteof cautionis indicatedhere,though;addresses
canleakin mary ways,andit is hardto closeall suchchan-
nels.

4.2 ProbablePlaintext in the TCP Header

Becausehe TCPandUDP headerganfollow eitherthe
replaycounteror an IP headerwe cannotanalyzethemin
termsof ciphertet blocks; the alignmentwill differ. Ac-
cordingly, we will speakin termsof fieldsor words.

The first word containsthe sourceand destinationport
numbers. In general,the client's port numberis unpre-
dictable andshouldbe consideredandom;often,however,
the sener's port numbercanbe deducedrom traffic char
acteristic{Sectiong). If thedeterminatiorcanbemade 16
bits of probableplaintext areavailable.

Sequencenumbersare usually random. Under certain
circumstancediowever, they arequite predictablg24, 6];
if theattacler canestablistits own connectiorto thesource
machineat roughly the sametime asthefirst paclet of the
interceptecconnection 28-32bits of the sequenc@umber
can be predicted. Initial sequencenumberrandomization
[5] would bea strongdefenseéhere.

The acknavledgmentfield is the reflectionof the other
party's sequence&umber;assuch,it shareghe samecon-
straintson predictability At one crucial point, though—
the initial SYN paclet sent by the client to open the
connection—theentirefield is zero. If this paclet canbe
identified,32 bits of known plaintext areavailable.

The next word, containinga lengthfield, flags,andthe
window size,is oftencompletelypredictable Thelengthis
almostalwaysb, g, the SYN bit is setatthestartof acorver-
sationbut not otherwise the FIN bit at the conclusion the
ACK bit is alwayssetexceptin thefirst paclet,the RST bit
is rarelyusedin ary corversatiorof interestthe URG bit is
seldomset,andthesettingof thePSHbit canbedetermined
from a knowledgeof the traffic patternand of the imple-
mentatiorsendingt. Thewindow sizeis somavhatharder;
however, giventhatmostcorversationareunidirectionakat
ary giventime, thesendingsideis usuallyadwertisinga full
window whosesizeis in general characteristiof the par

ticularstack.Evenwithoutthat,mostTCPimplementations
usewindow sizesthatarepowersof two; anassumptiorthat
thefield will be all Oswill have anerrorin exactly onebit
position.

As with IP, the checksunfield is unpredictablethe ur-
gentpointer however, is almostalwayszero,andhenceis
predictable.

Underreasonablassumptions—thataffic analysiswill
supplythedestinatiorport, andthatwe canidentify thefirst
paclet of a corversation—th& CP headethereforehas88
bits of probableplaintext, with asmalluncertaintyaboutthe
exactwindow size. Furthermorea single ciphertext block
will containeithera (32, 32) pairora(32, 16) pairof words.

4.3 ProbablePlaintext in the UDP Header

The analysisof the UDP headeris similar, though of
coursesimpler Again, we can deducethe sener's port
numberby traffic analysis;the lengthfield canbe approx-
imatedfrom thetotal pacletlength. A fair estimatewould
be 28 bits of probableplaintext in the UDP headerwhichis
likely too shortwithoutalot of traffic.

5. Two-Packet Attacks

We canobtaineven more probableplaintext by analyz-
ing pairsof pacletsfrom the samecornversation Sinceeach
paclet will have a differentreplay counter the first block
of ciphertext will alwaysbedifferent;thisin turnwill prop-
agateto all otherblocks of ciphertet in the message.If
somefield shouldbe constanin two differentpaclets,and
decryptsthe sameway eachtime, we have goodreasonto
believe thatthe key wascorrectfor bothpaclets.

A two-paclet cryptanalysisdevice hasonekey genera-
tor, but two decryptionengineghatoperaten parallel. The
outputof thetwo engineds comparedisingthe sameprob-
ableplaintext techniquegliscussecarlier In otherwords,
we areusingtwo decryptiondevicesfor eachcandidatekey,
ratherthanone;thus, the costof the machinewill roughly
doublefor a givenlevel of performance.

Thebenefitsof two-pacletattackscanbe seermosteas-
ily for the sourceanddestinatioraddressefieldsin the IP
headerAs notedabove, if tunnelmodeis usedfor firewall-
to-firewall encryption,the attacler haslittle knowledgeof
what thosefields shouldbe. But if two pacletsfrom the
samecorversationaredecryptedthe two fieldswill match
eachother Similarly, the TCP andUDP port numberscan
be comparedhis way.

Fieldsthatchangeslowly canalsobe comparedthough
notwith asmuchprecision py takingadwantageof thelim-
ited leftward propagatiorof carrieswhenaddingsmallval-
uesto acounter



Counter Theorem: If avalue2* is addedo auniformly
distributed randomn-bit number M, the probability that
ary of bits 0 throughi of M arechangeds 1/2"~¢1-*,
for i < n — k. Theformal proof, by inductionon i, is left
asanexercisefor thereaderjnformally, a bit is changedf
andonly if all of thebitsto its right are 1s, up throughthe
bit positionwheretheincrementakesplace.

Considethesequencaumbeffield. If a512-bytepaclet
is sent—commorfor mary implementationsf TCP—the
sequencenumberof the following packet will be incre-
mentedby 512, or 2°. By the countertheorem,thereis
a probability of .97 thatbits 0-17 of the sequenc@aumber
will be unchangedn the secondpaclet. For that matter
we alsoknow thatbits 23-31will be completelyunchanged
if exactly 512 bytesaresent,giving us 27 bits of plaintext
with high probability.

Theacknavledgmenfield canbetreatedsimilarly; how-
ever, becausemultiple acknavledgmentsare often com-
pressednto a single reply, our boundon the numberof
unchangedbits is somavhatlooser

If we seearapidstringof pacletsfrom onecorversation,
the countertheoremcanbe alsobe appliedto the IP paclet
ID andto thereplaycounter ThelD field is alwaysincre-
mentedby onefor eachpacletin asecurityassociationand
thelD field is generallyincrementedor eachpaclet sentto
ary destination. If a group of pacletsis transmittedin a
burst, without other processesn the sendingmachinein-
tervening,we canassumehatthe pacletsin the burstwill
receve consecutie numbers.

Finally, undertheright conditionswe canapplythis the-
oremto the TCPclientportnumberfield. Many Webpages
containembeddedmages;eachof theseis retrieved by a
separatel CP connection. Again, if theseconnectionsare
closely spacedn time, they will receive consecutie port
numbers.

Togethey all of theseheuristicsboost the amount of
probableplaintext considerablyUnderatwo-pacletattack,
thelP header160bits long, hasabout127 bits of probable
plaintext, andthe TCPheadehasaboutl24bits predictable
outof 160.

That thereis considerableedundang hereis not sur
prising. Indeed,the sameobsenationwasmade,albeitin
aratherdifferentcontet, in the designof PPPheadeicom-
pression18]. Whenpredictableheadeffieldsareaddedto
theredundang in the users data,it becomesapparenthat
exhaustve searchcryptanalysiss quite feasibleevenwith-
outknown plaintext.

6. Traffic Analysis

Probableplaintext attacksarenot carriedout on awhim.
They requireexpensve, special-purposbardware. An en-

emywho builds sucha device will do othersortsof moni-
toring to preparetheattack.

One form of monitoringis traffic analysis. Underthe
right conditions, traffic analysiscan reveal a lot abouta
conversationandprovideinformationthatwill aidin crypt-
analysis.Thisis mosteasilyseenby lookingat TCR

The opensequencén TCP consistsof threemessages.
Thefirst is a 40 or 44-bytemessagdrom the client to the
sener, containinganlP headera TCPheadewith the ACK
bit off andthe SYN bit on, theacknavledgmenfield setto
0, andpossiblya TCP option specifyinga maximumseg-
mentsize. (Someimplementationsvill alsosendthe RFC
1323[9] options;theseseento berareat present.)

Thesecondnessagés similar, thoughthe ACK bit is set
andthe acknavledgmenffield is non-zero.The third mes-
sageis a simple 40-bytemessagavith ACK on andSYN
off. It is generallyfollowed in shortorderby a message
fromonesidecontainingafew dozeno afew hundredytes
of data.

Thesequencédescribediboveis easilyrecognizablegs-
pecially if therehasbeenno otherrecenttraffic between
thetwo hostsor firewalls. If perconnectiorkeying is used,
recognitionis eveneasieyof course.

Differentprotocolshave their own characteristidraffic
patternsFor example SMTP[31] hasaseriesof shortdata-
bearingpaclet exchangedetweerthe two sides,followed
by alongermessagé&om theclient,andanotheisetof brief
exchanges HTTP [8] exchangesonsistof a few hundred
bytessentin onedirection,followedby atleastseveralhun-
dred bytesin the otherdirection. Also, mary real HTTP
exchangegonsistof several suchsession®penedn short
order Furtherexamplesareleft asanexercise.

Paclet interarrival timescanalsobe used. Someyears
ago, a phenomenorknown as “packet trains"—hursts of
pacletsfrom a single stream—vasidentified[19], though
that appliesmoreto local traffic thanto wide-areatraffic.
Statisticalstudieshave beendoneaswell; see,for exam-
ple, [27, 10]. The latter papershaved the distribution of
pacletsizesandinterpacletarrival timesfor somedifferent
protocols;the differencesrestriking.

Perhapamore importantly [10] alsoshavs a very low
probability of more than one corversationbetweenary
given pair of hosts.Eventhe numberof simultaneougon-
versationsbetweenpairs of networks is quite low. To be
sure their datais pre-Web, but evenWeb pagefetchesypi-
cally representelatedcorversations.

We know of no publishedwork on traffic analysisof In-
ternetcorversations. It would be usefulto attemptsuch
measurementsising existing paclet headerdatato assess
thesucces®r failureof the classification.



7. Defenses
7.1 Removing Redundancy

To defendagainstprobableplaintext attacks,oneneeds
to reducethe predictability of the headerfields. In some
casesthisis easy;in othercasesit cannotbe donewithout
changeso theunderlyingprotocols.

Thesimplestchangés to avoid exposureof thelV. As of
thiswriting, the IV is not sentin the clear;thisis probably
wise. But if a key for onedirectionis recoveredby a two-
paclet attack,probableplaintext techniquesanbe usedto
recoverthelV; thisin turn may provide probableplaintext
thatcanbe usedto attackthe key usedfor the otherdirec-
tion.

Giventhis, it waswiseto changedefinitionof thereplay
counter Insteadof startingit at zero, it now startssome
randomvaluederived from the keying material. This adds
atmostasinglesubtractiorto inputprocessingthestarting
value mustbe subtractedrom the reply countermod 232
beforecheckingfor wraparoundAnotherbig improvement
is to avoid useof host-to-hostunnelmode. For host-to-
firewall mode,wheretunnelmodemustbe used,a random
value canbe substitutedor the encryptedcopy of the ex-
posedP addressthereceving machineshouldknow from
thekey negotiationthatthisis takingplace,andsubstituten
thepropervalue.(To avoid spoofingthough it maybewise
to do authenticatiorcalculationn the correctaddress.)

Little canbedoneaboutthe otherfieldsin thelP header
Theprotocolfield will generallyspecifyTCP or UDP, frag-
mentoffsetswill almostalwaysbe 0, etc. If desired,the
paclet ID could be selectedrom a permutationtable; this
would provide somedefenseagainstwo-paclet attackson
thelP header

Thesemantigropertieof theTCPheadeareevenmore
difficult to hide. Minor changesare easy suchas send-
ing randomvaluesfor the acknavledgmenfield in theini-
tial SYN paclet, or sendingrandomvaluesfor the urgent
pointerat timeswhenthe URG bit is not set. But it is hard
to seehow to hide, say the constantvalue of the acknawl-
edgmenfield in packetscarryingbulk datain onedirection.

7.2 Compression

Compressions oftentoutedasa curefor excessredun-
dang [33]. An ordinarycompressioriunctionis theoreti-
cally inadequatethoughit mayprovide somebenefitdn the
shortterm.

The problemis that the decryptionenginecould easily
do a trial decompressioras well, beforelooking for the
probableplaintext. For now, the extra logic circuits and
time requiredmay male this attackinfeasiblein practice;

soon,though,advancesn hardwaredesignwill negatethe
defendersadwvantage.

A more promising approachmight be to usea keyed
compressioriunction. For example,the compressiordic-
tionarycouldbe modifiedbasedn thekeying material.

A different approachto compressiommight be to use
semanticknowledge,alongthe lines of PPPheadercom-
pression[18]. For example,it may be possibleto send
abbreviated sequenceand acknavliedgmentfields. If per
connectionkeying is used,IP addresseand port numbers
areimplicit in the securityassociatiorandneednotbesent.
The replay counteris more troublesomemore or lessby
definition, it can't be abbreviated,and henceremainsvul-
nerableto a two-paclet attack. Keepingthe IV secretand
usingdifferentlVs in differentdirections shouldhelp.

7.3 Avoiding Traffic Analysis

Thebestdefenseagainstwo-pacletattackgandagainst
someformsof one-packtattacks)s to dery theenemyin-
formationaboutwhich pacletsbelongto which corversa-
tion. Unfortunately perconnectiorkeying—recommended
above aswell asin [7]—is the easiestipoff for theattacler.

Timing correlationsarealsousefulclues.ltislikely to be
hardto detectsuchthingson the long-haulbackbonenets,
but the useof link encryptionmay be appropriateon the
line from anindividual organizationto its ISP Otherforms
of multiple encryptionhelp aswell; for example,firewall-
to-firewall encryptioncanbe seerasa complemento host-
to-hostencryption. We face a cryptographicconundrum
here.Ontheonehand,encryptingdatafrom mary streams
at oncehelpsdefendagainstraffic analysis.On the other
hand, it is generallythoughtunwiseto encrypttoo much
datawith onekey, or to usethe samekey for dataat differ-
entsensitvity levels.

To someextent,paclet sizescanbe obscuredy dummy
traffic, or by non-uniform(or even keyed) distributions of
the paddinglength. Both are unfriendly to the infrastruc-
ture; the Internetis congestednoughasis, without being
asledto carry unproductve data. To be sure,the padding
length byte itself can be consideredas probableplaintext,
but usingdifferentamountsof paddingwould not seemto
matter

8. RelatedWork

Probableplaintext cryptanalysids not nen. Perhapshe
mostnotevorthy exampleis the successfubllied attackon
Enigmaduring World War Il [13, 20, 17]. For example,
weatherforecastoften began Wettervorhesage Deutsde
Budt (“weatherforecastGermanBight”) [17, p. 53]. Sim-
ilarly, the cryptanalystoften usedmessagesgncryptedin
both Enigmaand a simpler system;solving one provided



a “crib” for the other On occasionthey evenresortedto
chosemlaintext attacks;new minefieldswereregularly re-
portedin severaldifferentcryptosystem§?0, p. 144].

Therewereanalogueso double-packt cryptanalysisas
well. The original keying practicecalled for two encryp-
tionsof themessageinitial rotor settingswhile the crypt-
analystsdid not know what thesesettingswere, they did
know thatthe pairshadto match[13].

The useof traffic analysisasan aid to cryptanalysiss
describedn [20, p. 98], amongother places. OneBritish
cryptanalyshotedthattheuseof thesameék eys” (actually
key families,in modernterminology)indicateda common
commandstructure,which in turn suggestedcommonad-
dressees.

9. Recommendations

We have shavn herehow easyit isto find probableplaintext
in theheadergTablel). For sensitve material,countermea-
suresmustbetaken.

The simplestdefensepf course|s to avoid useof weak
ciphers.Thereis little doubtthatDESis inadequateagainst
a seriousopponent. That security systemsbasedon it
shouldbevulnerablds notsurprisingwhatwe have simply
analyzedexactly how to attackoneinstantiation.

Thereareafew spotswhereminor changego TCPim-
plementationsvould help, suchasusingrandomvaluesin
“don't care”fields. But theseare of lesservalue;the main
pointsof vulnerability—theacknavledgmentandsequence
numberfieldsin mostpackets—cannobe disguisedn this
fashion.

Measuresto thwart traffic analysisare useful against
two-pacletattacks As noted,encryptionat thefirewall is a
usefuladjunctto host-base@ncryption.

Forthelongerterm,work onkeyedor semanticompres-
sion shouldbe undertalen. Thereis a needfor an IPSEC
compressiortransformfor use over modems;we recom-
mendthat due attentionbe givento probableplaintext at-
tackswhendesigningt.

Table 1. Summary of probab le plainte xt under
single- and doub le-packet attacks.

Single Double
IP 54-58* 127
TCP 88 124
uUDP 28 46

*If tunnelmodeis used,the IP heademwill have 32 or 64
morebits of probableplaintext.

10. Acknowledgments

Kim Claffy, Lixia Zhang, Greg Minshall, and Ranbn
Caceresprovided useful pointers,data, and referenceson
traffic characteristics.

References

[1] R. Atkinson. IP authenticatiorheader Requestor Com-
ments(ProposedtandardRFC 1826, InternetEngineering
TaskForce,Aug. 1995.

[2] R.Atkinson. IP encapsulatingecuritypayload(ESP). Re-
questfor CommentgProposedtandardRFC 1827, Inter-
netEngineeringraskForce,Aug. 1995.

[3] R.Atkinson. Securityarchitecturedor theinternetprotocol.
Requesfor CommentgProposedstandardRFC 1825, In-
ternetEngineeringraskForce,Aug. 1995.

[4] M. Bellare,R. CanettiandH. Krawczyk. Keying hashfunc-
tions for messageauthentication.In Advancesn Cryptol-
ogy: Proceedingsof CRYPTO '96, pagesl-15. Springer
Verlag,1996.

[5] S.Bellovin. Defendingagainstsequencenumberattacks.
Requesfor CommentqInformational)RFC 1948, Internet
EngineeringraskForce,May 1996.

[6] S. M. Bellovin. Security problemsin the TCP/IP proto-
col suite. ComputerCommunicationReview, 19(2):32-48,
April 1989.

[7]1 S.M. Bellovin. Problemareador the IP securityprotocols.
In Proceedingof the SixthUsenixUNIX SecuritySympo-
sium page205-214July 1996.

[8] T. Berners-LeeR. Fielding, and H. Nielsen. Hypertet
transfemprotocol— HTTP/1.0. Requesfor CommentgIn-
formational) RFC 1945, Internet EngineeringTask Force,
May 1996.

[9] D. Borman,R. Braden,andV. Jacobson.TCP extensions
for high performance. Requestfor Comments(Proposed
StandardRFC 1323, InternetEngineeringraskForce,May
1992.(ObsoletesRFC1185).

[10] R.CaceresP. B. Danzig,S.Jamin,andD. J.Mitzel. Charac-
teristicsof wide-areal CP/IPcorversationsin Proceedings
of SIGCOMM'91, 1991.

[11] W. R. CheswickandS. M. Bellovin. Firewalls and Inter-
net Security: Repellingthe Wly Hadcer. Addison-W\ésley,
ReadingMA, 1994.

[12] K. Clafly. WAN paclet sizedistribution, 1996. htt p: / /

www. nl anr. net/ NA/ Lear n/ packet si zes. htnl .

[13] C. A. DeavoursandL. Kruh. Macine Cryptagraphy and
ModernCryptanalysisArtechHouse Norwood,MA, 1985.

[14] W. Diffie andM. E. Hellman. Exhaustie cryptanalysisof
the NBS dataencryptionstandard.Computer 10(6):74—84,
Junel977.

[15] P FrancisandK. Egesang. ThelP network addresgransla-
tor (nat). Requestor CommentgInformational)RFC1631,
InternetEngineeringraskForce,May 1994.

[16] V. Fuller, T. Li, J. Yu, andK. Varadhan. Classlessnter-
domainrouting (CIDR): an addressassignmenaind aggre-
gationstrat@y. Requestor CommentgProposedtandard)
RFC 1519, Internet EngineeringTask Force, Sept. 1993.
(ObsoletefRFC1338).



(17]

(18]

(19]

(20]

(21]

(22]

(23]

(24]

(25]
(26]

(27]

(28]

(29]

(30]

(31]

(32]

(33]

(34]

F. Hinsley andA. Stripp,editors.Codebealers: Thelnside
Storyof Bletchley Park. Oxford University Press;1993.

V. JacobsonCompressind CP/IPheadersor low-speedse-
rial links. Requesfor CommentgProposedstandardRFC
1144 InternetEngineeringraskForce,Feh 1990.

R. JainandS. Routhier Paclet trains—measuremenéd
a nev modelfor computernetwork traffic. IEEE Journal
of SelectedAreasin CommunicationsAC-4(6):986—995,
Septembel986.

D. Kahn. Seizingthe Enigma: TheRaceto Breakthe Ger-
man U-Boat Coes,1939-1943 HoughtonMifflin, Boston,
1991.

P. Metzger P. Karn, andW. Simpson.The ESPDES-CBC
transform Requesfor CommentgProposedtandardRFC
1829, InternetEngineeringraskForce,Aug. 1995.

P. MetzgerandW. Simpson.IP authenticatiorusingkeyed
MD5. Requestfor Comments(ProposedStandard)RFC
1828, InternetEngineeringraskForce,Aug. 1995.

G. Minshall. Byte sizedistribution data,1995. htt p: / /
www. nl anr. net/ NA/ Lear n/ G pkt si zes. htnl .
R.T. Morris. A weaknesin the4.2BSDUNIx TCP/IPsoft-
ware.ComputingScienceTechnicaReportl17,AT&T Bell
LaboratoriesMurray Hill, NJ, February1985.

NBS. Dataencryptionstandard,Januaryl977. Federaln-
formationProcessingtandard®ublicatiord6.

NBS. DES modesof operation,Decemberl980. Federal
InformationProcessingtandard$ublication81.

V. PaxsonandS. Floyd. Wide-areatraffic: The failure of
Poissormodeling.In Proceeding®f SIGCOMM'94, pages
257-268) ondon,UK, 1994.

J. Postel. Userdatagranprotocol. Requestor Comments
(Standard)STD 6, RFC 768, Internet EngineeringTask
Force,Aug. 1980.

J. Postel. Internetprotocol. Requesfor CommentqStan-
dard) RFC 791, Internet EngineeringTask Force, Sept.
1981. (ObsoleteRFC0760).

J. Postel. Transmissiorcontrol protocol. Requesfor Com-
ments (Standard)STD 7, RFC 793, Internet Engineering
TaskForce,Sept.1981.

J. Postel. Simplemail transferprotocol. Requesfor Com-
ments(Standard)STD 10, RFC 821, InternetEngineering
TaskForce,Aug. 1982. (ObsoletesRFC0788).

B. Schneier AppliedCryptagraphy: Protocols,Algorithms,
and Souce Codein C. JohnWiley & SonsNew York, sec-
ondedition,1996.

D. A Wagner and S. M. Bellovin. A
programmable plaintext recognizer 1994.
ftp://ftp.research.att.com/dist/smb/recog.ps.

M. J. Wiener Efficient DESkey search.TechnicalReport
TR-244,Schoolof ComputerScience CarletonUniversity,
Ottawa, CanadaMay 1994. Presente@tthe RumpSession
of Crypto'93.



