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Hardware / Software StackLatency

Application

System

Hardware

Kernel

Process and circuit design

Driver

In-kernel PM Subsystem
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service
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10101011
01010110
10101011
01100100

Harvest pointers to 
executable memory

Memory 
Disclosure Bug Control Flow

Hijacking

Direct

Indirect

Fine-grained ASLR
Memory Space

10101011
01010110
10101011
01100100

Static 

Dynamic / JIT

Scan & disassemble
executable pages

XOR EAX, EAX
RET

MOV ECX, 3
RET

SUB ECX, EBX
RET

Construct on-the-fly
code reuse payload

Code Reuse 
Shellcode

1 2

Execute attack
payload

DEFENSES Prevent code pointers from 
being disclosed
[32] Readactor (indirect)
[31] Readactor++ (indirect)
[10] Oxymoron+ (direct)

Prevent executable memory
from being read/disclosed
[31/32] Readactor(++) #

[11] XnR+

[50] HideM+

Prevent disclosed executable memory 
from being executed
[35] Isomeron+# (randomize execution paths)
[144] Heisenbyte+# (destructive code reads)
[162] NEAR+# (destructive code reads)
[111] BGDX+# (destructive code reads)

+ - protects close-sourced COTS binaries# - handles dynamic JIT code

Find usable code reuse gadgets Build payload and execute
Typical

dynamic 
code reuse 

attack

ATTACK
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MMU

94 C3 00 00
00 30 00 00
...
33 C0 
FF 24 85
00 01 00 00

0x100:
0x104:
... :

0x200:
0x202:

jmp 0x100[eax*4]

Instruction 
Pipeline

Physical Memory

CPU

0x0000c394
0x00000300
...
xor eax, eax
jmp 0x100[eax*4]

Raw Bytes Disassembly

1

2

3

Instruction Fetch
Mem Load/Store

Memory intended as code

Memory intended as data

EIP: 0x202



MMU

94 C3 00 00
00 30 00 00
...
33 C0 
FF 24 85
00 01 00 00

0x100:
0x104:
... :

0x200:
0x202:

jmp 0x100[eax*4]

Instruction 
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PhysMem

CPU
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...
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Memory marked as 
execute-only

MMU

FF C3 00 00
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...
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0x100:
0x104:
... :

0x200:
0x202:

CPU
4

94 C3 00 00
00 30 00 00
...
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FF 24 85
00 01 00 00

MMU

FF C3 00 00
00 30 00 00
...
33 C0 
FF 24 85
00 01 00 00

0x100:
0x104:
... :

0x200:
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CPU

5

94 C3 00 00
00 30 00 00
...
33 C0 
FF 24 85
00 01 00 00

0x1100:
0x1104:

... :
0x1200:
0x1202:

6

FF FF

(a) Memory read of execute-only memory detected (b) Destructively read executable memory (c) Shellcode uses executable memory read earlier

0x1100:
0x1104:

... :
0x1200:
0x1202:

EIP: 0x202

Shellcode
0x100

EIP: 0x100

Executed:  inc ebx
Desired:  xchg eax,esp
      ret
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Hades (this work) [142]

SCRAP (JOP), 2013 [73]

Android malware 
detection, 2013 [36]

Traditional AV software [141]

Function-level, since 2007 [109]

System-calls,
since 1996 [46, 93, 133]

Content-based,
since 2003 [82, 91, 156]

kBouncer (ROP), 2013 [107]

Runtime heuristics 
(shellcode), since 2007 [114, 113]

NumChecker (rootkit), 2013 [157]
Architectural events,

since 2011 [92]
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