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Abstract

Behavior-based Email Analysis with Application to Spam Det ection

Shlomo Hershkop

Email is the \killer network application". Email is ubiquit ous and pervasive.
In a relatively short timeframe, the Internet has become ievocably and deeply
entrenched in our modern society primarily due to the powerfats communication
substrate linking people and organizations around the gleb Much work on email
technology has focused on making email easy to use, pernmgia wide variety of
information and information types to be conveniently, relbly, and e ciently sent
throughout the Internet. However, the analysis of the vastterehouse of email
content accumulated or produced by individual users has reiwed relatively little
attention other than for speci c tasks such as spam and virusgtering. As one paper
in the literature puts it, "the state of the art is still a messy desktop” (Denning,

1982).

The Problem: Email clients provide only partial informatian - users have to
manage much on their own, making it hard to search or prioritie large amounts
of email. Our thesis is that advanced data mining can provideew opportunities
for applications to increase email productivity and extracnew information from

email archives.



This thesis presents an implemented framework for data mimg behavior
models from email data. The Email Mining Toolkit EMT ) is a data mining toolkit
designed to analyze o ine email corpora, including the ente set of email sent and
received by an individual user, revealing much informatiombout individual users
as well as the behavior of groups of users in an organizatiod.number of machine
learning and anomaly detection algorithms are embedded imeé system to model
the user's email behavior in order to classify email for a vty of tasks. The work
has been successfully applied to the tasks of clustering addssi cation of similar
emails, spam detection, and forensic analysis to reveal onfmation about user's

behavior.

We organize the core functionality oEMT into a lightweight package called
the Proling Email Toolkit ( PET ). A novel contribution in PET is the focus
on analyzing real time email ow information from both an indvidual and an
organization in a standard framework.PET includes new algorithms that combine
multiple models using a variety of features extracted fromneail to achieve higher
accuracy and lower false positive than any one individual nadel for a variety of

analytical tasks.
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CHAPTER 1. INTRODUCTION 1

Chapter 1

Introduction

1.1 Email Communication

Email is one of the most popular forms of communication todayThe surprisingly
fast acceptance of this communication medium is best exemetl by the sheer
number of current users, estimated to be as close to three qteas of a billion indi-
viduals, and growing (IDG.net, 2001). This form of communation has the simple
advantage of being almost instantaneous, intuitive to useand costing virtually
nothing per message.

The current email system is based on the SMTP protocol RFC 82dnd 822
(Postel, 1982; Crocker, 1982) developed in 1982 and extedde RFC 2821 in 2001
(Klensin, 2001). This system de nes a common standard to uei the di erent mes-
saging protocols in existence prior to 1982. It allowed usethe ability to exchange
messages with one another using a system based on the SMTPtpcol and email
addresses. These protocols allowed messages to ow from aser to another,

making it practical and easy for di erent users to communicte independent of the
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service-provider or the client application.
In 1982, Denning (Denning, 1982) wrote about the problem ofasking with

email, asking

"Who will save the receivers from drowning in the rising tideof infor-

mation so generated?".

The organization of email les was never adequately address$ by the design-
ers of email client applications. File organization for hding email message stores
has not substantially changed in the last 25 years. Emailsifthe most part are held
in data les or folders with no structured relationship (at les), making anything
more than a keyword search very slow. Users may choose to movessages into
time-ordered sub-folders of related messages. Studiesdatown that typical users
quickly generate anywhere from tens to hundreds of folders & relatively short
amount of time. Finding a particular past message across tbe sub-folders can
easily turn into a daunting task. Not only is the email the sulect of search, but
also the folder in which it might have been placed! Within thee at le folders,
attachments are encoded in MIME format making analysis of gthing other than
simple lename close to impossible. Recent tools have beeglaased which allow
indexing and searching local data including emails and paof attachments. How-
ever, there are no widely available email applications witmechanisms to compare
two attachments.

Above and beyond simply sending messages, studies have shdvat many
users have quickly adopted email to a variety of tasks incling task delegation,
document archiving, personal contact list, reminder and keduling (Ducheneaut

and Bellotti, 2001; Whittaker and Sidner, 1996). For examg, a typical users will
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use their INBOX or main message area, as an active "to-do listleaving current
messages on the top of the list . Even for well organized use&rso always maintain
past messages in appropriate sub-folders, there remainstpossibility of down-
time, and hence, over a relatively short period of time, buts of email can quickly
accumulate making organization of these new messages a skowd di cult task
(Mackey, 1988).

In addition to these organization issues, the Achilles heef the current email
system is its relative ease of abuse. The protocols were lmhea: the assumption
that email users would not abuse the privilege of sending neages to each other.
The misuse and abuse of the email system has taken on many feraver the years.
Typical misuse include forged emails, unwanted emails (sp&, fraudulent schemes,
and identity theft and fraud through \Phishing" emails. Abuse includes virus and
worm attachments, and email DOS attacks. The common denonator among all
these categories is they exploit the email system's lack afrdrols and authentica-
tion of sender and recipient (an inherit problem in a decendilized system). Email
is not permission based, and one can simply send a messagé&aovit prior approval.
Users should not be expected to pay a repair bill for simply @ming an email which

seemed to have originated from a friend's email address, sfped by an abuser.

1.1.1 Problem Statement

Email has seen explosive growth of usage in the last twentye years. As such, there
are issues and problems facing a system that has not kept adse of technological

developments.
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1.1.1.1 Information Overload

The combination of low cost, high bandwidth Internet conndwns, the decline of
the cost per megabyte of storage, and the growth in the numbef email users, has
resulted in an explosion of email data per user. Sorting thugh all of this data, and
separating the good from the bad, is a daunting task. With hudreds of messages,
kept in tens or hundreds of folders, sometimes across di eeemail accounts, this
is close to impossible. If the current trend continues, usewill need a fast way
to organize, prioritize, and search their email archives anof understanding the
underlying data. Furthermore, the current set of email cliets provides no facilities
to manage and analyze increasing attachment sizes with vadi formats, types, and
many copies of edited versions of the same attachment.

To put this in perspective, some medical professionals arew using email
to communicate with their patients. Especially with the rie of '‘Boutique Doctors'
patients are paying extra to have constant attention (Zuger2005). This may create
a liability issue in the near future; if a doctor does not respnd to an emergency
email request in a suitable time frame and patient care is acted. The lack of
a timely response may be treated as an act of indi erence, oronse an act of
incompetence. This is not an impossible scenario, either da@ise a spam lter
misclassi ed the patient's message, or because the ood ohwanted messages

prevented the doctor from seeing the email on a timely basis.

1.1.1.2 Message Handling

In most current email implementations, the user has almostacontrol over which

messages enter and exit their email account. A limited amounf control is some-
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times provided through the use of client side Iters or rapity clicking on the delete
key. Many available Iters are either hard coded rules, or Biple pattern matchers,
directing messages to speci c folder destinations (Cohen &., 1996; Diao et al.,
2000; Provost, 1999).

Some recent progress has been made on automatic methods tip llee user
select folders through helpful suggestions (Crawford et.a2001; Segal and Kephatrt,
1999). But both works treat this approach as a simple text cksi cation problem
and do not consider the overall picture of the user's usage tife email system.
In addition, some of the lters operate on a rule-based syste and need to be
frequently updated with new rules to remain e ective. Anecdtal evidence from
the security domain has shown that this updating phase is theeakest link in the

chain of protection.

1.1.1.3 Message Analysis

When analyzing large sets of emails or attachments generdtby a single user or
group of users, the common approach is to treat the problem &sthe data was
one large email box. The most sophisticated analysis is towd of the number
of messages in a user created sub-folder. Basic at searclaesl name, date, and
topic sorting are the most commonly available functions. laddition, current email
clients have no analysis tools for quickly analyzing past resages or attachments
within a user's email box. Pro le views of the data for di erent tasks should be
made available to the user, to enable them to understand a nsage in its historical
context. For example an automatic list of emails which haveat received responses

can be generated for the user to show them any 'open issuestyhmight have in
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their email box.

Researchers at Microsoft have also begun to work on analyginser's email
behavior. The Lifebits project (Gemmell et al., 2003; Aris teal., 2004; Gemmell
et al., 2004) includes email as an important source of infoation to create new
views to a user of their own historical data.

In addition to the issue of managing large stores of emailsrfanalysis there
is the problem of noise in the data. The propagation of spam exh has increased
in noticeable proportions for the last few years (Postiniam, 2004; CDT, 2003).
Junk mail has evolved since the introduction of email, from éing an occasional
annoyance to a veritable ood. The background ood of spam igstimated at
between 60 and 80 percent as reported by some ISP's (Posttoin, 2004; Leyden,
2003). This is e ectively a DOS attack against the email infastructure. Even with
good lters in place, there are messages which are misideet as either good or

unwanted, which make the analysis of speci c folder conteritarder to accomplish.

1.1.1.4 Protection

Email is a convenient medium to share les as attachments wit other users in
a group. Malicious attachments propagating viruses or worsnare creating havoc
with the email system and wasting email and IT resources. Crant email service
providers utilize one or more integrated anti-virus produss to check and identify
malicious attachments. Most current anti-virus products wrk on the basis of signa-
tures. Experts encode unique signatures to identify maliwus programs. Typically,
these signature databases are updated weekly, daily, or myudepending on the

speci ¢ product and con guration. The advantage to a signatre-based system is
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the low false positive rates. Because signatures match ekgatterns, they can

detect known viruses with very high level of con dence. A stmg shortcoming to
this system is that they are based on known virus signatureand as such, cannot
detect unknown or new malicious attachments, i.e. they do nsolve the zero-day
virus problem. Substantial research on using heuristics dmmachine learning algo-
rithms to learn virus patterns has been explored (Kolter and/ialoof, 2004; Je rey

O. Kephart and White, 1993; Schultz et al., 2001b; Tesauro etl., 1996), but slow
to propagate to common deployment.

Forged emails represent another side of the same problem. cBese the
current email system implementation does not explicitly inlude any authentication
mechanisms, emails can be easily forged at least on the sué#evel. A recent story
highlighted this exact problem; multiple security warning containing malicious
attachments disguised as updates originating from the Miosoft security group
were sent out. It was so believable that it was even mistakgnposted to BugTraq,
a highly respected security mailing list, as a recommendegdate.

Finally, like credit card users, email users typically havenultiple email ad-
dresses or aliases for their di erent needs. In addition, ev time, user typically
change email accounts, as they switch jobs or internet serei providers. Currently,
there are no systems to pro le the user on one account and agpthis pro le to
a new or shared account to provide fraud and misuse proteatio Fraud detection
successfully applied to both credit card and cell phone useg (Stolfo et al., 1996;
Chan and Stolfo, 1998; Cahill et al., 2000; Hollmen, 1999) sianot been applied
to email accounts. On both the client and server level, beingble to detect a

fraudulent email would mitigate some virus attempts and preent email identity
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theft.

1.2 Email Modeling

Our thesis is that advanced data mining and machine learningechniques imple-
mented for email analysis can provide the infrastructure ebling a new generation
of applications that help in solving many of these problems.

In this thesis, we show that a user's email archive can be uséd model
the behavior of a user to protect their email account from mise and abuse. We
describe an implemented system for mining email data to bdila diverse pool of
models based on behavior. We present our results in the domaif spam detection.
To show the general utility of the approach we also describdné¢ use of the same
methods in the framework of a forensic investigator dealingith large amounts of
unclassi ed and or unknown emails.

The functionality provided by EMT 's behavior-based models can provide
new capabilities to increase the productivity of users wheprocessing their email.
This would reduce the information overload by providing adanced search capabili-
ties for emails and attachments, provide automatic categimation using behavior as
an organizing principle, and permit advanced automatic agsis to reveal typical
behavior that is useful in detecting abnormal email indicave of abuse or misuse.

EMT has an implemented an anomaly detector, priority mechanisnemail
le system organization, and email classi er. We describeur system to combine
these new models alongside traditional information retn@l models to augment
email protection. We show how these techniques have utiligver the current state

of the art, and show why and how these models can be used in atlag@plications.
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1.3 PET: an Automatic Behavior Modeling Toolkit

EMT has been developed over time by a team of researcheeAT primarily was
designed for an analyst interested in studying email archeg for any purpose. In
our thesis we have designed and fully implemented a new emelient application
for end users of email. The Pro le Email Toolkit PET ) utilizes EMT as its core
engine, but provides very speci ¢ new features to demonstethe power of email
data mining.

PET extends the current email client application from being a siple reader
application to a more robust analysis tool. In particular, he task of Itering out
unwanted messages can be easily achieved if one were to usaweral models to
learn which messages are important to a particular user andmeh are not. It also
allows the user to perform clustering of similar email and oedering email based
on a novel priority scheme modeled on past behavior. A moretdded description
of this scheme and exact de nition of similarity is addresskin Chapter 7.

PET includes many of theEMT functions, wrapped in a real-time package.
PET is implemented as an interface to Mozilla's Thunderbird emhclient and a
detailed description is provided later in this Thesis.

Here we outline the core features and functions provided B§ET . Screen
shots are provided in Appendix A to display the user presentan of the new email

client. PET is also available for downloading by contacting the author.

1.3.1 Data Organization

Most email clients store the email data in some form of a contious at le.

We have redesigned this standard storage model to make it easto access and
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analyze the email data. Email data is stored in an underlyinglatabase scheme,
which we describe in section 5.2. This allows the system toigkly nd an email
and also build new models based on historical email data. Indition, PET can be
con gured to only index the client side email data and keep lsac statistics over the
data it has seen. This con guration has the advantage of latig the client email
system manage the email storage allowing client design clg@s to not a ect the

PET system.

1.3.2 Priority Reorganization

Functions embedded inPET , and hooked in the client side application, allows
the user to reorganize emails based upon the user's prior laglor. This feature is

described in Chapter 7.

1.3.3 Information Retrieval Models

In addition to behavior models, we also embed a set of standamformation Re-
trieval models in PET to allow the user easily train a classi er or combination
of classi ers over some subset of the emails, and automatigaclassify incoming
emails. These classi cation models can either be used forigmitizing email or for

the user's \acceptance criteria", discussed in Chapter 3.

1.3.4 Behavior Models

We provide a brief overview of the underlying analysis of thenodels provided by

EMT and embedded inPET .
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Stationary User Pro les - Histograms of past activity are used to model the
behavior of a user's email account over time. Histograms cdoe compared
to nd similar behavior or abnormal behavior within the sameaccount (be-

tween a long-term pro le histogram, and a recent, short-ten histogram), and

between di erent accounts.

Attachment Statistics - PET runs an analysis on each attachment in the data-
base to calculate a number of metrics. These include birth teg lifespan,
incident rate, prevalence, threat, spread, and death ratelhey are explained
fully in (Bhattacharyya et al., 2002) and in section 3.3 and & used to de-
tect unusual attachment communication indicating securit breaches or virus

propagations.

Similar Users - User accounts that may behave similarly may be identi ed by
computing the pair-wise distances of their histograms (e,ga set of spam
accounts may be inferred given a known or suspect spam accoas a model).
Intuitively, most users will have a pattern of use over timewhich spamming
accounts will likely not follow. (Spam bots don't sleep or édaand hence
may operate at times that are highly unusual.) Thus it provigs one way of
identifying email senders who behave like spammers, allogifor example an

analyst to quickly weed out potentially uninteresting target emails.

Group Communication (Cliques) - Graph-based communication analysis iden-
tify clusters or groups of related email accounts that freqntly communicate
with each other. This information is used to identify unusubemail behavior

that violates typical group behavior. For example, intuitively it is doubtful
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that a user will send the same email message across all of ttsgicial groups.
Even social announcements (wedding or deaths) typically ernot sent to
everyone in one's email contact list. When some legitimatevent does occur
and an email is sent across cliques, one would like to be abdeatutomatically
reference such events when analyzing archived data. From @suose detection
point of view, a virus attacking an email account book wouldwely not know
the social relationships and the typical communication paérn of the victim,
and hence would violate the user's group behavior pro le ift ipropagated

itself in violation of the user's "social cliques".

Cligue violations may also indicate internal email secumt policy violations.
For example, members of the legal department of a company rhigbe ex-
pected to exchange many Word attachments containing patergpplications.
It would be highly unusual if members of the marketing depament, and
HR services would likewise receive these attachment®ET can infer the
composition of related groups by analyzing normal email osvand comput-
ing cliques, and use the learned cliques to alert when emaimlate clique

behavior.

Recipient Frequency - Another type of modeling considers the changing condi-
tions of an email account over sequences of email transmiss. Most email
accounts follow certain trends, which can be modeled by somederlying dis-
tribution. As an example of what this means, many people witypically email
a few addresses very frequently, while emailing many othargrequently. Day
to day interaction with a limited number of peers usually reglts in some pre-

de ned communication patterns. Other contacts communicad to on less
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than a daily basis have a more infrequent email exchange be&la. These
patterns can be learned through the analysis of a user's erarchive over a

bulk set of sequential emails.

Every user of an email system develops a unique pattern of eim@mission
to a specic list of recipients, each having their own frequeey. Modeling
every user's idiosyncrasies enables tHET system to detect malicious or
anomalous activity in the account. This is similar to what h@pens in credit
card fraud detection (Chan and Stolfo, 1998; Fawcett et al.1998), where
current behavior violates some past behavior patterns. Chges in usage

patterns are discussed in 5.4.5 and 3.2.5.

VIP Users - The recipient frequency analysis identi es the relativemportance
of various email users. By extending the analysis to compute "weighted
response rates” to a user's typical recipients, one can leathe relative rank
ordering of various people. Within the same organization,otwhom a user
responds immediately to, are likely important people to elter the user or the

organization.

Besides this rich collection of email user behavior used BT , which do not
rely upon any content-based analysidf2ET also provides the means of statistically

modeling the content of email ows. Several of these are debed in Chapter 3.

1.4 Contributions of this Thesis

This thesis builds upon our earlier work oEMT and makes ve additional contri-

butions to the eld of Data Mining and the related eld of Information Retrieval.
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We brie y summarize these contributions as follows:

Email behavior models - We present new models to represent email usage. These
models represent past usage patterns and calculate currguattern deviations
using standard metrics. The types of models and pattern callations are de-
scribed in Chapter 3. Our research shows that unwanted meges can be

detected by considering only the behavior of the email user.

Behavior Proles - We develop the concept of a behavior data structure which
stores the user behavior in a compact representation. Thepresentation not
only allows behavior comparisons to be done e ciently, but B0 allows a user

to port their behavior pro les between machines and accoust

Framework for mining email data - We present a data base back-end to store
and analyze email data. The advantage of the database le dgm is that it
is both fast and scalable. It allows individual features fostatistical analysis
to be quickly and easily calculated without having to procesall the data

sequentially with a custom built application.

Automatic message prioritization - We introduce a novel scheme to prioritize
messages in an email collection based on past behavior in @te 7. The
user's own behavior can be used as an indication for which reages and users
are more important and hence®ET reorders the list of emails based on this

criteria.

Spam classi er model combinations We have developed a novel scheme for
combining various spam classi ers to achieve higher detéat and lower false

positive rates. The combination mechanisms are described Chapter 4.
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1.5 Guide to the Thesis

The remainder of this thesis is organized as follows:

Chapter 2 examines the basic email information organizatip modeling and
classi cation, and Itering techniques. We examine the cument state of the art of
the research literature in each of the topics, and enumeratee current available
implementations.

Chapters 3 through 7 discuss how to model email ows, how to otine
models, and how to use them to organize email.

Chapter 3 describes how email is actually represented in thederlying im-
plementation and gives an overview of the machine learnindgarithms used in the
system. We present the di erent types of models and comparbém to one another.

Chapter 4 gives the theory behind the methods for combininghe email
models. We review current literature and theory to show howhis is novel, and
how it has been applied to email data.

In Chapters 5 and 6, we discuss the implementation &ET and the un-
derlying modeling systemEMT . Chapters 8 and 9 evaluate the models in use in
real-world scenarios, discuss the results and o er some ctsions.

EMT an automatic email mining toolkit is described in Chapter 5Chapter
6 covers the main contribution of the thesis, with the desigof a pluggable data
mining toolkit for an email client. We have implemented it sgci cally for Mozilla
Thunderbird but this can be extended for any client. We detdithe setup and
organization of the application.

In Chapter 7, we develop the notion of how to group similar enila We de ne

what similar means in di erent contexts and how to use it to rerganize groups of
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email messages.

Chapter 8 describes the email corpus, and presents the reswf our experi-
ments over the data for the task of spam classi cation. We résw the performance
of di erent models and di erent combinations of models.

Chapter 9 concludes the thesis with supporting materials,na reviews user
needs in email data mining and hoWwET is able to ful Il these needs. We discuss
the implications of the thesis and recommend areas for futeiresearch to broaden
the scope of the thesis and its possible application to forgin and behavior appli-
cations.

Appendix A contains screen-shots of the actudMT application. We will
make reference to this section throughout the thesis.

Appendix B contains a description and outline of the email paer engine.
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Chapter 2

Background

This chapter presents background literature on the areas ofganizing, classifying,
and prioritizing emails. We also provide background on the athine learning models
elaborated more fully in Chapters 3 and 4. Once the current ate of the art is

presented, we outline the goals of a complete system addregsthe shortcomings

of current email clients and illustrate the ideas in the sulejuent chapters.

2.1 Mail Organization

Research on how to e ectively organize email stores has nottracted a lot of
attention in the research community. A survey of email clietls show that for the
most part they do nothing more than store emails as at les, vith the exception
of using indexed data structures for faster retrieval (Gras 2002).

Piles is a proposal for visually organizing email stores in pilemstead of
folder hierarchies (Mander et al., 1992)PostHistory allows individuals to explore

their email archives over time with a unique visual approackViegas et al., 2004).
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Other work has proposed using treemaps (Fu, 2003), self-argzing maps (Keim
et al., 2005), and timelines (Mandic and Kerne, 2005) in a sitar fashion. Visual
manipulation of an organizing folder is interesting but thescheme might not scale
to the amount of messages in a typical folder (i.e., piles cagrow very high and
deep). It has been found that as the number of messages grothg, folder approach
seems to degrade quickly (Whittaker and Sidner, 1996). Vially summarizing the
contents of a folder would be a useful tool for any email user.

Lifestream is a proposal to organize personal data including email as iane-
ordered stream of information (Freeman and Gelernter, 1986as an alternative to
the primary metaphor of directory or folder organization. e authors point out
that directory organization is inadequate for organizing lectronic information and
an alternative principle has not been implemented by any miaclient vendors. An
interesting observation made in (Fawcett and Provost, 1997s the fact that there
IS no reason an electronic message cannot be associated toentban one folder
(without maintaining multiple instances). We will expand a this later in section
54.1.

This thesis di ers from the work on life-streams in several ays including the
use of an underlying database as opposed to at les, and thesa of the behavior
models. The power of an underlying database provid®ET with an easy means of
representing data in a more exible and e cient manner, but dso allows a variety of
models to be readily implemented in the style of OLAP. Furthemore, PET reveals
information about a user's behavior in far more detail than Wat is available by
Lifestream. This is discussed in detail in Chapter 5.

REmail is an IBM prototype for reinventing email (Rohall et al., 203; Kerr
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and Wilcox, 2004). Research done has been applied to IBM'stue email client
(IBM, 2005). Although Lotus does have an underlying databa&sdesign, most users
do not have it deployed on their personal machines and are na$ familiar with its
design and use.

Some of the literature have argued (Boardman et al., 2002) d&h solutions
must encompass other tools outside of the email box. Persomaformation Man-
agement (PIM) tools try to bridge the gap between email, scldeiling, and other
available tools. We believe that there is still much innovabn that needs to be done
before we can abandon the email box. Since users do spend sahntime reading
and answering emails, we need to augment the INBOX to provideore information

to help the user without adding to the problem.

2.2 Message Prioritization

Message prioritization refers to the task of reordering a gup of messages into an
ordered list relevant to some ordering. In general most enmhailients will order
messages by timestamp, with newest messages either rst asf. Some clients also
allow user to order messages by sender's or recipient's einsuibject line, and size.
Multiple studies of user email habits have shown great disgpancies between
the types of users and how they maintain order in their mail bo(Mackey, 1988).
An overview of di erent surveys is given in (Cadiz et al., 200). Their conclusions
are that users use email clients for all types of tasks in ttredaily routine outside
of the basic send and receive model of message exchange. Haurhore, (Cadiz
et al., 2001) studied the a ects of how threaded messages cha used to dealing

with email backlogs while the user is away from the system far prolonged period
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of time. They concluded that threading was helpful in dealig with the deluge of
emails by helping the user focus their attention to more imptant messages rst.
Prioritization would allow messages to be reordered by imp@ance accomplishing
the same without having to learn the subtleties of a clusteng system.

Work by Horvitz et al (Horvitz et al., 1999) studied the prioritization problem
from a cost of interruption point of view. Using a set of emaimessages labeled by
each user as important, they trained an SVM classi er (Vapi, 1995) and ordered
new messages based on how con dent they were that they matdhgreviously seen
messages. Their goals was to decide if to interrupt the uséainew message arrives,
based on the importance of the trained classi er. Becauseithis based on trained
classi ers, it can only generalize to classify message bds® a snapshot of current
messages, and would have to be retrained over time, to learam behavior of each
user.

Using software agents in reducing information overload isentioned in (Maes,
1994; Gruen et al., 1999; Lashkari et al., 1994). The apprdaases a memory based
learning approach (Stan Il and Waltz, 1986) to learn appropiate email based tasks
such as reminders, sorting, and action suggestions. But lmey basic prototypes,
user agents still present many problems before they can betwaly implemented
for users to use in every day tasks (Nwana, 1995; WooldridgadaJennings, 1995).
Our approach di ers in the fact that we do not aim to replicatea user, but rather
enhance the email experience with email client augmentatis.

Studying mail servers on how to predict spam messages andraduce delays
so that non spam messages are delivered more quickly is an @aeh taken by

(Twining et al., 2004). Although a very promising approacha reduce server loads,
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it ultimately ends up delivering the spam messages albeit thi some calculated

delay, leaving it as a problem that the end user needs to adde

2.2.1 Threading

Threading messages, has been used for years by newsgroudeesaas a way of or-
ganizing message topics. They are usually based on linkingogect lines or looking
at the message 'reply-to' id in the email header eld.

Recent work by (Venolia and Neustaedter, 2003; Kerr, 2003nwisualizing
conversation threads are excellent propositions, once anportant or relevant email
has been located. If the user has a few hundred messagesrsittin the INBOX,
without priority reorganization, picking the start or midd le of an interesting thread

is not an easy task.

2.2.2 Reordering

ClearContext Inbox Manager for Microsoft Outlook has an adan program to the
Microsoft Outlook email client that features di erent organizational tools. They
have implemented some priority tools, but do not provide mut information on
the underlying technology. They estimate contact priorityby using volume as an
indication of importance. We have a more sophisticated mobsee Chapter 7), but
can not directly compare the two technologies as they do noistlose much detalil
about their implementation.

Related to email organization is work on automatically orgaizing voice mail
messages in (Ringel and Hirschberg, 2002). They use a ste@t of past messages

to learn features and try to prioritize voice mail messagesased on those features.
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Our work di ers in that we are using a rolling model over time,allowing messages

to shift priority as new behavior is observed.

2.3 Email Classi cation

One way to help the user organize email is to have the emailasit automatically
either discard or move messages into speci c folders for thser's convenience.

One of the earliest systems (Pollock, 1988), calld8CREEN, had a rich set
of rules and policies to allow the user to create rule sets tahdle incoming emails.
Ishmail (Helfman and Isbell, 1995) helped organize messages, byogsoviding
summaries to the user on the status of what and where groups iméw messages
where being moved.

Related to rule-based systems, work studying outgoing enhaaws that may
violate hard-coded policy rules are presented in (Lee and iRa 2003; S.Vidyaraman
et al., 2002).

The underlying technology here is the rule-based systems.h@y make the
assumption that all new emails can be classi ed by some setroies. The problem
is two-fold. First, all the rules must be speci ed by the usernot an easy task for
many users. Second, and more importantly, the rules must berstantly updated
by the user since unwanted email authors would presumably [@ble to test their
technology against an installed rule system, and adopt. Wedgocate a system of
automatically learned models from past behavior (the subge matter of this thesis)
rather than a rule-based system for a targeted task. For exate for automatic
prioritization, or to automatically archive speci c types of emails (e.g. conrma-

tions of receipt of an email) would be an ideal task for autonti@ models. Fraud
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detection using customer pro les are currently in use in theredit card domain and
cell phone systems (Hollmen, 1999; Fawcett and Provost, I89Cahill et al., 2000).

As of yet, they have not been applied to the email domain.

2.3.1 De ning Spam

Email today is not a permission-based service, yet one maysave and model the
individual user's behavior to calculate a prediction of hova user would treat a spe-
ci c message. Computer algorithms can learn what types of eifs the user opens
and reads, and those which he/she immediately discards. Fekample, electronic
bills or annoying forwards from friends might be unwanted, it they are not spam
if the user reads them and sometimes responds. Those ema#dséha clear source
marked on the email and a relatively easy method will stop tlee emails (by spec-
ifying a simple Iter rule) from reoccurring if the user so dsires (block forwards
from user X).

For the day-to-day usage of email the biggest challenge fagiusers is recog-
nizing and dealing with misuse and abuse of emails. In genktiais means dealing
with unwanted messages, which can quickly grow and overwhelmost users. To
deal with this problem, many systems are implementing spamiters to automati-
cally move all spam messages to special spam folders.

Informally, most users seem to agree on which of the email rsages they
would classify as spam. They can identify spam messages witlh having to actually
open and read the message, so why shouldn't computer algbnts be able to do
the same? The envelope of the email plus the user's past beioawshould provide

su cient information to decide that an email is unwanted and can be comfortably
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Itered.
In a general sense, there has been a weak consensus in tharelsditerature

for an acceptable de nition of spam. We employ a simple de tion of spam:

Spam - is all email the user does not want to receive and has not aski receive

(Hershkop and Stolfo, 2005b).

Thus, spam is in the eye of the beholder, and is therefore alhwanted
emails that the user cannot easily stop from receiving. (Weistinguish this from
email the user would rather have not received but accepts angy.) Some of the
recent literature has correctly arrived at the same de niton, but also include UCE
(unsolicited commercial email), which only includes a smigbortion of the overall
spam problem.

Why does spam exist? Email is a very cost e ective method of mieeting
legitimate products or services to millions of users. Physl bulk mail per recipient
costs are substantially higher (about 100 times higher) tmeemail advertisements
(Mangalindan, 2002). At the same time, email can also be uséadl conduct scams
and con dence schemes to steal information or user identis (Krim, 2003; Cranor
and LaMacchia, 1998). Although only a minute percentage ofr&il users respond to
spam messages, given the low cost of distribution, it is engluto fuel the popularity
and existence of spammers and spam messages (Sullivan, 2003

Note, that the de nition of spam is entirely divorced from the actual se-
mantics of the email message or the number of recipients ofetimessage. Current
literature focuses the de nition of spam relying on the comnts of the email mes-
sage, and upon the frequency of re-occurrence of the same iémassage or body

text among groups of users. Generally the current work de rsespam to include



CHAPTER 2. BACKGROUND 25

unsolicited advertisements (CDT, 2003; Hall, 1999; Kolczna Alspector, 2001;
Manaco et al., 2002) , fraudulent messages (Mertz, 2002; Higo and Sanz, 2000;
Drucker et al., 1999) , and adult content (Provost, 1999; Sami et al., 1998) emails.

Although all these de nitions may be acceptable, all of thes are content-
based de nitions whose category depends upon the meaningtbé message but
which is unknown to the lter. Deriving the meaning of an indvidual email is a
di cult problem complicated by the fact that most messages & very short and
hard to understand as a standalone document. The literaturevill usually include
a notice by an author that their de nition of spam is somewhatarbitrary based on
individual users' interpretations of the contents. Our denition does not have the
limitation of content, as it is de ned in a sense on a per userdsis, and is based
upon the user's behavior, as we shall explain fully later.

It is important to note that spam is not only annoying to the individual user
(Fallows, 2003), but also represents a security risk and ag'ce drain on the system.
By weeding out spam from the email stream, the user is once agampowered to
use their email for what it was mean to be, a personal commuaiton tool.

Much attention in the recent research literature has focuseon the email
spam problem. The current state of the art of anti-spam reseeh and solutions are
for the most part ad hoc e orts concentrating on speci ¢ area of the problem. No
formal study of the entire problem and solution set has beerrgposed except for a
recent report outlining some data mining issues (Fawcett,003). We now outline
current e orts and the state of the art of Itering unwanted messages. Current
solutions can be outlined as detecting and Itering email sggm from among the

normal emails. The solutions proposed can be divided intodbgeneral approaches:
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preemption, legislation, protocol reimplementation, anditering.

2.3.2 ldentity Protection

The rst is preemptive protection; putting the burden of protection on the user.
These methods (CDT, 2003) instruct the user to encode or hidleeir email address
in such a way so that spammers do not harvest their email addiges. For example

encoding "example@domain.com" as:

&#101;&#120;&#097;8#109;&#112;&#108;&#101,&#064,&#D;
&#111,&#109;&#097,;8#105;&#110;&#046,;&#099;&#111,&#D;

Other techniques suggested (Hallam-Baker, 2003) includbaosing unusual
email addresses, hiding them as graphics, and using mulgghrowaway or one time
use email accounts. Extend-able email addresses (Gabbeiakf 1998) is a related
solution, which works on the basis of adding a hash to the beging of the email
address and then hard coding rules as to what to do with each $ta For example,
Shlomo@cs.columbia.eduwould becomeShlomo+Xdf345@cs.columbia.eduwith
the email server responsible for delivering the message tetcorrect recipient, and
the end user running rules on how to treat each hash. An autorti@ system to
generate alias accounts, and to time bound them is proposed ((Gburzynski and
Maitan, 2004). Single purpose address (SPA) schemes encdltle policy in the
email user string to allow automatic policy enforcement (lannidis, 2003). In these
scheme the SMTP protocols remain the same, but the user gaitiee ability of
generating unlimited emails addresses.

We challenge the underlying assumptions that it is the uses'problem to deal

with the reality of spam and must accept inconveniences in @er to use the email
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system. This would be ideal if the level of spam was only for @ample two percent of
the total email tra c, not the ood that it is. Additionally i t forces users to learn
unusual email extensions and makes it hard to give out emaibldresses without
looking up an extension. A subset of this approach is also Imgy schemes that try
to encode email names on public Internet web pages in such aywhat make it
easy for users to see, but hard for spam programs to pick up. \Wee no reason
why spam bots can not be upgraded with some simple rules or OG&hniques to

recompose these hidden email addresses.

2.3.3 Legislation

The next approach proposed to dealing with the Spam problens iegislation. We
address this issue only because it is being actively debatadd pursued by a com-
munity who has the rather sobering view that no technologidaolution will su ce

to solve the spam problem (Weiss, 2003). Legislation aims solve the problem of
unwanted messages by creating laws governing the use of dmBRecent laws such
as Can-Spam (Controlling the Assault of Non-Solicited Powgraphy and Market-
ing Act of 2003) (U.S. Senate and House of Representative$02) have had little
e ect except to make it harder for legitimate advertisers ad mailing lists to send
out bulk email. Those who ignore the law will be happy to contiue ignoring the
law. Since going into e ect on January 2004, spam levels hamet in any way been
a ected or slightly increased (Gaudin, 2004; Fallows, 200%nd in fact, it actually

legalized certain forms of spam (Lee, 2005). Some feel, thetving additional laws
will just have the e ect of having the spammers send out emaffom servers that

are out of jurisdiction of the law.
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In addition, recent reports (ZDNet UK, 2005; Leyden, 2003)uggest 80
percent of spam is sent out from compromised hosts leavingetiguestion of who is
responsible still up in the air. Further laws might make ordiary people responsible

or their hijacked machine's spam behavior.

2.3.4 Protocols

The next solution that has been proposed calls for the overtibof the entire email
system transforming it into a permission-based system. Malg the assumption
that a new protocol might solve the problem once and for all,ebsigners have sug-
gested multiple ways to x all the security concerns and auténtication mechanisms
of the current system. The rst problem is that the current open email system is
very much entrenched, making it unrealistically hard to impement a new protocol.
Second, deploying a new system across the entire Internetthre foreseeable future
is a very hard task.

In this thesis we are only interested in those solutions whiavork within the
current SMTP protocols. There are many original solutionsd deal with the spam
problem that unfortunately require a complete overhaul oflie current protocols.
For example related to protocol changes, challenge-resgensystems try to make
sure a human is at the other end of a rst email from a new user. fat is a really
good idea, until one realizes that the entire Internet doesat necessarily speak or
understand the same language. For example, a user who wouldnivto register
a product through email, might have to contend with a challege in some foreign
language. This would also require some level of sophistimat from most users,

something hard to imagine given past performance on otherdenology issues.
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SPF (Lentczner and Wong, 2004) would add a caller-id like faae to email
servers. Ideally this would ensure the identity of the sendeHowever, protocol re-
design solutions are for the most part impractical at this piot, as the current system
is tightly integrated into many subsystems, and cannot be maced overnight. To
give a simple example, many sensors and appliances will semd alerts on the
network using the email protocol. Under SPF, these messagesuld be prevented
from being delivered, as they are not registered. Some of ttegger ISP's are try-
ing to adopt SPF as a spam solution, but SPF's own website clda states it is
only to prevent forged from lines in email headers, and not asmeans to address
all spam. In addition political issues between competing FSSPF solutions have
thrown other barriers in the way of implementation (TrimMail, 2005).

There are other proposals closely related, based on a paymscheme such
as HashCash (HashCash.org, 2002), BondedSenders (Bondadsr.com, 2005), or
email postage (GoodMail.com, 2003), which would make sendiemails a costly
billable service. The assumption is that by increasing theosts we can make spam
too costly to send from bulk mailers (Goodman and Rounthwadt, 2004). Related
to monetary charge, is a computational cost per email sent (frk et al., 2003). In
both schemes the current protocols would have to be redessggh Second, some of
the solutions would make individuals responsible for spaneist from their compro-
mised email address or compromised host machine on a mongtshion. This is a
problem since there is a breed of malicious programs whichrtupersonal comput-
ers into zombies. These zombies are used for various nefasigpurposes including
sending spam, which would leave the owners responsible fteetcost of sending

spam under some of these schemes. In framing the spam problenterms of dol-
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lars and cents makes the assumption that for the right pricespam can be o ered

to the end user (Fahlman, 2002; Dai and Li, 2004).

2.3.5 Spam Filtering

The last approach tries to Iter out spam email messages frome user's email box
by identifying which messages are likely to be spam and whielte not. There are
three popular methods for Itering out spam: white lists, back lists, content based
ltering, and various methods combining all three. Surveysan be found in (Diao
et al., 2000; Mertz, 2002; Pazzani, 2000; Massey et al., 20@Bang et al., 2004;
Allman, 2003; Sipior et al., 2004; Eide, 2003)

2.3.5.1 Lists

White lists are lists of allowable sources of emails which éhdestination node trusts
as a legitimate source of messages. These are usually im@stad at the client side,
though some have proposed using white lists at the gateway #single domain.
The destination node constructs the list at some point and ¢ends the list over
time. Many systems, such as Hotmail, automatically prompthe user to add new
(non white listed) email recipients to the list, as part of seding out each message.
This approach somewhat alleviates the traditional spam ptdem, as the
source email address in the spam is not usually a member of twhite list. In the
real world, setting up a good white list is not trivial, and in fact has a negative
impact on the convenience of using email. It is also easy fospammer to circum-
vent this Iter by spoo ng white listed email addresses in geeral and speci cally

between users in a single organization.
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Black lists are lists of those sources (usually IP addressnges or domains)
from whom the user does not wish to receive email. These lisise supposed to
represent known spam sources. For example, open relays dnese mail servers
that allow third-parties to send mail to any other third-party to essentially proxy
the identity of the originating site. Because of this anonymty, they are assumed
to be a frequent source of spam emails. These black lists ammpiled and distrib-
uted widely; if the source email originates from an ip addresin the black list, it
will be discarded. Example of such lists are spamhaus (Spaaus, 2005), dnsrbl
(DNSRBL, 2005), and spews (Spews, 2005). Although histogity most spam have
been traced to open relays, zombies now account for more th@@% of seen spam
according to many estimates (Leyden, 2003; Spring, 2005).

Systems such as Hotmail, allow the user to specify a list ofers to block,
and the list is limited to for example 256 email addresses. 8ause spammers
typically forge their source emails, this list quickly lls up and becomes ine ective
at stopping spam messages.

In real world deployment the black list technique has been gag negative
feedback as many people have found their email servers added black list for no
apparent reason (typically as a form of denial of service ascansequence of address
spoo ng). Especially on well-distributed black lists, theburden of proof is shifted
to the source user, basically making it almost impossible gorove their innocence.
For example, recently AHBL (AHBL, 2004) a popular black listsource, decided to
put all Spanish tra c on their blacklist (Knight, 2005). In a ddition to arbitrary
inclusion, these lists require frequent updates to keep thmacklists up to date and

thus su er from lag time vulnerabilities. This implies that there is a period of time
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when a new computer starts to send out spam, until the blackdis users will detect
and stop responding to that computer. In addition long term bservations seem to
imply that black lists are not careful about maintaining thelists over time to allow

legitimate users to use ip once used by spammers (Jung and, 2i004).

2.3.5.2 Filtering

We focus attention on content-based ltering, which has garered attention in the
popular media for being the next "all-inclusive” spam soldion (Graham, 2002).
Because most of the recent research on improving email cteas been the focus
of better Iters, we address them here in depth.

One of the most popular techniques has been to lter spam entsibased on
the textual content part of the email. There are two general @gproaches. The rst
uses hard-coded rules that are periodically updated for aray the user (Crawford
et al., 2001; SpamAssassin, 2003; Ahmed and Mithun, 2004)adh email is given a
certain amount of 'spam' points based on some rule set. If asg ¢ email exceeds
some arbitrary threshold score the system typically quaraimes it for later review
and deletion by the user.

An approach called collaborative spam detection (Gray and &ahr, 2004,
Kleinberg and Sandler, 2004) allows groups of users sharéomation about spam
content. For any message received, a local client or servdrecks a signature of
the message against a global server list to see how frequemé tmessage has been
reported as spam. If the message has been reported as spanvalaospeci ¢ thresh-
old, the user considers it spam. One way which these lists aseeded is by creating

millions of fake email accounts visible only to spam prograsnwhich harvest email
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addresses. Any message received by these addresses aresalahways guaranteed
to be spam. A shortcoming of this system is the susceptibpitto mimicry attack
when a legitimate message is sent to many of these fake emalbeesses. DCC
(Rhyolite Software, 2001) and Razor (Prakash, 2005) are twexamples of this ap-
proach.

There are dozens of commercial and open source spam lterisglutions for
either the client side, server side, or both using any comtation of the above men-
tioned approaches. Commercial solutions include most corencial email clients,
Symantec Brightmail, Postini, CipherTrust, and Barracudaamong others (Metz,
2003). Open source solutions include Bogo lter, CRM114 (Yazunis, 2003), DSpam,
Spamassassin (SpamAssassin, 2003), and Spambayes, amahgro (Asaravala,
2004). Some commercial solutions are designed to receive tiser's email rst and
then forward the email to the user as either labeled email (vich Itering rules
can be applied) or only spam free email. Examples are Spamd@worporate Email
Systems, 2002), Cloudmark, and BrightMail. The inherent dager to both content
privacy and false positives messages need to be considerét wxternal Itering

solutions.

2.3.5.3 Machine Learning Models

The second approach uses machine-learning models, leverggvork done on text
classi cation and natural language processing applied dictly to spam. A training

set of emails is created with both normal and spam emails, amdmachine learning
technique is chosen to classify the emails. For performanceasons, the usual

method is not to have an online classi er, but rather a preseb ine classi er,
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which automatically classi es the emails for the user behththe scenes based on a
static model.

Content-based lItering has been shown to be very accurate thi some ex-
periments claiming accuracy as high as 98.8% for certain dasets (Graham, 2002;
Yerazunis, 2004; Siefkes et al., 2004). These numbers do mdect two very im-
portant factors of the real world driven by the economics eayed by spam senders.
The rst is that the nature of spam content is dynamic and chages over time; it
is constantly being updated to re ect changing social normsThe second is that
there is a nancial incentive for spammers to circumvent thelters so that their
message can be delivered to end users. Filtering models lbhsa content alone
do not re ect the reality that spammers are clever enough anthave a nancial
motivation to adopt their messaging to avoid having their mgesages easily ltered.
We note, that independent tests do not always achieve suchghi accuracy numbers

in part to these factors (Snyder, 2004).

2.3.5.4 Content Based Features

Most Itering systems using machine learned models base ihéeature sets on the
actual contents of the message, either as a xed length woreetor or dividing the

text into tokens, and scoring the message by some model apglito these vectors
or tokens. Although usually not addressed by the literaturethe practice is to

sometimes ignore binary attachments or header data when dyaing messages. It
has been shown that header information is as important in ahaing emails as the
content (Zhang et al., 2004).

One of the earliest Iters based on machine learning modelsaw applied to



CHAPTER 2. BACKGROUND 35

email ames (Spertus, 1997) and spam (Sahami et al., 1998)al&ami et al proposed
using a Naswve Bayes model to Iter spam. For their model, thg used the 500 highest
frequency tokens as a binary feature vector, 35 hand-cradteule phrases, and 20
hand-crafted non-textual features such as the sender's dam. They make some
strong assumptions, which most of the early literature assues to be a true. The
rst is that spam can be detected based on textual content atee , just like any

other information retrieval task. A second assumption is tat they could make

broad generalities on accuracy and detection rates based their local corpus of
only 2500 emails.

Later work introduced the bag of words model (Androutsopouok et al.,
2000b; Androutsopoulos et al., 2000a), i.e., treating eacliord as a token, bas-
ing token probabilities on those found within the email bodyalong with adding
a cost associated with either deleting or marking emails apam. Comparison
between words and tokens has shown promise in estimatinggs (Peng and Schu-
urmans, 2003). Applying a mix of machine learning technigseincluding Nawe
Bayes (Pantel and Lin, 1998; Provost, 1999; Sahami et al., 98 Androutsopoulos
et al., 2000c; lwanaga et al., 2004) cost evaluation (Andrtaopoulos et al., 2000b;
Androutsopoulos et al., 2000a; Kolcz and Alspector, 200posting trees (Carreras
and Marquez, 2001), TF-IDF (Segal and Kephart, 2000; Coheri996), support vec-
tors (Kolcz and Alspector, 2001; Rios and Zha, 2004), geneadysis (Rigoutsos and
Huynh, 2004), hash values (Yoshida et al., 2004), trainingombinations (Sakkis
et al., 2001), statistical correlation (Gee, 2003), and cgpfex systems (Segal et al.,
2004) have all been tried. Even one-class detection, thattigining on only spam

examples has been attempted (Hershkop, 2004; SchneiderQ4£0



CHAPTER 2. BACKGROUND 36

Accuracy and recall results from the di erent experimentsn the literature
show promise (in some cases), but these lters are suscefilio attacks because
of one simple reason. They are all mostly based on the contemdf the message. A
spammer can with little work create millions of combinatios of messages without
using any of the tokens seen in past messages, as shown inl(H#&99). In fact this
is very close to what is known as mimicry attack in the secugtdomain (Wagner and
Soto, 2002). Although it is hard to judge if spammers have bedaking advantage
of this, one must make the assumption that eventually someerwill think of trying

it.

2.3.5.5 Non-content Features

An alternative to modeling the contents of each message, hbsen to study the
behavior of the messages. Looking at group communicatiorttachment ows, and
usage trends can all be used as features to help classify dmai

There has been some reported work on nding groups of emailars as dis-
cussed in our work and others (Stolfo et al., 2003b; Tyler et.a2003). ContactMap
(Nardi et al., 2002) is an application which organizes a visili representation of
groups of users, but does not consider the case of emails thay violate group be-
havior as implemented inEMT (Stolfo et al., 2003b). Finding connections between
messages based on content topics through threading has beatensively discussed
in (Vel et al., 2001; Vel et al., 2002; Murakoshi et al., 200Q;ewis and Knowles,
1997; Lane and Brodley, 1998; Cohen et al., 1996). These allepablished acad-
emic works, which have not made their way into common emailieht programs as

far as we are aware.
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Our work di ers than what is implemented in PEA (Winiwarter, 1999) in the
fact that their features are only based on the content of the gssages. In addition
they use an expensive \evolutionary algorithm" to model thgroblem. They also
rate documents based on past usage to some extent, but cortcate on how to
place messages into folders rather than utilizing it for o#r purposes. We note the
xation of ‘folder only views', which we will address later n section 5.4.1.

In short most of the current research in the domain of email Isabeen concen-
trated on weeding out unwanted messages and not on the biggecture of evolving

the role which email has come to play in day to day use.

2.4 Model Combinations

A considerable amount of literature exists concerning varus methods for combin-
ing multiple classi ers. Combining and correlating model$ias been used in speech
recognition, statistical pattern recognition, fraud detetion, document classi ca-
tion, handwriting analysis and other elds. Various approahes combine models
using di erent feature sets, other works correlate model @puts. An overview of
the topic appears in (Clemen, 1989; Kittler and Alkoot, 2003Kittler et al., 1998).
Numerous studies have shown that combining classi ers yad better results than
achievable with an individual classi er (Dietterich, 2000 Larkey and Croft, 1996).
Some propose combining very strong classi ers (i.e., witlow error rates) (Provost
and Fawcett, 2000; Zheng et al., 2004) assuming that weak staers (high false
positives) will not combine as well, or will require too manyrounds of training
to achieve low error rates. Measuring the \competence" of el classi er before

combining them is a common approach as in (Asker and Maclin927).
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In (Sakkis et al., 2001) a combination of spam classi ers is@posed. That
work was limited to training a group (referred to as a committe) of classi ers on
a subset of labeled data, and then training a 'president’ ctsi er using the labeled
data plus the outputs from the sub-classi ers.

The combination methods described in this thesis in chaptet combine the
output of individual classi ers, each of which outputs a comlence score associated
with the output class label. The individual classi ers are omputed by distinct
machine learning algorithms, some of which are trained ondependent features
extracted from email. We detail the collection of supervisemachine learning al-
gorithms built into EMT in the later sections.

Some of the earlier literature assume a combination of classs with binary
output (good/bad) and (Dietterich, 2000) points out that only when the classi ers
have uncorrelated errors can we improve their overall assesent. We show later
why the combination of con dence factors is able to achieveefter results than a
combination of binary classi ers.

Related work on enhancing email clients by adding meta-data email sys-
tems exists in very limited fashion (ltskevitch, ; Macskasset al., 1999; Manaco
et al.,, 2002; S.Vidyaraman et al., 2002; Segal and Kephart999; Winiwarter,
1999). These proposed systems, some with advanced funcdiity, have in some
very limited extent a ected the standard clients but not in any organized fashion
relating to email utilization. Sometimes the underlying tleme in the literature was
a belief that the only useful work the user would need is a suggtion as to which
folder a message should be classi ed (Segal and Kephart, 29®%ock, 1999). To

our knowledge no formal work has been done on user behaviordaling as an or-
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ganizing principle for automatically suggesting actionshte user would take for a
particular message (such as deleting it).

The work presented in this thesis on spam lItering is uniqueni the fact that
it tries to Iter out spam using behavior as a model. Each emaireceived over
time, by a particular user, forms a larger picture of the indiidual's email account
behavior. The behavior models in this Thesis consist of naentent features which
help distinguish spam email from normal email. The featurelelp identify spam
without having to parse or token-ize or otherwise interprethe contents of the body
of the message. Thus, we use statistical features that pre Ithe user's behavior to
provide evidence that a received message is indeed one therusould ordinarily
Iter. This concept of email behavior pro ling using machire learning techniques
(for security tasks) was rst introduced in Columbia's Malicious Email Tracking
(MET) and Email Mining Toolkit ( EMT ) systems (Bhattacharyya et al., 2002;
Stolfo et al., 2003b; Stolfo et al., 2003a). In the upcominghapters we will detail

the theory behind the email models, and describe the implemtation of our system.
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Chapter 3

Email Models

To e ectively model the information in an email collection,we need to represent
it in a form amenable to analysis. In this chapter, we introdoe the models used
to represent email messages, email communication, and elmaivs. These models
consist of traditional information retrieval and text classi cation models, and new

behavior based models introduced in our work oBEMT .

3.1 Classi cation Models

We rst brie'y overview the theory behind machine learning nodeling. We then
step through each of the specic classi cation and behaviomodels presented in

the thesis. Before continuing, we will de ne some common tes used in the text.

Features - or attributes are the alphabet of language we are mathemaally mod-
eling. A set of attributes describe an instance, that we wodllike to label.
For example when modeling the body of an email, a typical feate would be

a word in the body of the message. These individual featureseasometimes
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preprocessed and converted to a speci c type value which isogessed by a

machine learning algorithm.

Target Function - or class label is the pattern we are trying to learn. For ex-
ample, in the spam detection task, given an unknown email, weould like
to predict with some degree of con dence whether it is spam @wt. In this

case, \is it spam?" is the target function.

False Positive Rate - is the percentage of examples which our model has misiden-
ti ed as the target concept. Generally our goal is to minimig this measure-
ment while not increasing the error rate. Generally the cosissociated with
false positives are higher than false negatives. The falsesgive rate is com-

puted as:

# misidenti ed as target examples

FP rate =
total #non-target examples

(3.1)

False Negative Rate - is the proportion of target instances that were erroneousl
reported as non-target. When tuning the detection algoritth we must nd a
balance between false negatives and false positives. A treld is used over
all examples the higher this threshold, the more false negets and the fewer

false positives. The false negative rate is computed as:

# misidenti ed as non-target
total # of target examples

FN rate = (3.2)

Sample Error Rate - is the percentage of examples of the training that the model
has misclassi ed divided by the total number of examples see This is one

measure to estimate how well the classi er has learned thertget function.
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True Error rate - is the probability that the model will misclassify an exampe
given a speci ¢ training sample and sample error rate. This easurement
is hard to accurately measure, but can be approximated if thaining set
closely resembles the true distribution of future examplesin other words,
if we train on half spam and half non-spam examples, but in réy 90% of
examples will be spam, the sample error will not be an accumtneasurement

of the model's error rate.

Bias - is the di erence between what we expect the model behave artd actual
performance. Classi cation bias is the tendency of a machedearned model
to bias its output towards any one output value as measured dung the

concept training.

Training - is the process of teaching a model some target concept. Dwyitraining
speci ¢ examples are shown to the model and are used to tuneetimodel's

parameters.

Testing - is the process of evaluating the model classi cation e esteness. If we
have a labeled set of examples which are not shown to the classduring
training, and making the assumption that the testing set repesents an accu-
rate statistical sample of examples, we can measure the ay of a classi er

to generalize the training examples.

Noise - is corrupt labeled data, that is data which for one reason canother is
mislabeled. Certain algorithms are robust, i.e. una ectedy noise in the
training data, while other require clean data to be able to nmesure ground

truth. Real world data is often noisy; typically its is hard and expensive to
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acquire clean data.

3.1.1 Machine Learning Theory

Supervised learning is the task of classifying unknown datasing models trained
over labeled data. In the email domain we have a set of labeledhail and we aim
to learn a classi cation function which will help us distinguiish new unknown emails
into an accurate class function. In the spam detection tasknuch of the research
literature has cast the problem as a binary classi cation mblem, i.e. we are trying
to determine if a new email is spam or non-spam. In general tigeis no reason
to limit it to a two class problem, but we illustrate it with bi nary classi cation to
make the analysis somewhat simpler.

In general machine learning, most algorithms require cleatata. Acquiring
a large set of clean and accurate data is a non-trivial task imost domains. In
addition, we would like the training samples to re ect the geeral population for
which the model will be operating in, something which is notlaays easy to achieve.

Unsupervised learning is the other side of the coin. In thioatext, we seek to
extract patterns from unlabeled training data and then asgin new data into some
set of categories. This can also be viewed as a clusteringkiase. rst grouping
the training data into a number of sets (i.e clusters) and the tting new data into
similar data clusters. The exact de nition of similar is algrithm dependent.

In both supervised and unsupervised learning, our goal is dlece from the
training data the best pattern to describe the data in genetaerms. The \best"
would mean the most probable pattern tting the past observéion in the training

and at the same time be accurate for any future date we encoant We de ne P(C)
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to be the probability of class C before observing any data. T&is also referred
to as a priori probability, and we can leverage outside knoetige about a problem
domain in calculating it. In general we writeP (ajb), which denotes the conditional
probability that a occurs givenb. We are also interested irP (Cjdata), which is the

probability of class C, given we have seen a speci c set of datThis is known as
the posterior probability because it re ects a con dence masure in the class, after
seeing a speci c set of data points.

A very hard question to answer is how accurately can we learmpattern from
a set of data and how well does it generalize. Fortunately fenachine learning this
is a well studied statistical problem of estimating a propdion of a population
which have some pattern given a random sample of the populati. By collecting
a random sample and seeing how the model performs over the géen we can
estimate the model misclassi cation rate.

Measuring the performance of the model over training data isquivalent
to running an experiment with a random outcome. As more rando samples are
measured, we can measure the amount of errors for the speamodel. The error
rates over the training sample is the sample error, which weaeusing to generalize
to the true error rate, or the model's performance over futw data. The model
bias is the average di erence between what its actual behawiis and what we had
estimated it to be. It has been shown that a binomial distribtion can characterize
the probability of observingr errors in a data sample containingn randomly drawn
samples. - is our sample error rate observed during the training period The
con dence that the sample error rate closely mirrors the aoil error rate can be

calculated using a con dence interval. For the binomial disibutions this can be
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tedious, but easily found if we use a normal distribution to pproximate it. As
n grows larger, the binomial distribution is closely approxnated by the normal

distribution, which has well known statistical propertiesfor its mean and variance.

3.1.2 Modeling Emails

Data mining in the email domain has been applied in the past tthe problem of
automatically classifying email and determining its prope\folder" (Cohen, 1996;
Segal and Kephart, 1999). Recently has data mining been apga to studying task
extraction and social network analysis (Whittaker et al., RO5; Rohall et al., 2003;
Tyler et al., 2003; Johnson, 2003; Culotta et al., 2004).

Beginning with learning rules to classify emails, and thervelving into study-
ing various machine learning algorithms for ltering spamthey both shared a com-
mon misconception. The notion that based only on the body ohe email, we cam
extract enough features is a strong underlying assumptiorf.he reason this devel-
oped was for the most part to minimize the complexity of the mblem and also
allow general conclusions to be determined from localizechail sets. In addition
the problem was viewed as a simple IR task, thus ignoring a sigcant portion of
features in the data.

It has been shown (Bhattacharyya et al., 2002; Hershkop anddfo, 2005b)
that email contains a rich set of features, which when used andata mining frame-
work can provide additional models to be used for both tradibnal email classi -
cation and newer anomaly detection tasks. These featuresnche harvested from
emails allowing a rich set of behaviors to be extractedEMT has leveraged this

and implemented a rich collection of models to extract and &n patterns from the
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underlying data in a semi autonomous fashion.

We now present a brief overview of several commonly used maaghlearning
algorithms. Speci cally we present Nasve Bayes, N-Gram,ext classi er, TF-IDF,
URL, and a \Limited N-Gram". We then present the behavioral nodels includ-
ing usage, communication, attachment, and cliques. We wiprovide a detailed

explanation for each of the models presented.

3.1.3 Nawe Bayes

One of the most applied machine learning algorithms for theask of spam detection
has been the Bayesian classi cation algorithm to modelinghe content of email.
Bayes classi ers are based on early works by (Duda and Hart913) in the
eld of pattern recognition. Given an unlabeled example, th classi er will calculate
the most likely classi cation with some degree of probabtl. Bayes theorem is a
way of calculating the posterior probability based on prioprobability knowledge.

Bayes theorem states:

P(A)P(BJA)

P(AB) = )

(3.3)

Notice that the right side of the equation can be calculated dsed on esti-
mating the probabilities from the training set, making the srong assumption that

the training set represents a true sample of the domain. For set of features

(3.4)
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The P(L) can be easily estimated from the training data by simply cau-

ing the frequency of the particular target labelL. Getting an accurate count for

because we would be required to observe every instance in th&tance space many
times to get a reliable estimate.

This can be addressed by making a simplifying assumption; mely that
the features are conditionally independent. The classi efs known as a Nawe
Bayes classier. It is called naive because it makes a naivesamption that the

tokens a statistically independent. In other words, the prioability of observing the

this is an oversimpli cation, it greatly reduces the compuational costs of estimating
the conditional probabilities and in practice as been fountb work as well as neural
networks and decision trees (Mitchel, 1997; Schneider, )0 The nawve Bayes

estimate is:

fe+ mp
Ne+ m

arg E_naCxP(Ci) (3.5)

Where C; is the speci c target classf . is the count of the particular feature
per class,n; is count of total unique feature tokens in the target clasan is a con-
stant called the equivalent sample size, angis a uniform distribution for discrete
values (Mitchel, 1997).

Notice that the algorithm is based on analyzing speci c featre tokens, and
does not directly deal with numerical features. One simpleay to deal with numer-
ical features is to bin the values so that continuous valuese@mapped to discrete

features. Another way of dealing with continuous values isotuse a probability



CHAPTER 3. EMAIL MODELS 48

distribution to map the continuous values to discrete probailities. A standard
way to deal with continuous values is to model them using a nral distribution
(also called a Gaussian distribution). This is a bell-shapedistribution with the

probability density function being:

1 x
p(x) = p—e (36)
A more accurate estimation as been shown using multiple Gaaign distribu-
tions with kernel estimates to map to probability values (Jbn and Langley, 1995).
The kernel estimatep(x) is simply:

X X X

po)= = o 01) (37)

The formula takes all the observed numerical features seerthe training and
calculates a multiple Gaussiann is the number of training examplesy; is the i™
seen variable. We set to zero and to one to get a standard PDF which has some
nice algorithmic properties as in (John and Langley, 1995)Detailed information
can be found in (Hershkop and Stolfo, 2005b). A good survey lbdysian machine

learning can be found in (Lewis, 1998).

3.1.4 N-Gram

When analyzing text, one alternative to using words as tokenis to take subse-
guences of the data and use these subsequences as tokens. atlvantage is that
we do not need to de ne what the notion of a word is for us to angte the text.
This is ideal for example where some foreign languages whie characters instead

of words.
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An N-gram represents the sequence of N adjacent characterstakens that
appear in a document. We pass an N-character (or N-word) wideindow through
the entire email body, one character (or word) at a time, andaunt the number
of occurrences of each distinct N-gram. For example for a Bagn, the sequence
\Hello world" would be mapped to tokens: \Hello", \ello \, \I lo w", \lo wo", etc.

For email modeling, the algorithm works as follows. We courthe number
of occurrences of each n-gram for each email; this may be wehas a document
vector. Given a set of training emails, we use the arithmet@verage of the document
vectors as the centroid for that set. For an unknown test emkiwe compute the
cosine distance (Damashek, 1995) against the centroid desd for the training set.
If the cosine distance is 1, then the two documents are deemeaténtical. The
smaller the value of the cosine distance, the more di erenhe two documents are.

Cosine distance is de ned as:

D(xy) = — - 5 = COS 4y (3.8)

j=1 k=1

HereJ is the total number of possible N-grams appearing in the traing set
and the test email. x is the document vector for a test email, ang is the centroid
computed from the training set.x; represents the frequency of thg" n-gram (the
N-grams can be sorted uniquely) occurring in the test emaiSimilarly yy represents

the frequency of thek™ N-gram of the centroid.
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3.1.5 Limited N-Gram

Tracking attachment behavior by studying its spread over tne is one way to quan-
tify anomalous behavior (section 3.3). When studying largamounts of email data,
we would want to associate all messages or attachments thateasimilar to each
other in some way, in order to track edited documents over timmor evolving mali-
cious attachments (e.g. polymorphic worm payloads). We camse an n-gram hash
of parts of the message to associate similar messages witbheather. We adopt an
idea presented in (Manber, 1994) for approximating ngerpnts. Instead of using
all n-grams generated by sliding a siza window across the content, we only use
those grams which have their lask bits set to zero. This translates into a large
reduction in the number of n-grams we need to consider, whidonsiderably speeds

up the running time of the similarity test, at the expense of @me accuracy.

3.1.6 Text Based Nawe Bayes

This algorithm uses a Nasve Bayes classi er based on simpierd or token frequency
as described in (Mitchel, 1997). We calculate the probaltii of each token as seen
during training using a Nave Bayes formula and assign a calence score of the
predicted class. The predicted class is the maximum, and tlseore is a normalized

measure of con dence taken by dividing the maximum value bydih values.

8

2 p(spam) @ P (wordjSPAM)
class,score = max

X Q (3.9
P (NotSPAM) ~ P (word;jNotSPAM)

where the P (word;jNotSPAM) is the nasve Bayes estimate as explained in

section 3.1.3.
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3.1.7 TF-IDF

The TF-IDF algorithm (Salton and McGill, 1986) used by (Seghand Kephart,
1999) is based on using a combination of the term frequency KY multiplied by
the inverse of the document frequency (IDF). Words that appe more frequent
should have a greater impact on prediction than words whichppear infrequently.
We consider each email messag®l (), which contain token words (v). Each group
of emails denoted by a folder, is represented by a weighted word frequency vector
W (F ;w). To calculate the weights we must rst calculate a frequenc centroid F
over groups of messages (folders):
X
F(F;w)= F(M ;w) (3.10)

M2F
we now convert the folder centroid in the following manner. & calculate

the fractional frequencyFF:

F(F;w)

. = P .
FR(Fw) wO2 F F(F;w9 (31D
now the term frequency is simply:
. FF(F;w)
TE(F;w)= FE(AW) (3.12)

whereA is the set of all messages we are comparing. The document érexocy
is the fraction of messages which have the womd appear at least once. So the

inverse document frequency used here is:

1

IDF W)= 5o

(3.13)
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and we combine the two with:

W(F;w)=TF(F;w) IDF (w) (3.14)

For unknown messages, we compute the centroid of the new naags and
take a variation of the cosine distances between it and anynteoid computed from

the training data to nd its classi cation.

3.1.8 Biased Text Tokens

Recent work by Graham (Graham, 2002) on the task of spam detemn has oated
the idea of a partial Nawe Bayes approach, biased towardsw false positive rates.
The algorithm works as follows: We start with two training sés, spam and
good (non-spam). For each word token in each collection, weunt the number of
times each word is seen, and store the spam countsSiC and good counts inGC.

For each tokenw; de ne:

— min(1 - SC(w;)
X =min(l: Nimber of Spam Tokend (3.15)
i 2 GC(wi)
y=min( Simber of Good Token (3.16)
We can now calculate the weight of each tokew:
_ X
W (w) = max(:0L; min(:99, T y)) (3.17)

The :01 and :99 allow the scores to be as close but not touching 0 or 1

when we do not have a clear score. The probability that a meggaM is spam is
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calculated as follows: for eaclv; 2 M calculate W (w;) and sort them by distance

from 0:5 and combining fteen of the most outlying scores in the fatiwing manner:

W (t))W (t2) 11 W(tss)
(W)W (t2) -1t W(t1s)) + (1 W(t))(1 W(t2):::(1 W(ts))

(3.18)

A threshold is used to determine if the new Messadd is spam. We have

used the suggested:9 as a threshold.

3.2 Behavioral-based Models

To model email behavior we use speci c features for speci asks. In some models
we use a histogram to model the behavior of the user. A histagn represents the
distribution of items in a given population of samples. A ma detailed description
is provided in section 3.4

We describe the algorithms used to compute email behavior mhels in the

following sections.

3.2.1 Sending Usage Model

The usage model computes the stationary behavior of usageawof individual email
account from an outgoing email point of view. The goal of thimodel is to quantify
what it means for an email user to use their account in a typi¢avay so anomalies
can be detected.

When pro ling email accounts based on an hourly division, ery histogram
has 24 bins that represent the 24 hours of a day. Emails areadhted to di erent

bins, according to the time when they were sent. The value oheh bin represents



CHAPTER 3. EMAIL MODELS 54

the daily average value of a given feature of the emails senitan a speci ¢ period

of time. There are several features for pro ling accounts atuding the number of
attachments, the size of emails, the number of recipients. his can be extended
and varied for the particular task.

An Aligned Histogram can also be used when comparing two di erent his-
tograms. The two histograms are compared by anchoring the roparison to time
bin 0. Anchoring the histograms allow us to compare real statimes of an emalil
user's 24-hour email usage period, as illustrated in the foling example:

It may be the case that User A's histogram shows no activity ui hour i,
and User B (which might be A's second account) may shows no aaty until hour
| . Perhaps this is because User A is using a system in Calif@ar@nd another system
in New York City at the same time, but emails sent at the same e on di erent
systems but analyzed together each may be associated with ieetent sent-time
because of the di erence in time zones and computers. We all@isambiguation
by enabling the algorithm to anchor the histogram comparisoto a single time bin.

Our approach to align histogram is as follows: we nd the rstnon-zero bin
of a day starting from hour 0 (12 a.m.). If the bin for hour 0 hawalue 0, which may
occur if the user sends email late at night, we nd the rst nonzero bin which we
use as the starting bin. Zero-period intuitively indicates period of time when the
user is inactive. From a histogram perspective, we treat fowr more consecutive
bins with zero value as a zero-period. After ascertaining ¢hnew start time, we
wrap-around the rest of the histogram and use it for compa®. This provides
another means of detecting \similarity" among email accous di erent than raw

histograms.
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Histogram comparison functions described in section 3.4@k the algorithm
to choose a speci ¢ distance function. The comparison funohs can be used to
compare behavior of an account's recent behavior to the lorigrm pro le of that
account. As explained above, the histogram comparison furans also may be run
\unanchored", meaning, the histograms are shifted to nd tle best alignment with
minimum distance, thus accounting for time zone changes.

Figure A.2 displays an example for one particular user accatl

3.2.2 Similar User Model

In many cases, it would be useful to group email accounts inteets of similar
behaving users, for example for classi cation or nding aéis accounts. It has been
found that some people maintain speci c email accounts foriteer personal or
business purposes. In many cases, they will use both accauat the same time,
and we would like to be able to nd those two similar accounts.

The algorithm is designed to nd a group of accounts that havea similar
usage behavior. We compute the histogram for each accountdathen nd similar
users through comparison measurements. Di erent compaois methods are used,
some based on the distance between a pair of histograms, artieos based on
statistical tests which will be explained in section 3.4.

When looking for similar accounts, a speci ¢ account is ches as a pivot,
and we compute its own distance to all other accounts. Alteatively, we can cluster

accounts in a K-Nearest Neighbor fashion and return sets ahslar accounts.
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3.2.3 User Clique Model

Another method to model outgoing behavior is to model the clelction of recipients
in a single email as a set, and summarize these sets and thgmamics over time.
This information is used to detect abnormal emails that viate the user's clique
behavior.

Formally, email communication can be captured by a directedraph G(V; E)
with the set of nodes,V, being individual email accounts. A directed edgeg;,
exists if v; sends an email tos,. Viewed in this way, cliques are a certain pattern
in this graph that we are trying to characterize and use as nors of communication
behavior.

The user cligue model is best described in terms of item seteé Figure 3.1).
An item set is a set of items associated with a transaction, el as a single purchase
at a supermarket. The goal of analyzing item sets is to extraciseful association
rules of how items appear together (Holt and Chung, 2001). Thproblem has been
studied in the data mining and database community and is of gat commercial
interest for its wide range of applications and potential pdictive value that can
be derived.

In the context of mining email, an email can be viewed as a traaction
that involves multiple accounts, including a sender (in th&=ROM eld) and recip-
ient(s) in the (TO, CC and, BCC elds). If we discover the rules governing the
co-appearance of these addresses, we could then use thetes o detect emails
that violate these patterns. Suspicious emails may then bexamined further by
other models to con rm or deny that they are malicious.

The recipient list of a single email can be viewed as a cliquesaciated with
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= ftem Set [& B, O] Clepe '

. ]
""; Item Set [B, C, I, 1 1 p) o
— E =

Item et [D, E]

Figure 3.1: Three item sets from account U: [A, B, C], [B, C, DE] and [D, E]. The
rst two sets share two nodes and the last set is subsumed byedlsecond set. The
resulting user cliques are [A, B, C] and [B, C, D, E].

the FROM account. However, using this set (or item set) dirdly is problematic
for two reasons. First, a single user account would contain large number of
such sets and enumerating them for real-time reporting or tertion tasks would
be undesirable if are trying to reduce the number of emails vudh will have to be
examined. Second, some of these sets are duplicates or sisbseone another and
it would be di cult to use them directly for any purpose. For these reasons, we
de ne a user clique as a set of recipients that cannot be submsad by another set.
Thus, we compute the most frequent email item sets that are h@ubsumed by
another larger item set. Naturally, a single user will have eelatively small number
of user cliques. As an example, suppose a user has in his/hemtsfolder four emails
with the following recipient lists: [A, B, C], [A, B, C], [A, B], and [A, B, D]. The

user cliques belonging to this user would be [A, B, C] and [A,,B].
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A period of past history is needed to baseline the cliques. iEbootstrapping
period can either be set to a xed period or to just ignore clige behaviors until
su cient data can be gathered.

A cligue violationis de ned as a message sent to a group inconsistent with
the user's past cliqgue behavior. An email sent from a user isgarded as inconsistent
with the user's cliques if its recipient list is not a subsetfaany user cliques belonging
to that user.

The usefulness of this model depends not only on how quicklgw groups of
recipients form over time but also on how it is combined with ther models. That
is why this feature is combined with others as part of a pro lgsection 6.5). We
would also like to know the frequency of new clique formatioto put violations in
context. Users with low frequency new cliqgues can be assureida clique violation
more than a user who frequently engages in new cliques. Othmodels would have
to detect violation for such users.

We note that if a user ever sends a single broadcast email tceeyone in their
address book (recipient collection), there would be only enuser clique remaining
in the model for that user. This would render the model almostiseless for virus
detection task because no clique violation is possible asijpas a user does not
communicate with someone new. In practice, however, thises@rio is highly un-
likely to happen. It has been shown that most of the time a usewill send a single
email to less than 10% of the people in his address book (Sto#t al., 2003c). For
an account with a small address book, a single email could eon20%, 30% or an
even higher percentage of the address book. The probabilay an email covering a

given range of percentages of an address book decreasexklyuas the percentage
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range increases (Stolfo et al., 2003c).

3.2.4 VIP Communication Model

The VIP Communication model computes a behavior model desising which re-
lationships are relatively more important than others to a pecic user. These
measurements are computed by comparing the average time ékes the user to
respond to di erent correspondents, and which correspondethe user responds to
fastest (i.e. the VIP). One may infer from this analysis the elative importance of
individuals to a speci c user based upon the user's responsge. Those to whom
the user may respond to more quickly are intuitively more ligly to be important
to the user. This is one of many ways of measuring communioati importance

between users.

Sunday 12am /Monday 10am
Email From A Email From D
. ; ]
A E / \\ D
/N
/. \
/ \

W adnesday 8pm
User X responds
TL AE

Monday 1pm Tuesday 1pm Thursday Tam
Email From D FmaFFrurnA Email From A

Email From E User X Responds User X Responds

Monday 7am [von nday 11am M() nday 6pm
0A.B Tu A D

/ Normallzed \
Monday 11am ‘ Monday Gpm Wei!;er:day Next response time

Figure 3.2: The VIP model is used to estimate communicatiomg time, by normal-
izing the time between communication bursts. The upper gue shows the actual
communication ow, and the lower gure depicts the normalizd ow.
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We consider the average communication time of account A to eaunt B
as the average time elapsed between account A's response toemail sent by
account B. However, in practice, it is di cult to compute thi s average time when
we consider the typical interruptions of the workday, such awork-time/o -time,
weekdays/weekends, meetings, vacations, etc.

Thus, we modify our de nition of average communication timeas arelative
average communication time This model naturally lends itself to a real time sys-
tem. The algorithm works as follows; to calculate the VIP rak list for Account
A, we batch all of A's incoming emails. As soon as A begins tosgond, we reset
the time stamp on all batched emails and move them to a wait que. This is
to compensate for o time by assuming all emails were recetveat the moment
that the user starts to reply emails. We next examine the waigueue, and for
any matching email recipients with whom A is now respondingwe calculate the
length of time (of the reset timestamp) to our current reply,and use this to average
the communication time of account A to the speci c account. Tis is graphically

illustrated in Figure 3.2.

3.2.5 Organizational Level Clique Model

We have presented models for pro ling individual accounts.Now we present a
group behavior model. In order to study email ows between gups of users, EMT
computes a set of cliques in an email archive over some periofdtime. We want
to identify clusters or groups of related email accounts thgarticipate with each
other in common email communications, and then use this infmation to identify

unusual email behavior that violates typical group behavio
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For example, intuitively it is unlikely that a user will send a distinct message
to their spouse, their boss, their \drinking buddies" and tlkeir religious elders all
appearing together as recipients of the same message (wlegtkelivered in one
email, or a series of emails) (Boyd et al., ). Of course this ossible, but it is
rather unlikely. (In those unlikely situations the model waild not be a reliable
indicator for account behavior, discussed in chapter 4, inng case we would want
to ag that type of behavior as interesting.) A virus attacking a user's address book
at random would not know these social relationships and thgpical communication
pattern of the victim. Hence it would violate the users' grop behavior pro le if
it propagated itself in violation of the user's social cliqas. The same of a forged
email: the sender would not know who else is typically cc'd iaddition to the
recipient user. Studying communication ows between growugpallows us to build
models of typical group interactions.

Clique violations may also indicate email security policy ielations internal
to a secured enclave. For example, members of the legal dépwnt of a com-
pany might be expected to exchange many Word attachments daming patent
applications. It would be highly unusual, and probably unwse, if members of the
marketing department and HR services would likewise receithese attachments.
We can infer the composition of related groups by analyzingonmal email ows to
compute the naturally occurring cliques, and use the leardecliques to alert when
emails violate that clique behavior.

Conceptually, two broad types of cligues can be extracteddm user email
archives: user cliques (presented in section 3.2.3) and ke cliques. In simple

terms, user cliques can be computed by analyzing the emaiktory of only a single
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user account, while enclave cliques are social groups thaherge as a result of
analyzing tra ¢ ows among a group of user accounts within anenclave.

For enclave cliques, we adopt the branch and bound algorithaescribed in
(Bron and Kerbosch, 1973). Our hierarchical algorithm lodas the largest cliques
that are fully connected with a minimum number of emails perannection at least
equal to a speci ed parameter.

We start by counting the number of emails exchanged betweemya two
given users, regardless of the direction of the trac ow. Ths absolute number
is compared to a set threshold. If the count is above the thrleesld, then the link
between the two underlying accounts is established. If theoant is lower than
the threshold, then we assume there is no link between the twesers. At this
point, we have a list of cliques of size 2. The 2 members in eadigue are sorted
lexicographically, and the clique counts (number of commigations) are sorted in
increasing order. We employ the hierarchical algorithm athis point and build lists
of cliques of size n, with n increasing by 1 at a time. Throughu the algorithm,
the list of cliques at level n is sorted, both among the sets ofiques, and within a
set.

The hierarchical algorithm is a repetitive process of buildg cliques one level
at a time. Given the current level, building the list on the neat level is a two-step
process; the rst step is to generate a candidate set and thend step is to remove
candidates that do not meet the clique de nition.

The following example illustrates the building process. Asime that we are
currently at level 2 and want to construct a level 3 candidatdist. We have AB,

AC, AD, BC, BD, CE on level 2.
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First, we take each clique and combine it with each one of théiques further
down the list to form a candidate clique of size 3. This procesas an outer loop
and an inner loop. We can immediately see that two cliques cdme combined
only when they di er by one member. Furthermore, the memberHhat is di erent
has to be in the last position of the cliques. For example to aid duplicates, AB
and AC form a candidate clique, ABC. But AB and BC do not form ABC. The
reason behind it is that suppose ABC is a legitimate clique, evwould have had
AB, AC, BC on level 2. Since the lists are sorted throughout, &would have had
encountered AB and AC before AB and BC, thereby obviating th@eed of forming
a candidate from them, which would result in a duplicate carndate anyway. Using
a similar logic, we can see that we can terminate the inner lpaf combining the
current clique with another one further down the list as sooras we encounter a
clique, which di ers from the current clique by more than 1 pasition.

Once the candidate list for a given level is generated, we ewae each can-
didate individually to see if the constituted cliques of ondess in size are legitimate
cliques. If so, the candidate is quali ed. For example, to @tk if ABC is a quali ed
clique, we need to check if each member in AB, AC, BC is a cliqun level 2.

At the end of the hierarchical process, we have cliques of alkes. We then
remove those that are subsets of another, leaving only maxancliques at the end
of the process. This process can be optimized by construgihash tables at each
level, with keys being the cliques. These hash tables alsaifdiate the process of
checking candidate sets.

Overall, the speed of this algorithm is the same as that of thBron & Ker-

bosch algorithm (Bron and Kerbosch, 1973).
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3.2.6 URL Model

Another feature which can be extracted from email is a matheatical model of
the typical URL link. The URL model allows us to pro le a typical URL link
found in a user's email. By modeling the typical URL link in a tass of email
we can di erentiate between wanted and unwanted email links The algorithm
was developed to compute distances between groups of unsarresource locators
(URLSs) found in sets of emails. For the spam detection domainon-spam messages
will typically contain embedded URLs that are likely to be smilar to each other
and di erent than those occurring in spam messages. We de ree distance metric

between 2 URLs K,y) as follows:

(R” URL,[i] & URLy[i]) + URL x Length ZURLyLength
D(URLy; URL,) = scale -2

URL,Length
(3.19)

where URL, is the longer URL andURL[i] is the i character of the URL.
The distance is returned as a number between 0 and scale, warsmaller number
between two URLs translating into a closer relationship b&teen the two URLSs.
We also de ne 12 types of URLs: for example URLs can be found amsage links
or more common HTTP links (see table 3.2.6.) The type of URL iadded to the
nal score as a base o set to di erentiate between URL types.

For each email, we group the URLSs into a single cluster. Dunintraining to
recognize a speci c class of labels the clusters are formadfe following manner.
All URLs are extracted from a new training example to form a sigle cluster. We

then test this cluster against all available clusters to se# the average di erence
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URL Types Sample
WEB WwWw,?2??7?
ANCHOR <a href 2?22 <=a>
FORM <form ???< =form>
Email mailto:???
FTP ftp.??7?
JAVASCRIPT <javascript ???
Area <area ???
STYLESHEET < stylesheet ???
RELATED LINK <link ???2
IMAGE <img ???>
GOPHER gopher:/[????
MISC Anything else

Table 3.1: Classes of URLs, the string '???"' in the table repsents some URL
pattern we are interested in matching.

is under some threshold. If it is, we just combine the two clters. If it is not,
we create a new cluster with this set. Combining sets of URLsJlows the data
structure to keep counts of speci ¢ URLSs, and a list of all URKk in a speci c cluster.
During testing, we extract all the URLs from the test instane and treat
them as a single cluster. We calculate the minimum distanceom this cluster of
URLSs to any cluster from any target class observed during tmaing. This is similar
to a K-nearest neighbor algorithm (Fix and Hodges, 1952). hminimum cluster
distance is then converted into a con dence score and outget by the classi er.
The resulting score is a measure of how unusual or familiar aRU may be
in an email message given the user's prior history of emailentaining embedded
URLs. We note that when an email contains no links, we cannotse this model to

analyze it.
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3.3 Attachment Models

Another aspect of modeling email behavior is to look at the avior of the email
attachments. The Malicious Email Filter (MEF) project is a malicious executable
Iter that can detect malicious email attachments (Schultzet al., 2001a). It rst
extracts byte sequence features from each labeled execlgalilhese byte sequences
(similar to N-Grams) are then used by the algorithm to genetta detection models.
This work was extended in the Malicious Email Tracking projet to allow tracking
the ow of email attachments to detect malicious behavior, whout speci cally
knowing a priori that the attachments are malicious (Bhattaharyya et al., 2002).
By keeping track of speci c features of an unknown attachménan email system
can score the probability of a speci ¢ attachment being matious (Schultz et al.,
2001b).

For any attachment we can quantify the ow through a network and calculate
global ows of the malicious attachments through the Interet, using a MET like
framework adopted to work on an o ine email collection. In gaeral, while MET
concentrated on malicious attachments, we also are inteted in nding how speci c
attachments behave within the email collection. We computthe following metrics

for each attachment of interest (others are possible):

Attachment Incident . the fraction of the total number of emails within the
email collection related to a particular attachment, staring from a single
point in time. Since each attachment is saved in the local regitory with
a Unigue ID and malicious or benign classi cation, this vala is simply the

number of times each unique hash ID appears in the local reftosy.



CHAPTER 3. EMAIL MODELS 67

Birth rate  : the rate at which an attachment is copied from one account tanther.
This value is calculated by determining the total number of mail addresses
an attachment is sent to per minute. If this value is set to a sgci ¢ threshold,
it can be used to determine whether or not an attachment is a b@eplicating
attachment. Obviously, any time quanta can be implementedand is best
determined by observing local email behavior. (We presumébat a malicious
payload will not have access to these statistics in order to ake its spread

behavior appear normal within the environment.)

Lifespan : the length of time an attachment is active. This value is caulated by
subtracting the rst time an attachment is seen from its lastoccurrence in
the local repository. In malicious attachments this valueseports the amount

of time an attachment was free to cause damage to a network bef it was

detected.

Incident rate : the rate at which a speci ¢ attachment incidents occur in a iyen

population per unit time, normalized to the number of emailsn our data set.

Death rate : the rate at which an attachment is detected. This is calcutad by

taking the average lifespan of the attachment.

Prevalence : a measure of the total number of users which have been obsstv
receiving or sending a particular attachment. This value isalculated by

summing over the number users showing the same attachment.

Threat : the measure of how much of a possible danger an attachment yriae.

One straightforward way to measure threat is to calculate th incident rate
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of an attachment added to the prevalence of the attachment dided by the

total number of unique email users and the total number of attichments.

Spread : a measure of the global birth rate of an attachment. This isajculated
by taking the average of the birth rates reported by the partipating users

or organizations.

These metrics are directly implemented by computing SQL agegates over
the databases (both local and organizational). Each timEMT determines that an
attachment is malicious, it les a report in the reporting fecility (see section 5.4.8)

and Figure A.8.

3.4 Histogram Distance Metrics

As mentioned,EMT 's rich set of models includes explicit statistical modelsfaser
behavior, some of which are represented by histograms. Higtams are compared
to one another to nd similar behavior or abnormal behavior letween di erent
accounts, and within the same account (between a long-ternrgle histogram,
and a recent, short-term histogram). The histogram compason functions also
may be run \unanchored" or \aligned", meaning the histograns are shifted to nd
the best alignment with minimum distance, thus accountingdr time zone changes.
Distance functions are used to measure histogram dissinmitg. For every
pair of histograms hy,h, there is a corresponding numbeD (hy; hy) which indi-
cates the distance betweein; and h,. The distance should satisfy the following

requirement:

1. Identity: D¢(hy;h;) =0
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2. Non-negativity: D(hy;hy) O
3. Symmetry: D (hy;hy) = D(hy; hy)
4. Triangle Inequality: ~ D(hy;hy)  D(hg; hg) + D(hg; hy)

Usually, the values in the histograms must be normalized bmke one can
apply the distance functions. We utilized four distance fuctions: a simplied
histogram intersection (L1-form), a histogram Euclidean igtance (L2-form), a his-
togram quadratic distance, and a histogram Mahalanobis dence. In addition we

present some statistical distance measurements.

3.4.0.1 L1-form (Simpli ed Histogram Intersection)

x 1
Di(hi;h2) = jhefi]  hofi]j (3.20)
i=0
The histogramsh;; h,, are compared to one anothern is the number of bins

in the histogram. hy; h, must rst be normalized in order to make the F1-form
satisfy the above distance function requirements. We norrize the sum of the

histogram's bins to 1 before computing their distance.

3.4.0.2 L2-form (Euclidean Distance)

Another distance metric is the Euclidean distance functian

X 1
Do(hyshy) = (hali]  hofi])? (3.21)
i=0
The L2-form is similar to the L1-form, but uses a second-degg function

(Chakravarti et al., 1967). L1 and L2-forms are straightfowvard, but they have

the following drawback. The individual components of the fgure vectors, i.e., the
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bins of the histograms, are assumed to be independent of eaxher, something
not necessarily true in our environment, since behavior ually does not abruptly

change per bin.

3.4.0.3 Quadratic

We now describe the Quadratic distance metric from (Chakrawti et al., 1967).

Da(hi;hp) = (hafil  hofi)"A(hali]  ho[i]) (3.22)

This function considers the di erences between di erent lnis. A is a matrix,
and @; denotes the similarity between bini and j. We seta; = a; (Symmetry),
and a; = 1.

We set: @; = ji jj+1, in other words we expect the behavior of the
email accounts to be more similar in adjacent hours. For exaie, the account's
behavior between 9 a.m. and 10 a.m. should be more similar th#hat between
9 a.m. and 10 p.m. This is a very simple approximation but useff in smoothing
out the prole. This simpli cation can be further re ned to t ake in another side
of the story, namely that the behavior between 11 a.m. and 2mp. (both work
times) may be more similar than those between 1 p.m. (lunchnie) and 2 p.m.
(work time). One can also factor in work days and non work dayveekends) into
the equation. We note these other details, but have chosen anple smoothing by

adjacent hours.
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3.4.0.4 Mahalanobis Distance

The Mahalanobis distance (Chakravarti et al., 1967) is a sp&l case of the quadratic
distance equation mentioned in section 3.4.0.3. The fornauls the same, butA is
computed di erently. Here the matrix A is given by the inverse of the covariance

matrix obtained from a set of training histograms. We treat he elements in the

isB. bj = Cov(hi;h;). A = B . When they are statistically independent but
have unequal variance, matrixB is diagonal.

Let histogram h represent the user's normal behavior, which is determined
from a training set, and let histogramh,; be some speci c period that we wish to
test. In this distance metric, we make the assumption that tb elements in the
histogram vectors are random variables and statisticallyndependent. Thus, we

have the following formula:

Da(hi;h)y=(hy h)" A (hy h) (3.23)
A =B %h = Cov(h[i];h[i]) = Var(h[i) = 7 (3.24)
Covariance Matrix
0 1
20 0
0 2 0
B = (3.25)
a : R 0
0 0 2

Thus we get:

Duhyiiy= (MLl BT,

i=0 !

(3.26)
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h; is the average number of a speci c feature (emails or attachents etc.)
sent out in houri during the observed training period, and ; describes the variance
around the arithmetic mean.

Starting with the basic Mahalanobis distance function, we wdify it to a
weighted one. We rst reduce the equation from the second-geee function to the
rst-degree function, and then we give a weight to each bin sthat the bins with

larger counts will contribute more to the nal result:

X L wi(hg[i]  hi])

Dy(hy; h) = (3.27)
i=0 :
Weight w; = rpfll[i] (3.28)
. hfj]
-

3.4.0.5 Chi Square and KS

Methods from non-parametric statistics can be used to det@ine whether two ar-
bitrarily shaped, empirical distributions (including hissograms) represent the same
distribution. We present two; chi-square (?) and the Kolmogorov-Smirnov (KS)
test.

The Chi Square test is designed, among other things, to conmgatwo fre-

guency tables. Its formula is:

X (i) np(i)
) (3.29)

where (i) is the number of observations for each recipient)(in the testing

Q:

range,p(i) is the true frequency calculated from the training rangen is the number
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of observations in the testing range, and is the number of recipients. There are
k 1 degrees of freedom. Thp-value of a Chi Square test is the probability that
the frequencies from both training and testing windows origate from the same
distribution. The number ranges from 1 to 0, where 1 indicagalmost certainty

that the distributions are the same and 0O indicates that theyare di erent.

The KS test is designed to test the hypothesis that a given daset could
have been drawn from a given distribution (Chakravarti et al 1967). It is based
on the empirical distribution function. The result is equalto the maximum di er-
ence between the cumulative distribution function of data gints and the normal

distribution function.

Ds (h1;h2) = max (jFn, (X)  Fn, (X)) (3.30)
Fn(x) = % (3.31)

Here we can treath;; h, as the normal distribution function. N is the total
number of samples, ana(x) signi es the number of points less tharx. x is ordered
from smallest to largest. The KS test is independent of arbiry computational
choice such as bin width. It does not depend on the underlyingumulative distri-
bution function that is being tested. The KS test indicates bw distant the two

distributions are.

3.4.0.6 Hellinger Distance

In statistics, the Hellinger distance is used to compare derences in frequencies, in

our case we can use this measurement to identify dynamics «fen behavior over
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time by comparing recipient frequency histograms. A recipint frequency histogram
records the long term behavior of a user and the frequency wiwhich they send
emails to particular individual recipients. (Interestindy, the rank order frequency
of recipients follows a Zipf-like distribution, i.e. a smalpopulation of users receive
the bulk of emails from an individual user, while a large numdr of recipients receive
very little email from that user.) We illustrate this graphically in gure A.5.

The Hellinger distance metric is de ned as:

X 1 _ .
HD (hifol) = ( Tafi] - fal])’ (3.32)

i=0
Where f, is the array of frequencies for the training setf, represents the

array of frequencies for the testing set. This distance métrcan also be used to

group similar frequencies as in (Lee and Shin, 1999).

3.4.1 Text Distances

For computing the distance between two textual features, wean leverage a variety

of distance formulas which we present in the following seotis.

3.4.1.1 K-Nearest Neighbor

When computing textual distance we can compute the closesisthnce to a set
of precomputed clusters, or documents. The formula for wéigadjusted nearest
neighbor algorithm (Han et al., 2001):

P
COSO(,Y,W) = g 5 tZT((Xt Wt)q S‘Yt Wt)) (333)

2 F 2
t2T (xt Wt) 2T (Yt Wt)
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given 2 documentsX and Y, and a weight vectorW. T is the set of tokens,
Xt andY; are normalized token frequencies for tokenin X andY. W, is the weight
of token t. Details are given in (Han et al., 2001) on optimizations thiamake this

model a useful tool for text categorization.

3.4.1.2 Centroid Cosine Distance

Given a set of training emails we extract the token frequeres and use the arith-
metic average of the document vectors as the centroid for éeset. For an unknown
test message, we compute the cosine distance of this new eglaragainst each cen-
troid created during training. If the cosine distance is 1,lHen the two documents are
deemed identical. The smaller the value of the cosine distzay the more di erent

the two documents are. The formula for the cosine distance is

P
- XiYi
D(XY)= &g = COS (3.34)
( xt yR)?
j=1 k=1

J is the total number of possible tokens which appear in the tming set

and the test message.x is the document vector for the test email, andy is the
centroid for the training set. x; represents the frequency of thg™ token. Similarly
yk represents the frequency of th&™ token of the centroid.

Like the TF-IDF algorithm (section 3.1.7), the computed cetroid is e ec-
tively a vector of the highest occurring tokens. Centroid cne allows us to cluster

a set of messages. To cluster we follow a simple algorithm:

1. Order all messages by some feature (size, date, etc). (©@pal, but by group-

ing larger emails early on, we get a better running time to thalgorithm).
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2. Compute the rst message's centroid.

3. Loop through all following messages; If a message is notrtpaf any clus-
ter, calculate the distance and remove it if it has a distanckss than some

threshold.

4. All messages removed on this loop form one group, and arerkesl with a
cluster group number. The number serves to di erentiate beteen cluster

groups.

5. While unmarked messages left, GOTO 2.

Although the worst case behavior runs im? in practice the algorithm con-

verges much quicker.

3.4.1.3 Keyword Distance

In this algorithm, the distances are computed based on a kegvd le. This keyword
le containing word tokens of interest can either be provide by the user or can be
computed based on a subset of messages, taking all the higiwlfrequency words
and forming a keyword le (Figure A.4).

We start with a set of documents (emails) to score. For each yword, we
rst compute the normalized document score, which normales the frequency to
both document length and per document frequency. That way,n@ email with
many occurrences of a speci ¢ keyword should be scored lowkean an infrequent
keyword across multiple emails. The normalized score is @geed as the weight of

the speci ¢ keyword. We then compute a count per message, asdm the results.
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For example if the word \apple" has a weight of 5, and is found 8mes, we would
assign a score of 15 to the message.
Keyword distance measurements is one feature which can beddo cluster

a set of messages, clustering them on keyword scores, or emngf scores.

3.4.1.4 Frequency Distributions Edit Distances

Another clustering method can be calculated by studying theharacter distribu-
tions in a group of messages. We compute a one-character €rexacy distribution
(1-Gram) reordering the 1-grams in ascending frequency. €hascending frequency
pro le forms a Zipf like distribution, the same distribution that models the naturally
occurring frequency distribution of words or characters imatural language. We
are in e ect creating a unique code sequence to identify a tegegment (message).
Given two text segments, we can calculate the edit or Levertein distance(LD)
(Levenshtein, 1966). This is a measure of the similarity b&ten two strings, the
distance is the number of deletions, insertions, or subgtiions required to trans-

form one into the other.

3.5 System Models

The individual classi ers described in section 3.1 and algthms described in section
5.3 are used as a basis for the combination classi ers debexl in Chapter 4. Each
classi er is used in supervised training to emit a class laband a con dence score.
In EMT (Chapter 5) the user has the means of specifying arbitrary ass labels,
and choosing from a rich set of available features that are teacted from an email

archive.
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Chapter 4

Model Combination

In this chapter we describe a way of combining the disparate adels described in
Chapter 3. We describe the various combination schemes, aadvay of measuring
the benet of using a combination scheme. Results of the dirent algorithms and
their combinations are presented in Chapter 8. Some of thisak been published in

(Hershkop and Stolfo, 2005a).

4.1 Combining Knowledge

The goal of model combination is to leverage multiple leardeexperts over a given
task to improve individual model performance. We may be intested in reducing
errors, improving accuracy, or a combination of the two. In @dition, by including
the input of many types of classi ers we can protect ourselgefrom risk of any one
classi er being compromised.

Many di erent studies have shown that combination classi es either over

raw features or over classi er outputs are better than any sgle individual classi er
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in the group (Larkey and Croft, 1996; Kittler et al., 1998; Bimes and Kirchho,

2000; Tax et al., 2000; Kittler and Alkoot, 2003; Tan and Jin2004; Zheng et al.,
2004). We now present an overview of some combination algbms and speci cally
illustrate them with examples in the spam detection domain.

For this discussion we will consider two di erent sets of agsptions.

Binary Classi cation - We provide the discussion in the corgxt of a binary
classi cation problem. For example in the email domain, theclassi ers are
judging an unknown email on the probability that it is spam. h general we
are classifying an unknown example between a label and a tatdabel. In

this case, \spam" is the target label.

Output Score - In our work the models return a score in the ramgof 0-201
with larger numbers mapping to greater probability that an tem being part
of the target label. We generalize this in this chapter to beroa range of O -
SR, with SR as the highest possible score. In Section 8.1.1 we will expla
how this is achieved, why 0 to 201, and how this can be generad to n

classi ers.

4.2 Maximum & Minimum

For many of our classi ers, the score returned by an individal classi er re ects a
level of belief in the target label. In order to keep this mappg when combining
classi er scores, we can use the output of a classi er as thedt answer. The simple
way to achieve this is when the combination algorithm calcates the probability

that the sample is part of the target label, we can choose thearimum individual
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score from any of the classi ers. The same for the reverse, erhwe calculate a low
probability of the target label, we return the minimum score
In the evaluation section we display the results of combingnclassi ers with

and without min/max combination.

4.3 Simple Averaging (Equal Weights)

The simplest way of combining classi ers which requires nodining knowledge, is
to average the combination of returned scores by the individl classi ers. This
has been shown to work well (Kittler and Alkoot, 2003; Kittle et al., 1998). We
call this an \Equal Weight Combination" since it assigns an qual weight to each
of the classi ers.

The main disadvantage of this algorithm is scaling. As the maber of clas-
si ers increase, the performance of average combinatiomtds to peak, and can be
improved with a non-average-weighted algorithm. This is lwause the sum of the
errors of the individual classi ers has a cumulative e ect bchanging the correct
responses (Kittler and Alkoot, 2003).

In addition the algorithm makes a strong assumption that althe classi ers
are returning a smooth probability score. Smooth score is & for any individual
classi er, the larger the score, the greater the probabiltof being part of the target
label. Although classi er scores can be mapped to a smoothgirability by learning
over training data, some algorithms do not necessarily retm smooth probabilities.
For example, it might be the case, that a conservative classi will return 115
(on scale 0-201) for many of the spam examples, although wepegt most of the

examples to map higher on the score range. There are also si&ss which return
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a binary answer 0 or 201 which again does not map to a smooth patility curve.

4.4 Weighted Majority Algorithm

Another combination algorithm is a weighted majority algoithm adapted from
(Littlestone and Warmuth, 1989). Each of the individual clasiers is initially
assigned an equal weight vote.

During training, a threshold is learned for binary classi @tion (correct or
not) and a tally of scores is computed with the majority vote a the predicted
classi cation. If the majority of the classi ers are corret no weights are updated.
If it is incorrect, the algorithm deducts a cost from each of the classi ers which
contributed to the incorrect vote.

Modeled after the work in (Littlestone and Warmuth, 1989) weadded a term

to each weight of the correctly voting classi ers. Unlike tle original algorithm, we
reward classi ers which had a correct vote when the overall ajority were incorrect.

was set to:001 and =4  with the threshold set to 60. We found these values
to work well with  during our tests over di erent sets of data.

For min/max smoothing, if the majority of weights are more ca dent that
the example is spam, we return the maximum available raw s@produced by one
of the component classi ers. Conversely, if the weights araore con dent that the

example is normal, we return the minimum available score.
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4.5 Nawe Bayes Combination

In the Nawwve Bayes Combination algorithm we attempt to estmate the likelihood
of an individual classi er being correct for a given score.

We can estimate this by studying a classi er's performancever a training
sample. Since ground truth is known, we can measure the ermate of the classi er
and its likelihood of being correct. This probability is estmated by mapping the
scores computed for the training data of the classi er to prele ned bins over the
range of the raw scores. We use bins to allow us to cluster se®ito achieve a high
statistical sampling and reduce the amount of computation.

The number of bins,n, is a parameter. For each bin (score range), we count
the number of true spam and number of true normal samples, whikeeping a total

count of each class label seen in the training set. Then, wdiemte:

P(SjC1Cy:::Ch) = P (S)P(C4jS):::P(CnjS) (4.1)

where:
IS +1

P(Ci;BIN jjS) =
(CiBIN{IS) = T57AL SPAM, + JBINS

(4.2)

for the particular bin j, we use a Laplace smoothing factor ‘?émch, , where

IBINS is the total number of bins. C; is the iy, classi er we are combining. The
P(CijNotSP AM) is calculated in a similar manner. The nal score is returne in
the range 0 -SR by normalizing the estimated probability P(S), that the sample

S is spam. The normalization is computed as follows:

P(S)

ScordS) = SR 5 Sy F P(NoSPAM)

(4.3)
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4.6 Matrix Bayes

The Matrix Bayes algorithm attempts to closely model the prbabilities of the
combination of returned scores. We do not assume statistidadependence among
the classi ers, and thus sample the training examples usingn n  n matrix (for
n = 2). Intuitively, we expect that if some of the classi ers reurn a high probability
of spam, and one does not, we can correct this particular comhtion by seeing
what the real label was during training and learning the prodbilities. In addition
because we do not assume classi er independence we requsenall number of bins
or much more data to train upon.

For example, if we set the bins to size 50 the range [0-201]lvaiap to 5 bins
(0-49, 50-99, 100-149, 150-199, 200+). If we have 2 class én = 2), we compute
a single 5 5 matrix. If we see a score of 40 from the rst classi er, and 3fom the
second, this will map to location (Q0). The probability can be calculated during
testing by simply extracting values from the matrix seen dung training in the

following manner:

1+ Sij

= SR
ScordS) = SR 5 INotSPAM, + JBINS

(4.4)
whereS;; is the number of Spam observed and recorded in the matrix Ictazn

(1] ). We use a Laplace smoothing factor o{ﬁ , Where |BINS is the total
number of bins f1?) we have chosen. We limit ton = 2 since asn increases the

data will be overly sparse.
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Figure 4.1: Score distribution for two classiers,C1 and C2, and the centroids
resulting from creating bins. The color of the centroids raesents a high probability
of spam (red) or low probability of spam (blue).

4.7 Centroid Based Models

Another way of estimating a probability distribution without direct binning is to
use a centroid based model to combine classi ers. This adspwell in general when
there is an issue of sparse data using direct binning. Durirthe training phase,
a centroid is computed for each bin (if we have a su cient amont of data above
some threshold). In cases where the centroid does not exist fa particular bin
(because of the training data is sparse i.e. insu cient dafethe closest centroid
will act as a replacement for the void. Each centroid computeduring training
is associated with a probability of some target class (spamma non-spam in the

binary label example). Figure 4.1 shows a score distributiofor two classi ers C1
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and C2, along with the cluster points showing high probability cetroids.
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Figure 4.2: Using a nearest neighbor approach for calculagj probabilities.

4.7.1 Nearest Neighbor

In the nearest neighbor algorithm, we use the closest censlocomputed during
training to classify a new unknown example. In gure 4.2 we siw how this works.
Notice that not every bin has a specic cluster and as expedaefrom a smooth
probability output the ( min,; miny) and (max,; max,) have the largest amounts

of data points.
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Figure 4.3: Triangulation of cluster points for calculatiy a probability score on the
probability slope.

4.7.2 Triangle Combination

An alternative to using a single centroid is to use a group ofeatroids in a prob-
abilistic framework. The triangle combination algorithm ties to triangulate an
unknown point treating it as a point on a probability surfacecreated by mapping
n classi ers to ann dimensional probability space.

We illustrate this method using 2 classi ers. We map the two lassi ers to
an n grid using the raw scores as coordinates.

To optimize the algorithm we bin the scores and compute the adest three
centroids (section 4.7) to form a triangle around the unknow point as in Figure
4.3.

The three centroids will be referred to asXi; V1), (Xz;Y2), and (Xz; y3) with
the unknown point (score to label) as X;y). They form triangles around the un-
known point which we will refer to asA1, A, and Asz. A probability can be associated

with each of the centroidsZ,, Z, and Zs.
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We calculate the unknown probability in the following manne

Z1A1  ZoA,  ZoA,
= + + .
Z A A A (4.5)

A is the total area of the triangle formed by the centroids. Thereas can
be calculated by taking the determinant of the matrix with regard to point (X,y)

(Figure 4.3).

x vy 1
B: X2 y2 1 (4.6)

X3 y3 1
4.8 Measuring Gains from Model Correlation

There are several ways to measure the performance of the slas combination.

Zheng et al (Zheng et al., 2004) proposes a novel way based ba Data Envelope
Analysis (DEA) method. This analysis produces a measuremnteaf how accurate
each classi er is in correctly classifying examples. This di erent than ROC con-

vex hull measurements proposed by Provost and Fawcett in (Bvost and Fawcett,
2000).

Both methods make some strong assumptions about the perfaante of the
underlying classi ers. For example they concentrate on cdmming the best classi-
ers, trying to measure what best means. We show how even wealassi ers can
be combined in our context of computing a model correlatioruhction.

We introduce a new way to measure the gain in the context of thitwo class

problem, i.e. spam classi ers. If we were to calculate the memum gain from any
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classi er we could measure a relative gain in comparison \ithis maximum. We

call this empirically measured maximum possible gain the dige Combination.

4.8.1 Judge Combination

One of the current methods for measuring the gain of combirgnrmodels is to have
the training set split into many parts and measure the perfanance gains over each
part and averaging the results. The theory is that one can genalize enough about
the performance over the training set to accurately predicthe performance gains
for the testing set (Ho et al., 1994; Kittler et al., 1998).

We approach the problem from a di erent angle: we start with asimple ques-
tion, how accurate is a combination of classi ers if we onlyanbine the minimum
or maximum available raw scores from the component classigin the correlation
function (essentially ignoring lower scores otherwise) kwing the correct label?

Surprisingly, the answer is very accurate! We call the algitihm the Judge
Combination. Given that we know the correct classi cation éan email used to train
the classi ers, we return the maximum available score if its spam and minimum
if it is not spam. That is we aim to learn when to choose the mamium available
score and when to choose the minimum score from any of the clieers we are
combining. This contrasts with the typical approach of tryng to create a super
classi er using the individual classi ers as inputs for a cmbination score.

The accuracy achieved by this combination method, is used te theoretical
limit of a possible combination algorithm and we scale all awgain results based on

this accuracy estimate.
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4.8.2 Gain formula

We de ne the gain as a measurement of how much accuracy poteta classi er
has reached. This measurement can be used to decide which leim@tion algorithm

to use in a system.

R (10000 i)

10000 FP; (4.7)

classi er_gain =
i=0
where F P; is the measured false positive rate of the classi er over itgain-

ing data. i is varied by 10,000 to allow two decimal precision for measng the
false positive rates from 0 to 100. This is simply the area ued the ROC curve,
biased towards lower false positive values, that is, we whitpwer false positive with
greater weights. We can calculate thé-P; by moving a threshold over the data
and calculating an ROC curve, and then averaging the resulisetween points to
interpolate the graph.

Since the Judge algorithm represents a maximum possible domation score
achievable, we use it to scale the gain score for each indivad classi er as follows:

classifier _gain

gain = Judgegain (48)

This provides an easy reference point of measuring di eremombinations
in relation to the judge combination. We can now measure thegsformance of
individual and combination classi ers in relation to each ther. This allows us
to decide between two combination algorithms that might visally be hard to tell

apart, but measure di erently in relation to each other's gan scores.
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Chapter 5

Email Mining Toolkit

In this chapter we detail the Columbia University's Email Mining Toolkit (EMT ).
We have documented parts of it in various publications and mo present it in its
entirety in this chapter. It has been under development sirec June 2002 and is
approximately 60,000 lines of source code implemented invda It was initially
designed as a learning tool, to illustrate the power of beh@r models. As such it
contains much more than just the basic email analysis, butsb database, reporting,
and forensic tools all joined under a data mining framework.

EMT is architectured to be a standalone application for o ine enail analy-
sis. We have implemented behavioral models to allow behawianalysis to take
place in an organized and task-driven environment. Each wdow allows a user
to study a certain aspect of the email behavior with the 'mesge’ window,' ow'

window, and ‘forensic' window tying di erent models togettler.
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5.1 Architecture

EMT 's architecture is composed of four major components.

Parser - A parser which serves to import the email data. This tool isesponsible
for taking any email data format and importing it into the EMT database.

The parser is described in section 5.1.1 and appendix B.

Database - An underlying database to store the email messages. In seat5.2.1
we describe the schema and rationale in detail. This compaories where the

actual email data resides for analysis by the models.

Models - A set of Information retrieval and behavioral models. The mdels which
were described in chapter 3 form the basis for the mining tdal. We describe

the implementation and user interfaces in this chapter.

GUI - A front-end Graphical User Interface (GUI), which allows he data and
models to be manipulated. It also allows the user to test a rae of parameters
for each model in the o ine system, so they can accurately juge what are

the ideal parameters for a speci c set of email data.

5.1.1 Mail Parser

The EMT parser is designed to read data from an email collection anshport it
to the EMT database. We specify an API interface which can be impleme to
any email data representation. This allowEMT to analyze any source of email
and apply its behavior modeling over aleEMT database. Appendix B has a more

in depth detail of the parser and our implementation.
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Figure 5.1: The EMT Architecture composed of a email parsetdata base back-end,
set of models, and a GUI front-end.

Note that the parser is a stand-alone application but incorprated into the
EMT GUI framework for convenience. The GUI allows the parser toebused

without invoking a separate command window.

5.2 Database

To improve on a simple at le organization used by most emailsystems, we have
implemented a database con guration to store the email megges. A database
format allows us to quickly and e ciently store and retrieve individual and group
messages. In addition it allows compact representation awggick statistical lookups
to take place. It also builds upon current database technayy for portability and

rollback features.
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We have made speci c trade-o0 s between space and computaticonsider-
ation in the design of theEMT database schema. We allowed data redundancy
where computation would bene t, because space is currentlgr cheaper than com-
putation time. Speci cally many of the statistical features exist in more than one
form in the database and index keys, but are part of the desigof the system.
In addition some of the data redundancy is to allow us to opeta in \privatized"
mode, allowing the actual data to be encoded for privacy wiailallowing meaningful

statistics to be computed.

5.2.1 Schema

The Schema for storing email messages shown in Figure 5.2BNT consists of

three main tables:

Email Table -

The email table is the primary collection of information abat an email mes-
sage. Its schema is presented in Figure 5.2. Information aliadhe sender,

recipient, date, and time are stored.

When a single email has many recipients, the table inserts aw for each
recipient (as if the email were viewed by a distinct senderécipient pair). The
reason for this is that, conceptually, there is no di erencéetween sending
an email to many people at once and sending it to each persordividually.
The only di erence is an administrative one, in the column tiled \number
of recipients” (this is the numrcpt eld in database schema) It also allows

many of the statistical computations to run faster, since welo not need
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Email Table
PK |sender Message Table

PK |rcpt PK,FK1 | mailref
PK |dates PK hash

PK |times

PK | msghash ¢ . type
received
sname size
sdom FKA1 msghash
sZn bﬂd‘y‘

rname filename
rdom

rzn
numrcpt
numattach
size
mailref
zmailer ff——— PK.FK1 | mailref
flags
rplyto hotwords
forward
type

recnt
subject
timeadj
folder
utime
sendarlLod
reptloc
insertTime
recpath
uip

class
score
groups

Keywords

Figure 5.2: The EMT schema consisting of email, message, da@yword tables. PK
is the primary key for a speci c table, whileFK is a foreign key in the database.
Fields in bold represent indexed columns.
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to recompute speci c statistics when we are interested in sgi c users or

communication patterns.

Each email has two unique identi ers in the schema. Each row ihe table has
a unique eld that indicates the email's unique identi cation number (UID).
In addition, each processed email has a unique mailref, atthgh a few emails
may share a single mailref if they were on the original emal\to" or \cc"

list.

Notice that some information seems at rst glance to be redwant. For

example, why keep both the user full email and the email up uihtthe \@"

sign in two columns? The reason is thaEMT is con gured for privacy as
described in Appendix B and when the data is scrambled in theathbase, this
is the only way to maintain user statistics without revealig the actual user
during analysis. This mode of privacy also allows the parsén gather email
data in many locations (hashed), and then merge many sm&MT databases

into one large one without compromising the original emaihformation’.

We now describe each column in detail.

uid - A unique identi cation number for each row. This is mainly br data-

base and insert statistics purposes.
sender - The full email name of the sender.
sname - The rst part of the email name up until the '@" character.
sdom - The last part of the email name after the ‘@' character.

szn - The email zone of anything after the last period after the '@haracter.

For example .com, .edu etc
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rcpt - The full email name of the recipient.
rname - The rst part of the email name up until the '@" character.
rdom - The last part of the email name after the ‘@' character.

rzn - The email zone of anything after the last period after the '@haracter.

For example .com, .edu etc
numrcpt - The number of recipients.
numattach - The number of attachments
size - The size of the entire email.

mailref - A unique string to identify the email based on the hash, intmal

id. We append the folder name if not long enough.
xmailer - The mail client id string.
dates - An SQL formated date such as 0000-00-00
times - An SQL formated time such as 00:00:00

ags - A string representation of the ags in the email such as x-lagler

information.
msghash - A md5sum hash of the entire email.
rplyto - The reply to email name if present.
forward - The forward ags.
type - MIME type of the message.
recnt - The number of 're', 're:' removed from subject line beginmg.

subject - The cleaned up subject line.
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timeadj - Time zone adjuster.
folder - File or folder name of the message.
utime - Unix time stamp of the date, a long type.
senderLoc - character representing sender source (Internal/Exterra
rcptLoc - character representing recipient source (Internal/Extenal).
recpath - Full received path string.

class - One character representation of class label (Spam,Virlisteresting,Not

interesting,Unknown).

score - Either a user assigned score or learned score associateth whe

email, which we might want to store.
groups - Group id number.
ghour - The hour as an int.
gmonth - The month as an int.

gyear - The year as an int.

Message Table -

The message table contains information about the email's mi@nts, including
any attachments to the email. Attachments are representedytthe md5 sum
hash, which is based on the contents of the attachments. If mothan one
attachment is inserted into a single email, then each attachent is represented
on a separate data row. Secondary information includes thaih information

and the rst x bytes of the body. In addition to its unique hash a message
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part (body or attachment) is associated with a message maglr and message

hash.

We now describe each column in detail.

mailref - A unique id for each email.

type - The mime type of the message part. This is not necessarilydlsame
as the type found in the email table. For example, an email ming be

labeled \MIME multi-part" and have binary attachments and others.
hash - A unique hash of the message patrt.
received - The entire received line.
size - The size of the attachment part.
msghash - A hash of the entire message.
body - The full body of the attachment in binary format.

lename - The lename (if any) associated with the attachment.

Keyword Table -

The Kwords table collects keyword statistics about the coeint of an email.
If a keyword le is used, then the table notes the frequency &eywords and

updates the database.

We use this table as a fast updated cache when keyword functaity is
enabled duringEMT operations. By storing high or low frequency keywords

associated with each email, we can compute group cluster rac ciently.
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5.2.2 Implementation Details

EMT uses two types of databases. The rst type is a Mysgl databasenning either
locally or remotely, and the second type is an open source dabased database
technology called Derby. Because of the way both databasese avrapped, they
look identical to the components of the system.

Mysql is an open source, platform dependent database (MYSQ2005). The
main advantage to this option is that the database is writtenin machine native
code which translates into quicker running time. The drawbek of Mysq| is that it
requires user setup and con guration, and if not performedaerectly hindersEMT
from running because of permission errors. In addition to bey machine portable,
we need to download or provide a machine executable binary Blysql for each
operating system. When running large sets of data experintsnMysql is a better
choice.

Derby is an open source database technology that advertiseself to be pure
Java, easy to use, small footprint, standards based, and see (Derby, 2005). Derby
is based on the former cloudscape database technology dathby IBM in 2004 to
the Apache Foundation. It is a stand-alone platform-indep&dent, Java application
which we bundle withEMT . The advantage is that the user does not need to install
any outside components. The drawback is that the current ptarmance is a little
slower than that which is provided by Mysqgl. We have found, wén the number of
email analyzed to be very largeX 2 gig of data, 300,000 emails) the performance

di erences were noticeable but not considerably so.
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5.2.3 Database Example

We illustrate the workings of the database by providing an eemple of how an
email would be divided among the di erent database tables. f luser A sends an
email \TTT" to both user B and UserC, the email table would have two entries:
(A;B) and (A; C) both referencing msghash (message hash) of TTT. In additio
each email is referenced by a unique mailref string.

The Message table would have one entry for the msghash of TTi,TTT
had multiple parts. Each part would generate one entry in thé/lessage table. For
example, if TTT is composed of parts 111 and 222, then each pavould have a
unique entry in the message table but still be associated WwitTTT's mailref and
msghash (TTT,111) and (TTT,222).

When retrieving a message iEMT we can recompose the message by creat-
ing joins on the database table using the mailref as a key tak both sets of tables.
The reason is to allow for example when one user repeatablynds a specic ex-
act message multiple times, to reside only once in the datad® This can happen
when for example resending important documents, reminderand advertisement

messages.

5.3 Models

Each of theEMT models addresses a di erent part of a user's behavioral agais.
We described general models in Chapter 3. We will refer to spe models when
describing speci ¢ GUI modules in section 5.4.

BecauseEMT was designed to analyze a user's email, we leverage specic
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models for either incoming or outgoing analysis. For modaly outgoing behavior,
we use the usage, similar, and clique models. For incominghlagior, we use the
communication, attachment, and URL models. Because data giit be richer in one
direction over another when analyzing user-speci c data,eumake these distinctions
over which model is for what email direction. For example, narally we usually
have more precise data to compare users when we look at theirtgoing behavior
(how they send emails) rather than incoming behavior (wherhey receive email).
This of course is highly dependent on the email archive datatention, as the models
can in reality be used in either direction. From our experiete, some users will keep

all mail sent and received, while others only keep either aging or incoming emails.

5.4 EMT GUI

The GUI provides a front-end to users to use the data mining sjem. Each of
the di erent components is divided among data gathering, ®wing and computing.
The \Gathering" function includes the parser and databasealated views which are
related to acquiring email data. The \Computing" functions are those sections of
EMT which allow di erent types of machine learning and behavia@ models to be
computed and tested against the underlying data and to expienent with di erent
parameter settings. The \Viewing" elements are where specimodel parameters

can be tested and results analyzed by an analyst.
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5.4.1 Message Window

The Message window o ers a particular view of the data in the atabase (Figure
A.1). Aview is composed of a set of constraints de ned over ¢hdata. For example
it can be all messages associated with a particular folder oser.

The following features can all be used alone or in combinatido constrain

the data view.

1. Date - All messages between a set of dates.

2. User, Direction - We can choose a speci ¢ user to view allélr email, and
also de ne which direction (inbound, outbound, or both) we wuld like to

view.
3. Label - We can view speci ¢ emails, such as spam or virus.

4. SQL - An SQL statement can be de ned to speci cally choose subset of the
data. This allows users to extend the schema and use thoseaendions within

the EMT framework.

Views exist to allow the system to scale to arbitrarily largeamounts of mes-
sages without taking over all of the system resources. The ssage window also
allows old views to be viewed by using a back and forth buttonear the top of the
GUL.

In addition the message view allows machine learned modekation and
evaluation. Individual or groups of messages can be labelemhd processed by
any of the machine learning classi ers to create a model ané\wed for later use.
Models can be loaded, and evaluated over a given view, to laloe score a group

of messages.
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5.4.2 Attachment Statistics

Figure A.8 displays the attachment statistics window whichallows analysis of at-
tachment behavior. The Email attachments can be grouped byame, size, or
content. MET Models (Bhattacharyya et al., 2002) can be run\er all the data,
and alerts issued for any attachment violating the MET measements. These
features and measurements are described in section 3.3.

Attachment statistics can be viewed, saved, or selected féurther analysis.
In addition the user can group similar attachments either bgimilar name or similar

content (using N-gram distance).

5.4.3 Similar Users

The Similar users window (Figure A.3) is designed to nd a gngp of email accounts
that have similar usage behaviors with any selected accourit can also be used to
view the usage histogram of di erent metrics of the email acunts.

A speci c selected user can be compared to all others, or orilyose accounts
which have issued emails. The di erence is that for source aits, we have better
statistics than those users which appear exclusively as ngients.

The histogram comparisons can be either normal or alignede(ion 3.4).
There are four features used to nd similarity; the averageumber of emails sent out
per hour; the average size of emails sent out per hour (in KBhe average number
of attachments of emails sent out per hour; and the average mber of recipients of
emails sent out per hour. In addition there are four comparn functions available;
L1-form, L2-form, Quadratic, and KS-test.

The window displays the results of the comparison as an oraet list of
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similar users, and a set of histograms associated with eadmgar user. It allows

an exploration of related accounts, when analyzing large arhsets.

5.4.4 Usage Prole

The Usage Histogram window compares an email account's belwa over time
(Figure A.2). A pro le period or training period is selected(example: rst 75%)
and this pro le period is compared to a test period known as oent period. The
default behavior is to compare the last month as the pro le adh last week as the
recent.

Either a speci c account or all accounts can be checked in arut@matic
fashion. For those accounts whose recent period is anomalofin a histogram
sense) above a certain threshold, an alert is issued. The tdisce method used
here is the Mahalanobis distance function, which is descel in section 3.4.0.4.
According to the distance and the alert level speci ed the sfem judges whether
the recent behavior is normal, abnormal, or might be abnornhaThese judgments
are indicated by di erent colors: red for abnormal behavioalert, yellow for might
be abnormal alert, and blue for normal behavior. If the behaor is abnormal or
might be abnormal, the alert is sent to the whole system's atelog (section 5.4.8)

for further analysis by a forensic expert.

5.4.5 Recipient Frequency

The Recipient Frequency window models email ows from an inddual email ac-
count. It analyzes the frequency at which the selected usegrgdls email message to

each recipient.
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We analyze either only emails sent by the user (out-bound),nty the ones
received by the user (in-bound), or only the ones sent with aattachment (out-
bound with attachment).

The chart in the upper left side of gure A.5, called the Recient Frequency
Histogram, plots a bar graph indicating the frequency of e&crecipient to whom
the selected user has ever sent an email. The table in the upp®ht side, called
the Recipient List, displays the email address of each reapt along with the
corresponding frequency of received emails from the sebsttuser. This table is
sorted is descending order, and each of its rows correspotwa bar on the Recipient
Frequency Histogram.

The chart on the lower left side of gure A.5 is the Total Recijent Address
List Size over Time chart. By \address list", we mean all regients who have
received an email from the selected user between the two sedel dates. Here, the
chart plots the address list size, i.e. the number of recipits in the address list,
over time. It starts at zero at the beginning of the dataset ath grows as the selected
user sends more emails to new recipients not already listed.

The chart in the lower right side of gure A.5 is shows the numbr of distinct
rcpt and the number of attach per email blocks chart. It disp@ys three variability
metrics and the rolling averages of each of them.

We calculate and display the results of the Hellinger distare (section 3.4.0.6)
over recipient frequency email activities. In addition thee is a Chi Square window
which compares the selected user's pro le between two timeames (recent vs pro-
le). The degrees of freedom and the p-value of the Chi-squatest, as well as the

Kolmogorov-Smirnov distance, are displayed at the bottomfdhe window.
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Analysis of activity in relation to cliques can be done by r$ calculating the
cliques and then running a Chi-square test in a sub-window. liGues are groupings
of users with large pair-wise email ows, thus representingghtly connected small
groups of email users. The results are displayed in a tableogiping users into

cliques and displaying group statistical behaviors.

5.4.6 Cliques

To study email ows between groups of users, we compute a sdtaiques in an
email archive. We seek to identify clusters or groups of reéad email accounts that
participate with each other in common email communicationsConceptually, two
broad types of cliques can be extracted from user email arebs: user cliques and
enclave cliques. In simple terms, user cliques can be infmirby looking at email
history of only a single user account, while enclave cliquese social groups that
emerge as a result of analyzing trac ows among a group of useaccounts. We
display enclave cliques in a tabular as well as a graphicalfio seen in Figures A.6

and A.7.

5.4.6.1 Enclave Cliques

A clique is a group of accounts that, pair-wise, have exchasg some minimal
number of messages. To nd cliques in the dataset, set the nimum message
threshold on the top of the screen, and click Refresh Userg.ybu set the threshold
to 30, for example, each pair of accounts in the clique will ka exchanged at least
30 messages, perhaps 13 in one direction and 17 in the otheheTresults will also

show the most common subject words for messages exchangetthiwieach clique
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group (Figure A.6).

5.4.6.2 User Cliques

We de ne a user clique as a group of individual mail accountselated by some
common set of communication and involving at leask emails. For example, if
User X sends emails to A, B, and C, at least times, then we can say that A, B,
C form a cliqgue with respect to user X. In this de nition, a clque consists of two
or more users.

The threshold box speci es the k value. The training periodefers to the
time frame necessary to learn the user's cliques. The tegsjirperiod refers to the
time needed to test the learned cliques. These can be changedrder to study the
behavior of an individual over time with respect to his or hecliques. The Clique
Sets button shows the cliques generated from the training ped. The Clique
Violation button shows the cliques that were seen in the testg period but not
seen in the training period.

When results are displayed, additional information is avéable on a per clique
basis. The rst column shows the number of times that the clige was observed.
The weight column computes the weight of the users in the cligs. Then, the
actual clique is shown.

A graphical representation of the users email over time issplayed for each
user. This enables a visualization of how the training and $ting sets are related

(see gure A.9).
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5.4.6.3 Graphic Cliques

The graphic cliques window displays a graphic representati of the clique groups.
It allows the user to navigate and choose a speci c clique taalyze in-depth by
choosing speci ¢ constraints on the clique building algahm. The graph uses poly-
gons and lines to overview the results of the cliques relatiships. Di erent shapes
and colors are used to emphasize di erent aspects of cliquesd their relationships.

Di erent parameters are user adjusted for selecting cliqurmation. EMT
utilizes two di erent algorithms to calculate clique, With or Without Keyword
(Common Subject Words). Minimum amount of connections is ahteshold chosen
by the user to de ne the minimum number of emails exchanged tveeen cliques to
be considered in the analysis.

The window display is divided among three panels. These pdsgethe Infor-
mation Board, the Clique panel, and the User panel, are shown Figure A.7 and

are described below.

Clique panel

This panel displays results for all of the cliques that have et the user speci ed
constraints. Each dot on the graph represents a clique (nohamail account)
with an associated reference number. The di erent sizes argthapes of the
dots indicates di erent types of cliques. Circles indicate-clique, triangles

indicate 3-clique, squares indicate 4-clique, and so on.

The lines portray the connection (i.e. the relationship) beveen cliques. A
line connecting two dots signi es that these two cliques sha the same email

account(s) (i.e. clique members). The color of the lines regsents the per-
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Color Percentage
Orange < 10%
Yellow | > 10%,<=20%

Red > 20%,<= 30%

Cyan | > 30%,<=40%

Blue > 40%,<=50%
Magenta | > 50%, <= 60%
Green | > 60%,<=70%

Gray | > 70%,<=80%

Pink > 80%,<=90%

Black > 90%

Table 5.1: Alert Color percentage values.

centage of members that the two cliques share. The table belde nes which
percentage is associated with which color. For example, adréne between
two dots means that these two cliques share 30% of their cligumembers.

This is presented in Table 5.1.

User Panel

This graph displays all of the email accounts. The blue dotepresent cliques;
they are the same as the dots in the Cliqgue panel, The dots usket same
identifying reference number as in the Clique graph; each mber indicates a

particular clique.

Black dots represent all of the email accounts. The leftmosiolumn of black
dots indicates that each of these email accounts is involvesiith only one
cligue. The second left column indicates that each of thesenail accounts is
involved with two cliques, etc. The rightmost dot(s) (i.e. enail accounts) are

involved with the most number of cliques. ThusEMT displays which email
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account(s) is involved with the greatest number of cliquesnothe far right.

The colored lines indicate connections between email acotaiand cliques.
A line connects an account with a clique thus showing that thaccount is
in this particular clique. A clique may contain more than oneaccount, and
an account may be involved in more than one clique. Di erentaumns use

di erent colors.

Information Board

The Information Board enables further analysis on the cligegs. When a dot
(clique) is chosen, the Information panel is updated with tb email account(s)
and \Common Subject Words" associated with this clique. It gnerates a
small picture showing what a clique looks like. In additionjn the Clique
panel the selected dot turns red (the others remain blue). Ithe User panel,
the selected clique and its email accounts also turn red. Tee which email
account(s) that two cliques share, the user can choose thenoecting line and
the information board now displays information about the shred accounts,

and the selected lines becomes black.

5.4.7 Email Flow

The Email Flow window (Figure A.10) portrays how a message peeates through
an organization and shows how people relate to each other kvia message ow
containing the same content (via ngram analysis) as the origal target message
(chosen by the user). The ow starts at an individual email mssage, groups other

emails either by subject or by content that have similar comnt, nds all the relative
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or similar emails and shows details such as the relationstopsenders and recipients,
content and time.

We can visualize the ow of a message and easily nd cliques teen the
email accounts by this graph. Thus, the ow pattern indicatel by nodes (email
accounts) and arcs (message exchanges between accountsjedateresting \con-
tent based cliques” within an organization. The graphical dplay shows a series of
concentric rings. The inner most ring and node corresponds the original target
email. Time is depicted by stepping outward ring by ring. Thenodes in the next
closest ring are accounts that have exchanged email in thexhdime step. The
spread and number of arcs and nodes provides a view of how adividual message
a ected communication over a broad set of email accounts aritle time frame that
this spread occurred. The lower left panel in Figure A.10, ia table form of the

graphical representation on the lower right.

5.4.8 Forensics and Alerts

Email forensics have played an important role in various ligation and investigation
proceedings. Many organizations by law are required to retaall email that passes
through their systems. Large organizations might have margmail servers, in many
locations generating large amounts of data. In cases of gj&ition or investigation
a speci ¢ subset of the email data is required. In many casebed organization is
most interested in complying without releasing too much ordo little information.
Figure A.11 displays theEMT forensic view. First a set of emails is chosen

to analyze. The emails can be grouped by similarity to aid inhe nding interest-

ing emails. A specic email can be selected and their usagestary and VIP list
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generated. A speci c recipient can be selected from the VISt and the interaction
between the main user and VIP user can be displayed as a messagw, in the
message window. In addition the main user can be studied inyaof the other
EMT windows.

This window also includes a reporting mechanism for orgamg, displaying,
archiving, and analyzing alerts from the various parts oEMT . This is highlighted
in Figure A.12.

A forensic investigator working with an unknown set of emasl can use the
EMT system to locate either accounts of set of messages to inigate. Interesting
email accounts can be automatically selected based on a setbsf behavioral mod-
els within EMT . For example, using the histogram models, one can locate @ma
accounts which are behaving anomalous over a specic period time based on
past usages. Once an email account is located, its cliguesdavilP accounts can
be computed to aid in nd other sets of email accounts to invéigate. In addition,
a subset of all the messages can be isolated by studying thenoounication ows

and locating anomalous patterns.
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Chapter 6

PET

EMT was initially designed as a learning tool, to illustrate thepower of behavior
models. We have packaged the integral portion &MT into a package we call
PET with the speci ¢ aim of making it easily integrated into any s$andard email

environment through plug-ins.

6.1 PET

The Pro ling Email Toolkit ( PET ) is designed to allow the user to view messages
within context by automatically modeling past behavior inbrmation. For example
when multiple messages arrive at the same time, the user iepented with the mes-
sages sorted by relevance. The relevance of a speci ¢ messegn be computed by
observing past behavior of the user with regards to equivaleor similar messages.
User behavior models can be used in this context to provide sgage meta-data
relevance scoring. In addition, di erent than the current aailable tools (Itskevitch,

; Pazzani, 2000; Segal and Kephart, 1999; Segal and Keph&@00; Winiwarter,
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1999; Lewis and Knowles, 1997), it can not only suggest redew folders but also
o er additional information such as a score of message imgance, suggested ac-
tions, past email ow (contextual), and related emails (reérences and follow-ups).
Related emails would be either similar in structure or simélr in behavior. Simi-
lar to credit card users, email users can be broadly classilento sets of similar
users based on comparison functions or distance formulasphed to user pro les

as discussed earlier.

Tncoaning Einail F
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b AN

. Criflook, Iozilla, ete
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Figure 6.1: The PET Architecture.

Message view organization described in section 5.4.1 is @xample of how
to allow users to customize their email experience. Studiémve shown that not
all users treat email the same way (Ducheneaut and Bellott2001; Whittaker and
Sidner, 1996). For example, a doctor monitoring patients tlough email would
appreciate an automatic system alerting to the presence ofraessage of utmost
importance. Behavior modeling or simple similarity contentest would be able to
accomplish this task. Currently most users rely on hard coderules based on a

pattern in the subject line to ag messages. These are sustibte to false alerts by
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spam messages.
No current client system which we are aware of o ers an integted set of
behavior modeling features; in this chapter, we aim to demstrate the power and
utility of behavior-based modeling packaged in an easy to esleployable system.
We now describe thePET system, a packaged toolkit for building and using be-

havior models.

6.2 Architecture

The email system consists of a set of servers and a user-sitient reader, which
performs the usual fetching, displaying, composing, andtreeval of email data.
Examples such as Mozilla Thunderbird, Lotus Notes, Outloglor Outlook Express
are all typical email clients. ThePET system integrates within the current email
framework and consists of two components.

The rst is the email storage component, which can replace aomplement
current client capabilities. EMT currently implements a database scheme for email
stores. We use this implementation in our design. The actualata is stored in a
relational database making relationship queries a naturakay of organizing the
data. By utilizing data base components, backups and veriation of the data can
be easily implemented and used within current email clients

The second part of the system is th€ET models section. This part takes
as input an email message and updates the various models aminputes feature
measurements for each type of prole. In addition, it proviés support of the
enhanced search capabilities added to the client. This semt also contains the

logic to combine multiple pro les. The output of this section can either be logged
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or is sent to a display widget on the email client.
We have interfaced to the Mozilla Thunderbird email client Mozilla Foun-
dation, 2005) but in theory any client side plug-in can be wtien to visually display

the model output on the client side environment.

6.3 Requirements

We outline a number of requirements we impose on tHeET system. The system
should work within the current framework of protocols and shuld not alter what
we perceive as underpinnings of the success of email; low patational cost, ease

of use, trust, compatibility, and portability. We now list t he requirements in detail.

6.3.1 Computation Cost

The PET application should not create heavy computational overhela Any ad-
ditions to the email client system should not be noticeableotthe user for example
with long pauses to update the display with behavior informi@on. The models are
multi-threaded in EMT and so the system updates each model parallel, with low

overhead.

6.3.2 Ease of Use

By ease of use, we refer to the intuitive look and feel of meges, folders, and
addresses that have become standard in many clients should im some way main-
tained. Although we aim to rede ne what it means to use a foldeand the entire

email experience, we should still allow users to quickly ggp the underlying mech-
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anisms by providing convenient and easy GUI displays, baset what they have
been exposed to in the past.

The additions that we have added do not add another layer of ogplexity to
the email system, since most of it will run in the backgroundIn fact most of the
components are invisible to the user with a very intuitive diplay of the underlying
data.

The install package ofPET allows an easy integration into the Thunderbird
email client, which would allow the user to easily add theseew features without
having to install and learn new programming environments. fie additional infor-
mation help place messages within context, which we will dlarate later in the

Thesis.

6.3.3 Security

In theory this framework of PET and its enhancements may be run as a client-side
or a server-side plug-in. On the server, trust is of paramotimmportance, since it
would be a central location for all the users models of behavi

Although forging source email addresses is currently a tial task, for the
most part anecdotal evidence suggest that users take souediresses for what they
appear unless they are obviously forged (Weisband and Rgnil995). Most users
do not expect to receive an email from the President of Southféca for example.
In most cases, user X who sees a message from user Y assumeasiigenerated by
user Y. Virus and spam messages have taken advantage of thés@mption and as
a result have eroded the basic trustworthiness of an email sgage. By preventing

misuse and detecting anomalies, users would likely nd uii} in our system of
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restoring trust. Showing an anomalous score associated lwiad speci ¢ message,
the recipient can be alerted to potential email misuse by uswal circumstances or
hijacked account.

Privacy concerns need to be identi ed and addressed in any piementation.
Server based solutions would need to compute history moddisit encode them in
such a way that would not compromise individual privacy. (Bbom lIters would be
ideal to store this type of information as they are both compat and one-way hash

structures.)

6.3.4 Compatibility

Clearly, PET must be compatible with existing systems and protocols. As en-
tioned in section 2.3.4, some of the current propositions Y& proposed to fragment
the email system into zones. This violates a fundamental regmement of the ease
of use of email; that it be available to everyone equally. Thdecentralized nature
of the Internet and email system is what lead in part to its pheomenal popularity.
There are many legacy systems in use which need to operate roeenalil
channels. If the solutions require a complete overhaul ofdéhcurrent scheme, many
systems would be left out in the cold. This thesis allows thend user the power to
view and manipulate data di erently without destroying a system that works.
Because our solution integrates into an email client, thisllaws us to extend
the current system without requiring overhauling it entirdy. In a general sense,
the technology behind the Internet and email has changed avéme, and so the
protocols will eventually have to re ect this reality and adpt. But this will take

time, and solutions need to tinto the current framework without causing damage.
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6.3.5 Portability

A popular feature of email is the ability of many email client to access emalil
content from anywhere using a web browser. We feel the samesld apply to our
system. User models should be portable to any email clientrbugh a pluggable
architecture. Additionally system pro les should be portdble in the sense that
they should apply their statistics for a given account if theemail server were to be
replaced.

We achieve this by allowing the computed models to be stored & separate
data directory, allowing the user to port and synchronize tam between systems.
Although we have implemented our solutions for the Thundeitd email client, the

toolkit can be extended to any client to create &#ET information enhancement.

6.4 PET Features

We now describe the types of features collected by the PET amanment. Each of

these features provides information on either a message @eu behavior.

6.4.1 User Behavior Features

Similar to EMT 's base features described in Chapter 5 we make availabletéeas

to model individual user behaviors including:

1. Average response times

(a) First seen messages - identify starts of threads

(b) Replies - identify replies (even if not quoted in messape
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2. Cliques - groups of recipients

(a) Long/short term cliques
i. Average sizes - the average size clique for the user

ii. Average creation - frequency of new cliques
(b) Per clique behavior

i. Number of messages exchanged
ii. Frequency of correspondence - for each recipient

iii. Type of communication one-many, many-many counts
3. Recipient Frequency

(&) Incoming
(b) Outgoing
(c) Average attachment counts incoming

4. Histogram of usage based on hourly/day of the week behawio

(a) Average number of emails sent
(b) Average number of emails received
(c) Average number of Attachments outgoing

(d) Average number of recipients
5. User Email Information

(a) Name before @ sign (user name)

(b) Domain
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(c) End of domain (zone)
(d) First time seen
These histograms are computed for both incoming and outg@remail on the

main user account. In addition each email account seen, haslividual histograms

associated with it.

6.4.2 Message Behavior Features

Features to model individual and group messages include:

1. Content of Message

(a) Entire content - bag of words

(b) Subject line

(c) Date

(d) Time

(e) Average size

(f) Flags

(9) Location of sender (internal/external)

(h) Location of recipient (internal/external)

2. Level of Interest

(a) Deleted only

(b) Deleted after read short time



CHAPTER 6. PET 122
(c) Deleted after read long time
(d) Moved to new Folder

(e) Moved to old Folder X
3. Thread of Discussion

(a) Average type of discussion
(b) Average number in discussion
(c) Cligue changes in discussion

(d) Attachment changes in discussion
4. Attachment Statistics

(a) Malicious Email Filter, MEF score (Schultz et al., 2001p
(b) Type of attachment

(c) Average size

(d) Average number

(e) Frequencies of types

(f) Incoming/outgoing

(g) Keyword centroid

(h) N-Gram centroid

(i) Histogram of 1-gram sorted (distribution of charactersn attachment).
5. Flow Behavior

(a) Within/outside of cliques
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(b) Histogram of messages between replies

6.5 Proles and Alert Reports

Profile Logic

Figure 6.2: A prole is a data structure that represents a belvior model over a
subset of features

A pro le is a data structure which represents a behavior mod®ver a subset
of features. Each prole has a uniqgue name, and the user canegify custom
pro les. Additional features can be added to the system by arpgrammer and
used for future pro le enhancements. The di erent windows pesently in EMT all
represent unique pro les. We extencEMT in PET by creating portable pro les,
and the ability of user-speci ed pro les.

For example the 'Usage' pro le currently in the usage windows composed
of user features 4a-d but is hard-coded iIBMT to the speci ¢ window.

The pro le logic also contains the rules for issuing alertsrém a specic
pro le. Alerts can be issued either on a speci c pro le or a coelated set of pro les.

In addition messages can be associated with each other undeme speci c
pro le. In that case a group of messages are summarized undame pro le that

models a centroid of the messages.
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Given a set of messages, we can pro le them, and then for eaclessage in
the archive nd the distance from this pro le. All distances under a pre-computed
threshold would indicate a similarity to be included in the nessage group cluster.
In this case the pro le structure would show related message

This is implemented and described in section 7.4. The aleamy mechanism

is described in section 5.4.8.

6.6 Sample Prole - User Similarity

We present a sampld’ET pro le that is currently implemented in EMT 's \similar

user" window.

Similar User Logic

User Email
Volume
Profile

24-Hour
Histogram

4 Bin
Histogram

Figure 6.3: Similar User Data Structure Pro le

Similarly behaving user accounts may be identi ed by compintg the pair-
wise distances of their histograms (e.g., a set of accountgyrbe inferred as similar
to a given known or suspect account that serves as a model). Walance and weigh
the information in the histogram representing hourly behawr with the information
provided by the histogram representing behavior over di eant aggregate periods

of a day. This is done since measures of hourly behavior may to® low a level of
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resolution to nd proper groupings of similar accounts. Forexample, an account
that sends most of its email between 9am and 10am should be swiered similar
to another that sends emails between 10am and 1lam, but pedsanot to an
account that emails at 5pm. Given two histograms represemiyy a heavy 9am user,
and another for a heavy 10am user, a straightforward applitan of any of the
histogram distance functions will produce erroneous ressl|

Thus, we divide a day into four periods: morning (7am-1pm), feernoon
(1pm-7pm), night (7pm-1am), and late night (1lam-7am). The nal distance com-
puted is the average of the distance of the 24-hour histograamd that of the 4-bin
histogram, which is obtained by regrouping the bins in the 2hour histogram.

Because some of the distance functions require normalizitige histograms
before computing the distance function, we also take into acunt the volume of
emails. Even with the exact distribution after normalizaton, a bin representing
20 emails per day should be considered quite di erent from aaccount exhibiting
the emission of 200 emails per day. Figure 6.3 graphicallysgiays the similar
user pro le structure. The type of histogram distance measement and the weight
assigned to each feature in the pro le is what de nes the spec pro le. Notice

that a pro le can contain other pro les in a recursive fashio.

6.7 Plug-in Modules

The plug-in modules of PET (shown in Figure 6.1) are extensions to a standard
email client. The modules allow the output of the pro les to [ displayed in the
email client window. In addition it allows the user to createpro les, view the

internal representation of the pro les, and set system-wel preferences.
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6.8 Summary

To summarize we have developed a plug-in system to allow t&MT behavioral
models to be used by any email client in an environment we c&ET . This allows
a standard email client to access the behavioral model infoation and add context
to the email experience. In the next chapter we illustrate ¢ter behavior-based
extensions to email made possible by leveraging historic ainbehavior applied to

new messages.
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Chapter 7

Priority Mechanisms

The PET system described in Chapter 6 is a data mining extension to arhclients
designed for a variety of analysis tasks applied to email. this chapter we describe
how to apply several ofPET 's built-in analytical features to prioritize emails for
user consumption based upon an analysis of prior user bel@vi This application
to prioritize emails extends the typical email experiencerpvided by current gen-
eration email clients. The user's prior email behavior is esl to extract contextual

information to propose a priority ordering over new message

7.1 Background

Standard email clients for the most part, treat each messages an independent
entity presenting messages to the user as some combinatidnsender, recipient,
subject, and date (Figure 7.1). Additional information abait the status of the
current message such as unread, read, and answered is ala@lhs provided.

Some email clients provide a means of threading messageshlagoon subject
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 Inbox (1950) Buy.com Deals Deals: CF Card S0 After Rebate, DVDs starting at $2.99, 1... + - 4/28/2005 7:25 AM ~
A Drafts Verizon Can you prevent identity theft? 3l 4/28/2005 3:42 P
Templates Aubrey Cain Limited Time Only save 84% Fri, 20 Apr 2005 04:06:59 -... « - 4/29/2005 8:01 AM
Sent Buy.com Bluetooth Wireless Headset = $29.99, 1GB CF Card $39.9... « - 5/2/2005 8:47 AM
Trash Buy.com Deals _|DVD-RW Recorder or 5.1MF Camera Only $169.99, MF3 Flayers.. 5/5/2005 7:25 AM
= ¢ hershkops@aol.com Mitchell Galle Brittney needs a card 5/7/2005 6:42 AM
) Inbox (121) Buy.com 12068 External Hard Drive = $89.05 After Rebate 5/9/2005 8:23 AM
Saved Lynn Calderon Tanisha said hi 5/10/2005 9:06 AM
Sent ltems Oorah Chinese Auction Last Chance - Deadline: Lag Ba'Omer 5/11/2005 1:43 PM
Spam SKECHERS Free Shipping & 1,000 New Styles at SKECHERS.com + © 5/12/2005 5:42 AM
VOICEMAL Buy.com Deals 1GB Travel Drive = $49.99 After Rebate, 7' Portable DVD... & ° 5/12/2005 7:21 AM
= Local Folders Aubrey Gunter what did Penny find 5/12/2005 4:29 PM
Inbox (1290) Toni Rosa Hey, 5/15/2005 6:28 AM
 Unsent Messages Buy.com LCD Blowout, Nero 6 = $28.99 After Rebate,.. 5/16/ 2005 8:16 AM
4 Drafts Verizon Get automatic security updates from Verizon Online DSL 5/16/2005 5:01 PM
Templates Verizon BroadbandBeat News: Summer's Coming - Find Your Adve... « 5/18/2005 3:30 PM
Sent Buy.com Deals Sony Ear Bud Headphones, Everybody Loves Raymond Se... - 5/19/2005 7:37 AM
Trach DunhillVacationshews Plan your Sandals vacation now & save 5/20/2005 12:31 PM
=, aokinbox Booker Friedman Connfidence is Back 5/21/2005 5:31 AM
Inbox (113) .
Spam (2) =  Subject: DVD-RW Recorder or 5.1MP Camera Only $169.99, MP2 Players..
Qutlook Mail From: Buy.com Deals <buy.com_offers@enews. buy.com

- Befurbished

5.1MP Digital Camera

D-Link DWL-926 Xcreme G 108Mbps Bundle -

5 Unread: 1950  Total: 2065

Figure 7.1: Standard email view in Thunderbird using sendefA), subject (B),

and date (C). In addition standard email clients also includ Folder lists (D) and
message preview (E).

line analysis. For following discussions, clients can betde embed prior email
bodies in a reply message memorializing a long email disaassin an increasingly
large and complex body.

Furthermore, most clients support \sender priority”, a meas of a sender
marking messages with a user speci ed prioritization markieon the message when
received in the recipient's inbox. This prioritization is €nder initiated, not neces-
sarily what the recipient would agree with. That is to say, toprotect against abuse,
the recipient ought to decide what is high priority and what § not, regardless of

the sender indication.
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Moving messages into folders is the standard method for halg a user man-
age their email communications. Some clients provide aut@tic suggestions to help
the user decide on the target folder (Segal and Kephart, 199®hile others provide
a rule-based system (Pollock, 1988) or manual methods.

The 'single message view' paradigm is lacking in the fact that does not
include contextual information and ignores the fact that eeh email message does
not exist in a void, but rather forms a larger picture of the idividual user's email
behavior pro le over time. Contextual information is essetmally the responsibility
of each user, who implicitly has the knowledge such as who msgortant and which
message/task needs priority.

Unfortunately the most popular clients do not currently imgement auto-
matic prioritization of individual messages based on pastsage. Even the act of
grouping messages into individual folders by the user doestraddress the issue
of information overload. Over time most users nd that folde topics need to be
split into sub-folder topics, consuming valuable user timand potentially allowing

messages to 'slip between the cracks'.

7.2 Priority Models

The email inbox has become the 'all in one' unorganized pilerfboth pending and
new tasks. By computing message priority automatically frm user behavior we
can contribute to making email usage enjoyable once again tbe end user. In
addition, by prioritizing ltered email, either at the good level or spam level, we
can pick out outliers, or false positive examples. We now de#e a behavioral

model for prioritizing email.
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7.2.1 VIP Communication

As mentioned in section 3.2.4 the VIP Communication model cgpares the average
time it takes a user to respond to di erent correspondents ahcomputes which
correspondent the user responds to fastest (i.e. the VIP).r@ may infer from this
analysis the relative importance of individuals based upathe user's response rate.
Those to whom the user may respond more quickly are intuitiiee more likely to
be important to the user. Although this might be hard to judgeon a per message
analysis, the long term behavior over many replies, convesg to a very accurate
model of importance. Note, that this model does not work wellor every single
type of email message, as some messages will typically retenon-email related
tasks. For example, an email reminder about a meeting (whicwill usually not
illicit a reply email), those can be addressed with new taskased models (Dredze
et al., 2006).

We note that within some organization structures, certainndividuals might
mask their behavior by holding back replies to certain setsfaondividuals. This
might be done to impress upon the recipients that the user izerworked, or to mask
the fact that they are available. We premise that this behawar will be consistent
over time, and thus directly translate into an ordered list ®important users to the
recipient. For the rest of the chapter we will make the simplying assumption that

most users reply to messages in the order of importance in \wthithey are received.

7.2.1.1 VIP ranking

To determine the importance of a person that the user exchaeg emails with, the

average communication time (to send a reply) is not enough. &Valso need to
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consider the number of the emails exchanged between users.

Since people often reply very quickly to some simple emailgt often take
more time to think and respond to more important, complex, ad long emails we
need to factor that into the calculations. If we only use the @ammunication time
to rank the VIP, we tend to see some accounts with very short oumunication
time but also with very few emails exchanged. Usually, we csider the VIP to
be the person(s) with whom we communicate both often and qkiy. One can
dissect the communication behavior by viewing all three nubers: number of emails
exchanged, average communication time, and VIP rank.

Thus, we derive our formula to compute the VIP score with regrt to some

userA:

# email ‘s avgTime

avg# email time + 297me (1 f)

VIP =

(7.1)

Where #email is the amount of emails exchangedvg# email is the average
amount of emails over all accounts exchanged with usér. Similarly time is the
turn around time to a reply and avgTime to any user, are calculated based on
these emails. We usé‘%as a pseudo number to avoid a small denominator.
f is a factor between 0 and 1 that can be adjusted, i.e. weighgnthe amount of
emails versus communication time in determining VIP rank. &argerf results in
more weight assigned to the amount of email, and vise-vers@he larger the VIP
score, the more important this account is to the selected useWe scale the score

from 0-SR with SR being the score of the most important user.
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7.2.2 Usage Behavior

The Usage behavior model allows comparison between the beébes of di erent
periods of the same email account. Usually, the comparisalietween the behaviors
of the current period with that of a previous period which we ssume to be normal
behavior. Thus, we can calculate whether current behavior drs from the normal
behavior and can use it to prioritize an email.

We use a histogram to represent an account's behavior and tcake compar-
isons based on the distance between histograms. We use thégiveed Mahalanobis
distance function, which is a modi ed version of the basic Maalanobis function

mentioned in section 3.4.0.4.

7.3 Prioritizing: Combining Usage and VIP Scores

We combine the VIP and usage scores when prioritizing the eft®gin the user's
inbox. Prioritizing is implemented in the message view dEMT . A message view
consists of a speci ¢ folder or speci ¢ set of constraints aime email messages such
as speci ¢ dates, users, groups of users, etEMT 's Message view is designed to
allow a view to be quickly and seamlessly con gured (Figure .A screen-shot of
message view). APET pro le would interact with an email client to achieve the
same results.

Once a specic view is chosen, we can reorder the messagesmuattically
using our prioritizing scheme. The VIP and usage models arelt up to date as
new messages enter the email repository. We use those motielsalculate the VIP

and Usage scores and combine them using the following algjom:
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Order the messages by time.
Calculate the sum of VIP
Reorder messages by VIP score.

Calculate usage statistics

{ For High VIP, high usage score (unusual) push the priority sire higher
by

{ For low VIP, high usage scores, push priority lower by

The reasoning is that important users, who might send an unual email
(based on past behavior) would be more interesting than a nemportant user who
sends an unusual email.

The advantage to this scheme is that none of the parametersveato be
set by the user; simply using the email client is enough to alv the model to be

computed and deployed.

7.4 Message Grouping

An alternative method for reordering messages is clustegror grouping messages.
Once groups are created, we can display them as either messagmmaries or
groups of related messages.

For example, currently EMT displays clique groups and summarizes them
by most frequent subject words as in Figure A.6.

In general clustering messages, will also include threadsdiscussion. Many

clients which implement threading do so based on subject &s (Thunderbird) or
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direct reply association (Gmail). So if a user retypes a sudit in a reply, or creates
a new message with a reply to a previous message, those clieiit not correctly
associate the two messages. Clustering allows us to groumitar messages and

nd threads of conversation.

7.4.1 Content-Based

In many cases it is useful to analyze individual message cent, and use those
contents to help group similar-looking messages. In many s&s, messages not
directly related to individual threads of discussion will @pear in a group. This is
because email sometimes refers to work which is performedside of the specic
time-frame of the communication exchange. For example, amail might ask a
student to perform a certain experiment. The results of the@eriment are not
necessarily contained within the reply to the original mesge. In some instances, a
period of time has passed since the original email, but we ceglate the two emails

(or thread) by grouping emails based on content similarity.

7.4.1.1 Subject

In subject grouping, we use an n-gram distance to group megsa. Similar to what
is described in section 3.4.1.2 we cluster all messages iniaw and present the

groups to the user to examine.

7.4.1.2 Body

In body grouping, the cosine distance is calculated over thextual contents of the

message. For computation e ciency, the rstn bytes can be used without a ecting
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the message clusters. In general it has been shown that thestr800 bytes are
su cient to pro le and group message contents (Hershkop andstolfo, 2005b; Li
et al., 2005). This of course is best used on emails where th@ancontents are at
the beginning, as opposed to users or environments where coemts are attached

to the end of the email message.

7.4.1.3 Attachment

In attachment grouping, we can either group by attachment nae, attachment size,

attachment type, or a 1-gram frequency distribution.

7.4.2 Keyword

Keyword grouping allows messages to be grouped based on acddeywords. Each
keyword is weighted by a TF-IDF style weight, which assignsrgater weight to less
frequent keywords (see section 3.4.1.3). For each message,can calculate the
weight of the matching keywords, and assign it a score. We cdlnen rank-order
the scores and combine the scores into groups using a thrddh@nd present the
groups to the user.

Keywords can either be specied by the user, or extracted fno a set of
messages using basic statistical properties of occurrencé standard keyword list
and the interface to add, remove, load, and save keywords isosvn in Figure 7.2.
Figure 7.3 shows the wizard display which allows a set of mages to be analyzed
and have the keywords extracted. In this view, the common gtowords have been

extracted before running the analysis.
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Chapter 8

Evaluation

Throughout the thesis we have introduced and illustrated ta data mining and
modeling components of our email analysis engine. We now geat an overview
of some of the tests and results of the components of the systen regards to

detecting unwanted emails and prioritizing messages.

Evaluations of the individual models presented in Chapter.3
Evaluation of the combination algorithms presented in Chagr 4.

Evaluation of SpamAssassin, an open source solution overetisame set of

data.

lllustration of message reorganization using principlesdm Chapter 7.
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8.1 Results

8.1.1 Setup

Each of the component classi ers presented in this thesis drembedded INEMT
produces a classi cation output as a score in the range [0-B0with a high number
indicating con dence in the prediction that an email is unwated or spam. We
refer to these outputs as the 'raw scores', which we combinirough the various
correlation functions described in chapter 4.

The training regime requires some explanation. A set of enkiare rst
marked and labeled by the user indicating whether they are am, or normal. This
information can also be gleaned by observing user behavievhether they delete a
message prior to opening it, or move it to a \garbage" or \spaihfolder). Although
sometime the entire message will be contained in the subjdicte (example, Meeting
canceled!), most users will on average also click to make suf there is further
details in the message body. For our experimental resultssers provided their
email les with those messages considered spam placed in &apl folder. Those
we labeled as spam, while all other messages we labeled asnadr These were all
messages received, deleted emails were moved to a delet&tefpbut not actually
deleted.

This data set of real emails was also used to study the modelngoination
methods. Our data set consists of emails collected from vesars at Columbia
University spanning from 1997 to 2005, a user with a Hotmailcaount, and a user
with a Verizon.net email account. In total we collected 32000 emails taking up

about 2.5 gigabytes of space. Users indicated which emailkete spam by moving
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Year | Number of Emails
1997 85

1998 687

1999 2355

2000 9553

2001 25780

2002 56021

2003 145291
2004 81176

Table 8.1: The number of emails per calendar year for the manhata set in the
experiments.

them to speci c folders. Table 8.1 indicates the spread of éhdata over time.

Because current spam levels on the Internet are estimated &%, we sam-
pled the set of emails so that we would have a 60% ratio of spammormal over all
our emails. We were left with a corpus of 278,274 emails tinoeelered as received
by each user.

We tested the models using the 80/20 rule with 80% being the tra of
training to testing. Hence, the rst 80% of the ordered emailre used to train the
component classi ers and the correlation functions, whiléhe following 20% serve
as the test data used to plot our results. This set up mimics mosuch an automatic
classi cation system would be used in practice. As time mahnes on, emails received
are training data used to upgrade classi ers applied to newicoming data. Those
new data would be used as training for another round of leamg to update the
classi ers. Earlier tests used 5-fold cross validation vibut any statistical di erence
on the results (of the 1-fold), so we opted to keep it simple thi the 1-fold tests.

The data used was pristine and unaltered. No preprocessingasvdone to
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the bodies of the emails with the exception that all text was valuated in lower
case. Headers of the emails were ignored except for subjéces that are used in
some of the non-content based classi ers. While adding heaxddata would have
improved individual classi cation, there is much variabilty in what is seen in the
header, and we felt it might over-train and learn some subtléeatures of tokens
only available in the header data present in the Columbia datset. For some of the
individual classi ers: Ngram, TF-IDF, PGram, and Text Classi er, we truncated
the email parts so that we only used the rst 800 bytes of eachapt of the email
attachment. This was used for both e ciency and computatioml considerations,
as there were many large executable attachments in our da&s In addition the
increase in detection was about 10% with the same false postrates over using
full email bodies. The reason is because of noise in the numioé tokens seen in

very large spam messages.

8.1.2 Features

Traditional machine learning modeling of email has been bad on the textual
content of email messages. Typically tokens are extractewin the email body (and
sometimes header data) and then processed by some machewing algorithm.

In prior work, we have proposed and demonstrated how non-dent features
can be used to pro le and separate virus and spam from normatnails (Hershkop
and Stolfo, 2005b). The non-content features are speci cadic features extracted
from the email envelope that are not part of the actual messagoody.

In our behavior classi er using a nawve Bayes algorithm desibed in section

3.1.3 the set of features extracted is a set of static featwancluding sender and
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recipient email names, domain names, and zones (domain erglisuch as com,
edu, etc). In addition, the size of the message, number of ngients, number of

attachments, and the MIME-type of the email are used.

8.1.3 Evaluation Measurements

The evaluation of any spam Iter has traditionally borrowed heavily from the in-

formation retrieval domain. We now de ne the measurements evhave used:

Detection rate - is the total number of spam detected divided by the total nurber
of spam. This number is an indication of the e ectiveness ot model to
weed out spam messages. The number alone is not a total indioa of the
e ectiveness of a model, as labeling all messages as spanh n@8ult in 100%

detection but 100% false positive rate.

tp
+ fn

Detection = n (8.1)

False positive rate - represents the number of non-spam emails agged as spam
divided by the total non-spam messages. This number meassiriie amount
of normal emails agged as spam. The ideal goal would be to leva 100%

detection rate, and 0% false positive rate.

False negative rate - is the amount of spam agged as normal. This serves as

an indication of how many messages are slipping through thgssem.

Error rate - is the percentage of examples that the model has misclagsd divided

by the total number of examples:
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fp + fn
tp+ fp +tn+ fn

(8.2)

In other words the amount of emails misclassi ed regardless the mistakes

made by the model.

Cost - was introduced in some of the literature (Hidalgo and San2000; Androut-
sopoulos et al., 2000b) as an important but hard to evaluate€tor in spam
detection. The feeling is that deleting a good message shiabst much higher
than simply moving the message into a spam folder for user datrization to
delete. In the literature there is a tendency to assign a cosff 1, 9, or 99 as

a penalty of misclassifying spam.

Total Cost Ratio is given as:

Ns
N s+ Ng

(8.3)

where is the cost associated with mis-detectiorl\ is the total emails,n;, s

is the number of misclassi ed spam andhs, | is the misclassi ed normal.

The study of how cost interacts with di erent types of spam sah as unwanted,
0 ensive, security related in relation to di erent levels d wanted emails is

outside the scope of this thesis.
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8.1.4 Spam Detection
8.1.4.1 Individual Classiers

The individual classiers described in Chapter 3 were evalted over our email

corpus. The following individual classi ers were used:

NBayes : is a Non-Content Nawve Bayes Classi er, that takes behawr features

and combines them using Bayes theory.

NGram : is a N-gram based classi er that uses an n length sequencesnt the

body of the email to learn probabilities of individual tokers.

Limited NGram  : is the same as NGram but ignores most tokens except those
which hash to a speci ¢ primary number base. This has the e ¢of reducing
the token space to about 10% of the total space, allowing lasgN-gram sizes

without the memory overhead associated with large N-grams.

Textclassier : uses whole words as tokens and learns a probability assteth

with each token during training.

PGRAM : is a biased text classi er that is described by Paul Grahammihis work
on spam detection (Graham, 2002). We use the classi er beauit has been
promoted as a one size ts all solution in some literature and does perform

reasonably well over general text.

TF-IDF : is a classi er using whole words as tokens and calculatingée probabil-
ities based on term frequencies divided by document frequaes. This results
in making a fair trade between low-occurrence words in shert documents

vs. higher occurring word tokens in larger documents.
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URL : is a classier that analyzes only the URL found in the email bdy and
learns probabilities associated with parts of the URL. Forraails without any

URL information, a score of O (normal) is assigned.

Figure 8.1 shows the performance results of the individualassi ers over
the email data set. Of particular interest is that the NBayesnon-content, Text
Classi er, and PGram classi ers are all very strong classers. Table 8.2 displays
the detection rates highlighted at certain points to give aense of how well they
compare to each other. The gain is calculated as describedsection 4.8. Ideally we
would like an individual classi er with high detection and dmost no false positive.

As can be seen in the graph, the classi er peak at some pointtihe ROC curve.

ROC Curve
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Figure 8.1: Results of individual Spam Classi ers using th&ull data set and 80/20
evaluation.
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Classi er Detection Rate | False Positive Rate| Gain
NBayes(non-content) 88% 3.8% 79.8%
Ngram 75% 4.0% 72.2%
TextClassi er 90% 5.0% 70.0%
Pgram 90% 5.5% 77.2%
TF-IDF 74% 4.2% 61.5%
Limited Ngram 66% 5.0% 61.4%
URL 55% 10% 32.0%

Table 8.2: Individual Classi er Performance Over Spam Expements

8.1.5 SpamAssassin Results

In addition to our own spam classi ers, we compare the resdltof running SpamAs-
sassin version 3.0.2. We ran it using the default rule set (Aip2005). Performance
is shown in Figure 8.2. Notice when it only sees the rst 10% diie data it achieves
very high initial accuracy but seems to reach a plateau aftesard. This is probably
because of the nature of its highly speci c rule set that hasden highly tuned for the
older spam which we are testing over. The plateau indicatebdt as spam adapts
over time, this level will sink unless the rule set is updateth a timely fashion. As
can be seen from the full dataset, di erentiating between gm and non-spam using
only rules generated from outside datasets results in arotii70% detection rates.
We should point out that although we tested SpamAssassin faomparison
to a well-used solution, in practice it seems to run at higheaccuracy with the
addition of a sophisticated Bayes engine included with therpgram. We did not
use its engine due to the overhead of recomputing the batchqgtrabilities in our
experiments and issues to ne tune the runtime of their Bayesomponent. We did

not have any success in combining SpamAssassin with our atledassi ers due to
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ROC Curve

- —

@
=}

=]
=]

O et o
=~

—_—— -
—

Precent Detection Rate
]

m @ @
@ O O

o
=]

Fercent FP Rate

= == 0 SPAMASSASSIN classifier = = = 1 SPAMASSASSIN classifier

Figure 8.2: Results of SpamAssassin using 10% and the fulltalaet and 80/20
evaluation. The lower accuracy scores (bottom curve) wera ¢he full dataset.

Score Probability

Figure 8.3: Probability curve of SpamAssassin classi er ev entire dataset. The
x-axis is the score range from 0-201, and the y-axis is the culative probability of

being spam.

the nature of the scores generated. The score probabilityagh (Figure 8.3) shows
that the scores generated by SpamAssassin do not necesgaidll into an easily
divided space of low to high probabilities. For example, winelooking at NBayes

classi er score range (Figure 8.4), we see a nice curve betwegood and spam

Scores.
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Score Probability

Figure 8.4: Probability curve of nawve Bayes behavior claser over entire dataset.
The x-axis is the score range from 0-201, and the y-axis is tbemulative probability

of being spam.

Classi er Detection Rate | False Positive Rate| Gain
Equal Weights 87% 2.3% 84%
Single Dimension NB 93% 3.6% 85.1%
Judge Combination 99% 0.025% -
N Dimension 88.7% 2.3% 84.5%
Weighted Majority 85.5% 2.5% 79.9%

Table 8.3: Combination Classi er Performance Over Spam Exgriments

8.1.6 Model Combination

Once the component classi ers are applied to the labeled eiheorpora, the set of
model outputs (the classi er raw scores mapped to the rang8-R01]) are combined
by a specic correlation function. Some of these correlatiofunctions require a
training phase to learn the necessary parameters. The comamt classi ers are
tested against their training data and these model outputsra used to train the
correlation function.

Since some of the correlation functions require training & we would like
to train the combination algorithm concurrently with the training of the individ-
ual classiers. Although we could have rst given each classr all the training

examples and then extracted scores over those examples, e that would not
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Figure 8.5: Results of combination algorithms using the fudata set and 80/20
combining all the individual classi ers.

re ect the real world setting where only partial examples o§pam would ordinarily
be available, only those seen to date by the user.

To mimic this process, we batched the training data into grgos of 1000
examples used to train the classi ers. After each batch, elaclassi er was executed
to generate raw scores for each of the examples seen in therentr batch. These
scores were then used as input to the model combination alghms to train the
correlation function. We used a batch size of 1000 for e ciesy purposes, although
any size should be acceptable to achieve comparable resulfge realize, however,
that individual classi ers will shift individual scores depending upon the amount of
training data used. For example, for some classi er, its sdag might be di erent

if we train 5000 emails rather than 1000. However, we prefed to mimic a more
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realistic training regimen re ecting how such a system maydaually be used as a
real application, and thus we believe this batch approach isot unreasonable.

For the experiments we evaluated the following combinatioalgorithms:

EWeights - is a classi er that assigns equal weights to all the individal classi ers.

NBweights -is a classi er that builds a table of the probability that a dassi cation
by each classier is correct. That is, it looks at the classcation generated
by individual classi ers and then calculates the probabity of it being correct
based on performance over the training data. The result is rpped to a choice

between the maximum or minimum available score for each cgr.

NB 2 dimensional - is a classi er that learns that weighs to assign each classi
er by binning the scores and learning probabilities assoaied with each bin

interval.

Weighted Majority - is a classi er that adjusts the weight of each classi er basi
on the performance during training. For those classi ers whh correctly
identify an unknown example, the classi er assigns a largaveight to their

vote, while subtracting weight from those classi ers whichmake mistakes.

Judge - is the classi er which chooses the maximum available scooe minimum
given the additional information of knowing which class thexample should be
in. This classi er is for testing purposes to evaluate how vilthe combination

algorithms are performing.

Figure 8.5 shows the results of combining the classi ers. & 8.3 has the

combination algorithms and the gains achieved in each caséNotice that false
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positives have been reduced by about 3% and detection impealby about 4% over
the best individual classi ers. This is also re ected in abat a 15% improvement in

the gain measurement showing clear advantage of ltering i multiple classi ers.
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Figure 8.6: Results of combining 3 strongest algorithms.

We next compare the merit of only combining strong or weak c$si ers. In
Figure 8.6 we combined the three strongest algorithms, nailgenon-content, text
classi er, and PGram. Notice that approximately a 2% false psitive reduction is
achieved over the strongest component classi er.

We compare the combination of Ngram, URL, Limited Ngram in Fgure 8.7.
Surprisingly the weighted majority and NB1 are almost the sae here. Since TF-
IDF on a full email body has a very low detection rate, we trieca combination of
URL, TF-IDF(full), and Limited Ngram in Figure 8.8. Althoug h there is a negligi-

ble improvement in false positive rate, there is a very strgndetection improvement
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Figure 8.7: Results of combining Ngram and Ngram-Limited.

of about 10%.

In Figure 8.7 we highlight what happens when combining two miilar clas-
si ers. Notice that the performance of the Judge algorithm &s been signi cantly
reduced, as expected. This con rms that the individual clas cation errors strongly
overlap, thus the maximum combination is also lower.

The TF-IDF (full body) classi er was a surprisingly poor peformer and thus
represents a weak classi er combination. We showcase whadpens to the TF-
IDF algorithm as it is exposed to less of the email parts. Thariprovements are
going from full, to rst 800, to rst 400 bytes and compared to NBayes in Figure
8.9. We also show the combination when we combine the best andrst classi ers
in Figure 8.10. Notice that the Judge is not returning the theretical limit and the

reason is that TF-IDF does not return a con dence score, butather a distance
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Figure 8.8: Results of combination of URL, TF-IDF(full), ard Limited Ngram.

metric to some document centroid. In addition because it isding trained on the
entire body, the algorithm is being overwhelmed by noisy taa probabilities.
Because of this, the scores here are not easily combined bynagde combining
scheme. On the other hand, the Naswve Bayes combinations ameapping the scores
to a probability space, where they can be interpreted as a calence value. This is
also the reason that it has been found that combining con dexe scores works better
than combining binary classi cation (Kittler et al., 1998). There is inherently more
information in such cases. The same is true with the SpamAssin results. Figure
8.3 displays the probability curve for SpamAssassin vs. na Bayes probability

curve shown in Figure 8.4.



CHAPTER 8. EVALUATION 153

ROC Curve
100
a5 e .-"::_'_'___.
- a— .nl'l'
- -
] o - Ll 'J'
I r ¥
[y #
a5 &
[ F -
= ’ #*
Fm = 1 s -
8 ‘ :
Bn L FE 4 .{f
i} /J !
E TO y J'
1 ” u
ko ’ i
2 85 ’ i
D_ F [
&0 7 —
# B o -
55 F """"" [
J
&0
o 1 2 3 -~ 5 & 7 g g 10
Fercent FFP Rate
2 EWeights classifier = = =3 NBEWeights 1 Dim. classifier 4 Judge classifier
====5HME 2 Dimensional classifier G Weighted Majority classifier

Figure 8.9: Results of exposing TF-IDF to di erent body lenghs.

8.1.7 Prioritization

To test a practical application of the algorithm on a large dta set, we applied the
algorithm to our set of pre-labeled data from our email corms The goal was to
detect any mislabeled spam messages using the priority aigjom to separate and
cluster groups of related spam messages. We prioritized apam folder, and found
that there was a group of messages which had been mislabel@a] mistakenly put
into the spam folder (they actually were messages from an a&spam discussion
group). Manually digging through all the messages would ndtave been practical
due to the size of the dataset.

In the next section we analyze these results and draw some clusion and

thoughts for future directions.
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Figure 8.10: Results of combining Non-content Nasve Bayeand TF-IDF (full
body).
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Precent Detection Rate
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Chapter 9

Conclusion

The research presented in this thesis identi es shortcongs of the current email
systems and o ers implemented solutions to help address e weaknesses. In the
course of producing this thesis, we have implemented a datammg framework to
mine many useful features that are present in the underlyingmail data.

In this chapter, we discuss the results of the previous chagtand summarize
the main research contributions of this work. We then overew the state of the
current implementation, list the main limitations of this approach, discuss future
research directions and conclude the thesis with implicains of this work on the

eld of data mining and email analysis as a whole.

9.1 Discussion of Results

For the task of spam detection our evaluation has shown thatithough individual
spam classi ers perform very well, they each have di erentraas of expertise. This

is not surprising as the features extracted were di erent imost of the classi ers. In
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addition, the numbers re ect the real world email universen a university setting,
where the types and amount of emails vary widely from day to gaand semester
to semester.

Our research shows that unwanted messages can be detectedcbysider-
ing the behavior of the email user. We have investigated segé particular model
combination algorithms and plotted their performance usig a number of super-
vised machine learning classi ers. We inspected several thie emails that were
persistently misclassi ed by all the combinations. Theseqxuliar emails comprised
messages with only graphics attached, aming debates on semews groups, and
some empty emails that had no bodies (their message was etiaéin their subject
line). We believe that much lower false positive rates can lachieved on this data
set by including features extracted from the email header t& where patterns such
as the type of email client, or Internet section of the IP clascan shed more evidence
on the spaminess of a message.

In summary the results of our experiments have shown how comhtion
algorithms can be directly applied to spam classi ers, andsed to improve both
false positive and detection rates on either strong, weaky a combination of these
classi ers. We rely on the gain formula to help choose a specialgorithm. The
improvements are most e ective when the component classrg have been trained
on di erent feature sets, similar to results achieved in otér elds (Tan and Jin,
2004; Tax and Duin, 2001). What is surprising is the robustrss of the equal
weight classi er for combining two classi ers in our experments. We do achieve
better results when combining more classi ers, but intuitrely equal weights shows

surprising robustness. We attribute it to the smoothness dhe probability graphs
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of the individual classi ers. That is, they somewhat approxnate a con dence in
the spam scores.

A very strong reason to work with combination algorithm is smething
learned from the computer security domain: resistance totaick. Concentrating on
only a single classi er, to ne tune it to perfection, will only encourage spammers to
try to, and eventually defeat, that speci c mechanism. By ugg a combination al-
gorithm, an email enclave can be protected against comprasei of any single Spam
classi er. This is highlighted in Figure 8.10 where the sces of the TF-IDF (over
full body) can be thought of as being compromised in some fagh so that they
do not re ect a true con dence. The combination algorithms hat are based on
remapping probabilities are remarkably resilient on the f@e of this kind of attack.
In reality, a simple equal weights algorithm can be used, anal second probability
algorithm run along side as a reality check on the performaacof the classi er.
Having automatic checks and balances is one way in which spatassi cation can
gain user con dence by displaying a con dence metrics, withut requiring the user
to trudge through mounds of spam in the spam folder searchirfgr misclassi ed
examples.

The results achieved indicate that the implemented model$1iEMT and
PET provide a fairly robust and accurate system for a variety of raalysis tasks.
These concepts are applicable to a far wider range of problgmncluding virus
detection, security policy violations, and a host of other etection tasks (Stolfo
et al., 2003b; Stolfo et al., 2003c). It is important to note lat testing EMT in
a laboratory environment only suggests what its performaecmay be on specic

tasks and source material. The behavior models are naturnglpeci c to a site or
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particular account(s) and thus performance will vary depeding upon the quality of
data available for modeling, and the parameter settings anthresholds employed.
Although the model combination functions work well in thesetest cases, there
are still other analytical tasks that should be explored to dtermine how to fully
automate a model combination and correlation function featre. In the case of the
two-class spam detection problem, the methodology is stgditforward. This may

not be the case for multi-class learning problems.

9.2 Contributions

This research makes ve main contributions to the state of th art in research in

data mining and email analysis:

Email behavior models - We present new models to represent email usage. These
models represent past usage patterns and calculate currgrattern deviations
using standard metrics. The types of models and pattern callations are de-
scribed in Chapter 3. Our research shows that unwanted meges can be

detected by considering only the behavior of the email user.

The analysis of email from a user, enclave, and attachmentew provide a

rich set of information to improve the email experience.

Framework for mining email data - We present a database back-end to store
and analyze email data. The advantage of the database le ggm is that it
is both fast and scalable. It allows individual features fostatistical analysis
to be quickly and easily calculated without having to procesall the data

sequentially with a custom built application. In addition it allows an EMT
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like system to be placed either on a per account basis or a syst wide basis
using the same underlying technology. A similar database tdaend was also
developed as an architecture component in analyzing IDS attk data in a

real time system (Lee et al., 2001).

Behavior Proles - We develop the concept of a behavior data structure that
stores the user behavior in a compact representation. Thepresentation not
only allows behavior comparisons to be done e ciently, but o allows a user

to port their behavior pro les between machines and accoust

Users are used to being able to port their individual contadiists and email
data between applications, it should not be di erent for thér usage patterns.
By encoding the data in a portable form, we allow the behavido help protect
the user data to any client side application. For example adidg it as a

secondary security layer to a typical user-name and passwioauthentication.

Automatic message prioritization - We introduce a novel scheme to prioritize
messages in an email collection based on past behavior in §te 7. The
user's own behavior can be used as an indication for which reages and users
are more important and hencePET reorders the list of emails based on this

criteria.

Allowing the behavior model to adopt as the user changes habis a powerful
addition to the email experience, especially in de ning wHais important.
Context evaluation by the user, is currently a manual subca@tious process

when communicating through email.

Spam classi er model combinations We have developed a novel scheme for



CHAPTER 9. CONCLUSION 161

combining various spam classi ers to achieve higher detéat and lower false
positive rates. The advantage of combining classi ers is tallow a layer of
security over the lters so that zero-day exploits can be migated through

multiple classi ers.

9.3 Software System

Aside from the theoretical contributions, this thesis contibutes to the state of the
art by making several tools available to the research commityy PET is a fully
implemented system, allowing components to be developed fivoducing behavior
models of an individual or group of email accounts. In addiin, the functionality
to compare behavior patterns over time and message clustegiover non-content
features were developed. We enumerate some of the softwaretgtypes that this

thesis has generated.

Java Email Parser - The email parser developed foEMT is a very useful
tool on its own. There are no open sourced, parsers written fava to parse
through email archive les in MBOX formats. Java-Mail is a Java package
from Sun Microsystems that can interface to a specic type oémail server
and retrieve email messages that the user can store and maurigie locally.

Unfortunately this package cannot read a mbox format le butmust fetch the

messages from some email server con gured in a speci ¢ wag.rhany cases,
users do not have access to an email server to host old messagdsually
they will have a collection of emails they would like access some standard

way.
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The Java parser bundled withEMT can process mbox and outlook emails,
and either move them to anEMT style database or can be extended to work

with a user speci ed data formats or email collections.

EMT - The email mining toolkit has been developed over time to allv users
to analyze large amounts of o ine emails. The behavioral moels developed
for EMT each illustrate an important behavior analysis of users, gups,
and attachments in an email enclave. The combination of indidual models
allows us to leverage multiple views of the underlying behmr data to quickly
highlight unusual or important email ow information. EMT has been tested
by and released to a host of users and agencies who are coltabog on

speci c features and extensions fOEMT for general use.

PET - The PET toolkit is a bundled toolkit to allow a standard email client
to be extended to use behavior models. It can interact with ahdard email
clients (we implemented a proof of concept using Mozilla'shlinderbird) to
allow the behavior patterns to be gathered in a real time emonment and

displayed to the user.

EMT Forensics - We have extende®&MT to allow a forensic analyst to
quickly locate interesting email by tying together the di eent disparate be-
havior models into one window location. The usefulness ofdlsystem is not
limited to forensic investigators, but also to an automaticsystem to detect

account misuse or abuse.
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9.4 Limitations and Future Work

The current email system is highly reliable in routing and devering messages from
point to point across the Internet. It still lacks basic auttentication and security
features such as sender veri cation, default message siggni and message delivery
receipt. Some of these are being standardized by di erentganizations with many
di erent agendas and goals driving their implementations.Many of the problems
being faced by email users today were foreseen by Denning iDimg, 1982) in 1982.
This thesis contributes to solving some of the issues reldt¢o ease of use, message
prioritization, and information organization related to the email experience.

It has been observed that email has evolved to be many things many
people. Because of this, automatic tools to augment the erhaxperience will need
to be developed to allow users to enjoy using email without gy overloaded by the
experience. At the same time as with any other emerging tecblogy base, it will
require user education to keep ahead of the various fraudoteschemes (Balvanz
et al., 2004).

One way to extend the priority algorithm presented in this tlesis is by adding
more features to allow it to ne tune itself to the user's perenal preferences. For
example, we currently do not take into account the length ofreails when calculating
the VIP score. In addition, the behavior features are not tued so that very old
data is moved out of the model. Allowing size and other featas to play a role will
undoubtedly make the algorithm more accurate.

In addition, research on task extraction (Dredze et al., 2@) Gwizdka, 2002;
Huang et al., 2004) has shown promise with the possibility dfying to extract

basic tasks from the email messages. Allowing task goals te factored into the
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priority scheme will allow pending items to be put ahead of edady accomplished
tasks. For example, studies have shown that many people emdiemselves notes
with links, URLSs, or reminders. Placing those at the top of tle priority list would
make more sense.

There has been research on how to generate automatic emagpenses based
on past responses (Sche er, 2004; Bickel and Sche er, 2004)though very promis-
ing the techniques have only been so far applied at trying to atch previously
manually answered emails with new incoming ones, and selélaé most appropri-
ate reply. It would interesting to apply similarity measures presented in the thesis
to the answering domain.

A problem we faced when trying to test out new ideas dealing thi email
systems, was an inherent limitation of the available data. &cause we only have
access to our own data, our results and experiments no doul# ect some bias
towards our university environment. Much of the work publibed in the spam
detection domain also su ers from the fact that it tries to reach general conclusions
using very small data sets collected on a local scale. Ultitedy it will require either
an organization with large amounts of email users and accesslarge amounts of
email data to re ne the ideas presented in the thesis or an erbby volunteer users
to help push forward the ideas presented here using some typleshared data sets
respecting individual privacy of the data. Some have begurottake notice, and
study very large amounts of spam email tra c to extract other useful features
(Gomes et al., 2004; Jung and Sit, 2004; Hulten et al., 2004;likt and Yang,
2004).

EMT has much potential for speci c email related tasks such asr&nsic
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studies and email search and the application of behavior melthg in other do-
mains. For example, although we have touched the surface afus detection,
prior publications of using behavior models to catch virii hve shown great promise
(Stolfo et al., 2003c). In addition, the type of analysis oftte behavior of the user
can be directly applied to le types. Studying the behavior b le types might lead
to better virus detection.

The behavior models presented by this thesis can also be ugedanalyze
network behavior, when analyzing network information ows Clique analysis has
been recently used at Columbia to both help nd compromiseddsts and attempt
to detect zero day worms (Sidiroglou and Keromytis, 2005). &/hope to extend
some of the newer work oPET to this domain too.

In addition a straightforward analysis of instant messagera c can be an-
alyzed by the models presented in this thesis. We hope to belalio conduct a
study on some type of electronic messaging tra c in the nearuture. Preliminary
work was attempted but insu cient data has been a problem in he past.

The VIP ranking algorithm can be extended with other featurs, such as
including the length of a message over time into the formulaThe value of au-
tomatically ranking importance can be applied to many otherareas related to
electronic communication. With electronic devices playm multiple roles in every
day situations, organizing the attention of the user, and kowing when something
is important, is literally important. You do not want to both er the user during
a critical time, to let them know their gas bill is due. New pr@osals on how to
actually grab a user's attention has been studied with mixedesults (Zhang et al.,

2005) there is much to be done in this area.
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Many companies have become involved in research that hasrsta to ex-
tend the basic email experience. For example Microsoft's Mebits" tries to place
email communication in the context of other forms of electrac activity. Google's
\Gmail" has allowed end users to keep all their old emails, bipeing the leader in
storage capacity and introducing new email features on a dgruous basis. IBM
has worked on task extraction, task management, and clienyschronization, all
deployed as features in their Lotus email client. Mozilla'§Thunderbird" is de-
signed around allowing users to add multiple extensions @gsnto the system with
minimum overhead. All these systems now incorporate one orome forms of email
spam ltering technology, although with slightly di erent accuracy measurements
and quali cations. Each of these products represents an erhdase with many
thousands of users. Email's evolution is a re ection on howhe base users have
traditionally perceived its functionality. Email has movel from a novelty applica-
tion or electronic memo, towards a personal communicationedium. New forms of
analysis and features will help email move beyond plain mesggs integrating itself
into the users electronic experience.

Other data mining techniques to study email have started to reerge as
researchers try to use email data as a seeding ground for kieslge discovery (Aery
and Chakravarthy, 2004; Dredze et al., 2006). Some of the naee learning theory
problems discussed in this thesis are part of a larger operoptem set in the machine
learning domain. Especially the \False Positive" problemwhich in the context of
spam detection we have used multiple models to e ectivelyyrto minimize the false
positive rates. This issue is a general machine learning ptem, and any solution

will have wide reaching implications for furthering the stée of the art. We hope to
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pursue research on this problem in the near future.

Our experience on working oEMT has shown us the importance of combin-
ing both a clean GUI design along with the ability to perform ephisticated analysis,
to create a useful tool. Finding the balance between inforrtian helpfulness and
information overload is a critical task especially when t&ed to help the user focus

on what is the most important aspect of email: a personal commication tool.
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Appendix A

Screenshots

In this section we present screen shots of the implementeMT and PET systems.
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Figure A.1: Main EMT window. Message views can be constrained by time (A),
users (B), folder source (C), types (D), and direction (E). @ce viewed (G), they can
be clustered over some feature (F). Machine learning algttmms can be built and
evaluated (J) and labels manually or automatically adjuste (K). When a message
is selected (H) the preview is shown (I) and some usage histds also displayed
(L). Notice that either the inbound or outbound usage can beiewed here. Clicking
on any column re-sorts the messages in ascending or desaapdirder.
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Figure A.2: Usage pro le of an individual user. The user 'sfEB@cs.columbia.edu’
past year of use is compared to the last 3 weeks of usage. Themince between
the two periods is calculated on the bottom, and judged to banbrmal'.
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Figure A.3: Given a specic user, we can nd similar behavingisers based on a
speci c set of behaviors. In this case, we are comparing asge emails using normal
histogram alignment, and L1-form comparison.
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Figure A.4: Keywords automatically extracted from a set of mails.
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Figure A.5: GUI window to analyze recipient frequencies. Apci ¢ user is chosen
(A) and we display an outbound pro le. (B) A graphical ordering of most frequent
recipients, with the same data in tabular form (C). (D) disphys the number of new
recipients over time, for normal users. One expects this tdirmb slowly over time.

(E) displays attachment analysis using Hellinger distancbetween di erent blocks
of data over time.
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Figure A.6: GUI window to view group cliques.
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Figure A.7: GUI window to analyze cliques in a graphical fasbn.
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Figure A.8: GUI window to analyze attachments.
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Figure A.9: GUI window to analyze user cliques.
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Figure A.10: Email ow among users in the system. A specic s (A) is chosen,
and a speci c subject is highlighted (B). Analysis can be daneither by subject,
content, or attachment similarity (C). The results are dispayed as a table (D) and
graphic (G). Speci c message exchanges can be displayed bypasing the links
graphically or highlighting a speci c table entry.
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Figure A.11: Email forensics window. Users can be specied/ lsome level of
activity (A). Basic statistics can be viewed (B) and a main usr can be selected
(here sal@cs.columbia.edu). The chosen user's histogrardisplayed (C) and a
VIP list can be displayed (D). Any VIP user can be compared viglly (E) and
numerically (F). In addition all messages can be viewed in ¢hmessage window for
a speci c user or between a user and a speci c VIP.
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Figure A.12: Email forensic window, report section. Repostcan be loaded from a
le (A), saved to le (B), and manually created (C) using a spei ¢ name (D). Each
report item is associated with a report alert level red, yadw, green (high-low) (E).
The reports can be viewed and sorted in the main report secti(F).
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Appendix B

Mail Parser

B.1 EMT Mail Parser

The EMT parser is written in Java, and can be used as a stand-alone &ipption.
It can read MBOX, .dbx (Outlook Express), and .pst (Outlook) le formats.
The parser is called \EMTParser.java" and it converts emaildata to EMT

database format.

B.2 Data Format

Traditionally there have been many di erent formats to stoe email data. One
of the most popular has been the mbox format, which stores erhan a at text
le. The mbox format has been a popular choice on many UNIX andlinux type
environments. Many email servers store their email in thisofmat.

On the Microsoft Windows platform the default mail client program called

Outlook Express, stores email in a binary encoded format witthe le extension
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\.dbx". The upgraded email client known simply as Outlook (wth a year version,

e.g. Outlook2003), stores its les in a binary version withtie le extension \.pst".

B.3 Implementation

In the mbox format, email is stored as a 7-bit ASClI-encodedat le. Each mes-
sage begins with a line starting with the word 'From ' ('From'+ space) followed by
optional source address and optional date. If the word ‘fronappears in the begin-
ning of a line in the body, it is the client's responsibility b append some character
so that the email data will not be corrupted. A message is supped to end with a
blank line.

A message has two main parts. The header or envelope, contatokens and
values separated by a colon (*:'). For example the date is emted as follows: \Date:
Tue, 3 May 2005 09:05:01 -0400". These header elds usuallyntain a minimum
of some standard set of values, such as subject, date, reeitj and sender but can
also include non required elds such as email client, pridyi ags, etc. There is not
any speci c enforcement of what can be included in the headezlds, and many
servers and clients typically will include maintenance ag as header elds.

The body of the message is either plain text or composed of riple parts
with any binary data encoded as uuencoded format. Uuencodednverts binary
data into ASCII characters, by sliding a 3-byte window and ading 32, and out-
putting the ASCII values on the range of 32 to 95. Every groupf®0 characters are
line-separated with a control code saying how many bytes ome particular line.
Additional control codes regarding the le name and le pernssion are appended

to the text (QMAIL, 2005).
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Many di erent email clients seem to implement the mbox rulesmore as a
very loose recommendation than a strict standard. This is lsause many clients
will try to recover partial email information and attempt to deliver malformed data.
In addition, clients do not replace the body 'from’ lines in aconsistent fashion and
messages do not necessarily end with a blank line. Some d¢Beimplement their
own version of the rst \from" line separator etc. Because othis, when comparing
the performance of the parser to any email client, we have attpted to follow the

standards.

B.3.1 Logic
The parser has been implemented with the following simplede.
1. assume start of header.

2. while header items i.e. tokerctolon spaceokens or tokencolon spacetokens
newline tab tokens

process speci ¢ header features.
3. if newline or non-header line assume the start of the eméaibdy.

4. while not start of a new header

append to the current body text.

5. else we are done with body, process email taking care to dée any mime

encoded or multi-part messages in a controlled recursivesfaon.

6. GOTO 1.
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B.3.2 Arguments

-n - This option tells the parser not to privatize any of the daa.

-folder - This option speci es that the folder name where themail data has

been collected should be hashed for privacy concerns.

-i name- Speci es a speci c input le to parse. If this is a directorythe parser
will perform a recursive step through all the les in the diretory and try to

parse them.

-db dbname machine user passwordSpeci es the database to use, machine
name (example: localhost), user to access the database, gadsword for the

user.

-log - The log argument creates a log le, showing each subjéime and email

info of each record processed.

- ush - The ush argument erases all current entries from thalatabase before

adding any new ones.

-sor -rs - These allow processing of les with one email per le. Thissinot
strictly MBOX format where each folder has its one le. The rst ag allows
a single directory of emails to be processed, and the "-rs" @&srecursive call

to process multiple directories with multiple les in each.



