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applications. Because these architectures offer a limited
Abstract—Currently, the design, deployment and refinement of new capability to match the evolving needs of new applications and
network architectures is a manual, ad-hoc and time-consuming environments, the deployment of these architectures has
process. We present the design, implementation and evaluation of predictably met with various degrees of success.
the Genesis Kernel, a programming system that automates the life Second, the interface between the network and the service
cycle process for the creation, deployment, management, and architecture responsible for the basic communication services
architecting of network architectures. We discuss our experiences (such as connection setup procedures in Telephone and ATM
in building a spawning network that is capable of creating distinct L . o
virtual network architectures on-demand. The Genesis Kernel is networks) is rigidly defined and can not be replaced, modified,
based on a methodology that allows a child virtual network to NOr supplemented. In other cases, for example the Internet, end
operate on top of a subset of its parent's network resources and in USer connectivity abstractions provide little support for quality of
isolation from other spawned virtual networks. We show through  service (QOS) guarantees and accounting for usage of network
experimentation how a number of diverse network architectures resources (billing).
can be spawned and architecturally refined. These spawned Third, the creation and deployment of network architectures
network architectures include a parent network that supports IP g 5 manual, time consuming and costly process. At its most
fc;]r.‘l’éarding' indbimeréor ang ?:(tleriolzaroutgn?\}l Vg_e discusshr_]ow WO advanced, the creation process utilizes off-line tools for network
child networks based on Cellular IP and Mobiware architectures . . . .
can be spawned on the parent network to support wireless access to plannmg, emulathn and S|mu.lat.|c_)n. jl'heee tools gre, hgweyer,
data and continuous media services, respectively. invariably narrow in scope, primitive in use and fail to highlight
architectural shortcomings. To the network architect the creation
process is typically ad-hoc in nature, based on hand crafting
small-scale prototypes that evolve toward wide scale
deployment. We believe that there is a need to design
architectures based on solid theoretical foundations that call for
clearly reasoned system level models. Fourth, multiple
parameterizations of the network design space are needed and
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I. INTRODUCTION

Existing network architectures (e.g., Internet, mobile,

Telephone, ATM) exhibit a lack of intrinsic architectural
flexibility in adapting to new user needs and requirements. We
broadly define network architecture as a set of transport,

should be used for systematic exploration before the final
realization of the architecture is deployed. Such capabilities
hardly exist and as a result the deployment cycle is typicaly a

signaling, control and management mechanisms that are
governed by operationa time-scales and state information.
Typically, network architectures are realized as a set of
distributed network algorithms that offer services to end-
systems. In what follows, we make a number of observations
about the limitations encountered when designing and deploying
new network architectures.

First, current network architectures are deployed on top of a
multitude of technologies such as land-based, wireless, mobile
and satellite for a wide array of voice, video and data

blind iterative process based on ‘design, deploy and analyze’.

In response to these limitations, we argue that there is a
need to propose, investigate, and evaluate alternative network
architectures to the existing ones. This challenge goes beyond a
proposal for yet another experimental network architecture.
Rather, it calls for new approaches to the way we design,
develop, deploy, observe and analyze new network architectures
in response to future needs and requirements. We believe that
the design, deployment and management of new network
architectures should be automated and built on a foundation of
spawning networks, a new class of open programmable
networks. In [1] we describe the process of automating the
creation and deployment of new network architectures as
‘spawning’. The term spawning finds a parallel with an operating
system spawning a child process. We envision spawning
networks as having the capability to spawn not processes but
complex network architectures.

Spawning networks support the deployment of
programmable virtual networks. We call a virtual network
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installed on top of a set of network resources a ‘parent virtualr experiences with using the Genesis Kernel, focusing on the

network’. We propose the realization of parent virtual networksdynamic creation, deployment and management of the baseline

with the capability of creating ‘child virtual networks’ operatingnetwork architectures. In Section V, we present related work in

on a subset of network resources and topology, as illustratedtie area of programmable networks. Finally, we present some

Figure 1. This is a departure from the operating system analogpncluding remarks in Section VI.

The two architectures (i.e., parent and child) would be deployed

in response to possibly different user needs and requirements. Il. THE GENESIS KERNEL

For example, part of an access network to a wired network might

be re—deploye_d as a picq—cel!ular virtual network support?ng fasty Genesis Framework

handoff, as illustrated in Figure 1. Other examples include

virtual networks that can be either under the control of a service L )

provider (such as an ISP) or under customer control. Child 1hree distinct levels of the Genesis Kernel support

networks operate on a subset of the topology of their parents atRpWning, as illustrated in Figure 2. At the lowest level, a

are restricted by the capabilities of their parent's underlyinf@nsport environment delivers packets from source to

hardware and resource partitioning model. While parent aftgstination end-systems through a set of open programmable

child networks share resources, they do not necessarily use iféu@! router nodes calledoutelets. Routelets represent the

same software for controlling those resources. lowest Ievel_operatlng sys_tem support dedicated to a virtual
In this paper, we describe the design, implementation armztwork. A virtual network is characterized by a set of routelets

evaluation of theGenesis Kernel, a programming system that interconnected by a set wifrtual links, where a set of routelets
automates the creation, deployment, management and refinem@af Virtual links collectively form a virtual network topology.
utelets process packets along a programmable data path at the

of network architectures. The Genesis Kernel is an enablirg?o , ; . :
technology for spawning networks that automates the virtuJfternetworking layer, while control algorithms (e.g., routing
network life cycle process, which comprigesfiling, spawning, a_nd resource reservatlo_n) are made programmable using .the
management andarchitecting. The profiling phase captures thewrtual r)etwork kernel, (i.e., thg GeneS|_s Kernel). A Gen93|s
blueprint of a network architecture in terms of a comprehensiy@Uter is capable of supporting multiple routelets, which
profiling script. The spawning phase systematically sets up thgPresent components of distinct virtual networks that share
topology and address space, allocates resources and bifigglPutational and communication resources. .
transport, control and management objects to the physical Ch|ld routglets are |n.star!t|ated by the parent n_etwork during
network infrastructure. The management phase supports virti&\awn'ng’ as illustrated in Figure 2. The parent virtual network
network resource management [4] while the architecting pha grnel acts as a resource aIIocator,. grbnratlng between requests
allows network designers to add, remove or replace distributé’@iade by spawned routelets. In addition, routelets are controlled

network algorithms on-demand analyzing the pros and cons B¥°Ugh separateprogramming environments. Each virtual
the network design space. network kernel can create a distinct programming environment

In order to evaluate our approach we have built a spawniﬁ at enables the interaction between distributdgiects that

networks testbed and designed a set of experiments to h&[ppracterize a spawned network architecture (e.g., routing

verify the Genesis Kernel's capability to dynamically created emons, bandwidth brokers, etc.), as illustrated in Figure 2.

manage and architect network architectures. We have spawneTihE programming environment comprisesiabus, which is a

parent network architecture that supports IP forwarding, arRf’-virtual network Zoftware bus for Objeth) mteractur)]n (aklnbto
interior and exterior routing. The spawning networks testobed©ORBA, DCOM and Java RMI software buses). The metabus
comprises a number of heterogeneous link layers includi eatedsolationbetween the distributed objects associated with

Ethernet, wireless LAN and ATM technologies. Two distinc@ifferent spawned virtual networks. nding interface base [6]

child networks have been spawned over the parent netwoiRPPOTtS @ set of open programmable interfaces on top of the
based on the Cellular IP [2] and Mobiware [3] architecture@eta?llj_s'kWT]'Ch provide open aclcess toka set of routelets and
offering wireless data and multimedia services to mobile user4"tua ll<n S that (E)c_)lnstltuter?wrtua network. s its abil
respectively. Both of these architectures were previously - K€y capability of the Genesis Kemel is its ability to
developed by the COMET Group, and have been full upport a virtual network life cycle process that supports the
implemented and evaluated in standalone testbeds; see [13] q?_mlc creation, deployment and management of network
[14] for details. We refer to the spawned IP, Cellular IP an@chitectures. The life cycle process comprises four phases:
Mobiware architectures as the baseline architectures. We afso Profiling, which captures the blueprint of the virtual

show how the Mobiware and Cellular IP child networks can be Neétwork architecture in terms of a comprehensive
architecturally refined. profiling script. Profiling captures addressing, routing,

This paper is structured as follows. In Section Il we signaling, security, control and management requirements
describe the Genesis Framework and discuss the principles that
underpin spawning networks. Following this, in Section Il we
describe our prototype implementation. In Section IV we present

1 We abbreviate the terms parent virtual network and child virtual networks to
parent network and child network, respectively. The term virtual network and
spawned virtual network are synonymous and refer to parent or child networks.
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Figure 1: Spawning Networks

in an executable profiling script that is used to automate the
deployment of programmable virtual networks;

e spawning, which systematically sets up the topology and
address space, alocates resources and binds transport,
control and network management objects to the physical
network infrastructure. Based on the profiling script and
available network resources, network objects are created
and dispatched to network nodes thereby dynamically
creating a new virtual network architecture;

e management, which supports virtual network resource
management based on per-virtual network policy to exert
control over multiple spawned network architectures; and

« architecting, which allows network designers to analyze the
pros and cons of the architectural design space and to
dynamically modify a spawned architecture by changing
transport, signaling, control and management mechanisms.

Asillustrated in Figure 2, the metabus and binding interface
base also support the life cycle environment, which realizes the
life cycle process. When a virtual network is spawned a separate
virtual network kernel is created by the parent network on behalf
of the child. The transport environment of the child virtua
network kernel is dynamically created through the partitioning of
network resources used by the parent transport environment. In
addition, a metabus is instantiated to support the binding
interface base and life cycle service objects associated with a
child network. The profiling and spawning of a child network is
controlled by its parent virtual network kernel. In contrast, the
child virtual network kernel is responsible for the management
of its own network. The terms virtual network kernel, child
virtual network kernel and parent virtual network kernel all refer
to instantiations of the Genesis Kernel. The terms child virtua
network kernel and parent virtual network kernel refer to the
instantiation of the Genesis Kernel at different levelsin a virtua
network inheritance tree (see next section).

B. Design Principles

The Genesis Kernel is governed by the following set of
design principles.

e Sgparation Principle: Spawning results in the composition
of a child network architecture in terms of transport, control
and management algorithms. Child networks operate in
isolation with their traffic being carried securely and
independently from other virtual networks. The allocation of
parent network resources used to support a child network is
coupled with the separation of responsibilities and the
transparency of operation between parent and child
architectures.

e Nesting Principle: A child network inherits the capability to
spawn other virtual networks creating the notion of ‘nested
virtual networks’ within a virtual network, as illustrated in
Figure 1. This is consistent with the idea of creating
infrastructure that supports relatively long-lived virtual
networks (e.g., a corporate virtual network that operates
over a long time-scale) and short-lived virtual networks
(e.g., collaborative child group networks operating within
the context of the corporate parent network but only active
for a short period). The parent-to-child relationship
represents a ‘virtual network inheritance tree’ [4s
illustrated in Figure 1. In this spawning scenario, the
inheritance tree is formed by the virtual network at the
‘root’ of the tree, which spawns two child networks. One
child network (i.e., the Cellular IP virtual network) is a
parent to its own child network. We call the virtual network
at the root of the inheritance tree theot network, as
illustrated in Figure 1.

e Inheritance Principlee Child networks can inherit
architectural components (e.g., resource management
capabilities and provisioning characteristics) from parent
networks. The Genesis Kernel, which is based on a



network
architecture #2

]

child virtual
network kernel

child network
N,

§-

network
architecture #1
| life cycle environment
"""""""" o binding interface base
programming
environment metabus #1

parent virtual
network kernel

transport environment

>

root (parent) network

Figure 2: The Genesis Framework

distributed object design, uses inheritance of architectural
components when composing child networks. Child
networks can inherit any aspect of their parent architecture,
which is represented by a set of distributed network objects
for transport, control and management.

C. Transport Environment

The transport environment consists of a set routelets, which
represent open programmable virtual nodes. A routelet operates
like an autonomous virtual router that forwards packets at layer
three, from its input ports to its output ports, scheduling virtual
link capacity and computational resources. Routelets support a
set of transport modules that are specific to a spawned virtua
network architecture, as illustrated in Figure 3. A routelet
comprises a forwarding engine, a control unit and a set of input
and output ports, and may optionaly support higher level
protocol stacks.

1) Portsand Engines

Ports and engines, shown in Figure 3, manage incoming and
outgoing packets as specified by a virtua network profiling

Child ports and engines can be constructed by directly inheriting
their parent’s transport modules or through dynamic composition
by selecting new modules on-demand. Forwarding engines bind
to input and output ports constructing a data path to meet the
specific needs of an embryonic network architecture. Input ports
process packets as they enter the routelet based on the
instantiated transport modules. In the case of a differentiated
services [5] routelet for example, the input ports would contain
differentiated service specific mechanisms (e.g., meters and
markers used to maintain traffic conditioning agreements at
boundary routelets of a differentiated service virtual network). A
virtual link is typicaly shared by user/subscriber traffic
generated by end-systems associated with the parent network
and by aggregated traffic associated with child networks. User
and child network traffic contend for the parent’s virtua link
capacity. The output port regulates access to the communication
resources (which are associated with a virtual link) among these
competing elements.

2) Control Unit

A routelet is managed by a control unit that comprises a set
of controllers:

script. A profiling script captures the composition of routelet
components. Ports and engines are dynamically created during
the spawning phase from a set of transport modules, which
represent a set of generic routelet plug-ins having well defined
interfaces and globally unique identifiers. Transport modules
(e.g., encapsulators, forwarders, classifiers, schedulers) can be
dynamically loaded into routelets by the Genesis Kernel to form
new and distinct programmable datapaths.

a spawning controller, which “bootstraps” child routelets
through virtualization;
a composition controller, which manages the composition

of a routelet using a set of transport module references and a

composition script to construct ports and engines;
an allocation controller, which manages the computation
resources associated with a routelet, and



» a datapath controller, which manages the communication  ports associated with its virtual links, sends the packet to its
resources and the transportation of packets. forwarding engine for processing which then forwards the packet
The spawning, composition and allocation controllers are  to an output port where it is finally scheduled for virtual link

common for all routelets associated with a virtual network. In transmission.

contrast, datapath controllers are dynamically composed during We use an example scenario to illustrate how nesting is

the spawning phase based on a profiling script. Datapath  supported in the router. As illustrated in Figure 4, two packets

controllers manage transport modules that represent architecture-  arrive at a Genesis router. Every packet arrival must be
specific data paths supporting local routelet treatment (e.g., QOS  demultiplexed to a given spawned virtual network. A virtual
control using transport modules such as policers, regulators, network demultiplexor is programmed to identify each packet's
buffering, queuing and scheduling mechanisms). targeted virtual network (i.e., its routelet) based on a unique
Routelets also maintain ‘state’ information that comprises wrtual network identifier assigned during the spawning phase.
set of variables and data structures associated with th&ach packet that arrives at a Genesis router must eventually
architectural specification and operation.  Architectural state®ach the input port of its targeted virtual network routelet, as
information includes the operational transport modules reflectingustrated in Figure 4. The first packet in the example traverses
the composition of ports and forwarding engines. Statéhe first level (child) routelet. The other packet traverses the
information includes a set of references to physical resourparent network routelet directly. Mapping is always performed
partitions that maintain packet queuing, scheduling, memory afeétween the child and parent transport environments. Mapping is
name space allocations for routelets. Routelet state also contaiiase through the management of transport module references by
virtual network specific information (e.g., routing tables, trafficparent and child composition controllers, which are capable of

conditioning agreement configurations). realizing specified ‘binding models’ between the ports and
engines of parent and child networks. This mapping is
\ binding interfae bese | performed at each virtual network layer (i.e., routelet) down to
< i S > the root of the inheritance tree.
A ‘capacity arbitrator’ [4] located at the parent’s output port
contral unit controls access to the parent’s link capacity. Every packet is
— . ' treated according to a virtual network policy, which may be
spawning | | composition| | allocation | | detapath different at each routelet or virtual network. In one extreme case
controller || controller || controller | | controller each packet traverses the nested hierarchy tree until it is
‘\ scheduled and exits onto the physical output link. In another

' / forvarcing case, a common fast path can be used by all virtual networks.

[:> Input port :> engine :> output port [:> The fast path is supported by the root network of the inheritance

tree in this case. Child networks can inherit the fast path from

their parents. The fast path supports hierarchical resource
management and scheduling.

cCPU

Figure 3: Routelet Architecture child routelet

Routelets generalize the concept of partitioning physical /f’E§£>E>
switch resources introduced in [6] and [7]. Routelets are |3 NG ER
designed to operate over a wide variety of link layer (% loca routing ontroljoc i convol \ | | .
technologies including Ethernet, wireless LAN and ATM. The é i "::‘":Z::re'
underlying link layer technology, however, may impact the level 12 “ ¥/ cap/ ’
of programmability and QOS provisioning that can be delivered ‘é N \ 7
at the internetworking layer. i, e [T inputport | > =5 ' Q ;2

e — < —
-1 local routin""‘cﬁontrol
3) Neﬁed ROUtel ets - ’ local traffic control virtual netwofktrafficcomrol

Nested routelets operate on the same physical node and
maintain their structure according to a virtual network9ure4 Nested Routelets
inheritance tree, as discussed in Section II-B. Child routelets are
dynamically created and composed during the spawning process
when the parent’s computational and communication resources The Genesis Kernel supports explicit virtual network
are allocated to support the execution of a child routelet. Eac(;P ltivlexi tth t of ppdd't' Ip tocol field | ted
reference to a physical resource made by a child routelet Y& utIPIEXING at In€ cost of an additional protocol Tield Inserte

; - . in. the frame format. This is accomplished by inserting a virtual
mapped into a partition controlled and managed by its parent. raetwork identifier between the internetworking and link layer

addition, user traffic associated with a child routelet is handle‘EII aders. Althouah this appears to be a radical approach. it
in an aggregated manner by the parent routelet. Routelets & ) 9 PP PP ’

unaware that packets are processed according to an inheritalrﬁef:gerE:f:r;sabIE;3 5\‘/':25';’; r\:\g//voiis d\;vf{ﬁ]rggg'iﬁrotéig:ﬁ b\?;[r\,tvjaeln
tree. A routelet simply receives a packet on one of the ianf 9 9

4) Virtual Network Demultiplexing



network semantics into the internetworking layer. Virtua
networks are alowed to manage their own name space (e.g.,
addressing schemes) independent of each other, utilizing
different forwarding mechanisms. The virtual network identifier
isdynamically allocated and passed into the routelets of a virtual
network by the life cycle environment of the parent kernel. The
virtua network demultiplexor maintains a database of virtual
network identifiers to map incoming packets to specific routelets
(e.g., child routelets, fast path routel ets).

D. Programming Environment

Each network architecture comprises a set of distributed
controllers that realize communication algorithms (e.g., routing,
control, management), as discussed in Section Il. These
distributed controllers use the programming environment for
interaction. While the implementation of routelet transport
modules is platform-dependent, the programming environment
offers platform-independent access to these components
allowing a variety of protocols to be dynamically programmed.
The programming environment is illustrated in Figure 5 and
discussed below.
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Figure 5: Programming Environment

1) Metabus

A metabus supports a hierarchy of distributed objects that
realize a number of virtua network specific communication
algorithms including routing, signaling, QOS control and
management. At the lowest level of this hierarchy binding

mechanisms. Distributed objects that comprise network
architectures (e.qg., routing daemons, bandwidth brokers, etc.) are
not aware of the existence of routelets. Distributed objects give
the ‘illusion’ of calling methods on local objects whereas in
practice call arguments are ‘packaged’ and transmitted over the
network via one or more routelets. This abstraction is provided
by the metabus.

We have chosen to realize the metabus abstraction as an
orblet, a virtual Object Request Broker (ORB) derived from the
CORBA [8] object-programming environment. Typically,
CORBA is used in enterprise networking solutions and runs on
client and server nodes to support distributed applications. We
have developed network kernels [3] [6] that use CORBA
technology for service creation, signaling and management in
previous projects. The use of off-the-shelf CORBA allows us to
quickly develop simple programmable network architectures and
spawn them using the Genesis Kernel. See Section IlI-B for
details on the orblet implementation.

The use of CORBA in the network presents a number of
scalability issues that the metabus resolves. Distributed objects
that comprise distinct spawned network architectures need to be
isolated for scalability reasons. Existing ORB technology
supports a number of ad-hoc solutions for realizing isolation
between distributed object computing environments. The
metabus extends the capabilities offered by CORBA by
supporting the dynamic creation of multiple isolated software
buses for spawned virtual network architectures.

2) Binding Interface Base

The interfaces that constitute the binding interface base are
illustrated in Figure 5. A VirtualRouteletState interface allows
access to the internal state of a routelet (e.g., architectural
specification, routing tables). The VirtualSpawningController,
VirtualCompositionController and VirtualAllocationController
interfaces are abstractions of a routelet’'s spawning, composition
and allocation controllers, respectively. The
VirtualDatapathController is a ‘container’ interface to a set of
objects that control a routelet’s transport modules. When the
transport environment (e.g., output port) is modified the binding
interface base is dynamically updated to include new module
interfaces in the VirtualDatapathController.

Every routelet is controlled through a number of
implementation-dependent system calls. Binding interface base
objects wrap these system calls with open programmable
interfaces that facilitate the interoperability between routelets
that are possibly implemented with different technologies.
Routing services can be programmed on top of a

é/irtualRouteIetState interface that allows access to the routing
bles of a virtual network. Similarly, resource reservation
otocols can be deployed on top of a VirtualDatapathController
terface that controls the classifiers and packet schedulers of a
gutelet’s programmable data path.

interface base objects provide a set of handlers to a routelet’
controllers and resources allowing for the programmability of
range of internetworking architectures using the programmi
environment. The binding interface base separates t
implementation of the finite state machine, which characterizé
communication algorithms (e.g., the RIP finite state machine, the

RSVP finite state machine, etc.), from the implementation of the

mechanisms that transmit signaling messages inside the network.
Communication algorithms can be implemented as interactions
of distributed objects, independent of the network transport



E. Life Cycle Environment architectures. The creation process associated with spawning a
child transport environment centers around the creation and

The life cycle environment provides support for the composition of routelets, the bootgtrapping of routelets into
profiling, spawning, management and architecting of virtual p_hyS|caI routers base_d on.the child network FOPC_“OQ}" and
networks. Profiling, spawning, management and architecting finally, the binding of virtual links to routelets culminating in the
provide a set of services and mechanisms, which are common to instantiation of a child transport environment over a parent
al virtual networks that inherit from the same parent. Life cycle network. The Genesis Kernel allows a child network to inherit
services can be considered as kernel ‘plugins’ because they &3 life cycle support from its parent.
be replaced or modified on-demand. Life cycle services can be
programmed using the metabus and binding interface base of the3) Management
Genesis Kernel. The life cycle is realized through the interaction ) )
of the transport, programming and life cycle environments. Pnce a profiled architecture has been successfully spawned the

what follows, we provide an overview of the life cycle services. Virtual network needs to be controlled and managed. The
management phase supports virtual network resource

1) Profiling management based on per-virtual network policy that is used to
exert control over multiple spawned network architectures. The

Before a virtual network can be spawned the networf€Source management system can dynamically influence the
architecture must be specified and profiled in terms of a set Behavior of a set of virtual network resource controllers through
software and hardware building blocks annotating thei® Slow timescale allocation and re-negotiation process.
interaction. These software building blocks include the The Genesis virtual network resource management system
definition of the communication services and protocols thef@lled virtuosity [4] leverages the benefits of the kernel's
characterize a network architecture. The process of profilifgjérarchical model of inheritance and nesting. Virtual network
captures addressing, routing, signaling, control and managemé&@gources are provisioned based on ‘policy’ and slow time-scale
requirements in an executable profiling script that is used f§Source re-negotiation. As a result, parent networks manage
automate the deployment of programmable virtual network§hild traffic in an aggregated and scalable manner gengral
During this phase, a virtual network architecture is specified iBUrPOSe capacity classes. Virtual network resources are
terms of a topology graph (e.g., routers, base stations, hosts &R@trolled on slow performance management timescales (e.g.,
links), resource requirements (e.g., link capacities an[g|o_SS|ny in the order of tens of minutes). We argue that this is a
computational requirements), user membership (e.g., privilegedlitable timescale for the resource management system to
confidentiality and connectivity graphs) and securitpoperate over while allowing virtual networks to perform
specifications. The network architect can dynamically selegtynamic provisioning as needed. A full description of virtuosity
architectural components and instantiate them as part ofiSaoutside the scope of this paper. For details on the virtuosity
spawned network architecture. For example, a number of routifi@mework and its performance evaluation see [4] and [21],
protocols for intra-domain and inter-domain routing can be madg&spectively.
available. Similarly, QOS architectures based on well-founded o
models (e.g., integrated services [10] and differentiated services 4) Architecting
[5]) can be dynamically selected and used for QOS provisioning ) . ) .
in virtual networks. Transport protocols (e.g., TCP, RTP, UDP) By observing the dynamic behavior of virtual networks,
and network management components (e.g., SNMP, CM”spawned netwgrk grchltectures can be reflned_. Thlrou.gh the
made available as software building blocks can be instantiatBfOC€SS of architecting a network designer uses visualization and

on-demand. management tools to analyze the pros and cons of the virtual
network design space and through refinement modify network
2) Spawning objects that characterize the spawned network architecture. For

example, the Cellular IP architecture could be refined to

Once the network architecture has been fully specified iAPtimally operate in pico-, campus- and metropolitan-area
terms of a profiling script it can be dynamically created. Th€nvironments through the process of arch|te(_:t|ng an_d_refmement.
process of spawning a network architecture relies on the Architecting appears to be an exceedingly difficult task.
dynamic composition of the communication services anfPne of the goals of our work is to build more powerful tools to
protocols that characterize it and the injection of thesBelp with the arch!tectlng process allowing for a more systematic
algorithms into the nodes of the physical network infrastructuréfudy of the design space under operational conditions. The
constituting a virtual network topology. The spawning procesgevelopment of V|sual|zat|qn tools is an important part of this
systematically sets up the topology and address space, alloci¥ggk. However, the effective use of architecting depends on
resources, and binds transport, routing and network managemBlg¢'e® than a visualization tool. Rather, it depends on a well
objects to the physical network infrastructure. Throughout thi@unded understanding of what should be achieved versus what
process a virtual network admission test is in operation. may be achieved and how to modify a prototype network

Spawning child network architectures includes creatingrchitecture accordingly.
child transport and programming environments and instantiating
the control and management objects that characterize network
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Figure 6: IPv4 Routelet Implementation

I1l. IMPLEMENTATION

We have been developing the kernel since the Spring of
1998 and have completed the implementation of Genesis Kernel
v1.0 [35]. Using a set of foundation objects and services, we
have been able to profile, spawn, manage and architect a smple
set of baseline architectures. The kernel represents a partia
implementation of the Genesis Framework discussed in the
previous section. The transport and programming environments
have been implemented using commodity operating systems and
distributed systems technology. There remain a number of
technical barriers to realizing the lifecycle service capability,
particularly in the areas of profiling and architecting virtual
networks. In addition, virtuosity is not implemented as part of
the current kernel release. However, we have implemented
virtuosity and evaluated its virtua network resource
management capability as extensions to the ns simulator. For full
details on the virtuosity ns extensions and performance see [21].

A. Transport Environment

The transport environment has been implemented in user
space using dynamically linked libraries (i.e., shared libraries
and DLLS) in the FreeBSD and Windows NT operating systems.
The transport modules have been implemented as C++ objects.
Our implementation balances the flexibility of user-

outgoing packet

space development [12] against the performance issues
associated with the lack of high-resolution timers and context
switching. The transport environment is derived from the BSD
kernel implementation of TCP/IP. The networking code was
extracted as transport modules and used as a basis for
implementing a programmable |P datapath. A parent network
architecture was developed in this manner supporting the
majority of features found in IP [16]. In addition, we modified
the Mobiware and Cellular IP software distributions [13] [14] to
create child network architectures. Figure 6 illustrates the
implementation of an 1Pv4 routelet.

1) Link Layer Support

The Genesis Kernel separates the link and internetworking
layers through a generic link layer interface, as illustrated in
Figure 6. We have taken care to decouple the data structures
describing the link and internetworking layers. Information
associated with the layer two interface is managed by link layer
modules while information associated with the layer three
interface is managed as part of the routelet state, as is the case
with the IPv4 routelet. Typicaly, spawned virtual networks
transmit packets through a parent network’s capacity arbitrators.
Only the transport environment of the virtual network at the
‘root’” of the inheritance tree (i.e., the root network) needs to
interact with the physical link layer.

The link layer interface supports generic methods for
sending and receiving frames and configuring the link layer
software. In Figure 6, the link layer modules represent virtual



Ethernet modules. We use the term ‘virtual' in this context 5) Transport Protocol Sacks

because link layer modules use low-level programming APIs to

send and receive frames to and from the network device drivers. In many cases routelets subsume transport protocol stacks.
For example, we have used the BSD Packet Filter (BPF) ad-ar example, the IPv4 routelet supports TCP and UDP protocol
network programming APl in FreeBSD. We have alsstacks. TCP is used for exchanging signaling messages for

implemented virtual WaveLAN and ATM modules. routing, resource reservation, and control and management.
Routelet support for TCP communications is similar to the BSD
2) Packet Flows kernel implementation. The socket layer realizes high-level

communication functions such as connection establishment and
At a router, packets are forwarded from incoming to outgoingglease. Programmable network objects use Inter-Process
physical interfaces traversing virtual network demultiplexors an@ommunication (IPC) to interact with the socket layer, where
routelets. Memory management is realized as follows. TranspdRC is used as a replacement for system calls that an operating
modules can drop packets when and where needed (e.g., a queystem kernel employs to transfer control to the protected
may drop a packet if the length of the queue exceeds a givenvironment of the kernel. TCP port numbers can be re-used
threshold). In addition, allocation controllers enforceover multiple TCP connections provided that these connections
hierarchical memory management according to the virtuare realized by different routelets. Routelets use different IPC
network inheritance tree. Virtual network demultiplexorschannels, which are created dynamically during the spawning
configure link layer modules specifying the manner in whiclphase. The socket layer is not the only component of a routelet
packets should be received. For example, a virtual netwothkat uses IPC. Routelet controllers (i.e., spawning, composition,
demultiplexor can configure a virtual ATM module to receiveallocation and datapath controllers) and the routelet state
packets from a specific set of PVCs. management also use IPC.

3) Routelet Components

metaservers

Y

Routelet components are shown in Figure 6. Ports and
engines are modular elements that perform basic functions on v
packets. In the current implementation IP option processing and ‘ orblet
fragmentation and reassembly mechanisms have not been 5
implemented. The verifier module inspects the IP header to
determine if the header of an incoming packet is valid. The

inter-ORB protocol engi nd

forwarder module checks whether a packet has reached its final @IPC
destination or not. The eligibility module checks whether a
packet is eligible to be forwarded. Link level broadcasts, | routelet |

loopback packets and packets addressed to class D and E
destinations are dropped. The TTL module decrements the TFlgure 7: Metabus Architecture

field in the packet header. After this processing, the forwarding

engine performs a route lookup to determine the packet's

outgoing interface. The output port accepts packets fromB. Programming Environment

forwarding engines and higher level protocols. If a packet is

received from a higher level protocol, the output port initializes 1) Metabus

the packet header using the header initialization module. The IP

checksum module computes the IP header checksum. Finally the The metabus comprises an orblet component and set of

packet is forwarded to an ARP module, which performs lay&hetaservers, as illustrated in Figure 7. The orblet represents the

two address resolution that takes into account the specific linkatapus component that provides a communication medium
layer technology used. An ARP module is selected when the rqgtiveen object clients and servers. Current ORB

network is bootstrapped on to the hardware. implementations are tailored toward a single monolithic
transport service. This limitation makes existihng CORBA
4) Routelet Sate implementations unsuitable for programming virtual network

i i . architectures that may use different transport environments. To

_Routelet state comprises a virtual network generic part andsolye this issue we have implemented the ‘acceptor-connector
virtual network specific part. The generic part includes pointer§yware pattern [19] in the orblet. The acceptor connector
to all transport modules that are used by a routelet and a Scrﬂ)%tttern wraps low-level connection management tasks (e.g.
that reflects the composition of routelet ports and engines. Thesnaging a TCP connection) with a generic software API. The

composition of the specific part is dependent on the particulgtpiet can use a range of transport services on-demand in this
routelet being programmed. In the case of the IPv4 routelghse 1o use a specific transport service, the orblet dynamically
shown in Figure 6, the virtual network specific part containgings to an inter-ORB protocol engine supported by the Genesis

information associated with the routelet's interfaces and theene| We have created an 11OP protocol engine for interacting
routing tables used for IP forwarding. with IP-based routelets.



Metaservers provide naming services for the metabus. The
kernel automates the process of creating naming services and
associating naming services with objects. Currently, the
reference to a naming service is hard-coded in existing CORBA
programming environments. In contrast, metaserver references
are dynamically passed to objects during the spawning phase,
where metaservers communicate using their spawned transport
environment. In this manner, isolation between distinct sets of
architectural objects that define spawned network architectures
is maintained by metabuses. In summary, isolation between
virtual networks is realized as follows. Each metabus uses a
separate transport environment for object interaction where the
transport environment is dependent on the spawned network
architecture. Each metabus offers dedicated naming services to
the spawned network architecture.

The orblet is implemented using the OmniORB [18] from
AT&T Research Labs, Cambridge, which represents a
lightweight CORBA implementation. Currently, we use a single
metaserver per spawned virtual network. In the future, we plan
to use multiple metaservers and develop metabridges that would
support interaction between different virtual networks.

2) Binding Interface Base.

The binding interface base shown in Figure 5 represents a
collection of interfaces for programming network architectures.
CORBA/IDL is used for describing object interfaces. The
following interfaces are common to all routelets:

e a VirtualSpawningController interface, which abstracts the
spawning controller, is used for creating new routelets and
querying configuration information associated with a
spawned virtual network (e.g., routelet specific IPC channel
identifiers);

* a VirtualCompositionController interface, which abstracts
the composition controller, is used to modify routelet ports
and engines, and to access system parameters that
characterize the operational behavior of the transport
modules. The structure of ports and engines is captured by
composition scripts which are exchanged between the
VirtualCompositionController object and higher level
objects that use the interface; and

e a VirtualAllocationController interface, which is used to
access resource dlocation information associated with a
spawned virtual network. Typically, allocated resources
include communication (i.e, link capacities) and
computation (i.e., memory and CPU) resources. Currently,
only memory allocations are supported by Genesis Kernel
v1.0.

The VirtualRouteletSate and VirtualDatapathController
interfaces illustrated in Figure 5 are specific to the network
architecture being programmed. For example, the 1Pv4 routelet
supports interfaces for the configuration of virtual links and the
insertion and removal of routing table entries. In this respect, the

C. Lifecycle environment
1) Profiling Service

The Genesis Kernel v1.0 only supports a subset of the
virtual network requirements discussed in Section Il. The
profiling of the communication protocols, network services,
address space and topology, which characterize spawned virtual
network architectures are supported. However, other virtual
network requirements (e.g., security, QOS) are for further study.

An overview of the profiling process is illustrated in Figure
8. The profiling process separates the ‘binding rules’, which
define the transport, control and management systems (e.g., a
rule for placing a bandwidth broker inside the network), from the
‘binding data’ (e.g., system parameters, user preferences, etc.).
Spawned virtual networks represent the instantiation of a set of
binding rules over binding data and are composed using
profiling scripts. A profiling script is written in two distinct
forms:

e acompact form, which is the form that the network designer
uses to specify an architecture and where the separation
between binding rules and binding data is applied; and

» an analytical form, which is an internal representation that
the Genesis Kernel uses to drive the spawning process.

e,

i binding rules i 1
! binding data | :> :> i

profiler spawner

compact form
Figure 8: Profiling Process

As illustrated in the figure, the compact form comprises
three parts. The first part represents a set of binding rules
characterizing the composition of routelets and higher level
protocols. Binding rules specify which components should be
used for constructing a network architecture and arguments used
to initialize these components. The binding rules also specify
which architectural components are inherited from the parent
network. The second part of the compact form represents
binding data that captures the arguments that customize the
architectural components of virtual networks. The binding data
defines the operating point within the network design space for a
particular spawned network architecture. The third part of the
compact form defines the virtual network topology and address
space. The topology is specified as a virtual network graph
where all virtual links are annotated and network node addresses
declared. Collectively, these three parts of the compact form
specify a virtual network architecture in terms of its protocols,
services, topology and address space.

The compact form is not well suited to drive the spawning
process for a number of reasons. First, the compact form may be

binding interface base replaces the ‘ioctl’ function calls andyntactically incorrect. Second, the virtual network topology is
routing sockets used in the BSD networking code distribution. specified using the addressing scheme of a child network not a

parent. Parent network addresses are needed to spawn a child



network because the spawning service is supported by the parent  spawned virtual network with a specific set of parameters. The
network’s kernel. Binding rules and binding data need to beode type is used as a key for associating binding rules with
associated with each other so that the spawning service dainding data. Because virtual network architectures are
create new communication services at network nodes in a pareharacterized by a finite set of binding rules and network nodes,
network. Given these comments, the profiling service convertee complexity of associating binding rules with binding data is
the virtual network script from a compact to an analytical form. polynomial as a function of the number of nodes in the virtual
network graph and the number of node types. The conversion to
--------------------------------------------------------------------------- the analytical form results in the creation of separate scripts that
:sz a‘c’frfsi)?”n:" 1.0%2> describe each network node in the spawned network
<bi :Ei ng_rul es> architecture. Scripts are sent to all parent nodes associated with a
o spawned child network. A separate script specifies the bindings

<archi tecture>"cip"</architecture> : e
<node_t ypes> that take place across child routelets (e.g., bindings between

<type> _ network control and management objects).
:gzt”zz base_stati on" </ nane> We have completed the first version of the profiling service.

Both the compact and analytical forms are written in XML,
which is suitable for describing information structures. We have
used a limited XML grammar with tags for declaring
architectural components and their parameters and bindings. To
associate binding rules with binding data, we manipulate tree
structures derived from profiling scripts. The profiler performs
the association between the different parts of the profiling script
to produce the analytical form. The profiler has been developed
using XML4C from IBM and Alphaworks [20].

Figure 9 shows a snippet from the binding rules describing
the Cellular IP network architecture. The snippet describes how
the Cellular IP routelet is parameterized. The profiling XML
grammar allows for the composition of network architecture
components including ports, forwarding engines, routing
daemons, handoff controllers and mobility agents. The profiling
service is far from complete, however. The profiling service
applies syntactic control over scripts but not semantic control. A
syntactically correct script may hide erroneous object bindings.
Object bindings are resolved during the spawning phase,
however. An incorrect profiling script would result in the
termination of the spawning process. A more important issue is
associated with the capability of the kernel to determine whether
a profiled network architecture satisfies the needs of the users
that the architecture was spawned for.

: <par anet er >" nunber _of _| eaves" </ par anet er >
: <par anet er >"r oot _addr ess" </ par anet er > :
: <par aneter _array> ;
: <l engt h>"nunber _of _| eaves" </ | engt h> E
; <par anet er >"| eaf _addr esses" </ par anet er > E
5 </ par amet er _ar r ay> :
: <paraneter>"soft_state_tiner"</paraneter> :
: <par anet er >" del ay_buf f er _si ze" </ paranmeter> |
: <par anet er _arr ay> 5
: <l engt h>"nunber _of _| eaves" + 1</l ength> :
: <par anet er > :
: <name>"vn_denuxor s" </ nane> :
; <t ype>VN_DEMUX</ t ype> 5
! </ par anmet er > :
5 </ par anet er _ar r ay> :
: <par anet er _array> E
: <l engt h>"nunber _of _| eaves" + 1</I|ength> :
: <par anet er > 5
: <nane>"ar bi trat or s" </ nane> :
: <t ype>ARBI TRATOR</ t ype> :
: </ par anet er > ;
5 </ par amet er _array> E
; </ dat a> :
t </type> :
E </ node_t ypes> :
| <routelets> 5
i <routel et> 5
: <name>"ci p_rout el et" </ name> :

2) Spawning
Figure 9: Profiling Script: A Snippet of the Binding Rules for the Cellular IP

Network Architecture. See [35] for a Full Specification. . L . .
[35] > The spawning process is initiated once the analytical form is

There are various steps involved in the script conversioglenerated' Spawnllng SEervices |nc'lude the fqllowmg:
process. First, the profiing service converts the topology & SPwner service, which applies centralized control over
description from the child’s address space to the parent's address 1€ Spawning process interacting with the profiling and
space. This may involve the selection of parent virtual links that Management services; o
satisfy a given set of constraints. As described by the Genegis & Component storage, which represents a distributed
Framework, the profiling service interacts with the parent database of virtual network software building blocks; and
network’s virtuosity system [4] to allocate link resources fo? @ Set of constructor objects, which run on all nodes in a
child networks. Currently, we have not addressed topology Parent topology and interact with the spawner to create a
conversion and resource management issues in the Genesis child network. _
Kernel v1.0. Once the child's network topology has been Constructors support the creation of routelets, the
converted and mapped to its parent’s network topology tHgstqntlatlon of.a metabus gnd the deployment of child neanrk
profiler associates binding rules with binding data. The compag@fchitecture objects on a single network node. The spawner is a
form groups binding rules according to the type of node th stributed .system, Whlch'controlls the spawning process, th'rough
describe (e.g., an edge router, core router or base station). & execuhon of a profiling Scrlpp We currently use a single
produce the analytical form, the profiler combines the bindin§Pawner object in our spawning networks testbed. The
rules with topology and binding data, customizing each node inG@mponent storage represents a database for transport modules
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and network objects. The spawner “announces” the chilehultimedia services to mobile users, respectively. The
network’s bandwidth requirements to a virtual network resourdglobiware and Cellular IP architectures were refined (i.e.,
manager. The resource manager is associated with the virtuositghitected) using the Genesis Kernel by adding new handoff
kernel plug-in [4] and represents a distributed controller, whicbontrol algorithms to the Mobiware child network and tuning the
performs admission testing for child networks. If the admissioparameters associated with the Cellular IP child network.
test is successful the child network is spawned. For details on
virtual network admission control see [21]. _ : -
Child routelets are bootstrapped by the parent’s spawning Mobiware child
controller. The spawning controller interacts with the allocation network network
controller to reserve parent routelet's computational resources
for the execution of a child routelet. Following this, the child : /
routelet’s state information is initialized. During this phase of the IPv4 root (parent) network
spawning process a spawner acquires all the necessary transport
modules that were not available at its local node. Transport
modules are stored in a component storage as dynamically
linked libraries and metabus objects. When the initialization of
the routelet’s state is complete, the child control unit is spawned.
During this phase the standard controllers are created,
specifically the spawning, composition and allocation ‘
controllers. 100 M bpsEthernet
When the bootstrapping process is complete the child
routelet is capable of undertaking all the remaining spawning
tasks. The composition of a routelet's ports and engines is
carried out by the child’s composition controller. Finally, the

GenesisK ernel

N \ S

. . ! ; Virata AR~ 777""7" NEC Model 5
child network's data path controller is composed and its queues
configured to forward traffic to the parent network queues. This ) ,
; WaveL AN ) )
represents the last phase of the spawning process where routelets b .
. : . : . ase stations 3
bind to virtual links forming a virtual network topology.

Currently, we use FCFS queues as capacity arbitrators [4]gure 10: Spawning Networks Testbed
Virtual network capacity scheduling is currently being _ .
investigated [21]. Following the creation of the transport ~The spawning networks testbed comprises heterogeneous
environment, the spawning process creates the programmiligk layer technologies that interconnect routers, switches and
environment and instantiates the child network architectufease stations, as illustrated in Figure 10. The testbed provides
objects (i.e., network control and management objects). At thigreless access to mobile hosts and comprises seven multi-
point the child network is executing on the Genesis Kernel arftpPmed 300 MHz Pentium PC routers, three ATM switches (viz.
the network hardware. ATML Virata, Fore ASX/100, and NEC model 5 switches) and
two PC base stations. Link interconnects between PC routers, PC
IV. EXPERIENCES base stations and ATM switches comprise 100 Mbps Ethernet
links and 155 Mbps wireline ATM links. PC base stations
. .. provide radio access to the wireline network. The radios are
In order to evaluate the Genesis Kernel we have built & o
. . : b%\sed on WaveLAN operating in the 2.4-2.8 GHz band. We use
spawning networks testbed and designed a set of experlment§ 0
: , o : he 2 Mbps WaveLAN cards over the 10 Mbps cards because
verify the kernel's capability to dynamically create, manage anﬁiI . .
. : . tg older cards support a low-level radio utility APl for
architect the baseline network architectures. We have evaluate .
. : prggramming beacons.
the performance of the spawned baseline architectures agains ; S . .
. The spawning capability is currently implemented in the
the performance observed when the same architectures are ; !
. e : .Network and not in end-systems. The Genesis Kernel v1.0 code
implemented in ‘standalone’ testbeds. The goal of the evaluation . .
. R ; . r]eIease has been designed to run on Windows NT and FreeBSD
is more qualitative in nature and aimed at showing proof o ;
- . operating systems.
concept rather than a quantitative comparison.

A. Spawning Networks Testbed B. AnIP Root (Parent) Network

The spawning networks testbed has been designed to In this experiment we investigate the capability of the kernel

support the spawning of the baseline network architectures. %spawn an |P virtual network architecture supporting standard

deployed a parent network architecture that supports IP routir&g\/4 packet forwarding, and interior and exterior routing

as the root network, as illustrated in Figure 10. Once the roServices. We deployed a parent network architecture supporting

(parent) network was boostrapped onto the network hardwareV4. over the spawning testbed as a TOOt netvv_ork. The
we were able spawn the Cellular IP and Mobiware chil rchitecture consists gf t_he IPv4 r_outelet dlspusged in Section

. . I-A and a set of distributed objects offering interior and
networks over the root network providing wireless data an
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exterior routing services. We have developed an object-based Figure 11 shows the end-to-end delay and throughput results
implementation of the Routing Information Protocol (RIP), across a single hop. We observe that there is little difference in
which is used in the Internet for interior routing, and the Border ~ performance between the IPv4 routelet and the standalone user-
Gateway Protocol (BGP), which is used for interconnecting space IPv4 router. This is a very encouraging result. The
autonomous systems. In order to spawn the IP routing difference between the routelet and the standalone kernel IPv4
architecture we deviate from the standard spawning procedure  router is 2 ms for small packet sizes increasing to 9 ms when the
described in Section Ill. The reason for this is that thereisno  MTU is 1500 bytes. Figure 11 also shows the dgtgpout
communication capability in the network hardware to support  achieved by the three IP implementations over a single hop. On
the spawning process, (i.e., the root network has no parent). To  average the routelet system attains about 75% of the kernel
resolve this problem we have added a ‘bootstrap’ interface to theuter throughput. One performance penalty paid by the routelet
Genesis router process. The first architecture “spawned” onitmplementation is associated with copy-in/copy-out operations
the hardware is actually bootstrapped. Therefore the rotitat take place between when a packet enters and leaves a
network is always a special case in spawning networks. Genesis router. Our current work includes porting the Genesis

e Kernel to the Intel IXA router [38] where the routelet
—— T implementation will gain performance from executing on the
1r Root IPva Reomel — 1 network processor IXP1200.

User-space IPv4 Router -8-

12 B

» C. Wireless Child Networks
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In this experiment we investigate the ability of the Genesis
e Kernel to spawn baseline child networks on the IPv4 root
(parent) network. This represents one level of nesting and
executes the spawning capability, which could not be exercised
g S during deployment of the root network. We spawned Mobiware
28 B and Cellular IP child networks on the testbed. Mobiware is
R A . A specifically designed to support multimedia services with
00 1(;0 2(;0 3(;0 4(;0 5(;0 6[;0 7(;0 8(;0 9[;0 10B0 11100 12100 13100 14100 15100 1600 SerVICe-|EVE| aSSUI'anCES, Whereas CeHUIar IP’ IS deSIgnEd to
Packet Size (byte) deliver packet data with fast handoff and paging support. The
Routelet Performance implementation of Mobiware and Cellular IP datapaths is
e o T illustrated in Figure 12.
Root 1pva rETEl Mobiware [3] is a connection-oriented mobile network
so | Userrspace IPv4 Router - | architecture that includes session rerouting, mobility state
. management and wireless transport configuration algorithms. All
T sessions that operate between a mobile host and its associated
60 - ] Internet gateway are abstracted and represented as a single state
T entity called a flow bundle. Flow bundles are used during
wl P | handoff to switch multimedia flows that are supported using an
e adaptive QOS scheme [13]. Open programmable switches allow
for the establishment, removal, rerouting and adaptation of flow
20 Q R bundles.
g The Mobiware network uses two distinct types of datapath.
& An IP datapath for signaling and an ATM datapath for transport.
®0 100 200 300 400 500 600 700 500 900 1000 1100 1200 1300 1400 1500 1600 The IP datapath is used for network control and management.
PacketStze (bres) The ATM datapath, which is independent of the Genesis
transport environment is used for transporting audio and video

flows. IP packets do not traverse the Mobiware routelet. Rather,

In Figure 11, we compare three implementations of IPv#> packets are forwarded using the ports and engines of the root
that include a spawned IPv4 root (parent) network and t\,\@etwork, as |!Iustrated in Figure 12. A GSMP client engine is
standalone FreeBSD IPv4 implementations, (i.e., one user-spa@gorporated into the Mobiware routelet and used for controlling
and one FreeBSD kernel). We include a user-spadB® ATM switches in the spawning networks testbed. The GSMP
implementation of IP because routelet forwarding engines afé'9!ne does not receive packgts from virtual .network
currently implemented in user-space too. It should be noted ttigmultiplexors but communicates via ATM sockets with ATM
one difference between the user-space implementations is tR4ftches in the network. _
routelets implement a virtual network demultiplexor in the  Cellular 1P [2] is a packet-based mobile network

datapath while the standalone user-space IPv4 implementat@ighitecture that is designed to give high performance delivery
does not. of data with fast handoff and scalability support tlyle paging.

In Cellular IP, packets sent from a mobile host create a soft-state

End-to-End Delay (ms)

Throughput (Mbps)
xg
P
xa

xq

Figure 11: Routelet Performance
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routing path between the mobile host and its Internet gateway. = measured the average handoff latency for the Mobiware child
The wireless access network maintains mobile-specific routing and standalone architectures. The standalone Mobiware
cache in support of fast handoff and paging cache to track idle  architecture uses OmniORB for object interaction. The main
mobile hosts. performance difference between the spawned and standalone

The Cdllular IP routelet comprises an ‘uplink’ interface and Mobiware architectures is related to the transport environment
a set of ‘downlink’ interfaces. The uplink interface connects thased for signaling. The Mobiware child network uses the
routelet with an Internet gateway. The downlink interfacemetabus, whereas standalone Mobiware uses OmniORB and the
receive packets from mobile hosts and forward them to tHesrnel transport services. The performance results for the
gateway. Each interface is associated with a different forwardimpmparison are shown in Figure 13. The figure shows the
engine. When a virtual network demultiplexor receives a packaterage handoff latency experienced by a mobile host when
carrying the Cellular IP identifier it forwards the packet to theising the standalone and spawned Mobiware architectures as the
Cellular IP routelet, as illustrated in Figurel2. Forwardinghumber of flows in a flow bundle increases. The plot also shows
engines update paging and routing caches inserting a pointerthe performance with and without flow bundling. We observe
the downlink path on behalf of the mobile host that sends thégher latency in the case of the spawned Mobiware architecture
packet. because of the metabus and routelet overheads.

Cellular 1P routelet (child) To evaluate the spawned Cellular IP child network we

measure the TCP throughput across a Cellular IP virtual wireless
link. We compare the TCP performance of the Cellular IP child

routelet state

ing cache,
roueciche network with the standalone system. Both the standalone and
downlink | input por forwarding engine uplink spawned architectures are implemented in user space. The main
interface o paging __ routing | _| interface difference between the two systems is that the datapath for the
verfier |77 updae " update standalone system is not burdened with virtual network
demultiplexing, as is the case with the Cellular IP child network.
Mobiware routelet (child) Throughout measurements are taken for the ‘hard’ and
GSMP dlient engine ‘semisoft’ Cellular IP handoff modes [2], as shown in Figure 13.
The hard handoff mode represents a ‘break before make’ style of

handoff where the mobile host switches to the new base station

L, and then forwards a packet to create the new downlink soft-state
e | | tpvaroudet roon = nm path between the mobile and the cross over switch. The Cellular
IP semisoft handoff improves handoff performance by reducing

packet loss during handoff. Before handoff, a mobile host sends

FCFS queue

Mobiware and root _ |

routelet packets [, a short control message called a semisoft packet to the new base
virtual network station and then returns immediately to listen to the old base

demultiplexor station. The semisoft packet configures routing cache mappings

and sets up the soft-state path between a cross over switch and
Figure 12: Mobiware and Cellular IP Datapaths the mobile host. After a very short semisoft delay, the host

) - performs regular hard handoff. In addition, forwarding delay is
_ Currently, we have not fully implemented the ability of; i oquced at the cross over switch in order to compensate for
child networks to spawn their own children. This is topic fokne time needed to accomplish semisoft handoff. We observe
further study. Therefore, the baseline child networks do ngf,m, Figure 13 that the child network achieves similar

inherit life cycle services, as discussed in Section II. Both Ch”ﬁerformance to the standalone network architecture over a wide
networks inherit the topology and address space of the r9@inge of handoff rates.

(parent) network, however. A mobile host can take advantage of

both child networks to receive real-time multimedia and datap  architectural Refinement
services. For example, the signaling overhead of the Mobiware
child network makes it unsuitable for packet data delivery, :
whereas the Cellular IP child network does not implement QOS Qurrgntly, the Genes[s. Kernel doeg not fully support

support. A detailed description of the Mobiware and Cellular I@rchﬂgctlhg. l—'loweve.r, profllmg and spawning t(.)OI.S allow us to

architectures is beyond the scope of this paper. For full detailsec?fper"nent W'th modifying the structure anq building blocks of

their specification, performance and source code release see [Tﬁ worI§ archltectur es. In what fOI.IOWS’ we .dISCUSS two egamples
and [13], respectively. of architectural refinement. The first experiment allows different

We have conducted a set of tests that compare tlj_%nd()ﬁ algorithms to be added to a Mobiware child network.

performance of the Mobiware and Cellular IP child network e second 'experiment allows us to refine a Cellular IP child
against their ‘standalone’ counterparts. In all cases the spawni%twOrk that improves TCP performance with handoft.
and standalone testbeds were lightly loaded during the
experiments. In order to evaluate the Mobiware child network
we streamed a number of video flows to a mobile host and
performed continuous handoffs, as shown in Figure 13. We

varied the number of flows delivered to a mobile host and
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Figure 14: Architecting Cellular IP

Mobiware is designed to support multiple styles of handoff
control through the separation of handoff control and mobility
management. Handoff control and mobility management systems
are implemented as separate programmable architectures [23].

By hiding the implementation details of mobility management
algorithms from handoff control systems the handoff detection
state (e.g., the best candidate access point for a mobile host) can
be managed separately from the handoff execution state (e.g.,
mobile registration information). In this case, Mobiware allows
different styles of handoff control to seamlessly share the same
mobility management services. An intermediate layer of
distributed objects called handoff adapters serve as the glue
between handoff control systems and mobility management
services.

Handoff control objects include beacon producer and

measurement producer objects, which invoke low-level wireless
APIs for transmitting beacons and generating raw channel
quality measurements. Signal strength monitor objects collect
average wireless signal strength measurements on-demand.
Detection algorithm objects make handoff decisions. Handoff
control objects can be dispatched to strategic locations in the
network (e.g., base stations and mobile capabl e routers/switches)
to simultaneously serve the needs of different handoff styles.
The initially spawned Mobiware architecture only supports the
mobile controlled handoff style. We modified the Mobiware
profiling script to introduce additional handoff styles. The
profiling script was modified to include new distributed objects
that support mobile assisted and network controlled handoff
styles. These two schemes place the complexity associated with
controlling handoff into the network. This has the benefit of
serving low-power mobile hosts that may not be capable of
continuously taking signal strength measurements.

Cellular IP base stations do not buffer packets during
handoff causing packet loss and reduced TCP performance. To
eliminate packet loss during handoff we have introduced a
packet circular buffer called a ‘delay device’ at base stations.
The delay device also helps resolve the problem of the new base
station ‘getting a head’ of old base stations when using semisoft
handoff. A mobile host 'sees' gaps in TCP streams if the forward
base station gets ahead of the old base station. This has an
adverse impact on TCP performance. The delay device resolves
this issue supporting a loose form of synchronization control
typically found in cellular systems.

Figure 14 shows the downlink performance of a TCP flow
as the rate of handoff increases. The Cellular IP child network is
spawned and supports hard and semisoft handoff capability but
has no delay device implemented. The plot shows wireless TCP
throughput associated with the initial Cellular IP child network
when a mobile host performs hard handoff. Through profiling
we modified the original script to include the delay device and
spawned a new child network. To add the delay device, we
modified the binding model of the Cellular IP root forwarding
engine. Instead of using the default routelet lookup module, we
introduced a new forwarding element that delays and buffers
packets during handoff. The TCP improvement from using the
delay device is shown in Figure 14. The figure shows the TCP
performance for a delay device that could be programmed to
buffer 1 or 8 packets. The plot shows that semisoft handoff out
performs hard handoff. In the case of semisoft handoff, we
observe that the deeper the buffer the better the TCP
performance. Note that when the buffer is programmed to
accommodate 8 packets during handoff we observe that TCP



performance is equivalent to the case were the mobile host is
stationary. This represents the best possible performance of 1.6
Mbps.

V. RELATED WORK

The Tempest project [7] has investigated the deployment of
multiple coexisting control architectures in broadband ATM
environments. Tempest supports programmability at two levels
of granularity. First, switchlets are logical network elements that
result from the partitioning of ATM switch resources supporting
the introduction of alternative control architectures in the
network. Second, services can be refined by dynamically loading
programs into the network that customize existing control
architectures. Resources in an ATM network can be divided by
using a switch control interface called a resource divider. In
Genesis, the divider mechanism is integrated into the routelet
rather than being externally supported as in the case of
switchlets. This capability allows a child routelet to spawn its
own child networks supporting the nesting principle that
underpins spawned network architectures. Routelets apply the
concept of resource partitioning to the internetworking layer
supporting the programmability of new internetworking
architectures with programmable QOS. Routel ets are designed to
operate over awide variety of link layer technologies rather than
simply ATM technology as is the case with virtual switches [6]
and switchlets [7].

Virtual private network services have been the subject of a
substantial amount of research in broadband ATM networks. In
[24], the concept of a virtual path group is introduced as a
virtual network building block to simplify virtual path dynamic
routing. In [25], the concept of nested virtual ATM networks is
discussed and an architecture that supports resource management
of broadband virtual networks presented. The Genesis Kernel

the definition of the characteristics of the collaborative
environment that benefits from the services it provides. Group
membership, network topology, resource capacity, security
mechanisms, controlled connectivity, and secure multicast
represent the requirements for a specific virtual network service
to any group.

The active networking community [30]-[34] has
investigated the deployment of multiple coexisting execution
environments through appropriate operating systeppat and
an active network encapsulation protocols. In [9], the use of
active networking technology is studied for the deployment of IP
based virtual networks. In most of the current research in active
networks the dynamic deployment of software at runtime is
accomplished within the confines of a given network
architecture and node operating system. In contrast, we
investigate ways to construct network architectures that are
fundamentally different from their underlying infrastructures.

A traditional challenge in the deployment of virtual private
networks has been the separation of traffic and service
differentiation between communities of users that share a
common infrastructure. Methods for creating virtual and secure
private network services include controlled route leaking,
Generic Routing Encapsulation, network layer encryption or link
layer methodologies for virtualization. These techniques have
been used in a variety of commercial products. Finally, a
number of IETF proposals have discussed IP virtual private
networks [36]. Others have addressed issues of performance
[37].

VI. CONCLUSION

In this paper we have presented the design, implementation
and evaluation of the Genesis Kernel; a programming system
capable of spawning network architectures on-demand. The

framework also uses the concept of “nesting” pursuing th&enesis Kernel presents a new approach to the deployment of
programmability and automated deployment of networketwork architectures through the automation of a virtual
architectures spanning transport, control and management planeswork life cycle process.
at the internetworking layer and above. Typically, spawned A number of challenges remain before we can realize the
network architectures support alternative signaling protocolfyll potential of spawning networks, however. One of the goals
communications  services, QOS control and networkf our work is to build more powerful tools to help with the
management in comparison to parent architectures. A relatatthitecting process allowing for a more systematic study of the
project called Virtual Network Service (VNS) [27] is design spaceExploration of the network design space is one of
investigating QOS provisioning in IP virtual networks. Thethe most challenging aspects of building spawning networks. We
project proposes the partitioning and allocation of networlvant to provide extensions to the kernel that allows designers to
resources such as link bandwidth and router buffer space dbserve, analyze and architecturally refine spawned network
virtual networks according to some predetermined policy. architectures. As part of that challenge we are developing a set
The X-Bone [28] project aims to automate the process af well-founded models and tools for observing and refining
establishing IP overlay networks. Currently, overlays (e.g., Mspawned networks. In this paper, we have discussed some partial
Bone, 6-Bone, A-Bone) are deployed manually by systemefinement techniques for virtual networks. However, we need to
administrators and the configuration of tunneled connectivitipetter understand architectural refinement; that is, what to
between routers and hosts that characterize overlay networksriedify, how to modify it, and how to measure the impact of
handcrafted. X-Bone constitutes the natural evolution of the Mvhat we have modified. Furthermore, we want to be able to do
Bone and uses a two layer multicast IP system to facilitate tligis at run time while the network architecture is executing on
dynamic deployment of different overlays in the Internet. Xthe network hardware.
Bone overlays are not programmable, however. The Supranet We are porting the Genesis Kernel to the Intel IXA routers
[29] project considers a network-less society where networkmsed on the Intel programmable network processor IXP1200 as
and service creation are facilitated and tailored to groupart of a new project oBignaling Engines [39]. Currently, we
collaborative needs. A Supranet is a virtual network that requiréave ported the transport environment to the IXP1200. In the
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next phase of our work we plan to further develop and evaluate
the Kernel focusing on its life cycle environment.
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