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Outline 

 Review of cloud challenges and solutions 
 

 SQL-enabled encryption 
 CryptDB: Protecting Confidentiality with Encrypted Query 

Processing. Raluca Ada Popa, Catherine M. S. Redfield, Nickolai 
Zeldovich, and Hari Balakrishnan. In Proceedings of SOSP, 2011. 

 

Next time: 
 Trusted collaborative cloud storage 
 Fully-homomorphic encryption 
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Quiz: Cloud Data Threats 

Q: What bad actions can each of these actors inflict                  
on a cloud user’s data? 

 Malicious, buggy, or inflexible cloud provider 
 
 
 
 

 Malicious or buggy co-located user 
 

 Hackers 
 

 Legal investigators 
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Quiz: Cloud Data Threats 

Q: What bad actions can each of these actors inflict                  
on a cloud user’s data? 

 Malicious, buggy, or inflexible cloud provider 
 Sell user’s data to ad or insurance companies 
 Replicate less to save on storage costs 
 Keep data forever to mine it for $$ 
 Not support standards required by user (e.g., HIPAA, S&O) 

 Malicious or buggy co-located user 
 Sniff side-channel information, degrade performance for others 

 Hackers 
 Clouds are becoming “magnets” for sophisticated attacks 

 Legal investigators 
 Force services to reveal data w/o user’s knowledge or control 
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Review of Data Security/Privacy Challenges 

 Data confidentiality 
 How to keep data private when stored or computed on by cloud? 

 Data access privacy 
 How to prevent Gmail from knowing whom you’re emailing? 

 Data access auditing 
 How to tell who has accessed your Facebook data? 

 Data availability 
 How to ensure that your cloud data is replicated enough? 

 Data persistence and integrity 
 How not to lose data when your cloud storage goes bankrupt? 

 Data deletion 
 How to ensure all copies of your Gmail emails are deleted? 
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Untrusted Cloud Services: Threat Models 

 Malicious (Byzantine) service: 
 Behaves arbitrarily due to economic / legal reasons or bugs 
 E.g.: releases or alters data, refuses deletion, etc. 

 

 Trusted-until-proven-malicious service: 
 The user believes the service is trustworthy 
 Wishes to ensure detect when this assumption fails 

 E.g.: service is compromised or turns malicious 
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Four Ways for Dealing with Untrusted Services 
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Monitor & audit 

Service Ann Bob 

Auditor 
(partially) trusted 

Ann Bob 

Distribute trust 

independent            
services or peers 

Service Ann Bob 

Take end-to-end  
control 

out-of-band 
 communication 

Ann Bob 

trusted base 

Insert trust  
into service 

Service 

trusted untrusted 

e.g.: encryption e.g.: trusted hardware e.g.:  P2P or              
meta-services 

e.g.:  proofs-of-
retrievability 



Example Techniques (1/2) 

Architecture Example Techniques 

End-to-end 
Control 

- Encryption 
- Searchable encryption 
- Fully-homomorphic encryption 
- Private information retrieval 
- Attribute-based encryption 
-Trusted storage on untrusted clouds, e.g.: SPORC, 
SUNDR, Venus, CloudProof, CryptDB, … 

Insert Trust 

- TPMs 
- Terra isolated VMs 
- Distributed information flow control 
-Trusted incrementer 
- Attest-to-memory hardware 
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Example Techniques (2/2) 

Architecture Example Techniques 

Distribute 
Trust 

- Threshold secret sharing 
- Byzantine fault tolerance 
- Secure multi-party computations 
- … 

Monitor & 
Audit 

- Proofs-of-retrievability 
- Tamper-resistant logging 
- … 
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Today and the Next Time 

 Encryption 
 SQL-enabled encryption 
 Fully-homomorphic encryption 

 
 Important note: 

 This is a systems class, not a crypto class 
 We will talk about the semantics, application, and limitations of 

encryption techniques, not so much the math! 
 That’s how you should also read the crypto papers 
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Encryption: Background 

 Two traditional uses of encryption: 
 Protect data confidentiality 
 Protect data integrity 

 

 Example: encrypt emails to prevent Gmail’s eavesdropping 
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M 

Dec(C) = M C = Enc(M) 

Ann Bob Gmail 

DB 

Code 
M 

M 

e.g., PGP 

C C 

C 

M 
hacker, investigator, Google employee, 
advertisement company, … 



 Communicating parties share random string K, called the key 
 K must be shared securely – very difficult! 

1. Symmetric Encryption (e.g., AES) 
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DecK(C) = M C = EncK(M) 

Ann Bob Gmail 

DB 

Code 
C C 

C 

K 

K K 



Ann Bob Gmail 

DB 

Code 

 Each party creates a public key PK and a secret key SK 
 Parties exchange PK’s, which don’t need to be kept secret  

 

2. Asymmetric Encryption (e.g., RSA) 
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PKB 

DecSK  (C) = M 
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Q: What other problems can encryption address in the cloud? 
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Encryption in the Cloud: Applications 

 Confidentiality 
 We’ve just seen example 

 

 Integrity 
 Digital signatures based on public-key encryption 

 

 Assured deletion 
 Ephemerizer [Perlman 05], Vanish [Geambasu, et.al. 09], CleanOS[Tang,et.al. 

12] FADE [Tang, et.al. 10] 
 

 Auditing 
 Keypad [Geambasu, et.al. 11] 
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Q: What challenges does traditional encryption raise in cloud? 
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Encryption in the Cloud: Challenges 

 Standard: key management, performance, usability 

 
 No service-side computations  

 Can’t search in Gmail 
 Can’t compute taxes in Netsuite 
 Can’t operate on data in Amazon AWS 
 Can’t get automatic face recognition on Facebook photos 
 … 

 

 Limited sharing 
 Compared to access control schemes like ACLs, capabilities 

 

 Leaks access pattern information 
 E.g., whom user emails, which contacts’ pages he visits, … 
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Computation-enabled Encryption 

 Idea: - Let code run on encrypted data without decrypting it  
             - Computation results are also encrypted 

 

 Many special-case encryption schemes for popular functions 
 Keyword search, DB queries, certain arithmetic functions 

 Recently, a general encryption scheme was designed that 
works for any function 
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C e.g., SQL, indexing and search, 
automatic labeling, spam filtering, 
attachment virus detection, … 



Outline 

 Review of cloud challenges and solutions 
 

 SQL-enabled encryption 
 CryptDB: Protecting Confidentiality with Encrypted Query 

Processing. Raluca Ada Popa, Catherine M. S. Redfield, Nickolai 
Zeldovich, and Hari Balakrishnan. In Proceedings of SOSP, 2011. 

 

Next time: 
 Trusted collaborative cloud storage 
 Fully-homomorphic encryption 
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Current Situation & Solutions
❖ Sensitive information that stored on cloud is NOT SECURE."

❖ a curious DBA"

❖ an adversary that gains complete control of applications and DBMS"

❖ Solutions"

❖ Encrypt sensitive data and run all computations on clients."

❖ BUT, several important applications do not lend themselves to 
this approach"

❖ Theoretic solutions such as full homomorphic encryption"

❖ prohibitively expensive 
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CryptDB
❖ A system that explores an intermediate design point to provide confidentiality 

for applications that use database management systems (DBMSes)"

❖ Two threats model it addresses"

❖ A curious database administrator (DBA) who tries to learn private data by 
snooping on the DBMS server"

❖ CryptDB prevents the DBA from learning private data"

❖ An adversary that gains complete control of application and DBMS servers"

❖ CryptDB cannot provide any guarantees for users that are logged into 
the application during an attack, but can still ensure the confidentiality 
of logged-out users’ data
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CryptDB Architecture & Threat Models

❖ Application Server"

❖ CryptDB Proxy Server"

❖ DBMS server

User 1

Application Unmodified DBMS

DBMS server

Key setup

Password P1

Data
(encrypted)

Encrypted
key table

CryptDB UDFs

Application serverUsers' computers

Threat 1

User 2

Password P2

Active
session

Threat 2

Database proxy

Active keys:
P1

Annotated
schema

CryptDB proxy server

Figure 1: CryptDB’s architecture consisting of two parts: a database proxy and an unmodified DBMS. CryptDB uses user-defined functions (UDFs)
to perform cryptographic operations in the DBMS. Rectangular and rounded boxes represent processes and data, respectively. Shading indicates
components added by CryptDB. Dashed lines indicate separation between users’ computers, the application server, a server running CryptDB’s database
proxy (which is usually the same as the application server), and the DBMS server. CryptDB addresses two kinds of threats, shown as dotted lines. In
threat 1, a curious database administrator with complete access to the DBMS server snoops on private data, in which case CryptDB prevents the DBA
from accessing any private information. In threat 2, an adversary gains complete control over both the software and hardware of the application, proxy,
and DBMS servers, in which case CryptDB ensures the adversary cannot obtain data belonging to users that are not logged in (e.g., user 2).

well-defined set of primitive operators, such as equality checks,
order comparisons, aggregates (sums), and joins. By adapt-
ing known encryption schemes (for equality, additions, and or-
der checks) and using a new privacy-preserving cryptographic
method for joins, CryptDB encrypts each data item in a way that
allows the DBMS to execute on the transformed data. CryptDB is
efficient because it mostly uses symmetric-key encryption, avoids
fully homomorphic encryption, and runs on unmodified DBMS
software (by using user-defined functions).

• The second technique is adjustable query-based encryption.
Some encryption schemes leak more information than others
about the data to the DBMS server, but are required to process
certain queries. To avoid revealing all possible encryptions of
data to the DBMS a priori, CryptDB carefully adjusts the SQL-
aware encryption scheme for any given data item, depending
on the queries observed at run-time. To implement these adjust-
ments efficiently, CryptDB uses onions of encryption. Onions
are a novel way to compactly store multiple ciphertexts within
each other in the database and avoid expensive re-encryptions.

• The third idea is to chain encryption keys to user passwords, so
that each data item in the database can be decrypted only through
a chain of keys rooted in the password of one of the users with
access to that data. As a result, if the user is not logged into
the application, and if the adversary does not know the user’s
password, the adversary cannot decrypt the user’s data, even if
the DBMS and the application server are fully compromised.
To construct a chain of keys that captures the application’s data
privacy and sharing policy, CryptDB allows the developer to
provide policy annotations over the application’s SQL schema,
specifying which users (or other principals, such as groups) have
access to each data item.

We have implemented CryptDB on both MySQL and Postgres;
our design and most of our implementation should be applicable
to most standard SQL DBMSes. An analysis of a 10-day trace of
126 million SQL queries from many applications at MIT suggests
that CryptDB can support operations over encrypted data for 99.5%
of the 128,840 columns seen in the trace. Our evaluation shows
that CryptDB has low overhead, reducing throughput by 14.5% for
the phpBB web forum application, and by 26% for queries from
TPC-C, compared to unmodified MySQL. We evaluated the security
of CryptDB on six real applications (including phpBB, the HotCRP
conference management software [27], and the OpenEMR medical
records application); the results show that CryptDB protects most
sensitive fields with highly secure encryption schemes. Chaining
encryption keys to user passwords requires 11–13 unique schema
annotations to enforce privacy policies on more than 20 sensitive

fields (including a new policy in HotCRP for handling papers in
conflict with a PC chair) and 2–7 lines of source code changes for
three multi-user web applications.

The rest of this paper is structured as follows. In §2, we discuss
the threats that CryptDB defends against in more detail. Then, we
describe CryptDB’s design for encrypted query processing in §3
and for key chaining to user passwords in §4. In §5, we present
several case studies of how applications can use CryptDB, and in
§6, we discuss limitations of our design, and ways in which it can
be extended. Next, we describe our prototype implementation in §7,
and evaluate the performance and security of CryptDB, as well as
the effort required for application developers to use CryptDB, in §8.
We compare CryptDB to related work in §9 and conclude in §10.

2 SECURITY OVERVIEW
Figure 1 shows CryptDB’s architecture and threat models. CryptDB
works by intercepting all SQL queries in a database proxy, which
rewrites queries to execute on encrypted data (CryptDB assumes that
all queries go through the proxy). The proxy encrypts and decrypts
all data, and changes some query operators, while preserving the
semantics of the query. The DBMS server never receives decryption
keys to the plaintext so it never sees sensitive data, ensuring that a
curious DBA cannot gain access to private information (threat 1).

To guard against application, proxy, and DBMS server compro-
mises (threat 2), developers annotate their SQL schema to define
different principals, whose keys will allow decrypting different parts
of the database. They also make a small change to their applications
to provide encryption keys to the proxy, as described in §4. The
proxy determines what parts of the database should be encrypted
under what key. The result is that CryptDB guarantees the confi-
dentiality of data belonging to users that are not logged in during a
compromise (e.g., user 2 in Figure 1), and who do not log in until
the compromise is detected and fixed by the administrator.

Although CryptDB protects data confidentiality, it does not ensure
the integrity, freshness, or completeness of results returned to the
application. An adversary that compromises the application, proxy,
or DBMS server, or a malicious DBA, can delete any or all of the
data stored in the database. Similarly, attacks on user machines,
such as cross-site scripting, are outside of the scope of CryptDB.

We now describe the two threat models addressed by CryptDB,
and the security guarantees provided under those threat models.

2.1 Threat 1: DBMS Server Compromise
In this threat, CryptDB guards against a curious DBA or other exter-
nal attacker with full access to the data stored in the DBMS server.
Our goal is confidentiality (data secrecy), not integrity or availability.
The attacker is assumed to be passive: she wants to learn confidential
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Threat 1: DBMS Server Compromise

❖ This threat includes "

❖ DBMS software compromises"

❖ Root access to DBMS machines"

❖ Access to the RAM of physical machines"

❖ Approach"

❖ Execute SQL queries over encrypted data on the DBMS server. (How to achieve this?)"

❖ Guarantees"

❖ Confidentiality for data content and for names of columns and tables"

❖ Does not hide the overall table structure, the number of rows, the types of columns, or the 
approximate size of data in bytes. 

User 1

Application Unmodified DBMS

DBMS server

Key setup

Password P1

Data
(encrypted)

Encrypted
key table

CryptDB UDFs

Application serverUsers' computers

Threat 1

User 2

Password P2

Active
session

Threat 2

Database proxy

Active keys:
P1

Annotated
schema

CryptDB proxy server

Figure 1: CryptDB’s architecture consisting of two parts: a database proxy and an unmodified DBMS. CryptDB uses user-defined functions (UDFs)
to perform cryptographic operations in the DBMS. Rectangular and rounded boxes represent processes and data, respectively. Shading indicates
components added by CryptDB. Dashed lines indicate separation between users’ computers, the application server, a server running CryptDB’s database
proxy (which is usually the same as the application server), and the DBMS server. CryptDB addresses two kinds of threats, shown as dotted lines. In
threat 1, a curious database administrator with complete access to the DBMS server snoops on private data, in which case CryptDB prevents the DBA
from accessing any private information. In threat 2, an adversary gains complete control over both the software and hardware of the application, proxy,
and DBMS servers, in which case CryptDB ensures the adversary cannot obtain data belonging to users that are not logged in (e.g., user 2).

well-defined set of primitive operators, such as equality checks,
order comparisons, aggregates (sums), and joins. By adapt-
ing known encryption schemes (for equality, additions, and or-
der checks) and using a new privacy-preserving cryptographic
method for joins, CryptDB encrypts each data item in a way that
allows the DBMS to execute on the transformed data. CryptDB is
efficient because it mostly uses symmetric-key encryption, avoids
fully homomorphic encryption, and runs on unmodified DBMS
software (by using user-defined functions).

• The second technique is adjustable query-based encryption.
Some encryption schemes leak more information than others
about the data to the DBMS server, but are required to process
certain queries. To avoid revealing all possible encryptions of
data to the DBMS a priori, CryptDB carefully adjusts the SQL-
aware encryption scheme for any given data item, depending
on the queries observed at run-time. To implement these adjust-
ments efficiently, CryptDB uses onions of encryption. Onions
are a novel way to compactly store multiple ciphertexts within
each other in the database and avoid expensive re-encryptions.

• The third idea is to chain encryption keys to user passwords, so
that each data item in the database can be decrypted only through
a chain of keys rooted in the password of one of the users with
access to that data. As a result, if the user is not logged into
the application, and if the adversary does not know the user’s
password, the adversary cannot decrypt the user’s data, even if
the DBMS and the application server are fully compromised.
To construct a chain of keys that captures the application’s data
privacy and sharing policy, CryptDB allows the developer to
provide policy annotations over the application’s SQL schema,
specifying which users (or other principals, such as groups) have
access to each data item.

We have implemented CryptDB on both MySQL and Postgres;
our design and most of our implementation should be applicable
to most standard SQL DBMSes. An analysis of a 10-day trace of
126 million SQL queries from many applications at MIT suggests
that CryptDB can support operations over encrypted data for 99.5%
of the 128,840 columns seen in the trace. Our evaluation shows
that CryptDB has low overhead, reducing throughput by 14.5% for
the phpBB web forum application, and by 26% for queries from
TPC-C, compared to unmodified MySQL. We evaluated the security
of CryptDB on six real applications (including phpBB, the HotCRP
conference management software [27], and the OpenEMR medical
records application); the results show that CryptDB protects most
sensitive fields with highly secure encryption schemes. Chaining
encryption keys to user passwords requires 11–13 unique schema
annotations to enforce privacy policies on more than 20 sensitive

fields (including a new policy in HotCRP for handling papers in
conflict with a PC chair) and 2–7 lines of source code changes for
three multi-user web applications.

The rest of this paper is structured as follows. In §2, we discuss
the threats that CryptDB defends against in more detail. Then, we
describe CryptDB’s design for encrypted query processing in §3
and for key chaining to user passwords in §4. In §5, we present
several case studies of how applications can use CryptDB, and in
§6, we discuss limitations of our design, and ways in which it can
be extended. Next, we describe our prototype implementation in §7,
and evaluate the performance and security of CryptDB, as well as
the effort required for application developers to use CryptDB, in §8.
We compare CryptDB to related work in §9 and conclude in §10.

2 SECURITY OVERVIEW
Figure 1 shows CryptDB’s architecture and threat models. CryptDB
works by intercepting all SQL queries in a database proxy, which
rewrites queries to execute on encrypted data (CryptDB assumes that
all queries go through the proxy). The proxy encrypts and decrypts
all data, and changes some query operators, while preserving the
semantics of the query. The DBMS server never receives decryption
keys to the plaintext so it never sees sensitive data, ensuring that a
curious DBA cannot gain access to private information (threat 1).

To guard against application, proxy, and DBMS server compro-
mises (threat 2), developers annotate their SQL schema to define
different principals, whose keys will allow decrypting different parts
of the database. They also make a small change to their applications
to provide encryption keys to the proxy, as described in §4. The
proxy determines what parts of the database should be encrypted
under what key. The result is that CryptDB guarantees the confi-
dentiality of data belonging to users that are not logged in during a
compromise (e.g., user 2 in Figure 1), and who do not log in until
the compromise is detected and fixed by the administrator.

Although CryptDB protects data confidentiality, it does not ensure
the integrity, freshness, or completeness of results returned to the
application. An adversary that compromises the application, proxy,
or DBMS server, or a malicious DBA, can delete any or all of the
data stored in the database. Similarly, attacks on user machines,
such as cross-site scripting, are outside of the scope of CryptDB.

We now describe the two threat models addressed by CryptDB,
and the security guarantees provided under those threat models.

2.1 Threat 1: DBMS Server Compromise
In this threat, CryptDB guards against a curious DBA or other exter-
nal attacker with full access to the data stored in the DBMS server.
Our goal is confidentiality (data secrecy), not integrity or availability.
The attacker is assumed to be passive: she wants to learn confidential
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Threat 1: DBMS Server Compromise

❖ The Security of CryptDB is not perfect"

❖ Reveals to the DBMS server relationships among data items that correspond to the 
classes of computation that queries perform on the database"

❖ Assumption"

❖ The attacker is passive: she wants to learn confidential data, but does not change queries 
issued by the application, query results, or the data in the DBMS. "

❖ Authors’ Claim"

❖ A passive attack model is realistic because malicious DBAs are more likely to read the 
data, which may be hard to detect, than to change the data or query results, which is 
more likely to be discovered.

User 1

Application Unmodified DBMS

DBMS server

Key setup

Password P1

Data
(encrypted)

Encrypted
key table

CryptDB UDFs

Application serverUsers' computers

Threat 1

User 2

Password P2

Active
session

Threat 2

Database proxy

Active keys:
P1

Annotated
schema

CryptDB proxy server

Figure 1: CryptDB’s architecture consisting of two parts: a database proxy and an unmodified DBMS. CryptDB uses user-defined functions (UDFs)
to perform cryptographic operations in the DBMS. Rectangular and rounded boxes represent processes and data, respectively. Shading indicates
components added by CryptDB. Dashed lines indicate separation between users’ computers, the application server, a server running CryptDB’s database
proxy (which is usually the same as the application server), and the DBMS server. CryptDB addresses two kinds of threats, shown as dotted lines. In
threat 1, a curious database administrator with complete access to the DBMS server snoops on private data, in which case CryptDB prevents the DBA
from accessing any private information. In threat 2, an adversary gains complete control over both the software and hardware of the application, proxy,
and DBMS servers, in which case CryptDB ensures the adversary cannot obtain data belonging to users that are not logged in (e.g., user 2).

well-defined set of primitive operators, such as equality checks,
order comparisons, aggregates (sums), and joins. By adapt-
ing known encryption schemes (for equality, additions, and or-
der checks) and using a new privacy-preserving cryptographic
method for joins, CryptDB encrypts each data item in a way that
allows the DBMS to execute on the transformed data. CryptDB is
efficient because it mostly uses symmetric-key encryption, avoids
fully homomorphic encryption, and runs on unmodified DBMS
software (by using user-defined functions).

• The second technique is adjustable query-based encryption.
Some encryption schemes leak more information than others
about the data to the DBMS server, but are required to process
certain queries. To avoid revealing all possible encryptions of
data to the DBMS a priori, CryptDB carefully adjusts the SQL-
aware encryption scheme for any given data item, depending
on the queries observed at run-time. To implement these adjust-
ments efficiently, CryptDB uses onions of encryption. Onions
are a novel way to compactly store multiple ciphertexts within
each other in the database and avoid expensive re-encryptions.

• The third idea is to chain encryption keys to user passwords, so
that each data item in the database can be decrypted only through
a chain of keys rooted in the password of one of the users with
access to that data. As a result, if the user is not logged into
the application, and if the adversary does not know the user’s
password, the adversary cannot decrypt the user’s data, even if
the DBMS and the application server are fully compromised.
To construct a chain of keys that captures the application’s data
privacy and sharing policy, CryptDB allows the developer to
provide policy annotations over the application’s SQL schema,
specifying which users (or other principals, such as groups) have
access to each data item.

We have implemented CryptDB on both MySQL and Postgres;
our design and most of our implementation should be applicable
to most standard SQL DBMSes. An analysis of a 10-day trace of
126 million SQL queries from many applications at MIT suggests
that CryptDB can support operations over encrypted data for 99.5%
of the 128,840 columns seen in the trace. Our evaluation shows
that CryptDB has low overhead, reducing throughput by 14.5% for
the phpBB web forum application, and by 26% for queries from
TPC-C, compared to unmodified MySQL. We evaluated the security
of CryptDB on six real applications (including phpBB, the HotCRP
conference management software [27], and the OpenEMR medical
records application); the results show that CryptDB protects most
sensitive fields with highly secure encryption schemes. Chaining
encryption keys to user passwords requires 11–13 unique schema
annotations to enforce privacy policies on more than 20 sensitive

fields (including a new policy in HotCRP for handling papers in
conflict with a PC chair) and 2–7 lines of source code changes for
three multi-user web applications.

The rest of this paper is structured as follows. In §2, we discuss
the threats that CryptDB defends against in more detail. Then, we
describe CryptDB’s design for encrypted query processing in §3
and for key chaining to user passwords in §4. In §5, we present
several case studies of how applications can use CryptDB, and in
§6, we discuss limitations of our design, and ways in which it can
be extended. Next, we describe our prototype implementation in §7,
and evaluate the performance and security of CryptDB, as well as
the effort required for application developers to use CryptDB, in §8.
We compare CryptDB to related work in §9 and conclude in §10.

2 SECURITY OVERVIEW
Figure 1 shows CryptDB’s architecture and threat models. CryptDB
works by intercepting all SQL queries in a database proxy, which
rewrites queries to execute on encrypted data (CryptDB assumes that
all queries go through the proxy). The proxy encrypts and decrypts
all data, and changes some query operators, while preserving the
semantics of the query. The DBMS server never receives decryption
keys to the plaintext so it never sees sensitive data, ensuring that a
curious DBA cannot gain access to private information (threat 1).

To guard against application, proxy, and DBMS server compro-
mises (threat 2), developers annotate their SQL schema to define
different principals, whose keys will allow decrypting different parts
of the database. They also make a small change to their applications
to provide encryption keys to the proxy, as described in §4. The
proxy determines what parts of the database should be encrypted
under what key. The result is that CryptDB guarantees the confi-
dentiality of data belonging to users that are not logged in during a
compromise (e.g., user 2 in Figure 1), and who do not log in until
the compromise is detected and fixed by the administrator.

Although CryptDB protects data confidentiality, it does not ensure
the integrity, freshness, or completeness of results returned to the
application. An adversary that compromises the application, proxy,
or DBMS server, or a malicious DBA, can delete any or all of the
data stored in the database. Similarly, attacks on user machines,
such as cross-site scripting, are outside of the scope of CryptDB.

We now describe the two threat models addressed by CryptDB,
and the security guarantees provided under those threat models.

2.1 Threat 1: DBMS Server Compromise
In this threat, CryptDB guards against a curious DBA or other exter-
nal attacker with full access to the data stored in the DBMS server.
Our goal is confidentiality (data secrecy), not integrity or availability.
The attacker is assumed to be passive: she wants to learn confidential
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Threat 2: Arbitrary Threats

❖ Definition"

❖ The application server, proxy, and DBMS server infrastructures may be 
compromised arbitrarily. "

❖ Solution"

❖ Encrypt different data items with different keys. To determine the key that 
should be used for each data item, developers annotate the ap- plication’s 
database schema to express finer-grained confidentiality policies. 

User 1

Application Unmodified DBMS

DBMS server

Key setup

Password P1
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key table
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Application serverUsers' computers
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Active keys:
P1

Annotated
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CryptDB proxy server

Figure 1: CryptDB’s architecture consisting of two parts: a database proxy and an unmodified DBMS. CryptDB uses user-defined functions (UDFs)
to perform cryptographic operations in the DBMS. Rectangular and rounded boxes represent processes and data, respectively. Shading indicates
components added by CryptDB. Dashed lines indicate separation between users’ computers, the application server, a server running CryptDB’s database
proxy (which is usually the same as the application server), and the DBMS server. CryptDB addresses two kinds of threats, shown as dotted lines. In
threat 1, a curious database administrator with complete access to the DBMS server snoops on private data, in which case CryptDB prevents the DBA
from accessing any private information. In threat 2, an adversary gains complete control over both the software and hardware of the application, proxy,
and DBMS servers, in which case CryptDB ensures the adversary cannot obtain data belonging to users that are not logged in (e.g., user 2).

well-defined set of primitive operators, such as equality checks,
order comparisons, aggregates (sums), and joins. By adapt-
ing known encryption schemes (for equality, additions, and or-
der checks) and using a new privacy-preserving cryptographic
method for joins, CryptDB encrypts each data item in a way that
allows the DBMS to execute on the transformed data. CryptDB is
efficient because it mostly uses symmetric-key encryption, avoids
fully homomorphic encryption, and runs on unmodified DBMS
software (by using user-defined functions).

• The second technique is adjustable query-based encryption.
Some encryption schemes leak more information than others
about the data to the DBMS server, but are required to process
certain queries. To avoid revealing all possible encryptions of
data to the DBMS a priori, CryptDB carefully adjusts the SQL-
aware encryption scheme for any given data item, depending
on the queries observed at run-time. To implement these adjust-
ments efficiently, CryptDB uses onions of encryption. Onions
are a novel way to compactly store multiple ciphertexts within
each other in the database and avoid expensive re-encryptions.

• The third idea is to chain encryption keys to user passwords, so
that each data item in the database can be decrypted only through
a chain of keys rooted in the password of one of the users with
access to that data. As a result, if the user is not logged into
the application, and if the adversary does not know the user’s
password, the adversary cannot decrypt the user’s data, even if
the DBMS and the application server are fully compromised.
To construct a chain of keys that captures the application’s data
privacy and sharing policy, CryptDB allows the developer to
provide policy annotations over the application’s SQL schema,
specifying which users (or other principals, such as groups) have
access to each data item.

We have implemented CryptDB on both MySQL and Postgres;
our design and most of our implementation should be applicable
to most standard SQL DBMSes. An analysis of a 10-day trace of
126 million SQL queries from many applications at MIT suggests
that CryptDB can support operations over encrypted data for 99.5%
of the 128,840 columns seen in the trace. Our evaluation shows
that CryptDB has low overhead, reducing throughput by 14.5% for
the phpBB web forum application, and by 26% for queries from
TPC-C, compared to unmodified MySQL. We evaluated the security
of CryptDB on six real applications (including phpBB, the HotCRP
conference management software [27], and the OpenEMR medical
records application); the results show that CryptDB protects most
sensitive fields with highly secure encryption schemes. Chaining
encryption keys to user passwords requires 11–13 unique schema
annotations to enforce privacy policies on more than 20 sensitive

fields (including a new policy in HotCRP for handling papers in
conflict with a PC chair) and 2–7 lines of source code changes for
three multi-user web applications.

The rest of this paper is structured as follows. In §2, we discuss
the threats that CryptDB defends against in more detail. Then, we
describe CryptDB’s design for encrypted query processing in §3
and for key chaining to user passwords in §4. In §5, we present
several case studies of how applications can use CryptDB, and in
§6, we discuss limitations of our design, and ways in which it can
be extended. Next, we describe our prototype implementation in §7,
and evaluate the performance and security of CryptDB, as well as
the effort required for application developers to use CryptDB, in §8.
We compare CryptDB to related work in §9 and conclude in §10.

2 SECURITY OVERVIEW
Figure 1 shows CryptDB’s architecture and threat models. CryptDB
works by intercepting all SQL queries in a database proxy, which
rewrites queries to execute on encrypted data (CryptDB assumes that
all queries go through the proxy). The proxy encrypts and decrypts
all data, and changes some query operators, while preserving the
semantics of the query. The DBMS server never receives decryption
keys to the plaintext so it never sees sensitive data, ensuring that a
curious DBA cannot gain access to private information (threat 1).

To guard against application, proxy, and DBMS server compro-
mises (threat 2), developers annotate their SQL schema to define
different principals, whose keys will allow decrypting different parts
of the database. They also make a small change to their applications
to provide encryption keys to the proxy, as described in §4. The
proxy determines what parts of the database should be encrypted
under what key. The result is that CryptDB guarantees the confi-
dentiality of data belonging to users that are not logged in during a
compromise (e.g., user 2 in Figure 1), and who do not log in until
the compromise is detected and fixed by the administrator.

Although CryptDB protects data confidentiality, it does not ensure
the integrity, freshness, or completeness of results returned to the
application. An adversary that compromises the application, proxy,
or DBMS server, or a malicious DBA, can delete any or all of the
data stored in the database. Similarly, attacks on user machines,
such as cross-site scripting, are outside of the scope of CryptDB.

We now describe the two threat models addressed by CryptDB,
and the security guarantees provided under those threat models.

2.1 Threat 1: DBMS Server Compromise
In this threat, CryptDB guards against a curious DBA or other exter-
nal attacker with full access to the data stored in the DBMS server.
Our goal is confidentiality (data secrecy), not integrity or availability.
The attacker is assumed to be passive: she wants to learn confidential

2
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Discussion Topics
❖ Recall the definitions of both threat model"

❖ 1: DBMS software compromises, Root access to DBMS 
machines, Access to the RAM of physical machines"

❖ 2: The application server, proxy, and DBMS server 
infrastructures may be compromised arbitrarily. "

❖ Is threat model 1 is a subset of the threat model 2? Is it 
necessary the author specialize one of the case of model 
2 as threat model 1?
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Queries Over Encrypted Data
❖ Threat Model: Compromised DBMS Server"

❖ Steps for processing a query in CryptDB"

❖ The application issues a query, which the proxy intercepts and rewrites: it 
anonymizes each table and column name, and, using the master key MK, encrypts 
each constant in the query with an encryption scheme best suited for the desired 
operation"

❖ The proxy checks if the DBMS server should be given keys to adjust encryption 
layers before executing the query, and if so, issues an UPDATE query at the DBMS 
server that invokes a UDF to adjust the encryption layer of the appropriate columns"

❖ The proxy forwards the encrypted query to the DBMS server, which executes it 
using standard SQL "

❖ The DBMS server returns the (encrypted) query result, which the proxy decrypts 
and returns to the application.
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Different Encryption Types 
❖ Motivation"

❖ Different operations in DBMS have different properties"

❖ Random (RND)"

❖ Maximum security"

❖ Not efficient"

❖ Limited usage: used for select with out predicates"

❖ Deterministic (DET)"

❖ Strong Security"

❖ If x = y, then DET(x) = DET(y)"

❖ Can perform selects with equality predicates, equality joins, GROUP BY, COUNT, DISTINCT, etc"

❖ Order-preserving encryption (OPE)."

❖ Weaker than DET"

❖ If x < y, then OPEk(x) < OPEk(y)"

❖ Usage: ORDER BY, MIN, MAX, SORT
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Different Encryption Types 
❖ Homomorphic encryption (HOM)"

❖ Full homomorphic encryption is prohibitively slow"

❖ Implemented the Paillier crypto-system to support summation"

❖ HOMk(x) * HOMk(y) = HOMk(X*Y)"

❖ Usage: SUM, AVG, +"

❖ Join (JOIN and OPE-JOIN)"

❖ Usage: support all operations allowed by DET and enables the server to determine repeating 
values between two columns"

❖ Two kinds of Join operation: equi-join and range join"

❖ Word search (SEARCH)"

❖ Need to call UDF"

❖ Usage: Support ‘LIKE’ Operation with full word search"

❖ Do not support regular expression
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Computing Joins
❖ Two kinds of Join operations"

❖ equi-join: join predicate is based on equality"

❖ range-join: involve order check"

❖ To perform equi-join"

❖ Two column should be encrypted by the same key"

❖ Two column that never ‘join’ should use different keys"

❖ priori"

❖ the queries that can be issued"

❖ the pairs of columns that can be joined"

❖ Problem"

❖ the proxy does not know the set of columns to be joined a priori and hence does not know which 
columns should be encrypted with matching keys"

❖ Solution"

❖ Introduce a new cryptographic primitive, JOIN-ADJ (adjustable join), which allows the DBMS server to 
adjust the key of each column at runtime
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Adjustable Query-based Encryption
❖ Description: dynamically adjusts the layer of encryption on the 

DBMS server"

❖ Goal: Use the most secure encryption schemes that enable running 
the requested queries. (Greedy)"

❖ Idea:  Encrypt each data item in one or more onions"

❖ Multiple onions are needed in practice."

❖ The computations supported by different encryption schemes 
are not always strictly ordered"

❖ Performance considerations

Onion Eq Onion Ord Onion Add

OPE-JOIN:
range join

OPE: order

any value

RND: no functionality

any value

DET: equality selection

RND: no functionality

JOIN: equality join

int value

HOM: add

Onion Search

SEARCH

text value

Figure 2: Onion encryption layers and the classes of computation they
allow. Onion names stand for the operations they allow at some of their
layers (Equality, Order, Search, and Addition). In practice, some onions
or onion layers may be omitted, depending on column types or schema
annotations provided by application developers (§3.5.2). DET and JOIN
are often merged into a single onion layer, since JOIN is a concatenation
of DET and JOIN-ADJ (§3.4). A random IV for RND (§3.1), shared by
the RND layers in Eq and Ord, is also stored for each data item.

Word search (SEARCH). SEARCH is used to perform searches
on encrypted text to support operations such as MySQL’s LIKE oper-
ator. We implemented the cryptographic protocol of Song et al. [46],
which was not previously implemented by the authors; we also use
their protocol in a different way, which results in better security
guarantees. For each column needing SEARCH, we split the text
into keywords using standard delimiters (or using a special keyword
extraction function specified by the schema developer). We then
remove repetitions in these words, randomly permute the positions
of the words, and then encrypt each of the words using Song et al.’s
scheme, padding each word to the same size. SEARCH is nearly as
secure as RND: the encryption does not reveal to the DBMS server
whether a certain word repeats in multiple rows, but it leaks the
number of keywords encrypted with SEARCH; an adversary may
be able to estimate the number of distinct or duplicate words (e.g.,
by comparing the size of the SEARCH and RND ciphertexts for the
same data).

When the user performs a query such as SELECT * FROM
messages WHERE msg LIKE "% alice %", the proxy gives the
DBMS server a token, which is an encryption of alice. The server
cannot decrypt the token to figure out the underlying word. Using a
user-defined function, the DBMS server checks if any of the word
encryptions in any message match the token. In our approach, all
the server learns from searching is whether a token matched a mes-
sage or not, and this happens only for the tokens requested by the
user. The server would learn the same information when returning
the result set to the users, so the overall search scheme reveals the
minimum amount of additional information needed to return the
result.

Note that SEARCH allows CryptDB to only perform full-word
keyword searches; it cannot support arbitrary regular expressions.
For applications that require searching for multiple adjacent words,
CryptDB allows the application developer to disable duplicate re-
moval and re-ordering by annotating the schema, even though this
is not the default. Based on our trace evaluation, we find that most
uses of LIKE can be supported by SEARCH with such schema an-
notations. Of course, one can still combine multiple LIKE operators
with AND and OR to check whether multiple independent words are
in the text.

3.2 Adjustable Query-based Encryption
A key part of CryptDB’s design is adjustable query-based encryp-
tion, which dynamically adjusts the layer of encryption on the DBMS
server. Our goal is to use the most secure encryption schemes that
enable running the requested queries. For example, if the application
issues no queries that compare data items in a column, or that sort a

column, the column should be encrypted with RND. For columns
that require equality checks but not inequality checks, DET suf-
fices. However, the query set is not always known in advance. Thus,
we need an adaptive scheme that dynamically adjusts encryption
strategies.

Our idea is to encrypt each data item in one or more onions: that
is, each value is dressed in layers of increasingly stronger encryption,
as illustrated in Figures 2 and 3. Each layer of each onion enables
certain kinds of functionality as explained in the previous subsection.
For example, outermost layers such as RND and HOM provide
maximum security, whereas inner layers such as OPE provide more
functionality.

Multiple onions are needed in practice, both because the compu-
tations supported by different encryption schemes are not always
strictly ordered, and because of performance considerations (size of
ciphertext and encryption time for nested onion layers). Depending
on the type of the data (and any annotations provided by the appli-
cation developer on the database schema, as discussed in §3.5.2),
CryptDB may not maintain all onions for each column. For instance,
the Search onion does not make sense for integers, and the Add
onion does not make sense for strings.

For each layer of each onion, the proxy uses the same key for
encrypting values in the same column, and different keys across
tables, columns, onions, and onion layers. Using the same key for
all values in a column allows the proxy to perform operations on
a column without having to compute separate keys for each row
that will be manipulated. (We use finer-grained encryption keys
in §4 to reduce the potential amount of data disclosure in case of
an application or proxy server compromise.) Using different keys
across columns prevents the server from learning any additional
relations. All of these keys are derived from the master key MK. For
example, for table t, column c, onion o, and encryption layer l, the
proxy uses the key

Kt,c,o,l = PRPMK(table t, column c, onion o, layer l), (1)
where PRP is a pseudorandom permutation (e.g., AES).

Each onion starts out encrypted with the most secure encryption
scheme (RND for onions Eq and Ord, HOM for onion Add, and
SEARCH for onion Search). As the proxy receives SQL queries
from the application, it determines whether layers of encryption need
to be removed. Given a predicate P on column c needed to execute
a query on the server, the proxy first establishes what onion layer is
needed to compute P on c. If the encryption of c is not already at
an onion layer that allows P, the proxy strips off the onion layers to
allow P on c, by sending the corresponding onion key to the server.
The proxy never decrypts the data past the least-secure encryption
onion layer (or past some other threshold layer, if specified by the
application developer in the schema, §3.5.1).

CryptDB implements onion layer decryption using UDFs that run
on the DBMS server. For example, in Figure 3, to decrypt onion Ord
of column 2 in table 1 to layer OPE, the proxy issues the following
query to the server using the DECRYPT RND UDF:

UPDATE Table1 SET
C2-Ord = DECRYPT RND(K, C2-Ord, C2-IV)

where K is the appropriate key computed from Equation (1). At
the same time, the proxy updates its own internal state to remember
that column C2-Ord in Table1 is now at layer OPE in the DBMS.
Each column decryption should be included in a transaction to avoid
consistency problems with clients accessing columns being adjusted.

Note that onion decryption is performed entirely by the DBMS
server. In the steady state, no server-side decryptions are needed,
because onion decryption happens only when a new class of com-
putation is requested on a column. For example, after an equality

5
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Improving Security
❖ Minimum onion layers"

❖ Application developers can specify the lowest onion encryption layer that may be 
revealed to the server for a specific column"

❖ In-proxy processing"

❖ Although CryptDB can evaluate a number of predicates on the server, evaluating them 
in the proxy can improve security by not revealing additional information to the server. "

❖ Training mode."

❖ CryptDB provides a training mode, which allows a developer to provide a trace of 
queries and get the resulting onion encryption layers for each field, along with a 
warning in case some query is not supported. "

❖ Onion re-encryption"

❖ In cases when an application performs in- frequent queries requiring a low onion layer 
(e.g., OPE), CryptDB could be extended to re-encrypt onions back to a higher layer 
after the infrequent query finishes executing. 
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Optimizing Performance
❖ Developer annotations"

❖ Developer can provide explicit annotations indicating the 
sensitive fields and leave the remaining fields in plaintext."

❖ Known query set"

❖ Developer provides the exact query set, or annotations that 
certain functionality is not needed on some columns, CryptDB 
can also discard onions that are not needed"

❖ Cipher-text pre-computing and caching"

❖ Proxy pre-computes (for HOM) and caches (for OPE) 
encryptions of frequently used constants under different keys
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SQL Scheme Policy Annotations

❖ In SQL scheme, access privileges to data items of 
different groups can be specified."

❖ 1. Defining type of users: PRINCTYPE"

❖ 2. Defining which data to be encrypted: ENC_FOR"

❖ 3. Defining authorization & delegation: SPEAKS_FOR
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PRINCTYPE physical user EXTERNAL;
PRINCTYPE user, msg;

CREATE TABLE privmsgs (
msgid int,
subject varchar(255) ENC FOR (msgid msg),
msgtext text ENC FOR (msgid msg) );

CREATE TABLE privmsgs to (
msgid int, rcpt id int, sender id int,
(sender id user) SPEAKS FOR (msgid msg),
(rcpt id user) SPEAKS FOR (msgid msg) );

CREATE TABLE users (
userid int, username varchar(255),
(username physical user) SPEAKS FOR (userid user) );

Example table contents, without anonymized column names:

Table privmsgs
msgid subject msgtext
5 xcc82fa x37a21f

Table privmsgs to
msgid rcpt id sender id
5 1 2

Table users
userid username

1 ‘Alice’
2 ‘Bob’

Figure 4: Part of phpBB’s schema with annotations to secure private
messages. Only the sender and receiver may see the private message.
An attacker that gains complete access to phpBB and the DBMS can
access private messages of only currently active users.

principal b of type y, meaning that a has access to all keys that b has
access to. Here, x and y must always be fixed principal types. Princi-
pal b is always specified by the name of a column in table T . On the
other hand, a can be either the name of another column in the same
table, a constant, or T2.col, meaning all principals from column
col of table T2. For example, in Figure 4, principal “Bob” of type
physical user speaks for principal 2 of type user, and in Figure 6, all
principals in the contactId column from table PCMember (of type
contact) speak for the paperId principal of type review. Optionally,
the programmer can specify a predicate, whose inputs are values in
the same row, to specify a condition under which delegation should
occur, such as excluding conflicts in Figure 6. §5 provides more
examples of using annotations to secure applications.

4.2 Key Chaining
Each principal (i.e., each instance of each principal type) is asso-
ciated with a secret, randomly chosen key. If principal B speaks
for principal A (as a result of some SPEAKS FOR annotation), then
principal A’s key is encrypted using principal B’s key, and stored as
a row in the special access keys table in the database. This allows
principal B to gain access to principal A’s key. For example, in
Figure 4, to give users 1 and 2 access to message 5, the key of msg
5 is encrypted with the key of user 1, and also separately encrypted
with the key of user 2.

Each sensitive field is encrypted with the key of the principal in
the ENC FOR annotation. CryptDB encrypts the sensitive field with
onions in the same way as for single-principal CryptDB, except that
onion keys are derived from a principal’s key as opposed to a global
master key.

The key of each principal is a combination of a symmetric key and
a public–private key pair. In the common case, CryptDB uses the
symmetric key of a principal to encrypt any data and other principals’
keys accessible to this principal, with little CPU cost. However, this

is not always possible, if some principal is not currently online. For
example, in Figure 4, suppose Bob sends message 5 to Alice, but
Alice (user 1) is not online. This means that CryptDB does not have
access to user 1’s key, so it will not be able to encrypt message
5’s key with user 1’s symmetric key. In this case, CryptDB looks
up the public key of the principal (i.e., user 1) in a second table,
public keys, and encrypts message 5’s key using user 1’s public key.
When user 1 logs in, she will be able to use the secret key part of her
key to decrypt the key for message 5 (and re-encrypt it under her
symmetric key for future use).

For external principals (i.e., physical users), CryptDB assigns a
random key just as for any other principal. To give an external user
access to the corresponding key on login, CryptDB stores the key of
each external principal in a third table, external keys, encrypted with
the principal’s password. This allows CryptDB to obtain a user’s
key given the user’s password, and also allows a user to change her
password without changing the key of the principal.

When a table with a SPEAKS FOR relation is updated, CryptDB
must update the access keys table accordingly. To insert a new
row into access keys for a new SPEAKS FOR relation, the proxy
must have access to the key of the principal whose privileges are
being delegated. This means that an adversary that breaks into an
application or proxy server cannot create new SPEAKS FOR relations
for principals that are not logged in, because neither the proxy nor
the adversary have access to their keys. If a SPEAKS FOR relation is
removed, CryptDB revokes access by removing the corresponding
row from access keys.

When encrypting data in a query or decrypting data from a result,
CryptDB follows key chains starting from passwords of users logged
in until it obtains the desired keys. As an optimization, when a user
logs in, CryptDB’s proxy loads the keys of some principals to which
the user has access (in particular, those principal types that do not
have too many principal instances—e.g., for groups the user is in,
but not for messages the user received).

Applications inform CryptDB of users logging in or out by issuing
INSERT and DELETE SQL queries to a special table cryptdb active
that has two columns, username and password. The proxy intercepts
all queries for cryptdb active, stores the passwords of logged-in
users in memory, and never reveals them to the DBMS server.

CryptDB guards the data of inactive users at the time of an attack.
If a compromise occurs, CryptDB provides a bound on the data
leaked, allowing the administrators to not issue a blanket warning
to all the users of the system. In this respect, CryptDB is different
from other approaches to database security (see §9). However, some
special users such as administrators with access to a large pool of
data enable a larger compromise upon an attack. To avoid attacks
happening when the administrator is logged in, the administrator
should create a separate user account with restricted permissions
when accessing the application as a regular user. Also, as good
practice, an application should automatically log out users who have
been inactive for some period of time.

5 APPLICATION CASE STUDIES
In this section, we explain how CryptDB can be used to secure
three existing multi-user web applications. For brevity, we show
simplified schemas, omitting irrelevant fields and type specifiers.
Overall, we find that once a programmer specifies the principals
in the application’s schema, and the delegation rules for them us-
ing SPEAKS FOR, protecting additional sensitive fields just requires
additional ENC FOR annotations.

phpBB is a widely used open source forum with a rich set of
access control settings. Users are organized in groups; both users
and groups have a variety of access permissions that the application
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Policy Annotations

❖ The modified SQL scheme:"
❖ PRINCTYPE: who can access 

this item"
❖ ENC_FOR: which column 

should be encrypted"
❖ SPEAKS_FOR: username has 

all keys from userid
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PRINCTYPE physical user EXTERNAL;
PRINCTYPE user, msg;

CREATE TABLE privmsgs (
msgid int,
subject varchar(255) ENC FOR (msgid msg),
msgtext text ENC FOR (msgid msg) );

CREATE TABLE privmsgs to (
msgid int, rcpt id int, sender id int,
(sender id user) SPEAKS FOR (msgid msg),
(rcpt id user) SPEAKS FOR (msgid msg) );

CREATE TABLE users (
userid int, username varchar(255),
(username physical user) SPEAKS FOR (userid user) );

Example table contents, without anonymized column names:

Table privmsgs
msgid subject msgtext
5 xcc82fa x37a21f

Table privmsgs to
msgid rcpt id sender id
5 1 2

Table users
userid username

1 ‘Alice’
2 ‘Bob’

Figure 4: Part of phpBB’s schema with annotations to secure private
messages. Only the sender and receiver may see the private message.
An attacker that gains complete access to phpBB and the DBMS can
access private messages of only currently active users.

principal b of type y, meaning that a has access to all keys that b has
access to. Here, x and y must always be fixed principal types. Princi-
pal b is always specified by the name of a column in table T . On the
other hand, a can be either the name of another column in the same
table, a constant, or T2.col, meaning all principals from column
col of table T2. For example, in Figure 4, principal “Bob” of type
physical user speaks for principal 2 of type user, and in Figure 6, all
principals in the contactId column from table PCMember (of type
contact) speak for the paperId principal of type review. Optionally,
the programmer can specify a predicate, whose inputs are values in
the same row, to specify a condition under which delegation should
occur, such as excluding conflicts in Figure 6. §5 provides more
examples of using annotations to secure applications.

4.2 Key Chaining
Each principal (i.e., each instance of each principal type) is asso-
ciated with a secret, randomly chosen key. If principal B speaks
for principal A (as a result of some SPEAKS FOR annotation), then
principal A’s key is encrypted using principal B’s key, and stored as
a row in the special access keys table in the database. This allows
principal B to gain access to principal A’s key. For example, in
Figure 4, to give users 1 and 2 access to message 5, the key of msg
5 is encrypted with the key of user 1, and also separately encrypted
with the key of user 2.

Each sensitive field is encrypted with the key of the principal in
the ENC FOR annotation. CryptDB encrypts the sensitive field with
onions in the same way as for single-principal CryptDB, except that
onion keys are derived from a principal’s key as opposed to a global
master key.

The key of each principal is a combination of a symmetric key and
a public–private key pair. In the common case, CryptDB uses the
symmetric key of a principal to encrypt any data and other principals’
keys accessible to this principal, with little CPU cost. However, this

is not always possible, if some principal is not currently online. For
example, in Figure 4, suppose Bob sends message 5 to Alice, but
Alice (user 1) is not online. This means that CryptDB does not have
access to user 1’s key, so it will not be able to encrypt message
5’s key with user 1’s symmetric key. In this case, CryptDB looks
up the public key of the principal (i.e., user 1) in a second table,
public keys, and encrypts message 5’s key using user 1’s public key.
When user 1 logs in, she will be able to use the secret key part of her
key to decrypt the key for message 5 (and re-encrypt it under her
symmetric key for future use).

For external principals (i.e., physical users), CryptDB assigns a
random key just as for any other principal. To give an external user
access to the corresponding key on login, CryptDB stores the key of
each external principal in a third table, external keys, encrypted with
the principal’s password. This allows CryptDB to obtain a user’s
key given the user’s password, and also allows a user to change her
password without changing the key of the principal.

When a table with a SPEAKS FOR relation is updated, CryptDB
must update the access keys table accordingly. To insert a new
row into access keys for a new SPEAKS FOR relation, the proxy
must have access to the key of the principal whose privileges are
being delegated. This means that an adversary that breaks into an
application or proxy server cannot create new SPEAKS FOR relations
for principals that are not logged in, because neither the proxy nor
the adversary have access to their keys. If a SPEAKS FOR relation is
removed, CryptDB revokes access by removing the corresponding
row from access keys.

When encrypting data in a query or decrypting data from a result,
CryptDB follows key chains starting from passwords of users logged
in until it obtains the desired keys. As an optimization, when a user
logs in, CryptDB’s proxy loads the keys of some principals to which
the user has access (in particular, those principal types that do not
have too many principal instances—e.g., for groups the user is in,
but not for messages the user received).

Applications inform CryptDB of users logging in or out by issuing
INSERT and DELETE SQL queries to a special table cryptdb active
that has two columns, username and password. The proxy intercepts
all queries for cryptdb active, stores the passwords of logged-in
users in memory, and never reveals them to the DBMS server.

CryptDB guards the data of inactive users at the time of an attack.
If a compromise occurs, CryptDB provides a bound on the data
leaked, allowing the administrators to not issue a blanket warning
to all the users of the system. In this respect, CryptDB is different
from other approaches to database security (see §9). However, some
special users such as administrators with access to a large pool of
data enable a larger compromise upon an attack. To avoid attacks
happening when the administrator is logged in, the administrator
should create a separate user account with restricted permissions
when accessing the application as a regular user. Also, as good
practice, an application should automatically log out users who have
been inactive for some period of time.

5 APPLICATION CASE STUDIES
In this section, we explain how CryptDB can be used to secure
three existing multi-user web applications. For brevity, we show
simplified schemas, omitting irrelevant fields and type specifiers.
Overall, we find that once a programmer specifies the principals
in the application’s schema, and the delegation rules for them us-
ing SPEAKS FOR, protecting additional sensitive fields just requires
additional ENC FOR annotations.

phpBB is a widely used open source forum with a rich set of
access control settings. Users are organized in groups; both users
and groups have a variety of access permissions that the application

9

Key Chaining

❖ B speaks for A: A’s key is 
encrypted by B’s key"

❖ Example: msg 5’s key is 
encrypted by user 1’s key, then 
encrypted by user 2’s key 
separately.
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Key Chaining

❖ For external entities, assign random keys and encrypted 
by users’ passwords to them."

❖ Question: How to track whether users are online?"

❖ Maintaining an additional table to record users’ logging 
in or out by INSERT or DELETE operations.
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System Limitation
❖ CryptDB supports:"

❖ rational queries, aggregates, mapping complex 
unsupported operations to simpler ones"

!

❖ CryptDB NOT supports:"

❖ both computation and comparison on the same column"

❖ For example: WHERE salary > age*2+10

!20



Evaluation

❖ Evaluation metrics: "

❖ 1. difficulties of modifying the application"

❖ 2. types of queries and applications supported"

❖ 3. level of security"

❖ Applied CryptDB onto 3 different web applications: 
phpDB, HotCRP, and MIT EECS-Application System.
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Evaluation: phpDB

❖ The Database that:"
❖ Widely used open source 

forum with rich sets of access 
control settings."

❖ Supports varieties of access 
permissions.
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Evaluation: HotCRP

❖ The Database about:"
❖ Conference review application, 

as what we have done twice."
❖ PC members can not see who 

reviewed their papers.
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Evaluation: grad-apply

❖ The Database about:"
❖ Application website of MIT 

EECS."
❖ Applicants can see their data 

except for recommendations."

!

❖ Actually, it is a very user-
unfriendly system……
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Evaluation: Application Change

❖ The efforts required to use CryptDB in 3 web 
applications and single-principal TPC-C queries."

❖ 11–13 unique or 29 -111 total schema annotations to 
enforce privacy policies for up to 103 sensitive fields."

❖ 2 to 7 lines of source code changes.

Application Annotations Login/logout code Sensitive fields secured, and examples of such fields
phpBB 31 (11 unique) 7 lines 23: private messages (content, subject), posts, forums

HotCRP 29 (12 unique) 2 lines 22: paper content and paper information, reviews
grad-apply 111 (13 unique) 2 lines 103: student grades (61), scores (17), recommendations, reviews

TPC-C (single princ.) 0 0 92: all the fields in all the tables encrypted

Figure 8: Number of annotations the programmer needs to add to secure sensitive fields, lines of code to be added to provide CryptDB with the
passwords of users, and the number of sensitive fields that CryptDB secures with these annotations, for three different applications. We count as one
annotation each invocation of our three types of annotations and any SQL predicate used in a SPEAKS FOR annotation. Since multiple fields in the same
table are usually encrypted for the same principal (e.g., message subject and content), we also report unique annotations.

Application Total Consider Needs Needs Needs Non-plaintext cols. with MinEnc: Most sensitive
cols. for enc. plaintext HOM SEARCH RND SEARCH DET OPE cols. at HIGH

phpBB 563 23 0 1 0 21 0 1 1 6 / 6
HotCRP 204 22 0 2 1 18 1 1 2 18 / 18
grad-apply 706 103 0 0 2 95 0 6 2 94 / 94
OpenEMR 1,297 566 7 0 3 526 2 12 19 525 / 540
MIT 6.02 15 13 0 0 0 7 0 4 2 1 / 1
PHP-calendar 25 12 2 0 2 3 2 4 1 3 / 4
TPC-C 92 92 0 8 0 65 0 19 8 —
Trace from sql.mit.edu 128,840 128,840 1,094 1,019 1,125 80,053 350 34,212 13,131 —
. . . with in-proxy processing 128,840 128,840 571 1,016 1,135 84,008 398 35,350 8,513 —
. . . col. name contains pass 2,029 2,029 2 0 0 1,936 0 91 0 —
. . . col. name contains content 2,521 2,521 0 0 52 2,215 52 251 3 —
. . . col. name contains priv 173 173 0 4 0 159 0 12 2 —

Figure 9: Steady-state onion levels for database columns required by a range of applications and traces. “Needs plaintext” indicates that CryptDB
cannot execute the application’s queries over encrypted data for that column. For the applications in the top group of rows, sensitive columns were
determined manually, and only these columns were considered for encryption. For the bottom group of rows, all database columns were automatically
considered for encryption. The rightmost column considers the application’s most sensitive database columns, and reports the number of them that have
MinEnc in HIGH (both terms are defined in §8.3).

quantify the level of security, we define the MinEnc of a column
to be the weakest onion encryption scheme exposed on any of the
onions of a column when onions reach a steady state (i.e., after the
application generates all query types, or after running the whole
trace). We consider RND and HOM to be the strongest schemes,
followed by SEARCH, followed by DET and JOIN, and finishing
with the weakest scheme which is OPE. For example, if a column
has onion Eq at RND, onion Ord at OPE and onion Add at HOM,
the MinEnc of this column is OPE.

The right side of Figure 9 shows the MinEnc onion level for
a range of applications and query traces. We see that most fields
remain at RND, which is the most secure scheme. For example,
OpenEMR has hundreds of sensitive fields describing the medical
conditions and history of patients, but these fields are mostly just
inserted and fetched, and are not used in any computation. A num-
ber of fields also remain at DET, typically to perform key lookups
and joins. OPE, which leaks order, is used the least frequently,
and mostly for fields that are marginally sensitive (e.g., timestamps
and counts of messages). Thus, CryptDB’s adjustable security pro-
vides a significant improvement in confidentiality over revealing all
encryption schemes to the server.

To analyze CryptDB’s security for specific columns that are par-
ticularly sensitive, we define a new security level, HIGH, which
includes the RND and HOM encryption schemes, as well as DET
for columns having no repetitions (in which case DET is logically
equivalent to RND). These are highly secure encryption schemes
leaking virtually nothing about the data. DET for columns with
repeats and OPE are not part of HIGH as they reveal relations to the
DBMS server. The rightmost column in Figure 9 shows that most
of the particularly sensitive columns (again, according to manual
inspection) are at HIGH.

For the sql.mit.edu trace queries, approximately 6.6% of
columns were at OPE even with in-proxy processing; other en-
crypted columns (93%) remain at DET or above. Out of the columns
that were at OPE, 3.9% are used in an ORDER BY clause with a

LIMIT, 3.7% are used in an inequality comparison in a WHERE clause,
and 0.25% are used in a MIN or MAX aggregate operator (some of the
columns are counted in more than one of these groups). It would
be difficult to perform these computations in the proxy without
substantially increasing the amount of data sent to it.

Although we could not examine the schemas of applications us-
ing sql.mit.edu to determine what fields are sensitive—mostly
due to its large scale—we measured the same statistics as above for
columns whose names are indicative of sensitive data. In particular,
the last three rows of Figure 9 show columns whose name contains
the word “pass” (which are almost all some type of password), “con-
tent” (which are typically bulk data managed by an application), and
“priv” (which are typically some type of private message). CryptDB
reveals much less information about these columns than an average
column, almost all of them are supported, and almost all are at RND
or DET.

Finally, we empirically validated CryptDB’s confidentiality guar-
antees by trying real attacks on phpBB that have been listed in the
CVE database [32], including two SQL injection attacks (CVE-2009-
3052 & CVE-2008-6314), bugs in permission checks (CVE-2010-
1627 & CVE-2008-7143), and a bug in remote PHP file inclusion
(CVE-2008-6377). We found that, for users not currently logged
in, the answers returned from the DBMS were encrypted; even with
root access to the application server, proxy, and DBMS, the answers
were not decryptable.

8.4 Performance Evaluation
To evaluate the performance of CryptDB, we used a machine with
two 2.4 GHz Intel Xeon E5620 4-core processors and 12 GB of RAM
to run the MySQL 5.1.54 server, and a machine with eight 2.4 GHz
AMD Opteron 8431 6-core processors and 64 GB of RAM to run the
CryptDB proxy and the clients. The two machines were connected
over a shared Gigabit Ethernet network. The higher-provisioned
client machine ensures that the clients are not the bottleneck in any
experiment. All workloads fit in the server’s RAM.
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Evaluation: Functionality
❖ 571 out of 128,840 in-proxy processing are not supported. 

Therefore, overall 99.5% of columns are supported."

❖ Among these unsupported operations: 222 were bitwise 
operator, 205 were string processing, 76 were math 
transform, 41 were LIKE operator.

Application Annotations Login/logout code Sensitive fields secured, and examples of such fields
phpBB 31 (11 unique) 7 lines 23: private messages (content, subject), posts, forums

HotCRP 29 (12 unique) 2 lines 22: paper content and paper information, reviews
grad-apply 111 (13 unique) 2 lines 103: student grades (61), scores (17), recommendations, reviews

TPC-C (single princ.) 0 0 92: all the fields in all the tables encrypted

Figure 8: Number of annotations the programmer needs to add to secure sensitive fields, lines of code to be added to provide CryptDB with the
passwords of users, and the number of sensitive fields that CryptDB secures with these annotations, for three different applications. We count as one
annotation each invocation of our three types of annotations and any SQL predicate used in a SPEAKS FOR annotation. Since multiple fields in the same
table are usually encrypted for the same principal (e.g., message subject and content), we also report unique annotations.

Application Total Consider Needs Needs Needs Non-plaintext cols. with MinEnc: Most sensitive
cols. for enc. plaintext HOM SEARCH RND SEARCH DET OPE cols. at HIGH

phpBB 563 23 0 1 0 21 0 1 1 6 / 6
HotCRP 204 22 0 2 1 18 1 1 2 18 / 18
grad-apply 706 103 0 0 2 95 0 6 2 94 / 94
OpenEMR 1,297 566 7 0 3 526 2 12 19 525 / 540
MIT 6.02 15 13 0 0 0 7 0 4 2 1 / 1
PHP-calendar 25 12 2 0 2 3 2 4 1 3 / 4
TPC-C 92 92 0 8 0 65 0 19 8 —
Trace from sql.mit.edu 128,840 128,840 1,094 1,019 1,125 80,053 350 34,212 13,131 —
. . . with in-proxy processing 128,840 128,840 571 1,016 1,135 84,008 398 35,350 8,513 —
. . . col. name contains pass 2,029 2,029 2 0 0 1,936 0 91 0 —
. . . col. name contains content 2,521 2,521 0 0 52 2,215 52 251 3 —
. . . col. name contains priv 173 173 0 4 0 159 0 12 2 —

Figure 9: Steady-state onion levels for database columns required by a range of applications and traces. “Needs plaintext” indicates that CryptDB
cannot execute the application’s queries over encrypted data for that column. For the applications in the top group of rows, sensitive columns were
determined manually, and only these columns were considered for encryption. For the bottom group of rows, all database columns were automatically
considered for encryption. The rightmost column considers the application’s most sensitive database columns, and reports the number of them that have
MinEnc in HIGH (both terms are defined in §8.3).

quantify the level of security, we define the MinEnc of a column
to be the weakest onion encryption scheme exposed on any of the
onions of a column when onions reach a steady state (i.e., after the
application generates all query types, or after running the whole
trace). We consider RND and HOM to be the strongest schemes,
followed by SEARCH, followed by DET and JOIN, and finishing
with the weakest scheme which is OPE. For example, if a column
has onion Eq at RND, onion Ord at OPE and onion Add at HOM,
the MinEnc of this column is OPE.

The right side of Figure 9 shows the MinEnc onion level for
a range of applications and query traces. We see that most fields
remain at RND, which is the most secure scheme. For example,
OpenEMR has hundreds of sensitive fields describing the medical
conditions and history of patients, but these fields are mostly just
inserted and fetched, and are not used in any computation. A num-
ber of fields also remain at DET, typically to perform key lookups
and joins. OPE, which leaks order, is used the least frequently,
and mostly for fields that are marginally sensitive (e.g., timestamps
and counts of messages). Thus, CryptDB’s adjustable security pro-
vides a significant improvement in confidentiality over revealing all
encryption schemes to the server.

To analyze CryptDB’s security for specific columns that are par-
ticularly sensitive, we define a new security level, HIGH, which
includes the RND and HOM encryption schemes, as well as DET
for columns having no repetitions (in which case DET is logically
equivalent to RND). These are highly secure encryption schemes
leaking virtually nothing about the data. DET for columns with
repeats and OPE are not part of HIGH as they reveal relations to the
DBMS server. The rightmost column in Figure 9 shows that most
of the particularly sensitive columns (again, according to manual
inspection) are at HIGH.

For the sql.mit.edu trace queries, approximately 6.6% of
columns were at OPE even with in-proxy processing; other en-
crypted columns (93%) remain at DET or above. Out of the columns
that were at OPE, 3.9% are used in an ORDER BY clause with a

LIMIT, 3.7% are used in an inequality comparison in a WHERE clause,
and 0.25% are used in a MIN or MAX aggregate operator (some of the
columns are counted in more than one of these groups). It would
be difficult to perform these computations in the proxy without
substantially increasing the amount of data sent to it.

Although we could not examine the schemas of applications us-
ing sql.mit.edu to determine what fields are sensitive—mostly
due to its large scale—we measured the same statistics as above for
columns whose names are indicative of sensitive data. In particular,
the last three rows of Figure 9 show columns whose name contains
the word “pass” (which are almost all some type of password), “con-
tent” (which are typically bulk data managed by an application), and
“priv” (which are typically some type of private message). CryptDB
reveals much less information about these columns than an average
column, almost all of them are supported, and almost all are at RND
or DET.

Finally, we empirically validated CryptDB’s confidentiality guar-
antees by trying real attacks on phpBB that have been listed in the
CVE database [32], including two SQL injection attacks (CVE-2009-
3052 & CVE-2008-6314), bugs in permission checks (CVE-2010-
1627 & CVE-2008-7143), and a bug in remote PHP file inclusion
(CVE-2008-6377). We found that, for users not currently logged
in, the answers returned from the DBMS were encrypted; even with
root access to the application server, proxy, and DBMS, the answers
were not decryptable.

8.4 Performance Evaluation
To evaluate the performance of CryptDB, we used a machine with
two 2.4 GHz Intel Xeon E5620 4-core processors and 12 GB of RAM
to run the MySQL 5.1.54 server, and a machine with eight 2.4 GHz
AMD Opteron 8431 6-core processors and 64 GB of RAM to run the
CryptDB proxy and the clients. The two machines were connected
over a shared Gigabit Ethernet network. The higher-provisioned
client machine ensures that the clients are not the bottleneck in any
experiment. All workloads fit in the server’s RAM.
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Evaluation: Security

❖ Security level: RND=HOM>SEARCH>DET=JOIN>OPE!

❖ About 6.6% were OPE, 93% remain DET or above.

Application Annotations Login/logout code Sensitive fields secured, and examples of such fields
phpBB 31 (11 unique) 7 lines 23: private messages (content, subject), posts, forums

HotCRP 29 (12 unique) 2 lines 22: paper content and paper information, reviews
grad-apply 111 (13 unique) 2 lines 103: student grades (61), scores (17), recommendations, reviews

TPC-C (single princ.) 0 0 92: all the fields in all the tables encrypted

Figure 8: Number of annotations the programmer needs to add to secure sensitive fields, lines of code to be added to provide CryptDB with the
passwords of users, and the number of sensitive fields that CryptDB secures with these annotations, for three different applications. We count as one
annotation each invocation of our three types of annotations and any SQL predicate used in a SPEAKS FOR annotation. Since multiple fields in the same
table are usually encrypted for the same principal (e.g., message subject and content), we also report unique annotations.

Application Total Consider Needs Needs Needs Non-plaintext cols. with MinEnc: Most sensitive
cols. for enc. plaintext HOM SEARCH RND SEARCH DET OPE cols. at HIGH

phpBB 563 23 0 1 0 21 0 1 1 6 / 6
HotCRP 204 22 0 2 1 18 1 1 2 18 / 18
grad-apply 706 103 0 0 2 95 0 6 2 94 / 94
OpenEMR 1,297 566 7 0 3 526 2 12 19 525 / 540
MIT 6.02 15 13 0 0 0 7 0 4 2 1 / 1
PHP-calendar 25 12 2 0 2 3 2 4 1 3 / 4
TPC-C 92 92 0 8 0 65 0 19 8 —
Trace from sql.mit.edu 128,840 128,840 1,094 1,019 1,125 80,053 350 34,212 13,131 —
. . . with in-proxy processing 128,840 128,840 571 1,016 1,135 84,008 398 35,350 8,513 —
. . . col. name contains pass 2,029 2,029 2 0 0 1,936 0 91 0 —
. . . col. name contains content 2,521 2,521 0 0 52 2,215 52 251 3 —
. . . col. name contains priv 173 173 0 4 0 159 0 12 2 —

Figure 9: Steady-state onion levels for database columns required by a range of applications and traces. “Needs plaintext” indicates that CryptDB
cannot execute the application’s queries over encrypted data for that column. For the applications in the top group of rows, sensitive columns were
determined manually, and only these columns were considered for encryption. For the bottom group of rows, all database columns were automatically
considered for encryption. The rightmost column considers the application’s most sensitive database columns, and reports the number of them that have
MinEnc in HIGH (both terms are defined in §8.3).

quantify the level of security, we define the MinEnc of a column
to be the weakest onion encryption scheme exposed on any of the
onions of a column when onions reach a steady state (i.e., after the
application generates all query types, or after running the whole
trace). We consider RND and HOM to be the strongest schemes,
followed by SEARCH, followed by DET and JOIN, and finishing
with the weakest scheme which is OPE. For example, if a column
has onion Eq at RND, onion Ord at OPE and onion Add at HOM,
the MinEnc of this column is OPE.

The right side of Figure 9 shows the MinEnc onion level for
a range of applications and query traces. We see that most fields
remain at RND, which is the most secure scheme. For example,
OpenEMR has hundreds of sensitive fields describing the medical
conditions and history of patients, but these fields are mostly just
inserted and fetched, and are not used in any computation. A num-
ber of fields also remain at DET, typically to perform key lookups
and joins. OPE, which leaks order, is used the least frequently,
and mostly for fields that are marginally sensitive (e.g., timestamps
and counts of messages). Thus, CryptDB’s adjustable security pro-
vides a significant improvement in confidentiality over revealing all
encryption schemes to the server.

To analyze CryptDB’s security for specific columns that are par-
ticularly sensitive, we define a new security level, HIGH, which
includes the RND and HOM encryption schemes, as well as DET
for columns having no repetitions (in which case DET is logically
equivalent to RND). These are highly secure encryption schemes
leaking virtually nothing about the data. DET for columns with
repeats and OPE are not part of HIGH as they reveal relations to the
DBMS server. The rightmost column in Figure 9 shows that most
of the particularly sensitive columns (again, according to manual
inspection) are at HIGH.

For the sql.mit.edu trace queries, approximately 6.6% of
columns were at OPE even with in-proxy processing; other en-
crypted columns (93%) remain at DET or above. Out of the columns
that were at OPE, 3.9% are used in an ORDER BY clause with a

LIMIT, 3.7% are used in an inequality comparison in a WHERE clause,
and 0.25% are used in a MIN or MAX aggregate operator (some of the
columns are counted in more than one of these groups). It would
be difficult to perform these computations in the proxy without
substantially increasing the amount of data sent to it.

Although we could not examine the schemas of applications us-
ing sql.mit.edu to determine what fields are sensitive—mostly
due to its large scale—we measured the same statistics as above for
columns whose names are indicative of sensitive data. In particular,
the last three rows of Figure 9 show columns whose name contains
the word “pass” (which are almost all some type of password), “con-
tent” (which are typically bulk data managed by an application), and
“priv” (which are typically some type of private message). CryptDB
reveals much less information about these columns than an average
column, almost all of them are supported, and almost all are at RND
or DET.

Finally, we empirically validated CryptDB’s confidentiality guar-
antees by trying real attacks on phpBB that have been listed in the
CVE database [32], including two SQL injection attacks (CVE-2009-
3052 & CVE-2008-6314), bugs in permission checks (CVE-2010-
1627 & CVE-2008-7143), and a bug in remote PHP file inclusion
(CVE-2008-6377). We found that, for users not currently logged
in, the answers returned from the DBMS were encrypted; even with
root access to the application server, proxy, and DBMS, the answers
were not decryptable.

8.4 Performance Evaluation
To evaluate the performance of CryptDB, we used a machine with
two 2.4 GHz Intel Xeon E5620 4-core processors and 12 GB of RAM
to run the MySQL 5.1.54 server, and a machine with eight 2.4 GHz
AMD Opteron 8431 6-core processors and 64 GB of RAM to run the
CryptDB proxy and the clients. The two machines were connected
over a shared Gigabit Ethernet network. The higher-provisioned
client machine ensures that the clients are not the bottleneck in any
experiment. All workloads fit in the server’s RAM.
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quantify the level of security, we define the MinEnc of a column
to be the weakest onion encryption scheme exposed on any of the
onions of a column when onions reach a steady state (i.e., after the
application generates all query types, or after running the whole
trace). We consider RND and HOM to be the strongest schemes,
followed by SEARCH, followed by DET and JOIN, and finishing
with the weakest scheme which is OPE. For example, if a column
has onion Eq at RND, onion Ord at OPE and onion Add at HOM,
the MinEnc of this column is OPE.

The right side of Figure 9 shows the MinEnc onion level for
a range of applications and query traces. We see that most fields
remain at RND, which is the most secure scheme. For example,
OpenEMR has hundreds of sensitive fields describing the medical
conditions and history of patients, but these fields are mostly just
inserted and fetched, and are not used in any computation. A num-
ber of fields also remain at DET, typically to perform key lookups
and joins. OPE, which leaks order, is used the least frequently,
and mostly for fields that are marginally sensitive (e.g., timestamps
and counts of messages). Thus, CryptDB’s adjustable security pro-
vides a significant improvement in confidentiality over revealing all
encryption schemes to the server.

To analyze CryptDB’s security for specific columns that are par-
ticularly sensitive, we define a new security level, HIGH, which
includes the RND and HOM encryption schemes, as well as DET
for columns having no repetitions (in which case DET is logically
equivalent to RND). These are highly secure encryption schemes
leaking virtually nothing about the data. DET for columns with
repeats and OPE are not part of HIGH as they reveal relations to the
DBMS server. The rightmost column in Figure 9 shows that most
of the particularly sensitive columns (again, according to manual
inspection) are at HIGH.

For the sql.mit.edu trace queries, approximately 6.6% of
columns were at OPE even with in-proxy processing; other en-
crypted columns (93%) remain at DET or above. Out of the columns
that were at OPE, 3.9% are used in an ORDER BY clause with a

LIMIT, 3.7% are used in an inequality comparison in a WHERE clause,
and 0.25% are used in a MIN or MAX aggregate operator (some of the
columns are counted in more than one of these groups). It would
be difficult to perform these computations in the proxy without
substantially increasing the amount of data sent to it.

Although we could not examine the schemas of applications us-
ing sql.mit.edu to determine what fields are sensitive—mostly
due to its large scale—we measured the same statistics as above for
columns whose names are indicative of sensitive data. In particular,
the last three rows of Figure 9 show columns whose name contains
the word “pass” (which are almost all some type of password), “con-
tent” (which are typically bulk data managed by an application), and
“priv” (which are typically some type of private message). CryptDB
reveals much less information about these columns than an average
column, almost all of them are supported, and almost all are at RND
or DET.

Finally, we empirically validated CryptDB’s confidentiality guar-
antees by trying real attacks on phpBB that have been listed in the
CVE database [32], including two SQL injection attacks (CVE-2009-
3052 & CVE-2008-6314), bugs in permission checks (CVE-2010-
1627 & CVE-2008-7143), and a bug in remote PHP file inclusion
(CVE-2008-6377). We found that, for users not currently logged
in, the answers returned from the DBMS were encrypted; even with
root access to the application server, proxy, and DBMS, the answers
were not decryptable.

8.4 Performance Evaluation
To evaluate the performance of CryptDB, we used a machine with
two 2.4 GHz Intel Xeon E5620 4-core processors and 12 GB of RAM
to run the MySQL 5.1.54 server, and a machine with eight 2.4 GHz
AMD Opteron 8431 6-core processors and 64 GB of RAM to run the
CryptDB proxy and the clients. The two machines were connected
over a shared Gigabit Ethernet network. The higher-provisioned
client machine ensures that the clients are not the bottleneck in any
experiment. All workloads fit in the server’s RAM.
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Evaluation: Performance

❖ Compared with unmodified MySQL server:"

❖ Throughput is 26% lower than MySQL."

❖ Strawman: decrypting all relevant data on each query 
and then re-encrypting the results.
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Figure 10: Throughput for TPC-C queries, for a varying number of
cores on the underlying MySQL DBMS server.
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Figure 11: Throughput of different types of SQL queries from the TPC-
C query mix running under MySQL, CryptDB, and the strawman design.
“Upd. inc” stands for UPDATE that increments a column, and “Upd. set”
stands for UPDATE which sets columns to a constant.

8.4.1 TPC-C

We compare the performance of a TPC-C query mix when running
on an unmodified MySQL server versus on a CryptDB proxy in front
of the MySQL server. We trained CryptDB on the query set (§3.5.2)
so there are no onion adjustments during the TPC-C experiments.
Figure 10 shows the throughput of TPC-C queries as the number of
cores on the server varies from one to eight. In all cases, the server
spends 100% of its CPU time processing queries. Both MySQL and
CryptDB scale well initially, but start to level off due to internal
lock contention in the MySQL server, as reported by SHOW STATUS
LIKE ’Table%’. The overall throughput with CryptDB is 21–26%
lower than MySQL, depending on the exact number of cores.

To understand the sources of CryptDB’s overhead, we measure
the server throughput for different types of SQL queries seen in
TPC-C, on the same server, but running with only one core enabled.
Figure 11 shows the results for MySQL, CryptDB, and a strawman
design; the strawman performs each query over data encrypted with
RND by decrypting the relevant data using a UDF, performing the
query over the plaintext, and re-encrypting the result (if updating
rows). The results show that CryptDB’s throughput penalty is great-
est for queries that involve a SUM (2.0⇥ less throughput) and for
incrementing UPDATE statements (1.6⇥ less throughput); these are
the queries that involve HOM additions at the server. For the other
types of queries, which form a larger part of the TPC-C mix, the
throughput overhead is modest. The strawman design performs
poorly for almost all queries because the DBMS’s indexes on the

Query (& scheme) MySQL CryptDB
Server Server Proxy Proxy?

Select by = (DET) 0.10 ms 0.11 ms 0.86 ms 0.86 ms
Select join (JOIN) 0.10 ms 0.11 ms 0.75 ms 0.75 ms
Select range (OPE) 0.16 ms 0.22 ms 0.78 ms 28.7 ms
Select sum (HOM) 0.11 ms 0.46 ms 0.99 ms 0.99 ms
Delete 0.07 ms 0.08 ms 0.28 ms 0.28 ms
Insert (all) 0.08 ms 0.10 ms 0.37 ms 16.3 ms
Update set (all) 0.11 ms 0.14 ms 0.36 ms 3.80 ms
Update inc (HOM) 0.10 ms 0.17 ms 0.30 ms 25.1 ms
Overall 0.10 ms 0.12 ms 0.60 ms 10.7 ms

Figure 12: Server and proxy latency for different types of SQL queries
from TPC-C. For each query type, we show the predominant encryption
scheme used at the server. Due to details of the TPC-C workload, each
query type affects a different number of rows, and involves a different
number of cryptographic operations. The left two columns correspond to
server throughput, which is also shown in Figure 11. “Proxy” shows the
latency added by CryptDB’s proxy; “Proxy?” shows the proxy latency
without the ciphertext pre-computing and caching optimization (§3.5).
Bold numbers show where pre-computing and caching ciphertexts helps.
The “Overall” row is the average latency over the mix of TPC-C queries.
“Update set” is an UPDATE where the fields are set to a constant, and
“Update inc” is an UPDATE where some fields are incremented.

Scheme Encrypt Decrypt Special operation
Blowfish (1 int.) 0.0001 ms 0.0001 ms —
AES-CBC (1 KB) 0.008 ms 0.007 ms —
AES-CMC (1 KB) 0.016 ms 0.015 ms —
OPE (1 int.) 9.0 ms 9.0 ms Compare: 0 ms
SEARCH (1 word) 0.01 ms 0.004 ms Match: 0.001 ms
HOM (1 int.) 9.7 ms 0.7 ms Add: 0.005 ms
JOIN-ADJ (1 int.) 0.52 ms — Adjust: 0.56 ms

Figure 13: Microbenchmarks of cryptographic schemes, per unit of
data encrypted (one 32-bit integer, 1 KB, or one 15-byte word of text),
measured by taking the average time over many iterations.

RND-encrypted data are useless for operations on the underlying
plaintext data. It is pleasantly surprising that the higher security of
CryptDB over the strawman also brings better performance.

To understand the latency introduced by CryptDB’s proxy, we
measure the server and proxy processing times for the same types
of SQL queries as above. Figure 12 shows the results. We can
see that there is an overall server latency increase of 20% with
CryptDB, which we consider modest. The proxy adds an average
of 0.60 ms to a query; of that time, 24% is spent in MySQL proxy,
23% is spent in encryption and decryption, and the remaining 53% is
spent parsing and processing queries. The cryptographic overhead is
relatively small because most of our encryption schemes are efficient;
Figure 13 shows their performance. OPE and HOM are the slowest,
but the ciphertext pre-computing and caching optimization (§3.5)
masks the high latency of queries requiring OPE and HOM. Proxy?
in Figure 12 shows the latency without these optimizations, which
is significantly higher for the corresponding query types. SELECT
queries that involve a SUM use HOM but do not benefit from this
optimization, because the proxy performs decryption, rather than
encryption.

In all TPC-C experiments, the proxy used less than 20 MB of
memory. Caching ciphertexts for the 30,000 most common values
for OPE accounts for about 3 MB, and pre-computing ciphertexts
and randomness for 30,000 values at HOM required 10 MB.

8.4.2 Multi-User Web Applications
To evaluate the impact of CryptDB on application performance, we
measure the throughput of phpBB for a workload with 10 parallel
clients, which ensured 100% CPU load at the server. Each client
continuously issued HTTP requests to browse the forum, write and
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Figure 10: Throughput for TPC-C queries, for a varying number of
cores on the underlying MySQL DBMS server.
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Figure 11: Throughput of different types of SQL queries from the TPC-
C query mix running under MySQL, CryptDB, and the strawman design.
“Upd. inc” stands for UPDATE that increments a column, and “Upd. set”
stands for UPDATE which sets columns to a constant.

8.4.1 TPC-C

We compare the performance of a TPC-C query mix when running
on an unmodified MySQL server versus on a CryptDB proxy in front
of the MySQL server. We trained CryptDB on the query set (§3.5.2)
so there are no onion adjustments during the TPC-C experiments.
Figure 10 shows the throughput of TPC-C queries as the number of
cores on the server varies from one to eight. In all cases, the server
spends 100% of its CPU time processing queries. Both MySQL and
CryptDB scale well initially, but start to level off due to internal
lock contention in the MySQL server, as reported by SHOW STATUS
LIKE ’Table%’. The overall throughput with CryptDB is 21–26%
lower than MySQL, depending on the exact number of cores.

To understand the sources of CryptDB’s overhead, we measure
the server throughput for different types of SQL queries seen in
TPC-C, on the same server, but running with only one core enabled.
Figure 11 shows the results for MySQL, CryptDB, and a strawman
design; the strawman performs each query over data encrypted with
RND by decrypting the relevant data using a UDF, performing the
query over the plaintext, and re-encrypting the result (if updating
rows). The results show that CryptDB’s throughput penalty is great-
est for queries that involve a SUM (2.0⇥ less throughput) and for
incrementing UPDATE statements (1.6⇥ less throughput); these are
the queries that involve HOM additions at the server. For the other
types of queries, which form a larger part of the TPC-C mix, the
throughput overhead is modest. The strawman design performs
poorly for almost all queries because the DBMS’s indexes on the

Query (& scheme) MySQL CryptDB
Server Server Proxy Proxy?

Select by = (DET) 0.10 ms 0.11 ms 0.86 ms 0.86 ms
Select join (JOIN) 0.10 ms 0.11 ms 0.75 ms 0.75 ms
Select range (OPE) 0.16 ms 0.22 ms 0.78 ms 28.7 ms
Select sum (HOM) 0.11 ms 0.46 ms 0.99 ms 0.99 ms
Delete 0.07 ms 0.08 ms 0.28 ms 0.28 ms
Insert (all) 0.08 ms 0.10 ms 0.37 ms 16.3 ms
Update set (all) 0.11 ms 0.14 ms 0.36 ms 3.80 ms
Update inc (HOM) 0.10 ms 0.17 ms 0.30 ms 25.1 ms
Overall 0.10 ms 0.12 ms 0.60 ms 10.7 ms

Figure 12: Server and proxy latency for different types of SQL queries
from TPC-C. For each query type, we show the predominant encryption
scheme used at the server. Due to details of the TPC-C workload, each
query type affects a different number of rows, and involves a different
number of cryptographic operations. The left two columns correspond to
server throughput, which is also shown in Figure 11. “Proxy” shows the
latency added by CryptDB’s proxy; “Proxy?” shows the proxy latency
without the ciphertext pre-computing and caching optimization (§3.5).
Bold numbers show where pre-computing and caching ciphertexts helps.
The “Overall” row is the average latency over the mix of TPC-C queries.
“Update set” is an UPDATE where the fields are set to a constant, and
“Update inc” is an UPDATE where some fields are incremented.

Scheme Encrypt Decrypt Special operation
Blowfish (1 int.) 0.0001 ms 0.0001 ms —
AES-CBC (1 KB) 0.008 ms 0.007 ms —
AES-CMC (1 KB) 0.016 ms 0.015 ms —
OPE (1 int.) 9.0 ms 9.0 ms Compare: 0 ms
SEARCH (1 word) 0.01 ms 0.004 ms Match: 0.001 ms
HOM (1 int.) 9.7 ms 0.7 ms Add: 0.005 ms
JOIN-ADJ (1 int.) 0.52 ms — Adjust: 0.56 ms

Figure 13: Microbenchmarks of cryptographic schemes, per unit of
data encrypted (one 32-bit integer, 1 KB, or one 15-byte word of text),
measured by taking the average time over many iterations.

RND-encrypted data are useless for operations on the underlying
plaintext data. It is pleasantly surprising that the higher security of
CryptDB over the strawman also brings better performance.

To understand the latency introduced by CryptDB’s proxy, we
measure the server and proxy processing times for the same types
of SQL queries as above. Figure 12 shows the results. We can
see that there is an overall server latency increase of 20% with
CryptDB, which we consider modest. The proxy adds an average
of 0.60 ms to a query; of that time, 24% is spent in MySQL proxy,
23% is spent in encryption and decryption, and the remaining 53% is
spent parsing and processing queries. The cryptographic overhead is
relatively small because most of our encryption schemes are efficient;
Figure 13 shows their performance. OPE and HOM are the slowest,
but the ciphertext pre-computing and caching optimization (§3.5)
masks the high latency of queries requiring OPE and HOM. Proxy?
in Figure 12 shows the latency without these optimizations, which
is significantly higher for the corresponding query types. SELECT
queries that involve a SUM use HOM but do not benefit from this
optimization, because the proxy performs decryption, rather than
encryption.

In all TPC-C experiments, the proxy used less than 20 MB of
memory. Caching ciphertexts for the 30,000 most common values
for OPE accounts for about 3 MB, and pre-computing ciphertexts
and randomness for 30,000 values at HOM required 10 MB.

8.4.2 Multi-User Web Applications
To evaluate the impact of CryptDB on application performance, we
measure the throughput of phpBB for a workload with 10 parallel
clients, which ensured 100% CPU load at the server. Each client
continuously issued HTTP requests to browse the forum, write and
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Evaluation: Performance

❖ Latency increased 20% by CryptDB"

❖ Added 0.6 ms on average, 24% from MySQL proxy, 23% 
from encrypting/decrypting, 53% from parsing queries.
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Figure 10: Throughput for TPC-C queries, for a varying number of
cores on the underlying MySQL DBMS server.
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Figure 11: Throughput of different types of SQL queries from the TPC-
C query mix running under MySQL, CryptDB, and the strawman design.
“Upd. inc” stands for UPDATE that increments a column, and “Upd. set”
stands for UPDATE which sets columns to a constant.

8.4.1 TPC-C

We compare the performance of a TPC-C query mix when running
on an unmodified MySQL server versus on a CryptDB proxy in front
of the MySQL server. We trained CryptDB on the query set (§3.5.2)
so there are no onion adjustments during the TPC-C experiments.
Figure 10 shows the throughput of TPC-C queries as the number of
cores on the server varies from one to eight. In all cases, the server
spends 100% of its CPU time processing queries. Both MySQL and
CryptDB scale well initially, but start to level off due to internal
lock contention in the MySQL server, as reported by SHOW STATUS
LIKE ’Table%’. The overall throughput with CryptDB is 21–26%
lower than MySQL, depending on the exact number of cores.

To understand the sources of CryptDB’s overhead, we measure
the server throughput for different types of SQL queries seen in
TPC-C, on the same server, but running with only one core enabled.
Figure 11 shows the results for MySQL, CryptDB, and a strawman
design; the strawman performs each query over data encrypted with
RND by decrypting the relevant data using a UDF, performing the
query over the plaintext, and re-encrypting the result (if updating
rows). The results show that CryptDB’s throughput penalty is great-
est for queries that involve a SUM (2.0⇥ less throughput) and for
incrementing UPDATE statements (1.6⇥ less throughput); these are
the queries that involve HOM additions at the server. For the other
types of queries, which form a larger part of the TPC-C mix, the
throughput overhead is modest. The strawman design performs
poorly for almost all queries because the DBMS’s indexes on the

Query (& scheme) MySQL CryptDB
Server Server Proxy Proxy?

Select by = (DET) 0.10 ms 0.11 ms 0.86 ms 0.86 ms
Select join (JOIN) 0.10 ms 0.11 ms 0.75 ms 0.75 ms
Select range (OPE) 0.16 ms 0.22 ms 0.78 ms 28.7 ms
Select sum (HOM) 0.11 ms 0.46 ms 0.99 ms 0.99 ms
Delete 0.07 ms 0.08 ms 0.28 ms 0.28 ms
Insert (all) 0.08 ms 0.10 ms 0.37 ms 16.3 ms
Update set (all) 0.11 ms 0.14 ms 0.36 ms 3.80 ms
Update inc (HOM) 0.10 ms 0.17 ms 0.30 ms 25.1 ms
Overall 0.10 ms 0.12 ms 0.60 ms 10.7 ms

Figure 12: Server and proxy latency for different types of SQL queries
from TPC-C. For each query type, we show the predominant encryption
scheme used at the server. Due to details of the TPC-C workload, each
query type affects a different number of rows, and involves a different
number of cryptographic operations. The left two columns correspond to
server throughput, which is also shown in Figure 11. “Proxy” shows the
latency added by CryptDB’s proxy; “Proxy?” shows the proxy latency
without the ciphertext pre-computing and caching optimization (§3.5).
Bold numbers show where pre-computing and caching ciphertexts helps.
The “Overall” row is the average latency over the mix of TPC-C queries.
“Update set” is an UPDATE where the fields are set to a constant, and
“Update inc” is an UPDATE where some fields are incremented.

Scheme Encrypt Decrypt Special operation
Blowfish (1 int.) 0.0001 ms 0.0001 ms —
AES-CBC (1 KB) 0.008 ms 0.007 ms —
AES-CMC (1 KB) 0.016 ms 0.015 ms —
OPE (1 int.) 9.0 ms 9.0 ms Compare: 0 ms
SEARCH (1 word) 0.01 ms 0.004 ms Match: 0.001 ms
HOM (1 int.) 9.7 ms 0.7 ms Add: 0.005 ms
JOIN-ADJ (1 int.) 0.52 ms — Adjust: 0.56 ms

Figure 13: Microbenchmarks of cryptographic schemes, per unit of
data encrypted (one 32-bit integer, 1 KB, or one 15-byte word of text),
measured by taking the average time over many iterations.

RND-encrypted data are useless for operations on the underlying
plaintext data. It is pleasantly surprising that the higher security of
CryptDB over the strawman also brings better performance.

To understand the latency introduced by CryptDB’s proxy, we
measure the server and proxy processing times for the same types
of SQL queries as above. Figure 12 shows the results. We can
see that there is an overall server latency increase of 20% with
CryptDB, which we consider modest. The proxy adds an average
of 0.60 ms to a query; of that time, 24% is spent in MySQL proxy,
23% is spent in encryption and decryption, and the remaining 53% is
spent parsing and processing queries. The cryptographic overhead is
relatively small because most of our encryption schemes are efficient;
Figure 13 shows their performance. OPE and HOM are the slowest,
but the ciphertext pre-computing and caching optimization (§3.5)
masks the high latency of queries requiring OPE and HOM. Proxy?
in Figure 12 shows the latency without these optimizations, which
is significantly higher for the corresponding query types. SELECT
queries that involve a SUM use HOM but do not benefit from this
optimization, because the proxy performs decryption, rather than
encryption.

In all TPC-C experiments, the proxy used less than 20 MB of
memory. Caching ciphertexts for the 30,000 most common values
for OPE accounts for about 3 MB, and pre-computing ciphertexts
and randomness for 30,000 values at HOM required 10 MB.

8.4.2 Multi-User Web Applications
To evaluate the impact of CryptDB on application performance, we
measure the throughput of phpBB for a workload with 10 parallel
clients, which ensured 100% CPU load at the server. Each client
continuously issued HTTP requests to browse the forum, write and
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Figure 10: Throughput for TPC-C queries, for a varying number of
cores on the underlying MySQL DBMS server.
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Figure 11: Throughput of different types of SQL queries from the TPC-
C query mix running under MySQL, CryptDB, and the strawman design.
“Upd. inc” stands for UPDATE that increments a column, and “Upd. set”
stands for UPDATE which sets columns to a constant.

8.4.1 TPC-C

We compare the performance of a TPC-C query mix when running
on an unmodified MySQL server versus on a CryptDB proxy in front
of the MySQL server. We trained CryptDB on the query set (§3.5.2)
so there are no onion adjustments during the TPC-C experiments.
Figure 10 shows the throughput of TPC-C queries as the number of
cores on the server varies from one to eight. In all cases, the server
spends 100% of its CPU time processing queries. Both MySQL and
CryptDB scale well initially, but start to level off due to internal
lock contention in the MySQL server, as reported by SHOW STATUS
LIKE ’Table%’. The overall throughput with CryptDB is 21–26%
lower than MySQL, depending on the exact number of cores.

To understand the sources of CryptDB’s overhead, we measure
the server throughput for different types of SQL queries seen in
TPC-C, on the same server, but running with only one core enabled.
Figure 11 shows the results for MySQL, CryptDB, and a strawman
design; the strawman performs each query over data encrypted with
RND by decrypting the relevant data using a UDF, performing the
query over the plaintext, and re-encrypting the result (if updating
rows). The results show that CryptDB’s throughput penalty is great-
est for queries that involve a SUM (2.0⇥ less throughput) and for
incrementing UPDATE statements (1.6⇥ less throughput); these are
the queries that involve HOM additions at the server. For the other
types of queries, which form a larger part of the TPC-C mix, the
throughput overhead is modest. The strawman design performs
poorly for almost all queries because the DBMS’s indexes on the

Query (& scheme) MySQL CryptDB
Server Server Proxy Proxy?

Select by = (DET) 0.10 ms 0.11 ms 0.86 ms 0.86 ms
Select join (JOIN) 0.10 ms 0.11 ms 0.75 ms 0.75 ms
Select range (OPE) 0.16 ms 0.22 ms 0.78 ms 28.7 ms
Select sum (HOM) 0.11 ms 0.46 ms 0.99 ms 0.99 ms
Delete 0.07 ms 0.08 ms 0.28 ms 0.28 ms
Insert (all) 0.08 ms 0.10 ms 0.37 ms 16.3 ms
Update set (all) 0.11 ms 0.14 ms 0.36 ms 3.80 ms
Update inc (HOM) 0.10 ms 0.17 ms 0.30 ms 25.1 ms
Overall 0.10 ms 0.12 ms 0.60 ms 10.7 ms

Figure 12: Server and proxy latency for different types of SQL queries
from TPC-C. For each query type, we show the predominant encryption
scheme used at the server. Due to details of the TPC-C workload, each
query type affects a different number of rows, and involves a different
number of cryptographic operations. The left two columns correspond to
server throughput, which is also shown in Figure 11. “Proxy” shows the
latency added by CryptDB’s proxy; “Proxy?” shows the proxy latency
without the ciphertext pre-computing and caching optimization (§3.5).
Bold numbers show where pre-computing and caching ciphertexts helps.
The “Overall” row is the average latency over the mix of TPC-C queries.
“Update set” is an UPDATE where the fields are set to a constant, and
“Update inc” is an UPDATE where some fields are incremented.

Scheme Encrypt Decrypt Special operation
Blowfish (1 int.) 0.0001 ms 0.0001 ms —
AES-CBC (1 KB) 0.008 ms 0.007 ms —
AES-CMC (1 KB) 0.016 ms 0.015 ms —
OPE (1 int.) 9.0 ms 9.0 ms Compare: 0 ms
SEARCH (1 word) 0.01 ms 0.004 ms Match: 0.001 ms
HOM (1 int.) 9.7 ms 0.7 ms Add: 0.005 ms
JOIN-ADJ (1 int.) 0.52 ms — Adjust: 0.56 ms

Figure 13: Microbenchmarks of cryptographic schemes, per unit of
data encrypted (one 32-bit integer, 1 KB, or one 15-byte word of text),
measured by taking the average time over many iterations.

RND-encrypted data are useless for operations on the underlying
plaintext data. It is pleasantly surprising that the higher security of
CryptDB over the strawman also brings better performance.

To understand the latency introduced by CryptDB’s proxy, we
measure the server and proxy processing times for the same types
of SQL queries as above. Figure 12 shows the results. We can
see that there is an overall server latency increase of 20% with
CryptDB, which we consider modest. The proxy adds an average
of 0.60 ms to a query; of that time, 24% is spent in MySQL proxy,
23% is spent in encryption and decryption, and the remaining 53% is
spent parsing and processing queries. The cryptographic overhead is
relatively small because most of our encryption schemes are efficient;
Figure 13 shows their performance. OPE and HOM are the slowest,
but the ciphertext pre-computing and caching optimization (§3.5)
masks the high latency of queries requiring OPE and HOM. Proxy?
in Figure 12 shows the latency without these optimizations, which
is significantly higher for the corresponding query types. SELECT
queries that involve a SUM use HOM but do not benefit from this
optimization, because the proxy performs decryption, rather than
encryption.

In all TPC-C experiments, the proxy used less than 20 MB of
memory. Caching ciphertexts for the 30,000 most common values
for OPE accounts for about 3 MB, and pre-computing ciphertexts
and randomness for 30,000 values at HOM required 10 MB.

8.4.2 Multi-User Web Applications
To evaluate the impact of CryptDB on application performance, we
measure the throughput of phpBB for a workload with 10 parallel
clients, which ensured 100% CPU load at the server. Each client
continuously issued HTTP requests to browse the forum, write and
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Evaluation: Multi-User

❖ With 10 parallel clients, the 14.5% of throughput losses 
by CryptDB.
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Figure 14: Throughput comparison for phpBB. “MySQL” denotes
phpBB running directly on MySQL. “MySQL+proxy” denotes phpBB
running on an unencrypted MySQL database but going through MySQL
proxy. “CryptDB” denotes phpBB running on CryptDB with notably
sensitive fields annotated and the database appropriately encrypted. Most
HTTP requests involved tens of SQL queries each. Percentages indicate
throughput reduction relative to MySQL.

DB Login R post W post R msg W msg
MySQL 60 ms 50 ms 133 ms 61 ms 237 ms
CryptDB 67 ms 60 ms 151 ms 73 ms 251 ms

Figure 15: Latency for HTTP requests that heavily use encrypted fields
in phpBB for MySQL and CryptDB. R and W stand for read and write.

read posts, as well as write and read private messages. We pre-loaded
forums and user mailboxes with messages. In this experiment, we
co-located the MySQL DBMS, the CryptDB proxy, and the web
application server on a single-core machine, to ensure we do not
add additional resources for a separate proxy server machine to the
system in the CryptDB configuration. In practice, an administrator
would likely run the CryptDB proxy on another machine for security.

Figure 14 shows the throughput of phpBB in three different con-
figurations: (1) connecting to a stock MySQL server, (2) connecting
to a stock MySQL server through MySQL proxy, and (3) connecting
to CryptDB, with notably sensitive fields encrypted as summarized
in Figure 9, which in turn uses a stock MySQL server to store
encrypted data. The results show that phpBB incurs an overall
throughput loss of just 14.5%, and that about half of this loss comes
from inefficiencies in MySQL proxy unrelated to CryptDB. Fig-
ure 15 further shows the end-to-end latency for five types of phpBB
requests. The results show that CryptDB adds 7–18 ms (6–20%) of
processing time per request.

8.4.3 Storage
CryptDB increases the amount of the data stored in the DBMS,
because it stores multiple onions for the same field, and because
ciphertexts are larger than plaintexts for some encryption schemes.
For TPC-C, CryptDB increased the database size by 3.76⇥, mostly
due to cryptographic expansion of integer fields encrypted with
HOM (which expand from 32 bits to 2048 bits); strings and binary
data remains roughly the same size. For phpBB, the database size
using an unencrypted system was 2.6 MB for a workload of about
1,000 private messages and 1,000 forum posts generated by 10
users. The same workload on CryptDB had a database of 3.3 MB,
about 1.2⇥ larger. Of the 0.7 MB increase, 230 KB is for storage
of access keys, 276 KB is for public keys and external keys, and
166 KB is due to expansion of encrypted fields.

8.4.4 Adjustable Encryption
Adjustable query-based encryption involves decrypting columns to
lower-security onion levels. Fortunately, decryption for the more-

secure onion layers, such as RND, is fast, and needs to be performed
only once per column for the lifetime of the system.2 Removing
a layer of RND requires AES decryption, which our experimental
machine can perform at ⇠200 MB/s per core. Thus, removing an
onion layer is bottlenecked by the speed at which the DBMS server
can copy a column from disk for disk-bound databases.

9 RELATED WORK
Search and queries over encrypted data. Song et al. [46] describe
cryptographic tools for performing keyword search over encrypted
data, which we use to implement SEARCH. Amanatidis et al. [2]
propose methods for exact searches that do not require scanning
the entire database and could be used to process certain restricted
SQL queries. Bao et al. [3] extend these encrypted search methods
to the multi-user case. Yang et al. [51] run selections with equality
predicates over encrypted data. Evdokimov and Guenther present
methods for the same selections, as well as Cartesian products and
projections [15]. Agrawal et al. develop a statistical encoding that
preserves the order of numerical data in a column [1], but it does not
have sound cryptographic properties, unlike the scheme we use [4].
Boneh and Waters show public-key schemes for comparisons, subset
checks, and conjunctions of such queries over encrypted data [5],
but these schemes have ciphertext lengths that are exponential in the
length of the plaintext, limiting their practical applicability.

When applied to processing SQL on encrypted data, these tech-
niques suffer from some of the following limitations: certain basic
queries are not supported or are too inefficient (especially joins and
order checks), they require significant client-side query processing,
users either have to build and maintain indexes on the data at the
server or to perform sequential scans for every selection/search, and
implementing these techniques requires unattractive changes to the
innards of the DBMS.

Some researchers have developed prototype systems for subsets
of SQL, but they provide no confidentiality guarantees, require a
significant DBMS rewrite, and rely on client-side processing [9,
12, 22]. For example, Hacigumus et al. [22] heuristically split the
domain of possible values for each column into partitions, storing
the partition number unencrypted for each data item, and rely on
extensive client-side filtering of query results. Chow et al. [8] require
trusted entities and two non-colluding untrusted DBMSes.

Untrusted servers. SUNDR [28] uses cryptography to provide
privacy and integrity in a file system on top of an untrusted file server.
Using a SUNDR-like model, SPORC [16] and Depot [30] show how
to build low-latency applications, running mostly on the clients,
without having to trust a server. However, existing server-side appli-
cations that involve separate database and application servers cannot
be used with these systems unless they are rewritten as distributed
client-side applications to work with SPORC or Depot. Many appli-
cations are not amenable to such a structure.

Companies like Navajo Systems and Ciphercloud provide a
trusted application-level proxy that intercepts network traffic be-
tween clients and cloud-hosted servers (e.g., IMAP), and encrypts
sensitive data stored on the server. These products appear to break
up sensitive data (specified by application-specific rules) into tokens
(such as words in a string), and encrypt each of these tokens using
an order-preserving encryption scheme, which allows token-level
searching and sorting. In contrast, CryptDB supports a richer set of
operations (most of SQL), reveals only relations for the necessary
classes of computation to the server based on the queries issued
by the application, and allows chaining of encryption keys to user
passwords, to restrict data leaks from a compromised proxy.

2Unless the administrator periodically re-encrypts data/columns.
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Figure 14: Throughput comparison for phpBB. “MySQL” denotes
phpBB running directly on MySQL. “MySQL+proxy” denotes phpBB
running on an unencrypted MySQL database but going through MySQL
proxy. “CryptDB” denotes phpBB running on CryptDB with notably
sensitive fields annotated and the database appropriately encrypted. Most
HTTP requests involved tens of SQL queries each. Percentages indicate
throughput reduction relative to MySQL.

DB Login R post W post R msg W msg
MySQL 60 ms 50 ms 133 ms 61 ms 237 ms
CryptDB 67 ms 60 ms 151 ms 73 ms 251 ms

Figure 15: Latency for HTTP requests that heavily use encrypted fields
in phpBB for MySQL and CryptDB. R and W stand for read and write.

read posts, as well as write and read private messages. We pre-loaded
forums and user mailboxes with messages. In this experiment, we
co-located the MySQL DBMS, the CryptDB proxy, and the web
application server on a single-core machine, to ensure we do not
add additional resources for a separate proxy server machine to the
system in the CryptDB configuration. In practice, an administrator
would likely run the CryptDB proxy on another machine for security.

Figure 14 shows the throughput of phpBB in three different con-
figurations: (1) connecting to a stock MySQL server, (2) connecting
to a stock MySQL server through MySQL proxy, and (3) connecting
to CryptDB, with notably sensitive fields encrypted as summarized
in Figure 9, which in turn uses a stock MySQL server to store
encrypted data. The results show that phpBB incurs an overall
throughput loss of just 14.5%, and that about half of this loss comes
from inefficiencies in MySQL proxy unrelated to CryptDB. Fig-
ure 15 further shows the end-to-end latency for five types of phpBB
requests. The results show that CryptDB adds 7–18 ms (6–20%) of
processing time per request.

8.4.3 Storage
CryptDB increases the amount of the data stored in the DBMS,
because it stores multiple onions for the same field, and because
ciphertexts are larger than plaintexts for some encryption schemes.
For TPC-C, CryptDB increased the database size by 3.76⇥, mostly
due to cryptographic expansion of integer fields encrypted with
HOM (which expand from 32 bits to 2048 bits); strings and binary
data remains roughly the same size. For phpBB, the database size
using an unencrypted system was 2.6 MB for a workload of about
1,000 private messages and 1,000 forum posts generated by 10
users. The same workload on CryptDB had a database of 3.3 MB,
about 1.2⇥ larger. Of the 0.7 MB increase, 230 KB is for storage
of access keys, 276 KB is for public keys and external keys, and
166 KB is due to expansion of encrypted fields.

8.4.4 Adjustable Encryption
Adjustable query-based encryption involves decrypting columns to
lower-security onion levels. Fortunately, decryption for the more-

secure onion layers, such as RND, is fast, and needs to be performed
only once per column for the lifetime of the system.2 Removing
a layer of RND requires AES decryption, which our experimental
machine can perform at ⇠200 MB/s per core. Thus, removing an
onion layer is bottlenecked by the speed at which the DBMS server
can copy a column from disk for disk-bound databases.

9 RELATED WORK
Search and queries over encrypted data. Song et al. [46] describe
cryptographic tools for performing keyword search over encrypted
data, which we use to implement SEARCH. Amanatidis et al. [2]
propose methods for exact searches that do not require scanning
the entire database and could be used to process certain restricted
SQL queries. Bao et al. [3] extend these encrypted search methods
to the multi-user case. Yang et al. [51] run selections with equality
predicates over encrypted data. Evdokimov and Guenther present
methods for the same selections, as well as Cartesian products and
projections [15]. Agrawal et al. develop a statistical encoding that
preserves the order of numerical data in a column [1], but it does not
have sound cryptographic properties, unlike the scheme we use [4].
Boneh and Waters show public-key schemes for comparisons, subset
checks, and conjunctions of such queries over encrypted data [5],
but these schemes have ciphertext lengths that are exponential in the
length of the plaintext, limiting their practical applicability.

When applied to processing SQL on encrypted data, these tech-
niques suffer from some of the following limitations: certain basic
queries are not supported or are too inefficient (especially joins and
order checks), they require significant client-side query processing,
users either have to build and maintain indexes on the data at the
server or to perform sequential scans for every selection/search, and
implementing these techniques requires unattractive changes to the
innards of the DBMS.

Some researchers have developed prototype systems for subsets
of SQL, but they provide no confidentiality guarantees, require a
significant DBMS rewrite, and rely on client-side processing [9,
12, 22]. For example, Hacigumus et al. [22] heuristically split the
domain of possible values for each column into partitions, storing
the partition number unencrypted for each data item, and rely on
extensive client-side filtering of query results. Chow et al. [8] require
trusted entities and two non-colluding untrusted DBMSes.

Untrusted servers. SUNDR [28] uses cryptography to provide
privacy and integrity in a file system on top of an untrusted file server.
Using a SUNDR-like model, SPORC [16] and Depot [30] show how
to build low-latency applications, running mostly on the clients,
without having to trust a server. However, existing server-side appli-
cations that involve separate database and application servers cannot
be used with these systems unless they are rewritten as distributed
client-side applications to work with SPORC or Depot. Many appli-
cations are not amenable to such a structure.

Companies like Navajo Systems and Ciphercloud provide a
trusted application-level proxy that intercepts network traffic be-
tween clients and cloud-hosted servers (e.g., IMAP), and encrypts
sensitive data stored on the server. These products appear to break
up sensitive data (specified by application-specific rules) into tokens
(such as words in a string), and encrypt each of these tokens using
an order-preserving encryption scheme, which allows token-level
searching and sorting. In contrast, CryptDB supports a richer set of
operations (most of SQL), reveals only relations for the necessary
classes of computation to the server based on the queries issued
by the application, and allows chaining of encryption keys to user
passwords, to restrict data leaks from a compromised proxy.

2Unless the administrator periodically re-encrypts data/columns.
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Third, given an execution plan, the library issues one or more
queries to the encrypted database, which does not have access to the
decryption keys and can execute operations only over encrypted data.
The database runs unmodified DBMS software, such as Postgres,
with several user-defined functions (UDFs) provided by MONOMI
that implement operations on encrypted data. MONOMI conserva-
tively encrypts all data stored in the database, although in practice
non-sensitive data could be stored as plaintext for efficiency. Once
the client library receives intermediate results from the database,
decrypts them, and executes any remaining operations that could
not be efficiently performed at the server, the results are sent to the
application, as if executed on a standard SQL database.

4. SPLIT CLIENT/SERVER EXECUTION
In order to execute queries that cannot be computed on the server
alone, MONOMI partitions the execution of each query across the
untrusted server, which has access only to encrypted data, and a
trusted client machine, which has access to the decryption keys
necessary to decrypt the encrypted data.

Consider TPC-H query 11, as shown in Figure 2. This query
requires checking whether a SUM() for each group is greater than a
sub-select expression that computes its own SUM() and multiplies
it by a constant. MONOMI’s encryption schemes cannot support
such queries directly over encrypted data, as described in the previ-
ous section, because addition and comparison involve incompatible
encryption schemes, and because no efficient encryption scheme
allows multiplication of two encrypted values.

SELECT ps_partkey,
SUM(ps_supplycost * ps_availqty) AS value

FROM partsupp JOIN supplier JOIN nation
WHERE n_name = :1
GROUP BY ps_partkey
HAVING SUM(ps_supplycost * ps_availqty) > (
SELECT SUM(ps_supplycost * ps_availqty) * 0.0001
FROM partsupp JOIN supplier JOIN nation
WHERE n_name = :1 )

ORDER BY value DESC;

Figure 2: TPC-H query 11, with join clauses omitted for brevity.

To answer such queries, MONOMI partitions the execution of the
query between the client and the server, by constructing a SQL oper-
ator tree for the query, consisting of regular SQL operators and de-
cryption operators that execute on the client, as well as RemoteSQL
operators that execute a SQL statement over encrypted data on the
untrusted server. For example, Figure 3 shows a potential split query
plan for executing TPC-H query 11.

The general algorithm for computing a split query plan is pre-
sented in Algorithm 1. This algorithm can handle arbitrary SQL
queries, but we explain its operation using TPC-H query 11 as an
example, as follows.

Lines 6–13 try to find a way to execute the WHERE n_name=:1
clause on the server. The REWRITESERVER(expr,E,enctype) func-
tion returns an expression for computing the value of expr at the
server, encrypted with enctype, given a set of encrypted columns
E. For enctype=PLAIN, REWRITESERVER produces an expression
which generates the plaintext value of expr. In our example, this
translates n_name=:1 to n_name_DET=encrypt(:1), which pro-
duces the same (plaintext) boolean value without revealing n_name.

Lines 14–18 try to move the GROUP BY clause to the server, by us-
ing REWRITESERVER to find a deterministic encryption of the group
keys (in our example, ps_partkey) by passing in a DET enctype.

input :Q, an abstract syntax tree (AST) for the query.
E, a description of the available encrypted columns.

output :P, a plan node for query, such as the one in Figure 3.

1 for s in subqueries in Q.relations do
2 p GENERATEQUERYPLAN(Q,E)
3 Replace s with p in Q.relations
4 RemoteQ Q // Query to run over encrypted data
5 LocalFilters []
6 for c in Q.join_clauses || [Q.where_clause] do
7 c0  REWRITESERVER(c,E,PLAIN)
8 if c0 6= Nil then // c computable on server
9 Replace c with c0 in RemoteQ

10 else
11 Remove c from RemoteQ
12 Add c to LocalFilters
13 Add EXPRS(c) to RemoteQ.projections

14 RemoteQ.group_by.keys []
15 for k in Q.group_by.keys do
16 k0  REWRITESERVER(k,E,DET)
17 if k0 6= Nil then
18 Add k0 to RemoteQ.group_by.keys

19 LocalGroupBy Nil
20 LocalHaving Nil
21 if RemoteQ.group_by.keys.size = Q.group_by.keys.size then

// GROUP BY pushed onto server
22 f 0  REWRITESERVER(Q.group_by.having,E,PLAIN)
23 RemoteQ.group_by.having f 0
24 if f 0 = Nil and Q.group_by.having 6= Nil then
25 LocalHaving Q.group_by.having
26 Add EXPRS(LocalHaving) to RemoteQ.projections

27 else // Compute GROUP BY on client
28 RemoteQ.group_by Nil
29 LocalGroupBy Q.group_by
30 for k in LocalGroupBy.keys || [LocalGroupBy.having] do
31 Add EXPRS(k) to RemoteQ.projections

32 for p in Q.projections do
33 p0  REWRITESERVER(p,E,ANY)
34 if p0 = Nil then
35 Replace p with EXPRS(p) in RemoteQ.projections
36 else
37 Replace p with p0 in RemoteQ.projections

38 P LOCALDECRYPT(REMOTESQL(RemoteQ))
39 for f in LocalFilters do
40 P LOCALFILTER(P, f)
41 if LocalHaving 6= Nil then

// Client-side computation of just HAVING
42 P LOCALGROUPFILTER(P,LocalHaving)
43 else if LocalGroupBy 6= Nil then

// Client-side GROUP BY and maybe HAVING
44 P LOCALGROUPBY(P,LocalGroupBy)
45 return P

Algorithm 1: Pseudo-code for GENERATEQUERYPLAN. For
brevity, the pseudo-code assumes that the query is a SELECT state-
ment and does not have ORDER BY and LIMIT components. The
pseudo-code also does not keep track of the positions of projections
necessary to reconstruct expressions on the client.
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Figure 4: Execution time of TPC-H queries under various systems, normalized to the execution time of plaintext Postgres (shown in parentheses).
Query 21 times out on all systems at scale 10 due to correlated subqueries, but incurs a 1.04⇥ overhead with MONOMI relative to plaintext at scale 1.

the Postgres server to 8 GB of RAM on the server, and flush both
the OS buffer cache and the Postgres buffer pool before running
each query. Results using 4 GB and 24 GB of RAM are similar. To
simulate a wide-area network connection between the client and a
server running in a remote data center, we use the tc command in
Linux to throttle the network bandwidth between the two machines
to 10 Mbit/s. We use ssh -C -c blowfish to compress network
traffic between the client and server machines for all experiments.

We use multiple cores to speed up decryption (on the client)
and homomorphic multiplication (on the server), using at most 8
threads. We further speed up decryption on the client by caching
the decryptions of repeating ciphertexts, using a cache size of 512
elements with a random eviction policy.

In all physical designs, we use the primary key definitions spec-
ified by the TPC-H benchmark. For encrypted designs, we index
over the deterministic version of the column. We create only one
secondary index over the o_custkey column, which we applied to
all physical designs. We cluster each table on its primary key.

Queries 17, 20, and 21 cause trouble for the Postgres optimizer:
they involve correlated subqueries, which the optimizer is unable
to handle efficiently. We modified the query text for queries 17 and
20 to work around this issue by de-correlating the subqueries via
explicit joins. We used the modified texts both as inputs to MONOMI,
and to execute the plaintext query for our experiments. Query 21
had no obvious re-write, so we left it in its original form.

To provide a fair comparison between MONOMI and plaintext
query processing, we make a few modifications to the plaintext
schema. First, we replace all DECIMAL data types with regular in-
tegers, because integer arithmetic is much faster. Additionally, we
found that SUM() was a CPU bottleneck for some of the plaintext
queries, because it was emulating infinite size arithmetic in soft-
ware. Thus, we replace SUM() with a custom aggregate UDF which
performs regular integer addition without regard for overflow.

Finally, we modify the plaintext execution for TPC-H query 18
to speed up plaintext performance. Query 18 contains an outer
SELECT statement with a predicate of the form o_orderkey IN (
subselect ) . We run query 18 as two separate queries, fully
materializing the inner subselect on the client. This is more efficient
because it allows the Postgres optimizer to use a bitmap index scan
on the orders table when answering the outer SELECT statement.

8.2 Overall efficiency
To understand how much overhead MONOMI imposes for securely
executing queries over encrypted data, we compare the runtime of
TPC-H queries using a plaintext Postgres database to using MONOMI
with space constraint factor S = 2. The MONOMI bars in Figure 4
show the slowdown imposed by MONOMI. The median overhead is
only 1.24⇥, and ranges from 1.03⇥ for query 7 to 2.33⇥ for query
11. We believe these modest overheads show that analytical queries
over encrypted data are practical in many cases.

To the best of our knowledge, MONOMI is the first system that
can efficiently execute TPC-H queries over encrypted data, making
it difficult to construct a head-to-head comparison with state-of-
the-art approaches for encrypted query processing. For example,
the only TPC-H queries that CryptDB can execute are 2, 4, 12,
and 22. Nonetheless, to provide some form of comparison, we
constructed a modified version of CryptDB that is able to execute
the same TPC-H queries as MONOMI. This modified version of
CryptDB, which we call CryptDB+Client, executes as much of
the query on the server as possible, using only techniques found
in the original CryptDB design, and executes the rest of the query
on the client using Algorithm 1 (which is something that CryptDB
did not support). The bar CryptDB+Client in Figure 4 shows that
MONOMI outperforms this approach by 3.16⇥ in the median case.

8.3 Technique performance
The previous subsection shows that MONOMI achieves good perfor-
mance for TPC-H queries. To understand what techniques contribute
to MONOMI’s effectiveness, we measure the time taken to execute
TPC-H queries by allowing the designer to use one additional tech-
nique from §5 per experiment, and finally adding the optimizing
planner. Figure 5 shows the mean and geometric mean execution
times for the TPC-H queries with different optimizations applied
cumulatively, and Figure 6 provides the execution time for example
queries that benefit the most from each of the optimizations.

In these experiments, we start with the CryptDB+Client system
from §8.2, and introduce one technique at a time. We use a greedy
physical design and plan formulation for this experiment—that is,
for each new technique we introduce, we always apply it if possible.

The first optimization, +Col packing, refers to packing multiple
integer values from the same row into a single Paillier ciphertext.
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Figure 6: Running times of queries before and after a specific optimiza-
tion is applied. For each optimization, we show the query that benefits
the most from that optimization.

The runtime of query 17 is reduced by this optimization because
it involves scanning the large lineitem table, and scans are much
faster when there are fewer large Paillier ciphertexts stored per row.

The +Precomputation optimization refers to materializing en-
crypted values of certain expressions on the server. Query 1 ben-
efits the most from this optimization because it involves aggre-
gates over expressions that themselves cannot be computed at the
server, such as SUM(l_extendedprice * (1 - l_discount)).
Precomputing the Paillier encryption of l_extendedprice * (1
- l_discount) allows the server to compute the entire aggregate.

The +Columnar agg optimization refers to packing integer val-
ues from multiple rows into a single Paillier ciphertext. As described
in §7, we split the storage of Paillier ciphertexts into a separate file,
rather than storing them in the row itself. Query 5 benefits from this
optimization because it computes an aggregate on the lineitem
table, and packing multiple rows into a single ciphertext significantly
reduces the amount of data read from disk.

The +Other optimization refers to pre-filtering and other opti-
mizations. Query 18 benefits the most, because pre-filtering helps
the server filter out some results, which both reduces the size of the
intermediate results sent to the client, and the amount of work the
server has to do to generate these intermediate results.

The last optimization, +Planner, uses MONOMI’s planner to
choose the best execution plan for each query. This is in contrast to a

greedy execution strategy, which greedily executes all computation
on the server whenever possible. This significantly improves the
throughput of query 18, because it involves computing an aggregate
for many distinct groups, where each group has few rows. The cost
of decrypting the homomorphic ciphertext is higher than the cost of
sending over the individual rows and aggregating them on the client.

In fact, the planner improves the performance of many TPC-
H queries, and does not hurt any of them, as shown in Figure 4.
The Execution-Greedy bar in Figure 4 corresponds to the +Other
optimization level, and the performance of MONOMI is often better,
and never worse than, the performance of Execution-Greedy.

8.4 Space and CPU overheads
Table 2 shows the amount of disk space used on the server by a
plaintext database, MONOMI, and the two alternatives described
previously: CryptDB+Client and Execution-Greedy. As can be
seen from this data, MONOMI incurs only a 1.72⇥ space overhead.
CryptDB+Client incurs a much higher space overhead because it
does not use space-efficient encryption schemes. Execution-Greedy
has a slightly higher space overhead than MONOMI because it ma-
terializes some additional columns on the server that MONOMI’s
designer does not choose.

System Size (GB) Relative to plaintext
Plaintext 17.10 –
CryptDB+Client 71.98 4.21⇥
Execution-Greedy 32.55 1.90⇥
MONOMI 29.38 1.72⇥

Table 2: Server space requirements for the TPC-H workload, under
several systems, and the overhead compared to plaintext.

To evaluate the CPU overhead imposed by MONOMI, we consider
two scenarios. In the first scenario, the user runs the query on a local
database (using plaintext Postgres, since the machine is trusted). In
the second scenario, the user runs the query on a remote untrusted
machine using MONOMI, and uses the local machine to run the
MONOMI client library. Figure 7 shows the ratio of the CPU time
spent by the client library in scenario two divided by the total time
spent by the plaintext database in scenario one.
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Figure 7: Ratio of the client CPU time required to execute a query using
MONOMI compared to the client time that would be required to execute
the query using a local Postgres server.

Ideally, this ratio would always be less than one, indicating that
it always takes less CPU time to outsource query processing using
MONOMI. For most queries, this is true, except for queries 9, 10, 11,
and 18. In those queries, the MONOMI client library spends a lot of
time in decryption. We believe this is acceptable because it is easy
to parallelize decryption across many cores on the client (whereas
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Algorithm 1 (OPE Tree traversal for a value v).
1: Cl$ Ser: The client asks the server for the ciphertext

c0 at the root of the OPE tree.
2: Cl: The client decrypts c0 and obtains v0.
3: Cl! Ser: If v < v0, the client tells the server “left”;

if v = v0 the client tells the server “found”; if v > v0,
the client tells the server “right”.

4: Ser: The server returns the next ciphertext c00 based
on the client’s information, and goes back to step 2.

5: Ser, Cl: The algorithm stops when v is found, or
when the server arrives at an empty spot in the tree.
The outcome of the algorithm is the resulting pointer
in the OPE Tree, the path in the OPE Tree from the
root, and whether v was found.

Figure 3. OPE Tree traversal algorithm. The text in blue indicates at which
party each piece of computation happens (Cl or Ser).

down to the node indicates the relative order of the node
with respect to the other tree nodes. If we label each left
edge with a “0” bit and each right edge with a “1” bit, we
can represent the path to a node from the root using the
bitwise concatenation of labels from the corresponding tree
edges. For example, the path for the value 10 is (binary)
00, which is decimal 0; the path of 25 is (binary) 01, which
is decimal 1; and the path of 55 is (binary) 10, which is
decimal 2. We can see that these values preserve the order of
the plaintexts. One has to be careful about nodes higher in
the tree. For example, the path of 32 (the root) is the empty
string. The empty string is not larger than 0 and smaller than
2. Therefore, we pad all paths to the same length (e.g., 32
or 64 bits in practice) by defining the OPE encoding of a
value as follows:

OPE encoding = [path]10 . . .0, (1)

where there are as many zero bits as necessary to pad the
value to a desired ciphertext size m. For example, if m = 3
as in Fig. 2, the encoding of the root value 32 is decimal
4, the encoding of 10 is decimal 1 and the encoding of 55
is decimal 5. We can see that the order of encodings is
preserved for all values.

Tree balancing. To ensure that OPE encodings do not grow
too large, mOPE must maintain a logarithmic tree height,
which requires occasional balancing operations. For example,
in a B-tree, if a node contains too many items, the node
gets split into two nodes and the parent node receives an
additional child. If the parent node also contains too many
items, the split propagates upward.

Tree balancing is precisely what mutates the OPE encoding:
after a rebalancing, a node may move to a different part of
the tree, thus changing its path in the tree. As we show
later in §V, any OPE scheme without mutation must have

infeasibly long OPE encodings, and we can see how mOPE’s
mutation ensures that OPE encodings stay short.

After balancing the OPE Tree, the OPE server must update
any server-side storage containing OPE encodings (e.g.,
update the relevant values in a database). This is why it
is important for the OPE server to be co-located with the
system using our OPE scheme.

Locating and modifying previously stored encodings can
also require a significant amount of time. In §VIII we present
a technique called a transformation summary that allows
us to concisely describe tree rebalancing operations with a
short O(logn) summary, and to precisely scope the range of
affected encoding values, so that encoding updates can be
performed efficiently in one pass over the affected range of
values.

Amortized cost. The client work in this protocol is O(logn),
where n is the total number of values encoded, and the order-
preserving encoding similarly requires just O(logn) bits. This
is because the tree has logarithmic height. Furthermore, the
client need not be involved in rebalancing: even though
the server does not know the underlying plaintext values,
the server can perform tree rebalancing without any client
involvement, because it needs to know only order information,
which is already available from the tree on the server.

Let us now examine the server-side cost of updating
encodings. Traditional logarithmic cost bounds for trees (such
as a B-tree) are computed by considering only the number
of nodes touched during a balance. However, the number of
affected ciphertexts is the number of children in the subtrees
of nodes moved during a balancing operation, which can be
asymptotically larger. For example, if one node moves higher
up in the tree, only a few nodes may be touched by this
rebalancing operation, but all the children of this node change
their OPE encodings. In theory, a scapegoat tree provides
O(logn) cost in this model. However, in practice we use a B-
tree, even though they have non-logarithmic worst-case cost,
because their actual cost in our experiments was less than
the cost of scapegoat trees, and few ciphertexts are updated
on average (§X). We recommend scapegoat trees be used
only when embedding our scheme in theoretical schemes
with constraints on server-side asymptotic performance.

Stale encodings. Tree rebalancings pose another challenge
because an OPE encoding of a particular value can become
stale. Consider a situation where an application first obtains
an OPE encoding of some value, by invoking the OPE client,
and then performs more work, which causes inserts and tree
rebalancings at the server. The rebalancing operations can
cause the application’s original OPE encoding to become
stale, meaning that the encoding no longer corresponds to
the value’s position in the tree. If the application were to
use a stale encoding, it could obtain incorrect results.

To prevent staleness, we introduce a mapping at the server
called the OPE Table, as shown in Fig. 2. Whenever a new
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❖ An encrypted binary search tree."

❖ Raluca Ada Popa, Frank H. Li, and 
Nickolai Zeldovich. An Ideal-Security 
Protocol for Order-Preserving Encoding. 
In Proceedings of the 34th IEEE 
Symposium on Security and Privacy 
(IEEE S&P/Oakland), 2013."

❖ Extends CryptDB to support 
order-preserving queries.

x93d12a = 32

x13e72b = 20 x27716c = 69

xc7a5ce = 25x54256e = 10

0

0 1

1

OPE Tree: OPE Table: Ciphertext
OPE Encoding
[path]10..0

x93d12a

...

x13e72b
x27716c
x54256e
xc7a5ce

[]100 = decimal 4
[0]10 = decimal 2
[1]10 = decimal 6
[00]1 = decimal 1
[01]1 = decimal 3

OPE Server

OPE Client

secret key interaction

Figure 2. Overview of mOPE’s data structures. Each node in the OPE Tree contains a DET ciphertext (the hexadecimal value); for the reader’s information,
the gray block shows the corresponding plaintext value, but this is not stored in the tree. Child pointers are labeled with 0 or 1 to indicate the path encoding.

A. Cryptographic preliminaries and notation

For a distribution D , we write d D when d is sampled
at random from the distribution D . If S is a set, d S means
d is sampled from the uniform distribution over the set S.
The security parameter throughout the paper is . We say that
f () is negligible if f () = o(�c) for every fixed constant
c. We write negl() to denote a negligible function.

When saying that a Turing machine A is p.p.t. we mean
that A is a uniform probabilistic polynomial time machine.

By RND, we will refer to any standard IND-CCA2
symmetric key encryption scheme, RND= (RND.KeyGen,
RND.Enc, RND.Dec). By DET, we will refer to any deter-
ministic encryption scheme whose security property is that
of a pseudo-random function [16], DET = (DET.KeyGen,
DET.Enc, DET.Dec). Both RND and DET can be imple-
mented with any standard cipher, for example AES, except
that DET always uses a constant IV.

IV. MUTABLE ORDER-PRESERVING ENCODING (MOPE)

We first present the intuition for our scheme. Let’s start
by considering an ideal order-preserving encoding and see
how we can achieve it. Suppose that the client wants to
encrypt five values: 69, 32, 20, 10, and 25. A potential set of
order-preserving encodings for these values is 5, 4, 2, 1, and
3, respectively. We can see that this encoding is ideal because
it simply informs the server of the order of the values, and
nothing else. However, the challenge in achieving such an
encoding is that, when the client encodes an input x (e.g.,
69 above), it does not know the future values to be encoded,
so it does not know the order of x with respect to them (e.g.,
that 69 will be the fifth value).

Our insight for addressing this challenge is for the client
to selectively read previously encoded ciphertexts stored at
the server and to mutate a small number of ciphertexts when
needed. We show that it is possible to ensure the client reads
only a small number of ciphertexts (logarithmic in the total
number of encoded values).

Tree construction. Our basic idea is to have the encoded
values organized at the server in a search tree. A binary
search tree is a tree in which for each node v, all the nodes

in the left subtree of v are strictly smaller than v and all the
nodes in right subtree of v are strictly larger than v.

For simplicity of exposition, we present our construction
in terms of a binary tree, even though our implementation
uses a b-ary B-tree. All of our techniques extend to b-
ary trees in a straightforward fashion. We chose a B-tree
because it has many advantages for mOPE: it has logarithmic
worst-case cost for insert, delete, and lookup, it enables
efficient ciphertext updates based on concise transformation
summaries (§VIII), and it facilitates verifying that a malicious
server produced correct answers (§VII).

In our tree, each node of the tree contains the DET
encryption of a value (under the client’s secret key sk), but
the ciphertexts are arranged in the tree based on the order
of the plaintext values. Fig. 2 shows such a tree, which we
denote the OPE Tree. Since the client may encrypt a large
number of values, we store this tree on the untrusted server.
We can see that the plaintext values in the left subtree of
each node are smaller than the node value, and the values
in the right subtree are larger.

Of course, the server does not know the underlying
plaintext values, so it cannot arrange the tree in this form;
the client will help the server find the location in the tree
where to insert a value. To illustrate how the client does this,
suppose the client wants to encode 55 using the tree state
shown in Fig. 2. The client first requests the root node of
the tree, and the server returns x93d12a, which the client
decrypts to 32. Since 55 > 32, the client requests the right
child of the root from the server, and the server responds with
x27716c, which the client decrypts to 69. Finally, the client
requests the left child of the last node requested, and the
server responds that there is no such child. This means that
the client can insert a new node in this position, containing
the DET encryption of 55. Note that, crucially, the client told
the server only order information (namely, if the value being
encoded is to the left or to the right of another value), and
thus this interaction does not reveal anything else besides
the order. Fig. 3 provides the general algorithm.

Binary encoding. So what is the OPE encoding of the
newly inserted value 55? Observe that the path from the root
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Discussion

❖ Even though the security problem is released by 
CryptDB but the cost on it cannot be ignored. 
Considering the business benefit only, will the reward 
from the increased security cover the cost on the system?"

❖ What percentage of developers actually modify a large 
framework which they customized for their needs?"

❖ Somebody would like to discuss how Google's and MIT 
LL's implementations differ.
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Discussion

❖ Is there any way to remove the proxy from this 
architecture but not end up using private/public key 
cryptography for everything?"

❖ Could CryptDB use its training ability in order to find 
the optimal interval for re-encrypting the columns?  
If not (say because traffic and queries are constantly 
changing), is there any other methodology to use (e.g. 
re-encrypt if all columns are at the minimum level)?
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Conclusion

❖ CryptDB is an encrypted database system which is:"

❖ 1. practical and confidential,"

❖ 2. running queries over encrypted data,"

❖ 3. dynamically adjusting encryption level,"

❖ 4. minimized information leakage on untrusted server.
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