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Abstract. We considera model of learningBooleanfunctionsfrom quantum
membeship queries This modelwas studiedin [26], whereit was shovn that
ary classof Booleanfunctionswhichis information-theoreticallyearnablefrom
polynomiallymary quantummembershigueriess alsoinformation-theoretically
learnablegfrom polynomiallymary classicaimembershimueries.

In this paperwe establisha strongcomputationalseparatiorbetweenquantum
andclassicallearning.We prove thatif ary cryptographicone-way function ex-
ists, thenthereis a classof Booleanfunctionswhich is polynomial-timelearn-
ablefrom quantummembershimueriesbut not polynomial-timelearnablefrom
classicalmembershipueries.A novel consequencef our resultis a quantum
algorithmthatbreaksa generakryptographiconstructionvhichis securen the
classicaketting.

1 Intr oduction

Over the pastdecadethe study of quantumcomputationhasgeneratednuch excite-
mentandattractedntenseresearchattention Oneof themostinterestingaspect®f this
new computingparadigmis the possibility thatpolynomial-timequantumcomputation
may be strictly morepowerful thanpolynomial-timeclassicakcomputationj.e. thatthe
quantumclassBQP may strictly containBPP. Evidencefor this possibility hasbeen
provided by Shor[27], who gave polynomial-timequantumalgorithmsfor factoring
anddiscretelogarithms,two problemswhich are not known to have polynomial-time
classicaklgorithms.

Sincemary importantilearningproblemsarenotknownto besolvablein polynomial
time, from alearningtheoryperspectie the prospeciof gainingcomputingpower via
quantumcomputatioris quiteintriguing. It is naturalto askwhetherefficient quantum
algorithmscanbedesignedor learningproblemgsuchasthe problemof learningDNF
formulae)which have thusfar resistecefforts to constructpolynomial-timealgorithms.
The ultimate goal of researchalongtheselines would be to constructquantumalgo-
rithms which learn using traditional (classical)exampleoracles,but suchalgorithms
arenotyetknown.

1.1 PreviousWork

As afirst stepin this direction, several researcherbave studiedquantumlearningal-
gorithmswhich have accesgo quantumoracles so in this framework the sourceof



examplesaswell asthe learningalgorithmitself is assumedo operatein a quantum
fashion.The first work alongtheselinesis dueto BshoutyandJacksor{10] who de-
fined a quantumPAC oracleandgave an efficient algorithmfor learningDNF from a
uniform-distritution quantumPAC oracle.

In a different community mary compleity theory researcherdiave studiedthe
power of quantumcomputationwith a black-boxquantumoracle[3-8,11,13,16,28,
31]. This researcthasfocusedon understandinghe relationshipbetweerthe number
of quantumversusclassicablack-boxoraclequeriesrequiredto determinewvhetheror
not a black-boxfunction hassomeparticularpropertysuchas ever taking a nonzero
value[4,6,11,16,31] or beingevenly balancedetweerthe outputszeroandone[13].

Sincea classicablack-boxoraclequeryto a Booleanfunctionis the samething as
amembershimueryin learningtheory in light of thework describedboveit is natural
to considetamodelof learningfrom quantummembeshipqueries In contrastwith the
work describedabove, the goalhereis to exactly identify the black-boxfunctionrather
thanto determinavhetheror notit hassomeproperty SenedioandGortler[26] defined
sucha modelandprovedthat any conceptclassC which is information-theoretically
learnablefrom polynomially mary quantummembershigjueriesis alsoinformation-
theoreticallylearnablefrom polynomially mary classicalmembershipqueries(they
alsogave a similar resultfor the quantumPAC learningmodelof [10]).

This resultfrom [26] dealsonly with query complexity and doesnot addresshe
computationatompleity of quantumversuslassicalearning.Indeed[26] alsoshoved
that polynomial-timequantumlearningis more powerful thanpolynomial-timeclassi-
cal learningunderthe assumptiorthat factoringis computationallyhardfor classical
computersThisfollows directly from theobsenationthatShor's quantunfactoringal-
gorithmenablegiuantumalgorithmsto efficiently learnconceptlassesvhoseclassical
learnabilityis directly relatedto the hardnes®f factoring[2, 20].

1.2 Our Results

We give strongevidencethat efficient quantumlearningalgorithmsaremore powerful
thanefficient classicalearningalgorithms.Our mainresultis the following theorem:

Theorem1. If any one-wayfunctionexists,thenthere is a conceptclassC which is
polynomial-timelearnablefrom quantummembeship queriesbut is not polynomial-
timelearnablefrom classicalmembeshipqueries.

This separatiometweerguantumandclassicalearningis farmorerobustthanprevious
work [26]. Evenif a polynomial-timeclassicafactoringalgorithmwereto be discov-
ered,our separatiorwould hold aslong asany one-way function exists (a universally
heldbeliefin public-key cryptography).

Themaincryptographidool underlyingourresultsis anew constructiorof pseudo-
randomfunctionswhich areinvariantunderan XOR mask(seeSectiord). As described
in Section5.1, eachconceptc € C combineghesenew pseudorandorfunctionswith
pseudorandomermutationsn a particularway. Roughlyspeakingthe XOR maskin-
varianceof the new pseudorandorfunctionsensureghata quantumalgorithmdueto
Simon[28] canbe usedto extract someinformation aboutthe structureof the target



conceptandthus make progressowardslearning.On the otherhand,the pseudoran-
domnessensuredhat no probabilisticpolynomial-timelearningalgorithm canextract
ary usefulinformation,andthusno suchalgorithmcanlearnsuccessfully

As discussedn Section6, our resultsprove the existenceof a quantumoracleal-
gorithmwhich defeatsa generalkryptographicconstructiorsecuren the classicalset-
ting. More precisely givenary one-way functionwe constructa family of pseudoran-
domfunctionswhich areclassicallysecurebut canbe distinguishedrom truly random
functions(andin factexactly identified) by an algorithmwhich makesquantumoracle
queries.To our knowledge,this is the first breakof a generalcryptographicprotocol
(notbasedn a specificassumptiorsuchasfactoring)in a quantumsetting.

2 Preliminaries

A conceptis a Booleanfunctionc : {0,1}™ — {0,1}. A conceptclassC = Up>1Cp,
is acollectionof conceptawith C,, = {c € C': cisaconceptbver{0,1}"}.

Fora, 8 € {0,1} wewrite a® to denoteheexclusive-ora+ 4 (mod2). Similarly
for z,y € {0,1}™ we write zd®y to denotethen-bit stringwhichis the bitwise XOR of
z andy. We write z - y to denotetheinnerproductzy; + - - - + 2, y, (mod2), andwe
write |z| to denotethelengthof stringz.

We usescriptcapitallettersto denoteprobabilitydistributionsover setsof functions;
in particularF,, denoteghe uniform distribution over all 272" functionsfrom {0, 1}
to {0,1}™. If S is afinite setwe write Pr;c s to denotea uniform choiceof s from S.

We write M (s) to indicatethat algorithm M is given string s asinput and M9
to indicatethat M hasaccesgo an oraclefor the function g. If M is a probabilistic
polynomial-time(henceforttabbreviatedp.p.t.)algorithmwhich hasaccesso anoracle
g :{0,1} — {0,1}¢2, thentherunningtime of M9 is boundedy p(¢; + £») for some
polynomialp.

In themodelof exactlearningfrommembeshipquerieg[1,9,14,18,19], thelearn-
ing algorithmis givenaccess$o anoraclefor anunknavntargetconcept € C,,. When
invokedon input zz € {0,1}", the oraclereturnse(z) (suchan oraclecall is known
asa membeship queny). The goal of the learningalgorithmis to constructa hypoth-
esish : {0,1}™ — {0,1} whichis logically equivalentto c, i.e. h(z) = ¢(x) for all
z € {0,1}". We saythataconceptlassC' is polynomial-timdearnablefrommember
ship queriesif thereis a p.p.t. oraclealgorithm A with the following property:for all
n > 1, for all ¢ € C,, with probability atleast9/10 A° outputsa Booleancircuit h
whichis equivalentto c.

Detaileddescriptionsof quantumTuring machineandcircuit modelsandof quan-
tum oraclecomputatioraregivenin [5, 12,25,30]. Most of thedetailsareirrelevantfor
ourneedssowe describehereonly the essentiabspects.

A quantunmcomputatiortakesplaceoveranm-bit quantunregister. At ary stagan
the executionof a quantumcomputatiorthe stateof this registeris somesuperposition
> .e{o1}m z|2) Of basisstatesz), wherethe o, arecomplex numberswhich satisfy
theconstrainty”, ¢y 13m ||| = 1. We maythusview the stateof a quantunregister
asbeinga 2™-dimensionalcomplex vector of unit norm. A single stepof a quantum
computationcorrespondgo a unitary transformationof this vector i.e. a 2™ x 2™



unitary matrix, anda quantumalgorithmis definedby a sequenc®f suchmatrices A
singlequantumcomputationstepis analogougo a singlegatein a classicalcircuit; in
orderto ensurghateachstepof quantumcomputatiorperformsonly aboundedamount
of work, the modelstipulatesthat eachunitary matrix mustbe simpleandlocal in a
well-definedsenseAt the endof a quantumcomputatiora measuements performed
on the registerand anm-bit stringis obtainedasoutput.If the registers final stateis
2 zef{o1}m @z|2) thenwith probability ||a. ||? thestringz € {0, 1}™ is theoutput.

Quantumcomputationwith accesgo anoraclec : {0,1}* — {0,1}¢ proceeds
asfollows. If the oraclec is invoked whenthe currentstateof the quantumregister
IS D re(0,1}7,y€{0,1}¢,wef0,1}m—n—t Qa,y,w|Z; ¥, w), thenat the next stepthe stateof
theregisterwill be 3, c o 117 yet0,11¢,we{0,1}m—n—t Co,y,w|2, yBe(z), w). (It canbe
verified that this changeof stateis a unitary transformatiorfor any oraclec.) Thusa
quantumalgorithm caninvoke its oracleon a superpositiorof inputs and recevesa
correspondinguperpositiorof responsest his modelof quantumcomputatiorwith an
oraclehasbeenstudiedby mary researchersn compleity theory[3-8,11,13,16,28,
31] andhasalsorecentlybeenstudiedfrom a learningtheoryperspectie [26].

We saythataconceptlassC is polynomial-timdearnablefromquantummember
ship queriesif thereis a quantumoraclealgorithm A with the following property:for
alln > 1, for all ¢ € C,, A° runsfor at mostpoly(n) stepsandwith probability at
least9/10 outputsa representationf a Booleancircuit h whichis logically equivalent
to c. It is well known thatary classicaloraclealgorithm canbe efficiently simulated
by a quantumoraclealgorithm,andthusarny conceptclasswhich is polynomial-time
learnablefrom classicaimembershigjueriesis polynomial-timelearnablefrom quan-
tum membershimueries.

3 Simon’s Algorithm

Let f : {0,1}™ — {0,1}™ beafunctionandlet 0" # s € {0,1}". We saythat f is
two-to-onewith XORmasks if for all y # z, f(z) = f(y) < y = z®s. More
generally f is invariantunderXORmaskwith s if f(z) = f(z®s) for allz € {0,1}"
(notethatsuchafunctionneednot betwo-to-one).

Simon|[28] hasgiven a simple quantumalgorithmwhich takes oracleaccesdo a
function f : {0,1}™ — {0,1}", runsin poly(n) time,andbehaesasfollows:

1. If fis apermutationon {0, 1}", the algorithm outputsan n-bit stringy which is
uniformly distributedover {0, 1}".

2. If fistwo-to-onewith XOR masks, thealgorithmoutputsann-bit stringy which
is uniformly distributedoverthe2”~! stringssuchthaty - s = 0.

3. If fisinvariantunderXOR maskwith s, thealgorithmoutputssomen-bit stringy
which satisfiegy - s = 0.

Simonshavedthatby runningthis procedure) (n) timesa quantumalgorithmcan
distinguishbetweenCasel (f is a permutationandCase3 (f is invariantundersome
XOR mask)with high probability. In Casel afterO(n) repetitionsthe stringsobtained
will with probability1 — 2—(") containabasisfor thevectorspace(Z,)" (herewe are



viewing n-bit stringsasvectorsover Z,), while in Case3 the stringsobtainedcannot
containsuchabasissinceeachstringmustlie in thesubspacéy : y-s = 0}. Simonalso
obseredthatin Case2 (f is two-to-onewith XOR masks) the algorithmcanbeused
to efficiently identify s with high probability. This is becauseafter O(n) repetitions,
with high probability s will bethe uniquenonzerovectorwhosedot productwith each
y is 0; this vectorcanbefoundby solvingthelinearsystemdefinedby they’s.

Simonalsoanalyzedhe succesgprobability of classicaloraclealgorithmsfor this
problem.His analysisestablisheshefollowing theorem:

Theorem2. Let0™ # s € {0,1}" bechosenuniformlyandlet f : {0,1}"™ — {0,1}"
be an oracle chosenuniformly from the setof all functionswhich are two-to-onewith
XORmasks. Then(i) thereis a polynomial-timeguantumoraclealgorithmwhich iden-
tifies s with high probability; (i) anyp.p.t.classicaloracle algorithmidentifiess with
probability 1/27(%).

This surprisingability of quantumoraclealgorithmsto efficiently find s is highly
suggestiein thecontext of ourquestor alearningproblemwhich separatepolynomial-
time classicalandquantumcomputationindeed,Simon's algorithmwill play a crucial
role in establishinghatthe conceptclasswhich we constructin Section5 is learnable
in poly(n) time by a quantumalgorithm.Recallthatin our learningscenariothough,
thegoalis to exactlyidentifythe unknovn targetfunction, notjustto identify the string
s. Since2(™ bits arerequiredto specifyarandomlychoserfunction f whichis two-
to-onewith XOR masks, no algorithm(classicalr quantum)canoutputa description
of fin poly(n) time,muchlesslearnf in poly(n) time. Thusit will notdoto usetruly
randomfunctionsfor our learningproblem;insteadwe usepseudoandomfunctionsas
describedn thenext section.

4 Pseudorandomness

A pseudoandomfunction family [15] is a collection of functions{f, : {0,1}/*l —

{0, 1}|5|}se{0,1}* with thefollowing two properties{i) (efficientevaluation)thereis a
deterministicalgorithmwhich, givenann-bit seeds andann-bit input z, runsin time
poly(n) andoutputsf, (z); (ii) (pseudoandomnesspr all polynomials@, all p.p.t.or-

aclealgorithmsM, andall sufficiently largen, we ha/ethat|PrFefn [M¥ outputsl]—

Prycio1yn [Mfs output51]| < ﬁ. Intuitively, the pseudorandomesgsroperty en-
suresthatin ary p.p.t. computationwhich usesa truly randomfunction, a randomly
chosemseudorandorfunction maybe usedinsteadwithout affectingthe outcomein a
noticeablavay. Well known results[15, 17] imply thatpseudorandorfunctionfamilies
existif andonly if any one-way functionexists.

A pseudoandompermutationfamily is a pseudorandorfunction family with the
addedpropertythat eachfunction f, : {0,1}/*l — {0,1}/* is a permutation.Luby
and Racloff [21] gave the first constructionof a pseudorandonpermutationfamily
from ary pseudorandonfunction family. In their constructioneachpermutationf; :
{0,1}" — {0,1}" hasa seeds of length|s| = 3n/2 ratherthann asin our defini-
tion above. Subsequentonstructiond22-24] of pseudorandorpermutationfamilies
{fs : {0,1}™ — {0,1}"} usen-bit seedsandhencematchour definition exactly. (Our



definition of pseudorandomnesg®uld easily be extendedto allow seedlengthsother
thann. For our constructiorin Section5 it will be corvenientto have n-bit seeds.)

4.1 PseudorandomFunctions Invariant under XOR Mask
Our maincryptographiaesult,statedbelow, is provedin AppendixA:

Theorem 3. If anyone-wayfunctionexists,thenthereis a pseudoandomfunctionfam-
ily {gs : {0,1}*1 = {0,1}*/} suchthat gs(z) = gs(z@s) for all |z| = |s].

A first approacho constructingsucha family is asfollows: givenary pseudoran-
domfunctionfamily {f,}, let {g;} bedefinedby

95(@) E fo(@)®fs(205). (1)
This simple constructionensureghat eachfunction g, is invariantunderXOR mask
with s, but thefamily {g; } neednotbepseudorandorjustbecause f;} is pseudoran-
dom.Indeed,if {hs} is similarly definedby h,(x) def 9s(2)Pgs(xPs), then{h,} is
notpseudorandorsinceh, (z) = (fs(2)®fs(x®s))D(fs(2Ds)Dfs(z®s®s) = 0™

While this exampleshows that (1) doesnot alwayspresere pseudorandomnesis,
leavesopenthepossibilitythat(1) maypreserepseudorandomnegsr certainfunction
families{fs}. In AppendixA we shaw thatif {f,} is a pseudorandorfunctionfamily
which is constructedrom ary one-way functionin a particularway, thenthe family
{gs} definedby (1) is indeedpseudorandom.

It may at first appearthatthe pseudorandorfunctionfamily {gs} givenby Theo-
rem 3 immediatelyyields a conceptclasswhich separategfficient quantumlearning
from efficient classicalearning.The pseudorandomness {g, } ensureghatnop.p.t.
algorithmcanlearnsuccessfullypn the otherhand,if Simon's quantumalgorithmis
givenoracleaccesso afunctionwhichis two-to-onewith XOR masks, thenit caneffi-
ciently find s with high probability. Henceit may seenthatgivenaccesgo g, Simon's
guantumalgorithmcanefficiently identify the seeds andthuslearnthetargetconcept.

Theflaw in this agumentis thateachfunction g, from Theorem3, while invariant
underXOR maskwith s, neednotbetwo-to-onelndeedg, couldconcevablybeinvari-
antunderXOR maskwith, say /n linearly independenstringss = s', s2,...,sV™.
Sucha setof stringsspansa 2V™-elementsubspacef {0,1}"™; evenif Simon's algo-
rithm couldidentify this subspacet would notindicatewhich elemenif the subspace
is thetrue seeds. Hencea moresophisticateadonstructionis required.

5 Proofof Theorem1

5.1 The ConceptClassC

We describeconceptover {0,1}™ wherem = n + 2logn + 1. Eachconceptin C,,
is definedby an (n + 1)-tuple (y, s, ..., s™) wherey = y; ...y, € {0,1}" andeach
st € {0,1}" \ {0"}, soC,, contains2™(2™ — 1)™ distinct conceptsFor brevity we
write 5 to standfor s', . .., s™ below.



Roughly speakingeachconceptin C,, comprisesn pseudorandonfunctions;as
explainedbelaw the string y actsasa “password” andthe stringss!, ..., s™ arethe
seedsto the pseudorandonfunctions. Eachconcepte € C,, takesm-bit stringsas
inputs; we view suchan m-bit input asa 4-tuple (b, 2,4, j) whereb € {0,1}, = €
{0,1}", andi, j € {0, 1}!°8™ eachrepresenanumberin therange{1,2,...,n}.

Let {hY : {0,1}!*] - {0,1}/*!},c(0,1}- be a pseudorandonpermutationfamily
andlet {a} : {0,1}/*| — {0,1}*'},c(0,1)- bethepseudorandorfunctionfamily from
Theorem3, so hi(z) = hl(z®s). The concepte, 5 is definedas follows on input
(b7 'Z.7l7j) :

— If b = 0: A query(0, z, 4, j) is calledafunctionquery Thevalueof ¢, 5(0, z, i, 5)
is hYi (x);, i.e. the j-th bit of the n-bit string h¥; (). Thusthe bit y; determines
whetherthei-th pseudorandorfunctionusedis apermutatioror is invariantunder
XOR maskwith s.

— If b = 1: A query(1, z,4, ) is calleda seedquery Thevalueof ¢, 5(1,z,1, j) is
0if z # y andis s (the j-th bit of thei-th seeds) if z = y.

Theintuition behindour constructioris simple:in orderto learnthetargetconcepisuc-
cessfullya learningalgorithmmustidentify eachseedstring st,. .., s™. Thesestrings
canbe identified by making seedqueries(1, y, ¢, j), but in orderto make the correct
seedqueriesthe learning algorithm mustknow y. Since eachbit y; correspondgo
whetheranoracleis a permutatioror is XOR-maskinvariant,a quantumalgorithmcan
determineeachy; andthus canlearn successfullyHowever, no p.p.t. algorithm can
distinguishbetweerthesetwo typesof oracles(sincein eithercasethe oracleis pseu-
dorandomand henceis indistinguishabldrom a truly randomfunction), so no p.p.t.
algorithmcanlearny.

5.2 A Quantum Algorithm Which Learns C in Polynomial Time

Theorem4. C'is polynomial-timdearnablefrom quantummembeshipqueries.

Proof sketch: Letc, 5 € C,, bethetargetconceptEachfunction hi’:ﬁ is a permutation
iff y; = 0 andis XOR-maskinvariantiff y; = 1 (thisis why we donotallow s* = 0™ in
thedefinitionof theconceptlass)Usingquantummembershigueriesapoly(n)-time
quantumalgorithmcanrun Simon’s procedure times,oncefor eachfunctionh?;, and
thusdetermineeachbit y; with high probability. (One detail which ariseshereis that
Simons algorithmusesanoracle{0,1}™ — {0,1}™ whereasn our learningsetting
theoracleoutputsonebit atatime. Thisis notaproblemsinceit is possibleto simulate
ary call to Simonsoracleby makingn sequentiatalls, bit by bit, to our oracle.)Given
thestringy = y; ...yn», thealgorithmcanthenmake n? querieson inputs(1,y, 1, j)
for 1 < 4,j < n tolearneachof then stringss?, ..., s™ Oncey ands!, ..., s™ are
known it is straightforwardto outputa circuit for ¢ 5. O

5.3 No ClassicalAlgorithm Learns C in Polynomial Time

Theorem5. C'is not polynomial-timdearnablefrom classicalmembeshipqueries.



LetCl, D Cp,|CL.| = gn’+n betheconceptclassCy, = {¢y5: y,s',...,8" €
{0,1}"}; thus C}, includesconceptsin which s may be 0™. The following lemma
stateghatit is hardto learnatargetconceptthoseruniformly from CJ, :

Lemma 1. For all polynomials®, all p.p.t.learningalgorithmsA, andall suficiently
largen, Pr., _ec;, [A°»* outputsa hypothesig = ¢, 5] < gy

To seethatLemmal implies Theorenb, we notethattheuniformdistribution over C;,,
andthe uniform distribution over C,,, are nearlyidentical (the two distributions have
total variationdistanceO(n/2")). Lemmal thushasthe following analoguefor C,,
which clearlyimplies Theoremb:

Lemma 2. For all polynomialsQ, all p.p.t.learningalgorithmsA, andall suficiently
largen, Pre, _ec,, [A%* outputsa hypothesis = ¢, 5] < gf-

Theproofof Lemmal proceedsasfollows: we saythatalearningalgorithm A hits
y if atsomepointduringits executionA makesaseedquery(1,y, ¢, j), andwe saythat
A missey if A doesnothit y. We havethat

PGrC [A°v7 outputsh = ¢, 5] = Pr[A% 7 outputsh = ¢, 5 & A7 hitsy] +
Cy,s ™
Pr[A®7 outputsh = ¢, 5 & A7 misseg]
< Pr[A% = hitsy] +
Pr[A°7 outputsh = ¢, 5 | A7 misseg].

Lemmal thusfollows from thefollowing two lemmas:

Lemma 3. For all polynomials@, all p.p.t.learningalgorithmsA, andall suficiently
largen, Pr., _cc: [A% hitsy] < ﬁ.

Lemma 4. For all polynomials@, all p.p.t.learningalgorithmsA, andall suficiently
largen, Pr., _ec: [A° outputsh = ¢, 5 | A= misseg)] < ﬁ.

Proof of Lemma 3. Theideaof theproofis asfollows: beforehitting y for thefirsttime
algorithm A gets0 asthe answerto eachseedquery so A might aswell be querying
a modified oraclewhich answerd to every seedquery We shav thatno p.p.t. algo-
rithm which hasaccesdo suchanoraclecanoutputy with inversepolynomialsuccess
probability (intuitively thisis becausesuchanoracleconsistentirely of pseudorandom
functionsandhencecan provide no informationto ary p.p.t.algorithm),andthus A’s
probability of hitting y mustbelessthan1/poly(n) aswell.

Moreformally, let A beary p.p.t.learningalgorithm.Withoutlossof generalitywe
may supposehat A alwaysmakesexactly g(n) seedqueriesduring its executionfor
somepolynomialg. Let X, ..., X (") pethesequencef stringsin {0, 1}" onwhich
Acvs makesits seedqueries,.e. A%.5 uses(1, Xt,i;, j;) asits t-th seedquery Each
X't is arandomvariableover the probability spacedefinedby the uniform choiceof
¢y 5 € C}, andary internalrandomnessf algorithm A.



Foreache, 5 € C], leté, 5 : {0,1}™ — {0, 1} beamodifiedversionof ¢, 5 which
answerd) to all seedqueries,i.e. ¢, 5(b, z,1,j) is ¢y 5(b,z,4,j) if b = 0 andis 0 if
b = 1. Considetthefollowing algorithm B which takesaccesgo anoraclefor &, 5 and
outputsan n-bit string. B executesalgorithm A5 (notethatthe oracleusedis ¢, 5
ratherthanc, 3), thenchooses uniform randomvaluel < t < g(n) andoutputsX’t,
the stringon which A% madeits ¢-th seedquery Like the Xts, eachX ¢ is arandom
variableover the probability spacedefinedby a uniform choiceof ¢, 5 € C}, andary
internalrandomnessf A.

Thefollowing two lemmastogetheiimply Lemma3:

Lemma5. 2¢(n)? - Pr., _ccy [B%* outputsy] > Pr., _ccr [A% hitsy].

1

Lemma 6. ‘Prcmeqn [B%.7 outputsy] — s

suficientlylarge n.

< ﬁ for all polynomials@ andall

Proof of Lemmab. We have that

q(n) q(n)
ZPr[Xt:y & X" #£yforr <t] < ZPr[Xt:y | X™ #yforr <.
t=1 t=1

Sincethe left sideof this inequalityis exactly Pr., _ccr, [A% = hitsy], for somevalue
1 <ty < g(n) wehave

Pr[X% =y | X7 #yforr < to] > Pr[A%7 hitsy]/q(n). 2

Sincethe distribution of responseso function querieswhich A makesprior to its
first seedqueryis the sameregardlessof whetherthe oracleis ¢, 5 or ¢, 5, it is clear
thattherandomvariablesX! and X! areidenticallydistributed.An inductive argument
shaws thatfor all ¢ > 1, the conditionalrandomvariablesX* | (X7 # y forr < t)
andX? | (X7 # y for 7 < t) areidentically distributed(in eachcasethe conditioning
ensureghatthedistribution of responsew seedjuerieswhich A makesprior to its ¢-th
seedqueryis thesamej.e. all 0). 5

We considertwo possiblecaseslf Pr., _ec: [X7 # y for 7 < to] > 1/2, then

Pr, [B%* outputsy] > Pr[B%7 choosesy] - Pr[X=y & X7# y for 7 < to]
¢y, s€0

B Pr[Xto=y | X7# yforr < to] - Pr[X7# y for 7 < to]
q(n)

> Pr[Xt=y | X7y for 1 < to]/2q(n)

= Pr[X%=y | X7# yfor 1 < t9]/2q(n)

> Pr[A%>= hitsy]/2q(n)?. by (2)

Otherwiseif Pr., _ccr [XT # yfor 7 < to] < 1/2,theny ;' Pr{Xt = ] > 1/2
andhencePr., _cc: [B outputsy] is atleast
to—1

- . 1 _ Pr[A%> hitsy]
Pr[B%7 chooseg] - Pr[Xt = y] > > i
2. Pl FPAXT=vl2 5y 2 T gty




ProofofLemma6. For z, ¢ € {0,1}" letp = Pr. _ecy, [B% = outputsz | y = ] For
Le{l,...,n}let(||¢ denote( with theé th bit fllpped Similarly, for S C {1,...,n}
let{||S denote( with bits flippedin all positionscorrespondingo S.

Fix z,¢ € {0,1}™ and/ € {1,...,n} andconsiderthefollowing algorithmD, ¢ ,
which takesaccesgo anoraclef : {0,1}" — {0, 1}" andoutputsa singlebit: For all
i # ¢ algorithmD, . , first choosesrandomn-bit strings®. D, ¢ , thenrunsalgorithm
B, simulatingtheoraclefor B asfollows:

— queries(0, z, £, j) areansweredvith thebit f(z);

— for i # £ queries(0, z, 4, j) areansweredvith thebit hgj (@);

— all queries(1, z, 1, j) areansweredvith thebit 0.
Finally algorithmD., ¢ ¢ outputsl if B’s outputis z andoutputs) otherwise.

<
It is easyto verify thatfor all z, ¢, £ wehave pi = Pryeo,1}n [D:Scle outputsl] and
Y]

pCII«‘f = Pryeqo,13n [D L outputsl]. Fromthe deflnmon of pseudorandomnessd
thetrlangle|nequal|ty|t foIIowsthat|pC pCHA < nQ IR Making|S| < n applications
of this inequalityandusingthe triangle inequality we find that |pz — p§||5| < ﬁ.
We thushave that [p; — pi| < gy for all z,¢ € {0,1}™ Since}> g 14 P; =

2% (Zze{o,l}" pi) - an
226{0,1}n ¥z _pz)‘ < ﬁ 0

1, we have that ‘Prcy,;ec;n [B%7 outputsy] — o

on

Proof of Lemma 4. Theideahereis thatconditioningontheeventthat A misseg en-
sureghattheonly informationwhich A hasabouty ands comesrom queryingoracles
for the pseudorandorfunctionsh?; . Sincethesepseudorandorfunctionsareindistin-
guishablerom truly randomfunctions,no p.p.t.algorithmcanlearnsuccessfully

Formally, let A beary p.p.t.learningalgorithm.Considerthe following algorithm
B whichtakesaccesso anoracleh?: : {0,1}" — {0, 1}" andoutputsarepresentation
of afunctiong : {0,1}" — {0,1}". Algorithm B first choosegj = y; ...yn—1 UNI-
formly from {0,1}""! andchooses: — 1 stringss!,...,s" ! eachuniformly from
{0,1}". B thenruns algorithm A% (obsere that B can simulatethe oracleé, 5
sinceit hasaccesgo anoraclefor h%: andknows y;, s* for i # n) which generates
somehypothesish. Finally B outputsthe functiong : {0,1}" — {0,1}™ definedby
g(z) def h(0,z,m,1)h(0,2,n,2)...h(0,z,n,n).

Thefollowing two lemmastogethelimply Lemma4:

Lemma 7. For all suficientlylarge n, Pr,, .1}, 50,1} [B"+* outputs g = h¥%:] >
Prc, _ec: [A%7 outputsh = ¢, 5 | A7 misseg]/2.

Lemmas8. Pry c(o1},smcio1}-[B"* outputsg = h¥z] < oG for all polynomials
@ andall suficientlylargen.

Proofof Lemma7. It is easyto seethatif A% outputsahypothesisvhichis equivalent
to ¢, 5, theng will be equivalentto h¥:. For suficiently large n we thus have that



Pr,. c(0,1},smc{0,13» [B"* outputs g = h¥z] is atleast

Pr [A%5 outputsh = ¢, 5] > Pr[A% = outputsh = ¢, 5 & A%7 missey]
cy,5€CT,
= Pr[A%7 outputsh = ¢, 5 | A% missey] -
Pr[A% 7 misseg)]
> Pr[A%7 outputsh = ¢, 5 | A%* missegy]/2

wherethelastinequalityfollows from Lemma3.

Let TRANS(A® =) (TRANS(A%7) respectiely) denotea completetranscript
of algorithm A’s executionon oraclec, 5 (&, 5 respectiely). TRANS(A° =) and
TRAN S(A%7) areeachrandomvariablesoverthe probability spacedefinedoy auni-
form choiceof ¢, 5 € C}, andary internalrandomnessf algorithmA. An easyinduc-
tion shavsthatthetwo conditionalrandonvariablesT RAN S( A% ) | (A%-5 missesy)
andTRANS(A%-s) | (A%s missegy) areidentically distributed. This implies that
Pr., _ccy [A%7 outputsh = ¢, 3|A%= misseg] = Pr. _cor [A= outputsh =
¢y 5| A% = missegy|, which combinedwith theinequalityabove provesthelemma. O

Proofof LemmaB. Thefollowing fact,whichfollowseasilyfrom thepseudorandomness
of {h°} and{h'}, stateshat{h’},c 0,1},5¢{0,1}» iS @apseudorandorfunctionfamily:

Fact1 For all polynomials@, p.p.t.oracle algorithms A, and suficientlylarge n, we
have|Prye0,1},5e{0,1}» [AR2 outputsl] — Prper, [AF outputsl]| < ﬁ.

Intuitively the pseudorandomness {1’} shouldmake it hardfor B":# to outputh’s
sinceclearlyno p.p.t.algorithm,givenoracleaccesso atruly randomfunction £, could
outputa function equivalentto F. Formally, we consideran algorithm D which takes
oracleaccesgo afunction f : {0,1}" — {0,1}™ andoutputsa singlebit. D runs B/
to obtaina function g andthenselectsa stringz € {0, 1}™ which wasnot usedasan
oraclequeryin thecomputatiorof Bf. D callsthe oracleto obtain f(z), evaluateg to
obtaing(z), andouputsl if thetwo valuesareequalandO otherwise.

ClearlyPr[D/ outputsl] > Pr[B7 outputsg = f]. SincePrrc £, [DF outputsl] =
1/2", usingFact1 we find that‘Pryne{o’l}vsne{o’l}n [D"# outputsl] — 2%‘ < QQI(H)
andhencePr,, c1o.1},smcf0,1)» [B"+* outputsg = h¥z] < oL O

6 Breaking ClassicalCryptography in a Quantum Setting

Our constructionshighlight someinterestingissuesconcerningthe relation between
guantumoraclecomputationand classicalcryptographylt is clearthata quantumal-
gorithm, given accesgo a quantumblack-boxoraclefor an unknavn function, can
efficiently distinguishbetweentruly randomfunctions and pseudorandonfunctions
drawn from the family {gs} of Theorem3. Our constructionof {g,} thusshawvs that
cryptographicconstructionswvhich are provably securein the classicalmodelcanfail
in a quantumsetting.We emphasizehat this failure doesnot dependon the ability
of polynomial-timequantumalgorithmsto invert particularone-way functionssuchas



factoring;evenif noquantumalgorithmcanefficiently inverttheone-wayfunctionused

to

construct{g, }, our resultsshav that a polynomial-timequantumalgorithmcanbe

a successfulistinguisherIt would be interestingto obtain strongerconstructionsof
pseudorandorfunctionswhich areprovably securan the quantumoracleframework.

AcknowledgementsWe thankS. GortlerandA. Klivansfor stimulatingdiscussions.
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A Proof of Theorem3

We say that a polynomial-timedeterministicalgorithm G : {0,1}" — {0,1}?>" is
a pseudoandomgeneitor if for all polynomials@, all p.p.t. algorithms A, and all
sufficiently largen, |Prz€{0,1}n [A(G(2)) outputsl] — Pr_¢q 1}2n [A(2) 0utputsl]| <
ﬁ. Thusa pseudorandongeneratoiis an efficient algorithmwhich convertsan n-
bit randomstring into a 2n-bit string which “looks random”to ary polynomial-time
algorithm. Hastadet al. [17] have shovn that pseudorandongeneratorsxist if ary
one-way functionexists.

For G a pseudorandongeneratorands € {0,1}" we write Gy (s) to denotethe
first n bits of G(s) andG1(s) to denotethelastn bits of G(s). Forz,s € {0,1}" let
fs : {0,137 = {0,1}" bedefinedas f,(2) & Gy, (Gan_, (- (Gan (Gar (5))) - )
In [15] it is shavn that{ f, } is a pseudorandorfunctionfamily. We now show thatthe
family {gs} definedby g;(x) def fs(x)® fs(xds) is pseudorandom.

Let F}, be the following probability distribution over functionsfrom {0,1}" to
{0,1}": afunction F" is drawn from F,, by drawing a randomfunction F' from F,,
drawing arandomstrings € {0, 1}", andletting F' bethefunctiondefinedasF’(z) =
F(z)®F(z®s). Theorem3 follows from the following two lemmas:

Lemma 9. For all polynomials@, all p.p.t.oracle algorithms M, and all suficiently
largen, [Prrer, [MT outputsl] — Prp ez [MF outputsl]| < Ok

Proof. Consideran executionof M with an oracle F' € F), definedby F'(z) =
F(z)®oF(z®s). Let S = {z',..., 2!} C {0,1}" bethesetof stringswhich M uses
asqueriesto F'. We saythat M findss if ¢ = z/@s for somez?, 27 € S. If M does
not find s, thenthe distribution of answerswhich M recevesfrom F' is identicalto



thedistribution which M would receveif it werequeryingarandomfunction F' € F,,,
sincein both caseseachdistinct queryis answeredvith a uniformly distributedn-bit
string. Thustheleft sideof theinequalityaboveis at mostPr[M findss]. A simplein-
ductive agumentgivenin the proof of Theorem3.3 of [28] shaws thatthis probability
is atmostz’;;:1 (k/(2" - (k—2)(k—1)/2)). SinceM is polynomial-time¢ is atmost
poly(n) andthelemmafollows. O

Lemma 10. For all polynomials@, all p.p.t.oraclealgorithms A, andall suficiently
largen, ‘PrF'eﬂ [MF" outputsl] — Prycqo,13n [M9 outputsl]‘ < —Q(ln)_

Proof. We requirethefollowing factwhichis dueto Yao[29]:

Fact2 Let G be a pseudoandomgeneastor, let g(n) and Q(n) be polynomials,and
let M. bea p.p.t.algorithm which takesasinput ¢(n) stringsead of length2n bits.
Thenfor all suficientlylarge n wehave|py —p[/| < i, wheep{] is theprobability

that M, outputsl oninput g(n) randomstringsin {0,1}2™ andp¢ is the probability
that M, outputsl oninputg(n) stringseac of which is obtainedby applyingG to a
randomstring from {0, 1}™.

We prove Lemmal0 by contradiction;so supposehatthereexistsa p.p.t.oraclealgo-
rithm M andapolynomial@ suchthatfor infinitely mary valuesof n,

Pr [MT outputsl] — I(;r1} [M¥: outputsl]| > (3)
€10,1;™

1
FeF, sef Q(n)’
We will shaw thatthereis a p.p.t.algorithm A, which contradictdact?2.

As in theproofin [15] that{ f;} is a pseudorandorfunction family, we usea so-
called"hybrid” argument Considethefollowing algorithmsA; (i = 0,1,...,n), each
of which definesa mappingfrom {0,1}" to {0,1}" andhencecould concevably be
usedasan oracleto answerM’s queries.Conceptuallyeachalgorithm 4; containsa
full binarytreeof depthn in which theroot (atdepthO) is labeledwith a randommn-bit
strings; if ¢ > 0 theneachnodeatdepthi is alsolabeledwith anindependentlghosen
randomn-bit string. Eachnodeat depthj > 4 alsohasan n-bit label determinedas
follows:if nodev haslabelz thentheleft child of v haslabel G (z) andtheright child
of v haslabel G; (z). Eachnodein the tree hasan addresswhich is a binary string:
the root’s addresss the emptystring, andif a nodehasaddressy € {0,1}* thenits
left child hasaddressx0 andits right child hasaddressx1 (soeachleaf hasa different
n-bit string asits address)Let L(z) denotethe label of the nodewhoseaddresss z.
Algorithm A; answersaaqueryz € {0,1}" with then-bit string L(z)®L(z®s).

(Note thatalgorithm A; neednot precomputeary leaf labels.Instead,4; canrun
in poly(n) time at eachinvocationby randomlychoosings onceandfor all the first
time it is invoked and labelingthe necessaryortion of the tree“on the fly” at each
invocationby choosing-andomstringsfor thedepth+ nodesasrequiredandcomputing
descendentdabelsasdescribedabove. A; muststoretherandomstringswhichit uses
to labeldepth4 nodessoasto maintainconsisteng over successie invocations.)

Fori =0,1,...,n letp! = Pr[M“: outputsl], i.e. the probabilitythat M outputs
1if its oraclequeriesareansweredby algorithmA;. Letpd, = Pr,¢ (0,13~ [M 9+ outputsl]



andpf’ = Prpex [MF outputsl]. We have thatp?, = pg sincealgorithm 4, be-
havesexactly like anoraclefor g, wheres is arandomn-bit string. We alsohave that
pr = pf' sincealgorithm A,, behaesexactly like anoraclefor F' € F),. Inequality
(3) thusimpliesthat|p® — p| > 1/Q(n) for infinitely mary valuesof n.

Now we describehealgorithm M, which distinguishedetweersetsof strings.Let
g(n) beapolynomialwhich boundstherunningtime of M oninputsof lengthn (so M
makesat mostg(n) oraclequeriesgivenaccesso anoraclefrom {0,1}" to {0,1}").
Thealgorithm M, takesasinputasetU,, of 2¢(n) stringsof length2n. M, works by
first selectinga uniform randomvalue0 < i < n — 1 anda uniform randomstring
s € {0,1}™ M, thenrunsalgorithm M, answeringM’s oracle queriesas follows
(therearetwo casesiependingon whetheror nottheprefix s . . . s; is 0°):

— Casel: sy ...s; # 0% Letz = z; ..., bethequerystring.If no earlierquery
stringhadprefixz; ... z; or (z1®s1) . .. (z;®s;), then M, takesthe next two 2n-
bit stringsfrom Uy,; call thesestringsu' = ugu; andu? = ugui wherelu}| = n.
M., storeghefourpairs(z; ... z;0,ud), (z1...x;1,ul), (z1Ds1) . .. (z;Ds;)0,ud),
(z1®51) ... (z:®s;)1,u?) andanswerswith thestring

Gan (G (oo G (b, ) - )@
Gwn@sn (Gzn—1®sn—1 ( - Gzi+2®si+2 (uii+1®si+1) - )) (*)

Otherwise,if an earlierquerystring had prefix zy ...xz; or (z1®s1) - .. (z;®s;),
theninsteadM., retrievesthetwo previously storedpairs(z; .. .xi;ciﬂ,u;m) and
(x1®s1) - - (wi@si)(xiﬂeasi“),uﬁm@sm) andanswerswith (x) asabove.

— Case2: s1...8; = 0 Letz = z;...x, bethequerystring. If no earlier
querystring had prefix z; ... z;, then M, takesthe next 2n-bit string from U,;
call this stringu = woui Where|ug| = |ui| = n. M, storesthe two pairs
(z1 ...2;0,u0), (z1 - . . 2;1,u1) andanswerswith

Gz, (Ga_i (- - G$i+2 (Uzi+1) )@
Ga?n@Sn (G$n—1®5n—1 ( o G$i+2®5i+2 (u$i+1®si+1) e )) (**)

Otherwisejf anearlierquerystringhadprefixz; .. . z;, thenM, retrievesthetwo
PaIrs(xy ... TiTit1, Ug,,,) ANA(Z1 ... Ti(Ti11D8i41), Uz, 1 @54, ) (thESEWO paIrs
arethesameif s;;; = 0) andanswerswith (xx) asabove.

The crucial propertiesof algorithm M., which are straightforwardly verified, are
thefollowing: If eachstringin U, is generatedy applyingG to arandomm-bit string
(scenaridl), thenM, simulatesacomputatiorof M with oracleA;. Ontheotherhand,
if eachstringin U,, is choseruniformly from {0, 1}2" (scenari?), thenM, simulates
acomputatiorof M with oracleA; .

It is easyto seenow thatin scenariol we have Pr[M, outputsl] = 37! pi, /n
while in scenari® we have Pr[M, outputsl] = "7 | pit! /n. Thesewo probabilities
differ by (1/n) - |p% — p?|, which is at least1/nQ(n) for infinitely mary valuesof
n. Now by Fact 2 the existenceof M, contradictsthe factthatG is a pseudorandom
generatgrandthe lemmais proved. O



