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Abstract—Monitoring large chunks of unused IP address massive damage of unprecedented effect causing severe
space yields interesting observations and useful results. How- disruption to the Internet infrastructure and services.
ever, the volume and diversity of the collected data makes Although tools and systems that can help us protect

the extraction of information a challenging task. Additionally, infrastruct f b ttack ist th tooks
the maintenance of the monitoring infrastructure is another our infrastructure from cyber-altacks exist, these oo a

demanding and time-consuming effort. To overcome these usually limited to protecting against known forms of attack
problems, we present several visualization techniques that Antivirus systems can protect users against known viruses,
enable users to observe what happens in their unused address put are usually helpless when confronted with a new virus
space over arbitrary time periods and provide the necessary  jnstance. Similarly, Intrusion Detection Systems can gene
tools for administrators to monitor their infrastructure. Our .
approach, which is based on open-source standard technologies, ate alerts for knowr,‘ forms Of worms but are of little help
transforms the raw information at the network level and ~ When confronted with a previously unknown attack. Thus,
provides a customized and Web-accessible view. In this paper, we need a security infrastructure that is able to detect new
we present the design, implementation and early experiences forms of attacks, and has the critical mass to detect them as
of the visualization techniques and tools deployed for the  gqpy a5 possible. This will allow scientists and engingers
NoAH project, a large-scale honeypot-based infrastructure. . .
Additionally, we provide a traffic analysis of data collected over study, analyze a'_"d rgpldly develop the apprgprlate dgﬁense
a six month period of our infrastructure’s operation. During The NoAH project is a scalable and extensible architecture
the data collection period, we observed that the number of based on the use of a distributed system of cooperating hon-
attackers continually incre_ased as did the volume of trg}_‘fic they eypots. Honeypots are non-production systems that monitor
generated. Furthermore, interesting patterns for specific ty@s —,,sed resources, such as unused IP address space. By de-
of tr_afflc hav_e been identified, suqh as the _dlurnal cycle_of the fault h ts should not . kind of activit d
traffic targeting TCP port 445 (Windows Directory Services), auft, honeypots s .ou. not receive a_ny Ind ot actvi y,f:ln
the port that receives the largest volume of attack traffic. thus, any communication from a host is flagged as suspicious
and must be examined. The importance of honeypots lies
in the fact that they can detect novel attacks without any
I. INTRODUCTION false positives, unlike traditional defense mechanisnth su
as network intrusion and prevention systems. The NoAH
During the last few years, we have been witnessing arinfrastructure has been deployed for over a year and covers
increasing number of cyberattacks on the Internet. Viruseslose to ten thousand unused IP addresses.
worms, trojans, spyware and other types of malicious pro- In this paper wepresent the statistics gathered by the
grams are obstructing the effective use of the Internet an8loAH infrastructure and the visualization techniques used
crippling the network infrastructure. We can provide esdle for the data representationWe have implemented and
examples of worms and viruses that are fast and can causkeployed several web-based interfaces to display statisti
severe damage. The SQL Slammer worm was able to infeaif the collected traffic, perform queries over the data and
more than 70,000 victim computers in less than 15 minutesmonitor the status of deployed components. Furthermore,
During the summer of 2003, the Blaster worm managed tave provide results from the traffic analysis performed on the
infect more than 400,000 computers. In 2001, more thamlata collected from one of our largest sensdife present a
4,000 Denial-of-Service (DoS) attacks were launched ortase study for port 44%he most attacked TCP port. While
the Internet every week [1], often attracting the interest o the aggregated traffic does not present a specific pattern,
popular media. Although the problem of Denial-of-Servicetraffic on that port presents an interesting diurnal pattern
attacks was already widely known, the magnitude of the The paper is structured as follows. Section Il describes the
problem had been largely underestimated. It is difficult torelated work while Section Il presents the NoAH infrastruc
measure the damage caused by viruses and worms, howeuere. The deployed visualization techniques are desciitbed
some estimates put the cost in the order of billions of dsllar Section IV. Traffic analysis over gathered data from one
[2]. However, this damage may actually be small comparedNoAH sensor is presented in Section V. In Section VI we
to what these attacks can potentially do, as illustrated in @xplore future directions in extending our infrastructare
study on so-called Warhol worms [3]. Such worms can causeonclude in Section VII.
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Collapsar [4] proposes a decentralized architecture com-

posed of a large number of honeypots deployed in different 4 Seasgy Y
network domains. This approach tries to address the problem
that centralized honeypot farms have limited view of In&trn 5 "

activity. The core idea of Collapsar is to deploy traffic

. . . . . Traffic Local Local
redirectors in multiple network domains and examine the
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redirected traffic in a centralized farm of honeypots. ! . /)

Leurre.com [5] is a distributed honeypot environment that a 0 — ;
operates a broad network of honeypots covering around ! |
30 countries. Honeypots run a modified version of honeyd Honeypots v
and emulate three different operating systems; two from
the Windows family (98 and NT server) and Redhat 7.3.
Traffic and security logs are retrieved daily and stored e EO L
into a centralized database. Apart from logs, raw traffic is \_Amun  Argos ) e ORI
also analyzed, mainly to derive information about attasker %

and specifically IP_geographical location, DNS names, O%igure 1: The design of the NoAH infrastructure. Note that

fingerprinting and TCP stream analysis. As honeyd emulategoney@home and static sensors may be co-located on the same
three operating systems, each platform needs 3 dark IBhysical machine.

addresses to listen to. These IP addresses are consecutive
and each emulated OS is assigned to listen to one of them.
The reason for listening to consecutive IP addresses is tace produces an animation describing the network traffic.
identify attackers that scan subnets. Circos [9] is designed to visualize two-dimensional tabula
A honeynet is an architecture proposal for deployingdata. A circle, split in two arches, is used to depict the
honeypots. Deployed honeypots can be both low and highattributes of the dataset e.g. honeypot sensor and attackin
interaction honeypots but honeynet architecture dissussecountry. Color ribbons between two arches relate to the
mainly about high-interaction ones. According to the Hon-strength of the relationship (here: a lot of attacks from one
eynet Project [6] architecture, honeypots live in a privatecountry to a specific honeypot). The thicker the ribbon,
subnet and have no direct connectivity with the rest of thethe more prominent the relationship. CAIDAs Cuttlefish
Internet. Their communication is controlled by a centediz  [10] produces animated images that reveal the correlation
component, actually the core of the architecture, called ho between the diurnal and geographical patterns of displayed
eywall. Honeywall performs three operations: data capturedata. Besides drawing an absolute value for the data (e.g.
data collection and data analysis. Data capture mechanisiolume) on the map, it illustrates the sun’s movement over
monitors all traffic to and from the honeypots. The challengehe globe, therefore defining any given moment using time,
here is that a large portion of the traffic is over encryptedplace and data value. This is suitable for pointing out
channels (SSH, SSL, etc.). To overcome this problem, Sebgbatterns between local time and the visualized events.
[7] was introduced to the honeynet architecture. Sebek is
a hidden kernel module that captures all host activity and
sends this activity to the honeywall. As Sebek runs in the In this section we outline the three basic components
host level, it can capture traffic after being decrypted. Theof our infrastructure;a distributed network of sensors, a
data control mechanism tries to mitigate the risk of infdcte combination of high and low-interaction honeypots and a
honeypots. As honeypots will eventually be compromisedweb-based front-endrigure 1 presents this design.
they can be used for attacking other non-honeypot systems. Distributed Sensor Network. The first basic component
Data control can be performed in many ways; limiting theare the sensors. They are the "eyes and ears” of the ar-
number of outbound connections, removing attack vectorghitecture as they own the unused IP address space and
from outgoing traffic or limiting the bandwidth. forward traffic to the honeypots for further analysis and
Several tools have been implemented to visualize securityattack detection. In the NoAH architecture two types of
related data. Pkviz [8] is a packet animation visualizer. ltsensors existstatic and Honey@home (dynamisgensors.
accepts tcpdump files and replays the trace by plottinggusin  Static Sensorslhey are physical machines which monitor
two-dimensional space, each byte in a packet from leftiarge portions of unused IP address space (usually more than
to-right (x axis) from the first byte to the last. The value 256 addresses) and run specialized software to capture and
of the y axis depends on the actual value of the byte (Ostore traffic going to that space. Static sensors are usually
255). The rapid successive representation of packets in laosted by organizations and institutions. They preseniwa lo
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demand for maintenance as they only have to be monitored Source IP Addresses (Anonymized) Destination TCP/UDP Ports

for their uptime; as they do not run any other service except sourceir
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packet capturing and forwarding, their risk for infection — tsst1z2ier 20757 28 44311 %o8 A
is minimal. Each sensor runs its own web interface for 2124384180 5518 — ﬁf T;EE? \
displaying the statistics it has gathered. We will refer to 2620818511 3168 — 3388 (2) 5055 v
these statistics in more detail in the next Section. BANBNIRAIE T = e -

Honey@home Sensorg/e implement dynamic sensors 276189201 2280 | 8080 (7} 1486
with the use of Honey@home. Honey@home is designed °*#92°t108 198 —_— Ba2n e -
for monitoring unused address space from users that are **¥7'° 1%%¢ =i e =

188.16.2.138 B85 - —

not familiar with honeypot technologies or are not able to
maintain a fully-fledged sensor. It runs in the background
of any personal computer for both Unix-like and Windows
pperatmg systems: By default, it creates a pseudo-imerfa Figure 2: The top 10 source IP addresses and destination ports as
in the user's machine and requests an extra IP address frofjonitored by a NoAH sensor for one day

the local DHCP server. All the traffic going to that extra IP

address is forwarded to the central farm of honeypots. In

the absence of a DHCP server or in the case where the Uspioney@home clients are connected and the statistics about
is behind NAT, the tool reverts to unused port monitoring.the traffic monitored by the sensors at various timescales.
That is, it captures and forwards traffic going to specific |5 the next Section, we will present all the deployed
ports not bound by the user, for example, ports usuallechniques for representing the attack traffic receivechiy t
bound by a database server or a Web server. All clientiyoaH sensors as well as the monitoring tools that check

are connected to a front-end server that authenticates, theffhe availability and normal operation of the infrastruetur
monitors their availability and stores statistics aboug th

forwarded traffic. As Honey@home is run by home users, 1V. STATISTICS AND VISUALIZATION

it is expected that each client will present low availabilit , , )
What is more important is to monitor the availability and The NoAH infrastructure so far includes ten static sensors

normal operation of the front-end server. In regards to thénd dozens of Honey@home clients, monitoring more than
users’ privacy, no user traffic is at any moment monitored nine thousand unused IP addresses. The static sensors are

captured or stored by Honey@home. Furthermore, there ige0graphically distributed and monitor unused addresses
the option to communicate with the core over Tor [11] SOfrom diverse environments; from universities and insibtos

that users forwarding traffic to the farm of honeypots cannof® ISPS and medical centers. On average, the high-interacti
be identified and possibly attacked by malicious parties. NON€ypots process around half a million packets per day.

Honeypots. We employ the Amun [12] low-interaction Manual inspection of such a large volume of traffic is
honeypot to simulate the most common service vulneraPractically impossible and, thus, automatic mechanisras th

bilities. Traffic, forwarded from the sensors, is directed t display statistics and trends about received traffic ardente

the appropriate service and, if it contains malicious data’Ve Present the types of statistics gathered by each sensor

the respective vulnerability will be triggered and the eitta nd how they are visualized.
will be recorded for further analysis. Amun simulates a
finite set of known vulnerabilities. To expand its capaigitit
more vulnerability modules have to be written. To detect Each sensor runs three software components. The first one
previously unknown attacks, we employ the Argos [13]is a minimal daemon based on the pcap library [14] that
high-interaction honeypot and its memory tainting mechadistens to an interface and captures packets going to a given
nism. However, as high-interaction honeypots are heavilynused IP address space. Specific pieces of information of
instrumented machines, their processing power and memotye captured packets are stored in a local Postgres database
overhead is high. The availability of honeypots is a critica (the second software component). This information incfude
issue; their uptime must be 100% so as not to miss anyhe packet protocol, source and destination IP addresses,
attacks. source and destination ports, flags in the case of a TCP
Web-based Front-end.The last basic component is the packet and finally the timestamp of when the packet was
central website that displays aggregated statistics frhm acaptured. The last component is a set of PHP files that
static sensors and Honey@home clients. Additionally, itretrieve and render statistics on the collected attackidraf
monitors and visualizes the availability and normal operat Top source IP addressesBy default the top 10 source
of both honeypots. It is basically the single point wherelP addresses that sent the most packets during the last
NoAH administrators can see if the infrastructure is work-2 hours is displayed. For each IP address the number of
ing as intended, which sensors are working or not, whiclpackets it sent and its geographic location are also dieplay
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Figure 3: The geographical distribution of attackers as monitored
by a NoAH sensor for one day

The geographic location is retrieved by a local MaxMind
database. Additionally, each IP address is clickable. By
clicking it, users are redirected to a webpage that display&igure 4: Screenshot from TrGeo, a Flash application that displays
all packets sent by that IP address for a configurable tim&'e 9eographic origin of attackers

period. Users are able to select the time period which varies

from two hours up to the last month.

Top destination ports. The top destination ports targeted
by attackers are displayed. For each port the number
packets and a trend indication are also shown. The treng Attack Traffic Visualization
indication represents whether the sensor received more or

) . . ) TrGeo. In an effort to present an overview of what traffic
less packets at that port in comparison to the previous time ; :
our honeypots capture daily, we have implemented TrGeo.

period. Again, the user can configure the time period up tCll'rGeo is a platform for geographic visualization of packets

the !ast month. By cI|cI_<|ng a port, a webpage containing a”captured by the NoAH infrastructure. The basic concept
traffic sent to that port is presented. A screenshot that sho . : .
ehind TrGeo is to track locations of the attackers and

the top ten source IP addresses and destination ports for Or&?splay the traffic volume they send on the global map.

day can be seen in Figure 2. For the purposes of this work, we have implemented TrGeo

i Attack map. This page include.s tVYO 9'0'0,3' maps. T_he as an Adobe Flash application that renders desired data on
first map displays the geographic distribution of dlstlnctto of Google maps. On each source location a balloon is

source IP addresses. Each countr_y is colored based on h awn that represents how much traffic the location sent in

many IP addresses are hosted in that cquntry. Cour_'tr'et?-:rms of packets. As time passes, the radius of the balloons
that hpst no attackers are colore_d as wh!te, low aCt'V'tychanges according to the volume of traffic received by

countrles. are colored as green while countries that host |°tthe location they represent. In fact, TrGeo implements the
of attacking IP addresses are red. The second map IOOKl?sualization of a sliding time window. For example, if the

like the first one but is based on the number' of paCket%ensor has not observed packets from a location for a long
sent by each country. The scale of both maps is calculategme period

packet. A plot for the number of backscatter packets redeive
0(;riuring the last week is displayed on a separate page.

on demand. A m(;ap with thednumberhof attackers as seen by, geographical origin is extracted from queries subthitte

a NoAH sensor during one day is shown in Figure 3.y, 1 gatabase. Aggregation is done at the level of countrie
Attack graphs. This page includes three graphs. The firstp screenshot of TrGeo is shown in Figure 4.

one is a breakdown of the TCP ports while the second one is pg,aliel-coordinate Graphs. During the design and im-

a bre_akdown of UDP ports f_or _the last two hours. The thirdplementation of the maps and graphs from above, we
one is a breakdown of traffic in terms of how much TCP, cqnstantly found ourselves limited by the two-dimension
UDP and ICMP traffic was received during the last day.  parrier. Therefore, we seeked new ways of visualization
Backscatter traffic. Each sensor receives unsolicited and decided to employ a tool capable of plotting data in
backscatter traffic, i.e. traffic sent from a host in responsgarallel coordinates, called Picviz [15]. To depict the n-
to attacks that had a spoofed source IP address. It is trivigdimensional space of network traffic (source/destinatin |
to identify such traffic by inspecting the TCP flags of eachaddress/port, time, payload size, etc), “n” parallel elyual
spaced vertical lines are drawn and a point in that space i.e.
Lhttp:/Avww.maxmind.com/app/geolitecity an event, such as a network packet arriving, is represented
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Figure 7: Uptime graphs for Honey@home clients

Figure 5: Screenshot from PicViz, visualizing the activity of the
top 10 attackers for one hour in one of the NoAH sensors a Google map was constructed. A screenshot can be seen in
Figure 6. Each NoAH logo represents a sensor. On the left of
=Tl =]  the map, a list of the sensors is displayed. Next to the name
e of each sensor there is a status icon. A green tick means
that the sensor is up and displays statistics. A red x mark
e icon means that the server is either down or not accessible.
The status of each sensor is inspected in the background
oo by an external script. Furthermore, the script is linkedro a
alerting module that automatically sends a notificationagtm
P, when a sensor is down for more than 2 hours. All sensor
SIS : =~ | monitoring pages are password protected and accessible by
e few IP addresses over SSL. This security measure ensures
> “ w  confidentiality for sensor owners.

Honey@home monitoring. A deployment challenge is
Lol the efficient and scalable monitoring of Honey@home
e SO oo : s s clients. Honey@home clients are designed to send a heart-
beat pulse to the NoAH core every minute as an indication
Figure 6: Location and monitoring of NoAH sensors of their uptime status. Using the heartbeat information,
we know which clients are currently online and how long
they have been. We reconstruct the heartbeat information
as a polyline with vertices on the parallel axes where theas SNMP-like graphs which are published in a private web
position on the i-th axis corresponds to the i-th coordinatepage. Figure 7 is a screenshot of the uptime graphs. We
of the point. Traditional techniques search for abnormahave two parameters to customize the displayed graphs. The
patterns using signatures or behavioral analysis. TheiZPicv first one is the monitoring period. Changing this period, we
approach is excellent for analyzing multivariate data glo can see which clients were active for at least one minute
and traces since anomalies simply stand-out. Picviz uses dn a time period ranging up to one year. The second one is
intermediate language to define the different axes and typease availability threshold. By default this threshold is 0%
of data represented. Our experience with Picviz involvedmeaning that clients that send at least one heartbeat are
feeding it with network traffic datasets coming from our displayed. Setting this threshold to 100% only the clients
honeypots. Figure 5 presents an example where we used tkigat were up for the whole monitoring period are displayed.
tool to reveal the pattern of activity for the top 10 attasker The graphs are comprised of two parts. The first one is the
during a one hour period for one of our sensors. The first axiglient's key. As the monitoring page is available only to
is the timestamp of the activities. The second axis reptesenNoAH administrators, there is no need to anonymize the
the source IP addresses. These hosts were attacked fraghient keys. Clicking on the client key the user is redireicte
several source ports (third axis) that targeted the fuljean to a page that displays traffic statistics for the specifientli
of destination addresses (fourth axis) and a wide range ohdditionally to these statistics, the attack conversatiand
destination ports (last axis). malware instances captured by the client are displayed.
The second part is the SNMP-like graph that displays the
availability of the client as defined by the two parameters
Static sensor monitoring. To monitor the availability of described before. The graph is also clickable, redirecting
NoAH sensors, a web page that shows the sensors drawn dine user to a page containing the availability graphs for all
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400000 - IP Address | # Conversation§  Country Days

200000 7 XX.XX.222.18 103,692 Russia 2
XxX.xx.10.241 85,564 Russia 1
& 10000 - XX.XX.95.27 78,084 Taiwan 1
S XX.XX.35.24 76,506 Norway 5
& 1000 XX.XX.63.50 62,962 Japan 1
‘é’ XX.XX.209.3 61,178 USA 4
S XX.XX.136.78 55,353 France 2
XX.XX.153.35 53,601 Puerto Rico| 1
XX.XX.58.93 51,969 Russia 2
L] ‘ L 111 - XX.XX.86.28 50,169 Russia 2

‘ MATO ‘ oo ‘ o Table II: Top 10 attackers that targeted the NoAH sensors.

Date

Figure 8: Conversations with attackers. L
In Table Il we can see the statistics of the top attackers for

Country | # Conversations the whole duration of the three month deployment period.
RuUSSIa 1,459,733 It is interesting to note that all top attackers were active
Taiwan 351,527 for only a few days, and almost always those days were
USA 336,098 consecutive. Port 445 was the most targeted port receiving
Spain 191,313 over 3 million conversations initiated by attackers. The
Japan 89,838 . .

Puerto Rico 85 980 second most popular port is port 139 which attracted over 60
Norway 77,949 thousand conversations. We can identify another intergsti
China 66,533 port. Our infrastructure collected over 40 thousand agack
France 55,551 targeting port 2967 and exploiting a vulnerability in the
Turkey 51,780 Symantec anti-virus client.

Table I: Top 10 source countries of attackers that targeted NoAHB_ A case study for TCP port 445: Diurnal Patterns in the

Attack Traffic

monitoring periods. In that way, we can observe the behavior OVer the last year, we noticed an increase of almost two

of the client for different time periods. orders of magnitude in the suspicious inbound traffic aimed
at TCP port 445 and captured by our honeypots. This port
V. TRAEFIC ANALYSIS is reserved by the Microsoft Windows file sharing service.

] ] o As we began to further investigate the characteristics of

Here we provide an overview of the statistics collected byihe attack, we discovered that it followed a very distinetiv
the NoAH infrastructure during a three month period. diurnal pattern. Traffic volume increased during the magnin
peaked at noon and adopted a descending rate towards the
afternoon. This pattern osculated with human behavior and

The distribution of the conversations handled by thebusiness hours. A straightforward explanation for thidat t
NoAH honeypots is shown in Figure 8. With the term people turn on their computers in the morning, when they go
conversationswe refer to connections that were establishedto work, and turn them off late in the afternoon, when they
with the honeypots and sent application data that could bgo home, and some a little later at night, when they go to
characterized as exploitation attempts. During a 3 month desleep. Therefore, if those computers are infected with some
ployment period, from the middle of April to the beginning form of malware trying to spread or launch attacks as part
of July 2010, the infrastructure handled a total of 3,388,51 of a botnet, they have a very specific power cycle during
conversations with attackers that targeted the NoAH sensorwhich they have to perform their evil deeds. Especially
The maximum number of conversations handled in one dajnh business environments where the network and computer
was 377,071 which occurred on the 9th of July. configuration, both hardware and software is characterized

Table | presents the top 10 source countries of attackesy homogeneity, a malware-hosting vulnerability usually
that initiated conversations with the NoAH sensors. Themeans a very high infection rate among the population. As
aggregated conversations from these 10 countries amount oresult, there are groups of infected computers all working
81.7% of the total conversations handled by our honeypotghe same hours and exhibiting the same behavior.
Results show that Russia is the country that initiated the Figure 9 depicts the incoming traffic volume for port TCP
largest number of attacks against the NoAH sensors reaching5 during the timeframe of a week. It makes a separation
almost 1.5 million attacks. Taiwan and USA follow with between the volume of incoming packets and incoming
over 300 hundred thousand attacks. China ranks 8th whichnique source IP addresses. It is clearly shown that there
is much lower than expected and quite surprising. is a direct correlation between the two. To further clarify

A. Attack statistics
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Figure 9: Incoming traffic to TCP port 445 in terms of packets and . ) . .
g g P P Figure 11: Incoming traffic to TCP port 445 for six months time.

unique source IP addresses. Both metrics follow a diurnal cycle.

25000 1 day 1 week 1 month
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Figure 10: Attackers on port 445 divided into three groups based T )
on the continent they reside. Each group follows a diurnal patternTable Ill: Top 10 destination ports for a day, week & month period.

that, we subsequently tried to discover the subnet or grougiacked us before. We grouped attackers in /24 subnets and
of subnets that were flooding us with the largest volume Ofperepy eliminated more than 50% of the newcomers. This
traffic. It tured out that there was a near even distribuibn  action confirmed our hypothesis that malicious computers
incoming packets among all attacking subnets. Additignall powering on each day have their network addresses updated
we looked closer at the top 10 /8 attacking subnets in termgja DHCP and for that matter appear as different sources.

of traffic volume and discovered that each one followedgwever, a population of entirely new subnets, appearing
an attack cycle with a 24 hour period, while maintaining g5ch day, remained.

a difference in phase compared to the others.

Having concluded that there was no single subnet reC. Traffic Volume & Distribution Trends
sponsible for this diurnal phenomenon, but rather that it An interesting fact is that there has been a steady 5%
was a combined effort, we tried to further analyze theincrease in attack traffic since we started noticing thevegti
characteristics of the traffic and attribute incoming pagke on port TCP 445 and for a period of 6 months. Up until this
to their respective time zones. To do that, we once againery moment there is no evidence that the increasing trend
employed MaxMind's GeolP tool which provided a mapping has ceased. Figure 11 visualizes this trend. Let there leglnot
between IP addresses and their corresponding countriethat this trend also holds for the number of IP addresses and
That way, instead of plotting the entire volume againstsubnets observed as well. Furthermore, there exists ntesing
a single, specific time zone, we produced three differensource responsible for this increase in volume.
graphs, each one aligned with the dominant time zone of Regarding the distribution of traffic, it is evenly distrted
America, Europe and Asia respectively. Using that methodamong different subnets. A very interesting fact is that
we indeed confirmed that attackers from different timezone99.8% of the traffic we receive targets hosts that belong to
followed their own diurnal pattern instead of a uniform the first half of each subnets’ IP address range. Furthermore
one. Nevertheless, the three sine-like curves when mergegaffic is also evenly distributed amongst these IP addsesse
compiled the single plot we initially produced. The results Additionally, the majority of ports under attack resides in
are shown in Figure 10. the 0 - 1023 range. Such ports are used to officially host

Another interesting aspect that we revealed was that whilevell-know services such as telnet, SSH, HTTP and a series
the number of attacking sources followed a steady diurnabf Windows services. Of course there is some meaning to
cycle across a week, so did the number of newcomerghis, considering it an optimization tactic to avoid attiack
source IP addresses we had never seen before. This meahs unmapped upper ranges of the port spectrum. Table
that the attacking population decreases towards nighitfadl 11l displays the top 10 ports over a day, a week and a
cause people turn off their computers, but the next morningmonth period. The most prevalent port is 445, followed by
a stable portion of the attackers that wake up has neveports 1434, 1433, 80, 135, 3072 and 1024. This means that
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Figure 12: The new NoAH dashboard

monitoring the status of a honeypot infrastructure. We also
presented a preliminary traffic analysis for data collected
over a six month period. 70% of the top attacked ports

remain the same independently of the timescale chosen,
while port 445 is by far the most attacked port. Specifically

for port 445, we observed a diurnal pattern. Our geolocation
analysis revealed that attackers from different contment

all present a diurnal pattern and the composition of their
patterns still forms a diurnal cycle.
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