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1 Introduction

Mobile code has become mainstream, Java’s applets provide a familiar example. Other
examples, where the code may be loaded from a local store but may have been provided
by a third party, are Enterprise Java Beans [1] and Microsoft’s COM [2]. Here, compo-
nents execute within a container that provides services to the component. This container
and component programming model is very similar to mobile code architectures where
mobile code is executed within some form of execution platform.

In this position paper, I describe how the component and container model is re-
lated to behavioural reflection and outline a proposal to build a reflective container for
components called the Glasshouse that allows the use of intrusion-tolerant services, and
supports some intrusion-tolerance for components.

2 Containers and Components

Figure 1 shows a component and container framework. Components can represent mo-
bile code or third party code that has been loaded from a local file store. In some
instantiations of the framework, the dynamically loaded code comes from local file sys-
tem and in others the dynamically loaded code can come from a remote location. The
common idea is that code is loaded into a container where it executes. The compo-
nent can then take advantage of local services provided by the container (for example,
transactional support or security).

The components do not have to explicitly invoke container services. A common way
to achieve transparency is to generate proxies for the components. References to the
components are then passed to clients instead of the real reference. This means that the
proxy can now intercede in all calls from clients to the components and non-functional
requirements can be enforced at this point. In principle, this allows a component to be
deployed in different servers without any need to modify its source code. However, it
is important to note that only external client access control is mediated by the proxy.
Internal references to the components will allow sub-components or other components
executing in the same container to access them directly and bypass control of the com-
ponent or server. This could be a real problem where components may be attempting
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Figure 1: Container and Components

to observe or interfere with each other’s execution. For example, a company may wish
to use two components from competitors who are mutually distrustful.

3 Relationship to Behavioural Reflection

The use of proxies to implement the addition of non-functional properties can be seen as
a limited application of behavioural reflection [3]. Behavioural reflection allows a system
to dynamically change its behaviour at runtime. Metaobject protocols [4] is an object-
oriented approach is implementing behavioural reflection. Here, a metaobject class is
associated with an object class. This metaobject class can be used to override the default
behaviour of the object execution model. The interface of the metaobject class is the
metaobject protocol. This protocol narrowly defines the possible changes to the object
execution model. A common way to implement metaobject classes is to generate proxies
for the object class that intercept every method invocation sent to the object class. Once
interception has taken place then control can be switched to the associated metaobject
class and the method execution delegated by the metaobject class to the object class.
As the metaobject class has control over the execution of the method, it can manipulate
the semantics of the method execution. This is effectively how component behaviour
is adapted by containers. However, they combine the metaobject class and the proxy.
The metaobject class is then used to invoke server services according to the declarative
specification associated with the component.

Although reflective, the approach taken by current container and component models
are typically inflexible. They do not allow easy customisation of the metaobject. Con-
figuration information associated with components is used to generate the metaobjects
and invoke known services. A programmer cannot extend the default metaobject, and
implement new services or vary the way in which current services are used.

The main drawback of using proxies to implement behavioural reflection is that they
can be bypassed. This could allow illegal access to a component, if not from external
clients then from other local code. One approach to lessening the possibility that the
meta level can be bypassed is to not use a proxy at all! Instead of using indirection



and delegation, the approach is to modify the object class implementation. A highly
flexible approach is to add hooks by rewriting the compiled object class. The reflective
Java implementation Kava [5] implements behavioural reflection in this way. A reflective
container that provides flexible, yet tight, control over components could be implemented
using Kava. Aspects of the execution of code that can be controlled reflectively include
field access, method invocation and execution, and exception handling. In addition it
could invoke intrusion-tolerant services as required. The proposed reflective container
implementation is called a Glasshouse.

4 Intrusion-Tolerant Containers

Such a reflective container could also be used to support intrusion tolerance. An intrusion
tolerant system can tolerate some successful attacks but still provide a service [6]. There
are two aspects to this problem. The first is to provide intrusion-tolerant services for
use by the components, and the second is to implement some form of local intrusion
detection and ability to intervene in the execution of a component. This could be
achieved by associating a metaobject instance with each component that would perform
the following functions:

e Automatically invoke intrusion-tolerant services such as a transaction service, calls
to authorisation servers to check if clients can access the component, persistence
service, etc. This helps prevent intrusion through attacks on services the compo-
nents rely upon.

e Monitor the execution of the component and pass monitoring information as re-
quired to a distributed intrusion detection system. This helps prevent intrusion
by components that are being treated as insiders and are executing within the
container.

5 Related Work

I am not describing a single completely novel idea. Reflective middleware, security
enforcement through the rewriting of code, and intrusion detection systems are not new
concepts. What I am describing is a proposal to build an integrated platform that draws
upon these three areas. The aim is to have a flexible platform for experimenting with
approaches to tolerating intrusions by outsiders and insiders. In this section I briefly
review some related work in the area of reflective middleware and security.

5.1 Reflective Middleware

JavaPod [7] is the closest reflective middleware system to our proposed work. It is
an example of reflective container-component style middleware. It defines three main
concepts: server, container and connector. A server provides execution support for con-
tainers which, in turn, provide execution support for components. Containers represent
the system part of components. Through component encapsulation and interposition
they manage properties like persistency, synchronization, replication, etc. Containers



use the server-provided services. For example, if a server provides a database, a con-
tainer makes the binding between the database and a persistent component. Connector
abstracts different types of binding between components (client-server, one-to-many,
etc.). JavaPod is implemented using a reflective extension to Java that supports object
extension. Although JavaPod supports transparent adaptation of components it does
not support intrusion detection.

The idea suggested here is to develop a similar programming model but one that
explicitly supports intrusion detection, and is implemented using our own portable re-
flective technology [5].

5.2 Security

There are two aspects to security in our proposed system. This first related to enforce-
ment, and the second relates to intrusion detection.

5.2.1 Enforcement

Using code rewriting to implement security is increasingly seen as a flexible and powerful
way implement security enforcement for applications [8][9][10][11][12]. For example, Java
bytecode rewriting has been used to implement fine grained access control [11], resource
monitoring and control policies [8]. Early approaches suffer from a lack of generality.
Their whole implementation needed to be changed if the non-functional properties they
are enforcing were varied, for example a new type of security model needs to be enforced
rather than just a different instance of the same security model. More general approaches
such as SASI and Naccio provide greater control over code execution and more flexible
policy specification. SASI and Naccio extend this early approach by separating rewriting
policy from rewriting mechanics.

SASI [10] uses a security automaton to specify security policies and enforces policies
through software fault-isolation techniques. The security automaton is merged into
application code by a rewriter. It adds code that implements the automaton directly
before each instruction. The rewriter is language specific (the authors have produced
one for x86 machine code, and one for Java byte code). Partial evaluation techniques
are used to remove unnecessary checks. One of the problems the authors found when
applying SASI was that the lack of a "friendly” policy language made it difficult to
use. This has recently led to the development of PoET/PSLang (Policy Enforcement
Toolkit/Policy Specification Language) [12] which uses an imperative, event-oriented
language with a Java style syntax.

Naccio [9] allows the expression of safety policies in a platform-independent way
using a specialised language and applies these policies by transforming program code.
A policy generator takes resource descriptions, safety policies, platform interface and
the application to be transformed and generates a policy description file. This file is
used by an application transformer to make the necessary changes to the application.
The application transformer replaces system calls in the application to calls to a policy-
enforcing library. Naccio has been implemented both for Win32 and Java.

Naccio provides a high level way of specifying application security that is platform-
independent but it is limited in what can be controlled. For example, Naccio cannot
specify a safety policy that prevents access to a particular field of an object by other



objects. Also because Naccio relies on renaming of methods there is the possibility that
the enforcement mechanisms could be bypassed.

The approach I intend to puruse is similar to SASI, PoET/PSLang and Naccio.
It also uses rewriting to achieve control over application level components in order to
enforce security. However, in this approach the existing Java security model is extended
by defining a new type of Java security permission that can take the current state
of a component into account when determining if an operation should be allowed or
disallowed (I have already partially explored this approach with colleagues in [13]). A
drawback of this approach is that it enlarges the trusted computing base as the Java
compiler has to be considered trusted whereas a specialised policy language compiler
may be smaller in size and therefore easier to verify. However, the advantage is that
it does not require programmers to learn a new language in order to specify security
policies and it can make direct use of application level abstractions.

5.2.2 Intrusion detection

The idea suggested here is to use metaobject instances to monitor the behaviour of
applications. This is similar to a host-based approach to intrusion detection. What
is different is that sensors are embedded within components instead of embedded in
the execution environment. There is recent work by [14] which explores a similar area.
Our approach differs in that in his approach the instrumentation must be done manually
which means it must be reapplied manually when the base application changes, it makes
it difficult to focus on what is the application code and what is the monitoring code etc.
By using a reflective technology it is possible to write enforcement rules using application
level entities, and apply these monitors automatically.

6 Summary

This position paper outlines of some thoughts on the design of a reflective container
for components that supports intrusion-tolerance. Our approach is to use our reflective
technology to implement a container-component style programming model that sup-
ports transparent invocation of intrusion-tolerant services and supports monitoring and
enforcement of security on components.
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