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WORMINATOR

COLLABORATIVE INTRUSION DETECTION

http://worminator.cs.columbia.edu
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Objective Architecture
Solve the problem of ranking IDS alerts to focus * |P watchlists: transfer natively, or use a one-
on the most sophisticated and dangerous attacks way hash data structure called a Bloom filter to
* Difficult to differentiate legitimate versus truly encode IPs and ports into a privacy-preserving,
dangerous, illegitimate traffic from just one compact data structure
point on a network » Signatures: generate using payload anomaly
* The best IDSes do not see slow, stealthy detection algorithms; they may be exchanged
activities spread out over time and space natively, as a Z-string, or in a Bloom filter as well
*|IDS noise makes it difficult to track zero-day roreatons CAT
L
worm attaCkS E;% Internet
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MOtlvatlon NIDS / IP alert list Hashes
With an increase in both hitlist and zero-day — . T |
o . Sensor = Tako e fashed e
worms, need to rapidly identify attacks from a I —
variety of globally distributed sources N \BI § I . !
* [f a malicious scan attempt is detected by one
IDS, it can mean anything - Distribution: centralized server (e.g., broadcast,
« If similar malicious scan attempts from the same || Publish/subscribe), hierarchical, or P2P
source are detected by IDSes at other sites, we || approach. Inthe latter case, the problem
have more confidence it's not just noise or “a of network scheduling becomes significant
coincidence” (e.g., how to distribute the data with as few
. . transmissions as possible given a large set of
* [f a scan attempt is detected at some sites but P J J
S . nodes)
not others, it's less likely a worm drone and
iInstead a targeted scan @ @
Surveillance Surveillance @ @
at site A at site B .
T NIDS systems
wwiied are in RED; they
I pick up the
‘ Common sources J@ @ stealthy long-
of scans at == %‘ term scans and
all three sites @@ @I‘ start exchanging
Hacker “X” ' \ Bloom Watchllsts./
_ AN
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Project status
* Proof-of-concept architecture developed using Java 5; * Works with off-the-shelf Counterstorm AntiVWorm-1
web interface uses JSP 2.0/Servlet 2.4 platform product, based on Columbia IDS technology
» Uses JMS publish/subscribe infrastructure for rapid alert » Currently deployed in 5 networks; more forthcoming
- exchange (~ 1s latency under normal congestion) shortly y
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Screenshots Results and Experiences
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SiteS There are currently 5 sources of alerts. Click one to see the the "top 50" watchlist for that source, or choose from one of the links alel 1 S (Orders
above. You can also refresh your browser to get the latest updates. I
1 2 3 4

( an OnymIZ ed ) Source First seen time Last seen time # alerts | # unique IPs Of m a g ni tu de )’ I

Academic entity #1, site A | Mar 14, 2005 8:51:51 PM | Sep 5, 2005 3:38:50 PM | 2298001 | 43067
Academic entity #1, site B | Mar 16, 2005 3:23:55 PM | Mar 30, 2005 5:05:56 PM | 54518 | 2398

Academic entity #2 Aug 5, 2005 6:06:16 PM | Sep 5, 2005 4:30:37 AM | 108313 | 3404 enabllng lllore

Commercial entity #1 Mar 14, 2005 7:48:52 PM | Apr 17, 2005 4:35:03 AM | 708100 | 97653 10

Commercial entity #2 | Mar 14, 2005 7:50:41 PM | Sep 1, 2005 5:47:16 PM | 80013 | 7941 aggre SSI Ve

Total 3248943 | 150828*

100 -

Number of IPs seen at sites

1

response

Earliest scan time for sources seen at 4 sites

» Scanning behavior
varies by source,
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e - many Sites rapidly" 61.235.154.92
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COLLABORATIVE INTRUSION DETECTION Spread Out thelr 61.172.249.201 ‘ 218.1.74.231
Ry - e X X e rael. (Contains noise activities QO
Source IP Hostname Country Start scantime End scantime  #alerts '
128.59.16.20  cs.columbia.edu Us 3/14/05 11:40 PM 9/5/057:39 PM 203816 aS CUCS dOeS 61.152.160.63 218.254.147.154
128.59.18.100 ober.cs.columbia.edu Us 3/14/05 11:40 PM 9/5/057:39 PM 146460
128.59.20.100 opus.cs.columbia.edu us 3/14/05 11:40 PM 9/5/057:38PM 116878 no t h a Ve a
128.59.18.50  cluster00.ncl.cs.columbia.edu US 3/14/05 11:40 PM 9/5/057:38 PM 107051
128.59.17.211  dhcp61.cs.columbia.edu Us 3/14/05 11:40 PM 9/5/054:52 PM 94333 f ll 61129 58.124 518.83.155.77
128.59.19.85  rockwell.cs.columbia.edu Us 3/14/05 11:40 PM 8/24/05 12:50 AM 77386 / r e Wa
128.59.16.101 ground.cs.columbia.edu Us 3/14/05 11:40 PM 9/5/053:;57 PM 76381
128.59.16.5  dynasty.cs.columbia.edu Us 3/14/05 11:40 PM 9/5/057:38 PM 45966 61.129.58.123
128.59.16.145 flame.cs.columbia.edu Us 3/14/05 11:40 PM 9/5/057:38 PM 45918
128.59.16.7 disco.cs.columbia.edu Us 3/14/05 11:40 PM 9/5/057:35PM 45331 .
128.59.16.21  orion.cs.columbia.edu us 3/14/05 11:40 PM 9/5/057:37 PM 41412 Top ports targeted by 4-site scanners
128.59.16.9 diamond.cs.columbia.edu Us 3/14/05 11:40 PM 9/5/057:35 PM 36422 =~ MOSt pOp UIar
128.59.16.60  reliant.cs.columbia.edu Us 3/14/05 11:40 PM 9/5/057:36 PM 36167 1027
128.59.16.100  goldfish.cs.columbia.edu Us 3/14/05 11:40 PM 9/5/057:37 PM 36087 16%
128.59.21.100 play.cs.columbia.edu Us 3/14/05 11:40 PM 9/5/057:36 PM 35086 ports ta rge te d are
128.59.16.102 news.cs.columbia.edu Us 3/14/05 11:41 PM 9/5/057:38 PM 31464 other
128.59.19.230  dhcp30.cs.columbia.edu us 3/14/05 11:48 PM 9/2/05 8:31 PM 24412 . .
128.59.19.243  dhcp43.cs.columbia.edu us 3/14/05 11:42 PM 9/4/055:42 AM 18887 Wln do WS SGI’VICGS
128.59.19.197 pennstation.cs.columbia.edu US 3/14/05 11:40 PM 9/4/05 7:16 AM 18057
128.59.20.71  stasis.cs.columbia.edu Us 3/21/054:55PM  9/5/057:28 PM 17981
128.59.22.178 fugu.cs.columbia.edu us 3/14/05 11:42 PM 9/3/05 10:00 AM 16855 Or ba deoors
190 B0 18 47914 hear ne Aansliimabia adn L= QMMAINKE 144-AN DAA QIRINE 7-17 DAA 1A08R . ¥
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Correlatin COLLABORATIVE INTRUSION DETECTION 1% /

g o - |changepssswend/Logout o
Current System Stafus | Watchlist | Warntst 00000 o

alerts T R —- L L L T T
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Source IP Hostname Country Start scan time End scan time # alerts
194.69.214.120 194.69.214.120 NO 3/16/05 10:23 AM  4/14/0511:36 PM 624 6% 20031

Seen at [ Academic entity #1, site A | | Academic entity #1, site B | [ Commercial entity #1 ] [ Commercial entity #2 ] 8%

61.152.160.63 61.152.160.63 CN 3/16/05 11:55 PM 6/13/056:08 PM 152

Seen at [ Academic enfity #1, site A | [ Academic entity #1, site B | [ Commercial entity #1 ] [ Commoercial enfity #2

218.83.155.77  218.83.155.77 CN 3/15/05 12:30 AM  4/3/05 8:11 PM 119 ® BiggeSt Challenge iS getting OrganizatiOnS tO

Seen at [ Academic entity #1, site A | | Academic entity #1, site B | [ Commercial entity #1 ] [ Commercial entity #2 ]

61.172.249.201 61.172.249.201 CN 3/21/05 2:12PM  4/4/05 6:03 AM 83

| | | | | |
o ot | Acovtomic oniity 81, <o A1 Acadonis onity #1. <ite b1 Commersial entity 111 Commersial ontty £21 a rt| Cl ate - N Ot fo r te C h nica | reasons b U t rath er
61.235.154 .82 61.235.154.92 TW a8z y |

3/19/05 2:00 PM  4/4/05 3:48 AM

Seen at [ Academic entity #1, site A | | Academic entity #1, site B | [ Commercial entity #1 ] [ Commercial entity #2 ]

| | | | | | | | | |
S I S T due to organizational, legal, or political issues
Seen at [ Academic entity #1, site A | [ Academic entity #1, site B | [ Commercial entity #1 ] [ Commercial entity #2 b) b)

211.167.7.134  211.167.7.134 JP 3/21/052:29 AM  4/16/05531PM 63

Seen at [ Academic entity #1, site A | | Academic entity #1, site B | [ Commercial entity #1 ] [ Commercial entity #2 ]

222.89.109.236 222.89.109.236 CN 4/1/05 7:04 PM 8/9/05 6:16 AM 42 ® Su ppo rti ng privacy-prese rVi ng meChan isms

Seen at [ Academic enfity #1, sife A | [ Academic entify #2 | [ Commercial enfity #1 ] [ Commercial enfify #2 ]

218.254.147 154 cm218-254-147-154 hkcable.com. HK 3/30/056:34 AM  4/1/05 11:57 AM 34 . " .
Seen at [ Academic entity #1, site A | | Academic entity #1, site B | [ Commercial entity #1 ] [ Commercial entity #2 ] m a kes a b I d I I I e re n Ce eS e CI a I I W h e n n O n —
66.148.80.145 r3.dordetara.ro RO 3/29/05 9:53 AM 3/29/05 8:12 PM 29 J

Seen at [ Academic enfity #1, site A | [ Academic entity #1, site B | [ Commercial entity #1 ] [ Commoercial enfity #2

plorozuss 27245 ON  4BGSLIAM  SS0sSMPM 2 .|| academic sites are involved
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Future work

» Additional site deployment * Integrate support for PAYL anomaly detector to automate

+ Longitudinal study on incoming data content signature and model exchange

» Research into using Worminator in more diverse network

» Integrate Whirlpool network scheduling model _
environments, e.g., MANETs
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