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In trus ion  and  C om puter S ecurity

• C om puter security : con fiden tia lity ,
in tegrity , and  ava ilab ility

• In trus ion : ac tions to  com prom ise  security
• W hy are  in trus ions poss ib le?

– pro toco l and  system  des ign  flaw s
– im p lem enta tion  (p rogram m ing) e rro rs
– system  adm in istra tive  secu rity  “ho les”
– peop le  (users) a re  na ive



D esign  F law s

• S ecurity  w asn ’t a  “b ig  dea l”
– ease o f use  (by users) and   com m unica tions

(am ong system s) m ore  im portan t

• O pera ting  system s (next guest lectu re )
• TC P /IP

– m in im a l o r non-ex isten t au thentica tion
• re ly ing IP  source address fo r authen tica tion
• som e rou ting  p ro toco ls  don ’t check rece ived

in form ation



E xam ple : IP  S poofing

• Forge  a  trus ted  host’s  IP  address
• N orm al 3 -w ay handshake:

– C ->  S : S YN  (IS N c)
– S ->  C : S YN  (IS N s), A C K  (IS N c)
– C ->  S : A C K  (IS N s)
– C ->  S : da ta
– and/or
– S ->  C : da ta



E xam ple : IP  S poofing  (con t’d )

• S uppose an  in truder X  can  p red ict IS N s,
it cou ld  im personate  trus ted  host T :
– X ->  S : S Y N  (ISN x), S R C =T
– S ->  T : S YN  (IS N s), A C K  (IS N x)
– X ->  S : A C K  (ISN s), S R C =T
– X ->  S : S R C =T, nasty da ta

• F irs t pu t T  ou t o f serv ice  (den ia l o f
serv ice) so  the  S ->T  m essage is  los t

• There  a re  w ays to  p red ict IS N s



Im p lem enta tion  E rro rs

• P rogram m ers a re  no t educated  w ith  the
security  im p lica tions

• P eop le  do  m ake m istakes
• E xam ples:

– buffe r overflow :
• strcpy (bu ffe r, nasty_string_ la rger_ than_bu ffe r)

– ove rlapp ing  IP  fragm ents, “u rgent” packe ts ,
e tc .



S ystem  H o les

• S ystem s are  no t configured  w ith  c lear
security  goa ls , o r a re  no t updated  w ith
“pa tches”

• The user-friend ly fac to rs : conven ience
is m ore  im portan t
– e .g ., “guest” account



4 M a in  C ategories o f In trus ions
• D en ia l-o f-serv ice  (D O S )

– flood  a  v ic tim  host/port so  it can ’t function
properly

• P rob ing
– e.g . check ou t w h ich  hosts  o r ports a re  “open”

• R em ote  to  loca l
– illega lly  ga in ing  loca l access, e .g ., “guess

passw d”

• Loca l to  roo t
– illega lly  ga in ing  roo t access, e .g ., “bu ffe r

ove rflow ”



In trus ion  P reven tion  Techn iques

• A u thentica tion  (e .g . b iom etrics)
• E ncryp tion
• R edes ign w ith  security  fea tu res (e .g .,

IP S ec)
• A vo id  p rogram m ing erro r (e .g .,

S tackG uard , H eapG uard , e tc .)
• A ccess con tro l (e .g . firew a ll)
• In trus ion  p revention  a lone  is  no t su ffic ien t!



In trus ion  D etection : O verv iew

• M a in  B enefits :
– security  s ta ff can  take  im m edia te  ac tions:

• e .g ., shut dow n connections, ga ther lega l
ev idence  fo r p rosecu tion , e tc .

– system  sta ff can  try  to  fix  the  security  “ho les”

• P rim ary  assum ptions:
– system  activ ities a re  observab le  (e .g ., v ia

tcpdum p, B SM )
– norm al and  in trus ive  ac tiv ities have  d istinc t

evidence (in  aud it da ta )



In trus ion  D etection : O verv iew
(con t’d )

• M ain  D ifficu lties :
– netw ork sys tem s are  too  com plex

• too  m any “w eak links”

– new  in trus ions m ethods a re  d iscovered
con tinuous ly

• a ttack p rogram s are  ava ilab le  on  the  W eb



In trus ion  D etection : O verv iew
(con t’d )

• Issues:
– W here?

• gatew ay, host, e tc .

– H ow ?
• ru les, s ta tis tica l p ro files, e tc .

– W hen?
• rea l-tim e  (pe r packe t, per connection , e tc .), o r o ff-

line



10:35:41.5 128.59.23.34.30 > 113.22.14.65.80 : . 512:1024(512) ack 1 win 9216
10:35:41.5 102.20.57.15.20 > 128.59.12.49.3241: . ack 1073 win 16384
10:35:41.6 128.59.25.14.2623 > 115.35.32.89.21: . ack 2650 win 16225

tcpdump (packet sniffer)

header,86,2,inetd, …
subject,root,…
text,telnet,...
...

BSM
(system
audit)

network traffic

system events



A ud it D a ta

• O rdered  by tim estam ps
• N etw ork  tra ffic  da ta , e .g ., tcpdum p

– header in fo rm ation  (p ro toco ls, hosts, e tc.)
– da ta  portion  (conversa tiona l con ten ts)

• O pera ting  system  events, e .g . B S M
– system  ca ll leve l da ta  o f each  session

(e .g ., te lne t, ftp , e tc.)



In trus ion  D etection  Techn iques

• M any ID S s use  bo th :

– M isuse  de tection :
• use pa tterns o f w e ll-know n a ttacks or system

vu lnerab ilities  to  detect in trus ions
• can ’t detect “new ” in trus ions (no  m atched  pa tte rns)

– A nom aly  de tection :
• use “s ign ifican t” dev ia tion  from  norm a l usage

pro files to  de tect “abnorm a l” s itua tions (p robab le
in trus ions)

• can ’t te ll the  na tu re  o f the  anom a lies



M isuse  D etection

intrusionp
atterns

activities

pattern
matching

intrusion



A nom aly D etection
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C urren t In trus ion  D etection
S ystem s (ID S s)

• “S ecurity  scanners” a re  no t
• N aïve  K eyw ord  m atch ing

– e .g . no  packet filte ring , reassem bling , and
keystroke  ed iting

• S om e a re  up-to -da te  w ith  la tes t a ttack
“know ledge-base”



R equirem ents for an  ID S

• E ffec tive :
– h igh  de tection  ra te , e .g ., above  95%
– low  fa lse  a la rm  ra te , e .g ., a  few  per day

• A daptab le :
– to  de tect “new ” in trus ions soon  a fte r they

are  inven ted

• E xtensib le :
– to  accom m odate  changed ne tw ork

con figura tions



Trad itiona l D eve lopm ent P rocess

• P ure  know ledge engineering  approach:
– M isuse  de tection :

• H and-code  pa tte rns fo r know n in trus ions

– A nom aly  de tection :
• S elect m easures on system  fea tu res based  on

experience  and  in tu ition

– Few  fo rm a l eva lua tions



A  N ew  A pproach

• A  system atic  da ta  m in ing  fram ew ork to :
– B u ild  e ffective  m ode ls:

• inductive ly  lea rn  detection  m ode ls
• se lect fea tures us ing  frequen t patterns from

aud it data

– B u ild  ex tensib le  and  adaptive  m ode ls:
• a  h ie rarch ica l system  to  com bine  m u ltip le

m ode ls



10:35:41.5 128.59.23.34.30 > 113.22.14.65.80 : . 512:1024(512) ack 1 win 9216
10:35:41.5 102.20.57.15.20 > 128.59.12.49.3241: . ack 1073 win 16384
10:35:41.6 128.59.25.14.2623 > 115.35.32.89.21: . ack 2650 win 16225

tcpdump

time dur src dst bytes srv …
10:35:41 1.2 A B 42 http …

10:35:41 0.5 C D 22 user …

10:35:41 10.2 E F 1036 ftp …

… … … … … ... …

Connections

Network
  Model

header,86,2,inetd, …
subject,root,…
text,telnet,...
...

BSM

Sessions

 Host
Model

Learning

Learning
Combined
   Model

Meta Learning
11:01:35,telnet,-3,0,0,0,...
11:05:20,telnet,0,0,0,6,…
11:07:14,ftp,-1,0,0,0,...
...



The D ata  M in ing P rocess o f B u ild ing ID  M ode ls

models

raw audit data

packets/
events
(ASCII)

connection/
session
records

featurespatterns



D ata  M in ing

• R e levant da ta  m in ing  a lgorithm s fo r ID :
– C lassifica tion : m aps a  da ta  item  to  a  ca tegory

(e .g ., norm a l o r in trus ion)
• R IP PE R  (W . C ohen , IC M L’ 95 ): a  ru le  learner

– L ink  ana lys is: de te rm ines re la tions be tw een
attribu tes  (system  fea tu res)

• A ssocia tion  R u les (Agraw al e t a l. S IG M O D ’ 93 )

– S equence  ana lys is: finds sequentia l pa tte rns
• F requen t E p isodes (M annila  e t a l. K D D ’ 95 )



C lass ifie rs  as ID  M ode ls

• R IP P E R :
– C om pute  the  m ost distingu ish ing  and  conc ise

attribu te /va lue  tests fo r each  c lass labe l

• E xam ple  R IP P E R  ru les :
– pod :- w rong_fragm ent ≥ 1 , p ro toco l_ type  =  icm p.
– sm urf :- p ro toco l =  ecr_ i, host_count ≥ 3 ,

srv_count ≥ 3 .
– ...
– norm al :- true .



C lass ifie rs  as E FFE C TIV E  ID  M ode ls

• C ritica l requ irem ents :
– Tem pora l and  sta tis tica l fea tu res

• H ow  to  autom ate  fea ture  se lec tion?

– O ur so lu tion :
• M ine  frequent sequen tia l patterns from  aud it da ta



M in ing  A ud it D ata

• B as ic  a lgorithm s:
– A ssoc ia tion  ru les: in tra -aud it record  pa tte rns
– frequent ep isodes: in te r-aud it record  pa tte rns
– N eed bo th

• E xtensions:
– C onsider characte ris tics o f system  aud it da ta

(Lee e t a l. K D D ’ 98 , IEE E  SP ’ 99 )



A ssoc ia tion  R ules

• M otiva tion :
– C orre la tion  am ong system  fea tu res

• E xam ple  from  she ll com m ands:
– m ail → am , hostA  [0 .3 , 0 .1 ]
– M ean ing : 30%  o f the  tim e w hen the  user is

send ing  em ails , it is  in  the  m orn ing  and
from  host A ; and  th is  pa tte rn  accounts fo r
10%  o f a ll h is /her com m ands



Frequent E p isodes

• M otiva tion :
– S equentia l in fo rm ation  (sys tem  activ ities)

• E xam ple  from  she ll com m ands:
– (vi, C , am )  → (gcc, C , am ) [0 .6 , 0 .2 , 5 ]
– M ean ing : 60%  o f the  tim e, a fte r vi (ed its) a

C  file , the  user gcc  (com piles) a  C  file
w ith in  the  w indow  o f next 5  com m ands;
th is  pa tte rn  occurs  20%  o f the  tim e



M in ing  A ud it D ata  (continued)
• U s ing  the A xis  A ttribu te (s)

– C om pute  sequen tia l pa tte rns  in  tw o phases:
• associa tions us ing  the  ax is  a ttribu te (s)
• se ria l ep isodes from  assoc ia tions

(A

(A

B)

B)

(A B)

Example (service is the axis attribute):
(service = telnet, src_bytes = 200,
dst_bytes = 300, flag = SF), (service =
smtp, flag = SF) → (service = telnet,
src_bytes = 200).



M in ing  A ud it D ata  (continued)
• U s ing  the A xis  A ttribu te (s)

– C om pute  sequen tia l pa tte rns  in  tw o phases:
• associa tions us ing  the  ax is  a ttribu te (s)
• se ria l ep isodes from  assoc ia tions

(A

(A

B)

B)

(A B)

Axis attributes are the “essential” attributes of
audit records, e.g., service, hosts, etc.



M in ing  A ud it D ata  (continued)
• “re fe rence” re la tions am ong the  a ttribu tes

– re fe rence  a ttribu te (s): “sub ject”, e .g ., dst_host
– othe rs, e .g ., serv ice  : “ac tions” o f “sub jec t”
– “actions” pa tte rn  is  frequen t, bu t no t “sub ject”

A1
A2

S1
S1

A1 S3
A2 S3

A2
A1 S2

S2

reference attribute(s) as an item
constraint:

records of an episode must have the
same reference attribute value



   …

17:27:57 1234 priv_19 192.168.1.10 172.16.114.50 ? ? REJ ...

17:27:57 1234 priv_18 192.168.1.10 172.16.114.50 ? ? REJ ...

17:27:57 1234 priv_17 192.168.1.10 172.16.114.50 ? ? REJ ...

17:27:57 1234 priv_16 192.168.1.10 172.16.114.50 ? ? REJ ...

17:27:57 1234 netstat 192.168.1.10 172.16.114.50 ? ? REJ ...

17:27:57 1234 priv_14 192.168.1.10 172.16.114.50 ? ? REJ ...

17:27:57 1234 daytime 192.168.1.10 172.16.114.50 ? ? REJ ...

17:27:57 1234 priv_12 192.168.1.10 172.16.114.50 ? ? REJ ...

   ...

Connection Records (port scan)



Frequent P a tte rns (port scan)

• U se dst_host is  as  bo th  the  axis  and
re fe rence  a ttribu te  to  find  the  “sam e
destina tion  host” frequent sequentia l
“destina tion  host” pa tte rns:
– (dst_host =172 .16 .114 .50 , src_host =

192.168.1 .10 , flag  =  R E J), (dst_host
=172 .16 .114.50 , src_host =  192 .168.1 .10 , flag
=  R EJ) → (dst_host =172.16 .114.50 , s rc_host
=  192 .168.1 .10 , flag  =  R EJ) [0 .8 , 0 .1 , 2 ]

– ...



   …

   11:55:15 19468 telnet 1.2.3.4 172.16.112.50 ? ? S0 ...

   11:55:15 19724 telnet 1.2.3.4 172.16.112.50 ? ? S0 ...

   11:55:15 18956 telnet 1.2.3.4 172.16.112.50 ? ? S0 ...

   11:55:15 20492 telnet 1.2.3.4 172.16.112.50 ? ? S0 ...

   11:55:15 20748 telnet 1.2.3.4 172.16.112.50 ? ? S0 ...

   11:55:15 21004 telnet 1.2.3.4 172.16.112.50 ? ? S0 ...

   11:55:15 21516 telnet 1.2.3.4 172.16.112.50 ? ? S0 ...

   11:55:15 21772 telnet 1.2.3.4 172.16.112.50 ? ? S0 ...

   ...

Connection Records (syn flood)



Frequent P a tte rns (syn  flood)

• U se serv ice  as the  ax is  a ttribu te  and
dst_host is  re fe rence  a ttribu te  to  find
“sam e destina tion  host” frequent
sequentia l “serv ice” pa tte rns:
– (serv ice  =  te lne t, flag  =  S 0), (se rv ice  =  te lne t,

flag  =  S 0) → (se rv ice  =  te lne t, flag  =  S0) [0 .6 ,
0 .1 , 2 ]

– ...



Feature  se lection /construction

patterns

intrusion
records

normal
records

mining

compare

intrusion
patterns

features

mining

training data

detection
models

learning



Feature  se lection /construction

• A n  exam ple : “syn  flood” pa tte rns (ds t_host
is  re ference  a ttribu te ):
– (serv ice  =  te lne t, flag  =  S 0), (se rv ice  =  te lne t,

flag  =  S 0) → (se rv ice  =  te lne t, flag  =  S0) [0 .6 ,
0 .1 , 2 ]

– add fea tu res:
• coun t the connections to  the  sam e dst_host in  the

past 2  seconds, and am ong these connections,
• the  #  w ith  the  sam e serv ice ,
• the  #  w ith  S0



1998 D A R P A  ID  E va luation

• The p lan :
– S even w eeks o f labe led  tra in ing  da ta ,

tcpdum p  and  B SM  ou tpu t
• norm a l tra ffic  and  in trus ions
• partic ipants  deve lop  and tune  in trus ion  de tection

a lgo rithm s

– Tw o w eeks o f un labe led  test da ta
• partic ipants  subm it “lis t” files  specify ing  the

detected  in trus ions
• R O C  (on  TP  and  FP ) cu rves to  eva luate



D A R PA  ID  E va lua tion  (con t’d )

• The da ta :
– Tota l 38  a ttack types, in  four ca tegories:

• D O S  (den ia l-o f-se rv ice), e .g ., syn  flood
• P rob ing (ga thering  in fo rm ation ), e .g ., po rt scan
• r2 l (rem ote  in truder illega lly  ga in ing  access to

loca l system s), e .g ., guess passw ord
• u2r (user illega lly  ga in ing roo t p riv ilege), e .g .,

buffer overflow

– 40%  o f a ttack types a re  in  tes t da ta  on ly ,
i.e ., “new ” to  in trus ion  de tection  system s

• to  eva lua te  how  w e ll the  ID Ss genera lized





B uild ing  ID  m ode ls fo r D A R P A  D ata

tcpdump data

packets

Bro packet
engine

Bro scripts

patterns &
features

patterns &
featuresconnection w/

intrinsic, content
features

connection w/
intrinsic, content,
traffic features

RIPPER
detection
models



D A R PA  ID  E va lua tion  (con t’d )

• Features from  B ro  scrip ts:
– “in trins ic” fea tu res:

• p ro toco l (se rv ice),
• p ro toco l type  (tcp , udp , icm p, e tc .)
• dura tion  o f the  connection,
• flag  (connection  estab lished  and  te rm inated

properly , S YN  e rro r, re jected, e tc .),
• #  o f w rong  fragm ents,
• #  o f u rgent packe ts ,
• w he ther the  connection  is  from /to  the  sam e ip /po rt

pa ir.



D A R PA  ID  E va lua tion  (con t’d )
– “con ten t” fea tu res (fo r TC P connections on ly):

• #  o f fa iled  log ins,
• successfu lly  logged  in  o r no t,
• #  o f roo t she ll p rom pts,
• “su  root” a ttem pted  o r not,
• #  o f access to  security  con tro l files ,
• #  o f com prom ised s ta tes (e .g ., “Jum ping to

address”, “pa th  no t found” … ),
• #  o f w rite  access to  files ,
• #  o f ou tbound  com m ands,
• #  o f ho t (the sum  of a ll the  above  “ho t” ind ica tors),
• is  a  “guest” log in  o r no t,
• is  a  roo t log in  o r no t.



D A R PA  ID  E va lua tion  (con t’d )

• Features construc ted  from  m ined
patte rns:
– tem pora l and  sta tis tica l “tra ffic” fea tu res tha t

describe  connections  w ith in  a  tim e w indow :
• #  o f connections to  the  sam e  destina tion  host

as the cu rren t connection in  the  past 2  seconds,
and  am ong these connections,

• #  o f re jected connections,
• #  o f connections w ith  “S Y N ” e rro rs ,
• #  o f d iffe ren t se rv ices,
• %  of connections tha t have  the  sam e serv ice ,
• %  of d iffe rent (un ique) se rv ices.



D A R PA  ID  E va lua tion  (con t’d )

• Features construc ted  from  m ined pa tte rns:
– tem pora l and  sta tis tica l “tra ffic” fea tu res

(con t’d ):
• #  o f connections that have  the sam e  serv ice  as the

curren t connection, and  am ong these  connections,
• #  o f re jected connections,
• #  o f connection  w ith  “S Y N ” e rro rs ,
• #  o f d iffe ren t destina tion  hosts ,
• %  of the  connections that have  the sam e

destina tion host,
• %  of d iffe rent (un ique) destina tion hosts .



D A R PA  ID  E va lua tion  (con t’d )

• Learn ing  R IP P E R  ru les :
– the  “con ten t” m ode l fo r TC P  connections:

• detect u2r and  r2 l a ttacks
• each  record  has the “in trins ic” fea tu res +  the

“con ten t” featu res, to ta l 22  fea tu res
• to ta l 55  ru les , each w ith  less than  4 a ttribu te

tests
• to ta l 11  d is tinct fea tu res actua lly  used  in  a ll the

ru les



D A R PA  ID  E va lua tion  (con t’d )
• exam p le  “con ten t” connection  records:

• exam p le  ru les:
– bu ffe r_overflow  :- ho t ≥ 3 , com prom ised ≥ 1 ,

su_a ttem p ted ≤ 0 , roo t_she ll ≥ 1 .

– back  :- com prom ised ≥ 1 , p ro toco l =  h ttp .

dur p_type proto flag l_in root su compromised hot … label

92 tcp telnet SF 1 0 0 0 0 … normal

26 tcp telnet SF 1 1 1 0 2 … normal

2 tcp http SF 1 0 0 0 0 … normal

149 tcp telnet SF 1 1 0 1 3 … buffer

2 tcp http SF 1 0 0 1 1 … back



D A R PA  ID  E va lua tion  (con t’d )

• Learn ing  R IP P E R  ru les  (con t’d ):
– the  “tra ffic” m ode l fo r a ll connections:

• detect D O S  and P rob ing a ttacks
• each  record  has the “in trins ic” fea tu res +  the  “tra ffic ”

fea tures, to ta l 20  featu res
• to ta l 26  ru les , each w ith  less than  4 a ttribu te  tes ts
• to ta l 13  d is tinct fea tu res actua lly  used  in  a ll the  ru les



D A R PA  ID  E va lua tion  (con t’d )

• exam p le  “tra ffic ” connection  records:

• exam p le  ru les:
– sm urf :- p ro toco l =  ecr_ i, count ≥ 5 , srv_coun t ≥ 5 .
– sa tan  :- r_erro r ≥ 3 , d iff_srv_ ra te  ≥ 0 .8 .

dur p_type proto flag count srv_count r_error diff_srv_rate … label

0 icmp ecr_i SF 1 1 0 1 … normal

0 icmp ecr_i SF 350 350 0 0 … smurf

0 tcp other REJ 231 1 198 1 … satan

2 tcp http SF 1 0 0 1 normal



D A R PA  ID  E va lua tion  (con t’d )

• Learn ing  R IP P E R  ru les  (con t’d ):
– the  host-based “tra ffic” m ode l fo r a ll connections:

• detect s low  p rob ing a ttacks
• so rt connections by destination  hosts
• construct a  set o f host-based  tra ffic  featu res, s im ila r to

the  (tim e-based) tem pora l s ta tis tica l featu res
• each  record  has the “in trins ic” fea tu res +  the  host-

based  “tra ffic ” fea tures, to ta l 14  featu res
• to ta l 8  ru les, each  w ith  less than 4  a ttribu te  tests
• to ta l 6  d is tinct fea tures actua lly  used in  a ll the  ru les



D A R PA  ID  E va lua tion  (con t’d )

• exam p le  host-based  “tra ffic ” connection  records:

• exam p le  ru les:
– ipsw eep :- p ro toco l =  eco_ i, s rv_d iff_host_ ra te  ≥ 0 .5 ,

coun t ≤ 2 , s rv_count ≥ 6 .

dur p_type proto flag count srv_count srv_diff_host_rate … label

2 tcp http SF 0 0 0 … normal

0 icmp eco_i SF 1 40 0.5 … ipsweep

0 icmp ecr_i SF 112 112 0 … normal



D A R PA  ID  E va lua tion  (con t’d )

• Learn ing  R IP P E R  ru les  - a  sum m ary:

Models Attacks Features # Features
in training

# Rules # Features
in rules

content u2r, r2l intrinsic +
content

22 55 11

traffic DOS,
probing

intrinsic +
traffic

20 26 4 + 9

host
traffic

slow
probing

intrinsic +
host traffic

14 8 1 + 5



D A R PA  ID  E va lua tion  (con t’d )

• R esu lts  eva lua ted  by M IT  L inco ln  Lab
– P artic ipan ts:

• C o lum bia
• U C SB
• S R I (EM ER ALD )
• Iow a S ta te /B e llco re
• B ase line K eyw ord -based  S ystem  (L inco ln  Lab)















D A R PA  ID  E va lua tion  (con t’d )

• O ur resu lts :
– V ery good de tection  ra te  fo r p rob ing , and

acceptab le  de tection  ra tes fo r u2r and
D O S  a ttacks

• p red ic tive  featu res a re  constructed
• va ria tions o f the  a ttacks a re  re la tive ly  lim ited
• tra in ing  da ta  con ta ins rep resenta tive  instances

– P oor de tection  ra te  fo r r2 l a ttacks
• too  m any va ria tions
• lack o f represen ta tive  instances in  tra in ing data



O pen P rob lem s

• A nom aly de tection  fo r ne tw ork  tra ffic
• R ea l-tim e ID  system s:

– transla te  learned ru les in to  rea l-tim e de tection
m odu les

– optim ize  a lgorithm s and da ta  structu res
– m ore  in te lligen t/e ffic ien t aud iting



R esources

• In trus ion  de tection  research :
– w w w .cs.pu rdue.edu/coast/in trus ion-de tection

• A ttack p rogram s
– w w w .roo tshe ll.com

• In trus ion  de tection  system s:
– w w w -rnks.in fo rm atik .tu -

co ttbus.de /~sob irey /ids.h tm l
– N FR  (w w w .n fr.com )
– B ro  (ftp .ee .lb l.gov)


