Summary of Potential Extensions to 7DS

1. Introduction
The concept of 7DS is to bridge the gap between the broadband Internet and the cellular data networks by exploiting an increasing density of roaming devices that are endowed with both gigabyte storage and short-range, high-speed wireless communication capabilities. In the absence of broadband access, if a 7DS device wants a data object, it can obtain the object at high speed either from another device currently within range, or from a device that roams into its range in the near future. Conversely, to send an object into the broadband Internet, a device can pass the object to multiple nearby roaming devices, with the expectation that at least one of them may have access to broadband Internet in the near future. The 7DS infrastructure, with proper extensions, can support the context-aware Autonomous Information Repositories (AIR) project. AIR pods, apart from serving as information repositories which provide location-specific information to the mobile nodes, can also serve as gateways to unload information from a mobile node. They can even create and modify user models to prefetch and store relevant information for the mobile user at accompanying local sites. This document outlines the required extensions to 7DS in order to support the AIR project. Basically, there are two types of participants in our extended 7DS system: fixed 7DS access points and mobile nodes. 7DS access points are placed strategically around a region. They function as AIR pods which provide access to local information sources and wider area connections. The mobile nodes, however, can only communicate with the 7DS access points through short-range, high-speed connections. 
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2. Discovery and Registration

A mobile node should be able to discover a 7DS access point and register to it before any information exchange is possible between them. We need a discovery and registration mechanism to achieve that purpose. One way is to have each access point periodically broadcasts an advertisement message carrying its IP address. Mobile nodes should keep listening to the broadcast port. And upon receiving such an advertisement, a mobile node knows that it is within the service region of an access point and can then respond by sending a registration request to the access point. Once the IP addresses of the mobile nodes are known to the access point, unicast or multicast connections can be established between them. To protect the system against malicious attacks, public key cryptography or other security measures can be incorporated into the handshaking procedure for registration.

3. Information Exchange
  Once a mobile node has successfully discovered and registered to a 7DS access point, information exchange can take place. The different scenarios for information transfer are summarized as follows:

· Query and response. A mobile node submits a query request to the access point. The access point look up the data either from its local repository or from the Internet and then responds by sending the query results back to the mobile node.

· Upload of information from mobile node to access point. In 7DS, mobile nodes usually act as data couriers. They carry data from one access point to another. Dependent on their nature, data should be handled in different ways. Types of data for upload include:

· Data with known recipients, like emails, which should be properly disseminated throughout the network until they reach the recipients.

· Bulletin board messages. These messages, without specific recipients, should be distributed to all passers-by for their information.

· Information Updates. Some of the more frequently hit data should be transferred to an access point, in order to enrich the content of the local data repository.

· Statistics for Route Prediction. Traffic statistics, like the number of mobile nodes that has moved from access point A to access point B, are important for predicting the route of a mobile node. Therefore, such statistics should also be shared among the access points. The idea of route prediction will be covered in the next section.

After data has been uploaded to an access point, the mobile node should then decide if the data can be discarded so as to free some of its cache. The decision algorithm should be carefully designed to ensure effective data dissemination among access points and at the same time avoid wasting network resources in redundant data transfer.

· Download of information from access point to mobile node. Clearly a 7DS access point should load a mobile node with information to be carried to other access points as described above. However, instead of broadcasting the information to all mobile nodes within its service region, an access point should just multicast it to certain number of nodes, just to ensure reliable distribution of data among access points without introducing too much redundancy. Apart from that, an access point can also proactively pass some location-specific information which may be useful to all mobile users within its service region. For example, in a guided tour application for an art museum, an access point may spontaneously provide mobile users with a multimedia introduction to a piece of art. For data with known recipients, it should be noted that if the mobile node which gets the data is the specified recipient, the access point should broadcast a paging signal to inform all 7DS participants that the data is obsolete and should be removed from their caches.

  An assortment of multimedia data formats should be supported in the exchange of information. Basically, data of different formats can be sent generically through TCP or UDP socket connections, on top of which other protocols, like RTP and RTSP for video streaming, can be applied. Each piece of data being transferred should be associated with an xml file which describes its properties. By parsing the xml file, the receiving end can know how the data should be indexed and handled. Since different types of data are described by different sets of properties, the corresponding xml definitions need to be tailored accordingly. Some possible data types include:

· Map (images)

· 3D model (VRML format)

· Multimedia: image, audio, video and text

· Statistics for route prediction

Some of the above data types, like maps and 3D models, are included to support the Autonomous Information Retrieval (AIR) project. Some suggested fields for the xml definitions of these data types are summarized as follows:

· Fields common for the transfer of files - filename, file location, type, destination (IP address if recipients are known, e.g. emails; or leave empty if otherwise, e.g. flyers), file size, metadata, etc.

· Map – center position, zoom level, etc.

· 3D model – texture, orientation, Cartesian (x y z) coordinates, etc.

· Image – dimension, resolution, etc.

· Audio – orientation (for 3D audio with directional speakers), etc.

· Video – dimension, resolution, etc.

4. Route Prediction for Selective Information Transfer
The efficiency of network utilization can be improved to a certain extent by predicting the path that will be taken by a mobile node after passing the present access point. For instance, in a city-guide application, if according to past statistics over 70% of the people who arrive at the 116th street subway station will enter the campus of Columbia University, then it will be sensible for an access point at the exit of the subway station to automatically broadcast a map of the campus to all mobile nodes, instead of broadcasting a map of the whole neighborhood. This example illustrates the idea of selective transfer of information. By sending only those data which are more likely to be helpful for a mobile user based on the result of path prediction, network resources can be more efficiently utilized. To facilitate path prediction, the statistics on user movement taken at each access point should be exchanged from time to time among the access points. Apart from past statistics, path prediction should also be based on the movement history of the mobile user in the neighborhood of the access point. For example, if a student usually head directly to the engineering building after entering the campus, then an access point at the main entrance of the campus may send to that student a schedule of all the upcoming engineering seminars on that day in advance.

Appendix 1
Installation Procedure for 7DS Software
(1) Make sure that the following libraries have been installed (to list all the installed libraries, type "rpm -qa"):

· libcurl

· libesmtp-1.0.3 (libesmtp-1.0.3r1.tar.gz, with the utility libesmtp-config)

· libxml2

· glib-2.0

(2) Then install swish-e (swish-e-2.4.2.tar.gz). Add a line "/usr/local/lib" in the file "/etc/ld.so.conf" and then run /sbin/ldconfig. Require root access for steps 1 and 2.

(3) If it is required to run 7ds in the http server mode, then also install thttpd.

(4) Modify the file "swish.conf" in the configuration directory to update the paths to the home directory.

(5) Unzip the 7DS package (src-sevends.tar.gz). "Make" the software and run "sevends". Change the proxy configuration of the web browser and set the http proxy to be localhost:8080. Access the 7DS query page at http://7ds_control

Useful links:

· http://www.freshrpms.net

· http://www.rpmfind.net

· http://www.stafford.uklinux.net/libesmtp

· http://www.swish-e.com

· http://www.advancedlinuxprogramming.com
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Figure 1	Wireless interfaces of 7DS access points and mobile nodes.
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