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ABSTRACT:

The present signaling architecture allows telephone companies to control the services
 provided on their networks.  This derives from the centralized architecture that telephone companies use to provide services, together with the vertically integrated structure of service and transport. With the advent of the Internet, the traditional telephony notion of service control changes dramatically.  Within the Internet model, users obtain service functionality through software residing locally in their PC.  As such, the user is no longer dependent on the carrier for services.  Further, this model allows for third party service competition.

In this paper, the author develops the concept that competition may depend on the control implications arising from the development of future signaling architectures. The analysis examines control as it applies to the existing signaling network, and then extends this analysis to future architectures.  A basic tenet of this paper will be that signaling architectures should allow for the introduction of innovative services in a competitively open manner.  Arguably, this tenet is consistent with the open market objectives contained in the Telecommunications Act of 1996.

This paper covers three areas: 

· A background on signaling

· A protocol section

· An analysis of emerging signaling trends

The background section provides the tutorial material necessary to understand the developments occurring in signaling networks.  The second section provides a brief overview of emerging signaling protocols, with an emphasis on Internet related protocols.
  The third section investigates the control and competition implications of emerging signaling architectures.  

BACKGROUND ON SIGNALING:

Convergence, one of the “buzz words” of the 90s, describes the integration occurring between the telephony world and the data world.  This convergence represents a blurring of the service distinctions that once separated the telephony and data worlds.  For example, services such as voice that were once exclusive to the Public Switched Telephone Network (PSTN) are now appearing on Internet Protocol (IP)
 networks.  Much of this convergence will depend on signaling networks allowing services in distinctly different environments to inter-operate.  The present signaling architecture will likely evolve to include new signaling protocols necessary for interoperability between differing networks.

Signaling is the exchange of information necessary for the completion, alteration, and termination of a call.
  Signaling in the public switched network has a carrier-centric design (a centralized control model), where carriers provide call connection and control through Signaling System 7 (SS7) and Intelligent Networks 
 (IN).  These signaling networks are the domain of the technical world, generally viewed as the complicated, hidden side of the PSTN.  In contrast, the Internet
 has a non-carrier-centric design (a decentralized control model).  In a decentralized model, the signaling migrates to the edge of the network, away from carrier control.  Services are independent of the carrier, where the carrier simply provides the transport of bits.
   Further, these services are independent of the underlying transport network.  Consider, for example, the continual evolution of web browsers independent of the underlying IP network.  This model includes such services as computer-to-computer IP telephony, commonly used by Internet enthusiasts over the last several years.

Industry is investing significant effort and capital in developing IP telephony.  However, there will remain a substantial installed base of PSTN customers, who will remain on the PSTN.  To address this schism, a hybrid architecture will likely serve as the future signaling architecture.  A hybrid approach allows traditional PSTN and Internet telephony services to coexist and interoperate.  Such an approach requires gateways to translate between the dissimilar networks.  This translation involves the conversion of the voice and control (signaling) data, that would typically occur between the circuit-switched network (PSTN) and the packet-switched network (IP).  

A hybrid model will allow Internet users to complete simple voice calls, or access services typically provided by the IN.  Initially, IP telephony service connecting to users on the PSTN will have strong dependencies on the IN for various functions such as number translation.  In fact, new IP services are being developed that leverage the power of the IN to create innovative services not possible in either domain exclusively.  Future IP functionality might develop to resemble IN functions, whereby service functionality could reside wholly within the Internet.  This could further facilitate competition by allowing for IP-based third-party service provision.  Such integration could have profound influence on the future of IN service creation and provision. 

Regulatory Jurisdiction:

The Telecommunications Act of 1996 set forth measures to “promote competition and reduce regulation” while encouraging “the rapid deployment of new telecommunications technologies”.  Central to these objectives was the need to address the local telephone monopoly.  To address this monopoly, the Act defined the initial requirements of network interconnection and unbundling.  Section 251(a) of the Act mandates very general interconnection obligations on all carriers, while section 251(b) imposes certain interconnection obligations on all Local Exchange Carriers (LECs) - both Competitive LECs and Incumbent LECs.  Section 251(c) mandates very specific interconnection and unbundling obligations on most Incumbent LECs.
  ILECs that traditionally had monopoly power would require very specific market opening obligations.  Part of the reasoning behind these requirements was that the incumbents have incentive to use signaling as a competitive advantage.  Some believe the establishment of national rules regarding non-discriminatory access will result in more rapid development of competition and reduce the cost of entry.  

In terms of interconnecting to the signaling network, the LECs argue this belongs at the Signaling Transfer Point (STP).
  They claim that billing, security, administrative, and performance issues clearly indicate that access to the signaling network requires the protection that STP-to-STP interconnection provides.  The FCC agreed and concluded that the exchange of signaling information may occur through STP-to-STP interconnections.  

Unbundling refers to the process of making available to competitors, elements of the network required for the provision of service.  These elements are collectively referred to as Unbundled Network Elements (UNEs).  In the First Report and Order, the FCC established requirements for the incumbent LECs to make available signaling capabilities as UNEs.  While this requirement is under reconsideration as a result of the recent Supreme Court ruling,
 Congress did explicitly recognize the criticality of signaling in Section 271(c)(2)(B), the fourteen point competitive checklist, item (x) requiring “nondiscriminatory access to databases and associated signaling necessary for call routing and completion.”  Part of the initial debate focused on the definition of a signaling element.  ILECs argued that the IN is not a signaling system and therefore is not a network element as defined by the 1996 Act.  The long distance carriers argued that many of these services are available to them under requirements of 800 number portability, and therefore providing additional information should be technically feasible and not pose a security or administrative threat.

In 1991, the Commission initiated the proceeding In the Matter of Intelligent Networks
 to consider whether it should apply the Open Network Architecture (ONA) requirements to the IN under the Communications Act of 1934, as then amended.  More specifically, it raised questions concerning third-party access to LECs’ Intelligent Networks (IN).  In December of 1998, the Commission decided to terminate the proceeding.  The Commission found that the Local Competition Order
 and the Computer III Further Notice
 were already addressing the critical issues raised in the IN proceeding under a statutory scheme amended by the 1996 Act.
  However, the question remains as to how a CLEC might obtain IN or IN-like functionality in a carrier control environment. 

PROTOCOLS:

There are numerous signaling protocols under development in the Internet Engineering Task Force (IETF) and the International Telecommunications Union (ITU).  These protocols are not mutually exclusive; in fact, many protocols will likely work in combination to provide services.  Rather than focusing on the details of specific signaling protocols, this paper will examine the control implications of emerging signaling protocols.  Specific protocols are provided as examples of the evolving environment; they are not intended as predictions of technology winners or losers.  As such, the concepts presented in this paper are not wedded to any specific technology.  The specific protocols discussed merely highlight examples of network control and intelligence.

There are three signaling protocols emerging within IP telephony: Session Initiation Protocol (SIP), H.323, and Media Gateway Control Protocol (MGCP).  These protocols differ significantly in terms of control, design, and functionality.  For example, in a decentralized protocol like SIP,
 control remains with the user.  SIP provides this decentralized signaling functionality by allowing software residing in the user’s computer to initiate the telephone service directly with another user running SIP.  In contrast, protocols such as MGCP 
 manage elements of service control using carrier controlled call agents.
  H.323 is part of an ITU protocol suite evolving to address a broad range IP telephony issues, one of which is network interoperability.
  The remainder of this section describes the present PSTN signaling protocol (SS7/IN) as well as the three emerging signaling protocols (i.e., SIP, H.323, and MGCP). 

Centralized

The Signaling System 7 (SS7) and the Intelligent Network (IN) together provide the control and intelligence for the PSTN.
  SS7 provides the setup, maintenance, and teardown of calls.  This process requires SS7 to determine whether the line is busy and then to reserve connections within the circuit-switched network to carry the call.  IN enhances SS7 by providing access to databases and intelligent peripheries;
 this allows for such capabilities as address translations, digit collection, and message delivery.  SS7/IN is actually a separate (and autonomous) packet-switched network that controls the circuit-switched network.  A SS7 capable circuit-switch contains an element called a Service Switching Point (SSP).  The SSP initiates signaling messages in response to events within the switch, such as a user placing a call.  In this architecture, the SSP transmits messages through a Signaling Transfer Point to communicate with the Service Control Point (SCP).  Within the SCP resides the actual “intelligence” of the network, in the form of a database.  This database allows for such services as 800 number translation and credit card validation.  Competitors claim that access to information in this database is crucial for them to be able to compete with the ILECs on a fair basis. 

Decentralized

In contrast to the centralized environment of SS7/IN, signaling within the Internet can occur in an open and decentralized manner.  Session Initiation Protocol represents a decentralized model.
  SIP is a peer-to-peer signaling protocol that allows for the creation, modification, and termination of associations among end systems residing on the Internet.  SIP provides much of the same functionality that presently resides in the PSTN signaling network.  A user can implement Internet telephony service by locally running the SIP protocol stack to communicate with other users.
  SIP provides many services traditionally available in the PSTN, such as call forwarding and transfer.  Whereas in the PSTN control is centralized within the SS7/IN, SIP creates an environment where control functions distributes to the end-points, into the user’s device or elsewhere in the network.  A user may choose to obtain control data or functions from SIP servers maintained by third party providers.  In this environment, the telephone company is the provider of the “bent pipe,” a path through the network. 

Hybrid

Vendors are actively producing network interoperability devices (gateways), and a number of carriers are offering long distance IP telephony service at competitive prices.
  Carriers, such as Level3 and Qwest, are basing their business model on an IP network architecture.  Nonetheless, these networks will still need to connect with users on the PSTN.  It is therefore reasonable to assume that a hybrid model will develop as the future environment.  This hybrid model represents an architecture in which numerous protocols can interoperate in the provision of a service.  Such a model depends on gateways to interface various signaling protocols including SIP, SS7, MGCP, and H.323.  In fact, part of the ITU’s H.323 suite provides this interface functionality.

MGCP plays an interesting role in this developing hybrid environment.
  MGCP is actually a merger of two prominent signaling protocols - Simple Gateway Control Protocol (SGCP) by Bellcore and Internet Protocol Device Control (IPDC) by Level3.
  MGCP serve a particular niche, that of dumb end systems design.  In this design, gateways serve as dumb devices, with limited functionality and low cost.  MGCP enables control and management of gateways at the edge of a network through software elements referred to as call agents (or media gateway controllers).  The focus of this protocol is on defining the interface between the call agent and the gateway.  In this design, part of the control resides in the call agent, which is part of the carrier’s network. 

EMERGING ARCHITECTURES:

Centralized

The present PSTN signaling environment has a centralized design, in which the control resides within the telephone companies.  This centralized structure creates a secure and reliable environment that provides call setup and “intelligent” functions such as number translation.  This design allows the telephone companies to have strict control over access to signaling functions and service provision.  Further, incumbent carriers require new carriers to undertake a costly certification process to connect to their signaling networks.
  Thus, competitors face two barriers to introducing innovative services - a cost barrier and a barrier arising from the need to obtain signaling functionality.

Competitive LECs claim that the design of the signaling network is not conducive to competition.  These carriers claim they have unsatisfactory access to signaling infrastructure and asked regulators to address this issue.  Incumbents contend that the signaling network requires a high level of security and that the restrictions are necessary to guard against fraud and network harm.  It is worth noting that the telcos did not have competitive services in mind when they developed the signaling network. 

Decentralized

In recent years, David Isenberg became a proponent of decentralized networks in a series of papers beginning with Rise of the Stupid Network.
  Isenberg describes “stupid networks” as the antithesis of circuit-switched network.  In “stupid networks”, the carrier serves only to transport bits; the endpoints contain the intelligence to provide the service.  As long as a user can obtain an acceptable quality of bit transport, it should be possible to obtain the desired service.  In this environment, one can obtain bits from a cable company and services (forwarding, filtering, voice mail, etc.) from any Internet-connected service provider.  For example, one of the portal companies, like Yahoo, could provide this service once they realize the market exists.  However, it is still unproven that a “stupid network” can actually deliver PSTN-quality service. 

Isenberg postulates several advantages of stupid networks over the PSTN.  Among these advantages is user control, a theme central to this paper.  With a decentralized model, control migrates to the user.  It might turn out that certain functions (e.g., security) are best maintained in a centralized manner, however, this does not mean that they must exist within the SS7/IN.  Such services could develop within the Internet, possibly more rapidly and at increasingly lower costs.  Further, one of the outcomes of separating the intelligence from the core of the network is that services can develop independent of the network.  This should foster the rapid innovation of new services.  In this environment, a user may deploy or develop such services without the intervention of the carrier.  In the PSTN, it still takes weeks to years to deploy a new service.  Internet proponents claim that services will develop more rapidly on the Internet, where service creation is not limited by the slow and costly service development process of the IN.  This means that much of the value-added functions of intelligence and control can migrate to the edge of the network, allowing users to avoid paying for high margin PSTN services.  In a truly decentralized environment, there is less need for regulatory intervention, in that establishing and then exerting monopolistic power would prove difficult.

Carriers that traditional have seen little revenue growth in their core telephony service face a difficult investment question considering the centralized versus decentralized approach.  The centralized approach provides greater control over service introduction as well as the margins obtained for those services.  However, the decentralized approach provides more potential for innovation and therefore greater potential for revenues, albeit shared among the competitors.  Note that the carriers will not likely invest in an architecture without the promise of a return.  The question this raises is, can the carriers obtain sufficient return on their investment in a decentralized service architecture?

Hybrid

It appears that the centralized model that presently exists will evolve toward a hybrid model.  This evolution is based on three observations - the need for backward compatibility of the Internet with the PSTN network, the explosive growth of the Internet and Internet services, and the failure of the IN to deliver services in a timely manner.  In a hybrid model, the signaling resides in both the PSTN and the Internet, as does the control.  For this reason, it will still be necessary to mandate interconnection and access to signaling elements.  It is possible that competitors will choose to sidestep the SS7/IN difficulties and recreate similar functionality within the Internet.  It is difficult to predict whether this will occur, but it appears that the correct economic and business drivers are in place. 

A weighty concern is whether carriers will provide the open interface and reasonable interconnection agreements that are synonymous with the Internet or will a centralized structure translate from the PSTN.  A protocol like MGCP maintains an element of control within the carrier’s network.  Interestingly, this begins to resemble a telephony model rather than an Internet model.  MGCP is likely to continue the current model of tying provision of bits to provision of services. 

CONCLUSIONS:

It is likely that the Internet will play a major role in the future of telephony services.  Further, the development of Internet services will most likely alter how a service is provisioned and who controls that provisioning.  The present telephone network centralizes control within the carrier’s network, causing difficulty in the timely provision of new services.  The Internet model allows service control to migrate to the edge of the network.  This will allow users to deploy new services in a timely and competitive manner.

As the PSTN and the Internet move toward convergence, the former regulatory approach will likely fail to translate.  Government should be cautious not to apply rules from the circuit-switched model to the emerging Internet model.  This could lead to an unnecessarily regulated environment, one that would stifle investment and thereby stall development of high-speed services.  Such reasons may convince government not to apply the traditional telephony regulations to the Internet.  A possible role for regulatory agencies might be to develop general policies that foster innovation and competition for high-speed services.  Such policy might encourage an open service environment through reasonable interconnection and open-access measures reminiscent of the traditional Internet.
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� The views expressed in this paper are those of the author, and do not necessarily represent the views of the Federal Communications Commission (FCC).


� The term  “service” is used to denote voice as well as other service, such as Intelligent Network services (e.g., voice response or credit card validation). 


� Telecommunications Act of 1996, Pub.  L. No. 104-104, 110 Stat. 56.  The 1996 Act amends the Communications Act of 1934, 47 U.S.C. '' 151 et.  seq.  The amended version of the 1934 Act together with the 1996 Act per se collectively referred to as the “Act” in this document.


� A protocol defines the rules computers use to communicate over a network.


� The term “IP” is commonly used to denote a network that employs the TCP/IP Internet Protocol Suite. 


� In this paper, we broaden the definition of signaling to include functions traditionally viewed as part of the Intelligent Network (IN), i.e., database access, voice response, and voice recognition systems.


� In this paper, Intelligent Network is used generically to represent Intelligent Networks (IN) and Advanced Intelligent Networks (AIN).


� In this paper, the term Internet means the interconnection of data networks based on the TCP/IP Internet Protocol suite.


� Although the term  “service” generally applies to functionality within the PSTN (e.g., voice service), here it is used more broadly to include Internet “applications” (e.g., Internet telephony).


� In section 251(c)(3), the Incumbent LECs (ILECs) are required to " provide, to any requesting telecommunications carrier for the provision of a telecommunications service, nondiscriminatory access to network elements on an unbundled basis at any technically feasible point on rates, terms, and conditions that are just, reasonable, and nondiscriminatory in accordance with the terms and conditions of the agreement and the requirements of this section and section 252."  This requires the ILECs to provide competitors access to network elements, including the signaling system, the switching capabilities, the Operational Support Systems (OSS), and the databases.  


�An STP serves to route signaling messages within the SS7 network. 


� AT&T Corp et al. v. Iowa Utilities Board et al, Nos. 97�826 et al., USSC slip. op.  (Jan. 25, 1999).


� 


� 


� 


� The 1996 Act had supplanted the framework within which the IN issues were being examined under the 1934 Act.


� This work is an effort of the Internet Engineering Task Force, see http://www.ietf.cnri.reston.va.us/ids.by.wg/mmusic.html


� SGCP and IPDC are merging to create the media gateway control protocol (MGCP), see � HYPERLINK http://sgcp.bellcore.com/draft-huitema-sgcp-v1-1-00.txt ��http://sgcp.bellcore.com/draft-huitema-sgcp-v1-1-00.txt�


� A call agent is a software element that serves to maintain or manage a call through the control of a gateway. 


� H.323 was not originally designed for Internet telephony, rather it was a local area network multimedia protocol.


� In this context, “intelligence” refers to the information (e.g., address translation) or functions (e.g., voice response functions) provided by the IN.


� An “intelligent peripheral” provides such functions as voice response and voice recognition within the IN.  


� SIP is a lightweight protocol that can take advantage of other well-defined protocols such as HTTP and RTSP to provide required functionality.  In fact, since SIP encodes messages in text, one can modify the HTTP parser to parse SIP messages.  SIP employs an email-like address structure (expressed as URLs), familiar to Internet users.  See http://www.cs.columbia.edu/~hgs/sip/


� SIP provides the signaling necessary to establish the “call”- Protocols such as RTP, RSVP, and RTCP are involved in carrying the actual voice data.  See www.isi.edu/div7/rsvp/


� Presently, this pricing reflects the access pricing arbitrage allowed by the present regulatory structure. 


� H.323 defines a “gatekeeper” function that acts to manage traffic between gateways and perform call control signaling.  Gatekeepers also perform translation of addresses, bandwidth control, admission control, and management.


� See http://www.Level3.com/company/nov1698.html


�  See � HYPERLINK http://sgcp.bellcore.com/draft-huitema-sgcp-v1-1-00.txt ��http://sgcp.bellcore.com/draft-huitema-sgcp-v1-1-00.txt� for more on SGCP.  See http://www.level3.com/media/ for IPDC.


� The signaling network is collectively made up of interconnected carriers.  It is not owned entirely by any one carrier.


� See http://www.isen.com/index.html
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