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1 Introduction

In atime span of about five years, the World-Wide Web (WWW) [2] has become, next to electronic mail,
the most popular Internet application. It has been amajor contributor in turning the Internet from an obscure
data network for scientists and computer programmers to a household word. The World-Wide Web allows
to retrieve text and multimedia objects from servers located throughout the world, with objects connected by
hypermedia links. This article aimsto provide a snapshot of the World-Wide Web after about half a decade,
speculating at the same time where this young medium might beimproved and which directionsit might take
from atechnical perspective. Particular attention will be paid to how WWW-derived technology might be
used to allow non-specialists access to awide variety of services.

Likemost (successful) Internet technologies, the underlying central functionality of the World Wide Web
(WWW) is rather simple: a naming mechanism for files (the universal resource locator or URL), atyped,
stateless retrieval protocol (HTTP) and aminimal formatting language with hyperlinks (HTML). All of the
basic technologies were around prior to the “invention” of the world-wide web, generally credited to Tim
Berners-Lee and Robert Cailliau at CERN around 1989'. However, the major accomplishment was not an
individual protocol, but rather the integration of disparate pieces into a new, more powerful way of using
networks. However, only after the original text-only browser was replaced by one with agraphical user in-
terface (Mosaic from the National Center for Supercomputer Applications at the University of Illinois), did
the world-wide web redlly take off. While it was originally conceived to integrate existing retrieval and ac-
cess mechanisms, in particular, the file transfer protocol (ftp), gopher as a menu-oriented retrieval system,
and telnet for remote login and interaction with databases, the core WWW protocol (http) has far surpassed
usage of all three of these. There are other reasons for the rapid proliferation of WWW, making its rise,
in hindsight, a bit less surprising than R. Lucky describes [3]: The technology works reasonably well for
access speeds from 2400 baud modems on up since it retrievals can be restricted to text only, and newer In-
ternet users, accustomed to graphical user interfaces, are far less tolerant of the command-based interfaces
of traditional retrieval mechanisms like ftp or telnet. Also, in the early 90's, the lowest common denomi-
nator computing platform shifted from terminals and DOS-based PCs to PCs running windowing systems,
X-terminals and workstations, allowing rapid uptake of the WWW-based multimedia content, while the ba-
sic functionality remained accessible to those still restricted to ASCII. Also, the Internet itself did not have

“Note: Thisarticleis based on[1].
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to offer any new capabilities or “service models’, beyond areliable domain name system. Since WWW re-
trievals are TCP-based, they share the available bandwidth reasonably fairly, and require no new resource
alocation mechanisms in the network. Finally, the cost of entry for “consumers’ and “providers’ aike was
extremely low, because the software was (and is) largely free and Web usage, for corporate and university
users, incurs no additiona network charges. By now, the sheer volume of WWW transfers has become one
of themgjor forces for the increasing congestion in many areas of the Internet, particularly in Europe and the
trans-atlantic connections.

This background paper will try to present a survey of some of the open areas within the WWW frame-
work, both those which arethe subject of on-going work and those which may impose longer-term fundamen-
tal limitations on the WWW. First, the paper outlines some requirements for generic access to the NIl and
how the world-wide web fits the requirements in Section 2. Section 3 investigates the role of the browser
and how it might become a central part of the operating system. The particular problems of using WWW
technology to interface to legacy communications and information systems is touched upon in Section 4.
Section 5 points out some more long-term limitations of the WWW model and how other applications could
be integrated with the Web. The final section summarizes some of the new applications and alternatives for
information delivery that might be viable in the near term. This article does not discuss the important topic
of how to organize the resources that can be accessed via the world-wide web; Lynch [4] offers a survey of
these more generic issues. Additional perspectives on HTML, HTTP and URLs are contained in [1].

2 Requirementsfor a Universal Interface

WWW technol ogies have the potential to be the primary interface to the national information infrastructure,
allowing every citizen to have access to information and communication resources

e at any time,

from any location,

at low cost,

reliably,

regardless of physical handicap,
e while respecting rights of privacy and information autonomy.

However, limitations in current WWW-rel ated technol ogies and the Internet infrastructure | et them fall short
of these requirements, as elaborated more fully later.

2.1 Independence of Time and Location

Since the underlying technology is rather ssmple, web browsers and servers can be built for just about any
computing platform and can be integrated into devices not generally considered as networked computers.
Currently, web browsers are available for just about any operating system in traditional PCs, workstations
or time-sharing terminals, but also appear (or will shortly) in set-top boxes for TV sets?, information kiosks,
screen phones, pay phones and mobile phones or the entertainment systems in the backs of airline and train
seats. Itislikely that in the near future, personal digital assistants will have built-in web browsers, as well
as hotel cable systems or public transport information systems® Thus, The ubiquity of web access will also

2as amore flexible aternative to the Videotext service popular in Europe
3This has been proposed for a German city.



significantly lower the cost of entry, asthe existence of public terminals makesit less necessary to own, install
and maintain acomputer. In many cases, this may a so be more convenient than carrying one’s own portable
computer.

However, public-access web terminals raise anumber of technical and policy problems. A user will ex-
pect to be able to access information from her company’s internal database or her own persona computer at
home, not just on-line newspapers. There has to be ameans of identifying oneself to information providers.
Clearly, the user of such public terminals has to have some assurance that the personal data viewed is not
abused by the owner of the web terminal or other parties that may gain access to it.

Ubiquitous access dso implies alarge diversity of end systems, with widely varying display capahilities.
Fortunately, HTML can, in principle, be rendered on anything from a display capable of showing only afew
lines of text, to a high-resolution graphics display, However, means beyond alink to a text-only version are
needed to tailor the rendition of information to the capahilities of the display device and the avail able network
bandwidth.

2.2 Low Cost

Having a single information delivery mechanism such as the WWW and a uniform network infrastructure,
the Internet, can greatly reduce the incremental cost of providing additional information services — thisis
probably one of the central reasons for itsrapid spread. It thus seems likely that private information systems
such asautomatic teller machines or airline reservation systemswill eventually migrate to using a (restricted)
web browser.

Currently, alarge fraction of the cost of providing content is borne by advertisers, just like for most other
non-book media in the United States. The web also alows a different model: A company direct generates
or hosts information resources related to its products. A pharmaceutical company, say, could offer genera
health information on its web pages, as a means to attract visitors to the advertising content.

While many of the applications and innovations are currently driven by commercial interests, thelowered
costs of infrastructure and software will also greatly facilitate non-commercia applications, including the
interaction of citizens with their government.

[?|However, while information delivery is global, many advertisers would like to restrict the reach of
their ads to a certain geographic region. Since IP addresses and domain names often do not indicate the
geographic location of the web visitor, provision of such information would be useful to advertisers, yet not
significantly affect privacy.

2.3 Universal Access

HTML as*“linguafranca’ of the web offers the advantage that it is amenable to being rendered not just as on
avideo display, but also being spoken by text-to-speech engines or trandated into Braille. Also, unlike other
word processor formats, it can be easily printed or displayed at any font size, making it accessible to those
with poor eyesight. The structural information about headings, lists and tables allow for selective rendering,
without, say, having to convert the whol e text of aweb page to speech sequentialy. Images can be described
with aternate, textual tags. Efforts to allow font hints and font downloading lessen the temptation to show
text as bitmaps rather than HTML. However, other current trends in page design and HTML extensions im-
pede non-graphical rendering of web pages. I|magemaps and frames, for example, make sequential rendering
to non-graphical output devices very difficult. Tools are needed that allow adesigner to create content, which
isthen automatically converted to both the “house style” and a“linear” style suitable for, say, conversion to
Braille or text-to-speech converters. WWW protocols need to be extended so that avisitor to a page can au-
tomatically declare his preference for styles of presentation, without having to locate a “text only” switch
somewhere on the web page.



2.4 Secure Access

As mentioned above, truly ubiquitous access to information resources also includes the ability to reach pro-
prietary, private or for-fee information across untrusted networks, potentially from abroad. The the basic
web protocol suite offers sufficient privacy protection through such protocols as Secure Socket Layer (SSL)
or Secure HTTP (SHTTP). However, security in aglobal network requires a (public) key distribution infras-
tructure, with unsolved legal and technical problems[5].

It should be noted that the wide distribution of web tools with built-in security offers the hope that at
least protocol flaws are quickly discovered. Unfortunately, as experience has shown, most security problems
arerelated not to theoretical weaknesses in the encryption algorithms or transport protocols, but rather faulty
implementations. Here, only thewidespread availability of source codefor security-related functionsislikely
to help, particularly for browsers on less popular platforms.

25 Rdiability

For people who areinterested in information or entertainment and are not necessarily drawn to the Internet by
fascination with technical detail, the current state of the Internet can be rather frustrating, asindividual sites
or large parts of the Internet can become inaccessible or datatransfer speedsfall to afew bytesasecond. Ona
“real” high-way, the motorist stuck intraffic can seethe large number of other automobiles or the detour signs,
on the Internet, the layman has few reliable clues to distinguish local failures from, say, Internet congestion
or temporary domain service unavailability.

3 Browsers

3.1 Development

One of the factors driving the success of the WWW is its ability to attract both content providers and serve
as ahbase for new applications. While in the past, a corporate library may have written its own user interface
to its library catalogue, it now appears much easier to base this on a web server and browsers. This avoids
having to write anew user interface for each new client platform or operating system, and automaticaly lets
the system participate in advances like security.

There seem to betwo contradictory directions for WWW applications: the browser that can do everything
and having every application have WWW capabilities. The latter makes it difficult to integrate several data
types, but it is certainly desirable to be able to have applications recognize URLs and control a browser to
view the URL content. Browsers are aready incorporating mail tools, news readers and very primitive file
system managers. Soon, they will also feature text editors, at least for HTML. While this integration has
the advantage of hiding the difference between local and remote operations to a large extent, it also leads to
huge applications and less choice between vendors. Other mechanismsto integrate different applications are
currently being deployed, for example, so-called plug-ins, where applications communicate directly with the
browser and share some of itswindow area. However, plug-insare generally being written only for “ popular”
operating systems and hardware platforms. Asthe number of platforms supporting web browsersis going to
grow, platform-independent approaches to local program execution seem preferable, in particular platform-
independent languages like Java. Downloadable code like Java is also more in the spirit of the web as a
transparent storage hierarchy, as they require no downloading and installation. Thiswill only be possible if
Java programs can be made to execute sufficiently fast by local compilation.



3.2 A Web-Based View of Computing

Since the 1960's, the dominant metaphor and organizing principle for computer systems has been the hier-
archical file system, with directories (“folders’) containing files. Various forms of links then creste acyclic
graphs rather than just trees. There was only a single view for that file system. A single directory or even
“drive” was always constrained to reside on a single physical system, with access only semi-transparent in
the local area. Except in the Macintosh OS and through crude filename mechanisms, files had no type infor-
mation. Theintroduction of Internet web browsers first complicates the picture: in addition to a hierarchical
file system, it adds a cross-linked web page structure and a separate bookmark hierarchy. Finding informa-
tion (and not just afilename) within alarge file system istedious, particularly if it contains objects (files) of
different types.

A web-based computer interface offers the opportunity to present auniform view of both local and remote
resources. |nstead of ahierarchy of foldersand files, objects could be presented organized in variousways, be
it metaphors like tables of contents and indices, or loose-form notebooks and topic-specific graphics. Some
of these representations might be generated automatically, some crafted by hand. For example, instead of
filing correspondence into either a chronological or addressee system, a letter might appear as alink on a
map, an orgchart, a personal address book, and a calendar.

Client-based caching is another important aspect of aweb-based system. With client-based caching, ob-
jectsareretrieved for display or execution from a server, but stored locally for faster subsequent retrievals or
execution. It can span the gamut between (X) termina-like system with no local storage, with every interac-
tion going across the network, to a “traditional” stand-alone PC or workstation, where all object references
aretoloca storage. Indeed, the same physical system can assume different rolesduringitslifecycle. Thisap-
proach removesthe artificia difference between documents and programs, applying the same authentication,
encryption and charging mechanismto al. It also avoids the need to explicitly install and uninstall software.
This makes client-based caching particularly appropriate for general-audience computing and network de-
vices. Separating the linking of documents from traditional file systems also provides for richer possibilities
of semantically linked documents, for example, versions in multiple languages or multiple revisions.

A number of practical problems remain to be solved until a caching-based system is viable: First, the
network has to be fast, cheap and reliable enough so that cache entries that are no longer local can be re-
trieved without unbearable waits. Also, many users are not likely to be willing to pay for each retrieval in-
dependently, so that the server has to track client identities. Having multiple references to the same object,
as described above, poses particular problems with the one-directiona nature of URLS, as the abject being
linked has no ability to determine which pointers exist to it.

Itisnow often easier to find something by content on the Internet compared to one’sownlocal file system.
A web-based computing system as envisioned here would incorporate one or more search enginesto provide a
uniform view of local and Internet resources, enhanced with the ability to select based on trust and authorship,
“freshness’ and accessibility. (Current search engineswill only show what is accessible to the search engine,
which is likely going to be very different once a search encompasses not just the “public’ Internet but the
private files.)

4 Accessto Legacy | nformation and Communication Systems

WWW servers can readily make older information systems available to alarger audience, as shown by im-
plementations of interfaces to airline reservation systems, train schedule services, or FAA flight databases,
to cite just the travel-related examples. Also, WWW browsers and email can easily serve as interfaces to
older modes of communication, such as paging, fax and telex. Here, the browser offers an improved user
interface and the Internet can provide a more efficient transport of these data services across the wide area.
So far, there has been little integration of web browsers and telephony, athough these would offer obvious



benefits. Asan example, acustomer seeking technical support could navigate through a set of web pages on
the manufacturer’s web site and then, with some straightforward extensions to the browser, press abutton to
automatically dial the correct extension, possibly with a description of the current set-up aready available
to the customer service representative. These types of integration, however, have to wait until switching be-
tween voice and data use of the same phone line becomes easier, Internet access is provided by means other
than the telephone line or until Internet telephony, possibly with gateways to the phone network, is more
usable.

Other opportunities to enhance telephony services through web browsers are being explored [11], for
example to configure telephone service features such as call forwarding or number blocking.

5 Limitations of the WWW M oddl

Despite all the press and publicity, the WWW model iscurrently rather l[imited: retrieve an object (text, audio
or video) and render it. Even with forms, the capabilities of a Web page are roughly that of a page-oriented
mainframe terminal, with some graphics spice added. Some inherent capabilities of the web moddl are just
being devel oped, in particular the ability to store and edit content on the server or annotate existing documents
fromwithin abrowser. Thiscould be quite useful for collaboration and for maintaining corporate information
within intranets* and across fire walls, particularly once client authentication is better devel oped.

Client-side interaction is currently limited to filling out simple forms and clicking on buttons and bitmaps
(so-called image maps). There are some effortsto provide more direct feedback to the user rather than having
tofill out the whole form and then being told that somefield iswrong or clicking on parts of abit map without
any feedback asto what, if anything, might happen. Client-side imagemaps store the coordinates of sensitive
areas so that the browser can provide local feedback. Client-side scripts or applets would allow to provision
of interactive help or correctness checks. These could also provide richer user interfaces, so that the content
of a page can adapt to user action rather than simply by reloading a page from the server.

The integration of multimediais currently very primitive: A video or audio file istransferred viaHTTP
and then played with some sufficient buffering or from local temporary storage. Playing audio and video asit
arrives from the network avoids waiting minutes for it to download completely (only to discover that it prob-
ably was not worth the wait). However, unless the minimum network bandwidth is the access bandwidth,
assumed known, the user has no way to choose an appropriate encoding or know ahead of time how long
the media content needs to be buffered to assure playout without interruption. A number of solutions can be
envisioned. First, non-TCP protocols such as Realtime Transport Protocol (RTP) [6] that provide congestion
feedback can be used to adaptively tune their buffering and encoding to the available bit rate. In addition,
for both TCP and other protocols, resource reservation could guarantee a minimum bandwidth [7]. Adaptive
applications require no changes to the Internet, but are still subject to glitches when adapting quality down-
ward. RSV P, the IETF Internet resource reservation protocol [7, 8], will likely not be deployed widely for a
number of years, asit requires router modifications, some form of authentication and usage-based hilling to
prevent abuse.

Any type of interactive games (often called “twitch” games) will likely bypass the web protocols com-
pletely, even though they might use it to locate services or partners to play with. The same is also true for
multimedia-on-demand applications. The existing media-on-demand applications use the WWW browser
only to present some VCR-style controls and aplay list. Thereisno possibility of embedding “active areas’
(i.e., hyperlinks) within the audio or video content or synchronize textual and video content.

For content delivery, the web is “pull-only”, that is, the browser has to explicitly check whether there
is new content. There are some HTML extensions where the browser can be instructed to do this at preset

*Intranets are networks within organizations that may or may not be connected to the Internet, but use some of the same tech-
nology and protocols.



intervals. Also, there are tools that gather a predefined set of pages for later (off-line) perusal, as well as
services that regularly poll web pages for changes and then send electronic mail to the subscribers of this
page. Thisworks well only for pages that change infrequently and at predictable times. An efficient, multi-
destination hybrid between messaging (i.e., electronic mail) and WWW presentation is required.

Web browsing isasolitary occupation. A visitor to aweb page cannot seeif there are other like-minded
people reading the same page or interacting with the same 3D-world. There have been a number of pro-
posals to create mutual awareness. The Virtual Places [9] protocol uses a separate server to track visitors,
represented by small cartoons or pictures displayed on a custom browser. A visitor sees the movement of
others on the page and can move her image to touch that of another visitor. Asimages touch, a packet voice
connection is established. Tour buses can be used to visit web sites together, with “passengers’ on the bus
reachable by audio and video through |P multicast. People that are on the same page can aso “chat” with
each other by typing messages. However, al of these interactions only use the browser as a platform and
bypass WWW protocols. Such web-based interactions might also be feasible by using scripting languages
and multicast natifications of presence and location. This offers an enhanced version of the room metaphor
employed in some video conferencing systems [10].

Chat rooms are quite popular on on-line services and there have been attempts to use WWW technol ogy.
Without some external protocols, thisis rather clumsy, as a user would have to reload a page to see what, if
anything, others have typed.

6 Conclusion

The success of the World Wide Web has, at least in the eyes of the non-technical public, made it and the
Internet nearly synonymous. However, there are many interesting Internet-based services which are largely
independent of the Web, and have quite different requirements. As an example, rea-time, interactive mul-
timedia services would provide an aternative to the telephone network, immediately offering many of the
services promised by the telephone carriers through Advanced Intelligent Networks (AIN), but they require
extensive additions to network infrastructure, in particular some form of resource reservation and signifi-
cantly enhanced bandwidth. A Web-centric Internet would be giving up one of the fundamental strengths of
the Internet: the ability to quickly deploy new services.

Overal, the continued growth success of the world-wide web as aglobal delivery mechanism for multi-
media content will ride on technical issues as much as on economic, socia and political ones. Some ques-
tionsthat we can only raise hereinclude: Can an advertising-only medium prosper or will there be ways (and
willingness) to pay for quality content? Will jurisdictions force Internet service providers to restrict access
to parts of the web which are considered in violation of loca criminal statutes? Will encryption and user
certification be widespread and sufficiently easy to use that electronic commerce can prosper?
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