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Abstract

Differentiated Services (DiffServ), which is being standardized by IETF, is considered to be a promising
method for supporting different service characteristics to different classes of network users on the Internet.
DiffServ is useful when supporting distributed applications that deal with mutlimedia or real-time network
traffic flows. The IETF DiffServ working group has defined a general architecture of DiffServ and is
elaborating more detailed features. Network vendors have started developing DiffServ-enabled network devices.
However, the management aspect of DiffServ is not fully standardized yet. A simple but powerful management
mechanism is needed in order to operate, provision, monitor and control differentiated services on the Internet.
In this paper, we present our work on the design of an architecture for managing DiffServ using the SNMP
framework. We have analyzed IETF DiffServ MIB and designed a DiffServ management system. In order to
realize and validate our design, DiffServ routers have been developed in Linux systems and the DiffServ agents
have been implemented for these DiffServ routers. Based on our design, we have also developed a Web-based
management system that can configure, monitor and control DiffServ and that provides a user-friendly and

ubiquitous access to the resources being managed.
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I.  INTRODUCTION

Over the past decade, the number of devices and the number of Internet users have
increased at an exponential rate. As the Internet boundary continues to widen, the network
traffic caused by data transfers over the Internet will continue to rise. While previous
bandwidths were sufficient to carry text-based application data, curent bandwidths are no
longer sufficient to handle current multimedia and real-time network traffic flows.

As the increased rate of network bandwidth is quite slower than the increased rate of
network usage, there are always bottleneck points where bandwidth is insufficient for
network users. In such situations, every packet competes for access to the bandwidth and the
result is packet loss, unexpected delays, and jitter. However, both Transmission Control
Protocol (TCP) and Internet Protocol (IP), which are two network protocols for delivering
packets in the Internet, were originally designed in the best-effort service model. They
handle all packets with the same priority: first come, first serve.

But users’ requirements are changing. They want to get different service qualities for
different types of services they obtain. Integrated Services (IS) with Resource reServation
Protocol (RSVP) signaling is the first approach to provide such a service on the Internet [22,
26]. RSVP attempts to provide per-flow QoS support assurances with dynamic resource
reservation. A flow is defined by the 5-tuple, consisting of source and destination IP address,
transport protocol, and source and destination port. However, since RSVP/IS relies on per-
flow states and per-flow processing in every network node, it is difficult to deploy RSVP/IS
in large carrier networks like the Internet.

Differentiated Services (DiffServ) is an alternative approach to provide differentiated
service qualities to different classes of users. DiffServ uses aggregation of traffics in each
routing decision point. Type of Service (ToS) field is used for distinguishing these traffic
aggregates. Since the ToS is much simpler than the 5-tuple information, it is easier to
implement DiffServ than RSVP/IS [3, 9, 28].

DiffServ applies administrative domain concepts. Within one domain, core routers
forward traffics according to the ToS field of the traffic aggregates. Between two different
domains, there are edge routers which perform classification of flows based on 5-tuple
information like RSVP/IS. Since the edge routers mark the ToS field of the incoming traffic,
core routers do not need to handle complex information in such traffic. The example of a

DiftfServ domain is illustrated in Figure 1.



3 JOURNAL OF COMMUNICATIONS AND NETWORKS, Special Issue on QoS in IP Networks
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Figure 1 : Example of a DiffServ Domain

At the boundary of the DiffServ domain there are edge routers marking ToS fields of
incoming packets. Within the domain, there are core routers which perform various
differentiating actions such as dropping, metering, shaping, and remarking. If host A is a
Video-on-Demand (VOD) server and host B wants to connect to the host A with a relatively
high priority, the host B requests differentiated service for its connection to the host A and
the packets between host A and B have high-priority ToS field marking when entering the
DiffServ domain. The core routers can distinguish the packets from general packets such as
file transfers between the host B and the host C. The core routers treat packets differently
according to the packets’ ToS field and consequently provides different service qualities to
different network connections. The basic architecture of DiffServ is further explained in
Section 2.

Although the IETF DiffServ working group has defined several standards in DiffServ,
management of DiffServ is not yet fully standardized. Current standards have defined only
the operational aspects of DiffServ. When deploying DiffServ in network nodes, various
management functions are needed for remote control of a large number of DiffServ nodes.

From the management point of view, network element management, network management,
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and service management need to be defined. Some considerations are how to configure each
DiffServ router, how to change its configuration, and how to monitor or meter traffics each
router handles.

In this paper, we have constructed an SNMP management framework for managing
DiffServ. The IETF DiffServ working group has defined DiffServ MIB for managing
DiffServ-enabled network devices. Based on this MIB, we have developed an SNMP agent
system that operates in Linux-based DiffServ routers. Furthermore, we have developed a
Web-based DiffServ manager that provides easy-to-use interfaces which can operate in any
Web browser.

The rest of this paper is organized as follows: Section 2 explains the architecture of
differentiated services proposed by IETF. Section 3 presents the design of a DiffServ
management system. Section 4 describes the detailed implementation on Linux systems and

Section 5 summarizes our work and discusses possible future research.

II. ARCHITECTURE OF DIFFSERV

The IETF DiffServ working group has defined the basic architecture of DiffServ. In this

section, we summarize current standards and investigate several issues.

2.1. GENERAL CONCEPTS OF DIFFSERV

Internet traffic is defined as a collection of equal priority packet streams treated in best-
effort forwarding schemes at network nodes, and it has explosively increased in recent years.

DiffServ proposes a basic method to differentiate a set of traffics among network nodes.
The method is based on a simple model where traffic entering a network is classified and
possibly conditioned at the boundaries of the network, and assigned to different behavior
aggregates. Each behavior is identified by a single Differentiated Services Code Point
(DSCP).

DSCP is the most-significant 6 bits from the IPv4 Type-Of-Service (ToS) octet or IPv6
traffic class octet. This 6-bit field indicates how each router should treat the packet. This
treatment is called a Per-Hop Behavior (PHB). PHB defines how an individual router will
treat an individual packet when sending it over the next hop through the network. Being 6
bits long, the DSCP can have one of 64 different binary values.

Four overall types of PHBs have been defined as standard thus far [9, 10, 13, 14]. They
are default, class-selector, Assured Forwarding (AF), and Expedited Forwarding (EF). Table

1 summarizes the standard PHBs and DSCP values accordingly.
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Table 1 : Standard PHBs

PHB Name DSCP Description
Default 000000 | Best-effort (RFC 1821)
class-selector xxx000 | 7 classes (RFC 2474)
Afxy xxxyy0 | 4 classes with 3 drop probabilities (RFC 2597)
EF 101110 | no drop (RFC 2598)

DiffServ-enabled network nodes handle classes of network packets differently by using
the DSCP values in the packet header within an administrative domain. The DS domain is a
contiguous set of DiffServ-enabled nodes which operate with a common service
provisioning policy and a set of PHB groups implemented in each node. There are two kinds
of DiffServ nodes in a DS domain. To select a PHB from one of the PHB groups supported
within the domain, edge routers, located at the boundary of the DS domain, classify (and
possibly condition) ingress traffic to ensure that packets crossing the domain are
appropriately marked. Internal routers, called core routers, only check the DSCP values of
forwarded packets and perform predefined PHB actions on the packets. It requires no per-
flow state in backbone and trunk routers. This internal behavior saves times and resources

for providing different service qualities to different classes of users.

2.2. COMPONENTS

A DiffServ-enabled network node needs to have several components for handling
DiffServ. Figure 2 explains five components of DiffServ architecture; classifier, meter,

marker, shaper, and dropper [11, 12] in a traffic conditioning block (TCB).

TCB

Packet In Packet Out
.»‘ Classifier I—> Marker Shaper L
Dropper

Figure 2 : Basic Traffic Control Block of DiffServ

A classifier selects network packets in a traffic stream based on the content of some
portion of the packet header. There are two types of classifiers, the Behavior Aggregate (BA)
classifier based on the DiffServ values, and the Multi-Field (MF) classifier based on the



value of a combination of 5-tuple information.

A meter measures the temporal properties of the stream of packets selected by a classifier.
It passes the state information to other conditioning actions to trigger a particular action for
each packet.

A marker sets the DSCP of a packet and a shaper delays some or all of the packets in a
traffic stream in order to bring the stream into compliance with a traffic profile. A dropper
discards some or all of the packets in a traffic stream in order to bring the stream into
compliance with a traffic profile.

DiffServ router is a fundamental DiffServ-enabled network node. The conceptual model
and requirements of the DiffServ routers are discussed in IETF [16, 20]. The DiffServ router
is considered to have routing component, set of TCBs, queuing component, and

configuration and monitoring interfaces that are organized as in
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Figure 3 : Conceptual Model of a DiffServ Router

DiffServ-related components are separated from the routing component to make it easy to
add DiffServ capability to the existing router. There are set of TCBs cascaded both in ingress
point and egress point. Traffic conditioning can be performed either at the ingress point or at
the egress point, or both. Queuing component is a set of underlying packet queues keeps
packets before the routers sends them out. Management module for DiffServ router can be
operated in several ways such as SNMP or COPS. The management module configure TCB

parameters and monitor the peformance of each TCB.



7 JOURNAL OF COMMUNICATIONS AND NETWORKS, Special Issue on QoS in IP Networks
2.3. CURRENT OPEN ISSUES
Much work remains to be done in DiffServ architecture [3, 28]. The following issues are

currently being researched.

® Network management

The current DiffServ architecture concerns only how to operate with the DSCP and PHB
in each network node. There are not enough so-called FCAPS management issues in the
current standards. Recently the IETF DiffServ working group proposed an SNMP MIB

definitions for DiffServ network nodes.

® End-to-end flow management

DiffServ network nodes handles traffic without any interaction with neighbor nodes.
Although this simplifies functions of a network node, no interaction among cooperating
network nodes makes it difficult to understand end-to-end flow behavior. In order to
control the end-to-end traffic characteristics in one domain, a kind of overall control

function is needed.

® Integration with the policy framework
Common Open Policy Service (COPS) protocol in the IETF policy framework has been
proposed for flexible and configurable control of network nodes [23, 24]. Integrating the

policy framework in Integrated Services and DiffServ is a major research topic of late.

® [nterdomain QoS negotiation

A set of DSCPs and PHBs is meaningful and consistent in only one DS domain. They are
not valid or totally different in another DS domain. Thus edge routers located in domain
borders need to perform a kind of QoS negotiations with the neighbor edge routers to
keep the service quality across multiple DS domains. Bandwidth Broker (BB) concept is
introduced and BBs negotiate with each other to determine the QoS parameter among
different DS domains or Integrated Services. These operations are not yet completely

specified.

In this paper we focus on adding network management architecture and functionality to
the current DiffServ architecture. We have designed and implemented a DiffServ

management system in the SNMP management framework.



III. DESIGN OF A DIFFSERV MANAGEMENT SYSTEM

In this section, we present a detailed design processes of a DiffServ management system
which is based on the SNMP framework. First, we define and categorize the management of
DiffServ. Next, the requirements of a DiffServ management system are listed. For our
DiffServ management system we choose the SNMP framework. The SNMP framework
concept is overviewed and the IETF DiffServ MIB is analyzed from the operational

viewpoint. Finally, the design architecture of our DiffServ management system is described.

3.1. MANAGEMENT OF DIFFERENTIATED SERVICES

Current DiffServ architecture does not have fully standardized management functionality.
As we explained in Section 2, only operational and functional models are now standardized.
Currently a number of management concepts are introduced and discussed by the IETF
DiffServ working group, yet, most management issues are related to network element
management. From a sophisticated management viewpoint such as Telecommunication
Management Network (TMN) [32, 33, 34], a complete vertical management framework is
required.for managing DiffServ. By following TMN logical layered architecture, we have

itemized several DiffServ management issues in each layer as in Figure 4.

Business Metering / Accounting Interdomain Traffic Management Policy

Management Traffic Shaping Policy ~ DiffServ Marking Policy
. SLA Negotiation / Monitoring / Enforcement ~ Session Management

Service
Management Customer Service Management Interdomain Service

Network Network Topology Management Link / Path Performance Metering
Management Link / Path Monitoring End-to-end Traffic Flow Management

PHB Configuration Provisioning TCB Performance Metering

Element

Management Fault Monitoring DiffServ Policing Traffic Shaping

Figure 4 : Management Layers for Differentiated Services

The element management layer manages individual network nodes in a DiffServ domain.
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Configuration of DiffServ routers, performance and fault monitoring, traffic shaping, and
traffic policing are examples of element management operations. Basically, management
operations on this layer are executed on each DiffServ-enabled network node. Current IETF
discussions cover management issues on this layer partially.

The network management layer manages DiffServ networks as a whole. Network
topology management, link and path performance metering or monitoring, and end-to-end
flow management are examples of network management operations. DiffServ network is
logically constructed by combining all the DiffServ routers in a DiffServ domain. Handling
DiffServ network as a whole is very useful for end-to-end traffic management. We can
oversee and control end-to-end DiffServ flows with the constructed network information.

The service management layer manages high-level DiffServ services. Service Level
Agreement (SLA) management, session management, customer service management, and
interdomain service management are examples of service management operations. A set of
DiffServ domains are interconnected to link service providers and service consumers.
Managing end-to-end service quality is a key role in this layer.

The business management layer manages business-oriented considerations. Metering or
accounting and business policies for various operations are examples of business
management operations. DiffServ will open a new market to provide different levels of
service qualities at different prices. Business management of DiffServ will be important in
the near future.

Operations in the upper layer are composed of operations in the lower layer. For
providing complete DiffServ management operations covering every logical layer,
management operations in each layer are needed to be created and stabilized. In this paper,
our research efforts focus on element management and network management of DiffServ.

Service and business management issuses are subjects for future research work.

3.2. REQUIREMENTS OF A DIFFSERV MANAGEMENT SYSTEM

For developing a DiffServ management system, we have analyzed requirements of a

DiffServ management system. The followings are selected requirements.

® Management in the SNMP framework
SNMP is considered as a standard management framework for Internet management.
Although COPS and policy management framework has been proposed for the flexible

management recently, in order to simplify the system, we have chosen the SNMP
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framework for our management system. The IETF DiffServ MIB is the key management

information between the SNMP manager and agent.

® Web-based management interfaces

We have adopted Web-based management interfaces for our management system. Web-
based management has quite a few advantages [29]. Since Web browsers are ubiquitous,
easy-to-use, and platform-independent, the management interfaces running in Web
browsers provide cost-effective, portable, and convenient interfaces to human managers.
The same Web browser both receives managemnet operations and displays operation

results.

® Remote configuration provisioning

When DiffServ is deployed in an organization, there might be lots of DiffServ-enabled
network nodes working together in the organization’s backbone network. A DiffServ
management system should be able to configure numbers of DiffServ nodes remotely to

provision network resources.

® Real-time metering and status monitoring

Network traffic changes its characteristics dynamically. In order to make DiffServ nodes
to be cope with the dynamic traffic variations, a DiffServ management system needs to
have realtime metering and status monitoring capability. Periodic SNMP polling and
history keeping should be performed in a DiffServ manager. Further, graphical
representation of status changes should be displayed. Based on the metering and
monitoring results, a DiffServ management system can be able to modify configurations

of a set of DiffServ nodes.

® End-to-end flow management

A DiffServ flow is defined as a traffic flow with the same DSCP value in a DiffServ
domain. There is a set of different DiffServ flows coming in and out in a DS domain.
However, as descibed in the previous section, DiffServ nodes do not interact with each
other to keep end-to-end statistics of each DiffServ flow. From the management point of
view, the end-to-end characteristics of DiffServ flows are important because the network
service quality is determined by the end-to-end performance parameters, not by the

individual performance paramters in each DiffServ node. Therefore, a DiffServ
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management system should be able to summarize performance parameters of each

DiffServ node and report the end-to-end DiffServ flow characteristics.

3.3. SNMP FRAMEWORK

Simple Network Management Protocol (SNMP) framework is chosen for the DiffServ
management platform. SNMP is simple, cost-effective, and the de facto standard for
managing Internet-related systems [2].

The SNMP framework consists of Management Information Base (MIB) and SNMP
operations. MIB is the specification containing definitions of management information so
that networked systems can be remotely monitored, configured, and controlled [1]. There are
three typical SNMP operations which manipulate MIB variables between an SNMP manager
and an SNMP agent. A GET operation reads a value of a MIB variable from an SNMP agent,
a SET operation sets a value of a MIB variable in an SNMP agent, and a TRAP operation
reports asynchronous events to an SNMP manager from an SNMP agent.

Defining a MIB is the first step for developing an SNMP management system. The
following subsection describes the DiffServ MIB.

3.4. DIFFSERV MIB

The IETF DiffServ working group currently suggests a Management Information Base
(MIB) for the DiffServ architecture [5]. The MIB is designed according to the DiffServ
implementation conceptual model [20]. Table 2 summarizes six object tables defined in the
DiftServ MIB.

Table 2 : DiffServ MIB Structure

Table Name # of Objects Description
Aggregate 1 DSCP value
MFClassifier 13 multi-field classification value
Classifier 8 classifier list
TBMeter 6 token-bucket meter value
Action 15 mark / count / drop
Queue 7 priority queue

Each table contains several MIB objects to configure, monitor, and modify DiffServ
characteristics in a network node. By getting and setting these object values via SNMP,
SNMP managers are able to manage DiffServ-enabled network nodes remotely.

The DiffServ table entries are linked each other with the RowPointer textual convention.
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RowPointer object is used for pointing an entry in the same or different table [2]. A traffic
control block (TCB), as illustrated in Figure 2, consists of a number of different classifiers,
meters, actions, and queues. The DiffServ MIB represents a TCB as a series of table entries
linked together by RowPointers. With this scheme a lot of different TCBs can be represented
in the six tables efficiently. For example, several TCBs have the same BA and MF classifiers,
the same actions or meters on the same queues. Thus the same parameters need not be
defined separately. The current MIB design provides parameter sharing for different TCBs.
If the DiffServ MIB defines a TCB table which contains entries for all the TCBs, the size of
the table would be much more than the sum of the current six table entries. Figure 5 shows

the linked relationship of six tables in the DiffServ MIB.

TCB Pointer Classifier
Table |

~

" FailNext

cceedNext

Figure 5 : MIB Table Relationship

All the TCB pointers in a DiffServ network node are contained in the classifier table. The
TCB configuration linked list starts from the table entry. Each entry in the classifier table has
two RowPointer objects, MatchObject and Next. The MatchObject points either to an
Aggregate table entry or an MFClassifier table entry and Next points to either a TBMeter
table entry or an Action table entry. The TBMeter table entry is used for determining the
conformance of packet flows and the next TCB component is chosen on the basis of whether
the current packet flow succeeds or fails the meter parameters. When it succeeds, the packet

flow is sent to the appropriate Action or Queue table entry, and when it fails, the packet flow
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is sent to another Meter table entry or the appropriate Action table entry. The Action and
Queue table entry has a pointer to the next TCB classifier and this closes a TCB

configuration.

3.5. DESIGN ARCHITECTURE

We have designed a DiffServ management system satisfying the previous requirements.
The architecture consists of three distinct layers as depicted in Figure 6. The three-tier
architecture includes a network management system (NMS) client running in a Web browser,
an NMS server containing a Web server and DiffServ manager, and a network element

performing DiffServ routing and SNMP management.

Web Browsers

NMS Client NMS Server | Network Element
| Set of
——— : | DiffServ Routers
HTTP Web Server !
a 11 | ®
i Web Integration |
DiffServ Manager ®
Web Browser | Configuration | | Metering & Flow o
Management Monitoring Management i
® SNMP Manager | DiffServ Router
SNMP Stack SNMP 1 SNMP Stack
® ; i
| i SNMP Agent
‘ i E System APls
. i : Routing Core
Set of i EngeT[\ Set of TCBs ]

Figure 6 : Design Architecture of the DiffServ Management System

The NMS server is the central server for managing a set of DiffServ routers and providing
management interfaces to a set of Web browsers. The Web server located in the NMS server
layer has a role to provide a Web-based management interfaces in Web browsers. The
integration with Web server and DiffServ manager can be achieved in various ways such as a

basic HTML file access method, a Common Gateway Interface (CGI) method, and a Java
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applet/servlet method.

The DiffServ manager performs three high-level DiffServ management functions —
configuration management, metering and monitoring, and flow management. The
management database for storing and retrieving additional information other than the
DiffServ MIB is needed in order to provide high-level DiffServ management functions. At
the bottom of the DiffServ manager, an SNMP communicates with a set of SNMP agents
running in different DiffServ routers within a DS domain.

Three high-level DiffServ management functions performs sophisticated and extended
management functions for providing value-added management operations to users.
Configuration management function performes remote configuration provisioning. Every
DiffServ paramteter is determined and enforced via the configuration management function.
Metering and monitoring function periodically observes the status of DiffServ routers and
compares the results with predefined desirable peformance metrics. Such conformance test
results are necessary for modifying DiffServ router behaviors in the configuration
management function. The flow management function summarizes all the DiffServ flows in
a DS domain and provides the end-to-end DiffServ flow characteristics. The function
collects routing tables and DiffServ flow information from every DiffServ router and
constructs an overall end-to-end parameters of each DiffServ flow. The parameters are useful
for understanding current quality of network services.

The DiffServ routers are managed network elements in the design architecture. A
DiffServ router contains a routing core module for controlling a set of TCBs that execute
packet forwarding according to various DSCP values and an SNMP agent module for
handling SNMP manager requests for the DiffServ MIB. System-dependent APIs are used
for connecting the SNMP agent module and the routing core module. The values of DiffServ
MIB variables are determined by specific system-dependent system calls. The methods of
retrieving and setting DiffServ parameters in the routing core module need not be the same
among different implementation architectures.

Within a DS domain there might be lots of both DiffServ routers and DiffServ
management clients interworking with each other. The three-tier architecture has advantages
in such network management environments. One centralized DiffServ manager controls a set
of DiffServ routers while providing management interfaces to a set of management clients at
the same time. However, by separating the management user interfaces from the manager
itself, the DiffServ manager is able to concentrate on the management functions and thus the

performance of the DiffServ manager can be improved. To address the scalability problem,
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the three-tier architecture can be easily extended to support distributed management
functionality with multiple DiffServ managers located in the middle layer. Obviously, there

must be a concrete way of combining the multiple DiffServ managers in this case.

IV. IMPLEMENTATION

Based on the previous design architecture, we have implemented a DiffServ management
system. DiffServ routers have been constructed in Linux systems and we have added an
SNMP agent for the IETF DiffServ MIB in each router. A centrallized DiffServ manager that
includes an SNMP manager for the DiffServ MIB has been implemented in a dedicated
Linux system as well. A Web-based DiffServ management interfaces has been also
developed for delivering various management services to users very conveniently.

A DiffServ agent is running on a Linux DiffServ router. The agent has DiffServ MIB
values that are extracted from the Linux traffic controller via NetLink sockets. A DiffServ
manager is integrated with Web technologies. The manager interacts with several agents via
SNMP and interacts with human managers via HTTP. Human managers can operate every
DiffServ routers in their control within easy-to-use Web browsers. Implementation details of

the manager and the agent are described in the following subsections.

4.1. DIFFSERV IN LINUX SYSTEMS

Linux, a shareware operating system, supports QoS features in its networking kernel from
the kernel version 2.1.90 [30]. The QoS support offers a wide variety of traffic control
functions, which can be combined in a modular way. The traffic control code in the Linux
kernel consists of four conceptual components (queuing discipline, class, filter, and policing)

and configured logically as in Figure 7 [7, 8].

#\ﬂi\‘ Class ‘ Queuing discipline }—-
—|Fiter - , -
Class ‘ Queuing discipline }—— -

- ier | -

Queuing discipline

Figure 7 : Linux Traffic Control Blocks

Each network device has a queuing discipline associated with it, which controls how

packets enqueued on that device are treated. Queuing disciplines may use filters to
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distinguish among different classes of packets and process each class in a specific way.
Policing resides within a filter and performs the conformance test on classes of packets and
appropriate actions on each class depending on the test results.

Based on this Linux traffic control framework, W. Almesberger et al. have designed and
implemented basic DiffServ-field classification and manipulation functions required by
DiffServ network nodes [8]. The extended DiffServ features are freely available in the form
of a kernel patch. The latest DiffServ package (DS-6) available from ‘DiffServ on Linux’
Web site [28] contains the kernel patch, a control program (tc), and several PHB scripts
written with the control program. By installing the DiffServ package, a Linux system is able
to perform DiffServ router functions.

However, the current Linux DiffServ implementation does not have sufficient
management functionality. There is no management architecture and every script setup needs
to be manually configured and modified in local machines. Further, metering and monitoring
functions of DiffServ are not fully supported. Our work focuses on this lack of management

functionality.

4.2. LINUX DIFFSERV AGENT

The DiffServ agent is an SNMP agent with DiffServ MIB running on the Linux DiffServ
router. Basically the agent extracts DiffServ parameters from the Linux traffic control kernel
and modifies the appropriate MIB values on the request from a DiffServ manager. The agent
also receives management operations from a DiffServ manager and performs the appropriate
parameter changes in the Linux traffic control kernel.

The organization of the Linux DiffServ router implementation is explained in Figure 8.
There are two process spaces in the Linux operating system, the user space and the kernel
space. Extending from Linux traffic control framework, the Linux DiffServ implementation
resides in the kernel space. In the user space, the DiffServ SNMP agent is implemented in
the user space, combined with the Linux traffic control program. Communication between
the DiffServ agent and the Linux traffic control kernel is effected via NetLink sockets [32].
The NetLink socket is a socket-type bidirectional communication link located between

kernel space and user space. It transfers information between them.
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User Space
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NETLINK Socket
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DiffServ Extension (DS-6 patch)
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v

Kernel Space (Linux 2.2.10)

Figure 8 : Organization of Linux DiffServ Router Implementation

The agent has been implemented by using UCD SNMP agent extension package [6].
UCD SNMP 3.6.2 provided the agent development environment. The DiffServ agent uses
the traffic control program (tc) or NETLINK socket directly for accessing DiffServ
parameters in kernel space and manipulates the values of DiffServ MIB.

Mapping of Linux traffic control parameters between DiffServ MIB objects is a key role
of DiffServ agent. There are three kinds of traffic control parameters in Linux kernel and six
MIB tables in DiffServ MIB. Figure 9 shows how two different values are mapped in our
DiffServ agent.

DSCP values in the aggregate table are extracted from filter parameters. Values of the
MFClassifer table are obtained from match-ip parameters in u_32 filters. The classifer table
is constructed by qdisc and filter parameters. The TBMeter table objects are mapped to
sentBytes and sentPackets in qdisc and filter paramters. The action table objects are from

class parameters. And finally, the queue table is filled with qdisc parameters.
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DiffServ MIB Tables

Qdisc paramters

type handle device index
sentBytes sentPackets
overlimits

Aggregate Table

MFClassifier Table

Filter paramters

device parent-id protocol type
preference match-ip
match-broadcast rate
burst action handle classid
sentBytes sentPackets
overlimits

Classifier Table

TBMeter Table

Action Table

Class paramters

device type id parent-id

DSCP-value Queue Table

Figure 9 : Mapping Relationship Between TC Paramters and DiffServ MIB Tables

4.3. WEB-BASED DIFFSERV MANAGER

We have developed a DiffServ manager as an NMS server and a Web-based GUI
application as an NMS client. The integration of Web technology within network
management systems has benefits of ubiquitous, easy-to-use, and user-friendly interfaces. A
Web server has been integrated in the NMS server (see Figure 6). Static HTML files and
dynamic CGI scripts organize the Web-based user interfaces in the client’s Web browser.

User requests are collected via CGI scripts and processed in the DiffServ manager. Figure 10

shows a top-level Web interface of our DiffServ manager.
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Figure 10 : Web-Based DiffServ Manager Interface
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The manager functions consist of the following subfunctions.

® Agent list management

® Agent information reporting

® MIB browser

® Flow information reporting

® Network flow browser

® Realtime statistics reporting

Agent list management keeps a record of DiffServ agents managed by a DiffServ
manager. The manager is able to add, modify, or delete an entry for a DiffServ agent. Figure
11 is a screenshot of the agent list management function. The DiffServ manager has system

name, [P address, SNMP port number, and community name of each DiffServ agent.
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& FB=| [Documnent: Done

= e R

Figure 11 : Agent List Management
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Agent information reporting provides an overall agent status to users. The reporting
contains general information such as an IP address, a system name, and installed network
interfaces of a DiffServ router. Flow descriptions summary information and MIB browser

also included in this function as in Figure 12.

File Edit Miew Go  Communicator  Help

I T DT S YA I S S G S | M.
& Back Forward Reload Home Search  Metscape Print Security Shop St

' w&'Bookmarks v Lucatiun:|ech.ac.kr,fcgi—bin;‘diﬁserv/ainfu.Cgi?iu:ldl.223.82.103 Llﬁl'What's Felated

;l
AGENT INFO

& teri.postech.ac.kr

IP Address [141.223.82.103

|System Name fteri.postech.ac kr

[Matmo  [141.223.182.5

System Interfaces o 0 [147.223.60.105

| Flow Description summary

[No [priarity [Src 1P [DstIP DSCP [Rate [Conform [Remark [Next Detail

1T [a | | [0x88 [1500 [584438 [0x0  [drop [detail

2 [a | | [0xo0 [1500 [584438 [0x0  [drop [detail

El | | [0x98 [1500 [5834433 [0x0  [drop [detail

[ [a [0,0.0,0[0.0.0.0] [1500 (6844358 |00 [drop [detail

EE | | [ox8s [1000 [0 [oxg9s 1 [detal

B [3 | | [ox90 [1000 [o %98 |2 [detal

E | | [0x98 [1000 [o w98 3 [detal

[ [2 | | [ox8s [1000 [0 w90 5 [detal

o [z | | [oxs0 [1000 [0 %90 6 [detal

1o [1 | | [ox88 [1200 [0 [ox88  [8  [detall

| DiffServ MIB Tables

@ Agaregate Table

@ dFClassifier Table —

@ Classifier Table

@ TBteter Table

@ Action Table

@ Queue Table

=

| [== | [Docurnent: Done Iy AR 2 2

Figure 12 : Agent Information Reporting
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The MIB browser is a basic SNMP management function. When a manger wants to look
up specific MIB object values, this MIB browser can be used efficiently. All the six DiffServ
tables are listed as in Figure 12. Selecting each table shows current values of MIB objects in
each DiffServ MIB table. Figure 13 illustrates the MIB browser for the classifier table with

10 different classifiers.
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Figure 13 : MIB Browser
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Flow information reporting enables a user to easily understand characteristics of DiffServ
flows a DiffServ router handles. Since DiffServ MIB tables are linked together as in Figure 5,
it is difficult to see a specific traffic flow in the MIB tables. The flow information reporting
makes it easy by extracting MIB values according to flow concepts. Every different flow is
listed in the flow information reporting window as in Figure 14 and users can also see the

real-time statistics of flows.
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Figure 14 : Flow Information Reporting

The network flow browser provides network management viewpoint of current DiffServ
flows. By combining routing information and DiffServ MIB values from every DiffServ
router within a DiffServ domain, the manager is able to construct a topological status of
current DiffServ flows. Classified by all the available DHCP values, every DiffServ flow in

a DiffServ domain are easily represented in the network flow browser window, as in Figure
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15.
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Figure 15 : Network Flow Browser

In Figure 15, there are five edge routers and six core routers under a domain named
POSTECH. Current DiffServ flows in this domain are default, AF31, and EF. For each flow,
both source and destination routers, as well as the topological interconnection status is
represented as a dynamically modified map in Web browsers. Delay and drop performance
are recorded as well. The performance parameters of a DiffServ network flow are calculated
and summarized in the manager by collecting performance parameters of routers
participating in the DiffServ flow path. Action represents intermediate flow characteristics
when two or more flows affects each other. Splitting means a DiffServ flow is divided to
several DiffServ flows in a certain point and combining means several DiffServ flows are
joined in a certain point. These operations will be further refined and extended.

Realtime statistics reporting generates realtime graphs of statistical MIB variables. For

every DiffServ flow in every DiffServ router, the Action MIB table contains the number of
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conforming packets, the number of conforming octets, and the number of dropped packets.
The DiffServ manager periodically retrieves values from every DiffServ router it manages
and stores them as history records. When the DiffServ clients request to view the data, the
DiffServ manager generates a statistical graph for each MIB variable. Figure 16 shows 30

realtime records and a bar graph of number of conforming packets of a DiffServ flow.
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Figure 16 : Realtime Statistics

V. CONCLUSION AND FUTURE WORK

Differentiated Services (DiffServ) is gaining acceptance as a promising solution for
providing QoS support in the Internet. Although the operational architecture is now
standardized by IETF, the management architecture is not yet fully standardized and needs to
be refined and extended. This paper proposes a way to manage DiffServ in the SNMP
framework. Since the current research efforts from the IETF DiffServ working group mainly
focuses on the operational and functional descriptions of DiffServ, a detailed management
framework for DiffServ is urgently needed. First, we have overviewed management concepts

for DiffServ by categorizing management operations in the layered architecture and we then
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selected several requirements for the DiffServ management system. The proposed DiffServ
management system has a three-tier architecture and uses the DiffServ MIB in SNMP
framework. Further, we have designed and developed a DiffServ agent system working in
Linux platform and a Web-based manager system which manages several DiffServ agent
systems. Management interfaces running in any Web browser enable users to control
DiffServ routers conveniently.

In order to improve DiffServ management system, we are currently working on the
following topics [4].

Performance evaluation of the developed management system needs to be considered.
Because general DiffServ routers handle a huge amount of high-speed traffics, the DiffServ
agent must not affect the routing performance of the DiffServ routers. A DiffServ
management system needs to be implemented in such a way as to minimize performance
degradation factors.

Integrating with the policy framework is highly recommended. To simplify the system,
we have excluded the policy management features in this paper, but the policy framework
needs to be integrated with the current SNMP framework for flexible and intelligent
configuration and adaptation of DiffServ routers. Future work includes studying the meta-
information model for policy representation and designing policy operational modules.

And finally, there are already several proprietary implementation of DiffServ routing
functions from hardware vendors. We designed plans to integrate our system with
commercial products so that our system will be a feasible solution for managing DiffServ in

the next Internet structure.
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