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Abstract— The Geographic Location/Privacy (geopriv) work-
ing group defines the concept of a ’using protocol’, a protocol
that carries Geopriv location objects. Geopriv also defines various
scenarios for the distribution of location objects that require
the concept of subscriptions and asynchronous notifications. This
document shows the big picture with the alignment of the Geopriv
and the presence architecture.

. INTRODUCTION

Geopriv is a standard for the transmission of location infor-
mation over the Internet. Location information is a description
of a particular spatial location, which may be represented as
coordinates (via longitude, latitude, and so on), or as civic
addresses (such as postal addresses). The Geography Markup
Language (GML) [1] is reused for the geospatial location
format whereas civic information format was defined by the
Geopriv working group (see [2]) and later extended in [3].
The work in the IETF Geopriv working group [4] particularly
focused on the privacy and security issues, both from a
technology perspective and a policy perspective, of sharing
location information over the Internet; it essentially defines
a secure container class capable of carrying both location
information and policy data governing the distribution of this
information. Geopriv also defines the concept of a ’using
protocol’, a protocol that carries the Geopriv Location Object.
So far, the work on using protocols has focused on SIP.

This document reuses Geopriv terminology defined in [5].

[l. FRAMEWORK
A. Entities

In [5] four primary entities are defined: a Location Gen-
erator, a Location Server, a Location Recipient, and a Rule
Holder. Three interfaces between these entities are defined,
including a publication interface and a notification interface.

Figure 1 shows how these entities interact and some exam-
ple protocols are listed.

The usage of Geopriv is very flexible and might, in some
scenarios, involve a number of different protocols as shown in
Figure 1.

The privacy properties of Geopriv therefore depend a lot
on the specific protocols being used. This may be seen as an
advantage since existing protocols aready provide a humber
of security mechanisms (e.g., anonymity support).
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Fig. 1. Geopriv Entities

B. Using Protocol

Geopriv specifies that a 'using protocol’ is employed to
transport location objects from one place to another. Geopriv
places a few requirements on these using protocols, which are
described in [5]. If the publication interface and notification
interface are network connections, then a using protocol would
be responsible for the transmission of the Location Object.
Location Recipients may request that a Location Server pro-
vide them with Geopriv location information concerning a
particular Target. The Location Generator publishes Location
Information to a Location Server, which, in coordination
with policies set by the Rule Maker, distributes the location
information to Location Recipients as necessary.

The Geopriv requirements document [5] shows three sce-
narios for the use of the Geopriv protocol. In some of these
scenarios, a Location Recipient sends some kind of message
to the Location Server to request the periodic transmission
of location information. The location of a Geopriv Target
is likely to vary over time (if the Target is a person, or
something similarly mobile) and consequently the concept of
a persistent subscription to the location of a Target resulting in
periodic notification is valuable to Geopriv. In other scenarios,
a Location Recipient may request a one-time notification of
the geographical location of the Target. A Location Genera-
tor publishes location information to a Location Server that
applies further policies for distribution.

When the abstract Geopriv architecture is combined with
the presence architecture a model is created in which the
using protocol is responsible for requesting subscriptions,
handling publications, and sending notifications. There are
other models for Geopriv in which such operations might
be built into location objects themselves. However, there is a



significant amount of pre-existing work in the IETF related to
managing publications, subscriptions and notifications for data
sets that vary over time. In fact, these concepts all correspond
exactly to architectures for presence that have been devel oped
in support of real-time communications applications such as
instant messaging, voice and video sessions.

C. Location Object

The presence architecture developed in the IETF Instant
Messaging and Presence Protocol (IMPP) working group [6]
has defined a format for presence information called Presence
Information Data Format (PIDF). PIDF is an XML format
that provides presence information about a presentity - pri-
marily, this consists of status information, but also optionally
includes contact addresses (a way of reaching the presentity),
timestamps, and textual notes with arbitrary content.

PIDF is an extensible format. It defines an XML element for
representing the status of a presentity (the status element), and
gives some guidance on how this element might be extended.
An extension to PIDF has been defined with a Presence-
based GEOPRIV Location Object Format (PIDF-LO) [7] to
carry Location Objects within PIDF. The term Location Object
denotes |ocation information that travels with privacy policies.

PIDF meets the security requirements givenin RFC 2779 [8]
(see especialy Section 5.1, 5.2 and 5.3), which parallel the
security requirements of the Geopriv Location Object given
in the Geopriv requirements [5]. The Common Profile for
Presence (CPP) [9] and PIDF specify mechanisms for mu-
tual authentication of participants in a presence exchange as
well as confidentiality and integrity properties for presence
information.

PIDF-LO carries either civic, geospatial location informa:
tion or both. The format of civic location information was
first defined [2] since there was no prior work to reuse.
The XML schema for the civic location information was
provided within PIDF-LO and defines a number of elements
representing tokens refering to location information, such as
"A1’ representing the name of country. Later, the list of tokens
was extended with [3]. With GML, however, there was plenty
of work for encoding of various geospatial shapes, including
Points, Polygons, Cycles, Ellipses, Arc Bands, Spheres, Ellip-
soids, and Prisms. PIDF-LO mandates support for the GML
"feature.xsd’” schema only that includes support for the above-
mentioned shapes but excludes support for dynamic features,
such as velocity.

D. Authorization Policies

In the Geopriv architecture, as indicated in Figure 1,
location information must only be disclosed to authorized
watchers. To ensure that the Location Server can make an
informed decision it needs to possess rules indicating who
has access to location items. In some scenarios the Location
Server is co-located with the Target (e.g., because the Target
obtained location information from the access network or via
a GPS module) and the Target itself makes the authorization
decision whether to disclose location information.

In some other scenarios the end host delegates some of
these functions to a separate entity, the Location Server or
Presence Server. The Rule Maker therefore needs to upload
authorization policies, in the form of conditions, actions and
transformations, to this server. Note that the Target will often
play the role of the Rule Maker although there are cases where
this is not desired. For example, parents (in the role of Rule
Makers) might want to create authorization policies for their
kids (in the role of Targets). Whenever a watcher requests
access to location information of the Target the Location
Server would first check the conditions part of the policies
and in case of one or severa rules matching evauate the
actions and transformations parts. More details about these
authorization policies that are referred as Common-Policy [10]
and Geopriv-Policy [11] will be described after we introduce
the basic policy rules.

The basic policy rules are much simpler and travel always
with location information (with a reference to a richer set of
policy rules). Note that the term 'Location Object’ is used
when location information is bundled together with policy
rules (within a PIDF-LO). These basic policy rules are aso
encoded as XML elements, as described in [7], and convey
the following information:

e RETRANSMISSION-ALLOWED: This element providesin-
formation whether the Recipient of this Location Object
is permitted to share the enclosed Location Information,
or the object as a whole, with other parties.

e RETENTION-EXPIRES:. This field specifies an absolute
date at which time the Recipient is no longer permitted
to possess the location information.

e RULESET-REFERENCE: This field contains a URI that
indicates where a fuller ruleset of policies as available
with [10] and [11].

o NOTE-WELL: This field contains a block of text contain-
ing further generic privacy directives.

Before a Location Server or Presence Server constructs a
PIDF-LO that contains, among other things, privacy rules,
location and presence information it needs to process the
authorization policies. The Common-Policy [10] documents
provides the basic rule structure using conditions, actions
and transformations. Common-Policy only provides a few
condition elements, namely identity-based conditions as well
as sphere and validity. These elements are described in more
detail in Section 7 of [10]. The conflict resolution mecha
nism defined in Common-Policy is important since it aims
to offer privacy enhancing capabilities by demanding that
permissions are additive; Applying additional policy rules only
adds permissions rather than deleting them. This algorithm
was designed to consider the fact that authorization policies
might be distributed or evaluated in a distributed fashion
as the Location Object travels its way towards Location
Recipients. If dereferencing a policy ruleset fails, privacy is
not leaked. Geopriv-Policy [11] then extends Common-Policy
with location-specific authorization policies with respect to
conditions and transformations. The conditions part allow to
make decisions based on the current location of the Target.
The transformations enable the Rule Maker to control the



values of information carried in the PIDF-LO, both location
information and basic privacy rules. As a privacy feature, the
Rule Maker is given the ability to control the granularity of the
civic and geospatia location information that gets transmitted
to the Location Recipient.

Common-Policy was extended with Presence Authorization
Rules [12] to perform authorization decisions for a presence
based system. For a location-based presence system the Geo-
priv Policies and the Presence Authorization Rules would be
combined by the Rule Maker.

Examples for authorization policies can be found in Section
9 of [11] and in Section 5 of [12].

I1l. GEOPRIV-BASED PRESENCE ARCHITECTURE

This section shows the applicability of presence to Geopriv,
as a more specific example. There are numerous applica
tions of Geopriv that depend on the fundamental subscrip-
tion/notification architecture that also underlies presence.

A. Introduction

Presence is a service defined in RFC 2778 [13] that allows
users of a communications service to monitor one another’s
availability and disposition in order to make decisions about
communicating. Presence information is highly dynamic, and
generally characterizes whether anot auser is online or offline,
busy or idle, away from communications devices or nearby,
and the like.

CPP [9] defines a set of operations for delivery of presence
information. These primarily consist of subscription operations
and notification operations. A subscription creates a persistent
connection between a 'watcher’ (which corresponds to the
Location Recipient of Geopriv) and a ’'presentity’ (which
corresponds roughly to the Location Server). When a watcher
subscribes to a presentity, a persistent connection is created;
notifications of presence information will henceforth be sent
to the watcher as the presence information changes. CPP aso
supports unsubscriptions (terminating the persistent subscrip-
tion) and fetches (one-time requests for presence information
that result in no persistent subscription).

CPP provides a number of attributes of these operations
that flesh out the presence system. There is a system for
automatically expiring subscriptions if they are not refreshed
at user-defined intervals (in order to eliminate stale subscrip-
tions). There are transaction and subscription identifiers used
to correlate messages, and a URI scheme ("pres.”) is defined
to identify watchers and presentities.

At a high-level, then, the presence architecture is applicable
to the problem of delivering Geopriv information. However,
the CPP framework is an abstract framework - it does not
actually specify a protocol, it specifies a framework and a set
of reguirements to which presence protocols must conform.
Also, CPP does not define any concept similar to a Location
Server, nor any way for presence information to be published
to a Location Server.

SIMPLE [14], the application of the Session Initiation Pro-
tocol (SIP) to instant messaging and presence, is one protocol
that instantiates the CPP format and extends it in a number
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Fig. 2. Example of alocation-based Instant Messaging Application

of important ways. SIP has native support for subscriptions
and notifications (in its events framework [15]) and has added
an event package [16] for presence in order to satisfy the re-
quirements of CPP. Above and beyond CPP, SIMPLE has done
work on a publication method [17] that will alow presence
information to be published by presentities to a server that
will apply various policies before sharing presence information
with watchers (in the SIMPLE publication architecture, this
server is known as a compositor). With the Extensible Markup
Language (XML) Configuration Access Protocol (XCAP) [18]
a protocol was specified that allows authorization policies to
be provisioned in to a presence or a location server.

B. Sample Instantiation

To be more specific, consider an instant messaging appli-
cation where users distribute their presence information in-
cluding location information. Figure 2 shows the participating
entities graphically.

Consider a presentity who wishes to distribute location
information as part of the presence information. After reg-
istering to the Location Server which is a presence service
location information as part of a PIDF document. If a Watcher
(i.e., Location Recipient) wants to fetch presence information
of a particular presentity (i.e., Target) in this example. The
Location Object, which contains location information and
authorization policies, is sent to the Watcher confidentially.
For further distribution of the Location Object by the Watcher
the attached policies in the PIDF-LO need to be inspected.

In many cases the Presentity might not alow unrestricted
distribution of presence and location information. Therefore,
authorization policies need to be available at the Location
Server to evaluate whether a particular watcher is alowed to
retrieve certain presence information items. These policies are
created, modified and delete by the Rule Holder as shown in
Figure 2, for example, using XCAP. In many scenarios the
Rule Holder will be equivalent with the Presentity or Target.
In other scenarios, these policies might be provided by a third
party, e.g., parents create these policies for their children.

IV. CONCLUSION

Privacy is a feature of the entire system. In order to
accomplish results that are usable by the Internet community
as alargeit is required to fulfill two requirements:;



o The solution must be as simple as possible in order to

have a chance to see deployment. For example, reusing
existing policy languages, such as the eXtensible Access
Control Markup Language (XACML) that provides a
very flexible framework, would have made the Geo-
priv architecture considerably more complex. In fact, an
XACML [19] based solution was proposed (see [20]) and
rejected by the working group. More complex identity
based conditions were aso postponed to future versions,
such as identity based conditions that align the Security
Assertion Markup Language (SAML) with the Geopriv
authorization policies (as described in [21]) in order to
simplify the base specification. The same is true for non-
identity based authorization mechanisms.

The solution has to leverage available and deployed
protocols as much as possible. The working group started
with SIP as a using protocol, as described in SIP Location
Conveyance [22], instead of HTTP or even an abstract
or an entirely new protocol. SIP offers a rich semantic
with regard to user identities and privacy aspects. Recent
work in SIP regarding privacy [23], [24], SIP identity
enhancements [25], [26], the SIP Certificate Management
Service [27] and SAML usage within SIP [28] can be
reused.
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