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A retro-perspective into the future

• Networking is really four fields
• Networking is civil (infrastructure) engineering
• We’re no longer “new” – adult hood (and middle age+) is painful
• Standards make networking different – but the valley of death looms
• Responsible AI à responsible networking
• Networking is no longer the (PhD) student attractor
• Internet literacy (not just skills) is our next challenge
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Networking has become (at least) four areas

sensingPHY
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Figure 14. Gesture Recognition Application 
 
Likely participants: 

1) Users utilizing gesture to interact with personal devices 

2) Consumer electronics OEMs providing value-add features of gesture recognition for enhanced 

quality of experience (QoE) and ease of use  

 

The gesture recognition use case primarily targets personal device deployments. 

 
Requirements:  

1) Detection of gesture  

o Small-scale finger/hand gestures, larger-scale body poses 

 

2.2.7 Biometric 
 

High-resolution sensing can be utilized to measure physiological and behavioral data for security and 

medical applications. Biometric data measurements include heartbeat and respiration rates. This 

information can be used for monitoring patients in a noninvasive and passive manner, as shown in 

Figure 15. Additionally, high-resolution sensing has security applications, such as in the case of 

polygraphs. 

 

Figure 15. Biometric Application 
 
Likely participants:  

1) Patients requiring passive monitoring 

2) Healthcare providers 

3) Security and law enforcement agencies 

4) Healthcare or security device manufacturers  

 

The biometric use case primarily targets personal device deployments, however it may be suitable for 

home and enterprise deployments, as well. 
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Networks as core civil 
infrastructure
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Civil infrastructure systems involves the design, analysis 
and management of infrastructure that supports human 
activities, such as electric power, oil and gas, water and 
wastewater, communications, transportation and the 
buildings that make up urban and rural communities. 
These networks deliver essential services, provide 
shelter and support social interactions and economic 
development. They are society’s lifelines.
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The great civil infrastructures
• Constructed over generations
• Not replacement, but continual refurbishment
• Interdependent components with well-defined 

interfaces
• High initial cost, but operating cost dominates
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The Internet as core civil infrastructure
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Ted Stevens (R-AK, 2006)
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Interfaces: Energy

~1915 (2 prong)
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Civil engineers care a lot about 
reliability & costs
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”Internet outage” trends
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In the chic neighborhood of
SoHo, more than 40 stores have
closed during the pandemic. More
than a quarter of the offices, once
among the most desirable and ex-
pensive in New York City, are
empty, the highest vacancy rate in
Manhattan. The international
tourists who fueled the area’s
economy vanished a year and a
half ago.

Perhaps no neighborhood in the
American city hardest hit by the
pandemic’s financial devastation
has been hurt more than the pic-
turesque district of ornate cast-
iron buildings, art galleries and
designer boutiques that made it
one of the country’s hippest neigh-
borhoods.

As New York climbs out of the
depths of an economic free-fall, it
has notched some major mile-
stones lately. In-person classes
have resumed at the city’s
schools, Broadway theaters have
reopened and 300,000 municipal
workers have returned to their of-
fices for the first time in 18

months.
But on SoHo’s cobblestone

streets, the economic scars have
not yet healed, a sign of how vul-
nerable New York is to a conta-
gious disease that has unraveled
an urban economy built on face-
to-face interactions in offices,
restaurants and stores.

The sidewalks are bare. “For
Lease” signs hang in one store-
front after another. Employees far 

Streets and Storefronts Empty,
SoHo Is Teeming With Anxiety

By MATTHEW HAAG

SoHo has been hit hard by a
loss of overseas tourists.

JAMES ESTRIN/THE NEW YORK TIMES

Continued on Page A17

VENICE — As the pandemic
chased away visitors, some Vene-
tians allowed themselves to
dream of a different city — one
that belonged as much to them as
to the tourists who crowd them
out of their stone piazzas, cobble-
stone alleyways and even their
apartments.

In a quieted city, the chiming of
its 100 bell towers, the lapping of
canal waters and the Venetian dia-
lect suddenly became the domi-
nant soundtrack. The cruise ships
that disgorged thousands of day-
trippers and caused damaging
waves in the sinking city were
gone, and then banned.

But now, the city’s mayor is tak-
ing crowd control to a new level,
pushing high-tech solutions that
alarm even many of those who
have long campaigned for a
Venice for Venetians.

The city’s leaders are acquiring
the cellphone data of unwitting
tourists and using hundreds of
surveillance cameras to monitor
visitors and prevent crowding.
Next summer, they plan to install
long-debated gates at key entry

points; visitors coming only for
the day will have to book ahead
and pay a fee to enter. If too many
people want to come, some will be
turned away.

The conservative and business-

friendly mayor, Luigi Brugnaro,
and his allies say their aim is to
create a more livable city for be-
leaguered Venetians.

“Either we are pragmatic, or we
live in the world of fairy tales,”

said Paolo Bettio, who heads Ve-
nis, the company that handles the
city’s information technology.

But many residents see the
plans to monitor, and control, peo-

Venice Turns Cameras on Tourists to Count and Corral Big Crowds
By EMMA BUBOLA

In a control room in Venice, officers watch 400 surveillance cameras to track and disperse crowds.
ALESSANDRO GRASSANI FOR THE NEW YORK TIMES

Continued on Page A9

WASHINGTON — As centrist
Democrats in Congress have
worked to block or strip out major
provisions of President Biden’s
$3.5 trillion social safety net and
climate plan, a string of online ads
has popped up in their states and
districts, lavishing praise on
them.

One calls Senator Kyrsten
Sinema of Arizona, who has
emerged as a leading holdout on
the measure, an “independent
voice” and a “bipartisan leader.”
Another says Representative
Kurt Schrader of Oregon is push-
ing for the “Biden-Schrader”
agenda, though he clearly op-
poses key portions of the presi-
dent’s package. A third praises
Representative Kathleen Rice of
New York for “fighting for our
health care and our economy,”
even as she undercuts elements of
Mr. Biden’s plan.

There is one thing the ads do not
say as prominently: They are paid
for by groups funded by the phar-
maceutical industry and business
interests that are lobbying hard to
kill or reshape crucial pieces of the
president’s plan.

As Democrats labor to keep Mr.
Biden’s proposal on track in Con-
gress amid deep internal divi-
sions, a robust influence cam-
paign is meeting it at every turn.
Business groups are working in
overdrive to fight large swaths of
it, such as raising taxes on the
wealthy and corporations; ex-
panding Medicare to cover dental,
hearing and vision services; and
proposed taxes and fees to cut
down on carbon emissions.

The effort is unfolding less con-
spicuously than previous lobby-

BIDEN’S AGENDA
FACES ONSLAUGHT

FROM LOBBYISTS

FOCUS ON KEY CENTRISTS

Business Groups Urging
Democrats to Alter or

Kill Social Plans

By LUKE BROADWATER

Continued on Page A13

SAN FRANCISCO — Facebook
and its family of apps, including
Instagram and WhatsApp, were
inaccessible for hours on Monday,
taking out a vital communications
platform used by billions and
showcasing just how dependent
the world has become on a com-
pany that is under intense scru-
tiny.

Facebook’s apps — which in-
clude Facebook, Instagram,
WhatsApp, Messenger and Ocu-
lus — began displaying error mes-
sages around 11:40 a.m. Eastern
time, users reported. Within min-
utes, Facebook had disappeared
from the internet. The outage
lasted over five hours, before
some apps slowly flickered back
to life, though the company cau-
tioned the services would take
time to stabilize.

Even so, the impact was far-
reaching and severe. Facebook
has built itself into a linchpin plat-
form with messaging, livestream-
ing, virtual reality and many other
digital services. In some coun-
tries, like Myanmar and India,
Facebook is synonymous with the
internet. More than 3.5 billion peo-
ple around the world use Face-
book, Instagram, Messenger and
WhatsApp to communicate with
friends and family, distribute po-
litical messaging, and expand
their businesses through adver-
tising and outreach.

Facebook is used to sign in to
many other apps and services,
leading to unexpected domino ef-
fects such as people not being able
to log into shopping websites or
sign into their smart TVs, ther-
mostats and other internet-con-
nected devices.

Technology outages are not un-
common, but to have so many
apps go dark from the world’s
largest social media company at
the same time was highly unusual.
Facebook’s last significant outage
was in 2019, when a technical er-

Facebook Apps
Crash, Leaving
Billions Cut Off

Outage Lasting Hours
Has Global Impact

By MIKE ISAAC
and SHEERA FRENKEL

Continued on Page A9

TROUBLE Leaked files published
by The Wall Street Journal hint at
Facebook’s weakness. PAGE B1

RINGO H.W. CHIU/ASSOCIATED PRESS

At least 126,000 gallons have spilled from a damaged pipeline off Southern California, the largest such leak since 2015. Page A15. 
California Closes Beaches as Oil Spreads

WASHINGTON — The Biden
administration offered its strong-
est signal yet that the United
States’ combative economic ap-
proach toward China would con-
tinue, with senior administration
officials saying that President Bi-
den would not immediately lift
tariffs on Chinese goods and that
he would hold Beijing accountable
for trade commitments agreed to
during the Trump administration.

Comments on Monday by Kath-
erine Tai, the United States trade
representative, and other officials
provided one of the first looks at
how the Biden administration
plans to deal with a rising eco-
nomic and security threat from
China. They indicated that while

Mr. Biden may have criticized the
Trump administration’s ag-
gressive approach, his White
House will continue trying to
counter China’s economic threats
with trade barriers and other pu-
nitive measures.

That includes requiring China
to uphold commitments it agreed
to as part of the initial trade deal
that it signed with the United
States in January 2020, as well as
pressing China on the issue of sub-
sidies it offers to give its indus-

U.S. Suggests It Will Not Ease
Tough Line on Chinese Trade

By ANA SWANSON
and KEITH BRADSHER

Continued on Page A6

Biden Criticized Trump
but Keeps Penalties

He Imposed
HOUSTON — Americans are

spending a dollar more for a gal-
lon of gasoline than they were a
year ago. Natural gas prices have
shot up more than 150 percent
over the same time, threatening to
raise prices of food, chemicals,
plastic goods and heat this winter.

The energy system is suddenly
in crisis around the world as the
cost of oil, natural gas and coal has
climbed rapidly in recent months.
In China, Britain and elsewhere,
fuel shortages and panic buying
have led to blackouts and long
lines at filling stations.

The situation in the United
States is not quite as dire, but oil
and gasoline prices are high
enough that President Biden has

been calling on foreign producers
to crank up supply. He is doing so
as he simultaneously pushes Con-
gress to address climate change
by moving the country away from
fossil fuels toward renewable en-
ergy and electric cars.

U.S. energy executives and the
Wall Street bankers and investors
who finance them are not doing
anything to bolster production to
levels that could bring down
prices. The main U.S. oil price
jumped nearly 3 percent on Mon-

Energy Prices Spike as Producers
Fret Over Pandemic and Climate

By CLIFFORD KRAUSS
and PETER EAVIS

Continued on Page A15

Cost Hits a 7-Year High
After OPEC Declines

to Increase Supply

Shortages and supply-chain problems
are threatening traditional holiday
foods and beyond, as Britain braces for
a challenging winter. PAGE A4

INTERNATIONAL A4-9

Britons Face a Lean Christmas
Gerrit Cole is known by his teammates
as a student of the game. Can he pass a
big test on Tuesday night in the A.L.
wild-card game in Boston? PAGE B7

SPORTS B7-10

Perfectionist Holds Yanks’ Fate
Scientists are studying an implant that
delivers individualized brain stimula-
tion in an effort to treat patients with
severe depression. PAGE D1

SCIENCE TIMES D1-8

A ‘Pacemaker for the Brain’ Paul Krugman PAGE A19

OPINION A18-19

DEADLINE The president warned
the G.O.P. not to use “tricks” on
raising the debt limit. PAGE A13

The change reversed a Trump adminis-
tration policy that barred organizations
providing abortion referrals from fed-
eral family planning money. PAGE A13

NATIONAL A10-17

Reversing an Abortion Ban

Late Edition

VOL. CLXXI . . . . No. 59,202 + © 2021  The New York Times Company NEW YORK, TUESDAY, OCTOBER 5, 2021

Today, mostly cloudy, showers in
spots, high 68. Tonight, mostly
cloudy, low 60. Tomorrow, drier and
mild, but still rather cloudy, high 70.
Weather map appears on Page A16.

$3.00
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Still working on those 5 nines – and we need 
to keep trying!

 Electronic copy available at: https://ssrn.com/abstract=3121942 

Technology % of participants
Cable 55%

Cable (business) 1%
DSL 35%
Fiber 7%

Satellite 1%
Wireless 1%

Table 3: Percentage of the sample population in the FCC’s dataset
using each access link technology.

defining a failure as “an hour with > 1% packet loss” yields a
similar MTBF for both Cox and Insight Cable (⇡ 27.5 hours),
using a 10% loss rate threshold, but results in a MTBF over
50% higher for Cox (⇡ 150 hours) than for Insight (⇡ 94
hours).

The assessment of broadband reliability could focus on
different aspects, ranging from the reliability of the network
connection, the consistency of performance, and the avail-
ability of services offered by the ISP, such as DNS servers
and email [41]. The primary focus of this work is on broad-
band service reliability, under which we include both the
availability of connection itself as well as that of the ISP’s
DNS service. From the perspective of most users, failures in
either are indistinguishable. We plan to study other aspects of
service reliability, such as performance consistency, in future
work.

3.2 Characterization of service reliability
We apply the approach presented in the previous section to
characterize the reliability of broadband services in the US
using the FCC MBA dataset. We first provide a short sum-
mary of the population of participants in the SamKnows/FCC
study. In our study, we seek to understand the role that a set
of key attributes of a subscriber’s connection play in deter-
mining its reliability: (1) How does reliability vary across
different providers? (2) What is the impact of using different
access technologies or subscribing to different tiers of ser-
vice? (3) Does geography affect reliability? (4) How reliable
is the provider’s DNS service?
Sample population. As part of the MBA dataset, the FCC
also provides metadata about each participant including the
user’s service tier (i.e., subscription speed), service technol-
ogy (e.g., cable or DSL), and geographic location. Com-
bining this information with the loss rate data described in
Section 3.1, we compare the reliability of broadband services
across different axis.

The list of ISPs covered in the sample population includes
both large, nationwide ISPs and smaller, regional ISPs. Since
the number of devices per ISP is weighted by the number of
subscribers, most devices (71%) are located in larger ISPs
(AT&T, Comcast, and Verizon).

The FCC’s dataset includes a diverse set of technologies, in-
cluding satellite and fixed wireless providers. Table 3 shows a
summary of the distribution of participants by access technol-
ogy. “Wireless” access refers to fixed wireless (not mobile)
from providers such as Clearwire, where users connected
there FCC-provided device to a wireless modem. Additional
information, such as the process used for selecting partici-

ISP Average Average annual
availability downtime (hours)

1% 5% 10% 1% 5% 10%
Fiber

Frontier (Fiber) 98.58 99.47 99.77 124 46.8 20.3
Verizon (Fiber) 99.18 99.67 99.80 72 29.2 17.8

Cable
Bright House 98.21 99.28 99.58 156 62.8 36.7
Cablevision 98.33 99.53 99.70 146 41.4 25.9
Charter 97.84 99.29 99.59 189 62.5 36.1
Comcast 98.48 99.45 99.66 134 48.0 29.7
Cox 96.35 98.82 99.33 320 103.0 58.4
Insight 96.38 98.31 98.94 318 148.0 93.0
Mediacom 95.48 98.34 99.03 396 146.0 85.3
TimeWarner 98.47 99.48 99.69 134 45.9 26.9

DSL
AT&T 96.87 99.05 99.42 274 83.3 51.1
CenturyLink 96.33 98.96 99.39 322 90.9 53.7
Frontier (DSL) 93.69 98.18 98.87 553 160.0 98.7
Qwest 98.24 99.24 99.51 154 66.7 42.8
Verizon (DSL) 95.56 98.43 99.00 389 137.0 88.0
Windstream 94.35 98.72 99.42 495 112.0 50.6

Wireless
Clearwire 88.95 96.96 98.13 968 266.0 164.0

Satellite
Hughes 73.16 90.15 94.84 2350 863.0 453
Windblue/Viasat 72.27 84.20 96.37 2430 1380.0 318.0

Table 4: Average availability and annual downtime for subscribers,
per service, for three different loss-rate thresholds. Verizon (fiber) is
the only service providing two nines of availability at the 1% loss
rate threshold. Clearwire is able to reach performance close to
Frontier (DSL) and Insight at the 10% threshold.
pants, can be found in the technical appendix of the FCC’s
report [26].

To understand the relative importance of the different at-
tributes, we calculated the information gain—the degree to
which a feature is able to reduce the entropy of a target
variable—of each attribute of a subscriber’s connection (ISP,
download/upload capacity, region, and access technology).
We found the subscriber’s ISP to be the most informative
feature, with access link technology as a close second, for
predicting service availability. In the rest of this section we
analyze the impact of these attributes on service reliability.
We close with an analysis of DNS and ISP reliability.

3.2.1 Effect of ISP

We first characterize service availability— the probability that
a service is operational at any given point in time—for each
provider in our dataset. Table 4 lists the average availability
per ISP, as well as the provider’s unavailability, described as
the average annual downtime (in hours). We evaluate both
metrics in the context of the three loss rate thresholds for
network failures measured over an hour. For comparison, five
nines is often the target availability in telephone services [43].

We find that, at best, some providers are able to offer two
nines of availability. Verizon’s fiber service is the only one
with two nines of availability at the 1% threshold. At 5%,
about half of the providers offer just over two nines. The
satellite and wireless services from Clearwire, Hughes, and
Viasat provide only one nine of availability, even at the 10%
loss rate threshold.

Because broadband users are more likely to be affected by
outages in the evening, we also measured availability during
peak hours (from 7PM to 11PM, local time), as shown in

5

Electronic copy available at: https://ssrn.com/abstract=3121942

Bischof, 2018
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Network economics, (over)simplified

Equipment
4%Construction

11%

Operations
85%

% OF REVENUE
Equipment Construction Operations

Communications infrastructure upgrade  |  The need for deep fiber

16

Excessive operating expenditures 
caused by legacy network operations 
restrict carriers’ ability to leverage IP 
networking advancements
Motivating carriers to fund fiber 
infrastructure likely requires a method to 
improve carrier margins and free up money 
for capital investment. As market share 
losses in both voice and broadband access 
mount, carriers have been aggressive in 
slashing costs. However, cost reduction 
opportunities are fundamentally limited 
without an ability to completely retire 
legacy TDM products and assets. Without 
the ability to shutter real estate and 
decommission support systems entirely, 
cost cutting alone cannot keep pace with 
customer loss and corresponding revenue 
declines. As legacy TDM wireline networks 
continue to descale, the percentage of fixed 
costs overwhelms the cost structure which 
could lead to even greater margin pressure.

Carriers are willing to invest in, and could 
potentially gain tremendous efficiency from 
deploying new IP networking architectures 
like Software Defined Networks and 
Network Function Virtualization (SDN NFV). 
However, the requirement to operate and 
maintain legacy TDM-based networks 
limits carriers’ ability to take advantage 
of the savings and shift capital to deep 
fiber deployment.

The ratio of cash OPEX to CAPEX in Exhibit 
8 depicts the predicament of operating 
a legacy network given ongoing market 
share loss. Operating two networks 
(legacy TDM and IP) forces the largest 
wireline carriers to spend, on average, 
five to six times as much on operating 
expenses as they do capital expenditures. 
High operating costs due to maintenance 
of legacy products and systems consume 
the vast majority of service revenues, 
leaving less for capital expenditures.

Wireline carriers have both a capital 
intensive and labor-intensive business 
model. Other labor-intensive industries 
such as construction, hospitality and 
agriculture typically have capital intensities 
below 5 percent compared to a typical 
wireline telecom carrier with the expected 
capital intensity of 14–18 percent.45 Shifting 
OPEX dollars to capital investment in fiber 
deployment requires that carriers operate 
one network instead of two. Retirement of 
legacy TDM networks could greatly reduce 
the operating expenses to free up funds 
for fiber investment. TDM retirement 
also frees up capital previously reserved 
for maintenance of the legacy networks 
and systems.

Exhibit 8
2016 Average OPEX to CAPEX ratios44

Wireless

3.8X

Cable Wireline

2.7X

5.2X

Retirement of legacy TDM 
networks would greatly 
reduce operating expenses, 
freeing up funds for fiber 
investment.

70%

30% traditional: 12-15 staff/10k customers
Iliad, FR: 3-4 staff/10k

SIGCOMM 2022

Covid-19 will take its toll on operator revenue growth in the short term; 2022 will see a 
recovery, followed by solid growth out to 2025

Figure 8
Source: GSMA Intelligence

Billion

2019 2020 2021 2022 2023 2024 2025

$277
$268 $268

$276
$283

$289
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1%

-3%

0%

3%
2%

2%

2%
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5. “Verizon boosts network spend”, Mobile World Live, 2020 

Operators commit to 5G spending, despite the Covid-19 pandemic

Figure 9
Source: GSMA Intelligence

Capex (billion)

$47 $48
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5G Non-5G Capex to 
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2019–2025 
spend on 5G 

$328bn

The mobile  
market in numbers

17

The Mobile Economy North America 2020
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Performance vs. cost

10x performance improvements 

This is where the opex costs are

This is where the attention is

8/24/22 SIGCOMM 2022 14

reliability

This is where the capex costs are



Like civil engineers, we rely on 
standards
or: implementors (mostly) don’t read 
papers, they read standards
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Standards bridge the valley of death

standards
”rough consensus and running code”

PwC
8/24/22 SIGCOMM 2022 16



Standards are eco-systems, not one 
document

“SMTP, defined in RFC 
5321, is at the heart of … 
mail.” (Kurose/Ross)

What students see: What implementors see:

 
 Irfan Ali 1 Irfan Ali 

LTE/EPC Specifications 

UE 

MME 

HSS 

Serving 
GW PDN GW 

PCRF 

Internet 

S6a 

S11 

S1u 

S1-MME 

LTE-Uu 

S5 

Gx 

Rx 

SGi eNB 

S10 

X2 

SPR 

Sp 

Stage-3 Specification 
Stage-2 Specification 
Stage-1 Specification 

Stage-1: 22.278 

E-UTRAN Stage-2:  
36.300 

Evolved Packet Core Stage 2: 23.401 

29.274 GTPC 
29.281 GTPU 

29.274 GTPC 

36.410 General 
36.411 Layer 1 
36.412 (Sig xport) 
36.413 (S1AP) 

29.212  
29.213 Sig Flow 

36.201,211,213,214  PHY 
36.321 MAC 
36.322 RLC 
36.323 PDCP 
36.331 RRC 

36.410 General 
36.411 Layer 1 
36.414 (Data xport) 
29.281 GTPU 

PCC Stage 2:       23.203 
Charging Stage 2:  32.240 

36.420 General 
36.421 Layer 1 
36.422 (Sig xport) 
36.424 (Data xport) 
36.423 (X2AP) 
29.281 GTPU 

29.214 

36.304 Idle 
36.306 Capability 
36.314 Measurement 
23.122 Idle-NAS 

24.301 NAS 

Unspecified 

Online 
Charging 
Function 

Offline 
Charging 
Function 

Billing 
Domain 

Gy/Ro 
Gz/Rf 

Bx 

32.251  

32.251  

General: 
23.003 Identifiers 
29.303 DNS 
33.401 Security Stage 2&3 

S9 
29.215  

29.061  

29.272  

36.133 RRM Reqds 

Operator  
Services 

Link to get latest 3GPP specs per release:   ftp://ftp.3gpp.org/Specs/latest  
Link to find out what a spec covers: http://www.3gpp.org/Specification-Numbering  
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Network standards are becoming less & more 
important

• ”good enough” + eco system
• only one company can change L4
• easy downloads on four platforms + web make 

proprietary applications preferable à
sustainable recurring-fee business model8/24/22 SIGCOMM 2022 18



New-ish Not so 
much

video mostly 
proprietary

no new applications 
since VoIP

energy flowing to 
web3

QUIC

TLS 1.3

WebRTC

Standards are (maybe) still important
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IETF still has a reasonable bar to entry

fewer authors than accepted SIGCOMM papers…

• Most efforts start small – being a graduate student is ok
• Last IETF: 5% of on-site, 8% of online participants academic
• Online participation (meeting & lists) lowers bar
• Get feedback on ideas
• IRTF remains good option, but impact uncertain
• 2 approaches: small improvement or new area
• If you’re really successful, nobody will cite you (any more)

8/24/22 SIGCOMM 2022 20



Networks typically beyond our radar
(and opportunities for making them better)

 

DNP3 Primer, Revision A, 20 March 2005 Page 4 Copyright, DNP Users Group, 2000, 2005 

The middle row in Figure 2 shows a hierarchical type system where the device in the middle is an outstation to the master at 

the left and is a master with respect to the outstation on the right. The middle device is often termed a sub-master. 

Both lines at the bottom of Figure 2 show data concentrator applications and protocol converters. A device may gather data 

from multiple outstations on the right side of the figure and store this data in its database where it is retrievable by a master 

station on the left side of the figure. This design is often seen in substations where the data concentrator collects information 

from local intelligent devices for transmission to the master station. 

TCP/IP 

Many vendors offer products that operate using TCP/IP to transport DNP3 messages in lieu of the media discussed above. Link 

layer frames, which we have not talked about yet, are embedded into TCP/IP packets. This approach has enabled DNP3 to take 

advantage of Internet technology and permitted economical data collection and control between widely separated devices. 

More On Layering 

Communication circuits between the devices are often imperfect. They are susceptible to noise and signal distortion. DNP3 

software is layered to provide reliable data transmission and to effect an organized approach to the transmission of data and 

commands. Figure 3 shows the layering that was not shown in Figure 1. 

Figure 3 

Link Layer Responsibility 

The link layer has the responsibility of making the physical link reliable. It does this by providing error detection and duplicate 

frame detection. The link layer sends and receives packets, which in DNP3 terminology, are called frames. Sometimes 

transmission of more than one frame is necessary to transport all of the information from one device to another. 
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We are no longer the young 
crowd
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Evolution of networking

Can you do 
video over the 

Internet?

At decent 
quality? On my phone? 

My job 
depends on 

Zoom!
How much does  

it cost?

1990s 2000s 20222010s
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~30 years ago

Mosaic 1.0: November 1993

IBM Simon (announced 11/1993)

GMD webcam (1997)

Euro-ISDN: 1994
DSL patent: 1990
DOCSIS started 1995
DSL in Germany: 7/1999

August 1993
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Kurose/Ross, 2000
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IETF25 (1992) looks familiar
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We’ve met complexity, and it is us

“In fact, the code complexity of an IP router now rivals that of a 
5ESS telephony switch [app. 5-10 million lines of code].” 
(Ramjee, 2016)

RFC 1034: 54 
pages (1987)

Quagga: 226,048 CLOC
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Carriers no longer doing research
R&D spending ($M) R&D 

(2021)
total

AT&T 0.84%

BT 0.29% 2.9%

DT 0.03% 0.59%

Orange 1.46%

Ericsson 18.1%

Huawei 22.40%

Nokia 18.98%

Facebook 20.95%

Google 12.25%

Microsoft 12.36%

LightReading (8/2022)8/24/22 SIGCOMM 2022 28



With impact comes responsibility
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“100% of robocalls use the protocol I worked on”

too cheap to meter

unregulated
(not PSTN)

open-source
software

programmable

the death of
distance

Technology
• STIR/SHAKEN
• Traceback
• Analytics

Law & regulation
• TRACED Act
• Mandate caller auth.
• Robocall Mitigation DB

Operations
• Traceback
• KYC

Law enforcement
• State AGs

incremental, not done yet!

low barriers
to entry
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The good, the bad & the ugly – we can’t just 
take credit for the first

The good
Bad
but improvable

We’ve met the problem – and 
they sponsor our conferences 
and hire our students!

Wicked problems

unwanted communications
DDOS
CIA violations
è bad actors are the “other”

lack of reliability
lack of usability

deindustrialization
death of Main Street
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What if you build a technology and nobody 
(except VCs) want it?

If Sidewalk’s Quayside failure taught us anything, it’s that 
these technologies need to respond better to human needs.
Sure, the tech industry has made life more productive over 
the past two decades, but has it made it better?8/24/22 SIGCOMM 2022 32



“We’re just designing concrete structures”
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But we’re just building tools!

The but-for test is a test commonly used in both tort law and criminal law to determine actual causation. The test 
asks, "but for the existence of X, would Y have occurred?” (Cornell LII)

"Once the rockets are up,
who cares where they come down?
That's not my department,"
says Wernher von Braun. (Tom Lehrer)

The internet is not just the telephone network with packets
• any (digital) content
• ubiquity in time & space
• amplification: one-to-many & any-to-one
• generality
• programmability & automation
• international
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Individualized ethics falls short
ACM Code of Ethics: “Computing professionals 
should consider whether the results of their efforts 
will respect diversity, will be used in socially 
responsible ways, will meet social needs, and will 
be broadly accessible. They are encouraged to 
actively contribute to society by engaging in pro 
bono or volunteer work that benefits the public 
good.”

Test your ML system for bias.
Use encryption in your protocols.
Make systems accessible.

• Unbiased ML for content 
recommendation does not 
protect democracy.

• Encryption does not mean 
privacy.

• Accessible systems may not 
mean inclusion.

8/24/22 SIGCOMM 2022 35
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Civil Engineering Ethics (ASCE) – [Society]

• “first and foremost, protect the health, safety, and welfare of the public; 
• enhance the quality of life for humanity;
• express professional opinions truthfully and only when founded on 

adequate knowledge and honest conviction; 
• endeavor to be of service in civic affairs; 
• acknowledge the diverse historical, social, and cultural needs of the 

community, and incorporate these considerations in their work; 
• consider the capabilities, limitations, and implications of current and 

emerging technologies when part of their work; and 
• report misconduct to the appropriate authorities where necessary to 

protect the health, safety, and welfare of the public.” 
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Don’t (just) complain 
about how clueless the 
government is

Congressional & 
parliamentary intern 

intern at regulatory 
agencies (e.g., FCC & 

FTC)

Grant agency program 
director (IPA) 

sabbatical,
IEEE Congressional 

Fellowship

 

Columbia University 
450 Computer Science Bldg 

New York, NY 10027 

Phone: 212 853 8468  
E-Mail: hgs@cs.columbia.edu 

Web: http://www.cs.columbia.edu 

 

April 18, 2022 

Ms. Marlene H. Dortch, Secretary 
Federal Communications Commission 
45 L Street, NE Washington, DC 20554  

RE: Empowering Broadband Consumers Through Transparency, CG Docket No. 22-2 

Dear Ms. Dortch: 

On Thursday, April 14th, 2022, Walter Johnston (Danu Consulting), Andreas Carlos 
Freund (Department of Computer Science, Columbia University 1 ) and Henning 
Schulzrinne (Department of Computer Science, Columbia University) met virtually with 
five Commission staff members regarding matters in the above-referenced proceedings. 
The staff members present were Aaron Garza, Erica McMahon, Mika Savir, Mark Stone 
and Kristin Thornton, all from the Consumer and Governmental Affairs Bureau.  

The undersigned shared the attached presentation.  

We reflected on the presentation of consumers at the recent Broadband Consumer 
Labels 2nd Virtual Public Hearing on April 7th, 2022. In our opinion, it emphasized the 
need for both relatively simple labels shown to consumers, but also the ability of 
consumer advocates and researchers to analyze the underlying data in all its 
complexity. 

The public hearing also underlined the importance of reliability and consistency for 
consumers. 

In our previous meeting, we had shown that throughput numbers strongly depend on 
the statistical metric chosen. Latency measurements show an even more pronounced 
difference between mean, median, best 5% and 95th percentile (95% of measurements 
are higher) metrics, with differences of up to a factor of four observed in our data 
analysis. Indeed, the differences are so large that allowing providers to choose the 
statistical measure will make any comparison meaningless. 

 

 

1 Affiliation noted for identification purposes only. The opinions expressed here may or may not represent 
the views of the University.  

Long-term commitment Short-term commitment8/24/22 SIGCOMM 2022 37



Responsible AI à responsible networking

Google

Responsible AI ensures that AI and machine 
learning (ML) models are Robust, Explainable, 
Ethical and Efficient. (FICO)

Robust ✅
Ethical ✅
Abuse-resistant?
Responsive to public policy?
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The next generation network(ers)
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Networking: now dominated by ML

CRA Taulbee Surveys of
PhD-granting CS & CE 
departments in US & Canada

< 2008 combines OS & networking https://cra.org/resources/taulbee-survey/

Do we know why?
• “petroleum engineering”
• “boooring”
• “no jobs”
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The faculty pipeline is drying up
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171 departments

4 tenure-track 
faculty hires



2022 Columbia University CS MS student 
tracks
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Infrastructure is not a hot subject
Today’s Power Engineering 
Shortage – An Alarming Problem 
With a Powerful Upside (2008)

“77% of energy 
companies find it 
difficult to hire 
qualified employees.”

“There has been a decline in 
power engineering programs at 
universities over the past two 
decades; the current estimate is 
less than 30 programs in the 
United States and about 75 
programs worldwide.” (2008)
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Fig. 2. United States electrical engineering students with a power emphasis 
contrast with degrees conferred annually 

While the number of career opportunities is expected to be 
in balance with the supply of graduates, this implies that all 
power engineering graduates will work for a utility upon 
graduation. This would leave a shortage of power engineers to 
work for consulting firms, industrial plants, product manu-
facturers, etc. Likely, some graduates will choose to work for 
a utility, while others will work for a consultant or manufac-
turer, thus leaving a shortage in all types of organizations that 
need power engineers. 

    3)  Salaries Lag Behind Other Engineering Fields 
Engineering salaries vary dramatically by specialty and in-

dustry. For example, a survey by IEEE-USA shows that sala-
ries for engineers in the power and energy markets are behind 
other fields that employ electrical engineers, as indicated in 
Table I [1]. 

TABLE I 
MEDIAN SALARIES FOR UNITED STATES ELECTRICAL ENGINEERS 

Engineering Discipline Salary ($) 

Solid-state circuits 93,500  

Communications 92,900 

Laser and electro-optics 91,000 

Software, aerospace, and electronics 89,000 

Components and manufacturing 88,850 

Signals and application 87,000 

Antennas and propagation 86,000 

Medicine and biology signal processing 85,000 

Electron devices 84,750 

Network administration 81,000 

Power electronics 80,050 

Circuits and systems 80,000 

Instrumentation and measurement 76,000 

Energy and power engineering 73,625 

B.  Electrical Line Workers 
Electrical line workers represent the physical labor required 

to operate and maintain the electric grid. They erect poles and 
transmission towers, and install or repair cabling to carry elec-
tricity from the power plant to the customer. This is a physi-
cally demanding and dangerous career in which workers often 
respond in bad weather or during natural disasters to repair 
power system damage (Fig. 3). Risks include electrocution, 
injury due to falls, and flash burns. 

 

Fig. 3. Electrical line workers respond in harsh conditions 

The U.S. Department of Energy predicts the demand for 
line workers is expected to outpace supply over the next dec-
ade [1]. Overall employment is projected to increase more 
slowly than average, although a growing number of retire-
ments should create very good career opportunities [3]. 

Line workers are in one of the highest paid professions that 
do not require a postsecondary education. However, as first re-
sponders, they have unpredictable work schedules, which result 
from being on call virtually 24 hours a day, 7 days a week. 
This can lead to quality of life concerns [1]. 

    1)  Line Worker Programs 
There are over 30 line worker training schools in the 

United States today, double from ten years ago. Utilities offer 
these programs for employees training to be journeyman line 
workers. It typically takes four or more years of training for an 
apprentice to become a journeyman. Mentoring and training 
from experienced journeymen is key to the training process 
and is relied on by utilities. Some organizations expect up to 
50 percent of line workers to retire in the next 5 to 10 years 
[1]. Even with the increase of training programs, a significant 
forecasted shortage of line workers is feared. 
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Few(er) students may want to do networking research
All* students need to understand networks
• Current: how does congestion control work?

• few students take the quad: OS, networks, distributed systems, security
• Future: how can I build scalable, reliable and secure services?

• Do all CS students need to know how BGP and TCP Reno work?
• Current: digital & computer literacy

• “the ability to use information and communication technologies to find, evaluate, 
create, and communicate information, requiring both cognitive and technical skills.” 
(ALA)

• Future: internet literacy
• How does the internet function? Who governs that function? Who can change it?
• How does digital advertising work?
• What is privacy? Is it the same as encryption?
• What are platforms? What is common carriage? What is Section 230?
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And my academic “parents”
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• A new scientific truth does not triumph by convincing its opponents 
and making them see the light, but rather because its opponents 
eventually die and a new generation grows up that is familiar with 
it ...

An important scientific innovation rarely makes its way by gradually 
winning over and converting its opponents: it rarely happens that 
Saul becomes Paul. What does happen is that its opponents gradually 
die out, and that the growing generation is familiarized with the ideas 
from the beginning: another instance of the fact that the future lies 
with the youth.
• — Max Planck, Scientific autobiography, 1950, p. 33, 97
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Example: Fort Collins, Colorado

about 70,000 serviceable locations8/24/22 SIGCOMM 2022 50



Nobody beyond conference TPCs cares about the 
Internet because of its simplicity and mathematical 
elegance
(and if you do, you may want to participate in recent 
standards meetings…)

The internet
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Or: network operators are like airlines
(& beyond common carriage)

Boeing 737
designed 1967

livery
advertising
pricing

commodity
(rarely loved, only hated less)

770-800

800 GSM operatorsSIGCOMM 2022



Speed, reliability & price

 

16  
CONSUMER REPORTS 

BROADBAND INTERNET SERVICE RATINGS 
_____________________________________________________________
Speed and Reliability 
 
We asked respondents to tell us how well their home internet service meets their household’s needs (including 
work, school, entertainment, personal, etc.). They were asked to rate the speed and reliability of their home 
internet connection on a six-point from “very poor” to “excellent.” 
  
More than half of Americans with broadband internet service in their household say the SPEED (54%) and 
RELIABILITY (52%) of their home internet connection is ‘excellent’ or ‘very good.’  
 
 
 

 
 
 
 

  

18%
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28%

14%

3% 2%

16%

36%

28%

14%

5%
2%

Excellent Very good Good Fair Poor Very poor

Speed Reliability

SPEED AND RELIABILITY 
OF HOME BROADBAND INTERNET CONNECTION RATINGS  

Base:  Respondents who have broadband service in their household 
 

 

15  
CONSUMER REPORTS 

Satisfaction with the Price of Broadband  
 
We asked Americans how satisfied or dissatisfied they are with the price they pay (i.e., value for the money) for 
their broadband internet service.  Forty-three percent of Americans who have broadband service in their 
household say they are dissatisfied with the value they get for the money.   Only two in ten (22%) say they are 
‘completely’ (8%) or ‘very’ (14%) satisfied with the value they get for the money.   
 
Satisfaction with the price people pay is highly related to both the actual price they pay for internet service and 
how easy or difficult they say it is to afford their monthly internet costs7. 
 
 
 
 
 

 
 

 
7 These differences remain significant when controlling for age, gender, education level, household income, urbanicity, household size, 
race/ethnicity, and political party affiliation. 
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Very
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HOW SATISFIED OR DISSATISFIED ARE YOU WITH THE  
PRICE YOU PAY FOR YOUR INTERNET SERVICE? 

Base:  Respondents who have broadband service in their household 
 

Consumer Reports, July 2021
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My first research job
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Academic research vs. government
Academic research Government work

Long deadlines (conference & PhD cycle) Short deadlines – can be “today”, but can also take a year

Interdisciplinary in proposal; sub-discipline in paper A lawyer, an economist and an engineer walk into a 
problem…

Self-motivate + PhD student Small to large teams

Being novel – ok to assume Being right, given real-world assumptions

Direction of effect Magnitude of effect (does it matter?)

Convince conference committee Convince non-specialists (lawyers, often)

Find a question you can answer well Answer the question as well as you can

Become an expert on one topic (at a time) Expected to know everything (“you’re an engineer”)

Explain to TPC and panel reviewers Explain to generalists and the public

Find the optimal solution Optimize within legal and political constraints

Your name appears on the paper Usually, only the elected/appointed name appears

modified from Rachel Glennerster (2014) 
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Globotics & the next de-industrialization

1st unbundling lower cost of moving 
goods

19th century –
1970s

2nd unbundling ICT coordination
of manufacturing
(off-shoring) 

1990s

3rd unbundling Internet-based 
unbundling of services

now

78% of US workers in service sector
20% in industry
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We largely work on the ~15% part

Covid-19 will take its toll on operator revenue growth in the short term; 2022 will see a 
recovery, followed by solid growth out to 2025

Figure 8
Source: GSMA Intelligence
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5. “Verizon boosts network spend”, Mobile World Live, 2020 

Operators commit to 5G spending, despite the Covid-19 pandemic

Figure 9
Source: GSMA Intelligence
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17

The Mobile Economy North America 2020
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